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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
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Introduction

0.1 Purpose

In order to protect facility users and other interested parties as well as to provide reassurance and protect
the demand organization’s assets and reputation, an organization should include plans for mitigating the

effects of a

n epidemic in its overall emergency preparedness and business continuity plans.

This document serves as guidance to organizations for effective preparedness for and management of
an epidemic. The organization should create its own formal documentation detailing what actions and

responses should be followed.

By lmplem ntinag the gnir‘anro inthis r]nr‘nmonf' an nrganivafinn should be abhle to-

— take effective action to protect facility users and other interested parties from the risks related to an
epidenpic event;

— demornstrate that it is addressing risks related to an epidemic event using a systematic apprdach;

— putin place a framework to enable effective and timely adaptation to the changing situation;

— create| an emergency response plan (ERP) for an epidemic and integrated it into its gverall risk
management, emergency preparedness and business continuity plans:

NOTE It is not the intent of this document to reproduce ISO 31000:2018, but rather to provide a| framework

identifying the assessment processes specifically needed to mitigate the impact of an epidemic on facility nfanagement.

0.2 Princfple

The safetyjand the quality of life of facility users and other fnterested parties is a requirement of the demand

organizatipn and organization. At all times, the demafid organization and organization shoulld act in a

responsiblg manner to protect the facility users and_other interested parties. Specifically, in response to an

outbreak o epidemic event, the following examplesyof principles can be considered:

— the demand organization should conduct@n assessment of their requirements and capabilities during
the outbreak or epidemic event;

— risk fagtors and impacts should be.anticipated and identified even before an outbreak or epidemic event
is conflirmed by an authoritative body;

— risk factors and impacts should be reviewed once an outbreak or epidemic event is confirjmed by an
authorjitative body;

— gaps should be identified quickly for resolution;

— a plan|should be developed and approved by the organization’s interested parties, placed ir effect and
updatgd as needed;

— the vefified evidence, data and facts should be used in developing facility policies and |guidelines;
unsup boftednformationfromramoetrsor oycuu}atiuuo showldretbedsedin aty dctcrluiuiﬂg faCtorS;

the chain of leadership and management should be clearly defined in the organization’s ERP;

be maintained during the epidemic event;

sensiti

promo

ve and can only be distributed to approved personnel;

te facility user safety;
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— training and education should be provided to enable effective implementation;

— the regulatory variances should be considered.

0.3 Exposure risks

During a normal business day, facility users and other interested parties can be exposed to pathogens
before entering and while staying in the building. The guidance in this document addresses those pathogens
to which the facility users and other interested parties reasonably are or can be exposed during normal
business activities (e.g. transmission via direct/indirect contact, airborne, droplet).

0.4 Challenges

An organi

ation can face challenges if it has to continue operating or return to business during

or after an

epidemic e

vent.

The guidance in this document can enable the organization to prepare for an epidemic event a

reasonabld
— protec

— maints

certainty regarding the safe conditions of the facility, by:
ting the facility user of the managed facility;

lining occupied and unoccupied buildings;

— engaging with facility user reluctant to return to the building;

— manag
— comm|

— undert

ing the economic impact on businesses;
inicating with internal and external interested parties;

aking cleaning and decontamination activities;

— providing isolation/quarantine spaces as required or\directed;

— maintd

ining the availability of personal protective'equipment (PPE), which can be uncertain

— screenling people before they enter the building;

— mainta

— contro|
are no

0.5 Struc

Figure 1 illustrates the framework structure detailed in Clauses 4 to 10 and its relationg

developme

lining the supply chain and logisties;

lling communications so thateither multiple communications or conflicting informati
[ distributed.

fure

nt stages of an ‘epidemic.

nd provide

bn, or both,

hip to the
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Facility management — Guidance on emergency
preparedness and management of an epidemic

1 Scope

This document provides general guidance to organizations on how to plan for, mitigate and/or manage the

risks and i

This docun

2 Norm

The follow
requireme
the latest ¢

[SO 41011,

3 Term

For the puj
ISO and IE

ISO On
IEC El¢

3.1

organizat
person or
achieve its

TIPACtS Of Al EPIdeTic eVent to protect facitity-retated treattty, safety amd wett-beimg:

hent is applicable to all organizations, fully or partially operating, resuming or new to

ative references

ng documents are referred to in the text in such a way that some or athof their content
hts of this document. For dated references, only the edition cited applies. For undated
dition of the referenced document (including any amendments) @pplies.

Facility management — Vocabulary

s and definitions
poses of this document, the terms and definitions'given in ISO 41011 and the followin
[ maintain terminology databases for use in@tandardization at the following addresse

line browsing platform: available at ht£ps://www.iso.org/obp

ctropedia: available at https://wwwelectropedia.org/

on
proup of people that has-its’own functions with responsibilities, authorities and relat
objectives

Note 1 to entry: The concept,efiorganization includes, but is not limited to, sole-trader, company, corpo

enterprise,
public or pr

[SOURCE: |

3.2
facility ma

huthority, partnership, charity or institution, or part or combination thereof, whether incorpo
vate.

SO 41013:2017, 3.3.1]

Inagement organization

pperating.

ronstitutes
references,

g apply.

2]

jonships to

ration, firm,
ated or not,

FM organi
entity resp

[SOURCE: I

3.3
policy

Zation
onsible for facility management

S0 41014:2020, 3.1.2]

intentions and direction of an organization (3.1), as formally expressed by its top management

© IS0 2024 - All rights reserved

1


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://standardsiso.com/api/?name=5ca2dbc1560305f68fbc0b93564767b7

3.4
risk

ISO 41017:2024(en)

effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected. It can be positive, negative or both, and can address, create
or result in opportunities and threats.

Note 2 to entry: Objectives can have different aspects and categories, and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk sources, potential events (3.10), their consequences and their

likelihood.
[SOURCE: I

S0 31000:2018, 3.1]

3.5

lessons le
knowledge
performan|

[SOURCE: ]

3.6
outbreak
increase irf
community

Note 1 to en
epidemic or

Note 2 to en
[SOURCE: 1

3.7
epidemic
large num
geographig

[SOURCE: I

3.8
pandemic
worldwide

Note 1 to en
[SOURCE: 1

3.9
incident

Jlrned

distilled from the performance of a process, activity or event (3.10) and used tpimpi
ce

SO 41014:2020, 3.5.5]

cases of an infectious disease in excess of what is normally expected in a particul:
F or geographical region in a specified time period

try: An outbreak can affect a small and localized group or multiple groups and places and can
pandemic.

try: Two linked cases of an infectious disease can be.sufficient to constitute an outbreak.

SO 45006:2023, 3.11]

region

SO 45006:2023, 3.12]

spread of an infectious disease
try: A pandemicis declared by the World Health Organization (WHO).
SO 45006:2023, 3.13]

ove future

\r location,

resultin an

per of cases of a particular infectious disease, occurring at the same time in a conpmunity or

event (3.10}-+hateanbe;o

[SOURCE: I

3.10
event

0SS, €MeY sch_'y' OF-€¥iSitS

S0 22300:2021, 3.1.122]

occurrence or change of a particular set of circumstances

Note 1 to entry: An event can have one or more occurrences, and can have several causes and several consequences.

Note 2 to entry: An event can also be something that is expected which does not happen, or something that is not
expected which does happen.

Note 3 to entry: An event can be a risk source.

© IS0 2024 - All rights reserved
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[SOURCE: ISO 31000:2018, 3.5]

3.11

emergency response plan

ERP

systematic procedures that clearly detail what is to be done, how, when, and by whom before, during and
after the time an emergency occurs

» o«
’

Note 1 to entry: In some jurisdictions, it can be called “emergency and remedial response plan”, “contingency plan”, etc.
Note 2 to entry: Emergency response plans often also cite preparations to be completed before an emergency occurs.

[SOURCE: I1SO 27917:2017, 3.4.12, modified — the abbreviated term has been added.]

3.12

emergency response team

ERT

group of irjdividuals responsible for developing, executing, rehearsing and maintaining\the response plan,
including the processes and procedures

[SOURCE: ISO 28002:2011, 3.48, modified — “emergency” has been added to the term and the apbreviated
term has bgen added.]

3.13

personal protective equipment

PPE

device or appliance designed to be worn by an individual for theirxprotection against one or more|health and
safety hazards

Note 1 to enftry: PPE includes, but is not limited to, gowns, gloves,respirators, safety glasses, helmets and goggles.
Note 2 to erftry: While generally not considered PPE, masks@@nd other face coverings can provide a level of protection
for the userfin addition to their primary purpose as a public health measure to control the spread of transmission and
infection.

Note 3 to enftry: In many countries PPE, is required-to conform to national regulations.

[SOURCE: ISO 45006:2023, 3.5]

3.14

interested party

stakeholder

person or grganization that-cam'affect, be affected by or perceive itself to be affected by a decision| or activity
[SOURCE: ISO 41011:2047%,3.3.3]

3.15

facility user

person who uses'a facility

EXAMPLE Building occupants, residents, workers, customers and other relevant interested parties.

4 Context of the demand organization

4.1 General

Understanding how a demand organization anticipates, plans for and responds to an emergency or crisis
event, especially one that can affect its need for, and impact on, facility management (FM) and facility
services, is a key consideration for its top management. The set of beliefs and behaviours that people share
in an organization can define its approach to how work gets done. When developing an ERP for epidemic,
the FM organization in conjunction with demand organization team should work within the existing values,

© IS0 2024 - All rights reserved
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expectations and practices of the demand organization with the goal of gaining participation and support
from interested parties during planning and cooperation during an emergency event.

The organization should develop a collaborative relationship with interested parties. Developing a

collaborati
transp

inclusi

resped
trust;

privac
disclog
financ
integr]
lawful

divers
4.2 Ope

4.2.1 Ge

ve relationship involves behaviour that includes:

accountability;

arency;

Veness;

empathy;

t.

)

5
ure of conflicts of interest;

al responsibility;

ration impact

neral

An epidemfic can have an immediate, delayed or lasting impact and can vary in severity from |

business. T|

he timing of the epidemic within the-business cycle can also influence the degree of imj

business to
bact within

the demang organization. Contingency planning and timely activation of the ERP can influence thle impact of

an epidemic on a business. The organization should identify the potential impacts and consider|mitigation

strategies.

Impacts can be categorized as~operational impact (see 4.2.2), employee impact (see 4.2.3)|and other

interested [party impact (see 4.2:4).

4.2.2 Operational impact

Operationgl impactcah be categorised as given below:

a) Produ¢t and’service demand: Client priorities, and purchasing appetite and ability can chgnge either
positiy ely or negatively, 1mpact1ng demand levels. In some instances, demand can remair; however,
purchasimgavenues ctamr change te-g— i persomr shoppingtoomntime)Demamdcamr dimmimisir entirely as
consumer preferences or requirements move entirely to a different product type or service model.

b) Supply chains: There can be a shortage of labour for production or services, as well as shortages or
changes in the levels of material and resource availability.

c¢) Capacity to deliver products and services in a changed environment resulting from travel restrictions
or a lack of resources to support the increases in demand. Alternatively, decreased demand can redirect
support services in a changed direction, impacting capacity to deliver or service.

d) Capability to deliver products and services in a changed environment resulting from changes in

transport and shipping, either due to labour shortages or restrictions of movement (imposed by the
government or by businesses).

© IS0 2024 - All rights reserved
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Expanse of epidemic impact, whether locally, regionally or internationally. Local impacts can be more
easily managed; however, the more expansive the epidemic, the greater the impact as it can affect a
greater component of both consumers and service and product providers.

A plan of all built environment assets should be developed, including the capabilities to mitigate the
impact of an epidemic. Furthermore, the plan should capture the relative criticality of facilities with
respect to business impact and mission. It is important to have a plan for the use of facilities and
their assets in case of an epidemic, and the value of an asset's (facility’s) specific contribution to the
performance of the business’ mission.

Logistic impact: The impacts felt by the business and facility can be mirrored across business to

busine

ss, and is not limited to business to customers.

h) Proces

Re
ca
re
pr
(p

€X

En
iry
ar
fol
sh

4.2.3

Employees|
This impag
the followi
a) Workp
health
requir

b) Site-ba

Conduct of business: Communication and guidance should be facilitated to support client

Employee impact

STmpactcamminctude the fottowing:

gulatory: The validity currency and relevance of processes, procedures and regulatory
h be impacted, requiring review and resulting in amendments or a total reassessmer
sponse influences the degree of impact experienced. This impacts not only supply 4
pvision, but also the requirements and guidelines pertaining to a changed.working er
artial, fully or remote).

ternal interested parties.

hergency preparedness: Emergency preparedness whieh“can be impacted on ¢
espective of epidemic severity. It should be considered whether emergency support
e sufficient in number (accounting for absenteeism) andhwhether upskilling or training
" additional personnel. The emergency evacuation plan, as well as associate evacuatior]
puld review to ensure its relevance and to provide@safe and efficient path of evacuati

can be directly impacted through infection, mental health, welfare or restrictions on
ts the business ability to deliver through a changed or diminished workforce. Changes

hg:

lace: Employees can continue to work from an office environment, but do not wan
and safety concerns. Offices can be restricted due to physical distancing requiremsé
b sanitizing, preventing(access for a period of time.

sed, remote or hybrid work arrangements: The business can require the ability to

hybrid
and ¢

is not limited only. to employee willingness and ability, but also by the business to support |
Internet of Things (IoT) requirements. The provision of these products or services are also
impacted, thérefore forward planning and resourcing is paramount.

Health| and welfare: Facility managers in unison with employers and employees have an ol

or single working,model, depending on type of business or facility. This can impact tl
ability of thefacility to continue to operate. The capacity by businesses to continue

bbligations
t. A timely
nd service
vironment

s, staff and

very level

personnel
is required
diagrams,
il

movement.
ran include

[ to due to
bnts or can

facilitate a
e capacity
to operate,
pgistic and
ikely to be

ligation to

LI | 1 £ L. 1" .
pI‘OVluc dlIU CONIOITIT O d 541€ WOI'KIIlg CIIVITIOIIIICTIL.

d)

Supportand training, including change management and training support to re-skill or upskill employees

to support the ongoing viability of the business and its employees: The degree of impact influences
whether re-training or upskilling is viable and/or necessary in response to the changed environment.

4.2.4 Other interested party impact

There can also be an impact on visitors to the building, e.g. customers, contractors or other visitors.
Attendance should be facilitated in a safe and practical manner. This can require isolation locations, physical
distance requirements and communication, and a restriction on the number of visitors to the facility at any
one time. To be able to facilitate these requirements, resourcing considerations can include control factors,
signage and communication, and wardens or security considerations.

© IS0 2024 - All rights reserved
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The impact can be such that, due to stipulated restrictions, attendance at the facility is entirely removed,
requiring the business to consider alternative ways to provide service to its clients.

5 Leadership
5.1 Leadership and commitment

5.1.1 General

Top management should demonstrate a commitment to the health and safety of its facility users and other
interested parties. Top management should also protect the interests of facility users by adopting and
adhering t TTICt ; i i i nergencies,
but also cophtinually reviewing and updating the plan to ensure its appropriateness.

5.1.2 Emergency management principles

To ensure its commitment to the health and safety of the facility users during an epidemic, leadership should
demonstrate a commitment to emergency management principles.

With respdct to the epidemic, emergency management planning should be:

— Profespional: It should value a science and knowledge-based apptroach based on education, training,
experipnce, ethical practice, public stewardship and continual impyovement.

— Risk-dfiven: It should use sound risk management principlés:(hazard identification, risk amalysis and
impact analysis) in assigning priorities and resources.

NOTE Risk management principles are given in ISO 31000.

— Collabgprative and communicative: It should create“and sustain broad and sincere relationships among
all intg¢rested parties to encourage trust, advecate a team atmosphere, build consensus anld facilitate
commuinication while providing timely information.

— Comprehensive: It should consider allchazards, phases, interested parties and impacts releyant to the
epidenpic event.

— Integrated: It should ensure unity) of effort among all levels of the organization, including ijternal and
externil interested parties.

— Coordinated: It should syachronize the activities of all relevant internal and external interesfted parties
to achieve a common putpose.

— Participation: The organization should encourage participation of facility users to facilifate better
undergtanding<fjinfectious agents that can impact the organization as well as other hazardfs and risks
related to infectious diseases and health outcomes.

— Flexibleclt should use creative and innovative approaches in solving epidemic challenges.

— Progressive (preparedness): It should anticipate future recurrence and take preventive and preparatory
measures to build resilient communities.

5.1.3 Scope of FM

The scope of facility-related emergency management varies depending on the facility type and the nature of
the core business of the demand organization. The FM organization should determine the boundaries and
applicability of FM to establish its emergency management plan scope with consideration for the interested
parties’ requirements.

© IS0 2024 - All rights reserved
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5.1.4 Overall objectives

The organization should set facility-related emergency management objectives in regard to preparedness
and response to an epidemic. The following factors should be considered, but are not limited to:

— people’s safety and the well-being of the demand organization and interested parties;

— variations in local, governmental and health agency policies and guidance.

5.2 Policy

Top management should establish the epidemic emergency management policy based on the principles of
emergency management and the scope and objectives of FM.

New policigs should address new work conditions, whether on site or from a remote location,

The FM policy should align with the demand organization and take into account the nature-of the epidemic
characteristics, including the following considerations, such as:

— physicpl distancing;

— quarantine/isolation;

— facility modification, closure and re-opening;
— enviropmental factors, such as cleaning and indoor environmental quality/indoor air quality (I[EQ/IAQ);
— travel;
— visitorss;
— contacft tracing;

— appropriate PPE;

— persorlal hygiene;

— working from home/remote work;

— testing requirement/vaccinatioprequirement and immunization status;
— privacy;
— occupancy capacity/greup-Size limitations;
— commuinications;

— monitgring;

— reportjing:

If these policiesareinterinT poticies, the orgamnizationshould provide Teviews to detertite wiem the policies
can be relaxed or terminated, or if they should be modified or escalated.

5.3 Roles, responsibilities and authorities

Roles and responsibilities should be clearly defined and communicated to avoid confusion and non-
compliance with the organization’s policy and procedures, and the requirements and directions of the
relevant authorities. See 6.5 regarding the emergency response structure.

Consideration should be given to the following areas with regard to clearly defining roles and responsibilities
in the emergency management plan:

— monitoring and reporting of the epidemic;
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communication (internal and external);

training;

authorization for building modifications, closure and re-opening;
refusing entry or removing a facility user from the facility;

authorization to modify policies;

istering first aid;

the need for effective engagement of facility users.

jing

eral
fution and severity of an emergency and its potential or actual impacts.on facilitieq
to an epidemic environment or emergency may include many of the'plans and proces

hin the facility, but with appropriate amendments and process*development in sup
RP and capability.

are many

bes already
port of the

To support business continuity, the ERP should be a living dogument, requiring an extended view, and

involving legular review, testing and application. With the different stages of epidemic development, the

plan shoulf be continually updated and communicated, understood and supported across all preas with

active involvement and engagement.

6.2 Actipns to address risks

The organization should consider the impacts listed in 4.2 and address the risk associated with the epidemic.

When dev¢loping the ERP for the epidemic,.the organization should take an all-hazards approagch and pay

attention tp the risks arising from the epidemic preparedness and response. To ensure effective planning,

top management should communicate the impact and criticality of identified risks.

Risks arisihg from epidemic preparedness and response are listed below, but are not limited to:

— people-related: for example, the risk of transfer of infected persons and the infection of asymptomatic
infectgd persons;

— placesirelated: for example, cross-infection can be brought by recirculation or short circuiting of fresh
air systems;

— procegs-related: for example, potential risks arising from waste streaming, recycling of materials, and
handlipg of ¢leaning chemicals and materials;

enviro

mentat factors: for exampie, IAQ/TEQ

Plans and strategies should incorporate the basic principles known to be imperative in controlling infection
during an epidemic at the time of the event. The treatment for risks can include, but is not limited to:

promo
ensuri

updati

adjusting administrative controls;

adjusting engineering controls;

ting improved hygiene practices;
ng the availability of sanitization products;

ng the cleaning regime;
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implementing physical distancing;

ing and encouraging the use of PPE;

ence awareness, intelligence, early warning and monitoring;

educating and training all facility users on the revised ERP;

SO 31000 gives an overview of risk identification, analysis, assessment and treatment.

6.3 Emergency preparedness for an epidemic

educating and training the emergency response team (ERT) to coordinate an emergency response.

Specific cd
emergency
can ensure

In respons
users, the {
to reasona

To be proa
intelligenc
informatio

Important

as whethet
is swif]

— ishig

iy
ndant information, sparse informatiofior misinformation shared about it; identify

nsiderations exist that should be accounted for within the organization’s ERP to
that involves an infectious outbreak such as can be found during an epidemic. The of
it has an epidemic plan complementing its facility ERP.

e to an epidemic, facilities require an emergency plan to address the health and safet
udden impact to the capacity to continue business activity and facilityjoperation, and
bly avoid contamination of the facility.

Ctive and responsive to an epidemic event, the organization can ensture it remains up t
e from local and regional authorities via early warning mechanisms as well as publicl
n.

attributes of an outbreak should be taken into account.to support a facility's prepara
an outbreak:

tly moving, indicated by multiple infections within the populace;

contagious and therefore difficult to contain;

hddress an
ganization

b of facility
the ability

b date with
y available

tions, such

— hasa ng correct
and current information that is accurate axd relevant to the facility, and communicating to|interested
partie$ appropriately.

6.4 Emaergency response plan censiderations

Generally, when the ERP is prepared, most considerations start from how to apply, as a mirjimum, the

following three key approachestof infectious disease propagation prevention:

— preverlting exposure tothe infectious agent;

— removjng or reducing transmission routes;

— protecting people who can be more vulnerable to risks related to the infectious agent.

A full and detailed analysis of practical methods to apply these approaches on site should be underfaken. This

analysis mbyconsiderinformation pertinenttoinfectiousagent and acontrolactionslist can be compiled.

Control actions should follow the latest updated guidance or suggestions on the epidemic from authoritative
professional parties (e.g. World Health Organization (WHO), Centers for Disease Control and Prevention
(CDC), International Labour Organization (ILO) or a government health department, see also 7.1.5).

Based on the control actions list, the ERT can then develop a dedicated operational response plan of the
targeted facility in line with the resources schedule (see also 7.1).

An example of epidemic control actions within an office facility can be found in Annex A.
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6.5 Emergency response team and structure

The organization should establish an ERT for emergency preparedness and response. The ERT, via
consultation, with facility users and interested parties, and eventual top-level ratification can provide the
outputs for the ERP to facilitate the desired outcomes. Setting success criteria for these outcomes to be
gauged against enables focus during the planning stage and measurement of success at the review stage.

The organization should implement an incident management structure to carry out the tasks relevant to
objectives of emergency management in an epidemic. The ERT can be structured to include representation

from all co

re and supporting departments or business elements within the organization.

The following structure and typical functions are suggested as part of an ERT:

comm
structy

planni
report
action

operat
contro

logisti

mainte
inform

financ

Depending]
necessary.

The organ
and contin

6.6 Exer

In the prep

| +lo 1d | 4 1l ofels P | H A | H 3
IIU. dutlivul lL_y dllUu CUIILTI UTI'UT LIIT ClJl\.lCllllL, CPluClllll. lJl CVUIILIVUITUITICT SCllLy 1uaua5c1ucu

ire and responsibilities; requesting and approving of resources;

hg: collection, evaluation and timely sharing of incident information and intellige
5 including assigned resources and staffing; development and documentation of a
plan; information gathering, sharing and documentation;

ions: tactical objectives; hazard reduction; protection of people, jproperty and en
| of epidemic and transition to recovery phase;

Cs: epidemic prevention support and resources; facilities, transportation, supplies,
nance, fuel, food service and medical services for incidenit personnel; communic
ation technology support;

e and administration: compensation and claims; procurement; costs and time.
on the scale of the epidemic, a separate finascial and administrative function is

zation should define and document the minimum staffing requirements to immediaf
hously maintain the organization’s epidemic prevention emergency management.

cise programme

aredness stage, the organization should plan, conduct and improve an exercise progra

epidemic in order to:

— validaf
clarify]
improy
identif

identif]

e policies, plans, procedures, training, equipment and inter-organizational agreement
and train personfiel in roles and responsibilities;

e inter-organizational coordination and communications;

y gapssinresources to improve individual performance;

yopportunities for improvement and controlled opportunities to practise improvisati

Fobjectives

ce; status
h epidemic

vironment;

equipment

ations and

hot always

ely initiate

mme for an

12

pn.

Relevant parties should practice the implementation of ERP regularly, using methodologies such as desktop
exercises, role-play practices or simulations. In addition, the demand organization and FM organization
should have regular disaster management and recovery scenario training; it is recommended that epidemic
management is incorporated into these regular sessions. The frequency of these exercise programmes
should be documented and adhered to.
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7 Support

7.1 Resources

7.1.1 General

Holding or having prompt access to specialist resources is critical to establishing safe and healthy conditions
for facility users. The organization is responsible for ensuring the threats and risks have been considered
for effective controls and countermeasures to reduce impacts to facilities and facility users.

The organization should prepare a comprehensive list of the resources that are appropriate for the potential
threat and the vulnerabilities of the facilities (i.e. infection, contagion) and identify and confirm sources.

The organization should identify required resources that are needed to effectively reduce the\ri
to the epidemic and ensure sufficient resources are in place. The organization should considerag

as the foll

peoplég
materi
financ
inform

facility

7.1.2 Pe

The organi
to the epid

knowl
respon|
humar

capabl

ing:
(see 7.1.2);

als (see 7.1.3);

P (see 7.1.4);
ation (see 7.1.5);

aspects (see 7.1.6).

pple

bmic emergency and associated policy, including, but not limited to:

bdgeable persons within the organization who are prepared to develop strategies, to
se activities and to coordinate with-the prime units within the demand organization
resources (HR), health, safety andienvironment (HSE), security);

e consultant specialists to support facility-related epidemiological and medical advi

(the ERT should compile a list ofithese specialists);

persorj

Awareness
existing) a

7.1.3 M4

The organ]
from natio

s for the operation and eontrol of its processes.

training, appropriate to the target audience, should be provided to facility users, sta
hd other interésted parties.

terials

zationl should identify the materials required to respond to an epidemic, according t
haltand international resources, such as:

sks related
pects such

zation should determine and provide the required personnel to effectively manage the response

administer
(executive,

501y needs

f (new and

o guidance

WHO;
ILO;

national governmental health agencies;

local government resources or authorities having jurisdiction.

Pre-planning for general purpose materials can be completed by the organization in cooperation with
the ERP, disaster response or business continuity teams in the demand organization. The list of required
materials can include the following aspects, but is not limited to:

PPE;
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— cleaning agents, disinfecting agents, neutralizing agents;

— dispos

— contro

al tools and supplies;

lled storage of contaminated items.

A risk analysis exercise can reveal the most likely scenarios and what materials would be most effective.

7.1.4 Finance

The organization should coordinate with the finance and risk management units to propose and fund budget
requirements to meet pro-active, pre-emptive and potential expenditures, including:

nacamant chaold Sanaas. A raquiiranannto.

top m3

the ER

7.1.5 Inf

The organi
units and |
which deci
organizati
systems of

public health matters.

hmental factors/e.g. IAQ/IEQ.

4d ax nital c ndi ot tha
HagemehtesSnotreappT \eaa~ uut}t}lpljjpleuA qypllulll& tonreettet eqrements;

T and risk management units (or similar) should guide the process.

ormation

zation should liaise with relevant departments, including, but not limited to, risk m
IR offices to confirm what sources should be accepted as factual ard)credible inform
sions and actions can result. A list of acceptable sources of information should be incl
n’s planning documentation. The list should include global, national and regional rig
the equivalent. These may be government sources or ageneies with some authority {

Cility aspects
ranization should also consider the following aspects including but not limited to:

1g spaces for specific uses relevant to persons affected by toxic, contagious and infect
gative pressure, non-recirculated conditioned air, 100 % exhaust), including:

lation spaces, i.e. spaces used whenjinfections are confirmed;
erim segregated spaces, i.e. spaces used during investigation and testing;

iste and disposal collectioh-areas, which are segregated, and providing sealed col
pvent contamination;

menting contracts to.add the safe and legal disposal of contagious, infectious, biologic{
als;

icity efresources

Anagement
ation from
ided in the
k advisory
0 speak on

ous agents

ntainers to

] and toxic

zatlon should determlne the quantlty of requlred resources that are listed 1n 711 1 tg

7.1.6 Fa
The FM org
a) definiry
(e.g. ng

1) isq
2) inf

3) W
pr

b) supple
mater}

c) enviro
7.2 Capj
The organ]
quantity o

sufficient resources are in place

b 7.1.6. The

Involved employees and consultants should be trained to meet relevant competence requirements.

All facility users should be required to wear appropriate PPE and be trained in its safe use. As necessary,
ongoing training should be provided to facility users to encourage and ensure appropriate behaviours.

All PPE and relevant tools and supplies should be compliant with relevant registrations and ratings to meet
or exceed standards of contagion, infection or toxicity.
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hanisms for obtaining resources

The organization should establish processes to help ensure that essential resources are maintained,

appropriat

ely managed and can be supplied reliably as needed.

The procurement unit of the demand organization can complete sourcing of the resources on a priority basis
to meet the extreme nature of the health challenges.

The organization can consider the following aspects, but which are not limited to:

— people: training and reallocation, outsourcing;

— supply chain (suppliers): procurement, public services;

7.4 Com

7.4.1 Ge|

The epiden
parties. A (

The organ

relevant in
be made cl

The organi

clarify]
ensurg
ensurg

manag
comm|

record

7.4.2 Co
The organi

consed

how tH

what i

7.4.3 Co
The organi

— itscap

respor

se time.
munication

neral

hic plan should be understood and clearly communicated to all facilityusers and other
ommunication plan forms an important component in the successful execution of any

zation should develop a consistent communication format, €nsuring appropriate outi
terested parties according to the development of the event. Gommunication is two wayj
bar to employees to whom and how they can communicaté their concerns regarding th

zation should:

the internal and external communication channels and methods of the organization;
that communication equipment and faciliti€s are available;

that effective procedures and facilitieS-are in place;

e the organization’s response te-thé media and ensure that it complies with the org
inication strategy;

important information about epidemic events, actions performed and decisions made

mmunication applicable to internal interested parties

zation should cerimunicate the following information to internal interested parties:
uences to thé business;

ey camsbe personally impacted;

5 mecessary for compliance.

interested
plan.

reach to all
s; it should
e situation.

anization’s

mmunication applicable to external interested parties
zation should communicate the following information to external interested parties:

acity for delivering goods/services;

— proof of its compliance with regulations;

— rules for engagement during the epidemic including with authorities.
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8 Operational planning and control

8.1 Situational monitoring

8.1.1 Ge

neral

The ERP should take into account advice on the characteristics of infectious diseases, taking advice from
trusted bodies (e.g. public health bodies, specialists). The facilities business continuity plan should be

reviewed t

o ensure it aligns, supports and enhances the organization's epidemic prevention plan.

During the epidemic and alerting period, the FM organization should constantly monitor the epidemic and

associated

The organ
its staff, cli

8.1.2 Ing

The organi
This differ
the incider
specific reg

risks, ensuring the response plan for epidemic prevention is appropriate and suitable.

zation should monitor all relevant aspects related to epidemic situations that can\pe

rfident detection

zation should identify how to differentiate a business-as-usual situation\from an incide
pntiation - and applicability to each situation - can vary depending.on the nature an
t or event. While an incident or event can be global, it can equally’ be something th
rion, a specific business segment or a specific production line ordepartment.

e a risk to

ents or other users, or influence business performance, competitiveness and susfainability.

nt or event.
l impact of
ht affects a

It is import{ant to understand that each division or department can have different levels of impact], according
to the devdlopment of the event. The organization should also defin€ how to identify those levelsfand which
elements of group of elements necessitate a change from one leyvelto another.

Once an event is identified, the organization should formalize-this situation, at all relevant levels, donsidering

all key int¢rested parties at the individual and group/department level. Interested party involyement and

responsibility can vary depending on the level of impact,of the event, and the organization should formalize
significant|changes in the impact level to each division.

There are three considerations:

a) Global| pandemic conditions: The WHOQ) publicly discloses emergency health incidents off infectious
diseasg(s) and announces the outbreak of global infectious disease(s). This should a¢tivate the
organigation to initiate measures-to'respond to the pandemic based on the organization's action plan.

b) Regiorlal epidemic conditions:;The WHO, the national public health department or the adnjinistrative
departiments at all levels.in’ the region publicly disclose emergency health incidents of] infectious
diseasg(s) and announces the outbreak of regional infectious disease(s). This should agtivate the
organipgation to initidte measures to respond to the epidemic based on the organization's action plan.

¢) Outbre¢ak/cluster\conditions: An epidemic case found in a certain business function or production line
related to the.demand organization should activate the organization to initiate measures to frespond to
the outbreakbased on the organization’s action plan.

8.1.3 Regularmonitoring of am incident/evemnt

The organization should prioritize monitoring an event and its evolution. The sources utilized to monitor the
event should be reliable and regulated. A list of acceptable sources of information should be included in the
organization’s planning documentation. The list should include global, national and regional risk advisory
systems or the equivalent. These may be government sources or agencies with some authority to speak to
public health matters.

Events can differ in the impact they have, based on the specific local conditions that the organization
operates in. These local impacts are what should be considered when considering any actions that should be
taken (see also 8.1.2).
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The organization should ensure that effective procedures and facilities are in place to receive, record and
respond to warnings, alarms and external communications from a national or regional risk advisory system
or equivalent systems.

8.1.4 Re

sponse to a warning or alert

The organization should prepare for foreseeable emergencies by reviewing existing epidemic warnings and
alerts. If necessary, the existing ERP, policies and processes should be revised.

8.1.5 Alerting interested parties

The communication should con51der changes 1n format and frequency, accordmg to the level and impact

of the eve
informatio

n approprlate to the interested party pertammg to how the event can 1mpact operatio

8.2 Response to an epidemic event

8.2.1 ERP clarification

The organi
or are not §

zation should consider how the existing ERP (see 6.4) and supportaechanisms (see Clj
\ppropriate to the situation as it develops.

The ERP should be produced as an official document and sent to the various departments that n

actions or

The organi

solicit
incorp

if subs

8.2.2 Pr

The organ
coordinati
applicable

8.2.3 Es

hre affected by the actions (this can be company-wide).
zation should:

opinions from internal and external interested parties, evaluate the content of fee
prate constructive feedback into the newly revised ERP;

bcess and procedures

zation should distribute the updated processes and procedures for the activation,
bn and communication of.the response to the appropriate parties and provide f
[see also 8.1.4 and 8.1.5).

ralation procedures

The respomses as outlined\in' 8.2.2 should be proportional and graded based on the informatio

under 8.1.%4

8.2.4

The organ]

and 8.1.3.

Implementation of the appropriate response

zation should implement the updated ERP, ensuring that appropriate processes are

1ld release
hs.

huse 7) are

bed to take

dback and

tantial changes have been made to the ERB submit newly revised plan to top management.

operation,
raining as

n gathered

in place to

monitor th

hitho docivrad antensonc a0 ~chinound o that oI n corractivun actingy cnpn 10 1l

T O o C O OO tCom T ot C ot Ty C O Ot t o p pTr opT ot C o C ooy T T oror T toisepr

8.3 Recovery

8.3.1 Facility conditions

ace.

Ifactions have been taken to alter the normal operation parameters of the facility, these should be addressed.

This may b

e in respect to the following non-exhaustive list:

a) building systems/services: water storage and delivery, ventilation, power, safety systems, cleaning
regimes, etc.;
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facility users: mitigating anxiety, supporting leadership/ human resource policies for deciding who

returns to work, providing the necessary support/cleaning equipment to support the back-to-work
plan, including providing occupancy levels to the leadership;

9

protoc

d)

ol for safety and health checks, logistics and mailroom protocols;

access control: signage, restricting numbers, changing facility access points, supporting/enforcing

communications: reporting on actions taken, communications to facility users, regular updates.

These actions should be reviewed if further changes are made to the facility’s operational parameters.

8.3.2 Updating service level expectations

The organ
(see 6.2).T]

operational parameters for the facility.

8.3.3 Re

The organi

9 Evalu
9.1 Mon

9.11 Th

6.2), ERP (.
a) whatn
b) whent
— re
— aff

aff

Zation stioutd Continue to Update 1t3 Service [evet expectations withinm a predefined
hese changes can reflect a temporary/transitory period or may be considered as the'n

laxation of epidemic policies

ation

itoring measurement and evaluation

see 6.4) and support (see Clause 7). This includest
eeds to be monitored and measured;
o monitor and measure, including:
bularly;
er a major change within or around the organization;
er a major infection;
he organization deems$ it appropriate;
monitor and méasure;

to monitor.dnd measure.

b orgafiization should evaluate the consistency and effectiveness of the policy, objg
THe Tesults from monitoring and measurement should be evaluated. The organizat

zation should relax epidemic policies and return to normal policies ormodified policigs.

— if{
c¢) how tg
d) whom
9.1.2 Th
operations
determine
a)

b) whom
9

the methodology for evaluation;

to evaluate;

the results of the evaluation, including:

— whether the desired objectives have been achieved;

— any nonconformities and the feedback to be given.
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