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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

5G is the latest generation of cellular mobile communication services, connecting multiple terminals and
devices such as PCs and smartphones. Non-electronic objects can also be involved in 5G communication,
when they are electronically recognized using methods such as QR-codes and face recognition by
converting their images into electronic data. Thus, no matter whether things are digitally processed/
processable or not, all items can be connected in 5G communication, which is characterized by high
speed, negligible delay and large capacity traffic in data transmission, assisted with edge computing.
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INTERNATIONAL STANDARD ISO 37184:2023(E)

Sustainable mobility and transportation — Framework
for transportation services by providing meshes for 5G
communication

1 Scope

This|document provides:
— 4 framework for transportation services using 5G communication by providing meshesg;

— 4 description on expanding the service coverage of 5G backbone networks for transpgrtation and
obility by applying meshes created in transportation facilities, vehicles’and service diispatches;

4 service framework using infrastructure, vehicles and mobility service providers;

— adescription on the effective transportation service for sustainable cities and communities.

2 Normative references

Therk are no normative references in this document.

3 Terms and definitions
No tgrms and definitions are listed in this doeument.
ISO gnd [EC maintain terminology databases for use in standardization at the following addresses:

— SO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: availablg-athttps://www.electropedia.org/

4 Concept of framework for transportation services by providing meshes for 5G
conimunication

4.1 | Background

5G communication services are starting to become widespread worldwide to transmit njore data by
incrgasing the number of carrier wave channels Since 3G and 4G communication mair ly uses low
freq e ) n by following
3GPP TS 38. 104 V16 7.0. The frequency ranges used for 5G communlcatlon whlch are normally 3,5 GHz
to 3,8 GHz, are higher compared to those for 3G and 4G communication. Owing to the short wavelengths
of the carrier waves in 5G communication, the waves can be easily scattered while propagating and
drastically attenuating. To gain wave signal amplitude or power for longer distance transmission and
expand the service coverage, more base stations should be built up, but they require sufficient power
supply and large premises for operation, which results in increased capital costs. As the service areas
remain limited due to such reasons, 5G communication has not yet become common worldwide.

As transportation systems already have dense and large networks, it is expected that transportation
infrastructures can be used as places to install small cells for mesh networking to enlarge 5G
communication coverage. Small cells, the size and weight of which are minimized, can be simply placed
at as many spots as possible to locally process communication signals. Such a small cell, called a mesh

©1S0 2023 - All rights reserved 1
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node, forms a mesh. Meshes overlap with each other and generate mesh networks. Individual meshes
and mesh networks further overlap with the current backbone networks of 5G communication.

Wherever human activities take place, transportation is used. Every city has transportation vehicles
and facilities such as bus stops, rail stations, ports, airports, public roads, railroad tracks, transportation
operators’ buildings, service facilities and related commercial architecture, even if the transportation
operation and service scale depends on populations and population density, as noted in ISO 37154:2017,
5.2 to 6.2. Lampposts, traffic lights and signboards as well as electric and signalling poles are built
on public roads and railroad tracks and their entire networks extended in a city or a large city zone.
Thus, as mentioned earlier, transportation vehicles and facilities are good places to install mesh nodes.
Mesh nodes, which are characterized by small and light device scales and low power consumption,
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tion,

provide reliable information on traffic and delays that satisfy such requirements. This information should be
provided to vehicles on all roads. Smart transportation services will extend the operation areas by expanding 5G
communication service areas.

EXAMPLE 2  Itis not easy to track bus and truck services running between stations or terminals as it is costly
to install and maintain wayside monitors at short intervals. However, the fleet information collected in real time
with smartphones in 5G communication enables tracking and controlling bus and truck dispatches for on-time
operation. This meets the needs of customers who want to travel or ship and receive delivery items and freight
as planned or scheduled. Such service tracking is available when service routes are sufficiently covered with 5G
communication.
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4.4 Meeting the sustainable development goals (SDSs)

Smart transportation services aim to make city life and activities for citizens and transportation
customers more convenient, which meets the following UN-SDGs: goal 8 ‘Decent work and economic
growth’, goal 9 ‘Industry, innovation and infrastructure’, goal 10 ‘Reduced inequalities’, goal 11
‘Sustainable cities and communities’, goal 12 ‘Responsible consumption and production’ and goal 15
‘Life on land’.

5 Adoption of framework for transportation services by providing meshes for 5G

communication
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/4 v16.0.0.
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hs automobiles that can work as routing points by‘attaching to mesh nodes. If protoco
vare is installed together with mesh nodes, such'transportation facilities and vehicles
teways to pass signal waves to/from 5G backbone networks. In a mid-sized or larg
ore transportation services with a higher number of trains, rail stations and othg

s depend on local populations, i.e. transportation networks are ready-to-use for me

Promotion of transportation services

tend the smart transportation services, revenues for transportation operators can be
pmmunication customers and companies. This accelerates the operators’ contributi
orking using theirtransportation facilities. It is still effective to invite citizens and trg
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6.1

Data transmission performance by transportation services

Security in transportation services by providing meshes for 5G communication

To secure 5G communication in the meshes provided with transportation facilities and vehicles, specific
conditions should be satisfied. Massive data are transmitted in real time at high speed without failure
within a mesh and from mesh to mesh where individual meshes, including ones dynamically created,
are integrated. The data transmission should be protected from cyberattacks since 5G communication
is used in highly secured operations such as autonomous vehicle transportation, which aims at no
collisions or accidents on public roads by communicating with other vehicles and obstacles on real time.

When meshes, mesh networks and gateways are malfunctioned or damaged, the communication
passing such points and networks will be disturbed or disconnected. To avoid the situation rather than
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essential mechanical failure of small cells, the batteries should be periodically replaced with new ones

or those use

d which work for the period longer than the lifetime of small cells.

As the meshes provided by smart transportation facilities and vehicles are involved in 5G
communication, data transmission in the meshes should be:

in non-centralized end-to-end transmission modes;

respectively;

at high speed more than 1 GB/s;

with large transmission traffic capacity, which is over 10 GB and 1 GB for downlink and uplink,
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public and pr]
without
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atlow c

6.2 Data

e or offline;
v latency, e.g. less than 5 ms for vehicle-to-vehicle services (e.g. car, bus or truck);

efficiency;

Public-key cryptography works on highly efficient and latent data transmissjon, by dynamically

ivate keys and matching fields.
being tampered and negated;
by-to-handle information collection, transmission and publication;

pDSt.

transmission security for transportation services

6.2.1 General

Ensuring sd
related to r
cyberattack
objects such

As some tr
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in real 4
dynami
for any

without

OT

ld not be malfunctionedor attacked by terrorism. Therefore, security should work at Jeast:

curity is the most important procedure in smart transportation services, since
psilience: the capacity to perform:its mission or critical functions despite risks posg
s as mentioned in 4.1 and 6.1, espécially when dynamically created by vehicles and m
as pedestrians.

sportation services and eperations rely on 5G communication, the communication i

ime;
cally;
ferminals, even if mobile;

forgery;

using

it is
d by
ving

n the

To

withoutTepeatabletramsmission;
non-disavow;

free of damages (e.g. sensing and positioning devices).

ensure highly secure communication in the meshes provided by smart transportation facilities

and vehicles, by retaining high-speed and low-latency data transmission performance, data should be
encrypted by quickly switching to/from handshake, authentication and encryption. Reducing the costs
for setting-up, operation and maintenance of the security should be taken into consideration as well.
The encryption applied in data transmission in the meshes should use:

— asymmetric public keys;

— keys with large capacity;

4
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— authentication by simple and fast procedures;
— no third-party certification;

online and offline communication.

6.2.2 Security procedure in transportation services

6.2.2.1 General

In smart transportation services by digital payment (d-payment) designated in ISO 37165,

the highest

secu
encr
shall
auth
achid

1ty procedure 1s iImplemented for financial transactions. For d-payment, transter
ypted with public and private keys, which are to be created each time and used) o1
be matched in a matching field that is also dynamically created. For QR code idg
entication designated in ISO 37180, such keys and matching fields are used\in'the 4
ve high security levels.

.2 Security principle

e meshes provided by smart transportation facilities and vehigles, both public and

In snpart transportation services, in order to ensure the security and manageability of com
all devices (e.g. detection and positioning devices, transmission equipment, compute
routers, intelligent terminals)sshould be identified with a specific number or characters
information should be stored iif'a database after being encrypted with a public key and er

ed data are
ly once and
entification/
ame way to

brivate keys

irlg of private

ated by the
mbined in a
temporarily

successfully
gh security,

drily created

5 in advance

munication,
s, wireless
The device
gaged to an

encrypted tag in advance®y the management centre where the encrypted tag works as a label of a data

set of a device (e.g. location, functions and characteristics).

Wheh data are transferred and exchanged between any devices, two-way point-to-point au
is applied wherepublic and private keys are to be matched for verification of the legiti
individual device' IDs. Once the private keys of two devices are successfully matched, the
identified tarstart quickly transferring or exchanging data.

Such authentlcatlon is enabled by edge computmg Wlthout thlrd party cert1f1cat10n ce

thentication
macy of the
devices are

ntres. Even
erformance

makes the delay in response negllglble and allows appllcatlon of the smart transportatlon services to
operation where no delay is allowed in communication, such as autonomous vehicle operation on public
roads.

6.2.3 Security on gateways to/from 5G backbone networks

The security for the mesh is achieved according to 6.2.2, while that for 5G backbone networks is
normally achieved by an advanced encryption standard with public key infrastructure. Thus, the
security algorithms are different beyond a gateway or an interface between the meshes and 5G
backbone networks. When communication signals pass through a gateway, the algorithms for the two
security systems are transformed to each other but the security level remains the same.
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