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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Transportation services receive an extremely large number of customers going to a variety of
destinations at different times and places in the service networks. Conventional means of payment
do not necessarily sufficiently satisfy the customer's individual purpose and preference when using
transportation in their respective travel manner. Whenever customers use transportation and its
related services, they have to complete payment procedures for the service costs. Formerly, the payment
was made in cash in person between the customer and transportation operator. More recently, credit
cards have been used. Also, d-payment has been developed and applied as a practical means of payment.
This was introduced in ISO 37165. In d-payment, QR-codes are often used for payer identification and
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ks to biometric recognition technology development, the face can be used for-identi
brization in some fields through improved facial image resolution. Such improvement
| recognition applications even in services where high security should be ensured, su
fers to/from bank accounts. Introducing digitally processed paymeénts (d-paymg
facial recognition payment (f-payment) in transportation and its related services n

| recognition is a biometric recognition technology that identifies persons by digit
faces, processing collected digital images, recognising thé/ person and authorizing
identification. A typical application of facial recognition’ is passport holder iden
gration inspection in international airports, ports and Stations. This application do
ubstitution of the faces for the facial image in the passport, but it provides immigra
another means to identify the traveller. After completing the identification, the travj
'he country is authorized. This helps in effectively ensuring entry inspection security.

issenger services, customers are requested to pay the fare and fees by purchasin
nce of the transportation or paying cash directly to transportation operators wi
ding. Cash payment has been replaced>with credit card payment. Digital cards by
DR-codes indicated in paper ticketsc@and smartphones have also become available. Ho}

LS upon payment.
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INTERNATIONAL STANDARD ISO 37183:2023(E)

Smart community infrastructures — Smart transportation
by facial recognition payment (f-payment)

1 Scope

This document describes the concept of smart transportation by facial recognition payment (f-payment)
and frow this Teans of payernt IMproves te transportation experience tor city imgbitants and
visitprs who agree to use their biometric data.

2 Normative references

Therk are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO gnd [EC maintain terminology databases for use in standardization at the following addresses:

— IEC Electropedia: available at https://www.electropedia.org/

— IS0 Online browsing platform: available at https://www.iso.org/obp

3.1
facial recognition
biometric recognition of the face

Note [l to entry: Biometric recognition is.défined in ISO/IEC 2382-37:2022, 3.1.3.

3.2
facidl recognition payment
f-payment

payment processed digitally where facial recognition is applied to identify the payer ard authorize
theiraction in the paymeént process

Note |l to entry: Digitally processed payment is defined in ISO 37165:2020, 3.2.

3.3
smart transportation by facial recognition payment

smarttransportation by f-payment

trangpertation and its related services in which payment is processed by f-payment

4 Concept of smart transportation by f-payment

4.1 Background

Digitally processed payment (d-payment) has been used as a practical payment method since it was
developed in the 2010s. This means of payment is characterized by:

— the equivalent d-payment exchangeable for reserve currencies (e.g. US dollars, Euros and Chinese
Yuan), that are further exchangeable to local currencies;

— quick payment through decentralization or point-to-point direct transactions;

©1S0 2023 - All rights reserved 1
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free exchange of local currencies with the d-payment equivalent of reserve currencies and vice
versa;

no specific machine-required transaction supported by mobile terminals (e.g. mobile phones and
smartphones, tablets, PCs) and through telecommunication or internet services.

F-payment, which is a d-payment option, also has such characteristics, except for the addition of facial
image acquisition equipment, which is used to protect the f-payment from facial recognition attacks as
designated in 6.3.

However, in a d-payment, at least two things have to be verified for the authorization of the money
transfer:

— a digitaq| and

display

[ly readable item such as a credit card, QR code-indicated paper (e.g. ticket, coupon]
(e.g. smartphone, PC);

de.

a PIN cd
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4.2 F-payl

F-paymenti
5.2.6 and 6.

Tlhe response time gf-facial recognition is less than 1 s, which is shorter than the payment agres

then inputting a PIN code by typing. This procedure forces customers to use their h
the hands are occupied, regardless of the physical conditions“of customers, espe
hnd people living with a disability. This requirement takes time for a customer to f]

hing for the customer before the transaction process starts.as well as for the service a
manage many customers lining up for payment.

d in ISO 37165:2020, 5.1.3, d-payment can improye the quality of the operator's int

is traceable by transparent processes that provide information on the time and p
transactions, the number of transactions$“made and security algorithm changes.
D can also be associated with their biometric data (facial image) to improve the aud
ess of fee payment management.

enhances customer convenience and operator management quality. In addition t
he d-payment, f-payment has thefollowing benefits:

Fee procedure;

le response time duging the payment process.

brried out by custemers (e.g. PIN code input, signing) in a d-payment.

ment application in transportation and its related services

5 applicable atleastin transportation and its related services as described in [SO 37154:
B 4-Smart transportation by f-payment can be used in the following cases:
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a) Ticket purchase and seat/bed reservations

As mentioned in 4.1, by applying f-payment in ticket offices and vending machines, the time consumed
by customers can be saved, which is taken up by showing their credit cards, smartphone displays and
other digital devices to the agent and machine and agreeing on the payment to the transportation
operator by entering PIN codes or signing. The facial recognition process, using the face which is already
ready for image acquisition, takes 1 s for identification and authorization, but the time is negligible
compared to the entire f-payment procedure including the money transfer transaction, the procedure
of which is the same as for d-payment.

b) Fare/fee direct payment on services

When paying for fare and fees on transportation services, f-payment customers only have to show their
faces to transportation agents (e.g. train conductors, bus drivers, ferry crew). This means of payment

2 © IS0 2023 - All rights reserved
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saves time taken by customers to prepare cash, hold tickets, pre-paid cards or QR codes and show or
touch such items to a reader, a driver or a conductor. Customers can simply show their faces to facial
image acquisition equipment even while both hands are occupied. If customers are disabled, especially
with the hands, f-payment is helpful and encourages use of transportation.

This means of fare/fee payment is beneficial to both customers and transportation operators, especially
for ticketing for train, bus and ferry services where payment should be simple and quickly completed
without failure even in unstable vehicle conditions. F-payment does not require transportation agents
to receive or hold money until they finish their duty.

c) Item purchase

Wheh purchasing items at shops, customers are busy during the payment process, holdihg their items
and their own personal items. Customers need to start preparing cash, credit cards and smartphones
with|QR codes after placing the items at the check-out and making the payment. In f-payment, customers
are dlready ready to pay when approaching the check-out.

d) Other facility service reservations

Even| beyond payment purposes, f-payment can be applied to reseryations for services (e.g. hotel,
restdurant) by using facial recognition. The face is used as the ID when checking in at juch service
facilities.

e) ATM services

Banks have already started authorization services using.facial recognition rather than apithorization
with| fingerprints and blood veins. Fingerprints and blood vein authorization requires [that fingers
and prm skin be perfectly attached on the detector: Such contact procedures are not| necessarily
recommended from the viewpoint of public health;‘especially during an epidemic, includirlg COVID-19.
The facial recognition procedure in smart transportation, which is contactless, avoids health concerns
aroupd contact.

4.3 | Target city issues

As explained in 4.1, f-payment.complements d-payment services, especially in termq of manual
procgdures such as typing a PINtcode and signing. Smart transportation by f-payment improves upon
the issues in d-payment procedures. This makes city life for citizens and visitors conyvenient and
activiates the local economy,

4.4 | Expected efféctiveness

4.4.1 General

Elimjnating:the manual procedures of d-payment simplifies payment procedures, either| digitally or
not, by-Citizens and city visitors who use transportation and its related services.

4.4.2 Customers who will benefit from f-payment

Customers can prefer the use of f-payment in transportation and its related services rather than using

cash

©ISO

and credit cards. This is of particular benefit to the following types of customers:

people with disabilities;

elderly citizens;

those travelling accompanied by the elderly, small children or people with disabilities;
those travelling with luggage;

customers without a working mobile handset readily available at the time of boarding.
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4.4.3 F-payment effectiveness in the service sector

In any service sector, including transportation services, f-payment use is effective, especially in the
transportation and related services that are designated in ISO 37157, SO 37158, ISO 37159, I1SO 37162,

ISO 37163, 1

SO 37168 and 1SO 37181.

4.4.4 F-payment effectiveness in other situations

F-payment use is effective in the situations listed in ISO 37165:2020, 5.4, which take place in

transportat

ion and related services because f-payment is a d-payment option:
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'ying the UN Sustainable Development Goals

portation works to satisfy the United Nations *Sustainable Development Goals, espe
ent work and economic growth,” goal 9 “InduStry, innovation and infrastructure,” go
pqualities,” goal 11 “Sustainable cities and cemmunities,” goal 12 “Responsible consum
ion” and goal 15 “Life on land.”
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Is (e.g/vending machines, cash registers) which provide customers with f-payment serv

Ir bus

opping in passport-controlled areas in international rail or bus stations, ferry termfinals

bt yet
aving

rially
al 10
btion

s for
cess,
PS as
oney
1ding

rices;

b eI g vt cuctaac v Arn arganiond for gt A caTE o A gaa gt

receipt
settlem

41 £ L
aCCeptg PRy M eRt Sy StemS—wat ptaageehns €<

ent and other services for merchants;

pital

face routing gateways, which are instituted by credit/debit card clearinghouses as organizations

responsible for facial recognition transactions, to receive facial data, payment security codes while
synchronized with credit/debit card bank systems;

transfer made by f-payment;

user's b

ank accounts and funds.

transfer clearing systems, which are instituted by credit/debit card clearinghouses to settle money

credit/debit card business systems, which are organized by credit/debit card banks to manage a
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5.2 Facial recognition procedure

5.2.1 General

Facial recognition is applicable for a variety of purposes or business fields in transportation and related
services. Facial recognition used in f-payment should satisfy the conditions of 5.2.2 to 5.2.8.

5.2.2 Facial image acquisition

Facial images should be collected by digitally filming or recording facial aspects.

NOTH For technical details, refer to ISO/IEC TR 29196.

5.2.3 Benchmark images

Bendhmark images, which are prepared by digitally taking photos of a customers face in agdvance, are
used| as references when comparing a collected facial image as a sample..Benchmark images should
contdin information on illumination intensity, facial angle and facial feature points, for regolution and
analysis of images.

NOTH For technical details, refer to ISO/IEC TR 29196.

5.2.4 Facial feature extraction

Facidl features are extracted from facial images that arecdigitally filmed or recorded, as flescribed in
ISO/]EC 39794-5:2019, Clause 7

5.2.§ Facial comparison

Facidl feature information of a target persen bbtained in 5.2.4 is compared for personal identification
with|benchmark images stored in a databdse as references.

5.2.4 Pictograms, icons and symbols

Pictdgrams, icons and symbol§ are used to notify the public of facial recognition enforcenpent and the
procedure to collect and process facial images where facial recognition is applied.

NOTH For technical details, refer to ISO/IEC 24779-5.

5.2.7 Databases for f-payment

As fjcial recognition is applied for f-payment, the services which are linked to bank agcounts and
databases.should store customer IDs for identification or as identifiers in addition tg other data
necepsaty for facial recognition procedures including benchmark facial images.

NOTE T For technical detalils, refer to ISO/IEC 27040.

NOTE 2  If ticket purchase and payment records are available, recognized faces can, theoretically, work as
tickets.

5.2.8 Personal privacy protection

F-payment is a biometric application, which also has a societal dimension, aspects of which can be
codified in legal and regulatory requirements regarding the operation of such systems (e.g. those
relating to the protection of personal data), while other aspects such as acceptability by subjects using
these systems are very desirable and will contribute to good system performance. The acceptability of a

© IS0 2023 - All rights reserved 5
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system can be influenced by religious, ethnic and cultural factors, as well as by individual psychological

traits.

NOTE

Legal requirements for personal data protection can apply to the deployment of biometric systems.

In a similar way, designers and operators of systems using biometrics should be aware that legal and
regulatory obligations and good practice are observed in relation to the following:

health and safety;

wide a population as possible, especially for physically or mentally incapacitated subjects;

accessibility, which ensures that systems are usable with a low physical and cognitive effort by as

usabilit
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One of the most legislatively effective measures to protect customer privacy is designated b

i, which delivers systems that are effective, efficient and satisfying in use.

vacy protection in f-payment should be achieved by protecting the entire process froy
sition system, the face recognition system database, credit/debit card bafk-systemj
ystem that confirms the completion of the service request to the transpodrtoperator a
r. Personal privacy protection is described in the following documents:

30107-1;

30107-3;

24745;

30136:2018, Clauses 7 and 8.

hication between facial recognition databases<and credit/debit card bank systemfg
bn personal privacy protection applied to facewouting gateways shall be followed.

protection regulation” of the European Parliament and Council in 2016[21],

such as those related to the Artifi¢ial Intelligence Acts (European Union)[22] shou
o protect customers privacy and.dhtegrity.

racy risk management

risk management, personally identifiable information principals should be includg
5, and the actual or-potential adverse impact on them should be included when consid
y risk managemefit is described in the following document:

27557.

jzation of smart transportation by f-payment

n the
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nd to

, the

y the
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d as
Pring

6.1 General

Smart trans

portation by f-payment consists of two processes:

— facial recognition, which identifies the payer and authorizes the money transfer after the
identification;

— the money transfer transaction after the authorization.

Throughout these processes, security procedures are indispensable in order to secure smart
transportation services.
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Facial recognition management

6.2.1 Facial image registration

The facial image registration process includes collection, transfer and storage of facial data as well as a
combination of the data and customer identity. In the process:

— customer identity and their personal information are authenticated (e.g. bank account, credit/debit
card number and PIN code, phone number);

— facial information is registered with safe and controllable software (e.g. app) or hardware (e.g.

¢ymamic Reyboard forone time use ontyJ;

—
— 1
f
6.2.2

The
featy

6.2.3

In cd
form
are |
Systd

igreements are made with customers on the use of their facial images for additiofial’py
ustomer facial images are gathered from their live bodies;

he facial recognition transaction is synchronized with credit/debit card bank syste
ace routing gateways.

Facial detection

facial detection process includes image quality determination, facial feature extra
re comparison and customer identification judgement, base€d on the procedures in 6.2

Facial image re-registration

Irposes;

ms through

ction, facial
1.

se a customer's facial features are changed,due to various reasons (e.g. aging, injuries), their
er facial images should be replaced with-new ones. Separately, credit/debit card b{lnk systems
eriodically updated. Thus, new facial images should be re-registered with credit/debijt card bank

ms whenever updated. In this case, the-facial image re-registration process should b

by following the process in 6.2.1.

6.2.4

Whe
cust
debit

—

Withdrawal from f-payment services

h leaving the f-payment Service, facial images registered should be withdrawn by
mer's facial data from facial routing gateways and disconnecting the communication
card bank systems. The withdrawal process is as follows:

e completed

deleting the
with credit/

ustomer identity_and personal information is authenticated (e.g. bank account, credit/debit card

umber and PIN“code, phone number);

greemefts ‘are made with the customer on the use of their facial image for addition
ven after withdrawing;

al purposes

he-facial recognition transaction is desynchronized with credit/debit card bank systg

ms through

factal routing gateways.

6.3

Security for facial recognition attacks

6.3.1 Types of facial recognition attacks

Attacks to facial recognition are categorized into two types (depending on the dimension as described
in ISO/IEC 30107-1:2016, Annex A):

— In 2D attacks, if printed out in materials, the attack consists of displaying a printout (e.g. paper,
transparency, contact lens) of a characteristic to an input sensor and is the most likely attack to be
tried for two reasons. This way is relatively inexpensive to make or order printouts (e.g. face, iris or
vein pattern). If the resolution of the printout is not demanding, displaying photos on smartphone

©ISO
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screens or portable computers is sufficient. Digital photography and social media image sharing
allow headshots to be obtained easily and used to attack facial recognition systems.

— 3D objectattacks require more skills and possibly access to extra material to be carried out properly,
as an approximate 3D prototype needs to be constructed.

6.3.2 Facial duplication protection

Facial duplication is an attack by photo, video and 3D object. Real facial images are acquired directly
by camera while “duplicate facial images" are taken by disguising fake faces and recognizing them.
There are differences in the features between real and duplicate facial images, which come mainly from
image textufe, Tocal depth, Tacial surface movement as well as reflection and radiation spectra. Agpinst
facial duplidation, facial images should be effectively protected from illegal collection. Involuntary and
voluntary rgsponse methods are applicable to detect human faces, as described in ISO/IEC 30107-1:2016,
Clause 6. In poth methods, the following objects, behaviours and parameters shall be observeéd:

a) Involuntary response methods

— random| action taken unconsciously by customers (e.g. looking up, blinking, pupil expansion and
contraction, closing the eyes, opening the mouth);

— instrumentally detectable parameters (e.g. image features in near nfrared, short wave infrared,
thermal infrared, multi-band and optical ranges, depth).

b) Voluntafry response methods
— lip soun|d mixing;

NOTE The customer's real lips move while they read a-humber string or a paragraph of text. If they are
not real |ips (e.g. lips in a photo), their lips do not move;

— head pifch angle changes (e.g. nodding);
— optical features of facial images (e.g. specular reflection, colour distributions, clarity);

— living ofganisms (e.g. involuntary blinks, face micro movement, optical reflection).

6.4 Security for f-payment méney transfer

Security is dn important procedure in smart transportation. As a minimum, f-payment security should
provide the following for thé-handling of f-payment:

— fluidity|the ability.of:the process to flow easily;
— controllable anonymity;

— preventjiion of forgery;

— avoidance of in-error repeatable transactions, processing of more transactions than intended;
— non-repudiation;
— avoidance of money laundering.

NOTE1 To achieve these security conditions and performance, adopting dynamic key cryptography is one of
the security options.

NOTE 2  For details, refer to ISO 37165:2020, Clause 7.
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