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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
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Introduction

Disaster risk reduction (DRR) is a systematic approach in identifying, assessing and reducing the risks of
disaster. It aims to reduce socio-economic vulnerabilities to disasters as well as to address geophysical,
hydrometeorological, environmental and other hazards that trigger them. For example, with regards to
hydrometeorological and environmental hazards, climate change is often the multiplier of disaster risk,
as climate change is projected to exacerbate existing risks through increased frequency or intensity. For
this reason, it is essential for smart communities to design DRR measures that allow communities to adapt
to climate change and become sustainable and resilient. This approach is essential for both developing
economies as well as developed economies.

Among the many ways to implement DRR in communities, infrastructures are one of the most fundamental.
Smart community infrastructures are primarily designed, constructed and operated to serve, the needs of
ordinary sftuations; however, it is also essential to plan, build, utilize, maintain and improve ¢ommunity
infrastructures taking into consideration DRR. Such infrastructure can be utilized alongside existing
community infrastructure and supplemented by nature-based solutions.

The United Nations Sendai Framework for Disaster Risk Reduction (SFDRR) [Z] identifies several k
how infrasftructure can be used for DRR and strengthened to reduce disaster risk:and enhance

resilience o shocks caused by natural hazards that can lead to disruptions in infrastructure ser
includes inffrastructure and technologies that can identify hazard risks, investing in DRR and te

by areas on
fommunity
vices. This
chnologies

that can fa

Smart com
stakeholdd
and coordi

This docuty
These cont
infrastruct
continuou
frameworK
This docun
community
and enhan

Cilitate the sharing of information, which can support life-savingyservices.

munity infrastructures are planned, implemented and operated with the collaboration
rs, including the public and private sectors and integration of funding for investment, c
hation.

of multiple
poperation

nent provides ten principles as described in 4.1,Wwith general requirements for each principle.

ribute to the realization of the four priorities for action of the SFDRR, with regards to

fommunity

ure. The principles include four overarching principles and six focus area principles for the

improvement of DRR. Together, these“ten principles provide community stak
to implement DRR and enhance community resilience by using smart community infr
ent is intended to be used by stakeholders relevant to smart community infrastructur
' managers, planners, funders, providers and administrators, who wish to reduce di
Ce the resilience of communities ahd their infrastructures.

cholders a
hstructure.
b, including
saster risk

NOTE The four priority areas from(the SFDRR are:

1. understanding disaster risk;

2. strengthening disaster risk'\governance to manage disaster risk;

investipg in disasterfisk’reduction for resilience;

enhanding disasten preparedness for effective response.
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International Standard ISO 37179:2024(en)

Smart community infrastructures — Disaster risk reduction
— Basic framework for implementation

1 Scope

This document specifies the principles and general requirements for the implementation of smart community
infrastructurescomntributing todisaster risk reductionm {DRR):

Itis intendgd to be used by stakeholders relevant to smart community infrastructures, including ¢ommunity
managers, [planners, funders, and providers or administrators of community infrastructure sefvices who
aim to redyice disaster risk and enhance the resilience of communities and their infrastructures.

2 Normative references

There are o normative references in this document.

3 Termis and definitions

For the puiposes of this document, the following terms and definitions apply.

2]

ISO and IEC maintain terminology databases for use in standardization at the following addresse|

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Elgctropedia: available at https://www.eléctropedia.org/

31
community
group of people with an arrangement of.responsibilities, activities and relationships

Note 1 to entry: In many, but not all, centexts, a community has a defined geographical boundary.
Note 2 to enftry: A city is a type of-community.
[SOURCE: ISO 37120:2018,.3.3]

3.2
communifly infrastructure
system of faciliti€s, equipment and services that support the operations and activities of commurjities

Note 1 to entty; Such community infrastructure includes, but is not limited to, energy, water, transportation, waste
and informadtiomarmd commmumnication techmotogies (T TT-

Note 2 to entry: Community infrastructure can include basic physical and organizational structures to design, operate
and maintain infrastructure services.

[SOURCE: ISO 37151:2024, 3.2, modified — Note 2 to entry is added.]

3.3

critical function

function that, if lost or degraded, or as a result of incorrect or inadvertent operation, would result in
catastrophic or critical consequences

[SOURCE: 1SO 14620-1:2018, 3.1.17, modified — the term “safety critical function” has changed to "critical
function".]

© IS0 2024 - All rights reserved
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3.4

disaster

serious disruption to a city or community (3.1) due to hazardous events interacting with conditions of
exposure, vulnerability and capacity, leading to human, material, social, economic and environmental losses
and impacts

Note 1 to entry: Disasters can be frequent or infrequent, depending on the probability of occurrence of the
relevant hazard (3.6). A slow-onset disaster is one that emerges gradually over time, for example through drought,
desertification, sea level rise, subsidence or epidemic disease. A sudden-onset disaster is one triggered by a hazardous
event that emerges quickly or unexpectedly, often associated with earthquakes, volcanic eruptions, flash floods,
chemical explosions, critical function (3.3) failures or transport accidents.

[SOURCE: ISO 37123:2019, 3.2, modified — “social,” is added to the definition; “and/or” is replaced by “and”

at the end

3.5

disaster risk reduction

DRR

policy aimed at preventing new and reducing existing disaster risk and managing reSidual risk,
contribute|to strengthening resilience and therefore to the achievement of sustairiable developm
[SOURCE: ISO 22300:2021, 3.1.74]

3.6

hazard

phenomengn, human activity or process that can cause loss of life,dnjury or other health impact
damage, sdcial and economic disruption or environmental degradation

Note 1 to pntry: Hazards include biological, environmental, geological, hydrometeorological and te

processes 3
(e.g.bacteri
agents). Eny
degradatior]
that fall int
deforestatid
microbiolog
hazards ori
or tsunamis
cyclones, fld
be a factor
industrial g
(e.g. industi
chemical sp

[SOURCE: 1

and “cyclones, typhoows, hurricanes” are deleted.]

3.7
non-struc
measures

£arloo Jdofi o34 : “ Al o ot waiad to dalorad £ Naota 1 & R |
T CITC O CTITITCIOTT, — anar o e T CTOT I peTToU 15 OCTCtCU IT O INO T COTCTIICT v+

Ind phenomena. Biological hazards include pathogenic'microorganisms, toxins and bioactive
h, viruses, parasites, venomous wildlife and insects;poisonous plants, mosquitoes carrying dise
ironmental hazards can be chemical, natural, rddiological or biological, and are created by eny
, physical or chemical pollution in the air, water and soil. However, many of the processes and

this category can be “drivers” of hazard*apd risk rather than hazards themselves (e.g. soil g
n, biodiversity loss, sea level rise). With respect to drinking water, "hazard" can be unde
ical, chemical, physical or radiological\agent that causes harm to human health. Geological or
binate from internal earth processes-(e.g. earthquakes, volcanic activity, landslides, rockslides
). Hydrometeorological hazards are of atmospheric, hydrological or oceanographic origin (
ods, drought, heatwaves, cold spells, and coastal storm surges). Hydrometeorological conditi
n other hazards such as fandslides, wildland fires and epidemics. Technological hazards ori
r technological conditiens; dangerous procedures, infrastructure failures or specific hum3
ial pollution, nuclear:radiation, toxic waste, dam failures, transport accidents, factory expld
11s).

SO 37123:2019y3.3, modified — In Note 1 to entry, “tsunamis” and "tropical cyclone

fural measures

111 of which
bnt

5, property

chnological
substances
ase-causing
Fironmental
phenomena
egradation,
rstood as a
geophysical
mud flows,
e.g. tropical
bns can also
ginate from
n activities
sions, fires,

" is added,

not’ involving physical construction which use knowledge, practice or agreement

to reduce

disaster risks and impacts, in particular through policies and laws, public awareness raising, training and

education

Note 1 to entry: Common non-structural measures for DRR (3.5) include building codes, land-use planning laws and

their enforc

ement, research and assessment, information resources and public awareness programmes.

[SOURCE: United Nations Office for Disaster Risk Reduction, 2017]
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ability to absorb and adapt in a changing environment

Note 1 to entry: In the context of urban resilience the ability to absorb and adapt to a changing environment is
determined by the collective capacity to anticipate, prepare and respond to threats and opportunities by each
individual component of an urban system.

[SOURCE: I
3.9

S0 22300:2021, 3.1.206]

smart community infrastructure

community
maintaine

[SOURCE: |

3.10

structural
physical c
techniques

Note 1 to
earthquake

[SOURCE: 1

4 Prindiples

4.1 Gen

In this cla
introduced
for DRR ar
to promots
disruption
and threat

The ten p
principles
disseminat
are: scienc
advance, r¢

Figure 1 i
principles
The focus 4

infrastru

SO 37151:2024 3.3, modified — Notes 1 and 2 to entry have been removed.]

measures
nstruction to reduce or avoid possible impacts of hazards, or the application of €

or technology to achieve hazard resistance and resilience (3.8) in structures or systems

bntry: Common structural measures for DRR (3.5) include dams, flood levies, ocean wa
resistant construction and evacuation shelters.

Inited Nations Office for Disaster Risk Reduction, 2017]

bral

ise, ten principles for implementing the concept of DRR with community infrastry
. The goal of each principle is to enable-continuous improvements of community infra
d enhancing community resilience( Together, the consideration of all ten principles
the continuity of critical functionsand services during a disaster event, and to redud
5, allowing for communities to quickly recover and rebuild utilizing lessons from pag

D.

rinciples include four ‘everarching principles and six core principles. The four o
hre: stakeholder inclusiveness, optimized resource allocation for operations, harmon
ion of technology for disaster risk reduction, robustness and redundancy. The six corg
b-based approachy/critical function focus, structural and non-structural measures, iny
b sponse prepar€dness and continuous improvement.

lustrates, the systemic relationship between the ten principles. There are four o
hnd six'principles related to focus areas for continuous improvement of disaster risk|
reas.llustrated at the bottom of Figure 1 are identified in consideration of the Sendai }

cture (3.2) with enhanced technological performance that is designed, operated and

ngineering

ve barriers,

ctures are
structures
s intended
e potential
t disasters

verarching
zation and

principles
estment in

verarching
reduction.
Framework

for Disast

r Risk Reduction’s [7] four priorities for action, to be used across sectors at the loc

], national,

regional, and global levels.
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Overarching principles

a) Stakeholder inclusiveness

b) Optimized resource allocation for operations

c) Harmonization and dissemination of technology for disaster risk reduction
d) Robustness and redundancy

v

Principles for focus areas for continuous improvement in disaster risk reduction
Focus areas
trengthening disaste Investing in disaster Enhancing disaster

. S r
Un.derstanfimg )( risk governance to )( risk reduction for )( preparedness for

W] Build back better

Exercise

~]

Jk manage disaster risk)k resilience Jk effective resp

:

4.2 StaKeholder inclusiveness

Natural hg
developme

shall ensu

recovery. |

infrastruct

4.3 Optimized resourceallocation for operations

Resources

the commy
human, ted

However,
disruption

Re

Core principles

...........

e) Science-based approach
f) Critical function focus
g) Structural and non-structural measures
h) Investment in advance
i) Response preparedness
j) Continuous improvement

.............

Figure 1 — Systemic relationship betweén the ten principles

zard events can impact multiple commuhity stakeholders. Due to their wide-rang
nt, planning and operations should bée inclusive and people-centred. Inclusive infy

vith multiple community stakeheolder groups with diverse characteristics and capa
Lictions in exposure and vulderability to hazards, and strengthen preparedness for re
hclusivity can also foster @sense of shared ownership and vision, leading to greater ac
ure planning.

nity. Undernormal circumstances, the resources required for infrastructure operatiqg
hnical, financial, and material resources, are sufficient.

luring a disaster event, resource availability can become limited or unavailable,

yiew

ng effects,
astructure

‘e access to valuable services for all-individuals in a community, with special attention given
to people disproportionately affected by disasters such as vulnerable groups. Identifying, cong
engaging
lead to red

ulting and
bilities can
bponse and
reptance of

are utilized to-support the operation of various infrastructures that are essential for nmpaintaining

ns, such as

leading to

5 in’ basic services. Additionally, resources can also be required following a disaste

I event, as

communities recover and begin to build back better, depending on the scale of necessary resources based on
local vulnerabilities.

In order to minimize the impacts on the community, it is important to optimize operations on a priority
basis and to provide a system for sharing necessary resources. Operations essential to sustain communities
should be prioritized throughout a disaster event. Operations essential for the response and recovery phases
should also be prioritized.

In order to reduce potential disruptions of critical services, community stakeholders should identify which
operations to prioritize and the necessary resources required.

Identifying and assessing the necessary resources to be used for each operation can lead to an efficient and
early recovery from a disaster event or other unanticipated scenarios.

© IS0 2024 - All rights reserved
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4.4 Harmonization and dissemination of technology for DRR

Technology is essential for enabling the implementation and operation of DRR in community infrastructure.
Technology (such as early warning systems) can be used in identifying and monitoring future disaster risk,
allowing community stakeholders to respond effectively.

As natural hazards impact a wide area beyond local administrative jurisdictions, harmonization of
technologies is essential for wider area collaboration and implementation of DRR.

Also, achieving economies of scale is crucial to lower the price of technologies and make them affordable
for the world, especially in developing countries. To this end, dissemination of technologies through

standardization is important.

LaStly, implemrentation—of tcuhuulusico H ouuict_y T Cl.iu;l es—close—and—effietent—eommunigation and
collaboration between multiple stakeholders. A harmonized protocol or vocabulary is essential<o facilitate
communication and collaboration.

4.5 Robpstness and redundancy

Communit]es can be highly reliant on the continued functioning of community infrastructures, which have
critical funictions, such as energy, transportation, waste and water systems, infermation and comnjunications
technologies (ICT), and built structures such as health and educational “facilities. Additionallly, human
resources are essential in the operation of this critical function.

This deper
affecting fq
existing in

Forthisreal
for stress §
options or

4.6 Scie

Local haza
the human|

Therefore,
and the an
on phenom

4.7 Criti

In order
infrastruct
hazards r¢
infrastruct

dency can be highlighted during a crisis or disaster eveiit,Jas disruptions or failures
inctionality and services for communities. It is necessary to devise ways to optimizg
frastructure functions, societal systems, and resourcesto cope with such disasters.

son, community infrastructure shall be designed tebe robustin order to withstand higher
ind disaster risk, as well as to provide redundancy, allowing infrastructures to have
ubstitutions, which can allow for continued functionality during and after a disaster eve

nce-based approach

d risks are dependent on the geophysical and hydrometeorological features of the are
-made systems present that consider local perspectives on hazard risk management.

it is essential to adopt science-based approaches to understand and assess the local h

ena observed during.récent hazards.

cal functionfocus

to reduge Ydisaster risk and enhance community resilience by using smart
ures, itis'fmportant to identify vulnerable people and assets. Addressing vulnerability
quires~identifying and investing in critical functions and resources within the
ufe and social system. To do this, it is necessary to be aware of the needs and exp¢g

can occur,
the use of

thresholds
alternative
nt.

h as well as

hzard risks

Licipated cascading effect’ of hazards and systemic risks in a particular area, rather than relying

fommunity
' to natural
fommunity
ctations of

relevant st

1= 1] 1 ] £, i 1L i 4 1 1 41 1 1 1
ARCITIUIUCT 5. I1IT OTUCT 1O CI'IUICAT TUTICUIUILS LU WUTK pIOpPCIly, UIC UCTVTIUDIIICIIU U TTUIIdl

resources

is essential. This includes education and training. Additionally, in order to reduce disaster risk and enhance
community resilience by using smart community infrastructures, structural measures should be combined
with non-structural measures, such as securing evacuation routes and developing rules and guidelines in
the case of an emergency.

4.8 Structural and non-structural measures

When considering disaster risk management planning, particularly during the implementation of prevention
measures to mitigate risk, it is important to consider the optimal implementation of risk-informed structural
and non-structural measures.

© IS0 2024 - All rights reserved
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Excessive reliance on structural measures can be insufficient and should be supplemented with non-
structural measures.

Each community has its own unique set of stakeholders, hazard exposure and vulnerabilities. For this reason,
each community should explore and identify a combination of structural and non-structural measures to

implement

NOTE 1

based on local circumstances that can strengthen a community’s coping capacity.

Structural measures can include, but are not limited to, elevated houses, seismometer systems, dams, flood

gates, sensors to measure bodies of water, early warning systems, and drone swarms, as identified in ISO/TR 6030.

NOTE 2

Non-structural measures can include, but are not limited to, stockpiling of supplies such as food and

nutritional supplements, land use zoning, evacuation planning, risk financing schemes, and multi-stakeholder

dialogue/collaboration, as identified in ISO/TR 6030.

4.9 Investmentin advance

While it i important to minimize damages and casualties during and after a disasterlevent, it is also
important|to proactively invest in structural and non-structural measures to mitigate-or redufe disaster
risk in the first place.

As economies develop, supply chains and relationships between stakeholders become mc|>rre closely
intertwined, resulting in an increasing tendency for a single natural event ta'eScalate into a majof economic
disaster. Therefore, prioritizing the mainstreaming of disaster resilience nieasures into new infrastructure,
or retrofitfling existing infrastructure, can contribute to resilient and sustainable development. Apticipatory
investments can be significantly more cost-effective than focusing o rehabilitation costs.

4.10 Response preparedness

In the con
monitor m
to operate
necessary
normal op
the spread
and enhan
to prepare

4.11 Cont

Disaster ey

fext of community infrastructures that have ctitical functions, it is essential to md
basures after implementation in order to keepthem in good condition, so that they cg
as designed in the event of a disaster. To.éhsure the proper operation of infrastry
Fo train personnel and strengthen the systém to operate it, in order to minimize mistg
erations. In addition, during disruptions caused by a disaster event, it is important t
of damage by taking appropriate-measures. For this purpose, it is essential to regula
Ce operator capabilities, rules, afid'systems through exercises and education. It is also
stockpiles of food and other pnecessary materials for emergency activities.

[inuous improvement

ents can also provide an opportunity to learn from past and current experiences

them for f
accordingl

strengthernled resiliencé& of communities. Lessons learned from past disaster events, such as
response dnd re-building phases, can provide feedback for future mitigation and preparednes
further reglucing<vulnerabilities. While it is impossible to completely prevent damages and los
disaster, cqntinued feedback can contribute to strengthened resilience of communities over time

ture actions and-prediction. This allows communities to modify and adapt their inff
to better afticipate future disaster risks and other unanticipated events, whid

intain and
n continue
cture, it is
kes during
D minimize
irly review
important

and utilize
astructure
h leads to
during the
5 planning,
ses from a

5 General requirements

5.1 General

In this clause, the general requirements for community infrastructures that contribute to DRR, in line with

the princip

les identified in Clause 4, are specified.

5.2 Stakeholder inclusiveness

Community infrastructures shall be designed taking into consideration the diverse needs of relevant

stakeholde

I's.
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Relevant stakeholders to infrastructure design and operations include, but are not limited to, the
following groups:

citizen

s and other people who use community infrastructures;

industry or enterprises;

various levels of governments such as central and local governments;
infrastructure operators;

product, service and solution providers;

financial institutions and investors;

NOTE 1
considered

]

q

J

NOTE 2

with disabillities, older persons, indigenous peoples and migrants (See Reference [7]).

5.3 Optimized resource allocation for operations

Communit
time of dis
allocation

priorit
caused

enhan
mobili
utilize

condu
estimd

utilize
5.4 Harl
In the desig

architectu
that meet1

scientilfic and technical organizations.

'he stakeholders mentioned in 5.2 for community infrastructure are also listed as the stakeh

pecial attention is given to stakeholders including, but not limited to, womeny¢hildren and yo

y infrastructures shall be designed considering the resoufce allocation and prioritizg
nster and prepared from the perspective of overall optimdization. The approach to pla
ind prioritization should include the following:

ize infrastructure to maintain the operation and<ecovery, responding to changing
by hazards;

Ce the capacity to anticipate future conditions;
e human, financial and physical resourees;
natural resources, such as materials and energy, efficiently;

't robust post-disaster needs assessment to assess the impact on assets and services and
tes for recovery and recofistruction financing needs;

the ability, infrastructure and resources of other stakeholders, when necessary.

monization and-dissemination of technology for DRR

I'n of community infrastructure, harmonized structures such as international standard
‘e, commiunication protocol, applied technologies, shall be identified and adopted to
pcal needs to achieve interoperability between stakeholders, infrastructures and com

For the selection of performance metrics for community infrastructures in ISO 3715172024, 5.4.

olders to be

ith, persons

tion at the
n resource

conditions

to provide

5, reference
the extent
munities.

5.5 Rob

cEknoaceand

JLIICOI diiu

Community infrastructures shall be designed to incorporate the following features:

the event of a failure, which can facilitate rapid recovery;

which

could accommodate potential disruptions;

hazard exposure in the area in which they are to be implemented;

© IS0 2024 - All rights reserved
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redundant functions which include spare capacity, such as in its power supply and ability to communicate,

robust functions which include the ability to resist the effects of hazards, based on an analysis of its

robust infrastructure which should be able to adapt and evolve in response to changing situations.
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5.6 Science-based approach

Community infrastructures shall be planned, designed, and invested, considering the implementation of
a science-based approach to understand local hazard risks. Such a science-based approach includes the
following features:

— understanding geophysical and hydrometeorological data, from the past and present as well as future
projections;

— simula

ting the consequences of disaster events including its cascading effects;

— taking into consideration the social, economic, physical and environmental factors that can influence
community vulnerability to natural hazards;

— develobing amechanism to collect, monitor and disseminate various types of data for multiple

includ

— updati

5.7 Criti

Communit
factors sud

— suppol

— theti
the co

— Tresourj

— theint

5.8 Structural and non-structural measures

Communit
structural
include thd

— protec
likelih

— mitiga
infrast

— theim

— the usg

ng scenarios of normal operations and uncertainty;

ng risk assessment regularly to incorporate changes and the latest scientifig iniformati

cal function focus

 infrastructures shall be planned, designed, and invested to incorporate the process
h as:

ting community infrastructures that have critical functions;

e frame within which the impacts of inoperable criticalfunctions would become unac
munity infrastructure;

ces that are needed to support critical functions;

erdependencies between critical functions.

and non-structural measures, before and after the disruption of services. Consideraf
features such as:

ting and strengthening-critical functions and supporting resources by reducing
bod or the impact of disruptions, or both;

Ling the impact-ofdisruptive events, including action plans and capacity building for
ructure;

pact andbénefits of combining both structural and non-structural measures;

e ofhatural structures to supplement structural measures, where applicable.

situations,

to identify

ceptable to

y infrastructures shall be designed to take into consideration an optimal combination of

ion should

either the

fommunity

"o £ aalis £ 1 P 1 Lo dld oo ol Y PR : :
COSt, effeCuvcucoo, reastotity ormpreetationanta urgency - snotrd ot tareir miroaccotnt wireit LonSIdermg

measures.

5.9 Inve

stment in advance

Investing in community infrastructure shall be determined based on various factors such as:

— Ineasu
— measu

— anapp

res to reduce the likelihood of disasters occurrence;
res to minimize impact of disasters when they occur;

ropriate combination of structural and non-structural measures;
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