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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all sueh*patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as well ‘as’information about 1SO’s adhefence to the
World Trade Organization (WTO) principles in the Techtiical Barriers to Trade (TBT), see wiww.iso.org/
iso/fpreword.html.

This|document was prepared by Technical Comniittee ISO/TC 309, Governance of organizatjons.

Any feedback or questions on this documentshould be directed to the user’s national standpards body. A
complete listing of these bodies can be feund at www.iso.org/members.html.
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Introduction

Whistleblowing is the act of reporting suspected wrongdoing or risk of wrongdoing. Studies and
experience demonstrate that a large proportion of wrongdoing comes to the attention of the affected
organization via reports from persons within or close to the organization.

Organizations are increasingly considering introducing or improving internal whistleblowing policies
and processes in response to regulation or on a voluntary basis.

This document provides guidance to organizations for establishing, implementing, maintaining and
improving awhistleblowing management system_with the following outcomes:

a) encourgging and facilitating reporting of wrongdoing;

b) supporting and protecting whistleblowers and other interested parties involved;

c) ensuring reports of wrongdoing are dealt with in a proper and timely manner;

d) improving organizational culture and governance;

e) reducing the risks of wrongdoing.

Potential bepefits for the organization include:

— allowing the organization to identify and address wrongdoing:at the earliest opportunity;
— helping[prevent or minimize loss of assets and aiding recoyery of lost assets;

— ensuring compliance with organizational policies, pragedures, and legal and social obligationsg;
— attractipg and retaining personnel committed to the organization’s values and culture;

— demonsgftrating sound, ethical governance practices to society, markets, regulators, ownerq and
other infterested parties.

An effectivelwhistleblowing management system will build organizational trust by:

— demonstrating leadership commitment to preventing and addressing wrongdoing;

— encourdging people to come forward early with reports of wrongdoing;

— reducing and preventing-detrimental treatment of whistleblowers and others involved;
— encourdging a culturé of openness, transparency, integrity and accountability.

This documlent prevides guidance for organizations to create a whistleblowing management syjstem
based on the principles of trust, impartiality and protection. It is adaptable, and its use will vary with the
size, naturef complexity and jurisdiction of the organization’s activities. It can assist an organizatipn to
improve its .,Aibtills vvhiat}cbluvvius puh\,_y atrd 158 ocedtrt es;orto Luxupl_y with ayp}i\,a]ulc whistlebto lng

legislation.

This document adopts the “harmonized structure” (i.e. clause sequence, common text and common
terminology) developed by ISO to improve alignment among International Standards for management
systems. Organizations may adopt this document as stand-alone guidance for their organization or along
with other management system standards, including to address whistleblowing-related requirements
in other ISO management systems.

Figure 1 is a conceptual overview of a recommended whistleblowing management system showing how
the principles of trust, impartiality and protection overlay all elements of such a system.
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INTENDED OUTCOMES:

- supporting and protecting whistleblowers and other interested parties involved;
- ensuring reports of wrongdoing are dealt with in a proper and timely manner;

- improving organization culture, and governance;
- reducing the risk of wrongdoing.

L - encouraging and facilitating reporting of wrongdoing;

Figure 1 — Overview of a whistleblowing management system
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Whistleblowing management systems — Guidelines

1 Scope

This document gives guidelines for establishing, implementing and maintaining an effective
whistleblowing management system based on the principles of trust, impartiality and protection in the
following four steps:

a) feceiving reports of wrongdoing;
b) assessing reports of wrongdoing;
c) addressing reports of wrongdoing;
d) d¢oncluding whistleblowing cases.

The [guidelines of this document are generic and intended to be_ applicable to all orgganizations,
regardless of type, size, nature of activity, and whether in the publid,private or not-for proffit sectors.

The extent of application of these guidelines depends on thefactors specified in 4.1, 4.2 and 4.3. The
whisltleblowing management system can be stand-alone or ean’be used as part of an overall tnanagement
system.

2 Normative references

Therk are no normative references in this document.

3 Terms and definitions
For the purposes of this document; the following terms and definitions apply.
ISO gnd [EC maintain terminological databases for use in standardization at the following dddresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia;-available at https://www.electropedia.org/

3.1
manpgement.system
set df interrelated or interacting elements of an organization (3.2) to establish policigs (3.7) and
objedtives.(3.25), as well as processes (3.27) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

Note 2 to entry: The management system elements include the organization’s structure, roles and responsibilities,
planning and operation.

Note 3 to entry: This constitutes one of the common terms and core definitions of the harmonized structure for
[SO management system standards.

© IS0 2021 - All rights reserved 1
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3.2

organization

person or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives (3.25)

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated
or not, public or private.

Note 2 to entry: If the organization is part of a larger entity, the term “organization” refers only to the part of the
larger entity that is within the scope of the whistleblowing (3.10) management system (3.1).

Note 3 to entyy: This constitutes one of the common terms and core definitions of the harmonized structufe for
[SO managenpent system standards.

3.3
personnel
organization’s (3.2) directors, officers, employees, temporary staff or workers, and volunteers

[SOURCE: IS0 37001:2016, 3.25, modified — Notes 1 and 2 to entry have been déleted.]

3.4
interested party (preferred term)
stakeholder{(admitted term)

person or onganization (3.2) that can affect, be affected by, or perceive itself to be affected by a dedision
or activity

Note 1 to entfy: An interested party can be internal or external to,th€’organization.

Note 2 to enfry: Interested parties can include, but are not limited to, those who make reports, any suiijects
of those repprts, witnesses, personnel (3.3), worker représentatives, suppliers, third parties, public, njedia,
regulators arld the organization as a whole.

Note 3 to entfy: This constitutes one of the common-térms and core definitions of the harmonized structufe for
ISO managenpent system standards. The origina}definition has been modified by adding Notes 1 and 2 to entry.

3.5
top manag¢ment
person or gitoup of people who directs and controls an organization (3.2) at the highest level

Note 1 to enptry: Top managemént has the power to delegate authority and provide resources withip the
organization

Note 2 to entry: If the scepe of the management system (3.1) covers only part of an organization, thep top
management|refers to thoseé who direct and control that part of the organization.

Note 3 to entfy: Thisieonstitutes one of the common terms and core definitions of the harmonized structufe for
ISO managenllent system standards.

3.6
governing body
person or group of people who have ultimate accountability (3.30) for the whole organization (3.2)

Note 1 to entry: Every organizational entity has one governing body, whether or not it is explicitly established.

Note 2 to entry: A governing body can include, but is not limited to, a board of directors, committees of the board,
a supervisory board or trustees.

[SOURCE: ISO/IEC 38500:2015, 2.9, modified — The words “have ultimate accountability for” have
replaced “accountable for the performance and conformance of” and Notes 1 and 2 to entry have been
added.]
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policy
intentions and direction of an organization (3.2) as formally expressed by its top management (3.5)

2:2021(E)

Note 1 to entry: This constitutes one of the common terms and core definitions of the harmonized structure for
ISO management system standards.

3.8

wrongdoing
action(s) or omission(s) that can cause harm

reach of law (national or international), such as fraud, corruption including bribery;

reach of the organization’s (3.2) or other relevant code of conduct, breach of organization poligies (3.7);

— gross negligence, bullying, harassment, discrimination, unauthorized use of fufids or resources, abuse of

Note

Note

39

whigtleblower
bn who reports suspected or actual wrongdoing (3.8), and has reasonable belief that thelinformation
is trye at the time of reporting

pers

Note

Note

— personnel (3.3) within an orgahization (3.2);

3.10

whi

quthority, conflict of interest, gross waste or mismanagement;

dafety, safe work-practices or the public interest.

B to entry: Potential harm can be determined by reference te'a single event or series of events

D to entry: Examples of whistleblowers include, but are not limited to, the following:

lans to establish, some-form of business relationship including, but not limited to, clients, cuj;
¢ontractors, suppliers, vendors, advisors, agents, distributors, representatives, intermediaries g
ther persons'such as union representatives;

dny person formerly or prospectively in a position set out in this definition.

tieplowing

reporting of suspected or actual wrongdoing (3.8) by a whistleblower (3.9)

ctions or omissions resulting in damage or risk of harm to human rights,the-environment, public health and

2 to entry: Wrongdoing or the resulting harm can have happeneddn the past, is currently happening or can
happegn in the future.

1 to entry: Reasonable beliefis a belief held by an individual based on observation, experience of information
known to that individual, which would alse be'held by a person in the same circumstances.

ersonnel within exterpral parties, including legal persons, with whom the organization has egtablished, or

tomers, joint

yentures, joint venturé partners, consortium partners, outsourcing providers, contractors, confultants, sub-

nd investors;

Note 1 to entry: A report of wrongdoing can be verbal, in person, in writing or in an electronic or digital format.

Note 2 to entry: It is common to distinguish:

open whistleblowing, where the whistleblower discloses information without withholding their identity or

requiring that their identity be kept secret;

confidential whistleblowing, where the identity of the whistleblower and any information that can identify
them is known by the recipient but is not disclosed to anyone beyond a need to know basis without the

whistleblower’s consent, unless required by law;

anonymous whistleblowing, where information is received without the whistleblower disclosing their

identity.
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Note 3 to entry: Organizations (3.2) can use an alternative term such as “speak up” or “raise a concern”, or an

equivalent.

3.11

whistleblowing management function
person(s) with the responsibility and authority for the operation of the whistleblowing (3.10)
management system (3.1)

3.12
triage

assessment of the initial report of wrongdoing (3.8) for the purposes of categorization, taking

preliminary,

measures nrioritization and assionment for further handling
T O o

Note 1 to en
suspected wi
financial, env

3.13
detrimenta
threatened,
whistleblows

Note 1 to enf]
limited to, di
performance
blacklisting,
or legal actio

Note 2 to enf
done knowin

Note 3 to en
reasonable st

Note 4 to enjtry: Action to deal with a whistleblower’s own wrongdoing (3.8), performance or manage

unrelated to

Note 5 to ent
associates of
a whistlebloy

3.14

investigation

systematic, [independent<and documented process (3.27) for establishing facts and evaluating
objectively to deterntine if wrongdoing (3.8) has occurred, is occurring or is likely to occur, an
extent

Note 1 to entry: An investigation can be an internal investigation or an external investigation. It can

ry: The following factors can be considered: likelihood and severity of impact of wrongdoi
ongdoing on the personnel (3.3), organization (3.2) and interested party (3.4), includingfeputat
ironmental, human or other damages.

1 conduct
proposed or actual, direct or indirect act or omission that can-result in harm
br (3.9) or other relevant interested party (3.4), related to whistleblowing (3.10)

Ing or

ional,

to a

ry: Harm includes any adverse consequence, whether work-related or personal, including, b

(3.26) ratings, disciplinary proceedings, reduced opportunity{for advancement, denial of ser
boycotting, damage to reputation, disclosing the whistleblower’s identity, financial loss, proseq
h, harassment, isolation, imposition of any form of physical or psychological harm.

ry: Detrimental conduct includes retaliation, reprisal, retribution, deliberate action or omis
ply or recklessly to cause harm to a whistleblower-or other relevant parties.

fry: Detrimental conduct also includes the-failure to prevent or to minimize harm by fulfil
andard of care at any step of the whistleblowing process (3.27).

their role in whistleblowing, is not detrimental conduct for the purposes of this document.

A whistleblower, persons who have provided support to a whistleblower, and any person involy
ying process, includingralegal entity.

ll:/t not
kmissal, suspension, demotion, transfer, change in duties, alteration of working conditions, adverse

vices,
ution

sions,

ing a

ment,

y: Other relevant interested parties can include prospective or perceived whistleblowers, relaftives,

red in

them
d its

be a

combined inx

estigation
5

Note 2 to entry: An internal investigation is conducted by the organization (3.2) itself, or by an external party on

its behalf.

Note 3 to entry: An investigation can also be imposed on the organization by external parties.

3.15
audit

systematic and independent process (3.27) for obtaining evidence and evaluating it objectively to
determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),

and it can be

a combined audit (combining two or more disciplines).
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Note 2 to entry: An internal audit is conducted by the organization (3.2) itself, or by an external party on its
behalf.

Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

Note 4 to entry: This constitutes one of the common terms and core definitions of the harmonized structure for
ISO management system standards.

3.16

competence
ability to apply knowledge and skills to achieve intended results

Note [Tto entry: This constitutes one of the common terms and core dernitions of the harmonized

ISO

3.17
confi

anagement system standards.

prmity

fulfilment of a requirement (3.28)

Note

1 to entry: This constitutes one of the common terms and core definitionsof the harmonized

ISO njanagement system standards.

3.18
nong
non-

Note

onformity
Fulfilment of a requirement (3.28)

1 to entry: This constitutes one of the common terms and\core definitions of the harmonized

ISO management system standards.

3.19
corr

pctive action

action to eliminate the cause of a nonconformity*(3.18) and to prevent recurrence

Note

1 to entry: This constitutes one of the common terms and core definitions of the harmonized

ISO mpanagement system standards.

3.20
cont
recu

Note

inual improvement
ring activity to enhancé performance (3.26)

1 to entry: This constitutes one of the common terms and core definitions of the harmonized

ISO management system.standards.

3.21
docy
infon
whic

mented information
mation required to be controlled and maintained by an organization (3.2) and the
h it isleontained

Note

1 to'entry: Documented information can be in any format and media, and from any source.

Note

2 to entry: Documented information can refer to:

— the management system (3.1), including related processes (3.27);

— i

nformation created in order for the organization to operate (documentation);

— evidence of results achieved (records).

structure for

structure for

structure for

structure for

structure for

medium on

Note 3 to entry: This constitutes one of the common terms and core definitions of the harmonized structure for
ISO management system standards.
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effectiveness
extent to which planned activities are realized and planned results are achieved

Note 1 to entry: This constitutes one of the common terms and core definitions of the harmonized structure for
ISO management system standards.

3.23

measurement
process (3.27) to determine a value

Note 1 to entr

y: This constitutes one of the common terms and core definitions of the harmonized structu

ISO managenpent system standards.

3.24
monitoring
determining

Note 1 to ent

Note 2 to ent

I the status of a system, a process (3.27) or an activity
ry: To determine the status, there can be a need to check, supervise or critically)observe.

ry: This constitutes one of the common terms and core definitions of thelharmonized structu

ISO managenpent system standards.

3.25
objective
result to be

Note 1 to ent

Note 2 to ent}
They can be,

Note 3 to ent
criterion, as
or target).

Note 4 to ent
the organizat]

Note 5 to ent

hchieved

y: An objective can be strategic, tactical or operational

for example, organization-wide or specific to a;préject, product, service or process (3.27).
y: An objective can be expressed in other'ways, e.g. as an intended result, a purpose, an operal

h whistleblowing (3.10) objective, or by, the use of other words with similar meaning (e.g. aim

Fy: In the context of whistleblowing management systems (3.1), whistleblowing objectives are
ion (3.2), consistent with the-whistleblowing policy (3.7), to achieve specific results.

ry: This constitutes one-of'the common terms and core definitions of the harmonized structu

ISO managenpent system standards,

3.26
performan
measurable

Note 1 to ent

Note 2 to ent

Ce
result

"y: Performance can relate either to quantitative or qualitative findings.

ry= Performance can relate to managing activities, processes (3.27), products, services, syste

re for

re for

y: Objectives can relate to different disciplines (such as finance, health and safety and environnent)

ional
goal,

et by

re for

ms or

organizations (3.2).

Note 3 to entry: This constitutes one of the common terms and core definitions of the harmonized structure for
ISO management system standards.

3.27
process

set of interrelated or interacting activities that uses or transforms inputs to deliver a result

Note 1 to entry: Whether the result of a process is called output, product or service depends on the context of the

reference.

Note 2 to entry: This constitutes one of the common terms and core definitions of the harmonized structure for
ISO management system standards.
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requirement

need

or expectation that is stated, generally implied or obligatory

Note 1 to entry: “Generally implied” means that it is custom or common practice for the organization (3.2) and
interested parties (3.4) that the need or expectation under consideration is implied.

Note

2 to entry: A specified requirement is one that is stated, e.g. in documented information (3.21).

Note 3 to entry: This constitutes one of the common terms and core definitions of the harmonized structure for
ISO management system standards.

3.29
risk
effec

Note

Note
know

Note
consq

Note
chan

t of uncertainty on objectives (3.25)
1 to entry: An effect is a deviation from the expected — positive or negative.

2 to entry: Uncertainty is the state, even partial, of deficiency of informatiofi’selated to, undg
ledge of, an event, its consequence, or likelihood.

3 to entry: Risk is often characterized by reference to potential events (as defined in ISO QG
quences (as defined in ISO Guide 73), or a combination of these.

4 to entry: Risk is often expressed in terms of a combinationyef'the consequences of an eve
bes in circumstances) and the associated likelihood (as definedin ISO Guide 73) of occurrence,

brstanding or

uide 73) and

nt (including

structure for
rtives” to the

stem.

Note |5 to entry: This constitutes one of the common terms and‘core definitions of the harmonized
ISO management system standards. The original definitipfixhas been modified by adding “on obje
definftion.

3.30

accountability

obligation to another for the fulfilment of\aresponsibility

4 Context of the organization

4.1 | Understanding the ‘organization and its context

The prganization should’determine external and internal issues that are relevant to its purpose and
that pffect its ability.tojachieve the intended result(s) of its whistleblowing management sy
Thesg issues mayinclude, but are not limited to, the following factors:

a) the size:and structure of the organization;

b) thelocations and sectors in which the organization operates or anticipates operating;

c) the nature, culture, scale and complexity of the organization’s activities and operations;

d) the nature and needs of personnel;

e) the organization’s business model;

f) the entities over which the organization has control and entities which exercise control over the
organization, including beneficial owner(s) of the organization;

g) the organization’s business associates;

h) the organization’s exposure to public interest obligations or issues;

i) applicable statutory, regulatory, contractual and other obligations and duties.
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NOTE An organization has control over another organization if it directly or indirectly controls the
management of the organization.

4.2 Understanding the needs and expectations of interested parties

The organization should determine:

a) theinterested parties that are relevant to the whistleblowing management system;
b) the relevant requirements of these interested parties;

c) which ofthese requirements will he addressed throngh the whistleblowing management system.

4.3 Determining the scope of the whistleblowing management system

The organizption should determine the boundaries and applicability of the whistleblowingmanagement
system to egtablish its scope.

When determining this scope, the organization should consider:
a) the extdrnal and internal issues referred to in 4.1;
b) the req:[irements referred to in 4.2;

c) who caf report (internal/external interested parties), from where (regions/geographic) and what
types of wrongdoing are covered by the system (see Figure 2);

d) the outqomes of any compliance risk assessment or equivalent, as available.

Organizatiohs can reference I1SO 37301 for compliamee risk assessment and ISO 31000 for| risk
managemert.

The types df wrongdoing that can be addressed.through the whistleblowing management systgm, if
reported, arfje important to its scope. Not all repérts made to the whistleblowing management syjstem
will be with|n its scope, and a single report can'include information about multiple types of wrongdoing,
some within} scope and others outside of'scope. The organization should identify what other procgsses,
existing or planned, will be used to resolve reported wrongdoing that is not within the scope df the
whistleblowling management system (€.g. complaints, grievances) and how this will be coordinatedl.

This is illustrated in Figure 2.

The scope should be available“as documented information.

4—-ﬁ—> (organization to determine scope)
4

detrimental
concerns and ersonnel e e
> p compliance integrity whistleblower
complaints and e o G
from public workplace TSRS e ER
. . relevant
and interested grievances .
. interested
parties ;
parties
other organizational whistleblowing
processes and management
systems system

Figure 2 — Relationship between the whistleblowing management system and other
organizational processes and systems
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Whistleblowing management system

The organization should establish, implement, maintain and continually improve a whistleblowing
management system, including the processes needed and their interactions, in accordance with the
recommendations of this document.

The whistleblowing management system should apply the principles of trust, impartiality and
protection, and should ensure appropriate feedback throughout the entire process. The whistleblowing
management system should support all steps of the whistleblowing process.

b) Apssessing reports of wrongdoing (triage): the whistleblowing management system|shpuld specify
the process of assessing received reports, including aspects such as priorityf completeness and
relevance of the information. At the same time, the whistleblowing management system should
provide for an assessment of the risk of detriment to and the level of (protection and support
required for whistleblowers and others involved.

c) Addressing reports of wrongdoing: the whistleblowing managemefit'system should provide for an
impartial and timely investigation, as well as effective and timely, protective and support measures
and monitoring as appropriate for the whistleblower and others’involved, including thiose who are
jubject of the report. Those protective measures can prevent and contain, as well as remediate
detriment.

d) Concluding whistleblowing cases: the whistleblowing management system should provide
3 mechanism to close investigations and take. @ction in response to recommengations and
decisions based on the outcomes of the addressing step. It should also ensure that prptective and
gupport measures can continue and will be monitored as appropriate. Outcomes may| be used for
management reporting, organizational learning and other actions (e.g. mitigation remgdies).

The §teps of the whistleblowing process are'specified in 8.2 to 8.5.

5 DLeadership

5.1 | Leadership and commitment

5.1.1 Governing body

The governing body.should:

a) get objectives for an effective whistleblowing management system and monitor top rhanagement
yith respect to these;

b) approve the organization’s whistleblowing policy and communicate clear messagg¢s about its
extsterrce, importatceanduse;

c¢) demonstrate that commitment by embracing the policy and the whistleblowing management
system;

d) at planned intervals, receive and review information about the content and operation of the
organization’s whistleblowing management system;

e) ensure that adequate and appropriate resources needed for effective operation of the
whistleblowing management system are allocated and assigned;

f) exercise adequate oversight of the implementation, integrity and improvement of the organization’s

whistleblowing management system.
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5.1.2 Top management

Top management should demonstrate leadership and commitment with respect to the whistleblowing
management system by:

a) ensuring that the whistleblowing policy and whistleblowing management system objectives
are established and are compatible with the values, objectives and strategic direction of the

organiz
b) approvi
c) ensurin

d) ensurin|
organiz,

e) ensuring that the resources needed for the whistleblowing management systerh\are avai
adequate, appropriate and deployed;

f) commu
organiz

g) commu

h) ensurinjg that the whistleblowing management system achieves4ts‘intended result(s) (see 6.1);

i) directing and supporting persons to contribute to the%effectiveness of the whistleblo
management system;

j)  promot

k) supporting other relevant roles to demonstrate their leadership as it applies to their are
respongibility;

1) commit
e.g. by

commeLding organization’s whistleblowers;

m) ensurin|

relation| to whistleblowing;

n) at plannped intervals, re€eiving and reviewing reports on the operation, and performance o

whistle

0) ensuring an impartial investigation of matters reported using the system, regardless of the id¢
of the wihistleblower, the subject of the report and the implications of the issues identified.

NOTE1 Re¢ference to “business” in this document can be interpreted broadly to mean those activities th
core to the purpases of the organization’s existence

ation;

ng the organization’s whistleblowing policy;

the accessibility of the whistleblowing management system and encouraging its use;
E the integration of the whistleblowing management system requirements (inta

pation’s business processes, including management systems;

hicating the importance of effective whistleblowing management arid)of conforming t
ption’s established whistleblowing management system requirements;

hicating the whistleblowing policy internally and externally(see’ 7.4);

ng continual improvement;

ting to, promoting and practising:a speak-up/listen-up culture within the organizg
ictively participating in relevant’staff training sessions and, with their consent, pul

that whistleblowers and others involved will not suffer detriment by the organizati

blowing management system;

the

able,

D the

wing

as of

tion,
blicly

pn in

[, the

ntity

At are

NOTE2 A speak-up/listen-up culture means to provide a trustworthy two-way environment where any
relevant party is sufficiently confident and encouraged to raise concerns about wrongdoing or suspected
wrongdoing, and the organization demonstrates its commitment to receiving, assessing, addressing and
concluding whistleblowing cases.

Trustworthiness of the whistleblowing management system depends on whether interested parties
perceive that management is committed to the system and will follow procedures.

5.2 Whis

tleblowing policy

Top management should establish a whistleblowing policy that:

a) is appropriate to the purpose of the organization;

10
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provides a framework for setting whistleblowing management system objectives;
explains the scope of the whistleblowing management system (see 4.3);

includes a commitment to meet applicable requirements;

includes a commitment to the continual improvement of the whistleblowing management system;

prohibits detrimental conduct;

clearly commits to a speak-up/listen-up culture;

wing process;

)

;» advice n the whistleblo

includes a commitment to trust, impartiality and protection throughout the wh
process;

provides for the protection of confidentiality in reporting of wrongdoing;
explains the authority and independence of the whistleblowing manageément function;

explains the consequences of non-compliance with the whistleblowing policy,
knowingly false reports and taking detrimental conduct can‘warrant disciplinary actig

makes reference to alternative reporting channels available outside the organizat
fegulators;

Ilakes reference to applicable law;

utlines key steps of the whistleblowing. management systems, including how rep
feceived, assessed, addressed and concluded;

dloes not restrict reporting based on contractual obligations such as non-disclosure agi
¢lauses such as commercial-in-confidénce and employee-in-confidence, etc.;

provides information about the organization’s data retention policy.

e developed in participation with personnel and other interested parties, as appropri
e in line with other policies;

e readily avdilable as documented information;

e regularly communicated in appropriate languages within and outside the organizat

e-available to interested parties, as appropriate, with due regard to aspects such as ag

eek support

stleblowing

e.g. making
n;

on, such as

brts will be

reements, or

hte;

on;

e, language,

icnhi]iﬁnc’ etc,

be reviewed at planned intervals.

5.3 Roles, responsibilities and authorities

5.3.1 Top management and governing body

Top management should ensure that the responsibilities and authorities for relevant roles are assigned
and communicated within the organization.

© IS0 2021 - All rights reserved
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Top management should assign the responsibility and authority to the whistleblowing management
function for:

a) ensuring that the whistleblowing management system conforms to the recommendations of this
document;

b) reporting on the performance of the whistleblowing management system to the governing body
and top management.

Top management can assign some or all of the whistleblowing management function to persons external
to the organization. If it does, top management should ensure that designated personnel within the

organizatioWﬁwﬁm&m@M&ﬂmﬂion.
The governing body, top management and all other personnel should be responsible for understanding,

conforming|to and applying the whistleblowing management system recommendations, as‘it relates to
their role in|the organization.

5.3.2 Whijstleblowing management function
The whistleplowing management function should have the responsibility and authority for:

a) the degign, implementation, operation and improvement of the, whistleblowing management
system;

b) ensuring that the whistleblowing management system is -designed and resourced to ersure
comprehensive assessment of reports and the risks of detriment, impartial and timely investigafions
of repoits and protection and support arrangements;

) ensurinf, to the maximum extent possible in the organization, that investigation and proteftion
functions are delivered independently (i.e. provided by different persons or areas), yhile
recognifing that each may be assigned to existing functions;

d) providipg advice and guidance on the whistleblowing management system and issues relatipg to
reporti]:g wrongdoing;

e) reporting on a planned and ad hoc basis on the performance of the whistleblowing management
system to the governing body, top/management and other relevant functions, such as the compljance
function, as appropriate.

The whistlgblowing management function should be adequately resourced (see 7.1) and assigned to
personnel who have the appropriate competence (see 7.2), integrity, authority and independence.| This
should include direct, unrestricted access to adequate resources as necessary to ensure the impartiality,
integrity and transparency of the whistleblowing management system and its processes.

The whistleblowing-management function should have direct, unrestricted and confidential access to
top management and the governing body.

H 4 4l el PR ) daods ad 1ol ol C - raad
NOTE O saulbauuua tIIat Uu 11t 11avc a PCI SUIl UtTuUuitdltu bUlCly LU UITIS TUIICLIUIT Udll lelJUlllL UIIT Ul 1n0re
persons to fulfil that function, in addition to other responsibilities, as long as there are no conflicts of interests or
trust and impartiality issues.

5.3.3 Delegated decision-making

Top management can delegate authority for decisions as part of the whistleblowing process, such as
receiving the reports of wrongdoing, making assessments, implementing protection and support
arrangements, conducting investigations and concluding cases. The organization should establish and
maintain an appropriate decision-making process (including policies and controls) which includes that
decision-makers have an appropriate level of authority and are free of actual or potential conflicts of
interest.
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Top management should ensure that these processes are reviewed periodically as part of its role and
responsibility for the implementation of, and compliance with, the whistleblowing management system.

6 Planning

6.1 Actions to address risks and opportunities

When planning for the whistleblowing management system, the organization should consider its
existing policies, processes and functions (compliance, legal, reporting, procurement, disclosure,
communication etc.), the issues referred to in 4.1 and the needs and expectations referred to in 4.2 and
determine the risks and opportunities that need to be addressed to:

— give assurance that the whistleblowing management system can achieve its intended result(s), i.e.:
1+ encourage and facilitate reporting of wrongdoing;
+ support and protect whistleblowers and other relevant interested parties involved;
1+ ensure reports of wrongdoing are dealt with in a proper and timely manner;
+- improve organizational culture and governance;

1+ reduce the risks of wrongdoing;

— prevent, or reduce, undesired effects;

— achieve continual improvement.

The ¢rganization should plan:

a) qctions to address these risks and oppontunities;

b) how to:

1+ integrate and implement the actions into its whistleblowing management system pgrocesses;
+ evaluate the effectiveness of these actions;

1+ involve relevant personnel and relevant interested parties in the planning of the whistleblowing
management system,;

1+ address instances where wrongdoing is reported outside the organization (e.g|to relevant
authorities);

+ definethe degree of confidentiality, support and protection that the organization|can provide
within the whistleblowing management system;

+ ~provide feedhack to and collect feedbhack from the whistleblower and other relevant interested
parties.

6.2 Whistleblowing management system objectives and planning to achieve them

The organization should establish its whistleblowing management system objectives at relevant
functions and levels.

The whistleblowing management system objectives should:
a) be consistent with the whistleblowing policy;
b) be measurable (if practicable);

c) takeinto account applicable requirements;
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d) be monitored;

e) be evaluated;

f) be communicated;

g) beupdated and/or revised as appropriate;

h) ensure the early detection and prevention of wrongdoing;

i) be available as documented information.

When planinghow-toachteve-its—whistteblowingnmmanagenrentsystenrobjectives,theorgamnization
should determine:

— what will be done;

— what repources will be required;

— who will be responsible;

— when itjwill be completed;

— how thq results will be monitored and evaluated;
— how it will be updated as appropriate;

— how thq results will be communicated.

6.3 Planning of changes

When the ofganization determines the need for changes to the whistleblowing management system,
the changes|should be carried out in a planned manher (see 10.1).

7 Support

7.1 Resources

The organigation should detefmine and provide the resources needed for the establishinent,
implementafion, maintenancesand continual improvement of the whistleblowing management syjstem
and in meet|ng its objectives.

Resources nhay includejbut are not limited to, financial and human resources, IT solutions, speciallized
skills, orgaIrIzational infrastructure, investigators, contemporary reference material on whistlebloyving,
legal expertjse, and\professional development and training. These resources may be provided interjnally
or externally.

NOTE Depending on the organization’s size, complexity, structure, operations and other considerations
referred to in 4.1, 4.2 and 4.3, organizations can outsource certain functions of the whistleblowing management
system. Organizations can outsource the collection, processing and investigation of whistleblower reports to
independent third parties or external service providers such as whistleblowing solution providers, consulting
services, organization’s ombudsman, etc. However, if the organization wishes to handle all of these aspects
internally, it can do so also in consideration of the possible limitations and constraints caused by its size and
structure.

7.2 Competence
The organization should:

— determine the necessary competence of person(s) doing work under its control that affects the
whistleblowing management system, its performance and operations;
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ensure that these persons are competent on the basis of appropriate education, training, or
experience;

ensure that, whererelevant, the personnel are able to work with the appropriate level ofimpartiality;

where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness
of the actions taken.

Appropriate documented information should be available as evidence of competence.

NOTE Applicable actions can include, for example, the provision of training to, the mentoring of, or the re-
assignment of currently employed persons; or the hiring or contracting of competent persons.

Those responsible for carrying out activities related to protection, support and investigation should

display, among others, the following characteristics:

7.3

7.3.1 General

Perspns doing work under the organization’s control should be aware of:

7.3.1 ““Personnel training and awareness measures

frustworthiness;

emotional intelligence;

iplomacy;
partiality;
integrity;
adership;
¢onfidentiality;

gound judgement.

Awareness

the whistleblowing policy/(see 5.2);
tthe whistleblowingimanagement system objectives (see 6.2);

their contribufion to the effectiveness of the whistleblowing management system, including the
Ibenefits of improved performance of the whistleblowing management system (see 10.2);

the implieations of not conforming with the whistleblowing management system requifrements.

The organization should provide appropriate awareness measures and training to personnel. Such
training should address the following issues:

a)

b)
‘)
d)
e)

the organization’s whistleblowing management system, policy, processes, procedures, tools and
duty to comply;

their contribution to the effectiveness of the whistleblowing management system;
how to recognize wrongdoing;
how and to whom they can report suspected wrongdoing;

how and to whom they can ask questions regarding the whistleblowing management system;
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y can help prevent, avoid and protect from detrimental conduct;

tion on available support and resources;

the protections available when using the whistleblowing management system;
the provisions provided for under relevant local legislation;

the impact of not reporting wrongdoing and its potential consequences;

tion for potential whistleblowers about independent confidential advice available

f) how the
g) informa
h)
i)
j)
k) informa
1) the org3
m) explain

knowin
All personn

while it
manage
the org:
the whi

the wh
protect

the whi

the whi
the rele

Personnel should be provided with whistleblowing awareness measures and training at their indu

and on a re
roles, the ri
awareness 1
any relevan

The organij
business ass
associates f
which the t

The organiz,

7.3.3 Tral

- b J | L | b o | e adelaa - 1 b 1 . e
HIZ4dUIUITS TOUUT U CUITUUT T UT COUCT UL TULILS U TYUIVAITIIU WIITI T IUTAISLS,

the consequences of non-compliance with the whistleblowing policy, e.g. how im3
oly false reports and detrimental conduct can warrant disciplinary action;

b] should understand that:

can often be desirable or necessary for individuals to first report.wrongdoing to
I, it can also be desirable or necessary to report wrongdoing via other-channels provid
inization, especially if a manager fails to act appropriately or is conflicted;

stleblowing policy is not a substitute for managers taking responsibility for their worky

istleblowing management system provides complemientary reporting channels
ons, and managers are instrumental to its implementation;

stleblowing policy does not prevent an individualreporting to the relevant authorities

stleblowing management system is not a substitute for local legal obligations to repq
vant authorities, when applicable.

pular basis (at planned intervals determined by the organization), as appropriate to
sks of non-compliance to which _they are exposed and any changing circumstances
neasures and training programmes should be periodically updated as necessary to rg
new information.

ration should implement procedures addressing awareness measures and trainin
ociates acting on its-behalf or for its benefit. These procedures should identify the bus
br which such awareness measures and training is necessary, its content and the mea
aining shouldbe provided.

ation should tetain documented information that training has taken place.

ining for leaders and other specific roles

king

their
bd by

lace;

and

rt to

ction
their

The
flect

b for
ness
hs by

The govern

1 1 4 PR | loesl 11 : — b
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person(s) having roles, responsibilities and authorities within the whistleblowing management system

should be tr

ained in the operation of the policy and in how to handle reports of wrongdoing.

Training should cover such issues as:

a)
b)
‘)
d)

what s

channel

process

16

the scope of wrongdoing within the whistleblowing policy;

wrongdoing and what is not;

s to report wrongdoing;

es, and how the report of wrongdoing will be assessed and addressed;

what a whistleblower can expect from the whistleblowing policy, in terms of communication and
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7.4
The

whisftleblowing management system, including:

Wheh thepolicy is introduced or updated, the following actions should be taken.
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what processes are in place to ensure trust, impartiality and protection;

what confidentiality is, its importance and how to maintain it;

the concept and types of detrimental conduct(s), how to prevent it and address it, including what
the consequences are for the person responsible for it and remediation available for the person that

suffered from detrimental conduct.;
how to receive reports of wrongdoing;

how to assess reports of wrongdoing;

Iow to address reports of wrongdoing;
ow to give feedback to the whistleblower;
yhat interactions with whistleblowers can look like and how to respond appropriately|

the importance of a fair and impartial investigation, including that thersubjects of the
Iresumed innocent;

ow and when corrective actions should be taken;

the implications when reports of wrongdoing are not¢managed in complianc
yhistleblowing policy;

lhow to make and keep (i.e. retaining or maintaining,a$yappropriate) documentation re
yhistleblowing management system.

Communication

organization should determine the_internal and external communications relej

n what it will communicate;
when to communicate;

with whom to communicate;
lhow to effectively contmunicate;
who communi€atés;

the language(s) in which to communicate.

reports are

e with the

lating to the

rant to the

Péersonnel should be briefed on the key points/changes. The involvement of their mana

bers:

— helps ensure that managers have a clear role in the arrangements and their role is widely

understood;

— communicates the message from managers themselves that it is safe and accepta
personnel to report wrongdoing by those above them.

ble for their

— A communication should be sent from the governing body or top management (e.g. personalized
letter, a newsletter or a post on the intranet, etc.). This will give the initiative credibility across the

organization and is an effective way to demonstrate leadership (see 5.1).

Organizations should consider to what extent other interested parties should receive this
communication.
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The whistleblowing policy and information on the whistleblowing management system should
be effectively communicated to new personnel and included, when it exists, in the new employee
information package delivered when joining the organization.

The organization should use its usual communication channels, such as newsletters, email, posters,
intranet or internet posts, personnel meetings, town halls, training courses, internal bulletin boards
or hand-held flyers, brochures, wallet cards, social media, in person and any other appropriate
communications vehicles.

7.5 Documented information

7.5.1 GelJeral
The organizption’s whistleblowing management system should include:
a) documednted information recommended by this document;

b) documented information determined by the organization as being necessary. for the effectivéness
of the whistleblowing management system.

NOTE The extent of documented information for a whistleblowing managemeiit system can differ froim one
organization|to another due to:

— the size pf the organization and its type of activities, processes, produets and services;

— the complexity of processes and their interactions;
— the comI

etence of persons.

7.5.2 Creating and updating documented information
When creating and updating documented information, the organization should ensure appropriatg:
— identifi¢ation and description (e.g. a title; date, author, or reference number);

— format (e.g. language, software version, graphics) and media (e.g. paper, electronic);
— review and approval for suitability’and adequacy;

— data protection measures.

NOTE It|is helpful to s€tyup a regular review system of all unresolved reports, depending on thg size

and complex]ty of the organization. In addition, ensuring that all cases are dealt with in accordance with the
whistleblowing policy js h€lpful to identify trends and areas for improvement.

7.5.3 Controlofdocumented information

Documenta l irnformation raauirad by tha vwhictlabhlowiing managamant cuctam and racamaand d b
ed-informationrequired by thewhistleblowing management systemand recommended by

this document should be controlled to ensure:

a) itisavailable and suitable for use, where and when it is needed;
b) itis adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

For the control of documented information, the organization should address the following activities, as
applicable:

— distribution, access, retrieval and use;
— storage and preservation, including preservation of legibility;

— control of changes (e.g. version control);
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— retention and disposition.

Documented information of external origin determined by the organization to be necessary for the
planning and operation of the whistleblowing management system should be identified as appropriate,
and controlled.

The whistleblowing management function should ensure documented information is kept and
maintained in accordance with the organization’s data retention policy (see also data protection in
7.5.4), including:

— all reports of wrongdoing, as outlined in 8.2;

— Q4ction taken;
— o¢utcomes of investigations undertaken;
— ¢ther relevant documentation.

NOTH Access can imply a decision regarding the permission to view the documented informption only, or
the pprmission and authority to view and change the documented information.

7.5.4 Data protection

Data|protection should be considered as it can have an impact orfidentified aspects of the whistleblowing
management system. Examples of impacted areas include, but@re not limited to, the followjng:

a) identification of who can access the relevant data andwho approves such access;

b) data management (security, retention, deletion; access, modification of personal|identifiable
information and international data transfers);

c) data protection rights of the whistleblower, any subject(s) of the report and other intergsted parties
plicated in the wrongdoing;

d) notice regarding collected data;
e) histleblowing managementsystem scope;
f) hether anonymity is permitted or not.

Wheh an organization jS-considering outsourcing to an external whistleblowing provider, sufficient due
diligence should be demne to ensure the highest available data protection standards are applicable by
defaylt and by degsign.

7.5.3 Confidentiality

Procgssés should be put in place to ensure that all interested parties including the whistleblower and
any gubjects of the report are afforded confidentiality. The identity of the whistleblower and relevant
interested parties should not be disclosed to anyone beyond a need-to-know basis without their consent.
Where it is likely that a whistleblower’s identity is known (because they have previously openly raised
concerns or the nature of the information means they are easily identifiable) or needs to be revealed by
law, the whistleblower should be notified beforehand, and potentially additional steps should be taken
to protect them from detriment.

When establishing processes, including procedures and tools, to ensure the confidentiality of a
whistleblower and other interested parties implicated in the whistleblowing process, including any
subject(s) of the report, organizations should consider the following:

a) anumber of characteristics can inadvertently identify a person (name, voice, gender, job description,
department, etc.);
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b) the circumstances of the reported wrongdoing can inadvertently lead to the identification of the
whistleblower;

c) the way an organization investigates the report of wrongdoing can also inadvertently identify the
whistleblower;

d) the way an outcome is reported can also identify the whistleblower;

e) the way an organization collects data on indicators for evaluation (9.1.2) can inadvertently identify
whistleblowers who have reported confidentially;

f) making whistleblowers aware that when confidential or anonymous reporting is allowed, disclosing
their id¢ntity during the investigation can be required to proceed further;

g) making|whistleblowers aware that when anonymous reporting is allowed, anonymous\reporting
can lim{t the ability to both investigate and protect the individual;

h) when ahonymity is permitted, organizations may define mechanisms to enable-communicption
with th¢ whistleblower.

Procedures[should include how to deal with instances where confidentiality’has been breache¢d or
an attempt has been made to identify the whistleblower or relevant interested parties. This includes
providing support and taking disciplinary measures.

8 Operation

8.1 Operational planning and control

Organizations should ensure their whistleblowing, management system includes the following
processes a$ shown in Figure 3:

— receivirjg reports of wrongdoing;
— assessing how best to deal with reports efwrongdoing, and protect and support the whistleblawer;
— addresging the reports of wrongdeing, and the protection and support needs of persons involved;

— concludfing whistleblowing cases:

Providing fgedback to whistleblewers can help to build and maintain trust, and provide an opportyinity
for the whigtleblower to communicate additional information. Feedback should manage expectafions
and be mad¢ in an empathetic tone. It should include:

a) informdtion abeut'the status of the report;

b) next steps{if any).

Feedback should be provided at each step of the whistleDIOWINg Process (See FIgUre 3J.

Acknowledgement of receipt should be timely (for example an immediate automated acknowledgement
of receipt, followed by a personalised message within three working days). If a particular step is taking
longer than expected, intermediate feedback should be made to the whistleblower to update the
time frame.

The level of detail provided to the whistleblower on actions taken by the organization as a result of the
whistleblowing that can be given in feedback can be limited to avoid compromising any investigation.

EXAMPLE Feedback can include:

— reassurance [e.g. “thank you, we are taking your report seriously” (receipt); “information is useful however
[question]” (assessment); “we will start an investigation, would you be happy to talk to an investigator
directly?” (assessment); “Do you want to provide additional information?” (assessment)];

20 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=c9cdb8b6441d1cc60a8cdac2b0292475

IS0 37002:2021(E)

e.g. report was made online but whistleblower prefers to continue in person);
next steps in the process and possible outcomes;
time frame for next steps (when can they expect further feedback);

reasons for the limited detail of feedback;

their identity or their anonymity;

information on the responsibilities of the organization;

establish channels for further communication (offer possibility to continue or change way of communicating,

information on available support and measures taken for their protection, including measures to protect

information on the responsibilities of the whistleblower.

Organizations should ensure that each step of the whistleblowing process is s%@d without undue

delay and is completed within a reasonable time frame (see Figure 3).
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Figure 3 — Operational steps of the whistleblowing management system
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The organization should plan, implement and control the processes needed to meet recommendations,
and to implement the actions determined in Clause 6, by:

establis

hing criteria for the processes;

— implementing control of the processes in accordance with the criteria.

Documented information should be available to the extent necessary to have confidence that the
processes have been carried out as planned.

The organization should control planned changes (see 6.3) and review the consequences of unintended
changes, taking action to mitigate any adverse effects, as necessary.

The organiz
relevant to {

8.2 Recei

Organizatio
reporting cHi
hierarchy. R
operated byj

NOTE
channels.

Vi

Common m
external tel
letterbox.

EXAMPLE 1
management
officer or an

ensure ¢
— clarifya
EXAMPLE 2

dedicaté

fation should ensure that externally provided processes, products or services,(tha
he whistleblowing management system are controlled.

ving reports of wrongdoing

annels. To the extent possible, at least one channel should be distinct from the manage
eporting channels can be alternative internal reporting chantels or reporting cha
an outsourced whistleblowing service provider.

prganization’s ombudsman):

pnversations are held in a location Where confidentiality is ensured;

d toll-free number;

multi-laj

availabi

well as b

EXAMPLE 3

offer the

EXAMPLE 4
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a physica

be multi-

\guage capable where relevant;

ity outside the'normal business hours of the organization;

use of a human“gperator, who can clarify and capture more useful information from the whistleblow

uildtriist and rapport;

that the conversation is not recorded without the consent of the whistleblower.

Web-based online, digital or mobile application reporting channels can:

facilitate two-way secured anonymous or confidential communication;

whistleblower the option to upload attachments;

language capable where relevant.

hs should identify, implement, communicate and maintain visible, accessible and sg

sible and accessible means that whistleblowers can easily £ind and use the available repd

bthods for receiving reports can include in person tonversations, the use of intern|
ephone lines, online, email, digital or mobile \application reporting, by post or int

In person channels, including reporting to different management functions (e.g. line manage
governing body, data protection officeryénvironmental and/or health safety officer, compliance

hd capture more useful information from the whistleblower, as well as build trust and rapport]

For telephone channelsj.the following elements can increase accessibility and trustworthing

L are

cure
ment
hnels

rting

al or
brnal

1, top

fer as

Reports by post can be directed to a dedicated address that is treated securely. When internal
letter boxes are used as a channel in a whistleblowing management system, it is important that organizations
ensure they are able to maintain anonymity or confidentiality, e.g. that they are not in range of any security
camera to avoid inadvertently identifying the whistleblower.
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rdless of the channel:

— organizations may suggest a structure of a report without being prescriptive;

— i

nformation should be treated as in accordance with 7.5.

Managers should be trained to appropriately identify and deal with reports of wrongdoing (see 7.3).

NOTE Information to ask the whistleblower can include the following.

— Where did the wrongdoing take place (jurisdiction)?

—

— 1

Jhon didthe wraonadainatake nlace (mMact curront future onaging)?
l=) [=] r AU 4 7 ’ o oJ

Vho is involved in the wrongdoing?

Have you reported this previously? If so, what, when and to whom? What action did theytake?

— WWhatis the impact for the organization from your view?

— 1

—

—

The
proa
can i

(e.g.
be ag

8.3

8.3.1

The
asses
be dq

Repg
pote

s management involved or aware of the wrongdoing?

\re there any risks to you or others?

Do you have any documents or other evidence such as pictures to support the report?
s there anyone else with first-hand knowledge we can contact?

{ave [ understood your concerns correctly?

{as anyone tried to hide this, or tried to discourage you'from sharing your concern? If so, pleag
nd how.

whistleblower’s expectations should be‘managed. Whistleblowers should not b
ctively gather further evidence of wrongdoing. The whistleblower should be informed

ccope, confidentiality and anonymity). An appropriate channel for further communic
reed with the whistleblower.

Assessing reports of wrongdoing

Assessing the reported wrongdoing

brganization,should identify, implement and maintain (a) process(es) that ensure(s) t
sment, triagé and management of the reports of wrongdoing(s). The assessment deci
cumentédy(see 7.5).

rtsshould be sorted and prioritized based on risk (i.e. the likelihood of the wrongd,
ntial impact).

e tell us who,

e asked to
about what

e expected in terms of feedback, time:of response, operational and legal provisions and limitations

htion should

he impartial
tions should

oing and its

NOTE When assessing reports, the following aspects can be considered.

— Is the wrongdoing within the scope of the whistleblowing policy? If not, does it need to be dealt with in
accordance with another procedure or addressed in another way (see 4.3)?

— Is the wrongdoing a criminal offence? Does the wrongdoing need to be referred to law enforcement or
regulatory authorities?

— When did the wrongdoing happen or is it about to happen?

— 1

— 1

— 1
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s there an immediate need to stop or suspend business activities?
s there an immediate risk to health and safety?

s there an immediate risk to human rights or the environment?
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Is there an immediate need to secure and protect evidence before being deleted or destroyed?

Is there a risk to the organization’s functions, services and/or reputation?

Will business continuity be affected by the report being investigated?

Could there be media interest in the report of wrongdoing?

How can this assessment process be managed, while ensuring trust, protection and impartiality?
Is further corroborating information available?

What is the nature of the wrongdoing (i.e. type, frequency, prevalence, role and seniority of subjects of the
reports)p

What is the likelihood of the wrongdoing being reported outside of the organization?
Has the rongdoing been reported previously?
How did|the whistleblower obtain the information: is the information first-hand or hearsay?

outcomgp of assessing the report of wrongdoing may include doing one or more of the following

S

p

engage [with other functions (e.g. human resources, legal, internal audit, compliance, health and
safety, finance), if needed, and if this does not compromise the trust_impartiality and protection of
the invgstigation, to support the investigation;

gather flurther information;

take pre¢liminary measures (e.g. suspension of the subjectof the report, secure evidence);
investigate the report of wrongdoing;

refer tolor coordinate with other procedures;

inform relevant authorities (e.g. law enforcement or regulatory body);

conclud[[ the case (see 8.5).

decision, and where possible the reasons for it, should be communicated to the whistleblower (see

When a report is made, organizations should assess the risk of detriment to the whistleblower and

other relevant interested parties, by considering for example the following.

a)

24

What ig the likelihood of confidentiality being maintained? (e.g. Who else knows? Who else |have
they told? Boés the nature of the information reveal their identity? Are they the only person/ who
has acc¢ssto the information? Is this a criminal offence where evidence will need to be revealpd as
well as the whistleblower’s identity?).

Is the whistleblower anxious about detriment? Has detrimental conduct already occurred or are
they aware of any immediate threat?

Is the whistleblower involved in the wrongdoing or is it directed at them?
Does the report involve multiple types of wrongdoing?

How did the whistleblower obtain the information?

What is the whistleblower’s relationship with the subject of the report?

What is the whistleblower’s relationship with the organization?
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Depending on the identified risks, organizations should identify and implement strategies and actions
to prevent detriment against the whistleblower and other relevant interested parties, for example:

protecting their identity;

sharing information on a strictly need-to-know basis;

providing support throughout the process, including regular communication, with special

consideration and systems towards vulnerable people (e.g. children, young people, migrant workers,
those with mental health issues or learning difficulties and older persons);

changing workplace or reporting arrangements;

\
[(

Thel
and
inter

Risk
mady
knov

8.4

8.4.1

varning subject(s) of the report or interested parties that detrimental conduct, g
onfidentiality can be a disciplinary offence.

evel of protection and related actions taken are dependent on the type and tifiiing of wh
the potential consequences of wrongdoing(s) (e.g. on subject(s) of the report and ot
ested parties).

5 should be monitored and reviewed at various points in the procéss, such as when
e to investigate, during the investigation into the report and once'the outcome of an invj
n, as well as, where appropriate, after the case has been closed:

Addressing reports of wrongdoing

Addressing the reported wrongdoing

r breach of

stleblowing
her relevant

h decision is
estigation is

Organizations should identify, implement, communicate and maintain a process that ensures

invey
imp3

Due
the i
be gi

In th
appr
whet
inveq
requ

a)
b)
)

]

tigations are conducted impartially by .suitably qualified personnel. They should
rtial to the business unit concerned, thewhistleblower and the subject of the report.

process should be observed in any.investigation arising out of a whistleblower report. |
hvestigation should be conducted without bias and the subject of the report of wrongg

ven the right to respond as required and given the option to be assisted.

e interest of both the peérception and reality of impartiality, consideration should
bpriate to employing-outside investigators at arms’ length from the organization,
e specialist investigative skills are not available internally or where the impartiality o
tigator is not ensured. To the extent possible, a multi-disciplinary approach should be
red. Professiohalinvestigation management includes but is not limited to the followin

nvestigations should be adequately resourced.

[lear terms of reference and scope should be defined and documented.

Theinvestigation process should be robust enough to withstand administrative, ope

be fair and

‘or example,
loing should

be given as
particularly
f an internal
faken where
g principles.

rational and

legal review. An audit trail should be maintained relating investigation activities back to approved
plans. The investigation should consider any subject of a report as being presumed innocent.

d)

cooperate where appropriate or required.

e)
f)
g)

h)
i
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The investigation should secure and protect evidence.

The personal data should be managed in line with 7.5.4 (data protection).

nvestigation progresses.
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The investigation should not directly or indirectly interfere with a judicial investigation. It should

The investigation should protect any information that could identify any subject of a report.

All investigations should be able to scale and adapt as the circumstances can change as the
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