INTERNATIONAL ISO
STANDARD 37001

First edition
2016-10-15

Anti-bribery management systems —
Requirements with guidance for use

Systémes de management anti-corruption — Exigences ef
recommandations de mise en oeuyte

Reference number

— TR — IS0 37001:2016(E)

ISO

N\
= © IS0 2016


https://standardsiso.com/api/?name=d69c2cc5b4ff07c386d5a7183c6e3e37

ISO 37001:2016(E)

COPYRIGHT PROTECTED DOCUMENT

© IS0 2016, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=d69c2cc5b4ff07c386d5a7183c6e3e37

Contents

IS0 37001:2016(E)

Page
FFOT@WOIM ..........ooooooeoeeeee oo es s 858 s \%
IIMEIOAUCTION. ......oooooi sk vi
1 S0P ... 1
2 NOTINATIVE FEEETE@IICES ............ooooiooeee st 1
3 Terms aNd AefiMETIOMNIS ... 1
4 Context of the organization

4.1 Understanding the organization and itS CONtEXL ...
4.2 Understanding the needs and expectations of stakeholders
4.3 Determining the scope of the anti-bribery management system........... £ 7 e 6
4.4  Anti-bribery management SYSTEIMN ..o S s e 7
4.5 Bribery risk aSSeSSMENt. ... e N e 7
T o U] o] 11 { o OSSR SR 8
5.1 Leadership and commitment... .8
5.1.1  Governing body...... .8
5.1.2  Top management. .8
5.2 Anti-bribery policy ... .9
5.3 Organizational roles, responsibilities and authoFtes. ... 9
5.3.1  Roles and reSponSibilities ... adi e 9
5.3.2  Anti-bribery compliance function. s
5.3.3  Delegated decision-making ...
PLANIUIIG ... oo e 10
6.1 Actions to address risks and OPPOITUNITIES ... 10
6.2  Anti-bribery objectives and planning to achieve them ... 11
SUPPOTT e e e
7.1 Resources.....
7.2 Competence.....
7.2.1  General....q. e,
7.2.2  Employment process....
7.3 Awareness and-training..................
7.4 COMUMIUIIECQEROIT ...k
7.5 Documenfed iNformMation. ...
7.5.1 CGeneral. ...
7.5,2\ ) Creating and updating.........cccccccvcucee
7:.58~ Control of documented information
OPEIABIOIN ..o
8,1 Operational planning and CONEIOl ...
8.2 Due diligence
23 Financial controls
8.4 INON-fINANCIAL COMEIOLS ..ot
8.5 Implementation of anti-bribery controls by controlled organizations and by
DUSINESS @SSOCIATES ..ottt
8.6 Anti-bribery commitments
8.7 Gifts, hospitality, donations and similar benefits.
8.8 Managing inadequacy of anti-bribery controls....
8.9 RAISING COTCOITIS ...
8.10 Investigating and dealing With DIiDery ...,
Performance @VAalUATION ...
9.1 Monitoring, measurement, analysis and evaluation
9.2 Internal Uit ...
9.3 MANAGEIMIEINE TEVIEW ...
9.3.1  TOP MANAZEMENT FEVIEW ..ot oo

© 1S0 2016 - All rights reserved iii


https://standardsiso.com/api/?name=d69c2cc5b4ff07c386d5a7183c6e3e37

ISO 37001:2016(E)

9.3.2  Governing body review ...
9.4 Review by anti-bribery compliance function

10 TIMPITOVEITICIIE.........ooooo et
10.1 Nonconformity and corrective action
10.2  CoNtinUAl IMPTOVEIMIEIT ....oocccevrieeriieeeieieeesieessese s sesesesse s
Annex A (informative) Guidance on the use of this document ... 23
BIDIEOGTAPIY ... 46
iv © ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=d69c2cc5b4ff07c386d5a7183c6e3e37

IS0 37001:2016(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The
desc
diffe

editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Fent types of ISO documents should be noted. This document was drafted in acéorda

ibed in the ISO/IEC Directives, Part 1. In particular the different approval criteria nep

Htenance are

ded for the
ce with the

Attention is drawn to the possibility that some of the elements of this documént may be the subject of

patent rights. ISO shall not be held responsible for identifying any or all sueh*patent right
any patent rights identified during the development of the document will'be in the Introdu
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any
cons

For an explanation on the meaning of [SO specific terms and expressions related to conformity

as w
Tech

The

manqggement systems.

frade name used in this document is information given for the-éonvenience of users 4
[itute an endorsement.

]l as information about ISO’s adherence to the World-Trade Organization (WTO) prin|
hical Barriers to Trade (TBT) see the following URLiZwww.iso.org/iso/foreword.html.

committee responsible for this documentiis Project Committee ISO/PC 278,

s. Details of
ction and/or

nd does not

assessment,
ciples in the

Anti-bribery
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Introduction

Bribery is a widespread phenomenon. It raises serious social, moral, economic and political concerns,
undermines good governance, hinders development and distorts competition. It erodes justice,
undermines human rights and is an obstacle to the relief of poverty. It also increases the cost of doing
business, introduces uncertainties into commercial transactions, increases the cost of goods and
services, diminishes the quality of products and services, which can lead to loss of life and property,
destroys trustin institutions and interferes with the fair and efficient operation of markets.

Governments have made progress in addressing bribery through international agreements such as the

Organizatio
Public Offic
Corruptionl
engage in bi

+forEeonomic-Co-operation-andPevelopmentConventionron-Combating Briberyoffo
als in International Business Transactions[15] and the United Nations Convention ‘ag
14] and through their national laws. In most jurisdictions, it is an offence for individug
ibery and there is a growing trend to make organizations, as well as individuals; liab

eign
ainst
s to
e for

bribery.

However, the law alone is not sufficient to solve this problem. Organizations havé-a‘responsibility to
proactively |contribute to combating bribery. This can be achieved by an anti-bribery management
system, whifh this documentis intended to provide, and through leadership commtnitment to establishing
a culture oflintegrity, transparency, openness and compliance. The nature of an organization’s culture
is critical to|the success or failure of an anti-bribery management systen,

riate
brity.

and
nage
e its

A well-manpged organization is expected to have a compliance<policy supported by approp
management systems to assist it in complying with its legal obligations and commitment to inte
An anti-bribbery policy is a component of an overall compliance”’policy. The anti-bribery policy
supporting management system helps an organization to aveid-or mitigate the costs, risks and da
of involvempgnt in bribery, to promote trust and confidence in business dealings and to enhang
reputation.

ble to
tors.

This document reflects international good practice.dand can be used in all jurisdictions. It is applical
small, medifim and large organizations in all sectors, including public, private and not-for-profit seq
The bribery|risks facing an organization vary-ae¢ording to factors such as the size of the organization,
the locationp and sectors in which the organization operates, and the nature, scale and complexity ¢f the
organization’s activities. This documentispecifies the implementation by the organization of policies,
procedures jJand controls which are peasonable and proportionate according to the bribery riskgs the
organizationp faces. Annex A providés guidance on implementing the requirements of this document.

with this document-cannot provide assurance that no bribery has occurred or will ¢ccur
b the organizatidn; as it is not possible to completely eliminate the risk of bribery. However,
nt can help thie drganization implement reasonable and proportionate measures designed
letect and reSpond to bribery.

Conformity
in relation t
this documsd

to prevent, (
In this document, the following verbal forms are used:

“shall” indicates a requirement;

“should” indicates a recommendation;

“may” indicates a permission;

“can” indicates a possibility or a capability.

Information marked as “NOTE” is for guidance in understanding or clarifying the associated
requirement.

This document conforms to ISO’s requirements for management system standards. These requirements
include a high level structure, identical core text, and common terms with core definitions, designed to
benefit users implementing multiple ISO management system standards. This document can be used
in conjunction with other management system standards (e.g. ISO 9001, ISO 14001, ISO/IEC 27001 and
[SO 19600) and management standards (e.g. ISO 26000 and ISO 31000).
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Anti-bribery management systems — Requirements with
guidance for use

1 Scope

pribery in the public, private and not-for-profit sectors;

bribery by the organization;

mplementing,
hn be stand-
he following

— bribery by the organization’s personnel acting on the organization’Sbehalf or for its bepefit;

— Dbribery by the organization’s business associates acting on the organization’s behdlf or for its

— lbribery of the organization’s personnel in relation te the organization’s activities;

penefit;

pribery of the organization;

— Dbribery of the organization’s business associates in relation to the organization’s activifies;

— direct and indirect bribery (e.g. a bribe offered or accepted through or by a third party).

This
man

comply with anti-bribery laws and véluntary commitments applicable to its activities.

This
mon
to ex

The

(orp
priva
spec
NOTH

NOTH

document is applicable only to bribery. It sets out requirements and provides guldance for a
hgement system designed to help:atvorganization to prevent, detect and respond to [bribery and

document does not specifiecally address fraud, cartels and other anti-trust/competitllon offences,

by-laundering or other activities related to corrupt practices, although an organizatio

tend the scope of the, management system to include such activities.

can choose

requirements of this’document are generic and are intended to be applicable to all ofganizations
arts of an organization), regardless of type, size and nature of activity, and whether ip the public,
te or not-forfprofit sectors. The extent of application of these requirements depends on the factors

fied in 4,1,'4:2 and 4.5.

1 See Clause A.2 for guidance.

27) The measures necessary to prevent, detect and mitigate the risk of bribery by the organization can be

different from the measures used to prevent, detect and respond to bribery of the organization (or its personnel

or business associates acting on the organization’s behalf). See A.8.4 for guidance.

2 Normative references

Ther

e are no normative references in this document.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© ISO

2016 - All rights reserved
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at http://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

31

bribery

offering, promising, giving, accepting or soliciting of an undue advantage of any value (which could
be financial or non-financial), directly or indirectly, and irrespective of location(s), in violation of
applicable law, as an inducement or reward for a person acting or refraining from acting in relation to

the perform

ance ('2 16) of that pprqnn'c duties

Note 1 to ent

bribery law applicable to the organization (3.2) and by the anti-bribery management system (3.5) designed |

organization

3.2

organizatiq
person or gf
to achieve if]

Note 1 to ent}
enterprise, a
or not, publid

Note 2 to ent]
defined as an

3.3
interested
stakeholde
person or of
or activity

Note 1 to ent

3.4

requirement

need that is

Note 1 to entry: The core definition of “requirement” in ISO management system standards is “ne

expectation f
in the contex

Note 2 to en
interested p4

ry: The above is a generic definition. The meaning of the term “bribery” is as defined by ‘the|

n
oup of people that has its own functions with responsibilities, autherities and relation
s objectives (3.11)

y: The concept of organization includes, but is not limited to sole-tfader, company, corporation
thority, partnership, charity or institution, or part or combinatiph thereof, whether incorpo|
or private.

ry: For organizations with more than one operating unit,'one or more of the operating units c
organization.

party (preferred term)
I (admitted term)
ganization (3.2) that can affect, be affected by, or perceive itself to be affected by a ded

ry: A stakeholder can be internal or external to the organization.

stated and obligatory.

hat is stated, generally implied or obligatory”. “Generally implied requirements” are not appl
[ of anti-bribery management.

rties that the need or expectation under consideration is implied.

Note 3 to ent

anti-

y the

ships

firm,
rated

an be

ision

bd or
cable

try: “Generally implied” means that it is custom or common practice for the organization and

Ly A cpnriFiar‘ vnquirnmnhf‘ isonethatic ctatad for nv')mp]n indocumented-information
—Hr Hiea+ HH-eRehtt B teHolexaiipre-agoctiReltte a3 o hRdtoh-

3.5

management system
set of interrelated or interacting elements of an organization (3.2) to establish policies (3.10) and
objectives (3.11) and processes (3.15) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

Note 2 to entry: The management system elements include the organization’s structure, roles and responsibilities,

planning and

operation.

Note 3 to entry: The scope of a management system may include the whole of the organization, specific and
identified functions of the organization, specific and identified sections of the organization, or one or more
functions across a group of organizations.

© ISO 2016 - All rights reserved
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3.6
top management
person or group of people who directs and controls an organization (3.2) at the highest level

Note 1 to entry: Top management has the power to delegate authority and provide resources within the
organization.

Note 2 to entry: If the scope of the management system (3.5) covers only part of an organization, then top
management refers to those who direct and control that part of the organization.

Note 3 to entry: Organizations can be organized depending on which legal framework they are obliged to operate
under and also according to their size, sector, etc. Some organizations have both a governing body (3.7) and top
mandgement, while some organizations do not have responsibilities divided into several bodies. Theke variations,
both [in respect of organization and responsibilities, can be considered when applying therequirements in
Clauge 5.

3.7
governing body
group or body that has the ultimate responsibility and authority for an organization’s (3.2) activities,
govelnance and policies and to which top management (3.6) reports and by which top management is
held pccountable

Note [l to entry: Not all organizations, particularly small organizationsyilthave a governing body deparate from
top njanagement (see 3.6, Note 3 to entry).

Note [2 to entry: A governing body can include, but is not limitedte, board of directors, committees|of the board,
supervisory board, trustees or overseers.

3.8
anti{bribery compliance function
person(s) with responsibility and authority for the“operation of the anti-bribery managementisystem (3.5)

3.9
effeqtiveness
extent to which planned activities are realized and planned results achieved

3.10
poligy
interltions and direction of an’organization (3.2), as formally expressed by its top management (3.6) or
its ggverning body (3.7)

3.11
objertive
result to be achieved

Note|l to entty: An objective can be strategic, tactical or operational.
Note P fo-entry: Objectives can relate to different disciplines (such as financial, sales and marketing, procurement,

| £, pa | H 1 la) | 1 ALl 1 1 L 1 H H H
health—=md aouc:t_y, amrcenvironnrentat goarsjatra catr appry ataitferenttevers sucras str atcsu., Jrgamzatlon-

wide, project, product and process (3.15)).

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an
operational criterion, as an anti-bribery objective, or by the use of other words with similar meaning (e.g. aim,
goal, or target).

Note 4 to entry: In the context of anti-bribery management systems (3.5), anti-bribery objectives are set by the
organization (3.2), consistent with the anti-bribery policy (3.10), to achieve specific results.

3.12
risk
effect of uncertainty on objectives (3.11)

Note 1 to entry: An effect is a deviation from the expected — positive or negative.

© IS0 2016 - All rights reserved 3
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Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence or likelihood.

Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:20009,
3.5.1.3) and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence.

3.13

competence

ability to ap

ply knowledge and skills to achieve intended results

3.14

documente
information
which itisc

Note 1 to ent
Note 2 to ent
— the manq
— informat
— evidence

3.15
process
set of interr

3.16
performan
measurable

Note 1 to ent

Note 2 to enf
services), sy{

3.17

outsource
make an arr
or process (3

Note 1 to en

d information
required to be controlled and maintained by an organization (3.2) and the mediu
bntained

'y: Documented information can be in any format and media, and from any sounce.
y: Documented information can refer to:

gement system (3.5), including related processes (3.15);

on created in order for the organization to operate (documentatien);

of results achieved (records).

blated or interacting activities which transfetims inputs into outputs
Ce

result

Fy: Performance can relate either te quantitative or qualitative findings.

ry: Performance can relate’te the management of activities, processes (3.15), products (incl
tems or organizations (3.2)

verb)
angement where an external organization (3.2) performs part of an organization’s fun
.14)

Lry: Anexternal organization is outside the scope of the management system (3.5), althoug

outsourced f]mction or process is within the scope.

m on

iding

ction

h the

Note 2 to entry: The core text of [SO management system standards contains a definition and requirement in
relation to outsourcing, which is not used in this document, as outsourcing providers are included within the
definition of business associate (3.26).

3.18

monitoring
determining the status of a system, a process (3.15) or an activity

Note 1 to entry: To determine the status, there can be a need to check, supervise or critically observe.

3.19

measurement
process (3.15) to determine a value

© ISO 2016 - All rights reserved
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3.20

audit

systematic, independent and documented process (3.15) for obtaining audit evidence and evaluating it
objectively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),
and it can be a combined audit (combining two or more disciplines).

Note 2 to entry: An internal audit is conducted by the organization (3.2) itself, or by an external party on its behalf.

Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

3.21
confprmity
fulfilment of a requirement (3.4)

3.22
nongonformity
non-fulfilment of a requirement (3.4)

3.23
corrpctive action
action to eliminate the cause of a nonconformity (3.22) and to preyent recurrence

3.24
contjnual improvement
recufring activity to enhance performance (3.16)

3.25
persponnel
organization’s (3.2) directors, officers, employees, temporary staff or workers, and voluntegrs

Note [l to entry: Different types of personnel pose different types and degrees of bribery risk (3.12) and can be
treatgd differently by the organization’s bribery risk assessment and bribery risk management pro¢edures.

Note 2 to entry: See A.8.5 for guidance‘on temporary staff or workers.

3.26
busipess associate
external party with whow the organization (3.2) has, or plans to establish, some form|of business
relatjonship

Note [l to entry: Business associate includes but is not limited to clients, customers, joint ventures,[joint venture
partrjers, consortium partners, outsourcing providers, contractors, consultants, sub-contractofs, suppliers,
vendgrs, adviSors, agents, distributors, representatives, intermediaries and investors. This |definition is
delibgrately Broad and should be interpreted in line with the bribery risk (3.12) profile of the organization to
apply toBusiness associates which can reasonably expose the organization to bribery risks.

Note "2—toentry—Differenttypes of businessassociate pose differenttypesamd—degreesof bribery risk, and
an organization (3.2) will have differing degrees of ability to influence different types of business associate.
Different types of business associate can be treated differently by the organization’s bribery risk assessment and
bribery risk management procedures.

Note 3 to entry: Reference to “business” in this document can be interpreted broadly to mean those activities
that are relevant to the purposes of the organization’s existence.

3.27

public official

person holding a legislative, administrative or judicial office, whether by appointment, election or
succession, or any person exercising a public function, including for a public agency or public enterprise,
or any official or agent of a public domestic or international organization, or any candidate for public office

Note 1 to entry: For examples of individuals who can be considered to be public officials, see Clause A.21.

© IS0 2016 - All rights reserved 5
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3.28
third party
person or body that is independent of the organization (3.2)

Note 1 to entry: All business associates (3.26) are third parties, but not all third parties are business associates

3.29

conflict of interest

situation where business, financial, family, political or personal interests could interfere with the
judgment of persons in carrying out their duties for the organization (3.2)

3.30
due diligenlce
process (3.1b) to further assess the nature and extent of the bribery risk (3.12) and help organizdtions
(3.2) make decisions in relation to specific transactions, projects, activities, business associates (B.26)
and personrjel

4 Context of the organization

4.1 Understanding the organization and its context

The organization shall determine external and internal issues that ar€ relevant to its purpose and that
affect its ahility to achieve the objectives of its anti-bribery management system. These issueq will
include, without limitation, the following factors:

a) the size} structure and delegated decision-making authority of the organization;

b) the locations and sectors in which the organization gpérates or anticipates operating;
c) the natyre, scale and complexity of the organization’s activities and operations;

d) the orgdnization’s business model;

e) the entities over which the organizationhas control and entities which exercise control over the
organizption;

f) the orgdnization’s business asscjates;

g) the natyre and extent of inferactions with public officials;

h) applicable statutory, régiilatory, contractual and professional obligations and duties.

NOTE An organizatien has control over another organization if it directly or indirectly controls the
management|of the organization (see A.13.1.3).

4.2 Understanding the needs and expectations of stakeholders

The organization shall determine:
a) the stakeholders that are relevant to the anti-bribery management system;
b) the relevant requirements of these stakeholders.

NOTE In identifying the requirements of stakeholders, an organization can distinguish between mandatory
requirements and the non-mandatory expectations of, and voluntary commitments to, stakeholders.

4.3 Determining the scope of the anti-bribery management system

The organization shall determine the boundaries and applicability of the anti-bribery management
system to establish its scope.

6 © IS0 2016 - All rights reserved
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When determining this scope, the organization shall consider:

a)
b)
c)
The

the external and internal issues referred to in 4.1;
the requirements referred to in 4.2;
the results of the bribery risk assessment referred to in 4.5.

scope shall be available as documented information.

NOTE See Clause A.2 for guidance.

4.4
The

necepsary, improve an anti-bribery management system, including the processes-needs
interfactions, in accordance with the requirements of this document.

The

of, ajd to prevent, detect and respond to, bribery.

NOTE 1 Itis not possible to completely eliminate the risk of bribery, and no anti-bribery manage
will He capable of preventing and detecting all bribery.

The

factdrs referred to in 4.3.

NOTH 2  See Clause A.3 for guidance.

4.5

4.5.1 The organization shall undertake regular bribery risk assessment(s), which shall:

4.5.1 The organization shall establish criteria for evaluating its level of bribery risk, whi

into

4.5.3 Thebribery risk assessment shall be reviewed:

a)

b)

Anti-bribery management system

prganization shall establish, document, implement, maintain and continually rgview]

gnti-bribery management system shall contain measures designed to.identify and eval

hnti-bribery management system shall be reasonable ahd proportionate, taking into

Bribery risk assessment

identify the bribery risks the organization might reasonably anticipate, given the factors
dnalyse, assess and prioritize'the identified bribery risks;

¢valuate the suitability(and effectiveness of the organization’s existing controls to
3ssessed bribery risks.

hccount the @rganization’s policies and objectives.

and, where
d and their

1ate the risk

ment system

account the

listed in 4.1;

mitigate the

th shall take

d on timing

in a regular basis so that changes and new information can be properly assessed basg

in the event of a significant change to the structure or activities of the organization.

4.5.4 The organization shall retain documented information that demonstrates that the bribery risk
assessment has been conducted and used to design or improve the anti-bribery management system.

NOTE See Clause A.4 for guidance.

© ISO 2016 - All rights reserved
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5

Leadership

5.1 Leadership and commitment

5.1.1 Governing body

When the organization has a governing body, that body shall demonstrate leadership and commitment
with respect to the anti-bribery management system by:

a)
b)

c)

d)

e)

approving the organization’s anti-bribery policy;

ensurinlg that the organization’s strategy and anti-bribery policy are aligned;

at planned intervals, receiving and reviewing information about the content and operation qf the
organizption’s anti-bribery management system;

requiring that adequate and appropriate resources needed for effective opefation of the [anti-
bribery|management system are allocated and assigned;

exercising reasonable oversight over the implementation of the organization’s anti-bribery
management system by top management and its effectiveness.

These actiyities shall be carried out by top management if the{organization does not hgve a

governing Hody.

5.1.2 Top/management

Top manag¢ment shall demonstrate leadership and comimitment with respect to the anti-brijbery

management system by:

a) ensuri;L that the anti-bribery management system, including policy and objectives, is establighed,
implemented, maintained and reviewed to adequately address the organization’s bribery risks;

b) ensuring the integration of the anti-bribery management system requirements into| the
organizption’s processes;

c) deployipg adequate and apprepriate resources for the effective operation of the anti-bribery
management system;

d) commuhicating internally'and externally regarding the anti-bribery policy;

e) commupicating intetnally the importance of effective anti-bribery management and of conforming
to the anti-bribery \firanagement system requirements;

f) ensuring that the anti-bribery management system is appropriately designed to achievie its
objectivies;

g) directing and supporting personnel to contribute to the effectiveness of the anti-bribery
management system;

h) promoting an appropriate anti-bribery culture within the organization;

i) promoting continual improvement;

j) supporting other relevant management roles to demonstrate their leadership in preventing and
detecting bribery as it applies to their areas of responsibility;

k) encouraging the use of reporting procedures for suspected and actual bribery (see 8.9);

1) ensuring that no personnel will suffer retaliation, discrimination or disciplinary action [see
7.2.2.1 d)] for reports made in good faith, or on the basis of a reasonable belief of violation or
suspected violation of the organization’s anti-bribery policy, or for refusing to engage in bribery,
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even if such refusal can result in the organization losing business (except where the individual
participated in the violation);

m) at planned intervals, reporting to the governing body (if any) on the content and operation of the
anti-bribery management system and of allegations of serious or systematic bribery.

NOTE See Clause A.5 for guidance.

5.2 Anti-bribery policy

Top management shall establish, maintain and review an anti-bribery policy that:

a) }Lrohibits bribery;

b) tequires compliance with anti-bribery laws that are applicable to the organization;
c) isappropriate to the purpose of the organization;

d) pwrovides a framework for setting, reviewing and achieving anti-bribery objectives;
e) Iw

f) éncourages raising concerns in good faith, or on the basis/of*a reasonable belief inf confidence,
yithout fear of reprisal;

includes a commitment to satisfy anti-bribery management system réquirements;

g) includes a commitment to continual improvement of thelanti-bribery management system;
h) explains the authority and independence of the anticbribery compliance function;
i) ¢xplains the consequences of not complying with the anti-bribery policy.

The anti-bribery policy shall:

— be available as documented information;

— Ibe communicated in appropriatelanguages within the organization and to business asgociates who
ose more than a low risk of hribery;

— Dbe available to relevant stakeholders, as appropriate.
5.3 | Organizational roles, responsibilities and authorities

5.3.1 Roles and’résponsibilities

Top managenient shall have overall responsibility for the implementation of, and compliar{ce with, the
anti-priberyymanagement system, as described in 5.1.2.

Top management shall ensure that the responsibilities and authorities for relevant roles gre assigned
and communicated within and throughout every level of the organization.

Managers at every level shall be responsible for requiring that the anti-bribery management system
requirements are applied and complied with in their department or function.

The governing body (if any), top management and all other personnel shall be responsible for
understanding, complying with and applying the anti-bribery management system requirements, as
they relate to their role in the organization.

© IS0 2016 - All rights reserved 9
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5.3.2 Anti-bribery compliance function

Top management shall assign to an anti-bribery compliance function the responsibility and authority for:

a)

system;

b)

relating to bribery;

<)

overseeing the design and implementation by the organization of the anti-bribery management

providing advice and guidance to personnel on the anti-bribery management system and issues

ensuring that the anti-bribery management system conforms to the requirements of this document;

d)
any) an

The anti-br

l top management and other compliance functions, as appropriate.

bery compliance function shall be adequately resourced and assigned to person(s)

have the appropriate competence, status, authority and independence.

The anti-bri
and top ma
the anti-bri

Top manage
the organizs
and authorif

NOTE S¢

5.3.3 Del

Where top
to which t

!

bery compliance function shall have direct and prompt access to the govérning body (if
agement in the event that any issue or concern needs to be raised ifi pelation to bribe|
ery management system.

ment can assign some or all of the anti-bribery compliance function to persons exterry
ition. If it does, top management shall ensure that specific personnel have responsibilit]
y over, those externally assigned parts of the function,

e Clause A.6 for guidance.

pgated decision-making

management delegates to personnel the authority for the making of decisions in rel
re is more than a low risk of bribery the organization shall establish and maint

decision-making process or set of controls which-requires that the decision process and the ley

authority of
Top manage
responsibili
outlined in §

NOTE D¢
their duties
delegated pe

6 Planni

the decision-maker(s) are appropridte and free of actual or potential conflicts of inte
ment shall ensure that these precesses are reviewed periodically as part of its role
Ly for implementation of,.and compliance with, the anti-bribery management sy
3.1.

hind responsibilities @s)described in 5.1.1, 5.1.2 and 5.3.1, nor does it necessarily transfer f
sonnel potential legal responsibilities.

ng

6.1 Actio

sf4o'address risks and opportunities

reportifg on the performance of the anti-bribery management system to the governing bodly (if

who

any)
ry or

al to
y for,

htion
hin a
rel of
rest.

and
stem

plegation of decision-nfaking does not exempt top management or the governing body (if any) of

o the

When planning for the anti-bribery management system, the organization shall consider the issues
referred to in 4.1, the requirements referred to in 4.2, the risks identified in 4.5, and opportunities for
improvement that need to be addressed to:

a)
b) prevent
<)
d) achieve

The organiz

, or reduce, undesired effects relevant to the anti-bribery policy and objectives;

monitor the effectiveness of the anti-bribery management system;

continual improvement.

ation shall plan:

— actions to address these bribery risks and opportunities for improvement;

10

give reasonable assurance that the anti-bribery management system can achieve its objectives;
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how to:

— integrate and implement these actions into its anti-bribery management system processes;

— evaluate the effectiveness of these actions.

Anti-bribery objectives and planning to achieve them

The organization shall establish anti-bribery management system objectives at relevant functions
levels.

and

The 3

a) Dbe consistent with the anti-bribery policy;

b) Ibe measurable (if practicable);

c) ftake into account applicable factors referred to in 4.1, the requirements/referred to in
bribery risks identified in 4.5;

d) e achievable;

e) Ibe monitored;

f) Ibe communicated in accordance with 7.4;

g) be updated as appropriate.

The |organization shall retain documented information on the anti-bribery managen;

objeqtives.

Wheh planning how to achieve its anti-bribery"management system objectives, the organ
detefmine:

7

7.1

what will be done;

what resources will be required;

yho will be responsible;

yhen the objectiveswill be achieved;

lhow the resultgwill be evaluated and reported;

yho will inipese sanctions or penalties.

Support

I

.2 and the

lent system

zation shall

Resources

The organization shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the anti-bribery management system.

NOTE See Clause A.7 for guidance.

© ISO 2016 - All rights reserved
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7.2 Competence

7.2.1 General

The organization shall:

a) determine the necessary competence of person(s) doing work under its control that affects its anti-
bribery performance;

b) ensure that these persons are competent on the basis of appropriate education, training, or
experience;

c) where erplicable, take actions to acquire and maintain the necessary competence, and evaluatle the
effectiveness of the actions taken;

d) retain appropriate documented information as evidence of competence.

NOTE Aav[)plicable actions can include, for example, the provision of training to, the ¢eaching of, or the re-

assignment of personnel or business associates, or the hiring or contracting of the same;
7.2.2 Employment process

7.2.2.1 Infrelation to all of its personnel, the organization shall implement procedures such that:

a)

b)

d)

conditigns of employment require personnel to comply with*the anti-bribery policy and |anti-
bribery| management system, and give the organization the right to discipline personnel ip the
event of non-compliance;

within 4 reasonable period of their employment comimencing, personnel receive a copy of, o are
provideld with access to, the anti-bribery policy and'training in relation to that policy;

the organization has procedures which enable’it to take appropriate disciplinary action agpinst
persontel who violate the anti-bribery policy or anti-bribery management system;

personijel will not suffer retaliation, discrimination or disciplinary action (e.g. by threats, isolgtion,
demotidn, preventing advancement;:transfer, dismissal, bullying, victimization, or other foris of
harassment) for:

1) refysing to participate’in, or turning down, any activity in respect of which they |have
reafonably judged there to be a more than low risk of bribery that has not been mitigated by
thelorganization; 01

2) congcerns rajsed-or reports made in good faith, or on the basis of a reasonable beligf, of
attempted,~actual or suspected bribery or violation of the anti-bribery policy or the |anti-
bribbery management system (except where the individual participated in the violation).

7.2.2.2 In'refatiomrtoattpositionswhichareexposed-tomore-thamatow bribery risk;asdetermrimed in
the bribery risk assessment (see 4.5), and to the anti-bribery compliance function, the organization shall
implement procedures which provide that:

a)

b)

12

due diligence (see 8.2) is conducted on persons before they are employed, and on personnel before
they are transferred or promoted by the organization, to ascertain as far as is reasonable that it is
appropriate to employ or redeploy them and that it is reasonable to believe that they will comply
with the anti-bribery policy and anti-bribery management system requirements;

performance bonuses, performance targets and other incentivizing elements of remuneration are
reviewed periodically to verify that there are reasonable safeguards in place to prevent them from
encouraging bribery;
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c) such personnel, top management, and the governing body (if any), file a declaration at reasonable
intervals proportionate with the identified bribery risk, confirming their compliance with the anti-
bribery policy.

NOTE1 The anti-bribery compliance declaration can stand alone or be a component of a broader compliance

declaration process.

NOTE 2

7.3
The

pers
resu

a)

b)
‘)

d)
e)
f)

g)

h)
i)

Pers
inter]
they
perid

Taki)
proc
behallf or forits benefit, and which could pose more than a low bribery risk to the organiz
proc
its c(

See Clause A.8 for guidance.

Awareness and training

15auibatiuu aha}} lJl UVldC adcquatc Cllld CllJlJl UlJl lcltC auti bl 1bc1_y avvdlI CIITOSOS aud
bnnel. Such training shall address the following issues, as appropriate, taking into
ts of the bribery risk assessment (see 4.5):

the organization’s anti-bribery policy, procedures and anti-bribery management syste
dluty to comply;
the bribery risk and the damage to them and the organization whichcanTesult from bi

1
q

he circumstances in which bribery can occur in relation to theirduties, and how to rec
ircumstances;

!

their contribution to the effectiveness of the anti-bribery management system, iy
benefits of improved anti-bribery performance\and of reporting suspected bribery;

ow to recognize and respond to solicitations or offers ofbribes;

ow they can help prevent and avoid bribery and recognize key bribery risk indicators

1

q

he implications and potential consequeneés of not conforming with the anti-bribery 1
ystem requirements;

low and to whom they are able totéport any concerns (see 8.9);
information on available training and resources.

bnnel shall be provided swith anti-bribery awareness and training on a regular basis
vals determined by the‘organization), as appropriate to their roles, the risks of bribg
are exposed, and any.c¢hanging circumstances. The awareness and training programy]
dically updated as\necessary to reflect relevant new information.

1g into accoUnt the bribery risks identified (see 4.5), the organization shall alsg
bdures addressing anti-bribery awareness and training for business associates a

edures-shall identify the business associates for which such awareness and training i
ntent, and the means by which the training shall be provided.

training to
account the

m, and their

ibery;

bgnize these

cluding the

nanagement

(at planned
ry to which
nes shall be

implement
cting on its
ation. These
S necessary,

The organization shall retain documented information on the training procedures, the content of the
training, and when and to whom it was provided.

NOTE 1

The awareness and training requirements for business associates can be communicated through

contractual or similar requirements, and be implemented by the organization, the business associate or by other
parties appointed for that purpose.

NOTE 2

7.4

See Clause A.9 for guidance.

Communication

7.4.1 The organization shall determine the internal and external communications relevant to the anti-
bribery management system including:

© ISO 2016 - All rights reserved
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a) on what it will communicate;

b) when to communicate;

c¢) with whom to communicate;

d) how to communicate;

e) who will communicate;

f) thelanguages in which to communicate.

7.4.2 Thelanti-bribery policy shall be made available to all the organization’s personnel and husjness

associates, pe communicated directly to both personnel and business associates who pgse more

than a low |risk of bribery, and shall be published through the organization’s internal and”extprnal

communication channels, as appropriate.

7.5 Documented information

7.5.1 General

The organizption’s anti-bribery management system shall include:

a) documednted information required by this document;

b) documgnted information determined by the organization as\being necessary for the effectiv¢ness
of the anti-bribery management system.

NOTE1 The extent of documented information for an antizbribery management system can differ frorh one

organization|to another due to:

— the size of organization and its type of activities, processes, products and services;

— the complexity of processes and their interactions;

— the compktence of personnel.

NOTE 2  D¢cumented information cdn pe retained separately as part of the anti-bribery management syftem,

or can be ret

NOTE3 S

7.5.2 Creating and updating

When creat

a)

identifi

hined as part of other management systems (e.g. compliance, financial, commercial, audit).

e Clause A.17 for guidance.

ng andwupdating documented information the organization shall ensure appropriate:

fation and description (e.g. a title, date, author, or reference number);

b) format (e.g.language, software version, graphics) and media (e.g. paper, electronic);

c)

7.5.3 Con

review and approval for suitability and adequacy.

trol of documented information

Documented information required by the anti-bribery management system and by this document shall

be controlle

a)

b) itisade

14

d to ensure:

it is available and suitable for use, where and when it is needed;

quately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).
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For the control of documented information, the organization shall address the following activities, as
applicable:

— distribution, access, retrieval and use;

— storage and preservation, including preservation of legibility;
— control of changes (e.g. version control);

— retention and disposition.

Documented information of external origin determined by the organization to be necessary for the
planfiing and operation of the anti-bribery management system shall be identified as apprjopriate, and
controlled.

NOTH Access can imply a decision regarding the permission to view the documented informption only, or
the permission and authority to view and change the documented information.

8 Operation

8.1 | Operational planning and control

The ¢rganization shall plan, implement, review and control the‘processes needed to meet r¢quirements
of th¢ anti-bribery management system, and to implement thetactions determined in 6.1, by:

a) e¢stablishing criteria for the processes;
b) implementing control of the processes in accordance with the criteria;

c) keeping documented information to the extent necessary to have confidence that the processes
lhave been carried out as planned.
Thesge processes shall include the specific.controls referred to in 8.2 to 8.10.

The prganization shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adwverse effects, as necessary.

The ¢prganization shall ensure that outsourced processes are controlled.
NOTH The core text 0fISO management system standards contains a requirement in relation to outsourcing,

which is not used in_this document, as outsourcing providers are included within the definitioph of business
assodiate.

8.2 | Due diligence

Where the'organization’s bribery risk assessment, as conducted in 4.5, has assessed a mqgre than low
bribery.risk in relation to:

a) specific categories of transactions, projects or activities,
b) planned or on-going relationships with specific categories of business associates, or

c) specific categories of personnel in certain positions (see 7.2.2.2),

the organization shall assess the nature and extent of the bribery risk in relation to specific transactions,
projects, activities, business associates and personnel falling within those categories. This assessment
shall include any due diligence necessary to obtain sufficient information to assess the bribery risk.
The due diligence shall be updated at a defined frequency, so that changes and new information can be
properly taken into account.

NOTE1 The organization can conclude that it is unnecessary, unreasonable or disproportionate to undertake
due diligence on certain categories of personnel and business associate.
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The factors listed in a), b) and c) above are not exhaustive.

See Clause A.10 for guidance.

8.3 Financial controls

The organiz

NOTE

ation shall implement financial controls that manage bribery risk.

See Clause A.11 for guidance.

8.4 Non-financial controls

The organization shall implement non-financial controls that manage bribery risk with respect to
areas as procurement, operational, sales, commercial, human resources, legal and regulatoryactiv

NOTE 1
controls.

A

NOTE2  Se

8.5 Implg
business a

8.5.1 The
which it has

a)
b)

implem
implem

in each casq
faced by thg
accordance

NOTE
management|

8.5.2 In r¢
assessment
anti-bribery]
risk, the org

a) the orgd

which managethe relevant bribery risk;

b) where 4

An organization has control over another organization if it directly or indirectly control

y particular transaction, activity or relationship can be subject to financial as well"as'non-finz

e Clause A.12 for guidance.

rmentation of anti-bribery controls by controlled organizations and by
ssociates

organization shall implement procedures which require ‘that all other organizations
control either:

ent the organization’s anti-bribery management‘system, or
ent their own anti-bribery controls,

only to the extent that is reasonable*and proportionate with regard to the bribery
b controlled organizations, taking into account the bribery risk assessment conduct
with 4.5.

of the organization (see A.13:1:3).

lation to business assdciates not controlled by the organization for which the bribery
(see 4.5) or due diligence (see 8.2) has identified a more than low bribery risk, and w
controls implemented by the business associates would help mitigate the relevant br
hnization shallimplement procedures as follows:

inizatiomsshall determine whether the business associate has in place anti-bribery con

such
ities.

incial

over

risks
bd in

s the

r risk
here
bery

trols

business associate does not have in place anti-bribery controls, or it is not possible to

erify

whether it has them in place:

1) where practicable, the organization shall require the business associate to implement anti-
bribery controls in relation to the relevant transaction, project or activity; or

2)

where it is not practicable to require the business associate to implement anti-bribery controls,

this shall be a factor taken into account in evaluating the bribery risk of the relationship with
this business associate (see 4.5 and 8.2) and the way in which the organization manages such
risks (see 8.3, 8.4 and 8.5).

NOTE

16

See Clause A.13 for guidance.
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8.6 Anti-bribery commitments

For business associates which pose more than a low bribery risk, the organization shall implement
procedures which require that, as far as practicable:

a)

b)

business associates commit to preventing bribery by, on behalf of, or for the benefit of the business
associate in connection with the relevant transaction, project, activity, or relationship;

the organization is able to terminate the relationship with the business associate in the event of
bribery by, on behalf of, or for the benefit of the business associate in connection with the relevant
transaction, project, activity, or relationship.

Where it is not practicable to meet the requirements of a) or b) above, this shall be a factdr taken into
accoynt in evaluating the bribery risk of the relationship with this business associate<(see 4.5 and 8.2)

and the way in which the organization manages such risks (see 8.3, 8.4 and 8.5).

NOTH See Clause A.14 for guidance

8.7
The

Gifts, hospitality, donations and similar benefits

organization shall implement procedures that are designed te prevent the offering, provision

or a¢ceptance of gifts, hospitality, donations and similar benefits“where the offering, provision or

acceptance is, or could reasonably be perceived as, bribery.

NOTH See Clause A.15 for guidance

8.8

Managing inadequacy of anti-bribery controls

Where the due diligence (see 8.2) conducted on @ specific transaction, project, activity or frelationship
with| a business associate establishes that the"bribery risks cannot be managed by existing anti-
bribgry controls, and the organization cannot or does not wish to implement additional ¢r enhanced
anti-pribery controls or take other appropriate steps (such as changing the nature of the ftransaction,
projdct, activity or relationship) to enable the organization to manage the relevant bribery risks, the

orgahization shall:

a)

b)

8.9
The

b)

d)

in the case of an existing/txahsaction, project, activity or relationship, take steps appropriate to
the bribery risks and the mature of the transaction, project, activity or relationship tp terminate,
Iiscontinue, suspend(y withdraw from it as soon as practicable;

the case of a pfeposed new transaction, project, activity or relationship, postpone ¢r decline to
¢ontinue with.it.

Raising concerns

brganization shall implement procedures which:

TICOUTAge and enable persons to report in good faith or onm the basis of a reasonable belief
attempted, suspected and actual bribery, or any violation of or weakness in the anti-bribery
management system, to the anti-bribery compliance function or to appropriate personnel (either
directly or through an appropriate third party);

except to the extent required to progress an investigation, require that the organization treats
reports confidentially, so as to protect the identity of the reporter and of others involved or
referenced in the report;

allow anonymous reporting;

prohibit retaliation, and protect those making reports from retaliation, after they have in good
faith, or on the basis of a reasonable belief, raised or reported a concern about attempted, actual or
suspected bribery or violation of the anti-bribery policy or the anti-bribery management system;
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e) enable personnel to receive advice from an appropriate person on what to do if faced with a concern
or situation which could involve bribery.

The organization shall ensure that all personnel are aware of the reporting procedures and are able to
use them, and are aware of their rights and protections under the procedures.

NOTE1 These procedures can be the same as, or form part of, those used for the reporting of other issues of
concern (e.g. safety, malpractice, wrongdoing or other serious risk).

NOTE 2  The organization can use a business associate to manage the reporting system on its behalf.

NOTE 3 In some jurisdictions, the requirements in b) and c) above are prohibited by law. In these cases, the
organization[documents its inability to comply.

8.10 Investigating and dealing with bribery
The organization shall implement procedures that:

a) require|assessment and, where appropriate, investigation of any bribery, or.vielation of the |anti-
bribery|policy or the anti-bribery management system, which is reported; detected or reasonably
suspected;

b) require|appropriate action in the event that the investigation reveals any bribery, or violatipn of
the antitbribery policy or the anti-bribery management system;

c) empower and enable investigators;
d) require|co-operation in the investigation by relevant persdnnel;

e) requirefthat the status and results of the investigationare reported to the anti-bribery compljance
function and other compliance functions, as appropriate;

f) requirefthat the investigation is carried out.confidentially and that the outputs of the investightion
are confidential.

The investigation shall be carried out by, and reported to, personnel who are not part of the role
or function|being investigated. The organization can appoint a business associate to conducf the
investigation and report the results.to personnel who are not part of the role or function being
investigated.

NOTE1  See Clause A.18 for gitidance
NOTE 2  In|some jurisdietions, the requirement in f) above is prohibited by law. In this case, the organiZation

documents it inability ta-comply.

9 Perforimance evaluation

9.1 Monitoring, measurement, analysis and evaluation
The organization shall determine:

a) whatneeds to be monitored and measured;

b) who is responsible for monitoring;

c) the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid
results;

d) when the monitoring and measuring shall be performed;

e) when the results from monitoring and measurement shall be analysed and evaluated;
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f) to whom and how such information shall be reported.

The organization shall retain appropriate documented information as evidence of the methods and
results.

The organization shall evaluate the anti-bribery performance and the effectiveness and efficiency of
the anti-bribery management system.

NOTE See Clause A.19 for guidance.

9.2 Internal audit

9.2.:‘ The organization shall conduct internal audits at planned intervals to provideNinfprmation on
whether the anti-bribery management system:

a) ¢onforms to:

1) the organization’s own requirements for its anti-bribery managemeént system;
2) the requirements of this document;

b) s effectively implemented and maintained.

NOTE1  Guidance on auditing management systems is given in IS9*19011.

NOTHE 2  The scope and scale of the organization’s internal audit activities can vary depending op a variety of
factors, including organization size, structure, maturity anddgcations.

9.2.2 The organization shall:

a) plan, establish, implement and maintain.an audit programme(s), including the frequenty, methods,

fesponsibilities, planning requirements and reporting, which shall take into consideration the

Iﬂportance of the processes concerned and the results of previous audits;
e

b) fine the audit criteria and scopé€for each audit;

c) gelect competent auditors@hd conduct audits to ensure objectivity and the impartiality of the audit
rocess;

d) ensure that the résults of the audits are reported to relevant management, the pnti-bribery
ompliance funcgion, top management and, as appropriate, the governing body (if any)

e) retain documented information as evidence of the implementation of the audit programme and the
udit resuylts.

9.2.3 _‘These audits shall be reasonable, proportionate and risk-based. Such audits shall consist of
internalaudit processes or other procedures which review procedures, controls and systems for:

a) bribery or suspected bribery;
b) violation of the anti-bribery policy or anti-bribery management system requirements;

c) failure of business associates to conform to the applicable anti-bribery requirements of the
organization;

d) weaknesses in, or opportunities for improvement to, the anti-bribery management system.

9.2.4 To ensure the objectivity and impartiality of these audit programmes, the organization shall
ensure that these audits are undertaken by one of the following:

a) anindependent function or personnel established or appointed for this process; or
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b) the anti-bribery compliance function (unless the scope of the audit includes an evaluation of the
anti-bribery management system itself, or similar work for which the anti-bribery compliance
function is responsible); or

c) anappropriate person from a department or function other than the one being audited; or
d) an appropriate third party; or
e) agroup comprising any of a) to d).

The organization shall ensure that no auditor is auditing his or her own area of work.

NOTE Sde Clause A.16 for guidance.
9.3 Mandgement review

9.3.1 Top management review

Top management shall review the organization’s anti-bribery management system)at planned inteivals,
to ensure it$ continuing suitability, adequacy and effectiveness.

The top management review shall include consideration of:
a) the statpus of actions from previous management reviews;
b) changeg in external and internal issues that are relevant to the-anti-bribery management system;
c) informdtion on the performance of the anti-bribery maragement system, including trends in:
1) norfconformities and corrective actions;
2) monitoring and measurement results;
3) audit results;
4) repprts of bribery;
5) inv¢stigations;
6) the|nature and extent of{the bribery risks faced by the organization;
d) effectiveness of actions taken to address bribery risks;

e) opportynities for codtinual improvement of the anti-bribery management system, as referrgd to
in 10.2.

The outputg of the-top management review shall include decisions related to continual improvement
opportunitiesand any need for changes to the anti-bribery management system.

A summary of the results of the top management review shall be reported to the governing body (if any).

The organization shall retain documented information as evidence of the results of top management
reviews.

9.3.2 Governing body review

The governing body (if any) shall undertake periodic reviews of the anti-bribery management system
based on information provided by top management and the anti-bribery compliance function and any
other information that the governing body requests or obtains.

The organization shall retain summary documented information as evidence of the results of governing
body reviews.
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9.4 Review by anti-bribery compliance function

The anti-bribery compliance function shall assess on a continual basis whether the anti-bribery
management system is:

a)
b)

adequate to manage effectively the bribery risks faced by the organization;

being effectively implemented.

The anti-bribery compliance function shall report at planned intervals, and on an ad hoc basis,
as appropriate, to the governing body (if any) and top management, or to a suitable committee of

the

overning body or top management, on the adequacy and implementation of the

nti-bribery

g

management system, including the results of investigations and audits.

NOTE 1 The frequency of such reports depends on the organization’s requirements, but isTe¢om
at least annually.

NOTE 2  The organization can use a business associate to assistin the review, as lorfg'as the busing
obserfvations are appropriately communicated to the anti-bribery compliance function, top managg
appropriate, the governing body (if any).

10

Improvement

10.1f Nonconformity and corrective action

Wheh a nonconformity occurs, the organization shall:

b)

feact promptly to the nonconformity, and as applicable:
1) take action to control and correct it;
2) deal with the consequences;

¢valuate the need for action to eliminate the cause(s) of the nonconformity, in order thg
fecur or occur elsewhere, by:

1) reviewing the nonconformity;

2) determining the Causes of the nonconformity;

3) determiningffisimilar nonconformities exist, or could potentially occur;
jmplement any action needed;

feviewthe’effectiveness of any corrective action taken;

Ilnake changes to the anti-bribery management system, if necessary.

mended to be

Ss associate’s
bment and, as

tit does not

Corrective actions shall be appropriate to the effects of the nonconformities encountered.

The organization shall retain documented information as evidence of:

the nature of the nonconformities and any subsequent actions taken;

the results of any corrective action.

NOTE See Clause A.20 for guidance.
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10.2 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the anti-
bribery management system.

NOTE See Clause A.20 for guidance.
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Annex A
(informative)

Guidance on the use of this document

General

The guidance in this annex is illustrative only. Its purpose is to indicate in some specific ar
of actions which an organization can take in implementing its anti-bribery management

eas the type
system. It is

not intended to be comprehensive or prescriptive, nor is an organization required‘to implement the

following steps in order to have an anti-bribery management system that meets the r¢
of thiis document. The steps taken by the organization should be reasonable and propor

rega
and 4

Furt
Bibli

A.2

A.2.

The

or ag
can 1
man
envil
ISO 1

A.2.]

A.2.7
in re
norn
orde
visa,
often
locat]

d to the nature and extent of bribery risks faced by the organization(see’4.5, and the f]
.2).

her guidance on good practice in anti-bribery management is given in the publications
bgraphy.

Scope of the anti-bribery management system

| Stand-alone or integrated anti-bribery<management system

rganization can choose to implement this;anti-bribery management system as a sepa
an integrated part of an overall compliance management system (in which case the ¢
efer for guidance to ISO 19600). The organization can also choose to implement this

onmental and information security (in which case the organization can refer t
4001, and ISO/IEC 27001), as well as ISO 26000 and ISO 31000.

D

Facilitation and extertion payments

.1 Facilitation payment is the term sometimes given to an illegal or unofficial pay
turn for serviceS-that the payer is legally entitled to receive without making such p4
lally a relatiyely/minor payment made to a public official or person with a certifying
" to secureterr expedite the performance of a routine or necessary action, such as the
work petmit, customs clearance or installation of a telephone. Although facilitation p
regarded as different in nature to, for example, a bribe paid to win business, they are il
jonS.and are treated as bribes for the purpose of this document, and they should be p

the drganization’s anti-bribery management system.

pquirements
ionate with
actors in 4.1

listed in the

rate system,
rganization
anti-bribery

hgement system in parallel with,.or;as part of, its other management systems, such as quality,

b ISO 9001,

'ment made
tyment. It is
function in
issuing of a
ayments are
egal in most
rohibited by

A.2.2.2 An extortion payment is when money is forcibly extracted from personnel by real or perceived
threats to health, safety or liberty and is outside of the scope of this document. The safety and liberty of
a person is paramount and many legal systems do not criminalize the making of a payment by someone
who reasonably fears for their or someone else’s health, safety or liberty. The organization can have a
policy to permit a payment by personnel in circumstances where they have a fear of imminent danger to
their or another’s health, safety or liberty.

A.2.2.3 The organization should provide specific guidance to any personnel who can be faced with
requests or demands for such payments on how to avoid them and deal with them. Such guidance could
include, for example:
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a) specifying action to be taken by any personnel faced with a demand for payment:

1) in the case of a facilitation payment, asking for proof that the payment is legitimate, and an
official receipt for payment and, if no satisfactory proof is available, refusing to make the
payment;

2) in the case of an extortion payment, making the payment if their health, safety or liberty, or
that of another, is threatened;

b) specifying action to be taken by personnel who have made a facilitation or extortion payment:

1) making a record of the event;

2) repprting the event to an appropriate manager or the anti-bribery compliance function;

c) specifying action to be taken by the organization when personnel have made a facilitation or
extortign payment:

1) applointing an appropriate manager to investigate the event (preferably'the anti-bribery
conmppliance function or a manager who is independent from the personnel’s departmept or
funftion);

2) correctly recording the payment in the organization’s accounts;

3) if appropriate, or if required by law, reporting the payment o the relevant authorities.

A.3 Reaspnable and proportionate

A.3.1 Bribery is normally concealed. It can be difficult o prevent, detect and respond to. Recognlizing

these diffi(i:I::lties, the overall intent of this document"is that the governing body (if any) and top

management of an organization need to:

— haveagpnuine commitmentto prevent, detect and respond to bribery inrelation to the organization'’s
businesk or activities;

— with genuine intent, implement measures in the organization that are designed to prevent, detect
and respond to bribery.

The measures cannot be so expensive, burdensome and bureaucratic that they are unaffordable or

bring the byisiness to a halt-nor can they be so simple and ineffective that bribery can easily dccur.

The measur}s need to be appropriate to the bribery risk and should have a reasonable chance of peing

successful i their aim ofpreventing, detecting and responding to bribery.

A.3.2 While the types of anti-bribery measures that need to be implemented are reasonably| well

recognized py Anternational good practice, and some of which are reflected as requirements in this

document, thHe)detail of the measures to be implemented differ widely according to the rel¢vant

circumstances. It is impossible to prescribe in detail what an organization should do in any particular
circumstance. The “reasonable and proportionate” qualification has been introduced into this document,
so that every circumstance can be judged on its own merit.

A.3.3 The following examples provide some guidance on how the “reasonable and proportionate”
qualification can apply in relation to differing circumstances.

a)

A very large multi-national organization could need to deal with multiple layers of management,

and thousands of personnel. Its anti-bribery management system will typically need to be far more
detailed than that of a small organization with only a few personnel.

b)

An organization which has activities in a higher bribery risk location will normally need more

comprehensive bribery risk assessment and due diligence procedures and a higher level of anti-

24
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bribery control over its business transactions in that location than an organization which only has
activities in a lower bribery risk location, where bribery is relatively rare.

Although bribery risk exists in relation to many transactions or activities, the bribery risk
assessment, due diligence procedures and anti-bribery controls implemented by an organization
involved in a large, high value transaction or activities involving a wide range of business associates
are likely to be more comprehensive than those implemented by an organization in relation to
a business which involves selling small value items to multiple customers or multiple smaller
transactions with a single party.

d)

An organization with a very broad range of business associates can conclude, as part of its bribery

a more comprehensive level of anti-bribery control over a high bribery risk’'transaction tha
bribgry risk transaction. In this context, it is important to understand thatidentifying and acc
risk
bribdry occurring (whether a bribe might occur) is not the same as-the occurrence of a bribe (t
bribgry itself). An organization can have a “zero tolerance” for the occurrence of bribery while §
in bulsiness in situations where there can be a low bribery risk, or more than a low bribery ris
adeqgpate mitigation measures are applied). Further guidarice’on specific controls is provided &

A4

A.4.1
form
risks
a priprity for bribery risk mitigation,‘eontrol implementation and allocation of anti-bribery
pers

( cl ) a a a 24 O Cl =4 cl Cl O
pose more than a low bribery risk, and take that into account in the design and imple
its anti-bribery management system. For example, due diligence is unlikely to be necess

Il

juch as consumer goods from the organization.

Although bribery risk exists in relation to many transactions, an organization shoul

bf bribery does not mean that the organization accepts the fact(of bribery occurring, i.

Bribery risk assessment

a solid foundation for its anti-bribery-management system. This assessment identifies

bnnel, resources and activities., How the organization undertakes the bribery risk asses

e unlikely to

nentation of
ary, or to be

a proportionate and reasonable control, in relation to retail customers who arelpurchasing items

1l implement
h over a low
epting a low
. the risk of
he fact of the
till engaging
k (as long as
elow.

The intention of the bribery risk as§essment required by 4.5 is to enable the organization to

the bribery

that the management system wilkfocus on, i.e. the bribery risks deemed by the organ|zation to be

compliance
sment, what

methHodology it employs, how(the bribery risks are weighted and prioritized, and the lev¢l of bribery

risk that is accepted (i.e. “risk appetite”) or tolerated, are all at the discretion of the organization. In
particular, it is the organization that establishes its criteria for evaluating bribery risk (e.g. whether a risk
is “Iqw”, “medium” or _“high”); however, in so doing, the organization should take into accdqunt its anti-
bribgry policy and objéctives.

The following is;ah example of how an organization can choose to undertake this assessment.

a)

elect bribery risk evaluation criteria. For example, the organization can select threeftier criteria
e.g<'low”, “medium”, “high”), more detailed five-level or seven-level criteria, or a mpre detailed
appyoach. The criteria will often take into account several factors, including the nature of the bribery

risk, the likelithood of bribery occurring, and the magnitude of the consequences should it occur.

b) Assess the bribery risks posed by the size and structure of the organization. A small organization
based in one location with centralized management controls in the hands of a few people may be
able to control its bribery risk more easily than a very large organization with a decentralized
structure operating in many locations.

c¢) Examine the locations and sectors in which the organization operates or anticipates operating, and

assess the level of bribery risk these locations and sectors can pose. An appropriate bribery index
can be used to assist in this assessment. Locations or sectors with a higher risk of bribery can
be deemed by the organization as “medium” or “high” risk, for example, which can result in the
organization imposing a higher level of controls applicable to activities by the organization in those
locations or sectors.
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d) Examine the nature, scale and complexity of the organization’s types of activities and operations.

1) It can for example be easier to control bribery risk where an organization undertakes a small
manufacturing operation in one location than where an organization is involved in numerous
large construction projects in several locations.

2) Some activities can carry specific bribery risks, e.g. offset arrangements by which the
government purchasing products or services requires the supplier to reinvest some proportion
of the value of the contract in the purchasing country. The organization should take appropriate
steps to prevent the offset arrangements from constituting bribery.

'~ and

1) Thd organization can have large numbers of customers that purchase very low value-products
from the organization and that in practice pose a minimal bribery risk to the"erganizgtion.
In this case the organization may deem these customers low bribery risk, and €an deternine
thaf these customers will not need to have any specific anti-bribery controls related to them.

from the organization, and can pose a significant bribery risk (e.g. the ¢isk of demanding bfibes
frogn the organization in return for payments, approvals). These types of customers c3n be
deejmed as “medium” or “high” bribery risk, and they can require a-higher level of anti-bribery

2) Different categories of suppliers can pose different levels ofbribery risk. For example, suppliers
with a very large scope of work, or which could be in ¢ontact with the organization’s clients,
customers or relevant public officials, can pose a-“medium” or “high” bribery risk. ome
catggories of suppliers may be “low” risk, e.g. suppliers based in low bribery risk locafions
which have no interface with public officials relevant to the transaction or the organization’s
cliepts or customers. Some categories of suppliers can pose a “very low” bribery risK, e.g.
suppliers of low quantities of low value.itéms, online purchasing services for air traviel or
hotels. The organization might concludelthat specific anti-bribery controls do not need to be
implemented in relation to these low ex-very low bribery risk suppliers.

3) Agents or intermediaries who interact with the organization’s clients or public officials on
behalf of the organization are-likely to pose a “medium” or “high” bribery risk, particularly if
they are paid on a commissioh-or success fee basis.

f) Examing the nature and freguency of interactions with domestic or foreign public officials|who
can pose a bribery riskse.g interactions with public officials responsible for issuing permit$ and
approvals can pose a Bribery risk.

g) Examing applicable’statutory, regulatory, contractual and professional obligations and duties, e.g.
the prohibition‘erimitation of entertainment of public officials or of the use of agents.

h) Consider the.extent to which the organization is able to influence or control the assessed risks.

The above bribery risk factors inter-relate. For example, suppliers in the same category can pose a
differing bribery risk depending on the location in which they operate.

A.4.2 Having assessed the relevant bribery risks, the organization can determine the type and level of
anti-bribery controls being applied to each risk category, and can assess whether existing controls are
adequate. If not, the controls can be appropriately improved. For example, a higher level of control is
likely to be implemented with respect to higher bribery risk locations and higher bribery risk categories
of business associate. The organization can determine that it is acceptable to have a low level of control
over low bribery risk activities or business associates. Some of the requirements in this document
expressly exclude the need to apply those requirements to low bribery risk activities or business
associates (although the organization may choose to apply them if it wishes).
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A.4.3 The organization can change the nature of the transaction, project, activity or relationship such
that the nature and extent of the bribery risk is reduced to a level that can be adequately managed by
existing, enhanced or additional anti-bribery controls.

A.4.4 This bribery risk assessment exercise is not intended to be an extensive or overly complex
exercise, and the results of the assessment will not necessarily prove to be correct (e.g. a transaction
assessed as low bribery risk can turn out to have involved bribery). As far as reasonably practicable, the
results of the bribery risk assessment should reflect the actual bribery risks faced by the organization.
The exercise should be designed as a tool to help the organization assess and prioritize its bribery risk,

and should be regularly reviewed and revised based on changes in the organization or circumstances
(e,g, ew markets or prndnrfc ]pgq] requirements_experiences gninpd)

NOTH Further guidance is given in ISO 31000.

A.5 | Roles and responsibilities of governing body and top management

A.5.1 Many organizations have some form of governing body (e.g. a board of directors or|supervisory
boar{l) that has general oversight responsibilities with respect to the organization. These responsibilities
include oversight regarding the organization’s anti-bribery managemént'system. However, the governing
body generally does not exercise day-to-day direction over the activities of the organizatior}. That is the
role pf executive management (e.g. the chief executive officer, chief operating officer), which is referred
to in| this document as “top management”. With respect to the anti-bribery management|system, the
governing body should be knowledgeable about the contentiand operation of the management system,
and ghould exercise reasonable oversight with respect to.the adequacy, effectiveness and implementation
of the management system. It should regularly receive-information regarding the performance of the
mangagement system through the management review process (this might be to the entife governing
body} or to a committee of the body, such as the audit committee). In this respect, the janti-bribery
compliance function should be able to report information about the management system directly to the
governing body (or the appropriate committee thereof).

A.5.2 Some organizations, particuldrly smaller ones, might not have a separate governing|body, or the
roled of the governing body and executive management might be combined in one group [or even one
indiviidual. In such cases, the grolip or individual will have the responsibilities allocated in thjis document
to top management and the governing body:.

”

NOTH Leadership commitment is sometimes referred to as “tone at the top” or “tone from the tpop”.

A.6 | Anti-bribery compliance function

A.6.1 Thesumber of people working in the anti-bribery compliance function depends on|factors such
as the size©f the organization, the extent of bribery risk the organization faces, and the regultant work
load |of‘the function. In a small organization, the anti-bribery compliance function is likely to be one
persom who Tsassigned tire Tesponsibitity oma part=tinre basts, amd-who tombimes this Tesponsibility
with other responsibilities. Where the extent of bribery risk and resultant work load justifies it, the
anti-bribery compliance function can be one person who is assigned the responsibility on a full-time
basis. In large organizations, the function is likely to be staffed by several people. Some organizations can
assign responsibility to a committee that embodies a range of relevant expertise. Some organizations can
choose to use a third party to undertake some or all of the anti-bribery compliance function, and this is
acceptable provided that an appropriate manager within the organization retains overall responsibility
for and authority over the anti-bribery compliance function and supervises the services provided by the
third party.

A.6.2 This document requires that the anti-bribery compliance function be staffed by person(s) who
have the appropriate competence, status, authority and independence. In this respect:
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A.6.3
to the governing body (if any), in order to communicate relevant information. The function should not

“competence” means that the relevant person(s) has the appropriate education, training or
experience, the personal ability to deal with the requirements of the role, and the capacity to learn
about the role and perform it appropriately;

“status” means that other personnel are likely to listen to and respect the opinions of the person
assigned compliance responsibility;

“authority” means that the relevant person(s) assigned the compliance responsibility is granted
sufficient powers by the governing body (if any) and top management so as to be able to undertake
the compliance responsibilities effectively;

”

“indepe
far as pjossible not personally involved in the activities of the organization which are exposged to
bribery|risk. This can more easily be achieved where the organization has appointed apérspn to
handle the role full time, but is more difficult for a smaller organization which has.appointed a
person fo combine the compliance role with other functions. Where the anti-bribery compljance
function is part time, the role should not be performed by an individual who can be exposed to
bribery|while performing their primary function. In the case of a very small ofganization where it
can be more difficult to achieve independence, the appropriate person should, to the best of [their
ability, separate their other responsibilities from their compliance responsibilities so as to be
impartipl.
Itis Important that the anti-bribery compliance function has direct access to top managemenjt and
have
bases

to report so

the risk thaf

by top man
relationship
either be to
can be to a

ely to another manager in the chain who then reports.to top management, as this incr
the message given by the anti-bribery compliance’function is not fully or clearly rec

to the governing body (if any), without having to go through top management. Thi
the fully constituted governing body (e.g. a.board of directors or a supervisory counc
specially delegated committee of the governing body or top management (e.g. an aug

ethics comnjittee).

A.6.4 The

primary responsibility of the anti-bribery compliance function is overseeing the d

and implemjentation of the anti-bribery nanagement system. This should not be confused with g

responsibili
bribery law

including cd
anti-bribery

compliance

NOTE

Fu

'y for the anti-bribery performance of the organization and compliance with applicable

nforming to the reqaivements of the organization’s anti-bribery management systen;
laws. It is particularly important that management take the leadership role in achi
n the parts of the“organization for which they have responsibility.

rther guidance is given in ISO 19600.

A.7 Resources

Resources

bived

hgement. The anti-bribery compliance function*should also have a direct communicaftions

5 can
il) or
lit or

Psign
irect
anti-

5. Everyone is responsible for conducting themselves in an ethical and compliant mapnner,

and
bving

and the bribery risks it faces. Examples of resources include the following.

o= PR A | a | £ + L +lo H £l H 3 +la + £ 34 #43
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a)

b)

28

Human resources: There should be sufficient personnel who are able to apply sufficient time
to their relevant anti-bribery responsibilities so that the anti-bribery management system can
function effectively. This includes assigning sufficient person(s) (either internal or external) to the
anti-bribery compliance function.

Physical resources: There should be the necessary physical resources in the organization,
including in the anti-bribery compliance function, for the anti-bribery management system
to function effectively, e.g. office space, furniture, computer hardware and software, training
materials, telephones, stationery.

Financial resources: There should be a sufficient budget, including in the anti-bribery compliance
function, for the anti-bribery management system to function effectively.
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A.8 Employment procedures

A.8.1 Due diligence on personnel

When undertaking due diligence on persons prior to appointing them as personnel, the organization,
depending on the persons’ proposed functions and corresponding bribery risk, can take actions such as:

a) discussing the organization’s anti-bribery policy with prospective personnel at interview, and
forming a view as to whether they appear to understand and accept the importance of compliance;

b) taking reasonable steps to verify that prospective personnel’s qualifications are accurate;

c) ftaking reasonable steps to obtain satisfactory references from prospective personngl’s previous
employers;

d) faking reasonable steps to determine whether prospective personnel have’been |involved in
bribery;

e) faking reasonable steps to verify that the organization is not offering.employment to|prospective
personnel in return for their having, in previous employment, improperly favoured the ofganization;

f) vyerifying that the purpose of offering employment to prospéctive personnel is ngt to secure
improper favourable treatment for the organization;

g) {taking reasonable steps to identify the prospective personnel’s relationship to public officials.

A.8.2 Performance bonuses

Arrapgements for compensation, including bonuses-and incentives, can encourage, even uni
pers
a cof
an agent or joint venture partner paying a bribe, so as to secure the award of the contrac
outc
dismlissed for failing to achieve over-ambitious sales targets). The organization needs to
atterjtion to these aspects of compengation to ensure as far as reasonable that they do not a
incentives.

Pers
to pérform in accordance_with the organization’s anti-bribery policy and anti-bribery 1

bnnel to participate in bribery. For exampleldif a manager receives a bonus based on {
tract to the organization, the manager could be tempted to pay a bribe, or to turn a

me could occur if too much pressure'is put on a manager to perform (e.g. if the mana

bnnel evaluations, prometions, bonuses and other rewards could be used as incentives fi

htentionally,
he award of
blind eye to
t. The same
ger could be
pay careful
't as bribery

br personnel
hanagement

system. However, the-0rganization needs to be cautious in this case, as the threat of loss of bonus, etc.
can rlesult in persomnel concealing failures in the anti-bribery management system.

Perspnnel should-be made aware that violating the anti-bribery management system so a$ to improve
their|perforniarce rating in other areas (e.g. achieving a sales target) is not acceptable and should result
in cofrective and/or disciplinary action.

A.8.8 -Conflicts of interest

The organization should identify and evaluate the risk of internal and external conflicts of interest. The
organization should clearly inform all personnel of their duty to report any actual or potential conflict
of interest such as family, financial or other connection directly or indirectly related to their line of
work. This helps an organization to identify situations where personnel may facilitate or fail to prevent
or report bribery, e.g.

a) when the organization’s sales manager is related to a customer’s procurement manager, or
b) when an organization’s line manager has a personal financial interest in a competitor’s business.

The organization should preferably keep a record of any circumstances of actual or potential conflicts
of interest and whether actions were taken to mitigate the conflict.
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A.8.4 Bribery of the organization’s personnel

A.8.4.1 The measures necessary to prevent, detect and address the risk of the organization’s personnel
bribing others on behalf of the organization (“outbound bribery”) may be different from the measures
used to prevent, detect and address the risk of bribery of the organization’s personnel (“inbound
bribery”). For example, the ability to identify and mitigate inbound bribery risk may be significantly
restricted by the availability of information that is not under the control of the organization (e.g.
employee personal bank account and credit card transaction data), applicable law (e.g. privacy law), or
other factors. As a result, the number and types of controls available to the organization to mitigate the
risk of outbound bribery may outweigh the number of controls it can implement to mitigate the risk of
inbound bri

nerys
J

A.8.4.2 Brjbery of the organization’s personnel is most likely to occur in relation to persehnel{who

are able to 1
can award ¢
or approve
As the bribsd
controls, the

A8.4.3 In
mitigated by

hake or influence decisions on behalf of the organization (e.g. a procurement,manager]

salaries or bonuses; a clerk who prepares documents for granting of licenses and pert
is likely to be accepted by personnel outside of the scope of the organization’s syster
ability of the organization to prevent or detect these bribes can be limited.

addition to the steps referred to in A.8.1 and A.8.3, the risk 6f inbound bribery cou
the following requirements of this document dealing with,this risk:

who

ontracts; a supervisor who can approve work done; a manager who can appoint pers¢nnel

nits).
ns or

d be

a) the orgj

of bribe

nization’s anti-bribery policy (see 5.2) should clearly~prohibit solicitation and accepfance

s by the organization’s personnel and anyone working-on behalf of the organization;
b)

guidande and training materials (see 7.3) should reinforce the prohibition on soliciting and

accepting bribes, and include:

1) gui¢lance for reporting bribery concerns (see 8.9);
2) emphasis on the organization’s non-retaliation policy (see 8.9);

c) the orggnization’s gifts and hospitality policy (see 8.7) should limit the acceptance by personnel of
gifts anf hospitality;

d) the publication on the organization’s website of the organization’s anti-bribery policy and of d¢tails
of how fo report bribery helps, to set expectations with business associates, so as to decreasg the
likelihopd that business assqciates will offer, or the organization’s personnel will solicit or adcept,
a bribe;

e) control§ (see 8.3 and~8.4) requiring, for example, the use of approved suppliers, competitive
bidding| at leasttwo signatures on contract awards, work approvals, etc. reduce the risk of cofrupt
awards) approvals, payments or benefits.

A.8.4.4 The'grganization may also implement audit procedures to identify ways personnel may exploit

existing control weaknesses for personal gain. Example procedures could include:

a) reviewing payroll files for phantom and duplicate personnel records;

b) reviewing personnel business expense records to identify unusual spending;

c) comparing personnel payroll file information (e.g. personal bank account numbers and addresses)

with the bank account and address information in the organization’s vendor master file to identify
potential conflict of interest scenarios.

A.8.5 Temporary staff or workers

In some cases, temporary staff or workers may be provided to the organization by a labour supplier or
other business associate. In this case, the organization should determine whether the bribery risk posed
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by those temporary staff or workers (if any) is adequately dealt with by treating the temporary staff
or workers as its own personnel for training and control purposes, or whether to impose appropriate
controls through the business associate which provides the temporary staff or workers.

A.9 Awareness and training

A.9.1 The intention of the training is to help ensure that relevant personnel understand, as appropriate
to their role in or with the organization, the following:

a)
b)
‘)
d)

the bribery risks they and their organization face;

the anti-bribery policy;

the aspects of the anti-bribery management system relevant to their role;

q

iny necessary preventive and reporting actions they need to take in relationto any br
uspected bribery.

bery risk or

q

A.9.2
risks

The formality and extent of the training depends on the size of\thé organization and the bribery

workK
of th
the is

A.9.3
(irre

faced. It could be conducted as an online module, or by in-personmethods (e.g. classro
shops, roundtable discussions between relevant personnel, arby one-to-one sessions).

sues referred to in A.9.1.

In-person training is recommended for the (governing body (if any), and an

involved in operations and processes with more thain a low bribery risk.

A.9.4
relat
anti-

A.9.5
orga

A.9.6
any s
that

bd experience, the organization should-provide any training necessary for him or her to
pbribery compliance function adeguiately.

The training can take splace as stand-alone anti-bribery training, or can be
hization’s overall compliance and ethics training or induction programme.

The content of the,training can be adapted to the role of the personnel. Personnel wh
ignificant briber§zxisk in their role could receive very simple training on the organizatio
they understahdthe policy, and know what to do if they see a potential violation. Pers

e training is less important than the outcome, which is that-allrelevant personnel should

spective of their positions or hierarchy within the organization) and business associg

If the relevant person(s) assigned thé-anti-bribery compliance function does not ha

bm sessions,
The method
understand

y personnel
tes who are

ve sufficient
perform the

part of the

b do not face
in’s policy, so
bnnel whose

role involves a high bribery risk should receive more detailed training.
A.9.7
orgal
chan

ate with the
y regulatory

Thetraining should be repeated as often as necessary so that personnel are up to d
hization’s policies and procedures, any developments in relation to their role, and an
€S/

A.9.8 Applying the training and awareness requirements to business associates identified under the
requirements of 7.3 poses particular challenges because the employees of such business associates
generally do not work directly for the organization, and the organization typically will not have direct
access to such employees for purposes of training. The actual training of employees working for business
associates will normally be conducted by the business associates or by other parties retained for that
purpose. It is important that employees who work for business associates who could pose more than a
low bribery risk to the organization are aware of the issue and receive training reasonably intended to
reduce this risk. The content of 7.3 requires that the organization, at a minimum, identify the business
associates whose employees should be provided anti-bribery training, what the minimum content of such
training should be, and that such training should be conducted. The training itself may be provided by
the business associate, by designated other parties or, if the organization so chooses, by the organization.
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The organization can communicate these obligations to its business associates in a variety of ways,
including as part of contractual arrangements.

A.10Due diligence

A.10.1 The purpose of conducting due diligence on certain transactions, projects, activities, business
associates, or an organization’s personnel is to further evaluate the scope, scale, and nature of the more
than low bribery risks identified as part of the organization’s risk assessment (see 4.5). It also serves the
purpose of acting as an additional, targeted control in the prevention and detection of bribery risk, and
informs the organization’s decision on whether to postpone, discontinue, or revise those transactions,

projects, or relationships with business associates or personnel.

A.10.2 Inrglation to projects, transactions and activities, factors that the organization may find useful to

evaluate include:

a)

b)
c)
d)
€)
f)
g)
h)
i)
j)

A.10.3 In r¢lation to possible due-diligence on business associates:

structure, nature and complexity (e.g. direct or indirect sale, level of discount/eontract award and

tender procedures);

financing and payment arrangements;

scope of the organization’s engagement and available resources;

level of fontrol and visibility;

businesp associates and other third parties involved (including public officials);
links bgtween any parties in €) above and public officials;

competence and qualifications of the parties involyed;

client’s reputation;

location;

reports|in the market or in the press.

a) factors [which the orgapization may find useful to evaluate in relation to a business associate

32

include;

1y

2)

3)
4)

5)

whether the business associate is a legitimate business entity, as demonstrated by indicptors
such as corporate registration documents, annual filed accounts, tax identification number,
listing on-a'stock exchange;

whether the business associate has the qualifications, experience and resources needg¢d to
conduct the business for which it is being contracted;

whether and to what extent the business associate has an anti-bribery management system;

whether the business associate has a reputation for bribery, fraud, dishonesty or similar
misconduct, or has been investigated, convicted, sanctioned or debarred for bribery or similar
criminal conduct;

the identity of the shareholders (including the ultimate beneficial owner(s)) and top
management of the business associate, and whether they:

i) have a reputation for bribery, fraud, dishonesty or similar misconduct;

ii) have been investigated, convicted, sanctioned or debarred for bribery or similar criminal
conduct;
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iii) have any direct or indirect links to the organization’s customer or client or t

o a relevant

public official which could lead to bribery (this would include persons who are not public
officials themselves, but who may be directly or indirectly related to public officials,

candidates for public office, etc.);

the structure of the transaction and payment arrangements;

the nature, type and extent of due diligence undertaken will depend on factors such as the ability of

the organization to obtain sufficient information, the cost of obtaining information, and the extent
of the possible bribery risk posed by the relationship;

markets where there is a high risk of bribery are likely to require a significantly highef
diligence than lower bribery risk business associates in low bribery risk locations-or m|

d)

iy

e) the due-diligence undertaken by the organization on its business associates may
example:

different types of business associates are likely to require different leyels’of due d
example:

es should be
locations or
level of due

arkets);

iligence, for

from the perspective of the organization’s potential legal and-“financial liability, business
associates pose a higher bribery risk to the organizatien“when they are acting on the
organization’s behalf or for its benefit than when they are pfoviding products or sefvices to the

organization. For example, an agent involved in assisting.an organization to obtai
award could pay a bribe to a manager of the organization’s customer to help the q
win the contract, and so could result in the organization being responsible for
corrupt conduct. As a result, the organization’s<dtie diligence on the agent is lik
comprehensive as possible. On the other hard;, a supplier selling equipment or
the organization and which has no involvement with the organization’s custome
officials that are relevant to the organization’s activities is less likely to be able tg
on the organization’s behalf or for its-benefit, and so the level of due diligence on
could be lower;

the level of influence which thelorganization has over its business associates als
organization’s ability to obtain information directly from those business associat
its due diligence. It may be relatively easy for an organization to require its ager

a contract
rganization
the agent’s
ely to be as
material to
rs or public
pay a bribe
the supplier

affects the
bs as part of
Its and joint

venture partners to previde extensive information about themselves as part of a due diligence

exercise prior to the organization committing to work with them, as the organi
degree of choice gver with whom it contracts in this situation. However, it may be m
for an organizdtion to require a customer or client to provide information about
or to fill in duge diligence questionnaires. This could be because the organizatio
have sufficient influence over the client or customer to be able to do so (for examp
organization is involved in a competitive tender to provide services to the custome

vation has a
ore difficult
themselves
h would not
e where the

r);

include, for

2 _aunachtiaonnalrn
=

wer—tHe questions

Al
-J

2)

3)

4)

5)

© ISO 2016 - All rights reserved

oo TS tIoToT

referred to in A.10.3 a);

a web-search on the business associate and its shareholders and top management to identify
any bribery-related information;

searching appropriate government, judicial and international resources for relevant
information;

checking publicly available debarment lists of organizations that are restricted or prohibited
from contracting with public or government entities kept by national or local governments or
multilateral institutions, such as the World Bank;

making enquiries of appropriate other parties about the business associate’s ethical reputation;

33


https://standardsiso.com/api/?name=d69c2cc5b4ff07c386d5a7183c6e3e37

ISO 37001:2016(E)

6) appointing other persons or organizations with relevant expertise to assist in the due diligence
process;

f) the business associate can be asked further questions based on the results of the initial due
diligence (e.g. to explain any adverse information).

A.10.4 Due diligence is not a perfect tool. The absence of negative information does not necessarily
mean that the business associate does not pose a bribery risk. Negative information does not necessarily
mean that the business associate poses a bribery risk. However, the results need to be carefully assessed
and a rational judgement made by the organization based on the facts available to it. The overall intent is
that the organization makes reasonable and proportionate enquiries about the business associate, taking
into account the activities that the business associate would undertake and the bribery risk inhergnt in
these activities, so as to form a reasonable judgment on the level of bribery risk which the organizatjon is
exposed to if it works with the business associate.

A.10.5 Due|diligence on personnel is covered in A.8.1.

A.11Financial controls

Financial cqntrols are the management systems and processes implemefited by the organization to
manage its financial transactions properly and to record these transaetions accurately, completely and
in a timely jmanner. Depending on the size of the organization and<ransaction, the financial controls
implementef by an organization which can reduce the bribery risk.could include, for example:

a) implementing a separation of duties, so that the same pe¥son cannot both initiate and approve a
paymerit;

b) implementing appropriate tiered levels of authority for payment approval (so that larger
transacfions require more senior management approval);

c) verifyirlg that the payee’s appointment and work or services carried out have been approved bjy the
organizption’s relevant approval mechanisims;

d) requiriIg at least two signatures on payment approvals;
e) requiring the appropriate supporfing documentation to be annexed to payment approvals;
f) restrictjng the use of cash @ad’implementing effective cash control methods;

g) requiring that paymenticategorizations and descriptions in the accounts are accurate and cleqdr;

Ay

h) implementing periodic management review of significant financial transactions;

i) implemgnting, periodic and independent financial audits and changing, on a regular basig, the
person or.the'organization that carries out the audit.

A.12 Non-financial controls

Non-financial controls are the management systems and processes implemented by the organization
to help it ensure that the procurement, operational, commercial and other non-financial aspects of
its activities are being properly managed. Depending on the size of the organization and transaction,
the procurement, operational, commercial and other non-financial controls implemented by an
organization which can reduce bribery risk could include, for example, the following controls:

a) using approved contractors, sub-contractors, suppliers and consultants that have undergone a pre-
qualification process under which the likelihood of their participating in bribery is assessed; this
process is likely to include due diligence of the type specified in Clause A.10;
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1)

2)
3)

1
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assessing:

clients or customers) to the organization,

whether the services were properly carried out;

the necessity and legitimacy of the services to be provided by a business associate (excluding

whether any payments to be made to the business associate are reasonable and proportionate

with regard to those services. This is particularly important in order to avoid the risk that the

business associate uses part of the payment made to it by the organization to pa
behalf of or for the benefit of the organization. For example, if an agent has bee

on award of a contract to the organization, the organization needs to be reasonia
that the commission payment is reasonable and proportionate with regardcto™t
services actually carried out by the agent, taking into account the risk assumed |
in case the contract is not awarded. If a disproportionately large commission or
fee is paid, there is an increased risk that part of it could be impropgrly used by
induce a public official or an employee of the organization’s clientto award the
the organization. The organization may also request that its{ business associa
documentation that demonstrates that the services have beenprovided;

jwarding contracts, where possible and reasonable, only ,after a fair and, where
ransparent competitive tender process between at least thtee competitors has taken j

equiring at least two persons to evaluate the tenders and approve the award of a cont

f)

1

?ilfferent from those requesting the placement of.the contract and are from a different

plementing a separation of duties, so that personnel who approve the placement of a

r function from those who manage the contrdct or approve work done under the conti

erms of a contract or which approve work undertaken or supplies provided under the

g)
h)

NOTH

A.1]
org:

lacing a higher level of management oversight on potentially high bribery risk transag

rotecting the integrity of ténders and other price-sensitive information by restricti
ppropriate people;

roviding appropriatestools and templates to assist personnel (e.g. practical guidan
on’ts, approval ladders, checklists, forms, IT workflows).

Further examples of controls and guidance are given in ISO 19600.

y a bribe on
n appointed
ingency fee
ly satisfied
e legitimate
by the agent
contingency
the agent to
contract to
tes provide

hppropriate,
blace;
Fact;

contract are
department
act;

equiring the signatures of at least two persons on contracts, and on documents whicl change the

contract;
tions;

ng access to

ce, do’s and

$ Implementation of the anti-bribery management system by controlled

anizations and by business associates

A1l

.1 General

A.13.1.1 The reason for the requirement in 8.5 is that both controlled organizations and business
associates can pose a bribery risk to the organization. The types of bribery risk which the organization is
aiming to avoid in these cases are, for example:

a)
b)

organization participates;

c)

for a contract award;

© ISO

2016 - All rights reserved

a subsidiary of the organization paying a bribe with the result that the organization can be liable;

a joint venture or joint venture partner paying a bribe to win work for a joint venture in which the

a procurement manager of a customer or client demanding a bribe from the organization in return
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d) a client of the organization requiring the organization to appoint a specific sub-contractor or
supplier in circumstances where a manager of the client or public official may benefit personally

from th

e appointment;

the organization;

f)

manager in return for a contract award.

an agent of the organization paying a bribe to a manager of the organization’s customer on behalf of

a supplier or sub-contractor to the organization paying a bribe to the organization’s procurement

A.13.1.2 If the controlled organization or business associate has implemented anti-bribery controls in

relation to t

A.13.1.3 Th
has control,
control over
An organiza

l0se rISKs, the consequent bribery risk to the organization 1s normally reduced.

is requirement in 8.5 distinguishes between those organizations over which the 6tganiz
and those over which it does not. For the purposes of this requirement, an organizatio
another organization if it directly or indirectly controls the management ofthe organizd
Fion might have control, for example, over a subsidiary, joint venture orcgonsortium thr

htion
h has
ition.
ough

majority votes on the board, or through a majority shareholding. The organizationdoes not have control

over anothe

' organization for the purposes of this requirement merely becausé€it places a large anj

of work with that other organization.

A.13.2 Controlled organizations

A13.21 It
controls imj
controlled o
organizatior
These contr
controlled o
with 4.5.

A13.22 W
the organiz
requiremen

A.13.3 Nonq

A.13.3.1 In
may not nesq
anti-bribery]

a)
b)

where t

where {

is reasonable to expect the organization to require-that any other organization wh
blements reasonable and proportionate anti-bribepy controls. This could either be b
Fganization implementing the same anti-bribery:tnanagement system as implemented b
itself, or by the controlled organization implementing its own specific anti-bribery con
ols should be reasonable and proportionate’ with regard to the bribery risks whicl
rganization faces, taking into account the bribery risk assessment conducted in accord

here a business associate is contrélled by the organization (e.g. a joint venture over ¥
hition has management conttol), that controlled business associate would fall unde
sin 8.5.1.

-controlled business associates

respect of business associates that are not controlled by the organization, the organiz
d to take thésteps required by 8.5.2 to require implementation by the business associj
controlsin'the following circumstances:

he business associate poses no or a low risk of bribery; or

ount

ch it
y the
y the
trols.
 the
ance

Uhich

r the

ation
ite of

he/business associate poses more than a low bribery risk, but controls that cou

d be

implemented by the business associate would not help mitigate the relevant risk (there would be no
point in insisting that the business associate implements controls which would not help; however,
in this case, the organization would be expected to take account of this factor in its risk assessment
in order to inform the decision regarding how and whether to proceed with the relationship).

This reflects the reasonableness and proportionality of this document.

A.13.3.2 If the bribery risk assessment (see 4.5) or due diligence (see 8.2) concludes that the non-
controlled business associate poses more than a low risk of bribery, and that anti-bribery controls
implemented by the business associate would help mitigate this bribery risk, the organization should
take the following further steps under 8.5.
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The organization determines whether the business associate has in place appropriate anti-bribery
controls which manage the relevant bribery risk. The organization should make this determination
after undertaking appropriate due diligence (see Clause A.10). The organization is trying to verify
that these controls manage the bribery risk relevant to the transaction between the organization
and the business associate. The organization does not need to verify that the business associate has
controls over its wider bribery risks. Note that both the extent of the controls and the steps that
the organization needs to take to verify these controls should be reasonable and proportionate to
the relevant bribery risk. If the organization has determined as far as it reasonably can that the
business associate does have in place appropriate controls, the requirement of 8.5 is addressed in
relation to that business associate. See A.13.3.4 for comments on appropriate types of controls.

b) € organization 1dentiiies that the business assoclate does not have In place appropriate anti-
ribery controls that manage the relevant bribery risks, or if it is not possible to verify whether it

as these controls in place, the organization undertakes the following further steps.

iy

If it is practicable (see A.13.3.3) to do so, the organization requires the business [associate to

implement anti-bribery controls (see A.13.3.4) in relation to the relévant transac
or activity.

Where it is not practicable (see A.13.3.3) to require the business associate to imp
bribery controls, the organization takes this factor into ac¢ount when assessing
risks that the business associate poses, and the way in #yhich the organization m
risks. This does not mean that the organization cardnot go ahead with the rel
transaction. However, the organization should consider, as part of the bribery risk
the likelihood of the business associate being involyed in bribery, and the organiz

tion, project

lement anti-
the bribery
anages such
htionship or
assessment,
htion should

take the absence of such controls into account in assessing the overall bribery| risk. If the
organization believes that the bribery risks.posed by this business associate are unacceptably
high, and the bribery risk cannot be reduced by other means (e.g. re-structuring the
transaction), the provisions of 8.8 will aiply.

A.13
asso

a)

3.3 Whether or not it is practicable for the organization to require a non-controlled business
fiate to implement controls dependsion the circumstances. For example:

luence over
[0 act on its
In this case,
a condition

It will normally be practicable when the organization has a significant degree of in
the business associate. Forfexample, where the organization is appointing an agent
Ibehalf in a transaction, eris appointing a sub-contractor with a large scope of work.
the organization will normally be able to make implementation of anti-bribery control;
fappointment.

b) It will normally~not be practicable when the organization does not have a significa

influence over'the business associate, e.g.

ht degree of

) aclientfor a project;

) _“a specific sub-contractor or supplier nominated by the client;

-contractor
is far greater than that of the organization (e.g. when the organization is buying components
from a major supplier on the supplier’s standard terms).

It will normally not be practicable when the business associate lacks the resources or expertise to
be able to implement controls.

)

A.13.3.4 The types of controls required by the organization depend on the circumstances. They should
be reasonable and proportionate to the bribery risk, and at a minimum should include the relevant
bribery risk within their scope. Depending on the nature of the business associate and the nature of the
bribery risk it poses, the organization may, for example, take the following steps.
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