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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

fenance are
bded for the
ce with the

editgrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atteption is drawn to the possibility that some of the elements of this documént-may be the subject of
patept rights. ISO shall not be held responsible for identifying any or all such patent rightk. Details of
any patent rights identified during the development of the document will'be in the Introdudtion and/or
on the ISO list of patent declarations received (see www.iso.org/patents);

Any|trade name used in this document is information given for thé_convenience of users ajnd does not
congtitute an endorsement.

For dn explanation on the meaning of SO specific terms and expressions related to conformity pssessment,
as weell as information about ISO’s adherence to the World - Trade Organization (WTO) pringiples in the
Technical Barriers to Trade (TBT) see the following URLzwww.iso.org/iso/foreword.html.

The | committee responsible for this documentiis Project Committee ISO/PC 278, WUnti-bribery
manpigement systems.
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Introduction

Bribery is a widespread phenomenon. It raises serious social, moral, economic and political concerns,
undermines good governance, hinders development and distorts competition. It erodes justice,
undermines human rights and is an obstacle to the relief of poverty. It also increases the cost of doing
business, introduces uncertainties into commercial transactions, increases the cost of goods and
services, diminishes the quality of products and services, which can lead to loss of life and property,
destroys trustin institutions and interferes with the fair and efficient operation of markets.

Governments have made progress in addressing bribery through international agreements such as the

Organizatiqg
Public Offiqg
Corruption
engage in b
bribery.

However, t}
proactively
system, whi
a culture of
is critical to

A well-man
managemel
An anti-bri
supporting
of involven
reputation.

ials in International Business Transactions[15] and the United Nations Convention.dg
14] and through their national laws. In most jurisdictions, it is an offence for indjvidu
Fibery and there is a growing trend to make organizations, as well as individuals; liab

e law alone is not sufficient to solve this problem. Organizations have.a responsibili

ch this document is intended to provide, and through leadership cofamitment to establis
integrity, transparency, openness and compliance. The nature of an organization’s cu
the success or failure of an anti-bribery management system,

aged organization is expected to have a compliance{policy supported by approp
It systems to assist it in complying with its legal obligations and commitment to integ
pbery policy is a component of an overall complianee’policy. The anti-bribery policy|
management system helps an organization to avoid’or mitigate the costs, risks and dar
ent in bribery, to promote trust and confidence in business dealings and to enhang

This documient reflects international good practice and can be used in all jurisdictions. It is applicalj

small, medi
The bribery
the location
organizatio
procedures
organizatio

Conformity
in relation t
this docum
to prevent,

In this docu

“shall”

im and large organizations in all sectors, including public, private and not-for-profit sec

s and sectors in which the organization operates, and the nature, scale and complexity g
h's activities. This document.specifies the implementation by the organization of pol
and controls which are peasonable and proportionate according to the bribery risk
h faces. Annex A providés,;gliidance on implementing the requirements of this documen

with this documentieannot provide assurance that no bribery has occurred or will g
o the organizatign,\as it is not possible to completely eliminate the risk of bribery. How|
ent can help the )organization implement reasonable and proportionate measures desi
letect and respond to bribery.

ment, the\following verbal forms are used:

ndicates a requirement;

inst
Is to
for

[y to

contribute to combating bribery. This can be achieved by an anti=bribery management

hing
ture

riate
rity.
and
hage
e its

le to
tors.

risks facing an organization varydccording to factors such as the size of the organization,

f the
cies,

the
t.

ccur
Pver,
bned

“should” indicates a recommendation;
“may” indicates a permission;

“can” indicates a possibility or a capability.

Information marked as “NOTE” is for guidance in understanding or clarifying the associated
requirement.

This document conforms to ISO’s requirements for management system standards. These requirements
include a high level structure, identical core text, and common terms with core definitions, designed to
benefit users implementing multiple ISO management system standards. This document can be used
in conjunction with other management system standards (e.g. ISO 9001, ISO 14001, ISO/IEC 27001 and
[SO 19600) and management standards (e.g. ISO 26000 and ISO 31000).
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Anti-bribery management systems — Requirements with
guidance for use

1 Scope

This document specifies requirements and provides guidance for establishing, implementing,

maimtammg, reviewing and improving an anti-bribery management system. I'ne system.cC

alon
inre

This
man|
com

This
mon|
to e

The

(or
priv
sped
NOT

NOT

P or can be integrated into an overall management system. This document addresses't
lation to the organization’s activities:

bribery in the public, private and not-for-profit sectors;
bribery by the organization;
bribery by the organization’s personnel acting on the organization’s behalf or for its be

pribery by the organization’s business associates acting on the organization’s beh
pbenefit;

bribery of the organization;
bribery of the organization’s personnel in relation to the organization’s activities;

bribery of the organization’s business associates'in relation to the organization’s activif

document is applicable only to bribery. It sets out requirements and provides gui
pgement system designed to help.an‘organization to prevent, detect and respond to
ply with anti-bribery laws and voluntary commitments applicable to its activities.

document does not specifically address fraud, cartels and other anti-trust/competiti
ey-laundering or other activities related to corrupt practices, although an organization
tend the scope of the management system to include such activities.

requirements of this’document are generic and are intended to be applicable to all o

hte or not-for<profit sectors. The extent of application of these requirements depends of

ified in 4.1)4=2 and 4.5.
E 1 SeeClause A.2 for guidance.

2~ The measures necessary to prevent, detect and mitigate the risk of bribery by the organi

]

Hirect and indirect bribery (e.g. a bribe offered or accepted through or by a third party].

1r1 be stand-

e following

efit;

f or for its

ies;

dance for a
bribery and

bn offences,
can choose

ganizations

arts of an organization), regardless of type, size and nature of activity, and whether i the public,

the factors

yation can be

diffe

BTt {TOTT the MEeasures USed to Prevent, detect ard Tespornd to bribery of the organization (or

or business associates acting on the organization’s behalf). See A.8.4 for guidance.

2 Normative references

There are no normative references in this document.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© ISO 2016 - All rights reserved
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at http://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

31

bribery

offering, promising, giving, accepting or soliciting of an undue advantage of any value (which could
be financial or non-financial), directly or indirectly, and irrespective of location(s), in violation of
applicable law, as an inducement or reward for a person acting or refraining from acting in relation to

the perform

Ree (2 1) oftht narcan’c dutine

Note 1 to en
bribery law 3

organization|.

3.2

organization

personorg
to achieve if

Note 1 to ent
enterprise, a
or not, publi

Note 2 to enf
defined as ar

3.3
interested
stakeholdd
person or o
or activity

Note 1 to enffry: A stakeholder can be internal or external to the organization.

3.4
requireme
need that is

Note 1 to e
expectation

C (O ot ptTrooTr o oortrey

'ry: The above is a generic definition. The meaning of the term “bribery” is as defined by the
pplicable to the organization (3.2) and by the anti-bribery management system (3.5) desighed b

roup of people that has its own functions with responsibilities, authdrities and relations
s objectives (3.11)

y: The concept of organization includes, but is not limited to sole-tfader, company, corporation,
uthority, partnership, charity or institution, or part or combination thereof, whether incorpo
or private.

ry: For organizations with more than one operating unitjone or more of the operating units c
organization.

party (preferred term)
r (admitted term)
rganization (3.2) that can affect, be affected by, or perceive itself to be affected by a dec

nt
stated and obligatorly

htry: The core definition of “requirement” in ISO management system standards is “nee

in the conte

>1t
Note 2 to eftry: “Genherally implied” means that it is custom or common practice for the organization
irties that the need or expectation under consideration is implied.

interested p4

that is stated, generally implied or obligatory”. “Generally implied requirements” are not appli
of anti-bribefy management.

Note 3 to entl

3.5

anti-

y the

hips

firm,
rated

hn be

sion

d or
rable

and

management system
set of interrelated or interacting elements of an organization (3.2) to establish policies (3.10) and
objectives (3.11) and processes (3.15) to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

Note 2 to entry: The management system elements include the organization’s structure, roles and responsibilities,
planning and operation.

Note 3 to entry: The scope of a management system may include the whole of the organization, specific and
identified functions of the organization, specific and identified sections of the organization, or one or more
functions across a group of organizations.

© ISO 2016 - All rights res
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3.6
top management
person or group of people who directs and controls an organization (3.2) at the highest level

Note 1 to entry: Top management has the power to delegate authority and provide resources within the
organization.

Note 2 to entry: If the scope of the management system (3.5) covers only part of an organization, then top
management refers to those who direct and control that part of the organization.

Note 3 to entry: Organizations can be organized depending on which legal framework they are obliged to operate
under and also according to their size, sector, etc. Some organizations have both a governing body (3.7) and top
mangagement, while some organizations do not have responsibilities divided into several bodies. Thege variations,
both|in respect of organization and responsibilities, can be considered when applying the 'reqpirements in
Clauge 5.

3.7
governing body

groy
gove
held

Note
topn

Note
supe

3.8
anti
pers

39
effe
exte

3.10
poli

p or body that has the ultimate responsibility and authority for an orggnization’s (3.2
rnance and policies and to which top management (3.6) reports and by which top ma
accountable

1 to entry: Not all organizations, particularly small organizations,will'have a governing body s
hanagement (see 3.6, Note 3 to entry).

2 to entry: A governing body can include, but is not limitedto, board of directors, committees
rvisory board, trustees or overseers.

tbribery compliance function
pn(s) with responsibility and authority for th€operation of the anti-bribery management

ftiveness
ht to which planned activities ane realized and planned results achieved

Ly

inteptions and direction of anjorganization (3.2), as formally expressed by its top managen|

itsg

3.11
obje

bverning body (3.7)

ctive

resullt to be achieved

Note

1 to entry:"An objective can be strategic, tactical or operational.

wide,

) activities,
hagement is

bparate from

of the board,

Kystem (3.5)

ent (3.6) or

rocurement,

2tto entry: Ob]ectlves can relate to dlfferent dlsc1pllnes (suchas f1nanc1al salesand marketmg,

prOJect product and process (3.15 15))

)rganization-

Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an
operational criterion, as an anti-bribery objective, or by the use of other words with similar meaning (e.g. aim,
goal, or target).

Note 4 to entry: In the context of anti-bribery management systems (3.5), anti-bribery objectives are set by the
organization (3.2), consistent with the anti-bribery policy (3.10), to achieve specific results.

3.12
risk
effect of uncertainty on objectives (3.11)

Note 1 to entry: An effect is a deviation from the expected — positive or negative.

© ISO 2016 - All rights reserved
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Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence or likelihood.

Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:20009,
3.5.1.3) and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence.

3.13
competence
ability to apply knowledge and skills to achieve intended results

3.14
documentgd information
informatior] required to be controlled and maintained by an organization (3.2) and the niedium on
which it is qontained

Note 1 to enffry: Documented information can be in any format and media, and from any source.
Note 2 to en]ry: Documented information can refer to:

— the mandgement system (3.5), including related processes (3.15);

— informatjion created in order for the organization to operate (documentation);

— evidence|of results achieved (records).

3.15
process
set of interrjelated or interacting activities which transforms inputs into outputs

3.16
performanjce
measurable result

Note 1 to ent["y: Performance can relate either to quantitative or qualitative findings.

Note 2 to enfry: Performance can relate.to the management of activities, processes (3.15), products (inclyding
services), systems or organizations (3.2)

3.17
outsource [verb)
make an arfangement where an external organization (3.2) performs part of an organization’s fun¢tion
or process (B.14)

Note 1 to erftry: An\external organization is outside the scope of the management system (3.5), although the
outsourced flunetion or process is within the scope.

Note 2 to entry= 1t [€ X S mMandgener yStelr Nddrd ontalr d derlr Of nd Tequirement in

relation to outsourcing, which is not used in this document, as outsourcing providers are included within the
definition of business associate (3.26).

3.18
monitoring
determining the status of a system, a process (3.15) or an activity

Note 1 to entry: To determine the status, there can be a need to check, supervise or critically observe.

3.19
measurement
process (3.15) to determine a value

4 © IS0 2016 - All rights reserved
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3.20

audit

systematic, independent and documented process (3.15) for obtaining audit evidence and evaluating it
objectively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),
and it can be a combined audit (combining two or more disciplines).

Note 2 to entry: An internal audit is conducted by the organization (3.2) itself, or by an external party on its behalf.

Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

3.2
conformity
fulfilment of a requirement (3.4)

3.2
non¢onformity
non+fulfilment of a requirement (3.4)

3.2
corrjective action
actign to eliminate the cause of a nonconformity (3.22) and to preyernt recurrence

3.2
conflinual improvement
reculrring activity to enhance performance (3.16)

3.25
pergonnel
orgdpnization’s (3.2) directors, officers, employees, temporary staff or workers, and voluntedrs

Note|1 to entry: Different types of personnelpose different types and degrees of bribery risk (3.14) and can be
treatled differently by the organization’s bribery risk assessment and bribery risk management prodedures.

Note|2 to entry: See A.8.5 for guidance ontemporary staff or workers.

3.26
business associate
extefnal party with wham the organization (3.2) has, or plans to establish, some form |of business
relaionship

Note|1 to entry: Business associate includes but is not limited to clients, customers, joint ventures, joint venture
parthers, consortitm partners, outsourcing providers, contractors, consultants, sub-contractoys, suppliers,
vendprs, adviSors, agents, distributors, representatives, intermediaries and investors. This fefinition is
deliberatelysbtoad and should be interpreted in line with the bribery risk (3.12) profile of the organization to
apply tobusiness associates which can reasonably expose the organization to bribery risks.

eRbry: eren A 3 e Rty rd—deg éry risk, and
an orgamzatzon (3 2) will have dlffermg degrees of ability to mfluence dlfferent types of business associate.
Different types of business associate can be treated differently by the organization’s bribery risk assessment and
bribery risk management procedures.

Note 3 to entry: Reference to “business” in this document can be interpreted broadly to mean those activities
that are relevant to the purposes of the organization’s existence.

3.27

public official

person holding a legislative, administrative or judicial office, whether by appointment, election or
succession, or any person exercising a public function, including for a public agency or public enterprise,
or any official or agent of a public domestic or international organization, or any candidate for public office

Note 1 to entry: For examples of individuals who can be considered to be public officials, see Clause A.21.

© IS0 2016 - All rights reserved 5
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third party
person or body that is independent of the organization (3.2)

Note 1 to entry: All business associates (3.26) are third parties, but not all third parties are business associates

3.29

conflict of interest
situation where business, financial, family, political or personal interests could interfere with the
judgment of persons in carrying out their duties for the organization (3.2)

3.30

due diligen
process (3.1
(3.2) make
and person

4 Conte

4.1 Unde

The organiz

affect its ability to achieve the objectives of its anti-bribery management system. These issues

include, wit

a) the sizeg
b) theloc3
c) thenat
d) theorg
e) the ent

organiz
f) theorg
g) thenat
h) applica
NOTE A
management
4.2 Unde

ce

5) to further assess the nature and extent of the bribery risk (3.12) and help organiza
decisions in relation to specific transactions, projects, activities, business associates (3
nel

xt of the organization

rstanding the organization and its context

ation shall determine external and internal issues that aré selevant to its purpose and

hout limitation, the following factors:

, structure and delegated decision-making authority of the organization;
tions and sectors in which the organization ofjerates or anticipates operating;
ire, scale and complexity of the organization’s activities and operations;

hnization’s business model;

ation;

hnization’s business associdtes;

ire and extent of interactions with public officials;

ble statutory, regulatory, contractual and professional obligations and duties.

n organization has control over another organization if it directly or indirectly control
of the organization (see A.13.1.3).

rstanding the needs and expectations of stakeholders

ties over which the organization‘has control and entities which exercise control over

tions
.26)

that
will

the

the

The organization shall determine:

a)

the stakeholders that are relevant to the anti-bribery management system;

b) the relevant requirements of these stakeholders.

NOTE
requirement

s and the non-mandatory expectations of, and voluntary commitments to, stakeholders.

4.3 Determining the scope of the anti-bribery management system

In identifying the requirements of stakeholders, an organization can distinguish between mandatory

The organization shall determine the boundaries and applicability of the anti-bribery management
system to establish its scope.

© ISO 2016 - All rights res
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When determining this scope, the organization shall consider:

a)
b)
c)
The

the external and internal issues referred to in 4.1;
the requirements referred to in 4.2;
the results of the bribery risk assessment referred to in 4.5.

scope shall be available as documented information.

NOTE See Clause A.2 for guidance.

4.4
The

1:2016(E)

Anti-bribery management system

organization shall establish, document, implement, maintain and continually feyview

necegssary, improve an anti-bribery management system, including the processes ‘neede
interactions, in accordance with the requirements of this document.

The
of, a

NOT

hnti-bribery management system shall contain measures designed to idéentify and evaly
nd to prevent, detect and respond to, bribery.

£ 1 Itis not possible to completely eliminate the risk of bribery, and\no anti-bribery manage

will e capable of preventing and detecting all bribery.

The

anti-bribery management system shall be reasonable ahd proportionate, taking into

factgrs referred to in 4.3.

NOT
4.5

4.5
a)
b)
)

£ 2 See Clause A.3 for guidance.

Bribery risk assessment

.1 The organization shall undertake regular bribery risk assessment(s), which shall:

dentify the bribery risks the organization might reasonably anticipate, given the factors
hnalyse, assess and prioritizéithe identified bribery risks;

evaluate the suitability and effectiveness of the organization’s existing controls to f
hssessed bribery risks:

4.5.2 The organization shall establish criteria for evaluating its level of bribery risk, whid

into

4.5.3

a)

b)

hccount the grganization’s policies and objectives.

8 The-bribery risk assessment shall be reviewed:

bp-a‘regular basis so that changes and new information can be properly assessed base

and, where
d and their

ate the risk

ment system

hccount the

isted in 4.1;

hitigate the

h shall take

d on timing

nd Frnqnnnr‘y defined hy the nrgnni7nfinn;

in the event of a significant change to the structure or activities of the organization.

4.5.4 The organization shall retain documented information that demonstrates that the bribery risk
assessment has been conducted and used to design or improve the anti-bribery management system.

NOTE See Clause A.4 for guidance.

© ISO 2016 - All rights reserved
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5

Leadership

5.1 Leadership and commitment

5.1.1 Governing body

When the organization has a governing body, that body shall demonstrate leadership and commitment
with respect to the anti-bribery management system by:

a)
b)

c)

d)

e)

approving the organization’s anti-bribery policy;

ensurirg that the organization’s strategy and anti-bribery policy are aligned;

at planned intervals, receiving and reviewing information about the content and operdtjon of the
organization’s anti-bribery management system;

requiring that adequate and appropriate resources needed for effective opefiation of the pnti-
bribery management system are allocated and assigned;

exercisjng reasonable oversight over the implementation of the organization’s anti-bripery
managg¢ment system by top management and its effectiveness.

These actiyities shall be carried out by top management if the/organization does not haye a

governing body.

5.1.2 Top management

Top management shall demonstrate leadership and comniitment with respect to the anti-bripery

managemerijt system by:

a)

b)

<)

d)

f)

g)

h)

j)

k)
D)

ensurirng that the anti-bribery management system, including policy and objectives, is establighed,
implemented, maintained and reviewed to adequately address the organization’s bribery riskg;

ensurirlg the integration of the anti-bribery management system requirements into| the
organization’s processes;

deploying adequate and apprepriate resources for the effective operation of the anti-bripery
managg¢ment system;

commujnicating internalljrand externally regarding the anti-bribery policy;

commujnicating intefnally the importance of effective anti-bribery management and of conforiing
to the anti-briberyimanagement system requirements;

1

ensurirlg that\the anti-bribery management system is appropriately designed to achievg its
objectiyes;

directing and supporting personnel to contribute to the elfectiveness ol the anti-bribery
management system;

promoting an appropriate anti-bribery culture within the organization;
promoting continual improvement;

supporting other relevant management roles to demonstrate their leadership in preventing and
detecting bribery as it applies to their areas of responsibility;

encouraging the use of reporting procedures for suspected and actual bribery (see 8.9);

ensuring that no personnel will suffer retaliation, discrimination or disciplinary action [see
7.2.2.1 d)] for reports made in good faith, or on the basis of a reasonable belief of violation or
suspected violation of the organization’s anti-bribery policy, or for refusing to engage in bribery,
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even if such refusal can result in the organization losing business (except where the individual
participated in the violation);

m) at planned intervals, reporting to the governing body (if any) on the content and operation of the
anti-bribery management system and of allegations of serious or systematic bribery.

NOTE See Clause A.5 for guidance.

5.2 Anti-bribery policy

Top management shall establish, maintain and review an anti-bribery policy that:

a) prohibits bribery;

b) Fequires compliance with anti-bribery laws that are applicable to the organization;
c) |sappropriate to the purpose of the organization;

d) provides a framework for setting, reviewing and achieving anti-bribery objectives;
e) Includes a commitment to satisfy anti-bribery management systemrfequirements;

f) pncourages raising concerns in good faith, or on the basisrof-a reasonable belief in|confidence,
without fear of reprisal;

g) |ncludes a commitment to continual improvement of the.anti-bribery management systpm;
h) pxplains the authority and independence of the antisbribery compliance function;
i) pxplains the consequences of not complying with the anti-bribery policy.

The pnti-bribery policy shall:

— pe available as documented informatien;

— pe communicated in appropriateldnguages within the organization and to business asspciates who
bose more than a low risk of bribery;

— pe available to relevant stakeholders, as appropriate.
5.3 | Organizationalroles, responsibilities and authorities

5.3.1 Roles and-résponsibilities

Top manageinent shall have overall responsibility for the implementation of, and complianice with, the
anti{briberyrmanagement system, as described in 5.1.2.

Top md@nagement shall ensure that the responsibilities and authorities for relevant roles dre assigned
and communicated within and throughout every level of the organization.

Managers at every level shall be responsible for requiring that the anti-bribery management system
requirements are applied and complied with in their department or function.

The governing body (if any), top management and all other personnel shall be responsible for
understanding, complying with and applying the anti-bribery management system requirements, as
they relate to their role in the organization.
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5.3.2 Anti-bribery compliance function

Top management shall assign to an anti-bribery compliance function the responsibility and authority for:

a)

system;

b)

relating to bribery;

<)

overseeing the design and implementation by the organization of the anti-bribery management

providing advice and guidance to personnel on the anti-bribery management system and issues

ensuring that the anti-bribery management system conforms to the requirements of this document;

d) reporti

any) an

The anti-br
have the ap

The anti-br
and top ma
the anti-bri

Top managge
the organiz

and authority over, those externally assigned parts of the function.

NOTE S

5.3.3 Delegated decision-making

Where top
to which t}
decision-mg
authority o
Top manag
responsibil
outlined in |

NOTE D
their duties
delegated pe

6 Plann

6.1 Actia

hg on the performance of the anti-bribery management system to the governing bed
d top management and other compliance functions, as appropriate.

ibery compliance function shall be adequately resourced and assigned to person(s)
bropriate competence, status, authority and independence.

bery compliance function shall have direct and prompt access to the goterning body (if
hagement in the event that any issue or concern needs to be raised ifi velation to bribe
bery management system.

ment can assign some or all of the anti-bribery compliance funetion to persons extern
htion. If it does, top management shall ensure that specificpersonnel have responsibilit

be Clause A.6 for guidance.

management delegates to personnel the authority for the making of decisions in rel3
ere is more than a low risk of bribery) the organization shall establish and maintz:
king process or set of controls which requires that the decision process and the ley
" the decision-maker(s) are appropridte and free of actual or potential conflicts of inte
ement shall ensure that these pracesses are reviewed periodically as part of its role
ty for implementation of,_and compliance with, the anti-bribery management sy
b.3.1.

elegation of decision-nmraking does not exempt top management or the governing body (if ar
and responsibilitiesas-described in 5.1.1, 5.1.2 and 5.3.1, nor does it necessarily transfer t
rsonnel potential fegal responsibilities.

ing

nstoladdress risks and opportunities

y (if

who

any)
'y or

al to
7 for,

ition
jin a
el of
rest.
and
Etem

y) of
b the

When plan

g for the anti-bribery TMamagement SyStemn, tie organization siatt consider the 1

sues

referred to in 4.1, the requirements referred to in 4.2, the risks identified in 4.5, and opportunities for
improvement that need to be addressed to:

a)
b)
‘)
d)

prevent, or reduce, undesired effects relevant to the anti-bribery policy and objectives;
monitor the effectiveness of the anti-bribery management system;

achieve continual improvement.

The organization shall plan:

— actions

10

to address these bribery risks and opportunities for improvement;
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— integrate and implement these actions into its anti-bribery management system processes;

— evaluate the effectiveness of these actions.

6.2

Anti-bribery objectives and planning to achieve them

The organization shall establish anti-bribery management system objectives at relevant functions
and levels.

The

L | al 4o b= h dos- 1 11l
ALILITUTNTUCTT y HIAIIdgTIITIIL S Y SLTIIT UDJTLLIVES Sildll.

a) pe consistent with the anti-bribery policy;

b) pe measurable (if practicable);

c) take into account applicable factors referred to in 4.1, the requirements‘referred to in[4.2 and the
bribery risks identified in 4.5;

d) pe achievable;

e) pe monitored;

f) pe communicated in accordance with 7.4;

g) pe updated as appropriate.

The |organization shall retain documented informiation on the anti-bribery management system

objertives.

When planning how to achieve its anti-bribery*management system objectives, the organization shall

detefmine:

— what will be done;

— Wwhat resources will be required;

— Wwho will be responsible;

— Wwhen the objectives-will be achieved;

— how the results-will be evaluated and reported;

— Wwho will impose sanctions or penalties.

7 PBupport

7.1 Resources

The organization shall determine and provide the resources needed for the establishment,
implementation, maintenance and continual improvement of the anti-bribery management system.

NOTE See Clause A.7 for guidance.
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7.2 Competence

7.2.1 General

The organization shall:

a) determine the necessary competence of person(s) doing work under its control that affects its anti-
bribery performance;

b) ensure that these persons are competent on the basis of appropriate education, training, or
experience;

c) where gpplicable, take actions to acquire and maintain the necessary competence, and evaluatg the
effectivieness of the actions taken;

d) retain gppropriate documented information as evidence of competence.

NOTE Applicable actions can include, for example, the provision of training to, the coaching of, or the re-

assignment ¢f personnel or business associates, or the hiring or contracting of the same.
7.2.2 Employment process

7.2.2.1 Injrelation to all of its personnel, the organization shall implement procedures such that:

a)

b)

d)

conditipns of employment require personnel to comply with the anti-bribery policy and pnti-
briberyl management system, and give the organization the right to discipline personnel if} the
event of non-compliance;

within p reasonable period of their employment coininencing, personnel receive a copy of, of are
providgd with access to, the anti-bribery policy arid training in relation to that policy;

the organization has procedures which enable it to take appropriate disciplinary action against
personnel who violate the anti-bribery pelicy or anti-bribery management system;

personnel will not suffer retaliation, discrimination or disciplinary action (e.g. by threats, isolaftion,
demotipn, preventing advancemert;\transfer, dismissal, bullying, victimization, or other forms of
harassment) for:

1) refpsing to participate\in, or turning down, any activity in respect of which they have
reasonably judged there to be a more than low risk of bribery that has not been mitigatdd by
thelorganization;or

2) corlcerns raised or reports made in good faith, or on the basis of a reasonable beligf, of
attemptedactual or suspected bribery or violation of the anti-bribery policy or the panti-
bripery management system (except where the individual participated in the violation).

1l hocitionc ar hich orn avacad + rath lowur bribhary el dotarmin

7 2 2 2 Ir\ ralotionn +0 o1 Qa a ao-pn an o lavay - ac dn -\d in
whankun T CTarOT O PO ST O S Wit ar - CXp O SCOoOTr 0T Ctraa 10w Doty T o155 as ateCr it

the bribery risk assessment (see 4.5), and to the anti-bribery compliance function, the organization shall
implement procedures which provide that:

a)

b)

12

due diligence (see 8.2) is conducted on persons before they are employed, and on personnel before
they are transferred or promoted by the organization, to ascertain as far as is reasonable that it is
appropriate to employ or redeploy them and that it is reasonable to believe that they will comply
with the anti-bribery policy and anti-bribery management system requirements;

performance bonuses, performance targets and other incentivizing elements of remuneration are
reviewed periodically to verify that there are reasonable safeguards in place to prevent them from
encouraging bribery;
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c) such personnel, top management, and the governing body (if any), file a declaration at reasonable
intervals proportionate with the identified bribery risk, confirming their compliance with the anti-
bribery policy.

NOTE1 The anti-bribery compliance declaration can stand alone or be a component of a broader compliance

declaration process.

NOTE 2

7.3

resu

a)

Pers
inter
they
peri

Taki
prod
beha
prod
itsc

See Clause A.8 for guidance.

Awareness and training

Its of the bribery risk assessment (see 4.5):

Huty to comply;
the bribery risk and the damage to them and the organization which,eanresult from b

Lhe circumstances in which bribery can occur in relation to their,duties, and how to recqd
Circumstances;

how to recognize and respond to solicitations or offers of-bribes;
how they can help prevent and avoid bribery and recognize key bribery risk indicators;

their contribution to the effectiveness of the.atifti-bribery management system, in
benefits of improved anti-bribery performance and of reporting suspected bribery;

system requirements;
how and to whom they are able toxéport any concerns (see 8.9);
nformation on available training and resources.

pnnel shall be provided with anti-bribery awareness and training on a regular basis
vals determined by the.organization), as appropriate to their roles, the risks of bribe
are exposed, and arny changing circumstances. The awareness and training programi
pdically updated as necessary to reflect relevant new information.

hg into account the bribery risks identified (see 4.5), the organization shall also
edures addressing anti-bribery awareness and training for business associates a(
If or forlits benefit, and which could pose more than a low bribery risk to the organiz
edures'shall identify the business associates for which such awareness and training i
bntent, and the means by which the training shall be provided.

training to
hccount the

the organization’s anti-bribery policy, procedures and anti-bribery managemient system, and their

ibery;

gnize these

cluding the

the implications and potential consequences of not conforming with the anti-bribery mianagement

(at planned
ry to which
hes shall be

implement
ting on its
tion. These
5 necessary,

The organization shall retain documented information on the training procedures, the content of the
training, and when and to whom it was provided.

NOTE 1

The awareness and training requirements for business associates can be communicated through

contractual or similar requirements, and be implemented by the organization, the business associate or by other
parties appointed for that purpose.

NOTE 2

7.4

See Clause A.9 for guidance.

Communication

7.4.1 The organization shall determine the internal and external communications relevant to the anti-
bribery management system including:

© ISO 2016 - All rights reserved
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a) on what it will communicate;

b) when to communicate;

c¢) with whom to communicate;

d) how to communicate;

e) who will communicate;

f) thelanguages in which to communicate.

7.4.2 The|anti-bribery policy shall be made available to all the organization’s personnel and busirlless

associates, |be communicated directly to both personnel and business associates who pese 1nore

than a low|risk of bribery, and shall be published through the organization’s internal and~ext¢rnal

communicafion channels, as appropriate.

7.5 Documented information

7.5.1 General

The organigation’s anti-bribery management system shall include:

a) documgnted information required by this document;

b) documgnted information determined by the organization as'being necessary for the effectivegness
of the ajnti-bribery management system.

NOTE1 The extent of documented information for an anti-bribery management system can differ fronp one

organization|to another due to:

— the size ¢f organization and its type of activities, processes, products and services;

— the comylexity of processes and their interaetions;

— the competence of personnel.

NOTE 2  Dpcumented information can;be retained separately as part of the anti-bribery management sy$tem,

or can be ret

NOTE3 S

7.5.2 Cre
When creat
a)

b) format

c)

identifi

review

nined as part of other management systems (e.g. compliance, financial, commercial, audit).

be Clause A.17 for guidance.
ating and updating
ing and-updating documented information the organization shall ensure appropriate:

ration and description (e.g. a title, date, author, or reference number);

(e.g. language, software version, graphics) and media (e.g. paper, electronic);

and approval for suitability and adequacy.

7.5.3 Control of documented information

Documented information required by the anti-bribery management system and by this document shall
be controlled to ensure:

a)
b)

14

it is available and suitable for use, where and when it is needed;

it is adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).
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For the control of documented information, the organization shall address the following activities, as
applicable:

— distribution, access, retrieval and use;

— storage and preservation, including preservation of legibility;
— control of changes (e.g. version control);

— retention and disposition.

Documented information of external origin determined by the organization to be necessary for the
planphing and operation of the anti-bribery management system shall be identified as apprppriate, and
contfolled.

NOTE Access can imply a decision regarding the permission to view the documented’ infformation only, or
the permission and authority to view and change the documented information.

8 Pperation

8.1 | Operational planning and control

The prganization shall plan, implement, review and control theprocesses needed to meet rgquirements
of thie anti-bribery management system, and to implement thelactions determined in 6.1, by}:

a) pstablishing criteria for the processes;
b) |mplementing control of the processes in accordance with the criteria;

c) keeping documented information to the extent necessary to have confidence that the processes
have been carried out as planned.
Thege processes shall include the specific,controls referred to in 8.2 to 8.10.

The jorganization shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

The prganization shall ensutejthat outsourced processes are controlled.
NOTE The core text 6f1SO management system standards contains a requirement in relation tojoutsourcing,

which is not used in this document, as outsourcing providers are included within the definition} of business
assogiate.

8.2 | Due diligence

Where the organization’s bribery risk assessment, as conducted in 4.5, has assessed a mojre than low
bribgryrisk in relation to:

a) specific categories of transactions, projects or activities,

b) planned or on-going relationships with specific categories of business associates, or

c) specific categories of personnel in certain positions (see 7.2.2.2),

the organization shall assess the nature and extent of the bribery risk in relation to specific transactions,
projects, activities, business associates and personnel falling within those categories. This assessment
shall include any due diligence necessary to obtain sufficient information to assess the bribery risk.
The due diligence shall be updated at a defined frequency, so that changes and new information can be
properly taken into account.

NOTE1 The organization can conclude that it is unnecessary, unreasonable or disproportionate to undertake
due diligence on certain categories of personnel and business associate.
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NOTE 2

NOTE 3

The factors listed in a), b) and c) above are not exhaustive.

See Clause A.10 for guidance.

8.3 Financial controls

The organization shall implement financial controls that manage bribery risk.

NOTE

See Clause A.11 for guidance.

8.4 Non-financial controls

The organiz
areas as prq

NOTE 1
controls.

A

NOTEZ2 S

8.5 Impl
business 3

8.5.1 The
which it has

a)
b)

implem

in each cas
faced by th
accordance

NOTE A
management

852 Inr
assessment
anti-bribery
risk, the org

implemient their own anti-bribery controls,

ation shall implement non-financial controls that manage bribery risk with respect.te
curement, operational, sales, commercial, human resources, legal and regulatony activ

be Clause A.12 for guidance.

pmentation of anti-bribery controls by controlled organizations and by
ssociates

organization shall implement procedures which require’ that all other organizations
control either:

ent the organization’s anti-bribery managementsystem, or

e only to the extent that is reasonable<and proportionate with regard to the bribery
e controlled organizations, taking jnte account the bribery risk assessment conducts
with 4.5.

h organization has control over ‘another organization if it directly or indirectly control
of the organization (see A.13:13).

blation to business aSsociates not controlled by the organization for which the bribery
(see 4.5) or due diligence (see 8.2) has identified a more than low bribery risk, and w

anization shallimplement procedures as follows:

hnization shall determine whether the business associate has in place anti-bribery con
hanagethe relevant bribery risk;

such
ties.

hy particular transaction, activity or relationship can be subject to financial as wellas non-fingncial

over

risks
d in

the

risk
here

controls implemiented by the business associates would help mitigate the relevant bribery

frols

business associate does not have in place anti-bribery controls, or it is not possible to v

erify

r it has them 1in place:

1) where practicable, the organization shall require the business associate to implement anti-
bribery controls in relation to the relevant transaction, project or activity; or

where it is not practicable to require the business associate to implement anti-bribery controls,

this shall be a factor taken into account in evaluating the bribery risk of the relationship with
this business associate (see 4.5 and 8.2) and the way in which the organization manages such
risks (see 8.3, 8.4 and 8.5).

a) theorg
which 1

b) where 3
whethe
2)

NOTE
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See Clause A.13 for guidance.
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8.6 Anti-bribery commitments

For business associates which pose more than a low bribery risk, the organization shall implement
procedures which require that, as far as practicable:

a) business associates commit to preventing bribery by, on behalf of, or for the benefit of the business
associate in connection with the relevant transaction, project, activity, or relationship;

b) the organization is able to terminate the relationship with the business associate in the event of

bribery by, on behalf of, or for the benefit of the business associate in connection with the relevant
transaction, project, activity, or relationship.

Whe
acco
and

NOTE

8.7

The
or a
acce

NOTE

8.8

Wh#
with
brib
anti-
proj

organization shall:

re it is not practicable to meet the requirements of a) or b) above, this shall be a facte
unt in evaluating the bribery risk of the relationship with this business associate{see
Fhe way in which the organization manages such risks (see 8.3, 8.4 and 8.5).

See Clause A.14 for guidance

S

Gifts, hospitality, donations and similar benefits

organization shall implement procedures that are designed to ‘prevent the offerin
cceptance of gifts, hospitality, donations and similar benefits)where the offering, 1
ptance is, or could reasonably be perceived as, bribery.

See Clause A.15 for guidance

S

Managing inadequacy of anti-bribery controls

re the due diligence (see 8.2) conducted ona-specific transaction, project, activity or
a business associate establishes that the bribery risks cannot be managed by ex
bry controls, and the organization cannot or does not wish to implement additional d
bribery controls or take other apprepriate steps (such as changing the nature of the
pct, activity or relationship) to enable the organization to manage the relevant bribef

' taken into
1.5 and 8.2)

b, provision
rovision or

elationship
isting anti-
r enhanced
ransaction,
y risks, the

a) |In the case of an existing-transaction, project, activity or relationship, take steps appropriate to
the bribery risks and the nature of the transaction, project, activity or relationship t¢ terminate,
iscontinue, suspendror withdraw from it as soon as practicable;

b) |n the case of a proposed new transaction, project, activity or relationship, postpone dr decline to
rontinue with4t.

8.9 | Raising concerns

The prganization shall implement procedures which:

a) cncourage and—enable persons—to—report—in guud fatth—or—on—thebasts—of areasonable belief

attempted, suspected and actual bribery, or any violation of or weakness in the anti-bribery
management system, to the anti-bribery compliance function or to appropriate personnel (either
directly or through an appropriate third party);

b) except to the extent required to progress an investigation, require that the organization treats
reports confidentially, so as to protect the identity of the reporter and of others involved or
referenced in the report;

)

allow anonymous reporting;

d) prohibit retaliation, and protect those making reports from retaliation, after they have in good
faith, or on the basis of a reasonable belief, raised or reported a concern about attempted, actual or
suspected bribery or violation of the anti-bribery policy or the anti-bribery management system;

© ISO 2016 - All rights reserved
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e) enable personnel to receive advice from an appropriate person on what to do if faced with a concern
or situation which could involve bribery.

The organization shall ensure that all personnel are aware of the reporting procedures and are able to
use them, and are aware of their rights and protections under the procedures.

NOTE1 These procedures can be the same as, or form part of, those used for the reporting of other issues of
concern (e.g. safety, malpractice, wrongdoing or other serious risk).

NOTE 2  The organization can use a business associate to manage the reporting system on its behalf.

NOTE 3 In some jurisdictions, the requirements in b) and c) above are prohibited by law. In these cases, the
organization|documents its inability to comply.

8.10 Investigating and dealing with bribery
The organigation shall implement procedures that:

a) requirg assessment and, where appropriate, investigation of any bribery, or violation of the pnti-
bribery| policy or the anti-bribery management system, which is reported, detected or reasorjably
suspected;

b) requirg appropriate action in the event that the investigation revealsany bribery, or violati¢n of
the ant|-bribery policy or the anti-bribery management system;

c) empowgr and enable investigators;
d) requiregco-operation in the investigation by relevant persennel;

e) requirg that the status and results of the investigatieir*are reported to the anti-bribery complipnce
functioh and other compliance functions, as appropriate;

f) requirgthat the investigation is carried out confidentially and that the outputs of the investiggtion
are conffidential.

The investigation shall be carried out by, ahd reported to, personnel who are not part of the|role
or function| being investigated. The erganization can appoint a business associate to conduct the
investigatign and report the result§_to personnel who are not part of the role or function Heing
investigatedl.

NOTE1  Sg¢e Clause A.18 for guidance
NOTE 2 I} some jurisdietions, the requirement in f) above is prohibited by law. In this case, the organizption

documents ifs inability te.Comply.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation
The organization shall determine:

a) whatneeds to be monitored and measured;

b) who is responsible for monitoring;

c) the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid
results;

d) when the monitoring and measuring shall be performed;

e) when the results from monitoring and measurement shall be analysed and evaluated;
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f) to whom and how such information shall be reported.

The organization shall retain appropriate documented information as evidence of the methods and
results.

The organization shall evaluate the anti-bribery performance and the effectiveness and efficiency of
the anti-bribery management system.

NOTE See Clause A.19 for guidance.

9.2 Internal audit

9.2.1 The organization shall conduct internal audits at planned intervals to provide'infgrmation on
whether the anti-bribery management system:

a) fonforms to:

[) the organization’s own requirements for its anti-bribery management system;
D) the requirements of this document;

b) |s effectively implemented and maintained.

NOTE1 Guidance on auditing management systems is given in [§O\¥9011.

NOTE 2  The scope and scale of the organization’s internal audit activities can vary depending o a variety of
factdrs, including organization size, structure, maturity andlocations.

9.2.2 The organization shall:

a) plan, establish, implement and maintain ain*audit programme(s), including the frequengy, methods,
Fesponsibilities, planning requirements”and reporting, which shall take into consideration the
mportance of the processes concernéd and the results of previous audits;

b) Hefine the audit criteria and scope’for each audit;

c) pelect competent auditorsand conduct audits to ensure objectivity and the impartiality|of the audit
process;

d) pnsure that the résults of the audits are reported to relevant management, the anti-bribery
rompliance functign, top management and, as appropriate, the governing body (if any);

e) fetain documented information as evidence of the implementation of the audit progranime and the
hudit results.

9.2.3 These audits shall be reasonable, proportionate and risk-based. Such audits shall consist of
intefrtabaudit processes or other procedures which review procedures, controls and systemg for:

a) bribery or suspected bribery;
b) violation of the anti-bribery policy or anti-bribery management system requirements;

c) failure of business associates to conform to the applicable anti-bribery requirements of the
organization;

d) weaknesses in, or opportunities for improvement to, the anti-bribery management system.

9.2.4 To ensure the objectivity and impartiality of these audit programmes, the organization shall
ensure that these audits are undertaken by one of the following:

a) anindependent function or personnel established or appointed for this process; or
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b) the anti-bribery compliance function (unless the scope of the audit includes an evaluation of the
anti-bribery management system itself, or similar work for which the anti-bribery compliance
function is responsible); or

c) anappropriate person from a department or function other than the one being audited; or
d) an appropriate third party; or
e) agroup comprising any of a) to d).

The organization shall ensure that no auditor is auditing his or her own area of work.

NOTE See Clause A.16 for guidance.
9.3 Manjgement review

9.3.1 Top management review

Top managgment shall review the organization’s anti-bribery management system, at planned interjvals,
to ensure it continuing suitability, adequacy and effectiveness.

The top management review shall include consideration of:
a) the staflus of actions from previous management reviews;
b) changes in external and internal issues that are relevant to the'anti-bribery management syst¢m;
c) informjtion on the performance of the anti-bribery management system, including trends in:
1) nonconformities and corrective actions;
2) moT'litoring and measurement results;
3) auditresults;
4) reports of bribery;
5) invpstigations;
6) thenature and extent ofthe bribery risks faced by the organization;

d) effectiveness of actions®aken to address bribery risks;

e) opportunities for continual improvement of the anti-bribery management system, as referr¢d to
in 10.2,

The outputs of the'top management review shall include decisions related to continual improvement
opportunitiles and any need for changes to the anti-bribery management system.

A summary of the results of the top management review shall be reported to the governing body (if any).

The organization shall retain documented information as evidence of the results of top management
reviews.

9.3.2 Governing body review

The governing body (if any) shall undertake periodic reviews of the anti-bribery management system
based on information provided by top management and the anti-bribery compliance function and any
other information that the governing body requests or obtains.

The organization shall retain summary documented information as evidence of the results of governing
body reviews.
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The anti-bribery compliance function shall assess on a continual basis whether the anti-bribery
management system is:

a) adequate to manage effectively the bribery risks faced by the organization;

b) being effectively implemented.

The anti-bribery compliance function shall report at planned intervals, and on an ad hoc basis,
as appropriate, to the governing body (if any) and top management, or to a suitable committee of

the

nvprning hndy or top management, on the adpqnar‘y and imp]pmnnf:\finn of the qnti-bribery

man;

NOT
atled

NOT
obse

appr

10

10.1
Whe

b)

hgement system, including the results of investigations and audits.

st annually.
£ 2 The organization can use a business associate to assistin the review, as long.as the busine

Fvations are appropriately communicated to the anti-bribery compliance function, top managg
bpriate, the governing body (if any).

[mprovement

| Nonconformity and corrective action

n a nonconformity occurs, the organization shall:

Feact promptly to the nonconformity, and as applicable:
) take action to control and correct it;

D) deal with the consequences;

Fecur or occur elsewhere, by:

1) reviewing the nonconformity;

D) determining the Causes of the nonconformity;

B) determining’ifsimilar nonconformities exist, or could potentially occur;
mplement any-action needed;

Feview_the’effectiveness of any corrective action taken;

make changes to the anti-bribery management system, if necessary.

K1 The frequency of such reports depends on the organization’s requirements, but is'técominended to be

Es associate’s
ment and, as

bvaluate the need for action to eliminate the cause(s) of the nonconformity, in order thatt it does not

Corr

ective actions shall be appropriate to the effects of the nonconformities encountered.

The organization shall retain documented information as evidence of:

— the nature of the nonconformities and any subsequent actions taken;

— the results of any corrective action.

NOTE See Clause A.20 for guidance.
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10.2 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the anti-
bribery management system.

NOTE See Clause A.20 for guidance.
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The
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puidance in this annex is illustrative only. Its purpose is to indicate in some specifi¢\ar§
tions which an organization can take in implementing its anti-bribery management 9§
ntended to be comprehensive or prescriptive, nor is an organization required-to im
wing steps in order to have an anti-bribery management system that nieets the reg

reg

is document. The steps taken by the organization should be reasonable ‘ahd proport]
d to the nature and extent of bribery risks faced by the organization (seé 4.5, and the f:

and §.2).
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A.2.]
in re
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er guidance on good practice in anti-bribery management is given in the publications
ography.

Scope of the anti-bribery management system

1 Stand-alone or integrated anti-bribery:management system

prganization can choose to implement this a@nti-bribery management system as a sepat

refer for guidance to ISO 19600). The 6rganization can also choose to implement this
hgement system in parallel with, ortas part of, its other management systems, such
ronmental and information seeurity (in which case the organization can refer td
4001, and ISO/IEC 27001), as well as ISO 26000 and ISO 31000.

2 Facilitation and extortion payments

P.1 Facilitation payinent is the term sometimes given to an illegal or unofficial pay
turn for serviceS-that the payer is legally entitled to receive without making such pa
nally a relatiyély) minor payment made to a public official or person with a certifying
r to secure-0t expedite the performance of a routine or necessary action, such as the
work perinit, customs clearance or installation of a telephone. Although facilitation p4

often) regarded as different in nature to, for example, a bribe paid to win business, they are ill

locat
the ¢

ionS dnd are treated as bribes for the purpose of this document, and they should be pj

bas the type
ystem. It is
blement the
quirements
ionate with
ictors in 4.1

isted in the

ate system,

an integrated part of an overall compliance management system (in which case the drganization

inti-bribery
as quality,
ISO 9001,

ment made
yment. It is
function in
issuing of a
lyments are
bgal in most
ohibited by

rganization’s anti-bribery management system.

A.2.2.2 An extortion payment is when money is forcibly extracted from personnel by real or perceived
threats to health, safety or liberty and is outside of the scope of this document. The safety and liberty of
a person is paramount and many legal systems do not criminalize the making of a payment by someone
who reasonably fears for their or someone else’s health, safety or liberty. The organization can have a
policy to permit a payment by personnel in circumstances where they have a fear of imminent danger to
their or another’s health, safety or liberty.

A.2.2.3 The organization should provide specific guidance to any personnel who can be faced with
requests or demands for such payments on how to avoid them and deal with them. Such guidance could
include, for example:
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specifying action to be taken by any personnel faced with a demand for payment:

in the case of a facilitation payment, asking for proof that the payment is legitimate, and an

official receipt for payment and, if no satisfactory proof is available, refusing to make the
payment;

that of another, is threatened;

specifying action to be taken by personnel who have made a facilitation or extortion payment:

ing arecord of the event;

in the case of an extortion payment, making the payment if their health, safety or liberty, or

a)
1)
2)
b)
1) ma
2) rep
c) specify
extorti
1) apy
cor
fun
2) cor
3) ifa
A.3 Reas
A.3.1 Brih
these diffic
managemer|
— haveag
busines
— with g¢
and res|
The measu
bring the b
The measui

successful i

A.3.2 Whi
recognized
document,

orting the event to an appropriate manager or the anti-bribery compliance function;

bn payment:

ointing an appropriate manager to investigate the event (preferably* the anti-bri
hpliance function or a manager who is independent from the persomnnel’s departme
ction);

rectly recording the payment in the organization’s accounts;

ppropriate, or if required by law, reporting the payment o ‘the relevant authorities.

onable and proportionate

ery is normally concealed. It can be difficult-to prevent, detect and respond to. Recogn
hlties, the overall intent of this documentis that the governing body (if any) and
t of an organization need to:

enuine commitmentto prevent, detéctand respond to bribery in relation to the organizat
s or activities;

nuine intent, implement méasures in the organization that are designed to prevent, d
pond to bribery.

‘es cannot be so expensive, burdensome and bureaucratic that they are unaffordab
1siness to a halt, ner can they be so simple and ineffective that bribery can easily o
es need to be appropriate to the bribery risk and should have a reasonable chance of i
h their aim ofpreventing, detecting and responding to bribery.

le the<types of anti-bribery measures that need to be implemented are reasonably
by international good practice, and some of which are reflected as requirements in
they detail of the measures to be implemented differ widely according to the relg

ng action to be taken by the organization when personnel have made a facilitatign or

ery
t or

zing
top

ion’s

ptect

e or
Ccur.
eing

well
this
vant

circumstan

€3. 1t 15 IMpossibie to prescribe I detait what an organization sioutd do 1m any partt

ular

circumstance. The “reasonable and proportionate” qualification has been introduced into this document,
so that every circumstance can be judged on its own merit.

A.3.3 The following examples provide some guidance on how the “reasonable and proportionate”
qualification can apply in relation to differing circumstances.

a)

A very large multi-national organization could need to deal with multiple layers of management,

and thousands of personnel. Its anti-bribery management system will typically need to be far more
detailed than that of a small organization with only a few personnel.

b)

An organization which has activities in a higher bribery risk location will normally need more

comprehensive bribery risk assessment and due diligence procedures and a higher level of anti-

24
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bribery control over its business transactions in that location than an organization which only has
activities in a lower bribery risk location, where bribery is relatively rare.

c) Although bribery risk exists in relation to many transactions or activities, the bribery risk
assessment, due diligence procedures and anti-bribery controls implemented by an organization
involved in a large, high value transaction or activities involving a wide range of business associates
are likely to be more comprehensive than those implemented by an organization in relation to
a business which involves selling small value items to multiple customers or multiple smaller
transactions with a single party.

d) An organization with a very broad range of busmess assoc1ates can conclude as part of its bribery
unlikely to
bose more than a low bribery risk, and take that into account in the design and implementation of
ts anti-bribery management system. For example, due diligence is unlikely to besiecesspry, or to be
h proportionate and reasonable control, in relation to retail customers who are 'purchasing items
such as consumer goods from the organization.

A.3./
a mq
brib
risk

L Although bribery risk exists in relation to many transactions, an organization should implement
re comprehensive level of anti-bribery control over a high bribery risk transaction thanp over a low
b1y risk transaction. In this context, it is important to understand thatidentifying and accgpting a low
of bribery does not mean that the organization accepts the factof bribery occurring, i.g. the risk of

brib
brib
in bu
adeq

A4

A4.
form
risks
a pri
pers

bry occurring (whether a bribe might occur) is not the same as‘he occurrence of a bribe (t
1y itself). An organization can have a “zero tolerance” for the'occurrence of bribery while s
siness in situations where there can be a low bribery risk, or more than a low bribery ris
uate mitigation measures are applied). Further guidanceron specific controls is provided b

Bribery risk assessment

| The intention of the bribery risk assessment required by 4.5 is to enable the org
a solid foundation for its anti-bribery management system. This assessment identifies
that the management system willfecus on, i.e. the bribery risks deemed by the organi
ority for bribery risk mitigation)control implementation and allocation of anti-bribery

pnnel, resources and activities. How the organization undertakes the bribery risk asses

e fact of the
till engaging
k (as long as
elow.

hnization to
the bribery
zation to be
compliance
ment, what

methodology it employs, how,the bribery risks are weighted and prioritized, and the leve
risk [that is accepted (i.e. “risk appetite”) or tolerated, are all at the discretion of the orggnization. In
partfcular, it is the organization that establishes its criteria for evaluating bribery risk (e.g. W}Lether arisk
is “low”, “medium” or (high”); however, in so doing, the organization should take into account its anti-
bribery policy and objectives.

| of bribery

The
a)

following is-an example of how an organization can choose to undertake this assessment.

Select bribery risk evaluation criteria. For example, the organization can select threetier criteria
(e.g¢ “low”, “medium”, “high”), more detailed five-level or seven-level criteria, or a m¢re detailed
approach The criteria will often take into account several factors, including the nature of the bribery

risk; the tiketitood of bribery occurring, amd the magnitude of the consequernces shoutd it occur.

b) Assess the bribery risks posed by the size and structure of the organization. A small organization
based in one location with centralized management controls in the hands of a few people may be
able to control its bribery risk more easily than a very large organization with a decentralized
structure operating in many locations.

c¢) Examine the locations and sectors in which the organization operates or anticipates operating, and
assess the level of bribery risk these locations and sectors can pose. An appropriate bribery index
can be used to assist in this assessment. Locations or sectors with a higher risk of bribery can
be deemed by the organization as “medium” or “high” risk, for example, which can result in the
organization imposing a higher level of controls applicable to activities by the organization in those
locations or sectors.
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d) Examine the nature, scale and complexity of the organization’s types of activities and operations.

1) It can for example be easier to control bribery risk where an organization undertakes a small
manufacturing operation in one location than where an organization is involved in numerous
large construction projects in several locations.

2) Some activities can carry specific bribery risks, e.g. offset arrangements by which the
government purchasing products or services requires the supplier to reinvest some proportion
of the value of the contract in the purchasing country. The organization should take appropriate
steps to prevent the offset arrangements from constituting bribery.

% and

: ucts
from the organization and that in practice pose a minimal bribery risk to theorganization.
In this case the organization may deem these customers low bribery risk, and-¢can determine
that these customers will not need to have any specific anti-bribery controls related to them.
Altprnatively, the organization can deal with customers which buy very large value products
from the organization, and can pose a significant bribery risk (e.g. theisk of demanding bribes
from the organization in return for payments, approvals). Thesetypes of customers can be
degmed as “medium” or “high” bribery risk, and they can require a’higher level of anti-br?Eery
controls by the organization.

2) Different categories of suppliers can pose different levels efbribery risk. For example, suppliers
with a very large scope of work, or which could be in €entact with the organization’s clipnts,
cugtomers or relevant public officials, can pose a finedium” or “high” bribery risk. Jome
catpgories of suppliers may be “low” risk, e.g. suppliers based in low bribery risk locations
whijch have no interface with public officials relévant to the transaction or the organizatfion’s
clignts or customers. Some categories of suppliers can pose a “very low” bribery risk| e.g.
suplpliers of low quantities of low value_items, online purchasing services for air travgl or
hotels. The organization might conclude that specific anti-bribery controls do not need fo be
implemented in relation to these low-ervery low bribery risk suppliers.

3) Agents or intermediaries who interact with the organization’s clients or public officials on
behalf of the organization arelikely to pose a “medium” or “high” bribery risk, particularly if
thely are paid on a commisgiop‘or success fee basis.

f) Examine the nature and frequency of interactions with domestic or foreign public officials [who
can poge a bribery risk,e.g” interactions with public officials responsible for issuing permitg and
approvals can pose a bribery risk.

g) Examine applicahle~statutory, regulatory, contractual and professional obligations and dutieg, e.g.
the prohibitionorlimitation of entertainment of public officials or of the use of agents.

h) Considgr the extent to which the organization is able to influence or control the assessed risks

The above bribery risk factors inter-relate. For example, suppliers in the same category can pose a
differing bribery risk depending on the location in which they operate.

A.4.2 Having assessed the relevant bribery risks, the organization can determine the type and level of
anti-bribery controls being applied to each risk category, and can assess whether existing controls are
adequate. If not, the controls can be appropriately improved. For example, a higher level of control is
likely to be implemented with respect to higher bribery risk locations and higher bribery risk categories
of business associate. The organization can determine that it is acceptable to have a low level of control
over low bribery risk activities or business associates. Some of the requirements in this document
expressly exclude the need to apply those requirements to low bribery risk activities or business
associates (although the organization may choose to apply them if it wishes).
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A.4.3 The organization can change the nature of the transaction, project, activity or relationship such
that the nature and extent of the bribery risk is reduced to a level that can be adequately managed by
existing, enhanced or additional anti-bribery controls.

A.4.4 This bribery risk assessment exercise is not intended to be an extensive or overly complex
exercise, and the results of the assessment will not necessarily prove to be correct (e.g. a transaction
assessed as low bribery risk can turn out to have involved bribery). As far as reasonably practicable, the
results of the bribery risk assessment should reflect the actual bribery risks faced by the organization.
The exercise should be designed as a tool to help the organization assess and prioritize its bribery risk,
and should be regularly reviewed and revised based on changes in the organization or circumstances

(e.g.p
NOTE

M
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Further guidance is given in ISO 31000.

A.5| Roles and responsibilities of governing body and top management

A.5.
boar
inclu
body
role
to in

| Many organizations have some form of governing body (e.g. a board of directors or supervisory
d) that has general oversight responsibilities with respect to the organization. These responsibilities
de oversight regarding the organization’s anti-bribery management system. However, the governing
generally does not exercise day-to-day direction over the activities of the organizatioq That is the
of executive management (e.g. the chief executive officer, chief operating officer), which is referred

gove
and

of th
man

body,

com
gove

A5.2

roles
indiy

this document as “top management”. With respect to ¢the”anti-bribery management
rning body should be knowledgeable about the contentand operation of the managen|
bhould exercise reasonable oversight with respect to the'adequacy, effectiveness and imp
e management system. It should regularly receive“information regarding the perforn
hgement system through the management review process (this might be to the entir]
or to a committee of the body, such as.the*audit committee). In this respect, the
bliance function should be able to report information about the management system di
rning body (or the appropriate committee thereof).

Some organizations, particularly smaller ones, might not have a separate governing
of the governing body and executive management might be combined in one group
ridual. In such cases, the group‘or individual will have the responsibilities allocated in th

system, the
ent system,
ementation
ance of the
P governing
hnti-bribery
rectly to the

body, or the
br even one
s document

to top management and the governing body:.

NOTE

M

Leadership commitment is sometimes referred to as “tone at the top” or “tone from the t

A.6( Anti-bribery compliance function

A.6.1 Thenivmber of people working in the anti-bribery compliance function depends on factors such
as the sizeof the organization, the extent of bribery risk the organization faces, and the resultant work
load| of the functlon In a small organlzatlon the anti- brlbery compllance functlon is llke to be one
persea—wh Sh 3 esponsibility
with other respon51b111t1es Where the extent of bribery risk and resultant work load justifies it, the
anti-bribery compliance function can be one person who is assigned the responsibility on a full-time
basis. In large organizations, the function is likely to be staffed by several people. Some organizations can
assign responsibility to a committee that embodies a range of relevant expertise. Some organizations can
choose to use a third party to undertake some or all of the anti-bribery compliance function, and this is
acceptable provided that an appropriate manager within the organization retains overall responsibility
for and authority over the anti-bribery compliance function and supervises the services provided by the
third party.

A.6.2 This document requires that the anti-bribery compliance function be staffed by person(s) who
have the appropriate competence, status, authority and independence. In this respect:
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“competence” means that the relevant person(s) has the appropriate education, training or
experience, the personal ability to deal with the requirements of the role, and the capacity to learn
about the role and perform it appropriately;

“status” means that other personnel are likely to listen to and respect the opinions of the person
assigned compliance responsibility;

“authority” means that the relevant person(s) assigned the compliance responsibility is granted
sufficient powers by the governing body (if any) and top management so as to be able to undertake

the compliance responsibilities effectively;
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ossible not personally involved in the activities of the organization which are expasg
risk. This can more easily be achieved where the organization has appointed a(pers
the role full time, but is more difficult for a smaller organization which has appoint
to combine the compliance role with other functions. Where the anti-bribery compli
h is part time, the role should not be performed by an individual who can-be exposg
while performing their primary function. In the case of a very small onganization whe
more difficult to achieve independence, the appropriate person shogld, to the best of
separate their other responsibilities from their compliance responsibilities so as
al.
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important that the anti-bribery compliance function has direct access to top managemen
hing body (if any), in order to communicate relevant inforntation. The function should not
ely to another manager in the chain who then reportsto top management, as this incrg

the message given by the anti-bribery compliancge, function is not fully or clearly rece
agement. The anti-bribery compliance function<should also have a direct communica
to the governing body (if any), without having to go through top management. Thig
the fully constituted governing body (e.g.:aboard of directors or a supervisory counc
specially delegated committee of the governing body or top management (e.g. an aud
nittee).

primary responsibility of the anti-bribery compliance function is overseeing the d¢

bribery la

including c
anti-bribery
compliance

NOTE F

A.7 Resd

. Everyone is responsible-for conducting themselves in an ethical and compliant ma
nforming to the requirements of the organization’s anti-bribery management system
laws. It is particularly important that management take the leadership role in achig
in the parts of tHeorganization for which they have responsibility.

hirther guidance is given in SO 19600.
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entation of the anti-bribery wnanagement system. This should not be confused with djirect
responsibivl\}fy for the anti-bribery performance of the organization and compliance with applicable
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and the bribery risks it faces. Examples of resources include the following.

ons,

a)

b)

28

Human resources: There should be sufficient personnel who are able to apply sufficient time
to their relevant anti-bribery responsibilities so that the anti-bribery management system can
function effectively. This includes assigning sufficient person(s) (either internal or external) to the
anti-bribery compliance function.

Physical resources: There should be the necessary physical resources in the organization,
including in the anti-bribery compliance function, for the anti-bribery management system
to function effectively, e.g. office space, furniture, computer hardware and software, training
materials, telephones, stationery.

Financial resources: There should be a sufficient budget, including in the anti-bribery compliance
function, for the anti-bribery management system to function effectively.
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A.8 Employment procedures

A.8.1 Due diligence on personnel

When undertaking due diligence on persons prior to appointing them as personnel, the organization,
depending on the persons’ proposed functions and corresponding bribery risk, can take actions such as:

a) discussing the organization’s anti-bribery policy with prospective personnel at interview, and

forming a view as to whether they appear to understand and accept the importance of compliance;

b) taking reasonable steps to verify that prospective personnel’s qualifications are accurate;

)

d)

e)

f)

g)
A.8.

Arrd
pers
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attention to these aspects of compensation to ensure as far as reasonable that they do not ag

ince

Pers
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syst
can

Pers|
theit
in cd

faking reasonable steps to obtain satisfactory references from prospective persoune
employers;

faking reasonable steps to determine whether prospective personnel hdve been
bribery;

Faking reasonable steps to verify that the organization is not offering employment to
personnel in return for their having, in previous employment, improperly favoured the o

mproper favourable treatment for the organization;

2 Performance bonuses

ngements for compensation, including bonuses\and incentives, can encourage, even unir
pnnel to participate in bribery. For example/Zif a manager receives a bonus based on t
\tract to the organization, the manager could be tempted to pay a bribe, or to turn a
bent or joint venture partner paying a‘bribe, so as to secure the award of the contrac
pme could occur if too much pressureis put on a manager to perform (e.g. if the manag
issed for failing to achieve over=aimbitious sales targets). The organization needs to

htives.

pnnel evaluations, promotions, bonuses and other rewards could be used as incentives fg

em. However, the erganization needs to be cautious in this case, as the threat of loss o
result in personmiel concealing failures in the anti-bribery management system.

pnnel should'be made aware that violating the anti-bribery management system so ag
performance rating in other areas (e.g. achieving a sales target) is not acceptable and s
rrective and/or disciplinary action.

A.8.

B —Conflicts of interest

I's previous

involved in

prospective
'ganization;

verifying that the purpose of offering employment to prospective personnel is ngt to secure

faking reasonable steps to identify the prospective personnel’s relationship to public offficials.

tentionally,
he award of
blind eye to
t. The same
rer could be
pay careful
tas bribery

r personnel

erform in accordande with the organization’s anti-bribery policy and anti-bribery management

F bonus, etc.

to improve
nould result

The organization should identify and evaluate the risk of internal and external conflicts of interest. The
organization should clearly inform all personnel of their duty to report any actual or potential conflict
of interest such as family, financial or other connection directly or indirectly related to their line of
work. This helps an organization to identify situations where personnel may facilitate or fail to prevent
or report bribery, e.g.

a) when the organization’s sales manager is related to a customer’s procurement manager, or
b) when an organization’s line manager has a personal financial interest in a competitor’s business.

The organization should preferably keep a record of any circumstances of actual or potential conflicts
of interest and whether actions were taken to mitigate the conflict.
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A.8.4 Bribery of the organization’s personnel

A.8.4.1 The measures necessary to prevent, detect and address the risk of the organization’s personnel
bribing others on behalf of the organization (“outbound bribery”) may be different from the measures
used to prevent, detect and address the risk of bribery of the organization’s personnel (“inbound
bribery”). For example, the ability to identify and mitigate inbound bribery risk may be significantly
restricted by the availability of information that is not under the control of the organization (e.g.
employee personal bank account and credit card transaction data), applicable law (e.g. privacy law), or
other factors. As a result, the number and types of controls available to the organization to mitigate the
risk of outbound bribery may outweigh the number of controls it can implement to mitigate the risk of
inbound bripersy

A.8.4.2 Biibery of the organization’s personnel is most likely to occur in relation to personnel [who
are able to make or influence decisions on behalf of the organization (e.g. a procurement manager|who
can award ¢ontracts; a supervisor who can approve work done; a manager who can appoint persdnnel
or approve kalaries or bonuses; a clerk who prepares documents for granting of licenseés and pernits).
As the bribg is likely to be accepted by personnel outside of the scope of the organization’s syste;Is or
controls, th¢ ability of the organization to prevent or detect these bribes can be limited.

A.8.4.3 In[addition to the steps referred to in A.8.1 and A.8.3, the risk 6f inbound bribery could be
mitigated by the following requirements of this document dealing with this risk:

a) the orgpnization’s anti-bribery policy (see 5.2) should clearly:prohibit solicitation and acceptpnce
of bribgs by the organization’s personnel and anyone workifig'on behalf of the organization;

b) guidange and training materials (see 7.3) should reinforce the prohibition on soliciting| and
acceptipg bribes, and include:

1) guidance for reporting bribery concerns (see*8.9);
2) emphasis on the organization’s non-retaliation policy (see 8.9);

c) the orghnization’s gifts and hospitality pdlicy (see 8.7) should limit the acceptance by persontfel of
gifts and hospitality;

d) the publlication on the organization’s website of the organization’s anti-bribery policy and of ddtails
of how [to report bribery helps 10 set expectations with business associates, so as to decreas¢ the
likelihdod that business associates will offer, or the organization’s personnel will solicit or acfept,
a bribe

e) controlp (see 8.3 and'8.4) requiring, for example, the use of approved suppliers, competfitive
bidding, at leasttwo signatures on contract awards, work approvals, etc. reduce the risk of corfrupt
awards, approvals, payments or benefits.

A.8.4.4 T}re organization may also implement audit procedures to identify ways personnel may exploit
existing control weaknesses for personal gain. Example procedures could include:

a) reviewing payroll files for phantom and duplicate personnel records;
b) reviewing personnel business expense records to identify unusual spending;

c) comparing personnel payroll file information (e.g. personal bank account numbers and addresses)
with the bank account and address information in the organization’s vendor master file to identify
potential conflict of interest scenarios.

A.8.5 Temporary staff or workers

In some cases, temporary staff or workers may be provided to the organization by a labour supplier or
other business associate. In this case, the organization should determine whether the bribery risk posed
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by those temporary staff or workers (if any) is adequately dealt with by treating the temporary staff
or workers as its own personnel for training and control purposes, or whether to impose appropriate
controls through the business associate which provides the temporary staff or workers.

A.9 Awareness and training

A.9.1 The intention of the training is to help ensure that relevant personnel understand, as appropriate
to their role in or with the organization, the following:

a) the bribery risks they and their organization face;

b) the anti-bribery policy;
c) the aspects of the anti-bribery management system relevant to their role;

d) pny necessary preventive and reporting actions they need to take in relation-to any bripery risk or
suspected bribery.

A.9.2 The formality and extent of the training depends on the size ofthe organization and|the bribery
riskq faced. It could be conducted as an online module, or by in-person.methods (e.g. classro¢gm sessions,
workshops, roundtable discussions between relevant personnel, @ by one-to-one sessions). [[he method
of the training is less important than the outcome, which is thatall trelevant personnel should|understand
the ipsues referred to in A.9.1.

A.9.3 In-person training is recommended for the¢governing body (if any), and any personnel
(irrespective of their positions or hierarchy within the organization) and business associafes who are
involved in operations and processes with more than a low bribery risk.

A.9.4 If the relevant person(s) assigned th@anti-bribery compliance function does not haye sufficient
related experience, the organization should provide any training necessary for him or her to perform the
anti{bribery compliance function adequately.

A.9.5 The training can take«place as stand-alone anti-bribery training, or can be part of the
orgapization’s overall compliahce and ethics training or induction programme.

A.9.6 The content of thetraining can be adapted to the role of the personnel. Personnel wh¢ do not face
any s$ignificant bribery-risk in their role could receive very simple training on the organization’s policy, so
that|they understafnd the policy, and know what to do if they see a potential violation. Persqnnel whose
role involves a high bribery risk should receive more detailed training.

A.9.7 Thetraining should be repeated as often as necessary so that personnel are up to date with the
organization’s policies and procedures, any developments in relation to their role, and any regulatory
changes)

A.9.8 Applying the training and awareness requirements to business associates identified under the
requirements of 7.3 poses particular challenges because the employees of such business associates
generally do not work directly for the organization, and the organization typically will not have direct
access to such employees for purposes of training. The actual training of employees working for business
associates will normally be conducted by the business associates or by other parties retained for that
purpose. It is important that employees who work for business associates who could pose more than a
low bribery risk to the organization are aware of the issue and receive training reasonably intended to
reduce this risk. The content of 7.3 requires that the organization, at a minimum, identify the business
associates whose employees should be provided anti-bribery training, what the minimum content of such
training should be, and that such training should be conducted. The training itself may be provided by
the business associate, by designated other parties or, if the organization so chooses, by the organization.
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The organization can communicate these obligations to its business associates in a variety of ways,
including as part of contractual arrangements.

A.10Due diligence

A.10.1 The purpose of conducting due diligence on certain transactions, projects, activities, business
associates, or an organization’s personnel is to further evaluate the scope, scale, and nature of the more
than low bribery risks identified as part of the organization’s risk assessment (see 4.5). It also serves the
purpose of acting as an additional, targeted control in the prevention and detection of bribery risk, and
informs the_arganization’s decision on whether to postpone_discontinue or revise those transactions,

projects, orjrelationships with business associates or personnel.

A.10.2 Inre¢lation to projects, transactions and activities, factors that the organization may find useful to

evaluate indlude:

a)

b)
c)
d)
€)
f)
g)
h)
i)

j)

A.10.3 In relation to possible due diligence on business associates:

structufre, nature and complexity (e.g. direct or indirect sale, level of discountycontract award and

tender procedures);

financing and payment arrangements;

scope of the organization’s engagement and available resources;

level of|control and visibility;

businegs associates and other third parties involved (including public officials);
links b¢tween any parties in e) above and public officials;

competence and qualifications of the parties involved;

client’s[reputation;

location;

reportgin the market or in the press:

a) factors|which the organization may find useful to evaluate in relation to a business assofiate

32

include

1y

2)

3)
4)

5)

whether the business associate is a legitimate business entity, as demonstrated by indicators
sudh as corporate registration documents, annual filed accounts, tax identification number,
listing on.a.stock exchange;

whether the business associate has the qualifications, experience and resources needgdd to
conduct the business for which it is being contracted;

whether and to what extent the business associate has an anti-bribery management system;

whether the business associate has a reputation for bribery, fraud, dishonesty or similar
misconduct, or has been investigated, convicted, sanctioned or debarred for bribery or similar
criminal conduct;

the identity of the shareholders (including the ultimate beneficial owner(s)) and top
management of the business associate, and whether they:

i) have a reputation for bribery, fraud, dishonesty or similar misconduct;

ii) have been investigated, convicted, sanctioned or debarred for bribery or similar criminal
conduct;
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iii) have any direct or indirect links to the organization’s customer or client or to a relevant
public official which could lead to bribery (this would include persons who are not public
officials themselves, but who may be directly or indirectly related to public officials,

candidates for public office, etc.);

the structure of the transaction and payment arrangements;

the nature, type and extent of due diligence undertaken will depend on factors such as the ability of

the organization to obtain sufficient information, the cost of obtaining information, and the extent
of the possible bribery risk posed by the relationship;

s should be

d)

1)

)

e

consistent across similar bribery risk levels (high bribery risk business associates in
markets where there is a high risk of bribery are likely to require a significantly higher
Hiligence than lower bribery risk business associates in low bribery risk locations.or m

thao dua A hmwmn nrocaduracimnlamantad by tho arganization on e hicinace accnciat
uuuuuuuuuuuu =8

ToOCC oo T o T prereTeeer T O ST I 2T CT O O Tt D oo e oo oo s otae

Hifferent types of business associates are likely to require different levels of due d
bxample:

from the perspective of the organization’s potential legal and/financial liabilit
associates pose a higher bribery risk to the organizatiem\when they are act
organization’s behalf or for its benefit than when they are providing products or sef
organization. For example, an agent involved in assistiig an organization to obtai

ocations or
level of due
hrkets);

ligence, for

y, business
ing on the
vices to the
h a contract

award could pay a bribe to a manager of the organization’s customer to help the grganization

win the contract, and so could result in the organization being responsible for
corrupt conduct. As a result, the organization’scdue diligence on the agent is lik
comprehensive as possible. On the other hand, a supplier selling equipment or
the organization and which has no involvement with the organization’s custome
officials that are relevant to the organization’s activities is less likely to be able to
on the organization’s behalf or for its benefit, and so the level of due diligence on
could be lower;

the level of influence which the organization has over its business associates alsd
organization’s ability to obtain information directly from those business associatg

the agent’s
bly to be as
material to
s or public
pay a bribe
the supplier

affects the
s as part of

its due diligence. It may bé.relatively easy for an organization to require its agents and joint

venture partners to prdvide extensive information about themselves as part of a d
exercise prior to the erganization committing to work with them, as the organij

e diligence
ation has a

degree of choice pverwith whom it contracts in this situation. However, it may be mjpre difficult

for an organization to require a customer or client to provide information about

themselves

or to fill in due diligence questionnaires. This could be because the organizatio

would not

have suffi¢ient influence over the client or customer to be able to do so (for example where the
organizatjon is involved in a competitive tender to provide services to the customef);

a r}npcfinnnnirp sent to the business associate in which it is asked to answer t

J

2)

3)

4)

5)
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referred to in A.10.3 a);

the duediligence undertaken by the organization on its business associates may [include, for
bxample:

questions

a web-search on the business associate and its shareholders and top management to identify

any bribery-related information;

searching appropriate government,
information;

judicial and international resources for relevant

checking publicly available debarment lists of organizations that are restricted or prohibited
from contracting with public or government entities kept by national or local governments or
multilateral institutions, such as the World Bank;

making enquiries of appropriate other parties about the business associate’s ethical reputation;
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6) appointing other persons or organizations with relevant expertise to assist in the due diligence
process;

f) the business associate can be asked further questions based on the results of the initial due
diligence (e.g. to explain any adverse information).

A.10.4 Due diligence is not a perfect tool. The absence of negative information does not necessarily
mean that the business associate does not pose a bribery risk. Negative information does not necessarily
mean that the business associate poses a bribery risk. However, the results need to be carefully assessed
and a rational judgement made by the organization based on the facts available to it. The overall intent is
that the organization makes reasonable and proportionate enquiries about the business associate, taking
into account the activities that the business associate would undertake and the bribery risk inherent in
these activifies, so as to form a reasonable judgment on the level of bribery risk which the organizatipn is
exposed to if it works with the business associate.

A.10.5 Dug€diligence on personnel is covered in A.8.1.

A.11Financial controls

Financial c¢ntrols are the management systems and processes implemented by the organizatidn to
manage its financial transactions properly and to record these transaetions accurately, completely and
in a timely manner. Depending on the size of the organization and¢transaction, the financial confrols
implementgd by an organization which can reduce the bribery risk'could include, for example:

a) implementing a separation of duties, so that the same person cannot both initiate and apprqve a
paymeit;

enting appropriate tiered levels of authierity for payment approval (so that lqrger
transadtions require more senior management approval);

c) verifying that the payee’s appointment and work or services carried out have been approved by the
organization’s relevant approval mechanisms;

d) requiripg atleast two signatures on‘payment approvals;

e) requiripng the appropriate supporting documentation to be annexed to payment approvals;
f) restricting the use of cash@nd implementing effective cash control methods;

g) requiripng that paymentcategorizations and descriptions in the accounts are accurate and cleaf;
h) implementing periodic management review of significant financial transactions;

i) implementing“periodic and independent financial audits and changing, on a regular basis| the
person jor the organization that carries out the audit.

A.12 Non-financial controls

Non-financial controls are the management systems and processes implemented by the organization
to help it ensure that the procurement, operational, commercial and other non-financial aspects of
its activities are being properly managed. Depending on the size of the organization and transaction,
the procurement, operational, commercial and other non-financial controls implemented by an
organization which can reduce bribery risk could include, for example, the following controls:

a) using approved contractors, sub-contractors, suppliers and consultants that have undergone a pre-
qualification process under which the likelihood of their participating in bribery is assessed; this
process is likely to include due diligence of the type specified in Clause A.10;
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clients or customers) to the organization,

2) whether the services were properly carried out;

3) whether any payments to be made to the business associate are reasonable and pr
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the necessity and legitimacy of the services to be provided by a business associate (excluding

oportionate

with regard to those services. This is particularly important in order to avoid the risk that the
business associate uses part of the payment made to it by the organization to pay a bribe on
behalf of or for the beneflt of the orgamzatlon For example if an agent has been appointed

on award of a contract to the orgamzatlon the organlzatlon needs to be reasonal
that the commission payment is reasonable and proportionate with regarde th
services actually carried out by the agent, taking into account the risk assumed |
in case the contract is not awarded. If a disproportionately large commission or

fee is paid, there is an increased risk that part of it could be impropérly used by

induce a public official or an employee of the organization’s client,to award the
the organization. The organization may also request that its~business associa
documentation that demonstrates that the services have beenppovided;

hwarding contracts, where possible and reasonable, only aftér a fair and, where 3
f'ransparent competitive tender process between at least thrée competitors has taken f

Fequiring at least two persons to evaluate the tenders and approve the award of a contf

mplementing a separation of duties, so that personnel who approve the placement of a
Hifferent from those requesting the placement of'the contract and are from a different
br function from those who manage the contraét or approve work done under the contr

Fequiring the signatures of at least two peérsons on contracts, and on documents which
ferms of a contract or which approve wark undertaken or supplies provided under the

placing a higher level of management oversight on potentially high bribery risk transac

hppropriate people;

providing appropriate,tools and templates to assist personnel (e.g. practical guidan
Hon'ts, approval ladders, checklists, forms, IT workflows).

Further eXamples of controls and guidance are given in ISO 19600.

S

8 Implementation of the anti-bribery management system by controll
anizations and by business associates

kingency fee

ly satisfied
e legitimate
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act;

rontract are
department
act;

change the
fontract;

tions;

protecting the integrity of tenders and other price-sensitive information by restricting access to

e, do’s and

P - ol 1
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A.13.1.1 The reason for the requirement in 8.5 is that both controlled organizations and business
associates can pose a bribery risk to the organization. The types of bribery risk which the organization is

aimi
a)
b)

c)

ng to avoid in these cases are, for example:

a subsidiary of the organization paying a bribe with the result that the organization can be liable;

a joint venture or joint venture partner paying a bribe to win work for a joint venture i
organization participates;

n which the

a procurement manager of a customer or client demanding a bribe from the organization in return

for a contract award;
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d) a client of the organization requiring the organization to appoint a specific sub-contractor or
supplier in circumstances where a manager of the client or public official may benefit personally
from the appointment;

the organization;

f)

manager in return for a contract award.

an agent of the organization paying a bribe to a manager of the organization’s customer on behalf of

a supplier or sub-contractor to the organization paying a bribe to the organization’s procurement

A.13.1.2 If the controlled organization or business associate has implemented anti-bribery controls in

relation to

ose risks, the consequent bribery risk to the organization is normally reduced.

A.13.1.3 This requirementin 8.5 distinguishes between those organizations over which the ¢riganiz:

has control,
control ovel
An organiz3g
majority vo
over anothe
of work wit

A.13.2 Corx

A13.21 It
controls im
controlled o
organizatio
These cont
controlled ¢
with 4.5.

and those over which it does not. For the purposes of this requirement, an organizati

0
another organization if it directly or indirectly controls the management ofthe organiz;ttion.

tion might have control, for example, over a subsidiary, joint venture or-onsortium thr
les on the board, or through a majority shareholding. The organization~does not have co

tion
has

bugh
ntrol

r organization for the purposes of this requirement merely becauseit-places a large ampunt

h that other organization.

itrolled organizations

is reasonable to expect the organization to require.that any other organization whigh it

plements reasonable and proportionate anti-bribery"controls. This could either be by
rganization implementing the same anti-bribery:management system as implemented b
1 itself, or by the controlled organization implementing its own specific anti-bribery contf
'ols should be reasonable and proportiondte with regard to the bribery risks which
rganization faces, taking into account the bribery risk assessment conducted in accord|

A.13.2.2

ere a business associate is controlled by the organization (e.g. a joint venture over W

the organvi%tion has management control), that controlled business associate would fall undej

requireme

sin 8.5.1.

A.13.3 Nom-controlled business associates

A.13.3.1 In
may not neg
anti-bribery

a)

where 1

respect of business associates that are not controlled by the organization, the organiz:

controls.inthe following circumstances:

he business associate poses no or a low risk of bribery; or

b) where

the) business associate poses more than a low bribery risk, but controls that coul

' the
7 the
rols.

the
Qnce

hich
the

tion

d to take th€ 5téps required by 8.5.2 to require implementation by the business associgte of

d be

implemented by the business associate would not help mitigate the relevant risk (there would be no
point in insisting that the business associate implements controls which would not help; however,
in this case, the organization would be expected to take account of this factor in its risk assessment
in order to inform the decision regarding how and whether to proceed with the relationship).

This reflects the reasonableness and proportionality of this document.

A.13.3.2 If the bribery risk assessment (see 4.5) or due diligence (see 8.2) concludes that the non-
controlled business associate poses more than a low risk of bribery, and that anti-bribery controls
implemented by the business associate would help mitigate this bribery risk, the organization should
take the following further steps under 8.5.
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a) The organization determines whether the business associate has in place appropriate anti-bribery
controls which manage the relevant bribery risk. The organization should make this determination
after undertaking appropriate due diligence (see Clause A.10). The organization is trying to verify
that these controls manage the bribery risk relevant to the transaction between the organization
and the business associate. The organization does not need to verify that the business associate has
controls over its wider bribery risks. Note that both the extent of the controls and the steps that
the organization needs to take to verify these controls should be reasonable and proportionate to
the relevant bribery risk. If the organization has determined as far as it reasonably can that the
business associate does have in place appropriate controls, the requirement of 8.5 is addressed in
relation to that business associate. See A.13.3.4 for comments on appropriate types of controls.

b) [f the organization identifies that the business associate does not have in place apprdpriate anti-
pribery controls that manage the relevant bribery risks, or if it is not possible to verify whether it
has these controls in place, the organization undertakes the following further steps.

1) If it is practicable (see A.13.3.3) to do so, the organization requires the\business pssociate to
implement anti-bribery controls (see A.13.3.4) in relation to the relevant transaction, project
or activity.

)  Where it is not practicable (see A.13.3.3) to require the business associate to implement anti-
bribery controls, the organization takes this factor into account when assessing |the bribery
risks that the business associate poses, and the way inayhich the organization m@nages such
risks. This does not mean that the organization canngt go ahead with the reldtionship or
transaction. However, the organization should consider, as part of the bribery risk pssessment,
the likelihood of the business associate being inyvolved in bribery, and the organizgtion should
take the absence of such controls into account:in assessing the overall bribery|risk. If the
organization believes that the bribery risks;posed by this business associate are upacceptably
high, and the bribery risk cannot be reduced by other means (e.g. re-strufturing the
transaction), the provisions of 8.8 will-apply.

A.13.3.3 Whether or not it is practicable for the organization to require a non-controlled business

assofiate to implement controls depends on the circumstances. For example:

a) [t will normally be practicable when the organization has a significant degree of influence over
the business associate. Forsexample, where the organization is appointing an agent fo act on its
pehalf in a transaction, 0% i appointing a sub-contractor with a large scope of work. |n this case,
the organization will normally be able to make implementation of anti-bribery controlg a condition
bf appointment.

b) [t will normallynot be practicable when the organization does not have a significa)t degree of
nfluence overthe business associate, e.g.

1) acliént for a project;

D) Aa'specific sub-contractor or supplier nominated by the client;

3)—ammajorsub-contractororsupplier whemrthe bargaining power of thesupptlierorsub-contractor
is far greater than that of the organization (e.g. when the organization is buying components
from a major supplier on the supplier’s standard terms).

c) It will normally not be practicable when the business associate lacks the resources or expertise to

be able to implement controls.

A.13.3.4 The types of controls required by the organization depend on the circumstances. They should
be reasonable and proportionate to the bribery risk, and at a minimum should include the relevant
bribery risk within their scope. Depending on the nature of the business associate and the nature of the
bribery risk it poses, the organization may, for example, take the following steps.
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