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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

FIX session protocol was written to be independent of any specific communications protocol (e.g. X.25,
async, TCP/IP) or physical medium (e.g. copper, fibre, satellite) chosen for electronic data delivery. It
offers areliable stream where a message is delivered once and in order. The FIX session layer is designed
to survive and resume operation in the event of the loss of transport level connections caused by any
type of failure, including network outage, application failure or computer hardware failures.

The session layer is concerned with the ordered delivery of data while the application level defines
business-related data content. This document focuses on the ordered delivery of data using the “FIX

SesSfoIr protocot -

The [FIX session protocol is implemented using the FIX tagvalue encoding syntax for/th
header, standard trailer and the session level messages which make up the FIX session pj

e standard
otocol. It is

posdible to send messages using other FIX-defined encodings (e.g. FIXML, SBE, JSON, GPB, ASN.1) or

other non-FIX defined encodings (e.g. XML, FpML, ISO 20022 XML, JSON).
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INTERNATIONAL STANDARD ISO 3531-
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Financial services — Financial information eXchange
session layer —

Part 3:
FIX session layer test cases
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4.1

This
was
ont
this

Scope

document provides a set of mandatory and optional conformity tests applicable to all
F1X session layer standard.

Normative references

titutes requirements of this document. For dated referencees, only the edition cited

[EC 11404, Information technology — General-Purpose Datatypes (GPD)

Terms and definitions
he purposes of this document, the terms and definitions given in ISO/IEC 11404 apply.
ind IEC maintain terminological databases for use in standardization at the following a

SO Online browsing platform: available at https://www.iso.org/obp

EC Electropedia: available athttp://www.electropedia.org/

FIX session layentest cases

Applicability.

document was last revised September 20, 2002 at which time FIX version 4.3 with Errat|
the latestwersion of the FIX Protocol. Note that future amendments to this document c
he FIX>website and any version of this document published on a later date takes prec
version of the document. This document is applicable to all supported versions of the

versions of

following documents are referred to in the text in such a way that some or all of their content

hpplies. For

ited references, the latest edition of the referenced document (including any amendmerts) applies.

ddresses:

2 20020930
an be found
bdence over
FIX session

laye

F (472 A A FIXT) exceptwhere explicitlvindicated
\eee L 7 T I 4

4.2

Test cases

These test cases are from the perspective of the FIX system being tested. The FIX system receives the
“condition/stimulus” and is expected to take the appropriate action as defined by “expected behaviour”.

4.3 Buyside-oriented (session initiator) Logon and session initiation test case

4.3.1 Scenario 1B Connect and Send Logon message

Mandatory

© IS0 2022 - All rights reserved
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Condition/stimulus

Expected behaviour

a. Establish transport layer connec-
tion.

Successfully established transport layer connection with peer.

b. Send Logon(35=A) request mes-
sage.

Logon(35=A) acknowledgement message sent by peer.

c. Valid Logon(35=A) acknowledge-
ment message received.

If MsgSeqNum(34) is too high, send ResendRequest(35=2).

d. Invalid Logon(35=A) acknowl- 1. Generate an error condition in test output.
edgement message received.

2. (Optional) Send Reject(35=3) message with RefSeqNum(45)
1dentifying Logon(35=A) message s MsgseqNum(34) and Text(o
referencing error condition.

3. Send Logout(35=5) message with Text(58) referencing error
condition.

4. Disconnect.

e. Receive afly message other thana |1. Logan error “first message not a logon”.
Logon(35=4A) message.

2. (Optional) Send Reject(35=3) message with-RefSeqNum(45)
identifying message’s MsgSeqNum(34)-and Text(58) referencing
error condition.

3. (Optional) Send Logout(35=5) message with Text(58) referenceifg
error condition.

4. Disconnect.

4.4 Sellsjde-oriented (session acceptor) Logonand session initiation test case

4.4.1 Scenario 1S Receive Logon message

Mandatory
Condition/stimulus .@ ’ Expected behaviour

a. Valid Log¢n(35=A) request messagereceived. 1. Respond with Logon(35=A) acknowledgement

message.
2. If MsgSeqNum(34) > NextNumlIn send

ResendRequest(35=2).

b. Logon(35FA) message reeeived with duplicate 1. Generate an error condition in test output.

identity (e.g} same IP, port; SenderComplID(49), Tar- _ _ _

getComp]D(56)' etc.as existing Connection)_ 2. Disconnect without Sendlng a message (Note:

sending a Reject or Logout(35=5) would consum
MsgSeqNum(34)).

c. Logon(35¢A)}message received with unauthenti- [1.

Generate an error condition in test output.

cated/non-configured identity (e.g. invalid Sender-
ComplD(49), invalid TargetCompID(56), invalid 2.
source IP address, etc. vs. system configuration).

Disconnect without sending a message (Note:

MsgSeqNum(34)).

sending a Reject or Logout(35=5) would consume a

© IS0 2022 - All rights reserved
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Condition/stimulus Expected behaviour
d. Invalid Logon(35=A) message. 1. Generate an error condition > in test output.

2. (Optional) Send > Reject(35=3) message > with
RefSeqNum(45) > identifying Logon(35=A) >
message’s MsgSeqNum(34) > with Text(58)
referencing > error condition.

3. Send Logout(35=5) message > with Text(58)
referencing > error condition.

4 Disconnect

4.4.2 Scenario 28S. Receive any message other than a Logon message
Mandatory
Condition/stimulus Expected‘)ﬁaviour
First message received is not a Logon(35=A) message.|1. Logan error “First imeéssage not a logon”

2. Disconnect.

4.5

4.5.1

Mandatory

Test cases applicable to all FIX systems

Scenario 2 Receive Message Standard Header

Condition/stimulus

I

Expected behaviour

a. MpgSeqNum(34) received as expected.

Accept MsgSeqNum(34) for the message.

b. MkgSeqNum(34) higher than expected.

Respond with ResendRequest(35=2) message.

Note: OrigSendingTime(122) should be earli-
er than SendingTime(52) unless the message
is being resent within the same second during
which it was sent.

c. MfgSeqNum(34) lower than expected without |1. Whenever possible it is recommended that FIX engine
PosgDupFlag(43) setto Y. attempt to send a Logout(35=5) message with a text
Excdption: SequenceReset(35=4): message of’ MsgSeqNum too low, expecting X but
received Y”.
2. (Optional) Wait for Logout(35=5) message response
(Note: likely will have inaccurate MsgSeqNum(34)) or
wait 2 seconds, whichever comes first.
3. Disconnect.
4. Generate an error condition in test output.
d. Ggrbled\message received. 1. Consider garbled and ignore message (do n¢t increment
NextNumlIn) and continue accepting messages.
Generate a warning condition in test output.
e. PossDupFlag(43) set to Y; OrigSending- Check to see if MsgSeqNum(34) has already been
Time(122) specified is less than or equal to received.
SendingTime(52) and MsgSeqNum(34) lower
than expected. 2. Ifalready received then ignore the message, otherwise

accept and process the message.

© IS0 2022 - All rights reserved
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Condition/stimulus

Expected behaviour

f. PossDupFlag(43) set to Y; OrigSending-
Time(122) specified is greater than Sending-
Time(52) and MsgSeqNum(34) as expected.

Note: OrigSendingTime(122) should be earli-
er than SendingTime(52) unless the message
is being resent within the same second during
which it was sent.

1. Send Reject(35=3) message with
SessionRejectReason(373) set to 10 (SendingTime
accuracy problem).

2.  Increment NextNumln.

3. Optional:

¢  Send Logout(35=5) message referencing

inaccurate SendingTime(52) value.

(Optional) Wait for Logout(35=5) message
response (Note: likely will have inaccuraté

SendingTime(52)) or wait 2 seconds, whichevef

comes first.

Disconnect.

Generate an error condition in¢est output.

g. PossDupF
Time(122)

Note: Alway
time when t
the present
Flag(43)=Y v

quest(35=2}.

lag(43) setto Y and OrigSending-
ot specified.

s set OrigSendingTime(122) to the
he message was originally sent-not
bendingTime(52) and set PossDup-
vhen responding to a ResendRe-

1. Send Reject(35=3) message with
SessionRejectReason(373) set to 1 (Required tag
missing).

2. Increment NéxtNumlIn.

h. BeginStri
specified in
String(8) onj

hg(8) value received as expected and
testing profile and matches Begin-
outbound messages.

Accept BeginString(8) for the message.

1. BeginStrin
value expec

g(8) value received did not match
ed and specified in testing profile

or does not match BeginString(8) on outbound

messages.

1;* Send Logout(35=5) message referencing incorrect
BeginString(8) value.

2. (Optional) Wait for Logout(35=5) message responsg¢
(Note: likely will have incorrect BeginString(8)) or
LogoutAckThreshold seconds, whichever comes first.

3. Disconnect.

4. Generate an error condition in test output.

wait

j. SenderCon]
ues received

hpID(49) and TargetComplD(56) val-
as expectedand specified in testing

Accept SenderComplD(49) and TargetCompID(56) for th
message.

@

profile.
k. SenderComplD(49) and TargetCompID(56) val- |1. Send Reject(35=3) message with RefTagID(371)
ues received did not match values expected and to identify field with mismatched value, and
specified in testimgprofite: SessionRejectReasont373)setto 9tCompiDprobiem).
2. Increment NextNumln.
3. Send Logout(35=5) message referencing incorrect
SenderComplID(49) or TargetCompID(56) value.
4. (Optional) Wait for Logout(35=5) message response
(Note: likely will have incorrect SenderComplID(49)
or TargetCompID(56)) or wait 2 seconds, whichever
comes first.
5. Disconnect.
6. Generate an error condition in test output.

© IS0 2022 - All rights reserved
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Condition/stimulus Expected behaviour

1. BodyLength(9) value received is correct. Accept BodyLength(9) for the message.

m. BodyLength(9) value received is not correct. |1. Consider garbled and ignore message (do not increment
NextNumlIn) and continue accepting messages.

2. Generate a warning condition in test output.

n. SendingTime(52) value received is specified in |Accept SendingTime(52) for the message.
UTC (Universal Time Coordinated) also known
as GMT) or is not within SendingTimeThreshold
seconds of a synchronized time source.

o. SdndingTime(5Z] value received s either not  |1I. send Reject(35=3) message with
spedified in UTC (Universal Time Coordinated) or SessionRejectReason(373) set to 10 (SendingTime
is ngt GMT) or is not within a within SendingTime- accuracy problem).

Thrdshold seconds of a synchronized time source.
. 2. Increment NextNumlin.
Ratipnale:

3.  Send Logout(35=5) messagéteferencing ingccurate

Verif t lock both sid i d
eril y sys em CIOCKS on no sides are 1n sync an SendingTime(SZ) Value.

that|SendingTime(52) is current time.

4. (Optional) Wait for Legout(35=5) message fesponse
(Note: likely will Have inaccurate SendingTime(52)) or
wait 2 seconds, whichever comes first.

5. Disconneect;

6. Generate'an error condition in test output.

p- MpgType(35) value received is valid (defined in |Accept MisgType(35) for the message.
sped or classified as user-defined).

g- MpgType(35) value received is not valid (de- 1.5'Send Reject(35=3) message with
finefl in spec or classified as user-defined). SessionRejectReason(373) set to 11 (Invalidl MsgType).

2. Increment NextNumlIn.

Generate a warning condition > in test outpjut.

r. M§gType(35) value received is valid:(defined 1. Send BusinessMessageReject(35=j) with
in sgec or classified as user-defined) but not sup- BusinessRejectReason(380) set to 3 (Unsugported
portled or registered in testing profile. Message Type).

2. Increment NextNumlIn.

3. Generate a warning condition in test outpuf.

s. B4ginString(8), BodyLength(9), and Msg- Accept the message.
Typ¢(35) are first three fields of message.

t. BgginString(8), BodyLength(9), and Msg- 1. Consider garbled and ignore message.

Typ¢(35) arenot the first three fields of message.
2. Donotincrement NextNumln.

Y

ral A A
CUTIITOC at CCPTITS TIICS SagtSt

4. Generate a warning condition in test output.

4.5.2 Scenario 3 Receive Message Standard Trailer

Mandatory

Condition/stimulus Expected behaviour

a. Valid CheckSum(10). Accept message

© IS0 2022 - All rights reserved 5
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Condition/stimulus

Expected behaviour

b. Invalid CheckSum(10).

1. Consider garbled and ignore message.
2. Do notincrement NextNumlIn.
3. Continue accepting messages.

4. Generate a warning condition in test
output.

c. Garbled message.

1. Consider garbled and ignore message.

a1l AimY Aoy i N 4Nl L
1 DU ITIUUIIICTI TINICIIU INCTAUVINUIIITTL.
3. Continue accepting messages:

4. Generate a warning condition in teft

have lengthjof 3, or is not delimited by <SOH>.

output.
d. CheckSunp(10) is last field of message, value has length of 3, and | Accept message.
is delimited|by <SOH>.
e. CheckSun)(10) is not the last field of message, value does not 1. Consider garbled and ignore messajge.

2. Do notincrement NextNumlIn.
3. Cortinue accepting messages.

4. “Generate a warning condition in teft
output.

4.5.3 Scenario 4 Send Heartbeat message

Mandatory

Condition/stimulus

N Expected behaviour

-

a. No data s¢nt during preset heartbeat interval
(HeartBtInt[108) field).

Send Heartbeat(35=0) message.

b. TestRequést(35=1) message received.

Send Heartbeat(35=0) messsage with TestRequest(35
message’s TestReqID(112).

Ll
_
—

4.5.4 Scenario 5 Receive Héartbeat message

Mandatory

Condition/stimulus

Expected behaviour

Valid Heartleat(35=0) message.

Accept Heartbeat(35=0) message.

4.5.5 Scenario 6 Send Test Request

Mandatory

Condition/stimulus

Expected behaviour

No data received during preset heartbeat interval
(HeartBtInt(108)) + “some reasonable period of
time” (use 20% of HeartBtInt(108)).

1. Send TestRequest(35=1) message.

2. Track and verify that a Heartbeat(35=0) message
with the same TestReqID(112) is received (may not
be the next message received).

4.5.6 Scenario 7 Receive Reject message

Mandatory

© IS0 2022 - All rights reserved
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Condition/stimulus Expected behaviour
Valid Reject(35=3) message. 1. Increment NextNumln.

2. Continue accepting messages.

4.5.7 Scenario 8 Receive Resend Request message

Mandatory
Condition/stimulus Expected behaviour
Valiff ResendRe- Respond with application layer messages and sequenceReset(35=4)w]th Gap-
quegt(35=2). FillFlag(123)=Y for session layer messages in request range according/fo message
recovery rules.

4.5.8 Scenario 9 Synchronize sequence numbers

Optional

Condition/stimulus Expected I;eliﬁ‘four

Application failure that caused 1. Establish new FIX connection.
loss|of session state.

2. Reset NextNumOut to an arhitrarily large value that is greafer than the
last known NextNumOut value.

3. Reset NextNumlIn valteto 1.
4. Send SequenceReset(35=4) with GapFillFlag(123)=N and
NewSeqNo(36)set to a number arbitrarily larger than the last known

NextNumOQutvalue.

5. Processretransmitted messages and gap fills from peer.

OR

1. Both peers reset their NextNumIn and NextNumOut values|to 1.

2. Startnew FIX session

4.5.9 Scenario-l10'/Receive Sequence Reset (Gap Fill)

Mandatory
A«Y‘Condition/stimulus Expected behaviour
a. Receive SequenceReset(35=4) with GapFill- |Issue ResendRequest(35=2) to fill gap between lastiexpected

Flag(123)=Y message with NewSeqNo(36) > |MsgSeqNum(34) & received MsgSeqNum(34).
MsgSeqNum(34)

and
MsgSeqNum(34) > NextNumIn

b. Receive SequenceReset(35=4) with GapFill- |Set next expected sequence number = NewSeqNo(36).
Flag(123)=Y message with NewSeqNo(36) >
MsgSeqNum(34)

and

MsgSeqNum(34) = NextNumIn

©1S0 2022 - All rights reserved 7
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Condition/stimulus

Expected behaviour

and

and

c. Receive SequenceReset(35=4) with GapFill-
Flag(123)=Y message with NewSeqNo(36) >
MsgSeqNum(34)

MsgSeqNum(34) < NextNumlIn

PossDupFlag(43)=Y.

Ignore message.

d. Receive S

aq1|9nrpRp<Pf(?'§:4) with G:qu'iH-

If panihlr—\ sendal ngnl]f(?qz’-ﬁ) message with text of

Flag(123)=Y]

and
MsgSeqNun
and

without Pos

message with NewSeqNo(36) >

MsgSeqNunj(34)

(34) < NextNumlIn

sDupFlag(43)=Y.

3.

4,

“MsgSeqNum too low, expecting X received Y,” prion'to
disconnecting FIX session.

(Optional) Wait for Logout(35=5) message response
(Note: likely will have inaccurate MsgSegNuni(34)) or wait
2 seconds, whichever comes first.

Disconnect.

Generate an error condition in‘test output.

e. Receive S¢
Flag(123)=Y

quenceReset(35=4) with GapFill-
message with NewSeqNo(36) <=

Send Reject(35=3) message withimessage “attempt to lower
sequence number, invalid valué NewSeqNo(36)=<x>".

MsgSeqNunj(34)
and
MsgSeqNunj(34) = NextNumlIn
4.5.10 Scenario 11 Receive Sequence Reset (Reset)
Mandatory
Condition/stimulus Q\C)v Expected behaviour
a. Receive S¢quenceReset(35=4) with GapFill- 1. Accept the SequenceReset(35=4) message without regprd
Flag(123)=N message with NewSeqNo(36) % to its MsgSeqNum(34).
NextNumlIn
2. Set NextNumlIn to NewSeqNo(36).
b. Receive S¢quenceReset(35=4) with GapFill- |1. Acceptthe SequenceReset(35=4) message without regprd
Flag(123)=N message with NewSegNo(36) = to its MsgSeqNum/(34).
NextNumlIn
2. Generate a warning condition in test output.
c. Receive S¢quenceReset(35=4) with GapFill- |1. Acceptthe SequenceReset(35=4) message without regprd
Flag(123)=N messageWith NewSeqNo(36) < to its MsgSeqNum(34).
NextNumlIn
2. Send Reject(35=3) message with
SessionRejectReason(373) set to 5 (Value is incorrect [out
of range) for this tag)
3. Do NOT change the value of NextNumIn.
4. Generate an error condition in test output.

4.5.11 Scenario 12 Initiate logout process

Mandatory

© IS0 2022 - All rights reserved
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Condition/stimulus

Expected behaviour

Initiate logout. 1.

3. Disconnect.

Send Logout(35=5) message.

2. Wait for counterparty to respond with Logout(35=5) message
LogoutAckThreshold seconds (Note: may not be received if communications
problem exists). If not received, generate a warning condition in test output.

4.5.12 Scenario 13 Receive Logout message

Mandatory
Condition/stimulus Expected behaviour ‘qy .
a. Rgceive valid Logout(35=5) acknowledge- |Disconnect without sending a message.

menlt in response to a Logout(35=5) request.

b. R¢ceive valid Logout(35=5) request mes- |1. Send Logout(35=5) acknowledgement message.
sagd unsolicited.

2.  Wait for counterparty to diseennect up to 10 secpnds. If max
exceeded, disconnect andigénerate an error condition in test
output.

4.5.13 Scenario 14 Receive application or session layer message
Mandatory
Condition/stimulus \\\\ Expected behaviour
a. R¢ceive field identifier (tag number) not de- Send Reject(35=3) message with
finefl in specification. SessionRejectReason(373) set to 0 (Invalid fag
Excé¢ption: undefined tag used is specified in number).
testing profile as user-defined. Increment NextNumin.
Generate an error condition in test output.
b. R¢ceive message with a require@field identifi- Send Reject(35=3) message with
er (thg number) missing. SessionRejectReason(373) set to 1 (Requirgd tag
missing).
Increment NextNumlIn.
Generate an error condition in test output.
c. Rgceive message'with field identifier (tag num- Send Reject(35=3) message with
ber)|which is@defined in the specification but not SessionRejectReason(373) set to 2 (Tag not(defined for
defiped for this message type. this message type).
ption: undefined tag used is specified in test-

Excq

ing profile as user-defined for this message type

Increment NextNumlIn.

Generate an error condition in test output.

ber)

d. Receive message with field identifier (tag num-

specified but no value (e.g. “55=<SOH>" vs.

“55=IBM<SOH>").

Send Reject(35=3) message with

SessionRejectReason(373) set to 4 (Tag specified

without a value).
Increment NextNumlIn.

Generate an error condition in test output.
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Condition/stimulus Expected behaviour
e. Receive message with incorrect value (out of 1. Send Reject(35=3) message with
range or not part of valid list of enumerated val- SessionRejectReason(373) set to 5 (Value is incorrect
ues) for a particular field identifier (tag number). (out of range) for this tag).
Exceptio'n.: un.define_d enumgration Values.used 2. Increment inbound MsgSeqNum(34).
are specified in testing profile as user-defined.
3. Generate an error condition in test output.
f. Receive message with a value in an incorrect 1. Send Reject(35=3) message with
data format (syntax) for a particular field identi- SessionRejectReason(373) set to 6 (Incorrect data
fier (tag number). format for value).
2. Increment NextNumlIn.
3. Generate an error condition in test output.
g. Receive a message in which the following is 1. Send Reject(35=3) message with
not true: Stgndard Header fields appear before SessionRejectReason(373) set to 14 (Tag specified qut
Body fields ywhich appear before Standard Trailer of required order).
fields.
2. Increment NextNumlIn.
3. Generate an error conditieh in test output.
h. Receive ajmessage in which a field identifier 1. Send Reject(35=3) message with
(tag number}) which is not part of a repeating SessionRejectReason(373) set to 13 (Tag appears mjore
group is specified more than once. than once).
2. Increment NextNumln.
3. Generatean error condition in test output.
i. Receive a message with repeating groups in 1. SendReject(35=3) message with
which the “dount” field value for a repeating SessionRejectReason(373) set to 16 (Incorrect
group is incprrect. NumInGroup count for repeating group).
2)" Increment NextNumlIn.
3. Generate an error condition in test output.
j- Receive a message with repeating groups:in 1. Send Reject(35=3) message with
which the oIéer of repeating group fields-does SessionRejectReason(373) set to 15 (Repeating gropip
not match the specification. fields out of order).
2. Increment NextNumlIn
3. Generate an error condition in test output.
k. Receive ajmessage with-a field of a data type 1. Send Reject(35=3) message with
other than “data” which contains one or more SessionRejectReason(373) (Non “data” value includes
embedded 4SOH>.values. field delimiter (<SOH> character)).
2. Increment NextNumln
3. Generate an error condition in test output.
OR
1. Consider garbled and ignore message.
2. Generate an error condition in test output
1. Receive a message when application layer pro- |1. Send BusinessMessageReject(35=j) with
cessing or system is not available (optional). BusinessRejectReason(380) set to 4 (Application not
available).
2. Increment NextNumln.
3. Generate a warning condition in test output.
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Condition/stimulus Expected behaviour

required field is missing.

m. Receive a message in which a conditionally 1. Send BusinessMessageReject(35=j) with
BusinessRejectReason(380) set to 5 (Conditionally

Required Field Missing).
2. Increment NextNumlin.

Generate an error condition in test output.

n. Receive a message in which a field identifier 1. Send Reject(35=3) message with
(tag number) appears in both cleartext and en-
crypted section but has different values. problem).

SessionRejectReason(373) set to 7 (Decryption

2. Increment NextNumlin.

3. Generate an error condition in test output.

4.5.14 Scenario 15 Send application or session layer messages to test normal and abnjormal
behaviour/response
Optional
Condition/stimulus Z, O Expected behaviour

Send more than one message of the same type with header and bodx Message accepted and subsequent
fields ordered differently to verify acceptance. (Exclude those which messages’ MsgSeqNum(34) are ac-
have restrictions regarding order.) cepted.
4.5.15 Scenario 16 Queue outgoing messages
Mardatory

Condition/stimulus N R\ Expected behaviour
a. Mpssage to send/queue while | Queue outgoing messages. Note there are two valid approaches:

disc

bnnected.

1. « Queue without regard to MsgSeqNum(34).
a. Store data for messages
2. Queue each message with the next MsgSeqNum(34) value.

b. Store data for messages in such a manner as to use and “c
the next MsgSeqNum(34).

Note: SendingTime(52) must contain the time the message is sent,
the message was queued.

onsume”

not the time
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