INTERNATIONAL ISO
STANDARD 3531-2

First edition
2022-04

Financial services — Financial
information eXchange session layer —

Part 2:
FIX session layer

Reference number
1SO 3531-2:2022(E)

© IS0 2022


https://standardsiso.com/api/?name=5893283f40f84782292f8f47bd15fbae

ISO 3531-2:2022(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2022

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org

Published in Switzerland

ii © 1S0 2022 - All rights reserved


https://standardsiso.com/api/?name=5893283f40f84782292f8f47bd15fbae

ISO 3531-2:2022(E)

Table of Contents

0 Q1) o vi
00 Q0L U 0 () vii
T o0 1
2 NOrmative referencCes ....—————————— 1
3 Terms and defiNitiONs ... ——————————————————————— 1
L 0 D T T T ) 4
T =5 4 ) =Y TP SP PPN oo 1) ISP 4
42 SEQUENCE NUINDETS ..curvereererreereisersessssssssssssssssssssssss s ssssssssssssss s sssssssssssssssssssssssssssssssssssssssssesesions bfons onessnssssssssnens 5
43 Identifying the FIX SESSIOMN...urerereeserseesseeseessessesseseessesssessessesssssssssessessesssessssssessatesbgmsesses sessesssessessnees 6
4.3.1  GENETAL oottt es s s st st s 6
4.3.2 The FIX $€SSiON Profile ... effaes Sussssssssssssssses feasessesnessessens 6
4.3.3 Identification of FIX S€SSION PEEIS....mmmimisnssssssssspa o seessesessssssssessssses rasesssssessssnnns 6
4.3.4 Validation of SeNdingTime(52) ...ccorenreneererreeseereesereessseseesse gy ossssessessessssssssssssessesesssessesseenns 7
4.3.5 Additional fields available for peer identification ... ——. 7
414 Establishing a FIX CONNECTION ..c.ooceeereereeeeereeseeseesesseesseeseessesseesforssSsessessessessssssessesssessesssessssses resssessssnsesnees 7
4.4.1 Transportlayer reqUIrEMENTS......cooenrerneereeseesserseessegsees fsdbonsessessessessesssessessessssssessesssessfeusesssessesseenns 7
4.4.2 Using the TestMessagelndicator(464) to explicitlyidentify testing ......c.cooveeeeeferenrcnennnee. 8
4.4.3 Application l1ayer encryption ... onemneeneesessesseseessessessessesssssssssssssesseasessssssesseenns 8
4.4.4 Heartbeat INTEIVAl ... i sssss st sss s s s ssss s s e esssssssssesnns 8
4.4.5 Heartbeat interval determination. ... i sessse s fesseeseessesseenns 8
4.4.6 Maximum MEeSSAZE SIZE ...y s s 9
4.4.7 Specifying application VEISION ...l neeeeeseesesseesesseesessessesssssssssesssessssssessssssssssssessfesssssessssseens 9
4.4.8 Specifying supported MeSSage LY PES .. .oierirrrererneesseesessessessessessssssessssssesssssssssssssssssss |ersssssessseanes 10
4.49 Identification of application system and FIX session processor .........nefeeneeneennenn. 10
4.4.10 Responding to a request to establish a FIX SeSSion ... e, 10
4.4.11 Initial synchronization of messages in a FIX connection ........oeneenseneenneneefreenecneeneenn. 13
4.4.12 Synchronization after SUCCESSTUL IOZON ... e 13
415 Extended features for FIX session and FIX connection initiation........oeonneeneeneeseessdeseessenseennens 17
4.5.1 Using NextExpectedMsgSeqNum(789) to synchronize a FIX session......coeeefereenecennenn. 17
4.5.2 Using ResetSegNumFlag(141) to reset FIX session for 24 h connectivity ...........feeeeeceneenn. 19
4.5.3 Using ResetSeqgNumFlag(141) to reset FIX session during FIX connection establishment
19
4.5.4 Using initiator state to restore acceptor SESSION STALE .......ccovreeereenrerrernserreenseereessesses e 19
46 Message exchange during a FIX CONNECHION ...ccveereeneeureeeceneeneeseesesseessesesssessesssesseessssssessesssesssfresssesssesseens 20
4.6.1 FIX'connection keep alive (heartbeat) ... eonenenecneennesensesseeseeseesessessesssssseefrsessesseenees 21
4.6.2 GATbled MeESSAZE PIrOCESSING ..ovuierireerreereesrereesseeeessesseesse s s sses s et s st sssae e sesssessesnees 21
4.6.3 MiSSING SEQUENCE NUIMIDET .....couierierieeeereereessetseesessenssss s ssssssssssssesssssssssssessssssssssssssas e sesssessssnsees 21
4.64" Rejecting iNValid MESSAZES ...creereerereereereesserseesesseesses s sssssssssssssssssssssssssssssssssesssessssssssssssosssssessssnees 21
46.5 Test REQUEST PrOCESSING ...ciireerirrerreeseeseesesseesesssesses s ssssssssssssessssssssssssssssssssssssssssosssssessssaees 22
4|7-OFIX connection terMiNatiON.. . ssesssssesssssssssssssssssssssssssssss s ssssssssssnss 23
4.7.1 NOTrmal loGOUL PrOCESSING ..coveureereerirreesreeseeretseessetseessee s st s naees 24
4.7.2 Logout without acknowledgement from PEET ........ooereereenerneeneeseesseeseesseseesseesss s ssessseanes 25
4.7.3 Logout with retransmission of MiSSed MESSAZES......cccuuurrrreererneerrerreesreessessereesseesessessesssssessssanes 26
4.7.4 When to terminate a FIX connection by terminating the transport layer connection
instead of sending @ LOZOUL(35 = 5) et ssss st s ssssssssnas 27
4.8 Extended features for FIX connection Termination ... ceeneensensssesssssesseesesssesssssssssssssessessees 27
4.8.1 Using NextExpectedMsgSeqNum(789) when terminating FIX connection due to invalid
MSESEOINUITI(34) ..veereueereenreeseesseseesseeseessessesssesses s ses s e ess e s e a e SRR e a e ARt bbb 27
4.9 MESSAZE TECOVETY weereureurerressesressessessessessessessessssssssesssssessssssssssssssssssssssssssssssessessessessessessessessessessessessessesssssessssssssssssssssane 28
4.9.1 Ordered MESSAZE PIrOCESSING ..o cuiereereerresreruresseessseseessessesssesseessessssssssessss s s s sssessesssessssasessasssessssasessees 28
4.9.2 Request retranSmiSSiON Of MESSAZES. ...vunwuureneurerrmerrersseseesessesssesss e sssssssssesssessssssessssssssssssessssssssnes 28
4.9.3 Responding to a ResendRequest(35 = 2) MESSAZE ...vvureererreererreemrerreesserseessessessesssesssssesssesssssesans 31
© IS0 2022 - All rights reserved iii


https://standardsiso.com/api/?name=5893283f40f84782292f8f47bd15fbae

ISO 3531-2:2022(E)

iv

4.9.4 POSSIDIE AUPIICALES .vvrrrerreserrsisersese s s s bbb s e 32
T TR T € 1o 15 1 o) of oLy PP 32
4.9.6  SEQUEIICE TESEL ..curuiueerreureer s ses e ses s s sess st e st s s s s ss s s R s Rt s bbbt s s et 34
4.9.7 Processing inbound possible duplicate messages (PossDup(43) set to “Y") .coeereerseenees 35
4.9.8 Processing gaps when receiving FIX session layer mesSages ......oueeneeneesneesneesnsessesanees 35
4.10 Resending an unacknowledged application MESSAZE .......cvweereeereeermermeemersseesseesseessessssssssesssessessssssssssssesnns 36
4.10.1 The difference between application layer resend and session layer retransmission......37
4.11 FIX SeSSION StAte MAtIIX s bbb bbb bbb 38
4.11.1 FIX logon process state transition diagram .....c.ccoceeeeeereensesseesesseesessesessessssssssssessesssessesssesssssnes 40
4.11.2 FIX logout process state transition diagram........ccoceeerernrerseeserneesessessessessseesssssessssssesseesssssseenes 41
FIX sessjen-proefiles s e e e e e e e R 42
5.1  FIXL4.2 SESSION PIrOfile.. et isessssss st sssesssssssssesssssssssssssssssssssssssssssanesses s i 42
5.1]1 Profile identifiCation ......ceienereeeeseisseseeecsseessessessesssssss s ssssssessssssssesssssssssesessssssse gt hasdhecsees 42
5.1]2 Application version identifiCation ... ssesssssss s esesseanes 42
5.2 FIXH SESSION PIOfile .ottt sssssssesesssssssssesssnsssssesssssssssssssssssssssss Bae fesonsssesnsesseens .
5.2]1 Profile identification
5.2]2 Application version identifiCation ... e e esseesseans 43
5.3 FIXIT SESSION PIOfile ..ccuieceriereereireeeereeneiseiseeseiseesseesssssesesssssssesssssssssssssssssssssssssessslesshesssssssesessssessssssesssesseens 43
5.3]1 Profile identifiCation .....eeeeeneeseiseeseeecssesssessessessssssssesssessssseess B raadhessesesssessssssessssassessssesses 43
5.3]2 Multiple application version support over a single FIXT SESSI0MN .....cveurrereereererneesseerecsreeneenns .43
5.3|3 Session default application version identification ... 43
5.3]14 Message type default application VEISION ... dereeneemneeseessesseesssssesssssssesssssssssssseenss 44
5.3]5 Explicit application Version Per MESSAZE ......cowwrrnrereriges Ksrersersmeseessessesssessssssesssssssssssssssssssssssssnss 44
5.3]6  USe Of EXLENSION PACKS ...cuieuriereereieeereerecereiecaeieceseeses s Bt e st sssessessse s ssss s s sseaes 44
5.3]7 Use of a custom appliCation VEISION ......ccreereengriesteseeseesessessesssssssssesssesssssssssssssssssssssssssssessssanes 45
5.4 Lightweight FIXT (LFIXT S€SSiON Profile) ..ol ettt ssseesssssessessssssssssssesse e ssssasees 45
5.4|1 Profile identifiCation ...t eessessessessssssessesssessssssesssssssssessse s ssss s sssassessssssses 46
5.4]2 Application version identifiCation ........ielli et 46
5.4|3 LFIXT transport layer reqUITrEMENTES. ... e eeecereeeeseeseeseessessesssessessssssesssesssssssssesssessssassessssssses 46
5.4|4 LFIXT compatible mode
5.4|5 LFIXT SUCCINCE INOME ...cuueueereenree e fitirmeeeseessessesssessesssessssssessssssssssssessssssesesssssssssessssssssasesssssssssesasessssanees .
5.4{6 LFIXT and FIXT operating m@de interoperability ... neesseesnsersenssesssessseeseesnns 47
5.4|7 Validation of message SEQUENCE NUIMDETS.........ouurereureereeseesserseesseesesssesssssseesssssssssssesssssssssssssanes 48
5.4|8 APPliCaAtion [ayer TECOVEEY N cu i rieriereeeenretseeressesssesseesses s bsssssesssssse s ssss b ses s bsse s bbb s bbb nes 48
5.4{9 LFIXT initiator connects)to LFIXT aCCEPLOT ..cmerereemreesseesseerseessesssensseesseeseessessesssesssesssessseesans 48
5.4]10 FIXT initiator connects to LFIXT acceptor (compatible mode) ......ccocoreneeereeneererneenseeneeereenn. .50
5.4|11 Receipt of ResendRequest(35 = 2) message from a FIXT peer......oneeneneeseenseeneenn. .53
5.4|12 Processing inValid MESSAZES ....cccuurrerrereereereieesseeseessessesssesssssesssssessssss st sassss s sasss s ssssasessees .55
FIX MESBAZE FOULIIG, iuturursiesesssssssssssssssssssssssssssssssssssss s ssasssss s s asass s s S 55
6.1 Mepsage routingdetails — one firm-to-one firm (PoiNt-to-Point) .....cocoeereeereeeseerneerssersseesseesseeeseeens .55
6.2 Mefpsage routing details - third party message routing ........coomennerneeneensenernsesnseseesesssessesssesseesees .55
Transmijttingalternatively encoded messages over a FIX S€SSiON ... 56
7.1  UsS@ Of AttACHIMENT SIOUP ..eieureuriireeeenreeseearetseesseseesseeseessebesesssbsss s s s s bt s e s bbb .57
000111 0100 1 L) 1 1L, .57
£S 700 S N v=Tod )2 0 =) o L€ o JF0T0 PP PP 57
8.2  AttaChmeNntKEeYWOTAGIP .ocrienernnisersssseissssne st ssssssssss s sssssssssssss s sssssssssssssssssessssssessassssssnsns 58
S TS T & [0} o) o J0 PSSO 58
B4 MG TYPEGTP . cuuieueeueeseeeseesseessse s sssesssese s ssse e s s s bR SRR R R R R 59
8.5 StANAATAHEAAET ...ceeeereereeeeieeteet et ees et ee s s bbb s R R R R R b 59
8.6 SEANAATATIAILET c.oueeeeerrereeeeeseeseet et seresees s es b ees s bR bR RS R R bbb 61
1 T ¥ LT 61
0.1 HearthDOat INESSAZE ... e reuureureereeurereesseeeessesseessebeesseessss s s s Esse s ses s bR as e R s R AR s bbb s e 61
0.2 TEStREQUEST IMESSAZE.....cueureueereuerrersessessessessessessessssssssssssssssssssesssssessessessessessessessessessessessessessessessessessessssesssssessnsnsas 62
0.3 RESENAREQUESE IMESSAGE ....euvcereueereenrerreesseieessesssesse s sssessessses s sessessessse s s s e s bbb bbb banees 62
© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=5893283f40f84782292f8f47bd15fbae

ISO 3531-2:2022(E)

9.4
9.5
9.6

Reject message
SequenceReset message
Logout message
9.7 Logon message
9.8 XMLnonFIX message

10Fields

11Code sets
11.1 ApplLevelRecoverylndicatorCodeSet

T11.2 APPIVETIDCOAESEL.....ceeeeeeereereeereeseesseteesseeseessesssessessss s s bbb s a st s

—_

3 AttachmentEncodingTypeCodeSet

1.4 EncryptMethodCodeSet
1.5 GapFillFlagCodeSet
1.6 MsgDirectionCodeSet
1.7 MSGTYPECOAESEL ..uceieecereeeeeeieeeeeete et a s s s s st st g Aot
1.8 PossDupFlagCodeSet
1.9 PossResendCodeSet
1.10
1.11
1.12
1.13

Bibljography

ResetSeqNumFlagCodeSet
SessionRejectReasonCodeSet
SessionStatusCodeSet
TestMessagelndicatorCodeSet

O S G e ey

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=5893283f40f84782292f8f47bd15fbae

ISO 3531-2:

2022(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national
standards bodies (ISO member bodies). The work of preparing International Standards is normally
carried out through ISO technical committees. Each member body interested in a subject for which a
technical committee has been established has the right to be represented on that committee.
International organizations, governmental and non-governmental, in liaison with ISO, also take part in
the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all

matters of

lectrotechnical standardization.
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Introduction

FIX session protocol was written to be independent of any specific communications protocol (e.g. X.25,
async, TCP/IP) or physical medium (e.g. copper, fibre, satellite) chosen for electronic data delivery. It
offers a reliable stream where a message is delivered once and in order. The FIX session layer is
designed to survive and resume operation in the event of the loss of transport level connections caused
by any type of failure, including network outage, application failure or computer hardware failures.

The session layer is concerned with the ordered delivery of data while the application level defines
business-related data content. This document focuses on the ordered delivery of data using the “FIX

Sess

The

head
poss
SBE,

The
for 6
trad
trad
ared

on protocol”.

er, standard trailer and the session level messages which make up the FIX session pi

ng venues, clearing houses, custodians, depositories, asset sefvicers and others invd

© IS0 2022 - All rights reserved

FIX session protocol is implemented using the FIX tagvalue encoding syntax for’the standard

otocol. It is

ible to send messages using other encodings, such as the other FIX-definedrencodings [e.g. FIXML,
JSON, GPB, ASN.1) or non-FIX-defined encodings (e.g. XML, FpML, ISO 20022 XML, JSON)).

Financial Information eXchange session layer is used to provide reliable and recoverabl¢ messaging
lectronic trading. The protocol is intended for use by asset managers, trading firms, prokerages,

Ived in the

ng life cycle activities of a wide range of financial instruments, The FIX session layer functionality is
lization of the ISO/IEC 7498-1 Open System Interconnectioh basic reference model levlel 5 session
layer.
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Financial services — Financial information eXchange
session layer —

Part 2:
FIX session layer

1 Bcope

This|document provides the normative specification of the FIX session layer standard and its session
profjles.

2 Normative references

There are no normative references in this document.

3 [Ferms and definitions

3.1
session layer message
mesgage carried over the FIX session that is integral to the operation of the FIX session

3.2
application message
mesgage that is carried over a FIX session;to accomplish some business purpose

Note|1 to entry: Examples of a business purpose include an order to buy or sell a financial instrument, reporting
marKet data or reporting an execution‘of a trade.

3.3
mespsage type
identifier (code) thatrdefines the type of message being sent

Note|1 to entry: The hessage type for the FIX session is a case-sensitive string encoded in the MsgTyple(35) field.

34
vali¢g FIX message
sessfon or application message that is a tagvalue encoded string of octets that is propg¢rly formed
according to the FIX tagvalue encoding specification

3.5
FIX session processor
combination of computer hardware, firmware and software that implements the FIX session layer

Note 1 to entry: Commonly referred to as a FIX Engine.

3.6

initiator

FIX session processor that establishes the transport layer connection and initiates the session via
transmission of the initial Logon(35=A) message

© IS0 2022 - All rights reserved 1
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3.7
acceptor

:2022(E)

FIX session processor that is able to establish a transport layer connection and receive Logon(35=A)
requests from FIX session initiators to start or resume a FIX session

3.8

rules of engagement
specification, usually provided in document form, that describes a specific use of FIX

Note 1 to entry: Often referred to as a FIX service offering. FIX Orchestra is a standard that may be used to specify
machine-readable rules of engagement.

3.9
peer
FIX session

Note 1 to enf
acceptor are

3.10
counterpar
firm, legal ¢
endeavour

3.11

NextNumln

Each FIX s¢
receive fror
span multi
compared t

3.12

NextNumO
Each FIX se
will send to

3.13
retransmis

resending of a message that'was previously sent in order to resynchronize the FIX session

Note 1 to enf]

3.14
resend

processor being communicated with over a FIX session

peers.

ty

ssion processor must keep track of the next.message sequence number it is expectir
h its peer to guarantee ordered delivery of .messages over the life of a FIX session that
ple FIX connections. The next expected incoming sequence number (NextNumly
b the value in the MsgSeqNum(34) field'in each message received from the peer.

ut

its peer over a FIX connection.

sion

ry: A retransmitted message uses the original MsgSeqNum(34) value with PossDupFlag(43)=Y.

ry: The peer of the initiator is the acceptor. The peer of the acceptor is the initiator~ The initiatof

and

ntity or individual agreeing to use the FIX session layer to~conduct some form of business

1g to
may
1) is

ssion processor must keep track of the next outbound sequence number (NextNumOut) it

application message being resent by an application layer because it has not received an application

layer ackno

wledgement for the message

Note 1 to entry: A resend may only be initiated by the application layer, not the session layer. The determination
of whether the message was previously received is the responsibility of the application layer, not the session layer.

3.15
gap fill

process to resolve gaps in message sequence numbers within a FIX session

© IS0 2022 - All rights reserved
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3.16

application version

The FIX session layer provides fields to communicate versions of the application layer messages. The
FIX Trading Community defines standard application versions.

3.17
extension pack
approved addition to the FIX standard

Note 1 to entry: The granularity of an extension pack may vary widely from a single enumeration value addition to
the definition of entire new categories of messages. Extension packs are identified by a sequential integer number
and must be applied in order. An extension pack is considered available for use if it has been ?proved and

publjshed by the FIX Global Technical Committee. Extension packs are created on an as-neededhasis and are
genefally driven by community requests. An extension pack is cumulative, in that the artefacts (Qrchestra file,
FIXirhate) include all previous extension packs. When an extension pack is published, it becomes the FIX Latest
version of FIX.

31

sessjion profile
extehsion or restriction on the use of the standard session layer messages that can be used fo represent
context of usage

Note|1 to entry: FIX4, FIXT, and LFIXT are the current FIX session profiles.

3.19
ConipID
alphpnumeric identifier for the entity associated with*a FIX session

Note|1 to entry: As this is likely a financial markets\participant company, the name was viewed colloquially as a
company identifier abbreviated as a ComplID.

3.20
SublD
subiflentifier optionally available te identify a subentity within a CompID

Note|1 to entry: The SubID may_be used to identify a specific trader or a subunit of a business entitly. The use of
SublDs is at the discretion. of the counterparties. Certain regulatory regimes globally require the usg¢ of SubID to
identify specific traders.

3.21
LocationID
location identifier providing additional location information either geographical or within a trading
desK on.a trading floor

N t 1 & . Land) £1 4 INe 441 nH 43 £ % e
oteTTto Clll.ly. I'IIT UST Ul LULAUIULITDS 15 alt UIT UISUITULIUIT UT U1IT CUUIILTT Pdl LITS.

3.22

transport layer connection

A FIX session relies on a transport layer to provide for ordered delivery of messages and message
recovery during the life of the transport layer connection. The FIX session does not require a specific
transport layer, although TCP/IP is widely used and is a de facto standard transport layer for FIX
sessions. TCP/IP provides an ordered reliable delivery of a stream of bytes during the life of the TCP
connection. The FIX session processor reads this stream identifying FIX message boundaries.

© IS0 2022 - All rights reserved 3
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in-band communication
transmission of control information or metadata about the application layer or session layer in

application

and session FIX message types over the FIX session

Note 1 to entry: Sending the HeartBtInt(108) field in the Logon(35=A) message is an example of in-band

transmission of control information. Providing version information about a FIX service in the
CstmApplVerID(1129) on the Logon(35=A) message is another example.

3.24

out-of-band communication

exchange of control information or metadata about a FIX session via a separate communicdtion
mechanism|than the FIX session

Note 1 to eptry: Providing the TestRequestThreshold in a rules of engagement document is ‘an‘example of
exchanging ipformation out-of-band. Providing version information about a FIX service on a website or in a fules
of engagement document is another example of out-of-band communication. Providing accéss-to a specifichtion
online via a yebsite or web service would be another example of out-of-band communication. Even though this is
electronic communication, it is not being done over the FIX session to which that information applies.

3.25

TestRequestThreshold

amount of tjme expressed as a multiplier of the heart beat interval before a TestRequest(35=1) message

is sent to the peer when the heartbeat interval has been exceeded without receiving a message from the

peer

Note 1 to enf]

ry: This value may be specified out-of-band in a rules of engagement.

3.26

SendingTimeThreshold

amount of time expressed in seconds in which:-the SendingTime(52) value in an inbound message
differs from| the system time available to thereceiving FIX session processor

Note 1 to entry: This value may be specified.out-of-band in a rules of engagement.

3.27

LogoutAck[Threshold

amount of time expressed in-seconds that a FIX session processor that has transmitted a Logout(3p=5)
request will wait for th€ Togout(35=5) acknowledgement before terminating the transport layer
connection

Note 1 to ent

4 FIXse

ry: This;value may be specified out-of-band in a rules of engagement.

ssion

4.1 General

A FIX session is a bidirectional stream of ordered messages between two peers within a continuous
sequence number series beginning with 1. A single FIX session can exist across multiple sequential (not
concurrent) FIX connections, which means that peers may intentionally or unintentionally connect and
disconnect multiple times while maintaining a single FIX session. The FIX session can be thought of as a
bidirectional durable session sharing characteristics of the guaranteed delivery and durable subscriber
enterprise integration architecture patterns.

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=5893283f40f84782292f8f47bd15fbae

ISO 3531-2:2022(E)

A FIX connection consists of three parts: logon process, message exchange (inclusive of
resynchronization of state) and possible logout process over a transport layer connection. A FIX
connection may be concluded by the unrecoverable loss of the transport layer, a system failure or an

application failure.

FIX session
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that state changes|
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Figure 1 — Conceptual view of FIX session layer

Connpecting parties shall bilaterally agree upon the time the FIX session is started and the duration of a

FIX
trad
cour

The
laye

4.2

All
Msg

A FI]

session.! A FIX session is often_configured to correspond to a certain period of timg
ng day, calendar day or a trading session. A FIX session may extend beyond multiple

terparty agreement.

FIX session is based on-an-optimistic model. Normal delivery of data are assumed (i.¢

- acknowledgement of\individual messages) with errors in delivery identified by messa
numer gaps.

Sequence numbers

nessages~sent over a FIX session shall be identified by a unique sequence nunj

beqNum{34) field.

K séssion shall start with a next expected outgoing sequence number (NextNumOut) of

expe

cted incoming sequence number (NextNumIn) of 1

e, such as a
periods by

. no session
be sequence

\ber in the

| and a next

A FIX session processor must maintain the NextNumOut and NextNumIn for the entire FIX session.

A FIX session processor shall persist the NextNumOut and NextNumlIn in order to support FIX session
recovery across multiple FIX connections.

Resetting NextNumOut to 1 and NextNumlIn to 1, for whatever reason, shall constitute the beginning of
a new FIX session.

FIX session layer and application layer messages shall share the same sequence number space.

1 Firms may document the session layer configuration using the FIX Orchestra interface specification.
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Each FIX session layer and application layer message sent consumes the next outbound sequence
number, incrementing NextNumOut by 1.

Each FIX session layer and application layer message received consumes the next inbound sequence
number, incrementing NextNumlIn by 1.

A FIX session must  always have peerl.NextNumliln < =peer2.NextNumOut  and
peer2.NextNumlIn < = peer1l.NextNumOut to be considered in a valid and recoverable state.

4.3 Identifying the FIX session

4.3.1 General

A FIX sessign is identified by the unique combination of BeginString(8) + initiator CompID + acceptor
ComplD.

4.3.2 The HIX session profile

BeginString|(8) shall be used to identify the FIX session profile or version of FIX.
These FIX session profiles are defined within this specification.

Table 1 — The FIX session profiles

FIX sessiop . . .
profile BeginString(8) Description

FIX.4.2 FIX.4.2 The FIX session profile for use with the FI1X.4.2 application layer.

FIX4 FIX.4.4 The FIX session profile backwardi¢ompatible with FIX.4.4 recommended
when counterparties will only be using a single application version during
the FIX session, such as FLX-Latest.

FIXT FIXT.1.1 The FIX session profile that must be used when mixing multiple applicatign
versions over the same FIX session. May be used with a single application
version of FIX suchas FIX Latest.

LFIXT FIXT.1.1 Lightweight'FIXT restricted session layer message recovery? to simplify the
protocolwhile maintaining compatibility with FIXT when using LFIXT
compatible model of operation.

FIX session facceptor may be configuréd to support multiple FIX session profiles (or FIX versions pripr to
FIX.4.4) ovdr the same transportlayer with only one FIX session profile (or FIX version prior to FIX.4.4)
being used per FIX session.

The FIX sespion acceptorshould use the incoming Logon(35 = A) request BeginString(8) to identify the
FIX session profile or FiX'version being requested by the initiator.

4.3.3 Identjfication.of FIX session peers

FIX relies op@lphanumeric strings known as ComplIDs to identify the initiator and the acceptor of FIX
messages.

Counterparties must agree to their respective ComplID values, which act as an identifier for the peer.

Each message sent over a FIX session layer must contain the sending entity in SenderCompID(49) and
the receiving (destination) entity in TargetCompID(56). This requirement applies to both session layer
and application layer messages.

2 The LFIXT session profile uses the same BeginString(8) value as the FIXT session profile. The use of LFIXT and its mode of
operation must be agreed upon out-of-band by counterparty agreement.
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FIX service processors must validate the SenderCompID(49) and TargetCompID(56) of each message
and ensure that it is identical to the values present in the FIX connection Logon(35 = A) message. A
discrepancy in the SenderComplID(49)+TargetCompID(56) pair should result in the termination of the
FIX connection by sending a Logout(35 = A) message using the Text(58) field to indicate the error,
followed by termination of the transport layer connection.

4.3.4 Validation of SendingTime(52)

SendingTime(52) must be set to the time the message is transmitted by the FIX session processor, not
the time the message was queued for transmission.

SendingTime(52) must be in UTC (Universal Time Coordinated).

SendingTime(52) should be within the reasonable time of a synchronized time source ©of tl|1e receiving

FIX
usin

latenicy applications up to several minutes for certain order routing applications.

The
rule

session processor. This SendingTimeThreshold is highly dependent upon the type of
b the FIX session layer. The Sending TimeThreshold may be as low as seconds for‘high Y

Sending TimeThreshold may be defined and communicated to counterpanties out-of-ban
5 of engagement.

application
yolume, low

l within the

The |receiving peer shall transmit a Reject(35 = 3) message with SessionRejectReason(373) set to 10
(SenldingTime Accuracy Problem) followed by a Logout(35 = 5) request when the Sending[lime(52) is
not yithin a specified tolerance of a synchronized clock.

4.3.5 Additional fields available for peer identification

The [FIX session layer provides additional fields which may be used to further identify recipjents within
the flespective counterparties.

Eacl counterparty may provide a subidentifier;;(SenderSubID(50) and TargetSubID(57)) known as
SublD.

EacH counterparty may provide.; & location identifier (SenderLocationID([l42) and
TargetLocationID(143)) known as LocationID.

The BubID and LocationID may vary across messages across the same FIX session.

The founterparties must agreeupon the context and semantics of the SubID and LocationID ff used.

4.4

Esta
con
synd

The
4.4,

Establishing a FIX connection
blishing a FIX «connection involves three distinct operations: creation of a tran

hronization. (initialization).
nitiatorsshall establish a transport layer connection with the acceptor to establish a FIX

| Transport layer requirements

sport layer

ection, accepfance with optional authentication of the initiator by the acceptor apd message

connection.

FIX session layer requires that the transport layer provides ordered and lossless message delivery and
full duplex operation for the life of the transport layer connection.

FIX implementations that use the TCP/IP protocol as the transport layer must use the FIX-over-TLS
(FIXS) specification which specifies the use of Transport Layer Security (TLS) with the FIX session layer
to provide transport layer encryption.

The initiator shall send a Logon(35 = A) request message to initiate a FIX connection.

The Logon(35=A) request message must always be the first message transmitted over a FIX
connection. If the acceptor receives anything other than a valid Logon(35 = A) request message, an
error should be logged and the transport layer connection terminated without Logout(35 =5)
processing.
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4.4.2 Using the TestMessagelndicator(464) to explicitly identify testing

Counterparties should populate the TestMessagelndicator(464) field with “Y” in the Logon(35=A)
request and acknowledgement when testing.

FIX counterparties should validate that the TestMessagelndicator(464) field corresponds to the
environment.

If the TestMessagelndicator(464) with value “Y” is present in a Logon(35 = A) message indicating a test
session and the environment is not a test environment, the peer should transmit a Logout(35 =5)
message with the Text(58) indicating that the TestMessagelndicator(464) was set to “Y” and the
environment is a production environment. Certain venues support sending test messages within the

production
production

If the TestN\
production
Logout(35 1
and the eny

Failure to ¥
financial lo{

4.4.3 Application layer encryption

The use of

environment. Counterparties should communicate how testing is conducted within
environment to prevent test messages from being accepted as production messages.

the

lessagelndicator(464) with value “N” is present in a Logon(35 = A) message)indicating a

session and the environment is a test environment, the peer should transm
5) message with the Text(58) indicating that the TestMessagelndicator(464) was set t
jronment is a test environment.

ralidate the TestMessagelndicator(464) against the environment-may potentially led
ses.

hpplication layer message encryption has been discouraged since the FIX.4.3 version o

FIX protocol.

EncyptionMethod(98) must be present in the Logon(35 = A). message and set to “0” when applic3
layer encryption is not in use.

Firms may i
4.4.4 Heart

The HeartB
messages d
The HeartB
The HeartB
The initiato
The HeartB

Each FIX s¢
upon receip

4.4.5 Heart

plement application layer encryption by-counterparty agreement.

beat interval

iring periods of inactivity.

[Int(108) field must be present in the Logon(35 = A) message.

[Int(108) value must®e agreed upon by the initiator and the acceptor.

I and acceptor musttse the same HeartBtInt(108) value within a FIX connection.
[Int(108) value'is the maximum time allowed between receipt of messages from the pee

ssion processor should implement a heartbeat interval timer. The timer should be 1
t of each®message from the peer.

beat interval determination

it a
ﬂN)I

d to

f the

ition

FInt(108) field must be present and specify the interval in seconds for generating heartbeat

o

eset

The acceptor should convey the rules placed on the expected heartbeat interval via out-of-band rules of
engagement3 when such rules are required by the acceptor.

There are three methods for determining the heartbeat interval:

1.

2.

Acceptor requires a specific heartbeat interval

Acceptor requires initiator to specify a value within a heartbeat interval range

3 FIX Orchestra may be used to communicate which FIX session profile and which operating mode is being used for a FIX

enabled serv

ice.
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3. Acceptor accepts the initiator specified heartbeat interval

4.4.5.1 Acceptor requires a specific heartbeat interval

The acceptor may refuse to establish a FIX connection if the HeartBtInt(108) value received on the
Logon(35=A) message sent by the initiator does not match the heartbeat interval required by the
acceptor.

The acceptor must terminate the FIX session using a Logout(35 = 5) message when the acceptor refuses
to establish a FIX connection due to the inbound HeartBtInt(108) value not matching the expected

valu

The
Logd

the mumber of seconds expected in the HeartBtInt(108) field on the initiator Logon(35= A)

shal
4.4.!

The
Logd
the &

The
refu
reqy
The
Logg
seco,
pern

4.4.}

The
the
Logd

4.4.¢ Maximum message size

The
Max
Eith
sped
The
Logd

e.

acceptor should provide the reason for terminating the FIX connection in the Text(58)
ut(35 = 5) message by setting it to “Invalid HeartBtInt(108), expected value N secends’

be larger than zero.

.2 Acceptor requires initiator specify a value within a heartbeat interval range

acceptor may refuse to establish a FIX connection if the HeartBtlnt(108) value rece
n(35=A) message sent by the initiator does not fall within a heartbeat interval range
cceptor.

acceptor must terminate the FIX connection using a Logout(35 = 5) message when t
ses to establish a FIX session due to the inbound HeartBtInt(108) value not falling
ired heartbeat interval range.

acceptor should specify the reason for terminating the connection in the Text(58)
ut(35 =5) message by setting it to “Invalid HeartBtint(108), expected value betwesg
Inds”, where N and M are the start and end values of the range of the heartbeat interva
hitted by the acceptor. N shall be larger than zero and M shall be larger than N.

b.3 Acceptor accepts the initiator specified heartbeat interval

pcceptor may accept the heartbéat interval specified by the initiator in the HeartBtInt(
initiator Logon(35=A) message by echoing back the heartbeat interval of the initj
n(35=0) acknowledgement.

initiator and ,acceptor may specify the maximum message size

MessageSize(383)field in the Logon(35=A) message.

support

br peer mdy~terminate a FIX connection due to inability to process the maximum nj
ified bythe other peer by sending a Logout(35 = 5) message.

peer(terminating the FIX connection should specify the reason in the Text(58)
ut(85 =5) message by setting it to “MaxMessageSize(383)=InboundValue exceeds

field of the
where N is
message. N

ived on the
required by

he acceptor
within the

field of the
n N and M
in seconds

108) field of
ator in the

ed  in  the
essage size

field of the
maximum

message size of maximum message size’.

4.4.7 Specifying application version

Three fields are provided to identify the application version to counterparties in the Logon(35=A)
message. The use of these fields varies across FIX session profiles. For instance, these fields are not
applicable to the FIX.4.2 session profile as the FIX.4.2 session profile may only be used with the FIX 4.2
application version.
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Field Definition

DefaultApplVerID(1137)

The FIX application version upon which the application layer is derived.

DegaultApplExtID(1407)

An extension pack that is used with the application layer.

DefaultCstmApplVerID(1408)

User defined custom application version information.
DefaultCstmAppVerID(1400) may be used to identify the FIX Orchestra
machine readable rules of engagement.

4.4.8 Specifying supported message types

The initiator and acceptor may specify the types of FIX messages by using the repeating g

roup

MsgTypeGr
4.4.9 Ident

By counter
processor

Logon(35 =
Application
FIXEngineV]

4.4.10 Res

The acceptd
message, re

The Logon(|
chosen by ¢

The followi

b in the Logon(35=A) message.

ification of application system and FIX session processor+

party agreement, peers may identify the application system as well as the”FIX seq
“FIX Engine”) in use by their respective name, version, and vendoroas part of]
A) message in the ApplicationSystemName(1603), ApplicationSystemVersion(16

SystemVendor(1605), FIXEngineName(1600), FIXEngineVersion(1601), and
endor(1602) fields.

ponding to a request to establish a FIX session
r should authenticate the identity of the initiator by examining the incoming Logon(3
ferred to as Logon(35=A) request.

35 = A) message should contain the data necessaty to support the authentication me
punterparty agreement.

ng fields are available for exchanging credentials for authentication:

Table 2 — Fields in the Logon(35=A) message used for authentication

sion
the
04),
the

A)

A=A

thod

Field Use
Username(553) Clear text userid
Password(5p4) Clear text password - use is not recommended
NewPasswofd(925) Clear text new password - use is not recommended
EncryptedPasswordMethod(1400) Method of encryption used for password field
EncryptedPasswordLen(1401) Length in octets of EncryptedPassword(1402)
EncryptedPassword(1402) Encrypted password
EncryptedNpwPasswordLen(1403) Length in octets of EncryptedNewPassword(1403)
EncryptedNpwPassword(1404) Encrypted new password permits changing password during logon
RawDataLerngtirf95) tengtirimroctetsof RawDatat96)
RawData(96) Binary octet stream that can be used for authentication

SessionStatus(1409) may be used by counterparty agreement to communicate session status regarding
authentication on both Logon(35 = A) and Logout(35 = 5) messages.>

The acceptor shall respond with a Logon(35 = A) message to accept the FIX connection initiation when

the request

is accepted, referred to as the Logon(35 = A) acknowledgement.

4 Functionality added by EP113.
5 Field added in EP56

10
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The session acceptor should send a Logout(35 =5) message to reject FIX connection initiation and
provide a reason for the rejection in the Text(58) field and then immediately terminate the transport
layer connection.

The initiator should not transmit any application message until the Logon(35 = A) acknowledgement
has been received from the acceptor (see the next section for further recommendations).
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Figure 2 — FIX connection establishment
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4.4.11 Initial synchronization of messages in a FIX connection

The acceptor shall compare MsgSeqNum(34) in the Logon(35=A) request received from the initiator
with NextNumIn maintained by the acceptor.

The initiator shall compare MsgSeqNum(34) in the Logon(35 = A) acknowledgement received from the
acceptor with NextNumIn maintained by the initiator.

If MsgSeqNum(34) is present in the incoming Logon(35 = A) message and equal to NextNumlIn, then
normal processing may commence over the FIX connection.

If MsgSeqNum(34) is present in the incoming Logon(35 = A) message and greater than NextNumln,

ther

If M3

alo

or a(

The
mes
side

Alte

Heat
quel

HIESSAdEC ICLUVEL Y lllubt ‘IJC PCl fUl lllUd.
bout(35 = 5) message should be sent assuming that an error exists in the state of either

initiator and acceptor should wait a short period of time following regeipt of the Lo
bage from the counterparty before transmitting queued or new application messages to
5 to synchronize the FIX session.

4.4.12 Synchronization after successful logon

The
1.

© IS0

following sequence diagrams show three scenarios

hcceptor requires retransmission of messages from initiator
nitiator requires retransmission of messages from acceptor

both acceptor and initiator require fetransmission of messages

gSeqNum(34) is present in the incoming Logon(35 = A) message and is less than NextNumlIn, then

the initiator

ceptor FIX session processor, followed by a termination of the transport layer connectign.

con(35 = A)
permit both

‘natively, the initiator and acceptor may send a TestRequest(35'=1) message and wait for the
tBeat(35 = 0) message sent in response to the TestRequest(35=1) message, befgre sending
led or new messages, as this practice forces both sides to perform message synchronization.
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Figure [3 — ResendRequest(35=2) sent by acceptor after Logon(35=A) acknowledgement
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Figure 4 — ResendRequest(35=2) sent by initiator after Logon(35=A) acknowledgement
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Figure 5 — ResendRequest(35=2) sent by initiator and acceptor after Logon(35=A)

acknowledgement
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4.5 Extended features for FIX session and FIX connection initiation

4.5.1 Using NextExpectedMsgSeqNum/(789) to synchronize a FIX session

The FIX session processors may use the NextExpectedMsgSeqNum(789) field in the Logon(35=A)
message to synchronize a FIX session by counterparty agreement defined in the FIX session rules of
engagements.

The time required to resume a FIX session over a new FIX connection can be reduced by alerting the
peer to the next message that is expected using NextExpectedMsgSeqNum(789) in the Logon(35 = A)
message. Any missing messages can be retransmitted by the peer without requiring to use

Res

A FI
mes
the 1

Each
seqy
Peer
Logd

The
Next
with

Jdn NdoNul 2
HUNCYUTOSL(O O = 4 J HHICS5545CS.

X session may implement next expected sequence number processing to reduce the
bage retransmission needed to re-establish a FIX session by counterparty agreenient
ules of engagement.

FIX session processor may populate the NextExpectedMsgSeqNum(789)-with the ne
ence number expected from its peer on the Logon(35 = A) when establishing a FIX con

s should not generate a ResendRequest(35 = 2) message based on MsgSeqNum(34) of
n(35 = A) message but should expect any gaps to be filled automatically via the followi

receiving FIX session processor receiving -al Logon(35=A) mess
ExpectedMsgSeqNum(789) present shall compare the(value of NextExpectedMsgSe
NextNumOut.

f the received NextExpectedMsgSeqNum(789) isrequal to NextNumOut, proceed s
messages beginning with that number.

f the received NextExpectedMsgSeqNum(789) is less than NextNumOut, perfor

NextExpectedMsgSeqNum(789) through to the message with MsgSeqNum(34)
NextNumOut - 1.

f the received NextExpectedMsgSeqNum(789) is greater than NextNumOut, send a Ld
message to end the( Session with the Text(58) field populated
‘NextExpectedMsgSeqNum(789) > than last message sent”.

explaining

amount of
specified in

xt message
ction.

the incoming

ETg process.

age  with
qNum(789)

ending new

M message

fecovery for messages starting with, the message with MsgSeqNum(34) equial to the

equal to

gout(35=5)
that

6 FIX Orchestra may be used to communicate which FIX session profile and which operating mode is being used for a FIX
enabled service.
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initiator acceptor

r

I I
I I
| Logon(35=A)[NextExpectedSeqNum(789)=initiator. NextNumin] |
I I

alt

[initiator.NextExpectedMsgSeqlum(789) > acceptor.HextHumOut]

Logout(35=58)[Text(58)=MextExpectedMsagSeqMum(789) = NextNumOut]

A

terminate transport layer connection

b

[initintor.He:iltE:pectedMsgSeqHum(Ta!l) <= acceptor.NextHumOut]

i
<
alt [initiator.NextExpectedMsgSeqlum(789) < acceptor.HextHumOurt]
i
Ioop ) [Retransmit messages MsgSeqlum(34)=NextExpectedMsgSeqNum(789)

I

I

I

I

I

I

I

I

I

:
Logon(35=A)[NexExpectedMsgSeqhumi788)=acceptor. NextNumin] :
]

I

|

:
7
I

thru MsgSeqlumi(34)=acceptor.NextHumOut-2]

message[PossDupFlag(43)=Y]

Retransmit messages Bapfill over Logout(35=4)

SequenceReset(35=4)[MsgSeqMum(34)=acceptor. MextMumOut-1,

I
|
I
I
:
|
GapFillFlag(123)=Y, NewSeqgMo(36)=acteptor.NextMNumOuf] I
|

A A

alt /J [acceptor.NextExpectedMsgSeqlum(789) > initiator.HextHumOurt]
i
i
i
i
i
i
i

Logout{35=5)[Text(58)=NextExpectedMsgSeqNum(789) = NextMumOui]

terminate transpoddayer connection

N
)

[adg ceptor.IFe:tExpectedMsgSeql‘lum[?ﬂ!l) < to initiator.NextHumOurt]

|
|
|
|
>
|
|
|
:
|

Iunp ) [Retransmit messages MsgSeqHum(34)=He:tExpectedMsgSeqNum('l:im)

T thru MsgSeqNum(34)=acceptor.NextHumOut-2] i
| |
1 i
: message[PossDupFlag(43)=Y] _ :
. >
| I
: Retransmit messages Gapfill over Logon(35=A) request :
| |
: SequenceReset(35=4)[MsgSeqMNum(3d)=acceptor.MextMumOut-1, :
: GapFillFlag{123)=Y, NewSeqMNo(36)=acceptor.MextMumOut] :

>
: :

initiatar acceptar

Figure 6 — Using NextExpectedMsgSeqNum(789) to synchronize the session during the logon
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4.5.2 Using ResetSeqNumFlag(141) to reset FIX session for 24 h connectivity

The FIX session may be reset to NextNumIn=1 and NextNumOut=1 over an active FIX session. This
capability is provided for continuously operating markets that need to periodically reset the FIX
session. When using the ResetSeqNumFlag(141) to maintain 24 hour connectivity and establish a new
set of sequence numbers, the process should be as follows.

Counterparties must agree to the time of day when the FIX session reset will be initiated.
Counterparties must agree which peer will initiate the FIX session reset.

The peer that initiates the FIX session reset may send a TestRequest(35 = 1) message and wait for the

Hea
mes

The
alo

The
then
Msg
Upo
If tH
Logd
tern

4.5.]

The
with

tBeat35="0)responsetoensurethat thereare no message gaps priortosendingato
sage to reset the FIX session.

peer initiating the FIX session reset should set its NextNumlIn to 1 and NextNumOut to
bon (35 = A) message with ResetSeqNumFlag(141) set to “Y” and MsgSeqNum(34]) set to

send a Logon(35=A) acknowledgement with ResetSeqNumFlag(141) set to “Y
beqNum(24) set of 1.

e peer is not configured to accept resetting of an inbeund session the peer sho
ut(35 = 5) with Text(58) indicating that resetting the sequence number is not support
inate the transport layer connection.

3 Using ResetSeqNumFlag(141) to reset FIX session during FIX connection establig

initiator of a FIX session may reset the FIX session upon initial logon via sending the Lo
ResetSeqNumFlag(141) set to “Y”.

Counterparties must agree to support the reset of a FIX session during FIX connection establ

Opel
rese
care

ational risks, such as order overfills, can occur if both parties are not configured
[ting the FIX session upon initial logon. Users of the FIX session layer are warned to
when permitting the FIX sessions to be reset upon FIX connection establishment.

If the acceptor is not configuired to accept resetting of a FIX session during FIX

esta
sequ
laye

4.5.4

An a

This

blishment, the accepter should send a Logout(35 =5) with Text(58) indicating that r
ence number upon-FIX connection establishment is not supported then terminate th
" connection.

} Using initiator state to restore acceptor session states

cceptor'may re-establish its state via the exchange of NextExpectedMsgSeqNum(789).

should only be used for FIX service offerings where application message recovery is p4

the 4

pplication layer instead of the FIX session layer.

peer receiving the Logon(35 = A) message should set its NextNumlIn tg.-2 and NextNi

h completion of the session reset, both peers must have NextNumin'= 2 and NextNumOut

on(35=A4A)

|, then send
1.

himOut to 1,
and with

2.

uld send a
ed and then

hment’
pon(35 = A)

ishment.

to support
take special

connection
bsetting the
e transport

rformed by

The state of the FIX session is assumed to be:

and NextNumOut) between FIX connections.

7 Functionality added by EP124.
8 Functionality added by EP124.
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the initiator FIX session processor has maintained and knows its state (the values of NextNumlIn
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Acceptor state may be recovered when NextExpectedMsgSqNum(789) is present in the Logon(35=A)
request by:

e The acceptor may reconstruct its session state solely based upon the Logon(35=A) request from an
initiator if NextExpectedMsgSeqNum(789) is present in the Logon(35=A) request.

¢ The acceptor should set its NextNumIn to the MsgSeqNum(34) + 1 from the Logon(35=A) request
and set its NextNumOut to the NextExpectedMsgSeqNum(789) from the Logon(35=A) request.

e The acceptor should then send a SequenceReset(35=4) message with GapFillFlag(123) set to “Y”
and NewSeqNo(36) set to NextNumOut+1 and AppLevellndicator(1744) set to “1” (application
layer rpcovery 15 meeded) to inform the initiator that appiication messages will need_tp be
recoverfed.

Acceptor sfate may be recovered when NextExpectedMsgSeqNum(789) is not present in| the
Logon(35=4) request by:

e The acg¢eptor may reconstruct its session state based upon the Logon(35=zA)-request fromh an
initiatol by setting its NextNumlIn to the MsgSeqNum(34) + 1 from the Logon(35=A) requestf and
setting|its NextNumOut to 1 when the NextExpectedMsgSeqNum(789))is not present in| the
Logon(B5=A) request.

e The initiator should respond to the Logon(35=A) acknowledgeément with a Logout(35=5) with
SessionfStatus(1409) set to 9  (received MsgSeqNum(34) is too low) |and
NextExpectedMsgSeqNum(789) set to the initiator's NextNumlIn, followed by terminating the
transpqrt layer connection.

e The acpeptor should set its NextNumOut to the:-NextExpectedSeqNum(789) value from| the
Logout(35=5) received from the initiator.

e The inifiator should then transmit a new Jiogon(35=A) request with MsgSeqNum(34) set tp its
NextNumOut value.

e The acdeptor should respond with Logon(35=A) acknowledgement with the MsgSeqNum(34) set to
the NextNumOut value obtained from the previous initiator Logout(35=5).

e The acgeptor should then send a SequenceReset(35=4) message with GapFillFlag(123) set t¢ “Y”
and NewSeqNo(36) set-to-NextNumOut+1 and AppLevellndicator(1744) set to “1” (applicqtion
layer rpcovery is needed) to inform the initiator that application messages may need tp be
recovered.

4.6 Message exchange during a FIX connection

After estab]iishing a FIX connection within a FIX session and synchronizing messages, normal message
exchange begims:

The initiator and acceptor may send a TestRequest(35 = 1) message and wait for the HeartBeat(35 = 0)
message sent in response to the TestRequest(35 = 1) message, before sending queued or new messages,
to further confirm that the FIX connection is established.

The initiator and acceptor shall validate incoming FIX messages to ensure proper tagvalue encoding.

The integrity of message data content shall be verified for message length and the tagvalue encoding
checksum according to the FIX tagvalue encoding specification.

The initiator and acceptor shall synchronize their messages and detect gaps by comparing the
MsgSeqNum(34) field in each message received from its peer with the NextNumlIn it maintains and
increments after successful receipt of each message.
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A FIX session processor that encounters a sequence number gap shall perform message recovery.

4.6.1 FIX connection keep alive (heartbeat)

The FIX session processor must send a HeartBeat(35=0) message to the peer during periods of
inactivity, ensuring that the HeartBeat(35=0) message will be received by the peer within the heartbeat
interval.

If a FIX session processor does not receive a message within the heartbeat interval, test request
processing should be initiated.

4.6.2 Garbled message processing

Am
tran

The
than

The
Next

The
and

Recsd
a se
rece

It is
retra
due

4.6.]

If M
with
that

Emission errors:

BeginString(8) is not the first tag in a message or is not one of the defined] FIX ses|
dentifiers (“8=FIX.4.4”, “8=FIXT.1.1").

BodyLength(9) is not the second tag in a message or does not containthe-correct byte cqg
MsgType(35) is not the third tag in a message.

Checksum(10) is not the last tag or contains an incorrect value.

FIX session layer presumes that a garbled message is.received due to a transmission ¢

a FIX session processor defect and should be recoverable from the peer.

receiving FIX session processor must disrégard the garbled message and not]
Numln.

FIX session processor should log each encountered garbled message to assist in proble
diagnosis.

ipt of the next valid FIX message-after a garbled message was ignored will result in the
quence gap as the MsgSeqNum(34) will be greater than NextNumlIn which should the
ving FIX session processortoinitiate message recovery.

recommended that FIX ;session processors implement logic to recognize the poss
insmission loop, which may be encountered when a garbled message is repeatedly re
fo a fault in the peerFIX session processor.

§ Missing sequence number

gSeqNum(34) is missing, a Logout(35=5) message should be sent, terminating the FIX
the Text(58) field describing the missing field, as this likely indicates a serious appli
is likely only circumvented by software modification.

4.6.4

pssage shall be considered garbled if any of the following occur as a result of encoding) (Ilecoding, or

sion profile

unt.

brror rather

increment

m detection

detection of
n cause the

ble infinite
transmitted

connection
ration error

Rejecting invalid messages

Incoming messages should be rejected using the Reject(35=3) message when:

rejected by sending a Reject(35=3) message to the peer.

MsgType(35) of the incoming message is unknown or not supported.

an incoming message is not garbled but does not contain the appropriate required fields may be

As a rule, messages should be forwarded to the trading application for business level rejections
whenever possible instead of being rejected at the session layer.

Rejected messages must be logged and NextNumlIn incremented by 1.

© IS0

2022 - All rights reserved

21


https://standardsiso.com/api/?name=5893283f40f84782292f8f47bd15fbae

ISO 3531-2:2022(E)

Generation and receipt of a Reject(35 = 3) message indicates a serious error that is possibly the result of
faulty logic or noncompliance with the rules of engagement in either peer.

A diagnostic message describing the error should be provided in the Text(58) field of the Reject(35 = 3)
message and the SessionRejectReason(373) field set to the appropriate reject reason.

The MsgSeqNum(34) from the message being rejected should be returned in RefSeqNum(45).
The RefTagID(371) should be set to the tag of the field associated with the reject reason.
The RefMsgType(372) field should be the MsgType(35) of the rejected message.

If the sending application chooses to retransmit the rejected message, the message being resent must be
assigned a few M3gSeqNum(34 ) and sent with PossResend(97)Setto Y -

peert peer2

invalid_FIX_message

}
NextNumin=s
invalid FIX, message MsgSeqNum(34) + 1

kogsejected message

Reject(35=3)[RefSeqNum(45)=invalic_FIX_message MsgSeqNum(35) .\
SessionRejectReason(373)=reason code
Text(58)=reject reason details]

-
<

log Reject(34=3)

alt J [peer1 resends a corrected message]

corrected_ FIX_messagelMsgSegNum(34j=peer! NextNumOut
PossResend(97)="Y"]

-
>

Operational intervenition is likely required by peer andlor peer2

T
i
|
|
|
|
|
i
|
[peer1 unable to correct message]
|
|
|
|
|
|
|

peer1 peer2

Figure 7 = Session layer reject using Reject(35=3) due to invalid message received

4.6.5 Test Request Processing

A TestRequest(35=1) is sent to determine the status of the peer FIX session processor.
The TestReqlD(112) field must be present in the TestRequest(35 = 1) message.

The recipient of a TestRequest(35 = 1) message must respond by sending a HeartBeat(35 = 0) message
with TestReqID(112) present and set to the TestReqlD(112) value from the TestRequest(35=1)
message.
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Depending upon the implementation of the FIX session processor it may be possible to receive
HeartBeat(35 = 0) messages from the peer even though the peer FIX session processor is not
functioning properly. A TestRequest(35 = 1) may be sent to determine if the peer FIX session processor
is still responsive. Not receiving a valid response to the TestRequest(35=1), which is a
HeartBeat(35 = 0) message containing the value of the TestReqID(112) from the TestRequest(35 =1)
message, provides some evidence that the peer is not functioning properly.

Failure to receive a HeartBeat(35 = 0) response with TestReqID(112) present and set to the value from
the TestRequest(35 = 1) message is considered an error. The FIX connection should be terminated by
sending a Logout(35 = 5) message with the Text(58) field stating that the session was terminated due to
lack of a response to a TestRequest(35 = 1) message, followed by terminating the transport layer
conijection.

The |period of time that the FIX session processor should wait for the HeartBeat(35'= () response
shoyld be defined as a TestRequestThreshold multiplied by the heartbeat interval.

A repsonable TestRequestThreshold is anywhere from 1.2 to 2.0 depending on latency sensitivity of the
application using the FIX session layer.

The |TestRequestThreshold may be specified by counterparty agreemeiit)or specified in the rules of
engdgement®.

The pperator of the FIX session processor may send a TestRequest(35 = 1) message at any time during a
FIX fonnection. The following figure shows an example of acTestRequest(35 = 1) message issued to
detefrmine if the peer is still responsive.

requestar peer

huery if peer is

- . TestRequest(35=1)[TestReqlD(11 2)=arbitrary request string]
gtill responsive

] 1

] ]

] ]

| o

] Call

] ]

| :

i 1 peer must respondwithin
: HeanBeat(35=<0)[TestReqlD(112)=arbitrary request string] : heartbeat interval réturning
g 1| the arbitrary request string
] ]

requestor peer

Figure 8 — Issuing a TestRequest(35=1) to determine if peer is still responsiye

4.7 FIX connection termination

Either the initiator or the acceptor may send a Logout(35=5) message to request termination of a FIX
connection. Normal termination of the message exchange session shall be completed via the exchange
of Logout(35=5) messages. Termination by other means should be considered an abnormal condition
and dealt with as an error. FIX connection termination without receiving a Logout(35=5) message
should treat the peer as logged out.

9 The FIX Orchestra Interface specification may be used to specify the TestRequestThreshold.

© IS0 2022 - All rights reserved 23


https://standardsiso.com/api/?name=5893283f40f84782292f8f47bd15fbae

ISO 3531-2:2022(E)

A FIX session processor may send a TestRequest(35 = 1) message before sending the Logout(35 = 5)
message to force a heartbeat from the other side. This helps to ensure that there are no sequence
number gaps, which indicate that a ResendRequest(35 = 2) message is necessary before completing the
session.

The Logout(35 = 5) initiator must wait for the peer to respond with a Logout(35 = 5) acknowledgement
message before terminating the FIX connection. This gives the peer a chance to perform any gap fill
operations that may be necessary. Once the messages from the ResendRequest(35 = 2) message have
been received, the peer should issue the Logout(35 = 5) message.

The Logout(35 = 5) initiator should terminate the FIX connection if the peer does not respond within a
reasonable time frame. Twice the value qpprifipd in the HpnrfRﬂnfU OR) field of the Ingnn(?':. :A)

message is fecommended.

4.7.1 Normal logout processing

peer peer2

Logout(35=5) request

>

Logout(35=5) acknowledgement from peer 2
before terminating the transport layer connection.

]
: peer! waits twice the HeartBtint(108) for a
: Logout(35=5)yacknowledgement

Terminate transport layer connection

X

] A

PEET peer2

Fignrn 9 — Successful L ngnnf scenario
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4.7.2 Logout without acknowledgement from peer

peer peer2

Logout{35=5) request |

peer! waits twice the HeartBtint(108) for a E
Logout(35=5) acknowledgement from peer 2 '
hefore terminating the transpaort layer connection:

peer1 logs lack of Logout(35=5) acknawledgement

from peer2 then terminates telecom@munications
link.

|

. . |
terminate transport layergonnection |
|

I

X

peer peer2

Figure 10=~Logout(35=5) acknowledgement not received
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4.7.3 Logout with retransmission of missed messages

peer

Logout(35=5) request

peer2

peer! waits twice the HeartBtint(108) for a

>

=== -

Logout(35=5) acknowledgement from peer 2
hefore terminating the transport layer connection.
ResendRequest(35=2) [BeaSeqMo(7)=missed message MsgSegNum(34)
EndSeqMoi18)=0]

;

loop |
|

I |

: retransmittecd-messages[PossDupFlag(43)=Y] :

L )l

I I

| |

, Gapfill over the Logout(35=5) request |

: :

: SequenceReset(35=58) [MsgSeqMNum34)=from_Logout(35=5) :

: GapFillFlag(123)=Y] :

L }‘

I |

I |

i Logout(35=5) acknowledgement i
3 i

I |

| terminate transpdrtlayer connection :

: X

pEert peer2
Flg — = =

acknowledgement

The impact of a FIX connection termination on the application layer is left to the application layer; it is
undefined in the FIX session layer.

26
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4.7.4 When to terminate a FIX connection by terminating the transport layer connection instead
of sending a Logout(35 = 5)

In general, a Logout(35=5) message should always be sent prior to shutting down a connection. If it is
being sent due to an error condition, the Text(58) field of the Logout(35=5) should provide a
descriptive reason, so that operational support of the remote FIX system can diagnose the problem.

There are exceptions, when it is recommended that a Logout(35=5) message not be sent, these include:

The FIX session should be immediately terminated by terminating the transport layer
without sending a Logout(35=5) message when the BeginString(8), SenderC

connection
omplD(49),

TargetCompID(56), or IP address in the Logon(35=A) request of the session initiator is invalid. This

ogoirattemptispossibly anmrunatthorized—access—attempt—Terminating—the—~connect
fransmitting a  Logout(35=5) message avoids divulging information
SenderComplID(49)/TargetCompID(56) and the version of FIX being used over the\trang

q

f, during a logon, one receives a second connection attempt while a valid\FIX sessio
inderway for that same SenderComplID(49), the session acceptor should-immediatel
the second connection attempt and not send a Logout(35=5) message) Sending a Ld
message runs the risk of interfering with and possibly adversely affecting the curre
ronnection. For example, sending a Logout(35=5) message should’consume a sequ
that would cause an out of sequence condition for the established FIX session.

In all other cases, if sending a Logout(35=5) message does not'ereate risk or violate securi
be s¢nt with a descriptive text message in the Text(58) field.

4.8 Extended features for FIX connection Termination

on without
hbout  the
port layer.

h is already
y terminate
gout(35=5)

active FIX

;Ece number

ty, it should

4.8.1 Using NextExpectedMsgSeqNum(789) when terminating FIX connection due to invalid

SeqNum(34)10

gn a FIX session processor receives a Liogon(35 = A) message with a MsgSeqNum(34)
the NextNumlIn from a peer,- a,Logout(35=5) message may be sent that i

that is less
icludes the
O (received
reestablish

gNum(789)
hat includes
n terminate

the ftransport layér)connection. This approach allows the peer to reset their NextNumlIn to the

Msg

that is less

............

MsgSeqt

mOut from

the transport layer connection. This approach allows the peer to reset their NextNumlIn to the
MsgSeqNum(34) present in the Logout(35=5) message + 1 and the NextNumOut reset to the

NextExpectedMsgSeqNum(789) value.

10 Functionality added by EP124.
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4.9 Message recovery

A message gap occurs when the MsgSeqNum(34) of an incoming message is greater than the
NextNumIn maintained by the FIX session processor.

During initialization of a FIX connection or at any time during the FIX connection, a message gap may

occur.

When the MsgSeqNum(34) on an inbound message is greater than NextNumln, the FIX session
processor must perform message recovery processing as this is an indication that there were messages

sent by the
4.9.1 Orde

The FIX proftocol assumes complete ordered delivery of messages processed in MsgSeqNum (34) 6r¢

FIX session
next expect

If the MsgS
session pr
retransmiss

peer that were not received or may have been garbled during transmission.

3 .
CU IITS3d g PIULEOSI1IlG

processors must detect gaps in the sequence of MsgSeqNum(34) values by maintaining
bd sequence number NextNumlin.

eqNum(34) of an incoming message is greater than NextNumln, then the receiving
pcessor should request the peer to retransmit messages following the Red

The FIX ses

and PossDu

GapFillFlag
Text(58) fi
PossDupFl

low.), followed by terminating the transport layer connection;

4.9.2 Requpst retransmission of messages

ion of messages specifications.

sion should be terminated if the incoming message MsgSeqNum(34) is less than NextNy
pFlag(43) is not set to “Y”, except if the message is the{SequenceReset(35 =4) with
123) set to “N” (Sequence Reset). A Logout(35=5) message should be sent with
eld set to indicate that the value in MsgSeqNum(34) is less than NextNumln ¥
(43) is not set to “Y” and SessionStatus(1409) set to 9 (received MsgSeqNum(34) if

ler.

v the

FIX
uest

imlIn
the
the
rhen
too

nore
re 0

There are tWo alternative approaches to resolving‘message sequence number gaps.

The two approaches are:

e Request all messages subsequent to the last message received.
For example, if the receiver misses the second of five messages, the application can ig
messages 3 to 5 and generate a-resend request for messages 2 to 5, or, preferably 2 to 0 (whe
represgnts all messages after-message 2).
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peert peer2

Application Message[MsgSeqMNum(34)=2]

X

Application Message[MsgSeqMum(34)=3]
. -
| I
| Application Message[MsgSeqNum(34)=4] |
| >
: Application Message[MsgSeqNum(34)=5] :
: 3
| | \
| | | &%
: || lgnores message 35
I I 0y
| I
I ResendRequest(35=2) [BegSeqNo(7)=2,EndSeqNo(16)=0] |
|
< .
I I ”~y
| I
: || Protesses messages 2-5 as they arrive
I | &
| f
} Application Message[PossDupFlag(43)=Y MsgSeqghum(34)=2] :
: >
| |
: Application Message[PossDupFlag(43)=Y MsgSeqNum(34)=3] :
I >l
| |
| Application Message[PossDupFlag(43)=Y MsgSeghum(34)=4] |
L |
i -
| I
| Application MessagelPossDupFlag(43)7VsgSeqNum(34)=5] |
T .>l
| |
peert peer2
Figure 12 — Using ResendRequest(35=2) message to request missed message and subsequent
messages
e Request only'the specific messages missed while maintaining an ordered list of all newer messages.
Using._the above example, messages 3 to 5 would be saved for later processing and a
ResendRequest(35=2) message would be sent only for message 2.

In both cases, messages 3 to 5 should not be processed before message 2.
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peert peer2

Application Message[MsgSeqNum(34)=2]

SN
Y
Application Message[MsgSeqNum(34)=3]

>
| I
| Application MessagelMsaSeqNum(34)=4] |
: >
| ]
| Application MessageMsgSegNum(34)=1] !

Queues messages 3,45 until 243 reteived

ResendRequest(35=2) [BegSeqMo(7)=2,EndSeqMo(16)=2]

Application Message[PossDupFlag(43)=Y MsgSeqhum(34)=2]

Y

Processas messages 2-5in order

peeri pegr2

Figure 13 — Using ResendRequest(35=2) message to request only the missed message

The ResendRequest(35 = 2) message with BeginSeqNo(7) and EndSeqNo(16) present should be sept to
the peer FIX session processor to request missing messages when a gap is detected.

The ResendRequest(35 = 2) may be used to request retransmission of a single message, a range of
messages of all messages subsequent(to a particular message.

The receivic;llg FIX session processor-must process incoming messages in MsgSeqNum(34) order.

The ResendRequest(35 = 2) message may be used to specify which messages require retransmissi¢n in
the following ways:

e To reqyest a singlesmessage: Both BeginSeqNo(7) and EndSeqNo(16) are set the MsgSeqNum|(34)
of the npissing nlessage.

e Toreqyest arange of messages: BeginSeqNo(7) is set to the MsgSeqNum(34) of the first message of
the ranke=of missing messages and FnHQpr}Nn(1 6) is set to the MchPn‘Nnm(qu) of the last me sage

of the range of missing messages.

e To request all messages subsequent to a particular missing message: BeginSeqNo(7) is set to the
MsgSeqNum(34) of the first message of range and EndSeqNo(16) is set to 0. Zero is used to specify
all messages after the message with MsgSeqNum(34)=BeginSeqNo(7)1!.

11 Setting EndSeqNo(16) to 0 has been the recommended approach since FIX.4.2.
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4.9.3 Responding to a ResendRequest(35 = 2) message

Upon receipt of a ResendRequest(35=2) message, the resender shall respond by either initiating a
normal gap fill process or, in exceptional circumstances, by forcing a reset of the sequence number. In
either case, the resender assumes responsibility for the results of the decision to retransmit or not
retransmit messages.

The peer receiving the ResendRequest(35 =2) may choose not to retransmit certain application
messages. For instance, if orders or quotes require retransmission, the sender may choose not to
retransmit them because too much time has elapsed, causing the orders to become stale or no longer
acceptable due to a change in market state.

The [SequenceReset(35 = 4) message with GapFillFlag(123) set to “Y” (Gap Fill) must bejysed to skip
messages that a sender does not wish to retransmit in order to eliminate all gaps.

peert | peerg

peerl detects a gap ;. MsgSeqhum(34) = MextMumin
Fequest all messages since the first missed message
through the last message sent by peer2

ResendRequest(35=2) [BegSeqMo(7)=missed message MsgSegNum(34)
EndSeqho(16)=0]

}I
loo 1] J [BegSeqHo(T) through EndSeqHlo(16)] :
|
| i
alt [application layer message or Reject(35=3)] i
: retransmified-message[FPossDupFlag(43)=Y] !
'( 1
[sessim:l layer message or application layer message to be skipped] :
: SequenceReset(35=4)[GapFillFlag(123)=Y] :
< :
peert peer2

Figure 14 — ResendRequest(35=2) with Gap Fill processing
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4.9.4 Possible duplicates

When a FIX session processor is unable to determine if a message was successfully received at its
intended destination or when responding to a ResendRequest(35=2) message, a possible duplicate
message is generated. The message will be a retransmission (with the same sequence number) of the
application data in question with the PossDupFlag(43) included and set to “Y”. It is the responsibility of
the receiving firm to properly respond to the message with PossDupFlag(43) set to “Y” by determining
if the message was previously processed.

Any message resent in response ResendRequest(35 = 2) message must contain the PossDupFlag(43)
field set to “Y”.

Messages ltcking the PossDupFlag(43) field or with the PossDupFlag(43) field set to “N” shall be
treated as ah original transmission.

The FIX session processor retransmitting a message with the PossDupFlag(43) set to “Y? must modify
the following fields:

e SendingTime(52) set to the current sending time

e OrigSerjdingTime(122) set to the SendingTime(52) from the original message
e Recalcylate the BodyLength(9)

e Recalcylate the CheckSum(10)

If the messpge is encrypted, SecureDataLen(90) and SecureData(91) may also require re-encryption
and re-encgding?2.

4.9.5 Gap fjll process
The peer rgsponding to a ResendRequest(35=2) niessage shall retransmit messages requested by the
peer in mesjsage sequence number order, with the-original sequence numbers and PossDupFlag(43)) set
to MY".
The resend¢r shall not retransmit the following session layer message types:

e Logon(B5=A)

e Logout(35=5)

e ResendRequest(35=2)
e HeartBeat(35=0)

e TestRequest(35=1)

e SequenceReset(35=4]

The responding peer shall send a SequenceReset(35=4) message with GapFillFlag(123) set to “Y” (Gap
Fill) for each session layer or application layer message not retransmitted.

Reject(35 = 3) and XMLnonFIX(35 = n) are the only session messages which may be retransmitted.

12 The use of SecureData(91) and its associated length field SecureDataLen(90) were deprecated with the introduction of the
FIXT.1.1 Session Layer specification. The use of application layer encryption is still supported by counterparty agreement.
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The responding peer may choose, by counterparty agreement, not to retransmit all application
messages. The definition of which application messages are retransmitted is defined in the application
layer.

A continuous sequence of messages not being retransmitted should be skipped over using a single
SequenceReset(35 =4) message with GapFillFlag(123) set to “Y” and MsgSeqNum(34) set to the
sequence number of the first skipped message and NewSeqNo(36) set to the next sequence number
after the sequence number of the last message to be skipped (or “gap filled over”).

NewSegNo(36) must always be set to the value of the next sequence number to be expected by the peer
immediately following the messages being skipped.

The
appl
4.9.]

The
mes

In th
to 0
are 4
shou

equenceReset(35 = 4) message with GapFillFlag(123] set to Y (Gap FillJ may also be
cation messages that the sender chooses not to retransmit (for example, aged orders),

b.1 Example using SequenceReset(35 = 4) to gap fill over multiple messages

following example is provided to show how SequenceReset(35=4) should be used to
sages in response to a ResendRequest(35=2).

is example a ResendRequest(35 = 2) is received with BeginSeqNo(7)\set to 5 and EndSe
(meaning all subsequent messages following 5). Messages with MsgSeqNum(34) equal
ipplication messages. Messages 5-7 and 9 are session layer me§sages. Only messages 8
1d be retransmitted.

1sed to skip

rap fill over

ONo(16) set
to 8,10, 11
10, and 11
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peeri peer2

peerl detects a gap MsgSeqNum(34) = NextNumin then requests all messages since
the first missed message MsgSeqNum(34)=5 and all subeguent messages.

ResendRequest(35=2) [BegSeqNo(7)=5EndSeqNo(1 6)=0]

Y

Gap fill over session layer messages 5,6, and 7

SequenceReset(35=4) [MsgSeqNum(34)=5 PossDupFlag(43)=Y, GapFillFlag(123)=Y, NewSegMNo(36)=8]

A

Send application message 8

A

Gap fill over sessjtn layer message 9

|
'
1
|
d
[
|
|
Application Message [MsgSeqNum(34)=8, PossDupFlag(43)=Y] :
|
I
[
[
[
|
I
|
[
I

SequenceReset(35=4) [MsgSeqMNum(34)=9, PossDupFlag(43)=Y, GapFillFlag(123)=Y, NewSeqMNo(36)=10]

A

Send applications messages 10 and 11

Application Message [MsgSegNum(34=10), PossDupFlag(43)=¥]

A

Application Message [MsgSeqNum(34=11), PossDupFlag(43)=Y]

A

NextMuming12

peert peer2

Figure|15 — Example usingthe SequenceReset(35=4) to gap fill over multiple messages.

4.9.6 Sequence reset

A FIX sessipn processor-may send a SequenceReset(35=4) message with GapFillFlag(123) set td “N”
(Reset) and|PossDupFlag(43) set to “Y” to force sequence number synchronization in the peer.

The firm sdnding the SequenceReset(35 =4) with GapFillFlag(123) set to “N” is responsible for the
results thaf 0¢cur at the application layer caused by resetting the sequence number and| not
retransmitting messages requested to be resent by the peer.
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peert

pe

er2

peer! detects a gap : MsgSeghum(34) = MextMNumin
Request all messages since the first missed message
through the last message sent by peer2

RESENAREQUESII0=2)[BEgSeqMOLl JI=MISsed IMEssage Mags eqaim| 347
EndSeqMo(16)=0]

peer2 either has lost state or chooses notto
retransmit messages, so requests peest to reset
its MextMumlin value

SequenceReset(35=4)[GapFillFlag{123)=M
MewsSeqMo(36)=peer NextMumout]

<

peert

pE

er2

4.9.7

All
sess

A FI
mes
(inct

Am
sam

ResendRequest(35=2)

f Processing inbound possible duplicate messages (PossDup(43) set to “Y”)

on layer messages((PossDupFlag(43) set to “Y”, indicating a retransmission).

ement NextNumIn) only and avoid processing the session layer message.

e MsgSeqNum(34) was previously processed.

Figure 16 — Performing a sequence reset instead of gap fill in response to

FIX implementations—~must monitor incoming messages to detect inadvertently re

K session processer, upon receipt of an inadvertently (or improperly) retransmitted s
bage as identified by the PossDupFlag(43) set to “Y”, should perform sequence number

transmitted

bssion layer
processing

pssage received with the PossDupFlag(43) set to “Y” should be ignored when a message with the

4.9.8Processing gaps whenreceiving FIXsessionlayermessages———————————————

Gaps detected in message sequence numbers must be processed differently for certain FIX session layer
messages. The table below lists the actions to be taken when the incoming FIX session layer message
has a MsgSeqNum(34) that is greater than NextNumlIn.
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Table 3 — Response by message type

Action to be taken on sequence number mismatch MsgSeqNum(34) >

Message type received NextNumIn

Logon(35=A) Must always be the first message transmitted. Authenticate and accept the
connection. After sending a Logon(35=A) acknowledgement, send a
ResendRequest(35=2) message.

Logout(35=5) request Send ResendRequest(35=2) message requesting missing messages, receive and
process retransmission of missing messages and gap fills, then send the

Logout(35=5) acknowledgement message which serves as a confirmation of the
1 oot £ raciinc + DO NOT +arvains tatho caccin Thaol oo £(20_C\ paciac o

LOgourTCqutsSTTDoTvoT termate-thre-sesston—ne o500t o= TCqutStoT

should the terminate the transport layer connection.

The only exception to the “do not terminate the session” rule is for an invalid
Logon(35=5) request. The session acceptor has the right to send a Logout(3535)
message and terminate the transport layer connection immediately, This
minimizes the threat of unauthorized connection attempts.

ResendReqyest(35=2) Perform the requested retransmission then send a ResendReqjiiest(35=2)
message requesting missing messages, receive and process)the retransmission of
missing messages and gap fills.

SequenceRefet(35=4) Reset: Ignore the incoming sequence number. The NewSeqNo(36) field of this
(GapFillFlag(123)=N) message will contain the sequence number of th&.next message to be transmitted.
SequenceRefet(35=4) Gap Fill: Send a ResendRequest(35=2). Thes€. messages behave similarly to
(GapFillFlag(123)=Y) SequenceReset(35=4) messages with GapFillFlag(123) set to “N”. However, it |s

important to ensure that no messages-have been inadvertently skipped over. This
means that these messages must be(received in sequence. An out of sequence
SequenceReset(35=4) message with GapFillFlag(123) set to “Y” is an abnormal
condition.

All other messages Perform gap fill operations;,

4.10 Resending an unacknowledged application message
The applicdtion layer is responsible for the detection and proper handling of duplicate application
messages.

The FIX sesgion layer does not initiate a resend of an application message nor does the FIX session layer
detect dupljcation application messages.

The applidation layer may) resend a message if it has not received an application layer
acknowledgement for that\message.

The amount of time_ allowed to elapse before resending the message may be specified by counterparty
agreement in a rules:of engagement.

The application layer may use the PossResend(97) set to “¥” fleld in the StandardHeader compojnent

along with athe

The use or non-use of the PossResend(97) field when resending application messages should be
documented in the rules of engagement.

The resent application layer message shall consume the next value of NextNumOut resulting in a new
MsgSeqNum(34) for the application message.

The FIX session processor shall treat the resent message as a new message.

The FIX session processor must pass the PossResend(97) field to the application layer when it is
present in an application message.

The use of a globally unique persistent identifier that enforces idempotent behaviour at the application
layer may be used as an alternative to sending a PossResend(97) field by counterparty agreement.
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application peer1 peer2 application2

order Application Message

NewOrderSingle(35=D) [MsgSeqNum34)=100,
CIOrdID(11)=ABC, Side(54)=1,
Symbol(55)=X, ..]

3 peer2 FIX session processor E

: receives message properly !

3 unknown E

! e >

‘ roor— : :

3 3 ... possible exchange of subsequent messages .. E E

|| User of application? or applicationt i i i

| itself does not receive an order | | |

1 acknowledgement and decides to | | |

i resendthe order message as a new | | H

! session layer message : ' '

| order Application Message with PossResend(87)=Y | | |

: : NewOrderSingle(35=D) [MsgSegNum(34)=201, : :

| | PossResend(97)=Y,ClOrdID(11)=ABC,Side(54=1)\ * | |

: : Symbol(55)=X, ] : :

| | | order application message with PossResend(p7)=Y |

| i i application2 must determine if the i

: : : message was previously received :

| | | by application layer, identificatiohnot

! : | viathe MsgSeqNum(34) |

: ; H new order acknowledgement |

3 3 ExacutionReport(35=8) [MsgSeqNum(34)=198, E E

i 1< BIOrdID(11)=ABC OrderlD(37)=12345, H |

! " N\DrdStatus(39)=0, . ] ! !

1 new order acknowledgement H H H

pplication1 peeri peer2 application2
Figure 17 — Application layer resend using PossResend(97)

4.10.1 The difference between application layer resend and session layer retransmisgion
The [purpose of the following diagram is to visually show the difference between an appli¢ation using
the PossResend(97) value of a previously unacknowledged application message and a [FIX session

ProCeSSUT TELTaISIIittng Tessages that Tmay ot trave beerr Teceived by its peeras @ response to a
ResendRequest(35=2) message from that peer.
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FIX application layer resend
initiated by application or user detecting lack
of an application layer acknowledgement

possible
manual
trigger

FIX session
processor
initiator (peerl)

FIX session
processor
acceptor (peer2)

PossResend(97)=Y
-

PossResend(97)=Y

Application(s)

FIX Session

ignore the
message

Has message been
received already?

PossResend(97)=Y

Application(s)

-

Applicatid
Databag

b

Application
Database

FIX session layer retransmission

/ ResendRequest(35=2) \

FIX Session
PossDupFlag(43)=Y
B Nt o A .

peer2
detects gap

FIX session
processor
initiator (peerl)

FIX session
processor
acceptor (peer2)

I

Message Queue
and Log

Message Queue,
and Log

initiated by FIX session processor gap detection

Has
the message been
received and sent ta,the
application?

ignore the
message

Figure 18— The difference between application layer resend and session layer retransmissjiion
4.11 FIX session state matrix
Precedende State Iéit{ator Acceptor Description
1 Disconnected - No Y Y Currently disconnected, have not
Connection Today attempted to establish a connection
“today”, and no MsgSeqNum(34) has heen
consumed (next connection “today” will
start at MsgSeqNum(34) of 1).
2 Disconnected’~ Connection Y Y Currently disconnected, have attempted
Today to establish a connection “today” and thus
MsgSeqNum(34)has been consumed (hext
connection “today” will start at
MsgSeqNum(34) of (last + 1)).
3 PetectBrokemr Network Y Y Whiteconmected, detectabrokemmetwork
Connection connection (e.g. TCP socket closed).
Disconnect the network connection and
“shutdown” configuration for this session.
4 Awaiting Connection N Y Session acceptor Logon awaiting network
connection from counterparty.
5 Initiate Connection Y N Session initiator Logon establishing
network connection with counterparty.
6 Network Connection Y Y Network connection established between
Established both parties.
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Precedence State Initiator | Acceptor Description
7 Initiation Logon(35=A) Y N Session initiator Logon send Logon(35=A)
Sent message.
*** Exception: 24hr sessions.

8 Initiation Logon(35=A) N Y Session acceptor Logon receive

Received counterparty’s Logon(35=A) message.
*#* Exception: 24hr sessions.

(6] Initiation 1 ngnn(Q Q—A) N Y Session ar‘rnpfnr 1 ogon rncpnnd to
Response counterparty’s Logon(35=A4) rIessage

with Logon(35=A) messagetolhandshake.

10 Handle Y Y Receive and respondito Countgrparty’s
ResendRequest(35=2) ResendRequest(35=2) sending requested

messages and/or SequenceReset(35=4)
Gap Fill messages for the rangg of
MsgSeqNum(34) requested. Updated to
includerejecting ResendRequést(35=2)
received with MsgSeqNum(34) that is <=
FastSeqNum processed.

11 Receive MsgSeqNum(34) Y Y Receive too high of MsgSeqNum(34) from
Too High counterparty, queue message, fand send

ResendRequest(35=2).

12 Awaiting/ Processing Y Y Process requested MsgSeqNurn(34) with
Response to PossDupFlag(43)=Y resent mgssages
ResendRequest(35=2) and/or SequenceReset(35=4) [Gap Fill

messages from counterparty. Queue
incoming messages with MsgSeqNum(34)
too high.

13 No messages received i Y Y No inbound messages (non-gayrbled)
Interval received in (HeartBtInt(108) 4

“reasonable period of time”), send
TestRequest(35=1).

14 Awaiting/ Processing Y Y Process inbound messages. Rejset
Responseto heartbeat interval-related time¢r when
TestRequest(35=1) ANY inbound message (non-ggrbled) is

received.

15 Receive Logout(35=5) Y Y Receive Logout(35=5) message from
message counterparty initiating logoutfdisconnect.

If MsgSeqNum(34) too high, s¢nd
ResendRequest(35=2). If sent,|wait a

reasonable-peried-eftimefor€¢omplete
response to ResendRequest(35=2). Note
that depending upon the reason for the
Logout(35=5), the counterparty may be
unable to fulfill the request. Send
Logout(35=5) message as response and
wait a reasonable period of time for
counterparty to disconnect the network
connection. Note that counterparty may
send a ResendRequest(35=2) message if
Logout(35=5) message response has

MsgSeqNum(34) too high and

initiate the Logout(35=5) process.

then re-
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Precedence

State

Initiator

Acceptor

Description

16 Initiate Logout(35=5) Y
Process

Y

Identify condition or reason to gracefully
disconnect (e.g. end of “day”, no response

after multiple TestRequest(35=1)

messages, too low MsgSeqNum(34), etc.).

Send Logout(35=5) message to

counterparty. Wait a reasonable period of
time for Logout(35=5) response. During

this time, handle “new” inbound messages
and/or ResendRequest(35=2) messages if

pnccih]p Note that some

logout/termination conditions (e.g.Tog
database/message safe-store) may

require immediate termination of the
network connection followingthe initi
send of the Logout(35=5) message.
Disconnect the netwotkjconnection an
“shutdown” configuration for this sess

s of

ion.

17 Active/Normal Session Y

Network conneetion established,
Logon(35=A)message exchange
successfully-completed, inbound and
outbound -MsgSeqNum(34) are in
seqlience as expected, and
HeartBeat(35=0) or other messages af
received within (HeartBtInt(108) +
“reasonable period of time”).

18 Waiting for a Logon(35=A) Y

Session initiator waiting for session
acceptor to send back a Logon(35=A)
acknowledgement.

4.11.1 FIX]logon process state transition diagram

Session Initiator Session Acceptor Session Initiator Session Acceptor
(e.g. buyside) (e.g. sellside) (e.g. buyside) (e.g. sellside)
Ag¢tion Action State State

Start Disconnected - No Awaiting Connection
Connection Today
Disconnected -
Connection Today

Connect Initiate Connection Awaiting Connection

(Possible) Detect

R 1 Nade 1
DIURTUITINCUWUTR

Connection

Accept Connection

Network Connection
Established

Network Connection
Established

Initiate Logon(35=A)

Initiation Logon(35=A)

Sent

Network Connection
Established

Receive Initiation
Logon(35=A)

Initiation Logon(35=A)

Sent

Initiation Logon(35=A)
Received

Send Initiation
Logon(35=A) Response

Initiation Logon(35=A)

Sent

Initiation Logon(35=A)
Response

40
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Session Initiator
(e.g. buyside)

Session Acceptor
(e.g. sellside)

Session Initiator
(e.g. buyside)

Session Acceptor
(e.g. sellside)

Action Action State State
(Possible) Initiate
Logout(35=5) Process (e.g. if
MsgSeqNum(34) too low)
(Possible) Receive
MsgSeqNum(34) Too High
{PossibtejSerrd titiatiomrtogont35=A)
ResendRequest(35=2) Response
(Possible) Receive
MsgSeqNum(34) [Too High
Recgive Initiation (Possible) Initiation Logon(35=A)
Logdn(35=A) Response Active/Normal Session_ | Response
(Possible) Initiate
Logout(35=5) Process
(e.g. if MsgSeqNum(34)
too low)
(Pogsible) Send (Possible) (Possible) Active/Normal
Res¢ndRequest(35=2) Active/Normal Session |Session

(Possible) Receive
MsgSeqNum(34) Too
High

(Possible) Handls
ResendRequest(35=2)

Active/Normal Session

Active/Normal Sd¢ssion

4.11.2 FIXlogout process state transition diagram

Logout Initiator Action

Logout'Acceptor Action

Logout Initiator
State

Logout Adceptor
State

Star

Active/ Normal Session

Active/Normal[Session

No Messages Received in
Interval

No Messages Received in
Interval

Awaiting/ Processing
Response to
TestRequest(35=1)

- Initiation Log¢n(35=A)
Sent
- Awaiting/Prog¢essing
Response to
TestRequest(3%=1)

- Awaiting validation of
logon

- Receive MsgSeqNum/(34)
Too High

- Awaiting/Processing
Response to
ResendRequest(35=2)
- Initiate Logout(35=5)
Process

- Waiting for a
Logon(35=A)
acknowledgement
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. . . Logout Initiator Logout Acceptor
Logout Initiator Action | Logout Acceptor Action State State
Send Logout(35=5) Logout Pending
Request
Receive Logout(35=5) Logout Pending Logout Pending
Request
(Possible) Receive
MsgSeqNum(34) Too High
Send Logout(35=5) Logout Pending Awaiting Disconnect
Dncpr\ncn
(Possible) Send Logout Pending (Possible) Awaiting)/
ResendRequest(35=2) Processing Response tg
ResendRequest(35=2)
(Possible) Receive (Possible) Awaiting / (Possible).Awaiting
ResendReqyest(35=2) Processing Response to Response to

ResendRequest(35=2)

ResendRequest(35=2)

Receive Logput(35=5) Disconnected - Connection {Awaiting Disconnect

Response Today

Disconnect Disconnected - Connection | Disconnected - Connection
Today Today

5 FIX session profiles

The followjng session profiles are defined within the\standard. Each session profile definps a

standardizegd use of the FIX session layer for a specific\¢ontext primarily related to application veysion

usage.

5.1 FIX.4.2 session profile

FIX.4.2 is the FIX session profile that is used with the FIX 4.2 application layer. The FIX 4.2 application

layer may upe fields from subsequent versions of FIX.

The FIX.4.2|session profile may usé extended features from the FIX session standard by counterparty

agreement.

5.1.1 Profile identification

The value of BeginString(8) must be “FIX.4.2”

5.1.2 Application version identification

Field

Definition

DefaultApplVerID(1137)

layer.

Not used with FIX.4.2 session profile as FIX 4.2 is the mandatory application

DefaultApplExtID(1407)

May be used by counterparty agreement in-band. Recommendation is to
communicate this information out-of-band via a rules of engagement,
possibly by using a FIX Orchestra rules of engagement.

DefaultCstmApplVerID(1408)

May be used by counterparty agreement in-band on the Logon(35=A)
message to identify the version of the custom application or FIX Orchestra
rules of engagement.
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FIX4 is fully backward compatible with the FIX 4.4 session layer as defined in Volume 2 of the FIX 4.4

spec

ification.

FIX4 adopters may use extended capabilities beyond the basic FIX 4.4 functionality by counterparty
agreement.

The FIX4 session profile supports the communication of a single version of the FIX application layer.

5.2.1 Profile identification

The aratc-o

saliia of Do Chony )
T T J

U1V )

44
T

5.2.]

o BflO) ot b
DCEMIOtT g (o HrasSt ot 17y

. Application version identification

The default FIX application version is FIX Latest.
Field Definition

DefdultApplVerID(1137) DefaultApplVerID(1137) may be used to specify the application v¢rsion in the
Logon(35=A) message. If the DefaultApplVerID(1137) is not specified the
default will be assumed to be FIX Latest:

DegaultApplExtID(1407) May be used by counterparty agreefment in-band. Recommendatiqn is to
communicate this information out-of-band via a rules of engagempnt possibly
by using a FIX Orchestra rules.of'engagement.

DefdultCstmApplVerID(1408) May be used by counterparty-agreement in-band on the Logon(35=A)
message to identify thectistom application or FIX Orchestra rules|of

engagement.

5.3

FIXT
This
FIXT]
sing
indiy
5.3.]

The
5.3.]

The
mes
to bt
cate

FIXT session profile

supports transmitting messages from ‘multiple application versions over the same se
capability is the primary differentiator between the FIX4 session profile and FIXT ses
may be used with a single application version, such as FIX Latest. The benefit in usin
e application version is it_provides an option to include additional application very
ridual message level at a future time.

| Profile identification

value of BeginString(8) must be “FIXT.1.1".

P Multiple application version support over a single FIXT session
FIXT session profile (along with the LFIXT session profile based upon FIXT) permit

oaden service offerings, perform incremental enhancements at the individual message

ssion layer.
sion profile.
b FIXT for a
ions at the

application

sagestfrom different application versions of FIX to be used over a single FIX session. The benefit is

or message

an}, lﬂ"fﬂl'

5.3.3 Session default application version identification

The session default application version must be present in DefaultApplVerID(1137) in the Logon(35=A)
message.

The application version may be overridden by specifying the application version explicitly by specifying
the ApplVerID(1128) in the StandardHeader component of any application message by counterparty

agre
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Field Definition
DefaultApplVerID(1137) DefaultApplVerID(1137) must be specified on the Logon(35=A) message.
DegaultApplExtID(1407) May be used by counterparty agreement in-band. Recommendation is to

communicate this information out-of-band via a rules of engagement possibly
by using a FIX Orchestra rules of engagement.

DefaultCstmApplVerID(1408) May be used by counterparty agreement in-band on the Logon(35=A)

message to identify the custom application or FIX Orchestra rules of
engagement.

5.3.4 Message type default application version

FIXT exparlds

D

upon the ability to specify an application version on the Logon(35=A) meSsage by

allowing diffferent application versions to be specified by message type in the MsgTypeGrp céomponént.

The MsgTypeGrp component may be used to specify what application messages are supported over the

FIX session jpeing initiated.

Within the |MsgTypeGrp component, a FIX session may specify a message type “default applicgtion
version on the Logon(35 = A) message. For each message type where the defaultapplication versipn is
different from the session default application version, the message type défault application versipn is
specified uding the RefMsgType(372) field to specify the message type, the RefApplVerID(1130) field to

specify thp

RefApplVer|D(1130) is the default.

application version, and the DefaultVerIndicatof(1410) field to indicat¢ if

When present, the RefApplVerID(1130) in the RefMsgTypeGrp.eomponent has precedence ovey the
session default application version specified in the DefaultApplVerID(1137) field of the Logon(35|=A)

message.

5.3.5 Expli¢it application version per message

The application version may be specified on a message instance using the ApplVerID(1128) field from

the standarfl header.

The explicit application version only applies to the message instance in which it is sent, default

application versions remain unaltered.

The explicit application version has precedence over the message type default application version and

the session default application vérsion.

FIX session|processors mustmdaintain state information regarding the default application version pised

during the FIX session.

Table 4 — Application version precedence

Application .
pp . :r Fields Precedence
versio
|
Session default | DefaultAppIVerID(1137) Lowest level of precedence.

Message type RefMsgType(372), RefApplVerID(1130), |Supersedes the session default application
default DefaultVerIndicator(1410) version.
Explicit ApplVerID(1128) Highest precedence over default application

versions. Only applies to the message instance in
which ApplVerID(1128) is present.

5.3.6 Use of extension packs

A FIX session may specify a default extension pack as part of the session default application version by
inclusion of a valid extension pack number in the DefaultApplExtID(1407).

44
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An extension pack can be specified for a specific message type using the RefApplExtID(1406) field
within the MsgTypeGrp component. If provided, RefApplExtID(1406) becomes part of the message type
default application version.

A message instance can explicitly include an extension pack in the ApplExtID(1156) field. If
ApplExtID(1156) is specified it becomes part of the explicit application version.

An extension pack is considered incompatible with the application version if the extension pack number
specified is less than the last extension pack that was used to create the application version.

Table 5 — Extension pack precedence

Er \A S D;Ull F;CldD Pl ctcdcutc

Sesdion DefaultApplExtID(1407) Lowest level of precedence.

defajult

Mespage type | RefMsgType(372), RefApplExtID(1406), Supersedes the session default extensiorf pack.

defalult DefaultVerIndicator(1410)

Expiicit ApplExtID(1156) Highest precedence over default extensipn pack.
Only applies to the message instance in which
ApplExtID(1156)is’present.

5.3.7 Use of a custom application version
A deffault custom application version may be specified in-band over a FIX session by inclusipn of a user
defimed value in DefaultCstmApplVerID(1408) on the Logon(35=A) message.

using the
provided,

A dustom application version can be specified for a specific message type
Ref(StmApplVerID(1131)  field  within  the ™~ MsgTypeGrp  component. If
Ref(StmApplVerID(1131) becomes part of the message type default application version.

A mpssage instance can explicitly include_a~custom application version in the CstmApplVerID(1129)

field] If CstmApplVerID(1129) is specified it becomes part of the explicit application version.
Table 6 — Custom application version precedence
EP version Fields Precedence

Sesgion DefaultCstmApplIVerID(1408) Lowest level of precedence.

defajult

Mespage RefMsgType(372), Supersedes the session default custom apgplication

typq default | RefCStmApplVerID(1131), version.

DefaultVerIndicator(1410)

Explicit CstmApplVerID(1129) Highest precedence over default custom gpplication
versions. Only applies to the message insfance in
which the CstmApplVerID(1129) is present.

5.4

ichtweicht FIXT (LEIXT sessionnrofilel

= Jainhibiae! - i Gl ) yfalaaininiad J
The Lightweight FIXT session profile (LFIXT) is a restriction of the FIXT session profile. LFIXT
eliminates the use of session layer retransmission of messages to simplify the session layer protocol.

LFIXT defines two different modes of operation. Under LFIXT compatible mode, LFIXT peer is
interoperable with existing FIX session processors that support the FIXT session profile. Under LFIXT
succinct mode, LFIXT peer is no longer interoperable with FIXT peer, but the complexity of the session
layer protocol is cut down further.
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5.4.1 Profile identification

The value of BeginString(8) must be “FIXT.1.1".

LFIXT shares the BeginString(8) value with the FIXT session profile in order to support its
communication with the FIXT peer under the LFIXT compatible mode.

5.4.2 Appli

cation version identification

The LFIXT session profile follows the same application version identification rules as the FIXT session

profile.
5.4.3 LFIX

[ transport lnypr rpqnirpmpnfc

LFIXT does
layer to pro

For LFIXT 4
either the F

Each establ
to 1 and thd

5.4.4 LFIX]

When oper
inbound sej
seamless ca
its FIXT pee

Similarly, ty
operating u

not support retransmission of messages at the session layer and relies on the applicd
vide retransmission services during the FIX session when needed.

FIX session exists over one FIX connection which exists over one transportiayer. A lo
X connection or the transport layer connection constitutes the end of a FIX;session.

shment of a FIX connection creates a new FIX session, which means that NextNumlIn i
NextNumOut is set to 1 in the FIX session processor.

' compatible mode

hting under LFIXT compatible mode, a FIXT peer shall(handle all possible types of
sion layer messages, but only send out session layer messages of limited types to ena
mmunication between the LFIXT peer and the FIXT peer. An LFIXT peer is compatible
r in this sense.

vo LFIXT peers have the ability to communicate with each other seamlessly when
hder the LFIXT compatible mode.

FIXT peer 1€ LFIXT peer

Figure 19 — FIXT peérconnected to LFIXT peer operating under compatible mode

ition

5s of

S set

FIXT
ble a
with

both

Table 7 —|Session layerinessages when peer uses LFIXT session profile under compatible mode
Sessjon Layér‘Message Received from peer Sent to peer
HeartBeat(35=0) Yes Yes
Logon(35=A3 Yes Yes
TestRequest(35=1) Yes No
ResendRequest(35=4) Yes No
Reject(35=3) Yes Yes
SequenceReset(35=4) Yes Yes, but only passively
GapFillFlag(123)=N
SequenceResest(35=4) Yes No
GapFillFlag(123)=Y
Logout(35=5) Yes Yes
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When operating in LFIXT succinct mode, an LFIXT peer shall only accept a subset of inbound session
layer message types and shall only transmit a subset of session layer message types. The complexity of
the session layer protocol is reduced to a minimum in this way, while sacrificing the compatibility with

FIXT peers.

Upon receiving an unexpected type of session layer message, an LFIXT peer operating under the LFIXT
succinct mode shall terminate the connection by sending a Logout(35 =5) with a description of the
error in Text(58) and then terminate the transport layer connection.

Succinct mode shall only be used by an LFIXT peer when its counterparty is already known to be using

the

LFIXT session profile, e.g. by prior out-of-band exchange of the rules of engaggment?3.

Its

courjterparty can operate under LFIXT compatible mode or under LFIXT succinct mode;but [cannot be a

FIXT peer (using the FIXT session profile) since the two peers are not compatible in this case.

LF

XT peer &

>

LEIXT peer

Figure 20 — LFIXT peer connected to LFIXT peer{operating under succinct mgde

T4ble 8 — Session layer messages when peer uses’LFIXT session profile under succipct mode
Session Layer Message Received from peer Sent t¢ peer
HeatrtBeat(35=0) Yes Yds
Log¢n(35=A) Yes Yds
Rejact(35=3) Yes Yds
Loggut(35=5) Yes Yds

5.4.¢ LFIXT and FIXT operating mode interoperability

The following table show's the interoperability between LFIXT and FIXT peers for each opefating mode

of LFIXT.
Table 9'- Interoperability between LFIXT and FIXT peers by operating mode
Operating Mode LFIXT a?ceptor using LFIXT acc.eptor using FIXT acceptor
succinct mode compatible mode
LFI¥T-nitiator using succinct |interoperable interoperable not interoperable
mode
LFIXT initiator using interoperable interoperable interoperable
compatible mode
FIXT initiator not interoperable interoperable interoperable

13 FIX Orchestra may be used to communicate which FIX session profile and which operating mode is being used for a FIX

enabled service.
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5.4.7 Validation of message sequence numbers

If a received message has a MsgSeqNum(34) less than NextNumln, a serious error exists. The FIX
session and transport layer connection should be terminated unless the message received is:

e aSequenceReset(35=4) message with PossDupFlag(43) present with a value of “Y”.

e any message of a message type that supports retransmission with a PossDupFlag(43) present with
avalue of “Y”.

e aLogon(35=A) message with ResetSeqNumFlag(141) present with a value of “Y”.

If a receivefl message has a MsgSeqNum(34) greater than NextNumln, a serious error exists.-The FIX
session and|transport layer connection should be terminated.

5.4.8 Application layer recovery

The application layer shall be responsible for message recovery.

An LFIXT sgssion processor must not perform message recovery.
5.4.9 LFIXT initiator connects to LFIXT acceptor

An LFIXT injitiator shall send a Logon(35=A) message with the following fields present
Table 10 — LFIXT Logon(35=A) initiator

Field Value
MsgSeqNum(34) 1
ResetSeqNumFlag(141) Y
NextExpectedSeqNum(789) 1

In the folloying diagram shows the standard LEIXT logon process.
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LFET _initiatar LFIT_acceptar

Establish transport layer connection

>

MextMumin=1
REX RIS

Mexthumins1
fextMumogt=1

Logon(35=A)[MsgSeqium(34)=1
ResetSegMumFlag(141)=Y
MextExpectedSeqMNum(7849)=1]

>

LFIXT Logon(35=A) acknowledgement

Logon(35=A)[MsgSeqMNum(34)=1
ResetgeqMumFlag(141)=Y
MNextExpectedSeqMNum(789)=2]

<

LFIXT session established

LFIXT initiator LFIXT_acceptor

[

s 21 )R A YA
riguic 4 1 LITIA UsgVUII pIULCSS
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5.4.10 FIXT initiator connects to LFIXT acceptor (compatible mode)

A FIXT initiator that is able to persist message history shall send a Logon(35=A) message with the
following fields present. Upon receiving the Logon(35=A) request, an LFIXT acceptor shall adjust its
own NextNumOut to the NextExpectedMsgSeqNum(789) contained in the Logon(35=A) request.

Table 11 — FIXT Logon(35=A) initiator

Field Value
MsgSeqNum(34) 1
ResetSeqNumPFlag(141) N
NextExpectedSeqNum(789) NextNumlIn

In the following example, a FIXT initiator is establishing a new FIX connection to the LFIXT session.[This
example shpws how the LFIXT acceptor adjusts its NextNumlIn and NextNumOut values to the FIXT
session state being maintained by a FIXT initiator.
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FLAT initiator LFI<T acceptaor

Establish transport layer connection

:
|
>
|
|

MexthMumin=184
MexthumOut=100 : ‘
| |
[ | ~—tp
| |
| || NextMurin=1
i t MextMumOuts
| |
I | 'R0
| i
| Logon(35=A) [MsgSeqNum(34)=100_C
I ResetSeqMumFlag(141)=n l
| NextExpectedSeqNum(789)=189] :
L )l
| |
| |
: || NextNumin=1[01
: : MextMumOuts189
| |
i |
|
LFIXT Logon(36=A) acknowledgement :
. ) i
| Logon(35=A)MsgSeqNum(34)=189
: ResetSeqMumFlag(141)=M :
f MextExpectedSeqMumi(7¥89)=101] i
) |
oh |
. LFIXT compatibilty session estahlished
L ! !
| |
FEAT _initiator LFIXT _acceptaor

Figure 22 — FIXT initiator connecting to LFIXT acceptor in compatible mode logon

In the following example, an LFIXT initiator is establishing a new FIX connection to the FIXT session.
This example shows how the FIXT acceptor resets its NextNumIn and NextNumOut values when the
LFIXT initiator sends the Logon(35 = A) request.
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LFE<T _initiator FI<T_acceptar

Establish transport layer connection

| |
| |
| |
| |
|
| >,
| |
| I
Nexthumin=1 : |
M et e Cat=1 : :
| I
| [ ¢
? |
: || NextNumin=73
| 1 NextNum@ut=141
| |
| |
! I
: Logon(35=A)[MsgSeqium(34)=1 :
I ResetSegMumFlag(141)=Y '
: MextExpectedSeghum(788)=1] :
L }l
| |
| I
: | NextNumin=1
: : MextMumOut=1
| I
i \\ |
I
FIXT Logon(35=A) acknowledgement :
. :
| Logonf35=A)MsgSegqNum(34)=1 |
: RegetSegMNumFlag(141)=Y :
| MexiExpectedSeqhumi(789)=2] i
| |
= i
LFIXT compatible session established
il :
-
| EIT initistor El"T arccanthr
| — | 1 '\.I_IIIII.IHLUI T T \I_Llll.rl.ru'ull.ul

Figure 23 — LFIXT initiator connecting to FIXT acceptor in compatible mode logon

52 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=5893283f40f84782292f8f47bd15fbae

ISO 3531-2:2022(E)

5.4.11 Receipt of ResendRequest(35 = 2) message from a FIXT peer

LFIXT peers are not expected to save outbound message history for retransmission.

If a ResendRequest(35=2) message is received, the LFIXT peer shall respond with a
SequenceReset(35 = 4) with the GapFillFlag(123) set to “N” and a NewSeqNo(36) = NextNumOut.

The following example shows a FIXT initiator connected to an LFIXT acceptor. The FIXT initiator does
not process messages with MsgSeqNum(34) =98 and MsgSeqNum(34) =99 for some reason. As a
result, the FIXT initiator transmits a ResendRequest(35 = 2) asking for messages 98 and 99. The LFIXT
acceptor responds with a SequenceReset(35 =4) message with GapFillFlag(123) set to “N” and the
NewSegNo(36) set to the maximum of the EndSegNo(16) from the ResendRequest(35 = 2) message and
the LFIXT acceptor NextNumOut. This example demonstrates that an LFIXT session does pot provide
sesslon layer message recovery.
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FI<T _initiatar

LFIXT acceptor

application message [MsgSeqMNum(34)=77]

T
l
|
>
|
|
|

application message [MsgSeqgMNum(34)=98]
1 %
| I
: application message [MsgSeqMum(34)=99] :
> i
! I
: | NextNumin=7®
: : NextMumOut=101
i : o
! I
NextNurin=98 | |
MextMNumOut=78 : :
| 1
| I
: application message [MsgSeqMum(34)=100] :
< |
! I
Nexthum{in=101 | |
MexMNumOut=78 : :
| I
| I
I I
: FIXT_initiator detects a gap : MsgSeghum(34) = NextMumin :
[ Request messages 98 and 99 |
: :
| I
: ResendRequest(35=2) [MsgSeqMum(34)=78 :
i BegSeqgMo(7)=598 End8eghlo(16)=99] i
: >|
| I
: SequenceRdsat(35=4) [MsgSegqhum(34)=1 :
| GapFillFlag(P23)=N i
| NewSeqNd(36)=max{39,LFIXT_acceptorNextNumOut}=101] |
3 ]
| I
| I
Nexthurin=101 | |
MextMurOut=79 : I
I
M I
| I
| I
I I MextMumlIn=79
! | NextNumOut=101
| I
I I
FILT_initiator LFI<T_acceptor

Figure 24 — LFIXT resetting sequence numbers in LFIXT compatible mode
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If LFIXT encounters a garbled message or other data parsing issues, the LFIXT session processor should
terminate the connection by sending a Logout(35=5) with a description of the error in Text(58) and
terminate the transport layer connection.

6 FIX message routing

6.1 Message routing details - one firm-to-one firm (point-to-point)

The following table provides examples regarding the use of SenderComplD(49), TargetCompID(56),

Deliy
betw

rerToCompID(128), and OnBehalfOfCompID(115) when using a single point-to-point
reen two firms. Assumption (A=sell-side, B =buy-side):

Table 12 — Message routing example, single session between two firms

FIX session

SenderComplD OnBehalfOfCompID TargetCompID DeliverT

CompID

Ato

B directly A B

B to

A directly B A

6.2

The

cou]
may
mes
Targ

Whse
of ar
com
mes

Message routing details - third party message routing

FIX session protocol supports the ability for a single FIX session to represe
terparties. This can be in a 1-to-many, many-to-1, or I:to-1 fashion. In addition, some t
be connected to other third parties effectively forming a “chain” of “hops” between

ht multiple
hird parties
the original

bage initiator and the final message receiver. The SenderComplID(49), OnBehalfOfCompID(115),

etComplID(56), and DeliverToCompID(128) fields are used for routing purposes.

n a message travels over intermediary FIX\sessions or an intermediary sends a messag
other firm (using OnBehalfOfCompID(115)), that intermediary may add their details to
ponent. The HopGrp may be used totbuild a “history” of FIX sessions through which
fage was transmitted. The HopGrp-is not used to facilitate routing, rather it provides a

of i
of i

}

ermediary FIX sessions involved'in transmitting the message to its final destination. A|
ermediary involvement may\be a requirement of some regulatory bodies or counterpd

an intermediary FIX session-ferwards a message on to the next hop (may be the end poinf

intel
Hop
Msg

Notd
is us

mediary), that intermediary may add its hop details to the HopGrp (i.e. its SenderCon
ComplD(628), its cSendingTime(52) as HopSendingTime(629), and the received
beqNum(34) or some other reference as HopRefID(630)).

that if OnB€halfOfCompID(115) or DeliverToCompID(128) message source identificaf]
ed for a EIX'session, then it must be used on all application messages transmitted via

accordingly-(reject the message if not).

The
Deli

following figure provides examples regarding the use of SenderComplID(49), TargetQ
yerToComplD(128), and OnBehalfOfCompID(115) when using a single FIX session t

re on behalf
the HopGrp
the original
h audit trail
n audit trail
rties. When
or another
hpID(49) as
message’s

ion/routing
that session

ompID(56),

D represent

multiple firms. Assumptions are that A = sell-side, B = buy-side, and Hub = third party:
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PartyA

Fl<Hub PartyB

Ms

TargetComplD(56)=Huh SenderComplD(459)=A
ClOrdID(11)=A001

gType(35)=D SendingTime(52)=T1

Y

MsgType(35)=D SendingTime(52)=T72
SenderComplD(49)=Hub TargetComplD(56)=B
OnBehalfComplD({115)=A ClOrderID(11)=A-A001

NOHOPSIE27)=1
HopComplD{628)=Hub
HopSendingTime(629)=T1

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
I
|

Y

HopGrp is optional

MsgType(35)=8 SendingTime(52)=T3
SenderComplD(49)=B TargetCamplD(56)=Hub
DeliverToComplD(128)=A-5|0rderlD(11)=A-A001

sQType(35)=8 SendingTime(52)=T4
enderComplD(49)=Hub TargetComplD(56)=A
nBehalfComplD(115)=B ClCrderlD{11)=A001
oHops(627)=1
HopComplD(628)=Huh
HopSendingTime(628)=723

A

HopGrp is optional

PartyA

Fl<Hub PartyB

Note that s
unique for

DeliverToC¢mplID(128) addressing, a recommended approach is to prepend these fields to the ori

value. For
ClordID(11

Rigure 25 — Messagé pouting example, single session between multiple firms

ome fields—for) example, ClOrdID(11) on a NewOrderSingle(35 = D) message—mug
all orders.‘on a given FIX session. Thus, when using OnBehalfOfCompID(115

bxample, if A sends the hub a ClOrdID(11) value of “A001”, then the hub can spec
of “A~-A001” when sending the message to B to ensure uniqueness.

t be

or
pinal
fy a

7 Trans

mitting alternatively encoded messages over a FIX session

XML content may be transmitted over a FIX session layer. FIXML or other XML-based content (such as
ISO 20022 XML messages, FpML XML messages) within the XmlData(213) field in the StandardHeader
of the XMLnonFIX(35=n) message.

The application message type is assumed to be contained in the XML document sent in XmlData(213)
and is not processed by the FIX session layer.
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7.1 Use of Attachment group

ISO 3531

-2:2022(E)

Other encodings, such as SBE, JSON, Google Protocol Buffers, PDF, jpeg should be transmitted using the
AttachmentGrp component within the XMLnonFIX(35=n) message.14

The AttachmentGrp component provides the ability to attach other media type documents to a FIX
message for transmission. The media type can be any of the media types (previously referred to as

MIME types) that are listed by IANA RFC2046.

8 Components

8.1 AttachmentGrp

The |AttachmentGrp component provides the ability to attach other media type decuments to a FIX
mess$age for transmission. The media type can be any of the media types (previously re
MIME types) that are listed by [ANA RFC2046. The AttachmentGrp is intended to be use
docyments or payloads in other encodings, such as XML, JSON, TTL, SBE, GPB,”PDF, TIFF,
mes$age. Note when the AttachmentGrp is used within a applicatiod message, s
TradeCaptureReport(35=AE), the attachment should supplement the-data already cont
application message. It is not intended to replace the content of the business message. TI
fields within the application message should be populated, even if they duplicate data exprg

the gttachment(s).

ferred to as
d to attach
pg to a FIX
ch as the
ined in the
he standard
ssed within

Tag

Name

Req'd

Description

2104

NoAttachments

—2105

AttachmentName

Required if NoAttachments(2104) > 0.
Specifies the file name of the attachment.

—2106

AttachmentMediaType

Required if EncodedAttachment(2112) is
The MIME media type (and optional subt;
attachment. The values used are those as
listed and maintained by [ANA (www.ian
[RFC2046].

present.
rpe) of the
igned,
.0r'g)

—-2107

AttachmentClassification

Specifies semantically the type of the atta
document from a business perspective. T
classification scheme reuses the FIX stang
classification scheme of a high level sectic
(pretrade, trade, posttrade, etc.) and a caf
a specific application or document type. T
expression follows {“section/category/ap

type”}.

ched

he default
lard

n

egory, then
he
plication

—2108

AttachmentExternalURL

Either AttachmentExternalURL(2108) or
EncodedAttachment(2112) must be spec

fied if

NnAH’n(‘hmpnfc(? 1 04) 0

—2109

AttachmentEncodingType

The encoding type of the content provided in

EncodedAttachment(2112).
Required if EncodedAttachment(2112) is

present.

—-2110

UnencodedAttachmentLen

Unencoded content length in octets. Can be used to

validate successful unencoding.

-2111

EncodedAttachmentLen

Length in octets of EncodedAttachment(2112).

Must be set if EncodedAttachment(2112)

is specified

14 AttachmentGrp component added in EP167
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Tag

Name

Req'd Description

and must immediately precede it.

-2112

EncodedAttachment

specified in the AttachmentEncodingType(2109)
field.

Either AttachmentExternalURL(2108) or
EncodedAttachment(2112) must be specified if
NoAttachments(2104) > 0.

The content of the attachment in the encoding format

—Component

AttachmentKeywordGrp

Optional list of keywords associated with the
EncodedAttachment(2112).

8.2 AttacﬂmentKeywordGrp

The AttachimentKeywordGrp component provides a place to associate keywords with an” attachment

document tp support the current approach of tagging to support metadata.

Tag Name Req'd Description
2113 NpAttachmentKeywords
—2114 | AftachmentKeyword N Required if NoAttachmentKeywords(2113) > 0.
Can be used to provide data erkeyword tagging of the content
in EncodedAttachment(2112).
8.3 HopGrjp
The HopGrp is used to build a history of the various FIX sessions over which an application message
was transv;?tted. The HopGrp is not used to facilitate message routing, rather it provides an audit|trail
of intermedjary FIX sessions to the ultimate receiver of &message.
Tag Name Req'd Description

627 NoHops

—-628 |HopComplID N Assigned value used to identify the third party firm which delivered 3
specific message either from the firm which originated the message dr
from another third party (if multiple “hops” are performed). It is
recommended that this value be the SenderComplD (49) of the third
party.

—629 |HopSendingTime N Time that HopCompID (628) sent the message. It is recommended thpt
this value be the SendingTime (52) of the message sent by the third
party.

—630 |HopRefID N Reference identifier assigned by HopCompID(628) associated with the
message sent. It is recommended that this value be the MsgSeqNum(B4)
of the message sent by the third party.
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8.4 MsgTypeGrp

ISO 3531

-2:2022(E)

The MsgTypeGrp may be used to specify the application level messages supported by a peer over the
FIX session.

Tag Name Req'd Description

384 NoMsgTypes

—-372 RefMsgType N Specifies a specific, supported MsgType(35). Required if
NoMsgTypes(384) is > 0. Should be specified from the point of view
of the sender of the Logon(35=A) message.

-345 MsgDirection N Indicates direction (send vs. receive) of a supported MsgType(35).
Required if NoMsgTypes(384) is > 0. Should be specified from the
point of view of the sender of the Logon(35=A) message

—1130 |RefApplVerID N Specifies the service pack release being applied to an application
message.

—1406 |RefApplExtID Specified the extension pack being applieéd to a message.

—-1131 |RefCstmApplVerID Specifies a custom extension to amessage being applied [at the
session level.

—1410 |DefaultVerIndicator N Indicates that this Application Version (RefApplVerID(1130),
RefApplExtID(1406),RefCstmApplVerID(1131)) is the d¢fault for the
RefMsgType(372) field.

8.5 ftandardHeader

Tag Name Req'd Description

8 BeginString Y FIX.4.2 | FIX.4.4 | FIXT.1.1
BeginString(8) must be the first field in the message.

9 BodyLength Y Message length, in octets.

BodyLength(9) must be the second field in the message.

35 MsgType Y Defines message type.

MsgType(35) must be the third field in the message.

1128 ApplVerID N FIXT.1.1 ONLY Indicates application versiop being
used for a message instance. ApplVerID(1128) applies
to a specific message occurrence.

1156 ApplExtID N FIXT.1.1 ONLY Indicates an extension packinumber
being used for a message instance The
ApplExtID(1156) applies to a specific mess3dge
occurrence.

1129 CstmApplVerID N FIXT.1.1 ONLY Identifies a custom (user spgcified)
version for a message instance.

49 SenderComplID (Always unencrypted)

56 TargetCompID (Always unencrypted)

115 OnBehalfOfCompID Trading partner company ID used when sending
messages via a third party (Can be embedded within
encrypted data section.)

128 DeliverToComplID N Trading partner company ID used when sending
messages via a third party (Can be embedded within
encrypted data section.)

90 SecureDataLen N Length field for SecureData(91).
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Tag

Name

Req'd

Description

SecureDataLen(90) must be present and unencrypted if
SecureData(91) is present in the message.

91

SecureData

Encrypted message content.

Tag number, separator (“="), and delimiter (<SOH>)
must be unencrypted. If present in the message,
SecureData(91) must be immediately preceded by
SecureDataLen(90). The use of SecureData(90) and its
associated length field SecureDataLen(91) was

deprecated as of the FIXT.1.1 session specification.

Applicatiomtayerencryption s stittsupported by
counterparty agreement.

34

MsgSeqNum

(Can be embedded within encrypted data section.)

50

SenderSubID

(Can be embedded within encrypted data-séction.)

142

SenderLocationID

Sender's LocationID (i.e. geographi¢location and/or
desk) (Can be embedded within encrypted data
section.)

57

TargetSubID

“ADMIN” reserved for adrinistrative messages not
intended for a specificuser. (Can be embedded within
encrypted data section:)

143

TargetLocationID

Trading partner.LocationlID (i.e. geographic locatior
and/or desk).{Gan be embedded within encrypted data
section.)

116

OnBehalfOfSubID

Trading partner SubID used when delivering messages
via asthird party. (Can be embedded within encryptéd
data section.)

144

OnBehalfOfLocationID

Trading partner LocationID (i.e. geographic locatior
and/or desk) used when delivering messages via a

third party. (Can be embedded within encrypted data
section.)

129

DeliverToSubID

Trading partner SubID used when delivering messages
via a third party. (Can be embedded within encrypted
data section.)

145

DeliverToLocationiD

Trading partner LocationID (i.e. geographic locatior
and/or desk) used when delivering messages via a

third party. (Can be embedded within encrypted data
section.)

43

PossDupFlag

Always required for retransmitted messages, whether
prompted by the sending system or as the result of 4
resend request. (Can be embedded within encrypted

data section.)

97

PossResend

Required when message may be duplicate of another
message sent under a different sequence number. (Can
be embedded within encrypted data section.)

52

SendingTime

(Can be embedded within encrypted data section.)

122

OrigSendingTime

Required for message retransmitted as a result of a
ResendRequest. If data is not available set to same
value as SendingTime (Can be embedded within
encrypted data section.)

212

XmlDataLen

Required when XmlData(231) is present. Length of the
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Tag Name Req'd Description
XmlData(231) field in octets.

213 XmlData N Can contain a XML formatted message block
(e.g. FIXML, 1S020022, FpML).

347 MessageEncoding N Type of message encoding used for fields of datatype
data, commonly referred to as encoded fields.
MessageEncoding(347) must be present if any fields of
datatype data are present in the message.

369 LastMsgSeqNumProcessed N The last MsgSeqNum(34) value received by the FIX
SESSION ProCesSor and processed by doOwmnsiream
application, such as trading system or ordei routing
system. May be specified on every message sent. Useful
for detecting a backlog with a counterparty.

Contponent HopGrp N The HopGrp may be used to track the FIX sgssions over
which an application message-has been senft.

8.6 PtandardTrailer

Tag Name Req'd Description

93 SignatureLength N Length field for Signature(89),

SignatureLength(93) must be'present and unencrypted if Signature(89) is
present in the message. SignatureLength(93) must not be included as part
of the encrypted content in SecureData(91).

89 Signature N If Signature(89) is present, it must be immediately preceded by
SignatureLength(93). Signature(89) must not be included as part of the
encrypted content in SecureData(91).

10 CheckSum Y Three-octet-character representation of the modulo 256 checksyim.
Checksum(10) must be the last field in the message. The end of field
delimiter (<SOH>) of Checksum(10) serves as the end of message delimiter.

9 Messages
9.1 Heartbeat message
The |Heartbeat(35=0)-message is sent unilaterally to keep a FIX connection active during periods of
inactivity and it issalso sent as a response to a TestRequest(35=1) from a peer.
Tag Name Req'd Description
Conjponent” |StandardHeader Y MsgType =0
T

112

TestReqID

message.

N Required when the heartbeat is the result of a Test Request

Component |StandardTrailer

© IS0
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9.2 TestRequest message

The TestRequest(35=1) is used to force a response from the peer. A HeartBeat(35=0) with the
TestReqID(112) set to the value from the TestRequest(35=1)

Tag

Name

Req'd

Description

Component |StandardHeader

Y MsgType =1

112 TestReqID Y An arbitrary identifier provided by the sender of the
TestRequest(35=1) message this must be returned by the peer in
a HeartBeat(35=0) message response to confirm viability of the
FIX connection.
Component StandardTrailer Y
9.3 Resen{lRequest message

The ResendlRequest(35=2) is sent by the receiving application to initiate the{retransmission of

messages.
Tag Name Req'd Description

Component StandardHeader Y MsgType = 2

7 BeginSeqNo Y The sequence number of théfirst message that requires

retransmission.

16 EndSegNo Y The sequence number of the last message sequence number. ['0”

specifies retransmission of all messages since BeginSeqNo(7)

Componen{ |StandardTrailer Y

9.4 Rejectmessage
The Reject(35=3) message should be issued (when a message is received but cannot be properly
processed due to a session laver or tagvalue(encoding violation.

Tag Name Req'd Description

Component |StandardHeader Y MsgType =3

45 RefSeqNum Y MsgSegNum of rejected message

371 RefTaglID N The tag number of the FIX field being referenced.

372 RefMsgType N The MsgType of the FIX message being referenced.

1130 RefApplVerID N Recommended when rejecting an application message that
does not explicitly provide ApplVerID (1128) on the mesdage
being rejected. In this case the value from the
DefaultApplVerID(1137) or the default value specified in the
NoMsgTypes repeating group on the logon message should
be provided.

1406 RefApplExtID N Recommended when rejecting an application message that
does not explicitly provide ApplExtID(1156) on the rejected
message. In this case the value from the
DefaultApplExtID(1407) or the default value specified in the
NoMsgTypes repeating group on the logon message should
be provided.

1131 RefCstmApplVerID N Recommended when rejecting an application message that
does not explicitly provide CstmApplVerID(1129) on the
message being rejected. In this case the value from the
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