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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fofj
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

Consumers’ trust and how well individual privacy needs are met are defining concerns for the digital
economy. This includes how consumers' personally identifiable information (PII) and other data are
processed (collected, used, accessed, stored, and deleted) — or intentionally not collected or processed
— by the organization and by the digital goods and services within that digital economy. If PII has
been compromised because of lax, outdated, or non-existent privacy practices, the consequences for
the individual can be severe. In addition, consumers' trust of the digital product can be damaged with

potentially legal or reputational impacts to the organization providing that consumer product.

{lPr
Can
acd

vacy by Design” was originally used by the Information and Privacy Commissioner
ada. with the goal that the individual need not bear the burden of striving for protectiomn?
nsumer product.

Priy
dev|
priv
pro
the
has
wit

racy by design refers to several methodologies for product, process, system;software g
elopment, e.g. References [1], [2], [3], [4], [5] and [6]. These methodologies)take into 3
racy of a consumer throughout the design and development of a prodict, considering]
Huct lifecycle - from before it is placed on the market, through purchase and use by cor
expected time when all instances of that product finally stop being-dsed. It means tha
default consumer-oriented privacy controls and settings that prowide appropriate levelg
nout placing undue burden on the consumer.

NOT
that
priv
parf
Gov|
and

Sys

E
provide more detailed requirements and guidance on privacy (e.g. identification of PII, PII
acy controls, consumer consent, notification of privacy breach, secure disposal of PII, interaction
y processors) for common functions within the organization (e.g. Corporate Governance; Data
ernance; [T Operations and IT Services Management;(Security and Security Management; Data |
Database Administration; Marketing, Product Management; Web and mobile application d
ems development; Systems administration, network administration).

In this document, the benefits of privacy by design can be viewed through three guiding p1

pf Ontario,
vhen using

nd service
ccount the
the entire
sumers, to
[ a product
of privacy,

This document provides references in the bibliographyto other existing standards angl resources,

access and
s with third
hnd Privacy
lanagement
bvelopment,

inciples as

outlined below.
Empowerment and transparency

There is growing demand for accurate privacy assertions, systematic methods of privacy du
and greater transparency and/accountability in the design and operation of consumer pr
profess PII. The goal is to promote wider adoption of privacy-aware design, earn consume
satisfy consumer needs-for robust privacy and data protection. In addition, the intent i
and promote innovative solutions that protect and manage consumers' privacy: a) by andlysing and
implementing prigacy controls based on the consumer’s perspective, context, and needs| and b) by
sucfinctly documtenting and communicating directly to consumers how privacy considerdtions were
appjroached,

e diligence,
dducts that
I trust and
5 to create

Institutionalization and responsibility

personalization, it is increasingly important to delineate and distinguish the responsibilities and
perspectives of the consumer of the products that process PII from those of product design, business
and other stakeholders in the ecosystems in which the product operates.

Privacy by design focuses on the consumer perspective when institutionalizing robust privacy norms
throughout the ecosystem including privacy protection and data handling practices. With privacy
by design, the consumer’s behavioural engagement with the product(s) and their privacy needs
are considered early and throughout the product lifecycle process. This way, decisions concerning
consumer privacy needs will be more consistent and systematic and become a functional requirement
alongside the interests of product design, business and other stakeholders.

Privacy by design also focuses on accountability, responsibility, and leadership. These aspects are
essential to successfully operationalizing and institutionalizing the privacy by design process.

© 1S0 2023 - All rights reserved vii
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A demonstrated leadership commitment to privacy by design is essential to operationalize and
institutionalize privacy in the product design process of an organization.

Ecosystem and lifecycle

A privacy by design approach can be applied to the broader information ecosystems in which both
technologies and organizations operate and function. Privacy and consumer protection benefit from
taking a holistic, integrative approach that considers as many contextual factors as possible (e.g. the
type of consumer, their goal and intent in using a product, and the data the product will process for
that consumer) - even (or especially) when these factors lie outside the direct control of any particular
actor, organization, or component in the system. [see 5.5.3 a)].

Privacy by| design applies to all products that use PII, whether physical goods, or intangible servjces
such as soffware as a service, or a mixture of both. It is intended to be scalable to the needs ef\all tyjpes
of organizdtions in different countries and different sectors, regardless of organization size.0r'matufity.

It is possible that additional privacy issues and a need for related controls are identified at any ppint
in the product lifecycle, including during development or after use by consumers:Privacy by degign
methodologies support iterative approaches to product development, with supplementary priyacy
enhanceménts designed and deployed long after the initial design phase.

Audience for this document

The primalry audiences for this document are those staff of orgafiizations and third parties, ywho
are responsible for the concept, design, manufacturing, management, testing, operation, seryice,
maintenanice and disposal of consumer goods and services.

viil © IS0 2023 - All rights reserved
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Consumer protection — Privacy by design for consumer
goods and services —

Part 1:
High-level requirements

Thi
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Thi
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suc
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3.1
con
ind

Not
and

Not

Scope

5 document establishes high-level requirements for privacy by design to protect privacy {
lifecycle of a consumer product, including data processed by the consumer,

5 document does not contain specific requirements for the privacy assurances and commit
hnizations can offer consumers nor does it specify particular methodologies that an o1
adopt to design and-implement privacy controls, nor the technelogy that can be used
n controls.

Normative references

re are no normative references in this document.

Terms and definitions
the purposes of this document, the following terms and definitions apply.

and I[EC maintain terminology databases for use in standardization at the following addj

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: availabte,at https://www.electropedia.org/

sumer

e 1 to entry; “Consumer” (including elderly, children, and persons with disabilities) covers both
potential.eoysumers. Consumer products can be one-time purchases or long-term contracts or o

e 2 toentry: This term only applies to natural persons, not legal entities.

hroughout

ments that
ganization
to operate

esses:

vidual member ofthe general public purchasing or using property, products for private purposes

consumers
bligations.

Not

e 3o entry: Property, products or services (3.3) purchased or used by consumers can be used for

brofessional

purposes and not only private ones (e.g. Bring Your Own Device).

[SOURCE: ISO/IEC Guide 14:2018, 3.2, modified — "or serviced" has been removed from the definition,

Not

©IS

e 1 to entry has been modified, Notes 2 and 3 to entry have been added.]
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3.2

personally identifiable information

PII
personal i

nformation

information that a) can be used to establish a link between the information and the natural person to
whom such information relates or b) is or can be directly or indirectly linked to a natural person

Note 1 to entry: To determine whether a PII principal is identifiable, account should be taken of all the means
which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to establish the

link betwee

Note 2 to ¢

n the set of PII and the natural person.

ntry: A public cloud PIT processor (3.18) is typically not in a position to know explicitly whe|

informatiorn] it processes falls into any specified category unless this is made transparent by the cloud-ser]
customer.

[SOURCE: |SO/IEC 19944-1:2020, 3.3.1, modified — The admitted term has been deleted; Note
entry and Note 2 to entry have been shortened.]

3.3

privacy bijeach

here personally identifiable information (3.2) is processed in violatien of one or more reley

b
situation v}
privacy safeguarding requirements (3.9)

[SOURCE: 1

3.4
service
output of 3
and the cof

SO/IEC 29100:2011, 2.13]

sumer (3.1)

Note 1 to enftry: The dominant elements of a service are genérally intangible.

Note 2 to e
requirement
accountanc

htry: A service often involves activities at.the interface with the consumer to establish cons
s (3.9) as well as upon delivery of the service and can involve a continuing relationship such as ba
es or public organizations, e.g. schoels'or hospitals.

Note 3 to enftry: Provision of a service can ihyvolve, for example, the following:

an acti

an acti
prepar
thedeliveryofanintangible product (e.g. the delivery ofinformationin the contextof knowledge transmiss
— thecre
Note 4 to e
[SOURCE:

3.5

ity performed on a consumer<supplied tangible product (e.g. a car to be repaired);

ity performed on a-consumer-supplied intangible product (e.g. the income statement neede
b a tax return);

htion of ambience for the customer (e.g. in hotels and restaurants).

n organization with at least one activity necessatily performed between the organizat

her
vice

| to

rfant

—e

on

mer
ks,

ry: Aservice is generally experienced by the consumer.
. O o« » . « ”n

privacy by design
design methodologies in which privacy is considered and integrated into the initial design stage and
throughout the complete lifecycle of products, processes or services (3.3) that involve processing of
personally identifiable information (3.2), including product retirement (3.15) and the eventual deletion
(3.26) of any associated personally identifiable information (3.2)

Note 1 to entry: The lifecycle also includes changes or updates.

© IS0 2023 - All rights reserved
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3.6

interested party

stakeholder

person, group of people or organization (3.2.1) that has an interest in, can affect, be affected by, or
perceive itself to be affected by a decision or activity

3.7

consumer-configurable privacy setting
consumer privacy setting

consumer privacy control

specific choices made by a personally identifiable information (3.2) principal about how their personally
identifiable information is processed for a particular purpose

[SOPRCE: ISO/IEC 29100:2011, 2.17, modified — Preferred term deleted, new preferned anf admitted
terms added.]

3.8
prﬂcessing of personally identifiable information
processing of PII

opefration or set of operations performed upon personally identifiable information (3.2)

Note 1 to entry: Examples of processing operations of personally identifiableinformation include, but are notlimited
to, the collection, storage, alteration, retrieval, consultation, disclosure, anonymization, pseudonymization,
dissemination or otherwise making available, deletion or destructionof personally identifiable infornation.

[SOPRCE: ISO/IEC 29100:2011, 2.23]
39

requirement
stzg[%ment that translates or expresses a need.and its associated constraints (3.7) and condigions (3.10)
in an unambiguous manner

Note 1 to entry: Requirements exist at differentlevels in the system structure.
Notg 2 to entry: A requirement always telates to a system, software or service (3.4), or other item of interest.

[SOPRCE: ISO/IEC/IEEE 29148:2018, 3.1.19, modified - "in an unambiguous manner” has be¢n added to
the[definition, Note 2 to entry has been deleted and Note 3 to entry is now Note 2 to entry.]

measurable qualitative or quantitative attribute (3.11) that is stipulated for a requirement (39) and that

attribute
inherent property or characteristic of an entity Istinguished quantitatively or qualitatively
by human or automated means

Note 1 to entry: ISO 9000 distinguishes two types of attributes: a permanent characteristic existing inherently in
something; and an assigned characteristic of a product, process, or system (e.g. the price of a product, the owner
of a product). The assigned characteristic is not an inherent quality characteristic of that product, process or
system.

[SOURCE: ISO/IEC 25000:2014, 4.1, modified — Note 1 to entry has been removed; Note 2 to entry has
become Note 1 to entry.]

©1S0 2023 - All rights reserved 3


https://standardsiso.com/api/?name=e18f000ca46cd354186de7164a4d30fe

ISO 31700-1:2023(E)

3.12

third party
person or body that is independent of the organization (3.1)

Note 1 to entry: All business associates are third parties, but not all third parties are business associates.

Note 2 to entry: A third party can be a personally identifiable information controller (3.19) or a personally
identifiable information processor (3.20) or both, depending on context.

3.13

consumer
good or se
including i

[SOURCE:

3.14
personall
PII lifecyc
sequence
eventual d

3.15
retireme

product

)

s components, parts accessories, instructions and packaging

SO 10377:2013, 2.2, modified]

identifiable information lifecycle
e

sposal (e.g. secure destruction) of personally identifiable informatiom(3.2).

withdrawq\; of active support by the operation and maintenance” organization, partial or t

replaceme

Note 1 to en|
or software

[SOURCE: 1

3.16
privacy ca
measure th

Note 1 to
procedures
organizatio

t by a new system, or installation of an upgraded system

try: This can include decommissioning, cessation of matketing, selling, or provision of parts, sery
updates for the product.

SO/IEC/IEEE 15288:2015, 4.1.39, modified<< Note 1 to entry added.]

ntrol
at treats privacy risks (3.18) by reducing their likelihood or their consequences

entry: Privacy controls include organizational, physical and technical measures, e.g. poli
guidelines, legal contracts; management practices, data-minimizing protocols and technique
hal structures.

Note 2 to enftry: Control is also uSed-as a synonym for safeguard or countermeasure.

[SOURCE: I

SO/IEC 29100:20%1, modified — Note 1 to entry modified.]

3.17
informati

n security

preservatipn of confidentiality, integrity and availability of information

f events from creation or origination, collection, through storage) use and transfer

LLSe,

to

ptal

ices

Cies,
S or

Note 1 to enkry~In addition, other properties, such as authenticity, accountability, non-repudiation, and reliab

ility

can also be involved.

[SOURCE: I
3.18

SO/IEC 27000:2018, 3.28]

privacy risk
effect of uncertainty on privacy

Note 1 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

Note 2 to entry: a privacy risk can be personally identifiable information (3.2) misuse or the risk that consumers

(3.1) will ex

perience adverse consequences resulting from personally identifiable information processing.

© IS0 2023 - All rights reserved
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[SOURCE: ISO/IEC 29100:2011, 2.19, modified — Note 1 to entry has been deleted, Note 2 to entry has
been added.]

3.19

personally identifiable information controller
PII controller

privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing
personally identifiable information (3.2) other than natural persons who use data for personal purposes

[SOURCE: ISO/IEC 29100:2011, 2.10, modified — Note to entry has been removed.]

3.2
per
PII
priv
acc

[SO

3.2
hur
ap

foc
kno

Not
that
pra

Not
con

[SO

3.2
use
des

Y
sonally identifiable information processor

processor

acy stakeholder that processes personally identifiable information (3.2) onbehalf
rdance with the instruction of a PII controller (3.19)

URCE: ISO/IEC 29100:2011, 2.12]

|
han-centred design
oach to system design and development that aims to make jiiteractive systems more
sing on the use of the system by human beings; applying hdman factors, ergonomics ar
wledge and techniques

e 1 to entry: The term "human-centred design" is used rather than "consumer-centred design" t
design impacts a number of stakeholders, not just those typically considered as consumer (3.1).
tice, they are often used synonymously.

e 2 to entry: Usable systems can provide a number of benefits including improved productivit
umer wellbeing, avoidance of stress, increased\accessibility, and reduced risk of harm.

URCE: ISO/IEC 25063:2014, 3.6, modified’— Note 1 to entry has been modified.]

P

case

Cription of a sequence of interactions of a consumer (3.1) and a consumer product ug

ide

Note¢ 1 to entry: Consumer(can be users, engineers, systems.

[SOPRCE: ISO/TR 14872:2019, 3.9, modified — "user" has been changed to "consumer"”, "s
been changed to cohsumer product” and Note to entry has been added.]

3.2

consumervulnerability
stafle im which an individual can be placed at a disadvantage, or at risk of detriment, dur
intdraetion with a service provider due to the presence of personal, situational and market er

tify, clarify, and organize(requirements (3.9) to support a specific business goal

of and in

usable by
d usability

emphasize
However, in

y, enhanced

ed to help

ystem" has

ng his/her
vironment

factors

Note 1 to entry: Anyone can be vulnerable at any time. Vulnerability can be temporary or permanent.

Note 2 to entry: Factors that contribute to consumer vulnerability can be personal (e.g. health, illness, injuries,
disability, impairment) or situational (e.g. job loss, bereavement, low-level of literacy).

Note 3 to entry: An organization’s processes and procedures can reduce or exacerbate consumer vulnerability.

Note 4 to entry: A consumer when vulnerable can:

©IS

be at higher risk of experiencing negative outcomes when interacting with service providers;

have limited ability to maximize his/her wellbeing;
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have di

be less

fficulty in obtaining or assimilating information;

able to buy, choose or access suitable services;

be more susceptible to certain marketing practices

Note 5 to entry: Market environment factors include but are not limited to: demographic factors, ecological

factors. economic factors, socio-cultural factors, political and legal factors,

technological factors

[SOURCE: I

SO/IEC Guide 76:2020, 3.14, modified — Note 5 to entry has been added.]

international environments,

3.24

accountablle person
designated person for the correct and thorough completion of a specified deliverable orrtask, {

ensures th
and signs ¢

3.25
responsib
person or

Note 1 to e
assist in thg

3.26
deletion
process by
longer pres

Note 1 to
destruction

Note 2 to e
simply mar
required, c
human and

Note 3 to 4
including s¢
depending ¢

Note 4 to en
out of priva

prerequisites of the task are met, who delegates the work to the responsiblerparty (3|
ff (approves) work of the responsible party

e party
ersons who complete a delegated task or specified deliverable

htry: The responsible party can be one role or a shared role, although others may be delegate
work required.

which personally identifiable information (PII) (3.2) 1S changed in a manner so that it i
ent, recognizable or usable and can only be recounstructed with excessive effort

entry: The term "deletion” covers the following: disposition mechanism, erasure, destruc
of data storage media.

try: The term "deletion” refers to the.elimination of the bit patterns or comparable practices

nsidering all the means likely reaSonably to be used, e. g. available state of the art of technol
fechnical resources, costs and time.

ntry: For selecting the methods for deletion, a risk-based approach shall be taken into accq
nsitivity of PII and potential use of forensic tools. Required measures may change during {
n the state of the art of technology and other factors.

try: PIl can also bé&ehanged by applying irreversible de-identification techniques. Such data ofter
by legislation.

Note 5 to enftry: De-identification techniques can be found in ISO/IEC 20889.

3.27

privacy ri
overall prd

sk assessment

who
25)

d to

no

ion,

not

king or moving the data to be hidden: As a result, excessive effort for PII reconstruction will be

08Y,

unt,
ime

fall

the

treatment and mitigation with regard to the processmg of personally ldentzflable information (3 2),
framed within an organization's broader risk management framework

Note 1 to entry: This process can be documented in various ways, including with a privacy impact assessment.

[SOURCE: ISO/IEC 29100:2011/Amd.1:2018, 2.20, modified — The admitted term "privacy impact
assessment” has been removed and Note 1 to entry has been added.]
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3.28

documented information
artefact

information required to be controlled and maintained by an organization and the medium on which it
is contained

Note 1 to entry: Documented information can be in any format and media and from any source.

Note 2 to entry: Documented information can refer to:

[SO
3.2

ma
[SO

3.3
vul
con
of 1
pro
ow

the management system, including related processes;

information created in order for the organization to operate (documentation);
evidence of results achieved (records).

URCE: ISO/IEC 27000:2018, 3.19]

D

inflrmation security management

aging the preservation of confidentiality, integrity and availability.ef information
URCE: ISO/IEC TR 27016:2014, 3.12]

)
herable consumer

sumer (3.1) who could be at greater risk of harm fromproducts due, for example, to the
teracy (including technological literacy), physical cendition or limitations, or inabilit
duct safety information and who could be permranently or temporarily unable to repr

interests for example, through a mental, emotional, societal or physical cause that may

cappcity to make voluntary and informed decisions

3.3

change management
judicious use of means to effect a change'or a proposed change, to a product or service

[SO

3.3

pe
PII

RCE: ISO/IEC/IEEE 24765:2017]

onally identifiable information principal
rincipal

natfiral person to whont the personally identifiable information relates
[SOPURCE: ISO/IEE-29100:2011, modified — Note to entry deleted.]

3.3

end of use

staffus’of a product that is no longer utilized by a consumer

r age, level
I/ to access
esent their
limit their

Note 1 to entry: End of use can occur for a multitude of reasons, including but not limited to: product is broken,
it no longer functions properly, it no longer satisfies the consumer’s (3.1) requirement (3.9), the consumer is
deceased or incapacitated, the product has been recycled or destroyed, or the consumer passed the product to
other consumers through gifts or second-hand markets.

3.34

cybersecurity
protection of an IT-system from attacks or damage to its hardware, software or information, as well as
from disruption or misdirection of the services (3.3) it provides

[SOURCE: ISO/TR 22100-4:2018, 3.10, modified — The preferred term "Information Technology
security" has been deleted.]
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3.35
risk

effect of uncertainty on objectives

[SOURCE: I

SO/IEC Guide 73:2009, 1.1, modified — Notes to entry have been delete.]

4 General

4.1 Overview

In order to

to be met bly those involved in or contributing to designing, selling, or managing consumer progugts

process PII
and inform

implement and adhere to privacy by design for consumer products, there are requiremg

throughout their lifecycle. Consumer privacy rights and preferences can play an‘inipor
ative role when defining privacy requirements for the consumer product.

PII has a 1
eventual

fecycle, from creation or origination, collection, through storage, use ahd’transfer ta
isposal (e.g. secure destruction). The value of PII and related risks to the consumer

ents
that
ant

its
can

vary during the PII lifecycle, but protection of the consumer remains importantatall stages and in all

contexts of its lifecycle.

Informatio|
developed,
of. PII prot
changes to
and the ass
privacy an

As illustra
product lif]
or disposa
retired the
product to
For a prod
the producd
consumer§

systems also have lifecycles within which they are conceived, specified, desig
tested, implemented, used, maintained, and eventually retited from service and dispad
bction can also be taken into account at each of these stages. New system developments
existing systems present opportunities for organizations to update and improve priy
ociated security controls. This can be achieved by taking into account current and projec
1 information security risks and actual incidents should they ariselZl.

ted in Figure 1, the PII lifecycle and the preduct lifecycle are not one and the same.
bcycle starts with the inception or ideationof a product and ends with product destruc
. This can occur even after support forrthe product has ended and after the consumer

its destruction or disposal. Sometirhes the PII lifecycle extends beyond the product lifecy
ict to be designed with privacy inymind, its designers need to understand both lifecycleg
t being designed and the requirements for both that protect the privacy and the PII of]
of the product and those who interact with it throughout both lifecycles.

ned,
sed
and
acy
ted

The
Fion
has

product. The arc of the PII lifecycle extends from the creation or collection of PII By a

rcle.
for
the

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=e18f000ca46cd354186de7164a4d30fe

ISO 31700-1:2023(E)

Concept 7 ‘
[initial product

idea] (Re)usable
component
#A vn.m

Design
v. X.X

Product design

ﬁ lifecycle process
Implement
Assess controls to
Pl inL_y 1 ID}\ . ulitisatc
privacy risk
End-of-use . - .
privacy by design

v. X.X

Consumer-

centric
Product and data usability and

lifecycles can differ. Release support Develop

. v. X.X

Personal information lifecycle: collection/creation, use, retention, disclosure, destruction

v. XX

Figure 1 — Personally identifiable information and product lifecycles

4.2| Designing capabilities to enable ‘consumers to enforce their privacy rights

4.2]1 Requirement

The organization shall implement the means by which the consumer can exercise their priyacy rights
and prerogatives.

Not¢ 1 The means can~iniclude, but are not limited to: the design, the features, the operation of he controls,
the proven effectiveness of the product.

Not¢ 2 It is presupposed that it is done in compliance with the relevant regulations and requirements where
the fonsumer,product is sold or distributed.

4.2]2 Explanation

Ma vdocicionc ragarding con e n e DIT Ao ot oot cololvuanth tho argonioation Nacicinanc o) out PII are
Iy e SO ST e o O g CoTo ot T 1 GO ot T CoT50TCTy vy e e C- o gtz er oo CeroToT ™o

governed by law or regulation, by cultural norms, by unilateral policy, by contract, by economics, or by

technical controls that implement individual consent and personal preferences (see 4.3.1)[81[2][10][11][12]
[13][14],

The use of the product by consumers will also place obligations on the organization to respect consumer
privacy rights. Privacy rights include, for example, individual control of PII; consent provision or
revocation; receipt of information through privacy notices, explanatory text, or other documentation;
access to PII; portability; rights for data erasure and correction. These obligations can be onerous for
the organization or can be designed to be relatively effortless. Unless the organization understands
the consumer’s role in the organization's fulfilment of these obligations, the organization can waste
considerable resources, while not meeting its obligations.
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Due to their effect or potential effect on the organization’s ability to consistently provide products that
meet consumer and applicable statutory and regulatory requirements, it is important to include privacy
needs of consumers into the organization’s process of examining those of interested parties. Consumer
empowerment involves the ability to play a participatory role and to exercise effective privacy rights
throughout the lifecycle of their own PII that is processed by the product.

4.2.3 Guidance

a) The organization should follow a privacy information management system.

NOTE IQ()’/IF'(‘ 27701 and the NIST Privacv Framework prnvidp more p}(p];m;lrinn on_privacy
manag¢mentl13][16],

b) The organization should identify the factors impacting their products related to consumens*-priyacy
rights| Such factors can include legal requirements, cultural norms, unilateral policy, -Contrdcts,
econotpics, and available technology. In doing so the organization should involve Subject-matjter-
experts.

c) The organization should determine if it falls under any codified role (e.g,personally identifiable
informjation controller or personally identifiable information processor).because such roles |can
impose¢ specific legal obligations with respect to the consumer.

d) The organisation should implement supply chain privacy and secufity best practices and measuyres
to alloy consumers to exercise their rights and prerogatives.

e) Accesdto PII, including collection and processing, should be‘granted only to authorized staff with
an orghnizational need for the data as determined by priyacy policies.

f) The organization should consider usability and the oyerall consumer experience when determifing
both product features and privacy by design frameworks and protections.

g) The orfganization should provide a genuinelyCinformative privacy statement explaining in clear
simplel terms, among other things, how thelconsumer can exercise their privacy rights before|the
applicgble product collects the consumer's-personal information, see ISO/IEC 29184 [17],

h) A congumer product should access, collect, use, disclose, transfer or store only the minimum
information required to provision, operate or maintain the product; to meet identified organization
purposes.

i) Compgny commitments (fe;g. privacy policy or public statements) should be reviewed when
configliring consumer privacy settings in new or modified products and updated. It is presuppdsed
that th}is review is t0 ensure there are no violations of company commitments to consumerp or
applicgble statutory and regulatory requirements.

j) When fhe consumer makes a request, the organization should be able to locate all of a consumer’s
relevant PIlvand perform the necessary actions (e.g. hard delete, export, restrict, correct) |n a
scalablestimely and secure manner.

k) After product retirement, the organization should process only the minimum PII required to
meet identified organization purposes and should promptly and securely delete all PII that is not
needed to uphold those requirements[22l, It is presupposed that these purposes are consistent with
applicable legal or contractual requirements.

4.3 Developing capability to determine consumer privacy preferences

4.3.1 Requirement

The organization shall determine consumer needs related to processing of their PII by products
designed and developed for consumers.
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4.3.2 Explanation

PII processing enables the product to function and the organization to support the consumer during
the product’s lifecycle. Unless the organization has a clear view about consumers’ privacy preferences,
it will be difficult to design the product to address these preferences in a way that both protects
the consumer’s privacy and enables the organization to meet its other obligations. In addition, IP
addresses, MAC addresses and other types of information that was once considered machine data or
telemetry data are now considered PII in many jurisdictions if such information can be reasonably
linked to a consumer’s device. Consumers can have very different levels of insight into the existing
and emerging interconnectedness of ‘networks’ (communication, social, personal. etc.), information

communication fpr‘hnn]ngipc (I("T'Q) and other digi’ml components of prndnr“rc with which a consumer
intgracts. Advances in computing therefore impact consumers privacy expectations: forexample but
not|limited to, a set of information that appears not to identify a consumer, when linked [with other
setg of information, could allow the identification of the consumer, could reveal personal ipformation
about the consumer (for example, their behaviour, personal history, relationships or location) or could
disfort personal information about the consumer through adding false details, Eonsumers have a range
of dapabilities and vulnerabilities[181[12][201[21] that will affect how they intefact with the pfoduct and
its privacy controls. Unless the organization understands its consumers weéll, it cannot be dertain that
the|design of those privacy controls that require consumer action or inaction will operate ad designed.

NOTE For further information on consumer vulnerability and vulnerablé situation refer to SO 2245818l and

ISO/IEC Guide 76191,

4.3]13 Guidance

a) |Consumer privacy preferences and needs should play an important and informative|role when
defining privacy requirements for the consumexrproduct (see 4.4.1).

b) [Consumers’ views and preferences should besought as part of the product design process to ensure
that the product’s privacy controls will operate as designed, in a way that provides a bengficial user
experience for consumers that respects the sensitivity of their data and their privacy|rights and
needs(21],

c) |The organization should understand how the consumer uses privacy controls so that the product’s
privacy controls can remaimeffective notwithstanding the actions or inactions of consumers

d) |The organization should consider its existing and future consumers as a key resource in §he product
lifecycle. This can take the form of a formal approach to engage with consumers for example, from
the simple provision-of careful analysis of inputs from easy-to-use feedback mechanisms to the
most thoroughfand expensive) user research by professional privacy-literate user researchers
deploying rigérous privacy research methodologies.

e) |If the preduct has privacy controls that can be operated by the consumer, the consumef should be
advised\how to operate them, in order to prevent errors, either knowingly or unknowingly. These
errofs-can include but are not limited to data processing that goes against a consumer(s wishes if
the consumer: unknowingly clicked the wrong option; did not understand the effect or jmplication
ef-enabling-er-disablingaparticnlar-setting-or-control-en—thefurther-handlngef-their personal

information; or their location unknowingly being tracked by default by the product.

f) The organization should have a clear view about consumers’ privacy preferences. If it does not, it

4.4

4.4.

will be difficult to design the product to address these preferences in a way that both p
consumer privacy and enables the organization to meet its other obligations.

Designing human computer interface (HCI) for privacy

1 Requirement

rotects the

The organization shall design consumer-configurable privacy settings and privacy management
measures taking account of the capabilities of consumers and their potential disabilities.
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4.4.2 Explanation

Using human-centred design benefits not only the consumer but has substantial economic value for
organizations. Highly usable systems, services and goods tend to be more successful both technically
and commercially.

Empowering consumers to manage their own data as well as privacy controls and preferences is a
critical check against abuses and misuses of PII. Consumer understanding of how and in what context
their PII is being processed by the product - and giving them some level of control - is a fundamental
underpinning for transparency and trust.

Where a cfnsumer operates privacy controls over the product, these need to be defined, docume

in the use
the wide r
product’s @

Use casesl4
to consum
use cases 3
privacy ne

4.4.3 Guidance

Consu
privac

a)

b)
‘)

Design

Produ
avoid d

a negative consumer experience as it relates touse of PII. This requires careful consideratio

privac
design|
PII mig

4.5 Assi

4.5.1 Re
The organi

person for]
manageme

4,5.2 Ex

gning relevant roles and-authorities

casesl221l72], and designed to take into account consumer experience, human factors;
hnge of potential consumers capabilities, experiences and disabilities as they relate to
apabilities.

3] describe the use of the product by the consumer and influence the analysis of privacy r
ers. Defining the central use cases allows the product designers to explore the periph
nd those that represent abuse and misuse cases. Use cases can be used to identify consu
bds that arise from consumer interactions and known technical and.€ensumer vulnerabili

mer control and choice should be clear and evident in the‘design of consumer-configur
y setting.

ing consumer-configurable privacy settings should:adopt privacy engineering techniqueg

't design can convey the context for processing of PII. Product development teams shg
lesign practices that have the potential to impede transparency, exploit ambiguity and cr

y controls in all product developmentstages, including consumer experience and syst
to ensure consumers do not unwittingly share PII, prevents them from managing how t
Tht be processed or results in unexpected uses of their PII.

quirement

zation shall assigmand maintain roles and responsibilities, including at least one account
the overview of the entire PII and product lifecycle with responsibility for ensuring
nt of privacy.risks and controls for the PII throughout the PII lifecycle.

planation

ted
and
the

sks
pral
mer
ies.

hble

[21],

uld
pate
h of
bms
heir

hble
the

Roles and :

wuthorities over a consumer product’s lifecycle and its PII lifecycle, inform risk managengjent

and provid

e accountability for the privacy controls associated with the product.

4.5.3 Guidance

a) The accountable person’s role should include the privacy status, which can include but is not limited
to the current status of processing or use of the data, the identifiability state of the data (raw,
pseudonymized/de-identified, anonymized), the intended deletion date of the PII associated with
a product. This role can contribute to a product’s lifecycle and the lifecycle of the PII it processes,
to ensure the effectiveness of all the product’s privacy controls. An accountable person can
include but is not limited to: incident response coordinators, production manager and consumer
communication.
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b) Accountability and responsibilities should be clearly defined, adequately resourced, and

periodically reviewed for efficacy.
4.6 Establishing multi-functional responsibilities

4.6.1 Requirement

The organization shall designate an accountable person for each function or organization that
contributes to the design or operation of privacy controls or manages the processing of the PII by the

product.

4.6)2 Explanation

Whijle the accountable person is responsible for the overall effectiveness of the produd
confrols, the design and operation often require the contribution of expertise from multiplg
and| from multiple organizations. Sometimes teams are formed by combiningfhultiple functi
intd one. These multi-functional teams are composed of experts from varieus functional
wotk cooperatively towards some organizational goal.

Ensjuring that privacy is an integral part of the design process requires multi-functional
Intdgrated design teams expose engineers to other non-technical perspectives (e.g. legal,
and vice versa, thereby helping to embed strong privacy norms:among the technical specia
focys is generally on security.

Multifunctional development teams can include both security and privacy experts whern
privacy into consumer products given that privacy risks arise not only from cybersecur
incidents but also from authorized PII processing.

Nor
me(
safq
Prixy
can
me

sec

con

etheless, privacy and information security are both integral together as a cohere
hanism. Privacy principles include jinformation security and requirements for

racy helps to safeguard important values such as human autonomy and dignity. Guidin
result from robust ethical nonms; principles, practices, and organizational policies. (
hanisms can uphold, maintain, and evolve those norms, principles, and practices. I
Irity seeks to enable and pretect activities and assets of both people and enterprises frq
fidentiality, integrity, and\availability[231(26],

4.6
a)

3 Guidance

Senior roles within each function and organization that contribute expertise to the
operation of{privacy controls should be designated to represent and take responsibilit
contributions.

b) [The Kples should be sufficiently senior to ensure that the importance of privacy can be ap
included alongside other operational priorities.

t’s privacy
functions,
onal teams
areas and

expertise.
consumer)
ists whose

designing
ity related

nt control
reasonable

guards for PII, that include, but are notlimited to: controls, mechanisms and technical protections.

b decisions
overnance
hformation
m a loss of

design or
y for those

bropriately

4.7 Developing privacy knowledge, skill and ability

4.7.1 Requirement

Persons with the responsibility or accountability for the design and operation of privacy controls shall
ensure necessary training is available to help ensure teams have the knowledge, skills, and capabilities

to carry out their roles effectively.
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4.7.2 Explanation

Knowledge of privacy by design and the ability to apply it to systems, components, products, and
services are important skills for privacy staff, including the accountable person and responsible
partyl[271(28],

4.7.3 Guidance

a) The organization should tailor the approach to training the accountable person and responsible
party in privacy by design in accordance with the objectives of the training.

b) The organization should monitor the impact of the training to establish its long-term effectivenless,
and reyiew and revise the training to keep it up to date.

c) Training should address all aspects of the PII lifecycle, and, for example, scope of PH, types and
classif]cation of data processed; use cases; policies around data at employee devices,tools to share
data, data at company supplied tools (e.g. email, chat); and how to contact the\privacy team| for
followjup questions.

d) Staff gngaged in data processing should receive privacy awareness education and training to
carry put privacy-related duties and responsibilities consistent with the” organization's poligies,
procegses, procedures, and privacy values.

e) Staff who operate processes for the organization to discharge-jts/obligations to consumers, Juch
as enapling consumers to exercise their privacy rights or preférences, should also be trained pnd
sufficiently capable.

f) Staff cpntributing to the design and execution of the product should be made aware of their priyacy
respoisibilities and those who provide specialist contributions trained in how to do this effectiyely.

g) Knowledge, skills and capability in privacy by design, should also be incorporated into contrfcts
and sefvice level agreements with third partiés’including those to whom PII is transferred.

h) Trainipg should include sharing of good practice and extend to those who contribute from third
partie$ including those to whom PII is transferred.

4.8 Ensuring knowledge of privacy controls

4.8.1 Regquirement

Persons with the responsibility or accountability for the design and operation of privacy controls shall
ensure nedessary training’is available to help ensure teams are adequately knowledgeable in both|the
privacy requirements'of the product and the organization’s privacy policies and procedures.

4.8.2 Explanation

The organtzattomrwittreed-tohave privacyexpertiseavaitableif-itistotead—effortsimdissermimating
knowledge to staff involved in the design and development of products and its data lifecycle. This
expertise can reside in-house or can be external to the organization. The dissemination of knowledgel22]
of the privacy controls for the product and the organization’s privacy policies needs to occur prior to
and during a project to allow staff to integrate this knowledge with their core skills. This will allow
them to identify the best means for implementing privacy controls as part of the product development
and ensure they align with the organization’s privacy objectives. Appropriate resources should be
made available to staff to ensure questions can be addressed as required throughout the product
development stages and in the ongoing product and PII lifecycles.

Below, by category of control, are lists of controls the accountable person can be knowledgeable of and
ensure their teams have sufficient skill and knowledge of.
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Compliance and administrative controls include, for example, privacy awareness and training, privacy
impact assessments, governance and privacy program, records of processing activities, consent text,
data processing agreement, binding corporate rules, 3rd party controls or agreements

Technical controls include, for example, physical device controls, Time to Live (TTL, a mechanism
that limits the lifespan of data in a computer or network), PII encryption (in transit and at rest), de-
identification and anonymization, access controls, other privacy enhancing technologies.

Privacy enhancing services can include but are not limited to a consent toolkit or framework, PII
deletion service, PIl export service, PIl encryption service, de-identification or anonymization tools, up-
to-date PII inventory, consumer Pl locator.

The accountable person is supported by various privacy specialists that support accomp|lishing the
follpwing tasks:

— |recommendations on compliance controls based on legal, policies, requirements and privacy risk
assessments;

— |recommendations on and standardizing technical controls, tools @nd other supports during
the implementation of controls, identification of privacy gaps in platforms, and leadirlg platform
controls;

— |maintaining the overall privacy program and privacy projeets across the organization;

— |ensuring technical controls are tracked, prioritized, s¢)that progress is made and injplemented
across the organization, for example, data retention across the organization, data inventory projects,
data export or deletion projects.

4.8)3 Guidance

a) |Each responsible party that contributes expertise should be trained in privacy to ensurg that good
practice is incorporated into the product in a structured, transparent way.

b) [Each responsible party that conttibuites expertise should have appropriate privacy expertise and
understanding of the process 'to' ensure that good privacy practices are incorporat¢d into the
product in a structured way

c) |Legal and regulatory obljgations associated with the product together with the voluntgry privacy
policies that the organization chooses to adopt for its product should constitute the source of the
privacy control objectives for the product. These are the objectives that will guide dedigners and
developers in the-design of privacy controls.

4.9 Documentation and information management

4.9{1 _Requirement

The organization shall create and maintain documented information to demonstrate thatlthe design
and operation of privacy controls are effective.

4.9.2 Explanation

If the design and operation of a product’s privacy controls are going to be embedded into the product’s
lifecycle, then documentation from the design stage will capture the key information that will be used
by staff of the organization and third parties later in the lifecycle. Documented information often
takes the form of a living document that is updated with details of the design of the privacy controls,
information on their testing, and their operation later in the lifecycle.

The organization maintains documented information (e.g. policies, procedures, instructions to follow)
and stores records for tracking the performed activities. This helps when employees carry on the
activities (because they need to know the policies, procedures and instructions and to review the
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records of the previous tasks or of similar activities). Documented information for the privacy by design
for consumer products can includel29] the following:

— privacy risk assessment;
— PII / data flow or map;
— functional and non-functional privacy requirements of the product and service;

— privacy controls to be implemented in the product and service;

—  testresults acceptance decisions and anthorizations for the delivery:

— commyinication to the consumers with regards to privacy.

4.9.3 Guidance

a) The organization should manage documented information that is approved by relevant authorities;
and is feadable by and made available to all intended recipients.

NOTE For more information regarding documented information usifig=a Privacy Informadtion
Manag¢ment system or Information Security Management system, refer to dSO/IEC 27701, ISO/IEC 27001
and ISQ/IEC 27002.

b) Docunmented information should be controlled to ensure that/if\is available and suitable for pse,
wherejand when itis needed, and is adequately protected (e.g:from loss of confidentiality, imprdper
use, orloss of integrity).

c) Forthg control of documented information, the organization should address the following activities,
as applicable:

— distribution, access, retrieval and use;

— st@rage and preservation, including thefpreservation of legibility;
— coptrol of changes (e.g. version contpol);

— retention and disposition.

d) Docunjented information of external origin, determined by the organization to be necessary for|the
plannihg and operation ofprivacy controls, should be identified as appropriate, and controlled.

5 Consumer commuhnication requirements

5.1 Overview

Consumerg of products that process PII expect information at the point of collection or when a priyacy
impacting dedision can be mar‘n’ that contains r‘]nnr, concise, nr‘r‘nccih]n’ mnanihgfn]’ and-verifihble
explanations and commitments about how and why a product will or will not process PIIl and manage
privacy. The objective is to facilitate confident, informed decision-making by the consumer prior to
acquisition or use. Consumers of products that process PII also want to know when incidents or errors
in how their PII is processed puts them or their PII at risk, or when there are changes in the purposes
for which their PII will be processed.

Transparency and consumer communications support accountability. They enable consumers and
others to compare actual processing details with such explanations and commitments and take action
(i.e. file a complaint or stop using the product) and challenge the accountable person when warranted.
They take many forms from consumer-interfaces, help files, and product documentation through
packaging, marketing content, and consumer service scripts to FAQs, notices, and policies.
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Opportunities for transparency and consumer communications present themselves throughout the
consumer facing elements of the product’s lifecycle and its ecosystem. The accountable person can
have consumer-facing responsibilities for creating privacy focused communications, notices and
documentation about the product. The responsible party that creates create consumer privacy focused
communications, notices and documentation about the product can be one in the same with the
accountable person (see 4.6.1).

5.2
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ual on the product’s privacy settings or features, privagy notices[1Zl and/or product docimentation

Provision of privacy information

1 Requirement

organization shall inform users about the product’s consumer-configurable privaq
organization shall maintain and make available information on the product’s privacy
ures to other users so that they can configure the product according to their privacy obje

2 Explanation

e the product is released to consumers, the organization’s ability/to Thange its contj
ted. Unless the pre-release process of testing the operation of the“product’s control
ducts can be released that fail to manage their privacy risks appropriately.

sumers need to be aware of how a product processes PII in-order to make informed decig
quire products that process PII. Usually, this transparencyand communication takes th

explains aspects of how the product processes Pll;*¢ontracts and SLAs; instructions fo
ort or sending complaints; it also takes the form.dfuser-interface labels, packaging, and

E Further information on contents of onlinéprivacy notices is provided by ISO/IEC 29184.

to be empowered to manage those,risks effectively. Unless this communication is des

ort can include technical fixes to software or hardware that change the privacy control
product during developmeérit.

sumers will often né€ed support to understand how to install, setup and operate a pro
 have issues or complaints. Consumer products often involve services that are supplied k
viders and this.ieeds to be made clear to the consumer so that they know who to contact
bonsible. Ensuring that consumers are aware of where to get support and that the suppor
act to proteet their privacy is necessary to maintain consumer trust and confidence in th

3 _Guidance
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a)

The source information for privacy focused communications, notices, and documenta

ion should

©IS

include the following:

of re-configuring them from their default privacy protective settings;

brief, coherent overview of the product’s privacy settings or features, including the consequences

privacy notices and/or product documentation that explain aspect of how the product processes

PII; this will include PII processed, purposes for which the PII is processed; with whom the data

is shared (and for what purposes);

contracts and SLAs;

available privacy rights;
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— controls that are enabled as part of the product design to protect the PII and the consumer from
unfair and unauthorized access and use of the PII;

— machine learning transparency, for example but not limited to: in models where it is clear which
version of the model is in use; what the model is intended to do and who created the model for
which purposes; in datasets where it is clear how the PII was collected whether it was cleaned
or not and whether it was checked for bias; in traceability, to find which model (including the
version) and which datasets and PII were used during an algorithmic decision;

— entity thatis responsible for deciding how the PII will be processed and for incident and privacy
breach management notification responses.

b) Busindss models should be identified when data is collected and passed to third panties| for
commercial, i.e. profit, purposes.

c¢) The communication strategy should not only consider the sensitive nature of the data collectedl by
the prpduct used by people with disabilities and the diversity of consumers’ negds-(e.g. auditory,
visual [or haptic), but also incorporate such considerations when developing privacy disclosures,
notice$, and other controls within the product.

d) The organization should appoint appropriate roles for the maintenance ef’such documentation,

e) The public point of contact should include the organization's identity, geographical address, and
contact information, and information on when a consumer can expect to receive a response.

f) The organization should plan for, design and operate contrels over consumers’ digital legacy(31]
wherela consumer dies, and communicate these to consumers.

g) The organization should ensure communication outlines how they plan, design, and operate
privacy controls over users’ digital legacy[31l and guidance on how consumers can implement these

contrr:rus
h) The Iti-functional team should determineva pre-withdrawal period during which consunpers
will bg notified of the planned retirement 6f'the product.

i) Produg¢t end of life withdrawal consumer information should include the following:
— best before dates/shelf livegTor physical products(32];

— copsumer options if theynare to continue using the productl32];

— anly consumer alternative products;

— copsumer feedback mechanisms if product end of life actions present unanticipated difficulties
for consumers;

— the factithat the organization will continue to retain/process PlI;

— purpose of retaining /processing PII after product end of life;

— types of PIJ;

— retention (or the criteria used to determine the retention period).
5.3 Accountability for providing privacy information

5.3.1 Requirement

The accountable person shall ensure that the consumer-facing responsible party provides privacy
notices or documentation so consumers understand how their PII will be processed throughout the PII
lifecycle.
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5.3.2 Explanation

This ensures that products that process PIl are designed with consideration and ensures that consumers
of such products will have access to information on how their PII is processed in such products. In some
cases, the accountable person with consumer-facing responsibilities will be one in the same with the
party that is responsible for designing the product (or iterations/upgrades of the product).

5.3.3 Guidance

a) These communications, notices, or documentation should be available to consumers prior to sale or

license of the prnﬂnrf and fhrnnghnnf prnﬂnr‘f and.its PIL ]iﬁnr‘yr‘]n

b) [The multi-functional team should notify consumers, sales and support of privacy prdtecting actions
that they might need to take as a result of ceasing sales, support or organizatiéhal prpcessing of
product data.

NOTE ISO/IEC 29184 provides more explanations on good practices to follow for\providing notiges.
5.4 Responding to consumer inquiries and complaints

5.4{1 Requirement

The accountable person shall provide the consumer-facing, résponsible party both the| resources
and means of escalation for effectively responding to consumer inquiries and complaintg about the
professing of their PII[331[34]1[35][36][37],

5.42 Explanation

As issues arise and need clarification, the accotfitable person has an obligation to support th¢ consumer
facing responsible party.

5.4{3 Guidance
a) |[Such resources should includethe following:

— training and documentation for consumer and technical supportactivity instructiong (including
maintaining privacyduring support operations);

— FAQ on technical issues and consumer use issues related to privacy controls within the product;

— independent alternative mechanisms available to consumers where complaints|cannot be
resolved-directly;

— instructions on where and how a consumer can go for assistance.

5.5 _Communicating to diverse consumer population

5.5.1 Requirement

The organization shall communicate with consumers through a range of channels, media and
languages in the markets for which the product is designed, in a way that does not restrict consumers
understanding the product, its privacy settings, and how their PIl is processed.

5.5.2 Explanation

Ensuring that consumers receive documentation that they can understand and are aware of where to
get support and that the support activities will act to their needs.
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As part of privacy by design, the organization that designed the product, has a responsibility to ensure
consumers who purchase or use the product have a mechanism through which they can communicate
with the re-seller or manufacturing organization regarding privacy questions or complaints up to and

including a

5.5.3 Gu

fter product retirement, the nominal end of life or termination of support.

idance

a) Privacy settings and privacy management measures should take into account the characteristics
of the target consumers including vulnerable consumers in the target group. In particular, it is
important to consider minors, elderly, and people with low [T-literacy.

b) The or
of the
produgd
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c) Clear
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provide an acceptable consumer experience for consumefs of the product.

5.6 Prepare data breach communications
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NOTE I

5.6.3 Guidance

canization should ensure by contract (if it is a third party) or internal SLA (if it is a mén{
kame organization), that the consumer-facing responsible party provides consumers.of
t a means of asking questions, filing complaints, seeking support, or having thelr priy
pddressed.

hind easily understandable documentation should be written and madé\edsily access
vant consumers, including considerations for vulnerable consumerscand the languag
ies where the product or service is promoted. Documentation ¢an include: docume
| to privacy settings and controls, PII processing, the purpose and)relevant protection
privacy-related harm of PII processing.

inications with consumers should be enabled through afdiverse set of communica
1S, enabling comments, questions for resolution, and compldints.

fectiveness of these channels should be monitored, réwiewed, and revised to ensure that t

quirement

zation shall create, test, and maintain resilient arrangements for communications
s after a privacy breach.

planation

htion with product-conisumers in the event of a privacy breach is critical to ensuring
ted are empoweréd-to manage any residual privacy risks.[36l[37] In addition, regulators
hdlines for organizations to report privacy breaches.

Refer to ISQ/AIEC 27035-1 and ISO/IEC 27035-2.
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a) Theor

anization should consider im‘h]ding among others the fnllnwing-

— what content is covered in the communication (e.g. cause, type of data breached, what actions
a consumer can take, what actions were taken by the organization, contact for further
information);

— what communication channel they use to communicate to affected individuals (e.g. email);

— what if the organization does not possess contact info;

— who sends the notification and when;

— in

what languages notification is prepared;

— who signs off the communication
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b) This communication should be prepared in advance and form part of the preparations for privacy

breach management.

6 Risk management requirements

6.1 Overview

Like other operational risks, PIl processing benefits from a risk management approach.[381(39]

Proactively an
brez ad S ap- SEEEYe
confext is to control the privacy risks to which the consumers are exposed in relation to.thg
profducts in question.

Infq
and| scale of potential privacy risk. For example, the acceptance criteria againstwhich the o1
can| evaluate the significance of privacy risks identified in the risk assessmient in orde
decjsions regarding risk acceptance or treatment. Organizations can communicate the cr
PII jprincipals and other stakeholders. Where direct communication iS infeasible, transp:
feedback mechanisms can be employed.

The privacy risks associated with consumer products can take into consideration privacy
potential problems individuals can experience, arising from system, product, or service

with data, whether in digital or non-digital form, throughta complete lifecycle, from dat3

t a privacy

ent in this
consumer

rmation about the ecosystem in which the product is designed and operates can‘inform the scope

ganization
r to make
iteria with
irency and

' events as
operations
collection

through disposalllel.

For[sources of privacy risks to consider during an assessment, organizations can reference irfjternal risk
reg]sters if used by the organization, and external resources(43l,

Anyf use of consumers’ PII that is associated\with a consumer product, whether or not g consumer
dirgctly uses the product, can incorporate privacy by design.

Priyacy risk management guidance aud resources!321[411[42][45][46][47] occur globally in a [number of
documents and standards and can e piandated by various data protection authorities[41l.

6.2| Conducting a privacy-risk assessment

6.2{1 Requirement

Thd organization shall take a structured approach to privacy risk assessment that demongtrates that
privacy risks havebeen sufficiently taken into account in the design and operation of privafy controls

throughout the Pl lifecycle.

6.2{2  Explanation

Privacy risk assessments help an organization identify privacy risks engendered by tHe product,
prioritize them, and determine appropriate risk management approaches to accept, avoid, mitigate,
treat or transfer each risk. Risk treatment (including risk reduction) or acceptance decisions are made
based on established risk criteria. Some identified risks can be escalated or delegated to others for
decision-making outside of the accountable person due to lack or authority or resources. This process
can be documented in various ways, including with a privacy impact assessmentl441[45][46],

There are a variety of inputs that are useful for conducting a privacy risk assessment. These include
understanding the ecosystem in which the product will operate, establishing risk criteria, and selecting
a risk assessment methodology as well as more tangible inputs such as a data map, product use cases,
and a set of privacy requirements relevant to the product.

Documented information provides the foundation of context, process, and boundaries for an informed
privacy risk assessment, and supports continuous risk management. Documented information includes
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explicit documentation of functional and non-functional privacy requirements. Examples of documented
information representations include, for example, spreadsheet documentation of compliance tasks
and processes, those components of consumer stories, use cases, misuse cases, interface design,
data flow diagram, sequence diagrams or activity diagrams that clearly show embedding of privacy
requirements, business model diagrams that show PII flows across technology platforms, and diagrams
of privacy architectures. Organizational privacy-related documentation (e.g. privacy policies, privacy
training materials, documentation of go-to personnel for privacy consultations) can form part of a
larger, organization-wide privacy information management approach.

6.2.3 Guidance

a) Privackr risk assessments should produce a prioritized set of risks to help organizations te w¢igh
the benefits of the PII processing against the risks and to individuals and determine the appropriiate
resporse (e.g. risk treatment or acceptance determinations based on the organization’s fisk
tolerance).

b) The organization should conduct a privacy risk assessment prior to the production or release off the
consutner product.

c¢) A data map or records of processing activities should be produced. Thiese€ can be a useful ijput
becauge they illustrate the context and flow of PII processing, including potential unanticipated
consequences of a particular proposed flow, such as the unexpected-joining of logs data through
a common identifier, or unintended commingling of data in a<hared storage container, can be
illustrated in different ways, and can contain varying levels of detail based on organizational negds.
Data npaps can include the operating environment, the owners or operators of these compongnts,
specific type of processing across the PII lifecycle, and specific elements of PII being procegsed
across|the lifecycle of the consumer product.

d) Privacy requirements relevant to the product should*be derived initially, from a variety of sourfces,
including legal environment (e.g. laws, regulatiens, contracts), organizational policies or cultpiral
values| relevant standards, and privacy principles. The more sensitive the information or the higher
the risk to rights of individuals, the greaterithe obligation on the organization to take measures to
protecft data and to show this is considered’and effected at the time of design. These requiremeénts
are upfated or expanded upon based on-the results of privacy risk assessments.

e) The organization should assess privacy risks introduced by the use of third parties including tHose
to whdm PII is transferred in theproduct lifecycle.

f) Retirement privacy riskscshould be considered for the product and PII throughout the prodyct’s
ecosystem.

g) The orjganization should assess risks of retaining PII associated with the product after retirenfent
and affer consumer end of use (see Clause 8).

h) The pdtentialprivacy risks inherent in the technology used should also be an input in the priyacy
risk asessment, especially when incorporating new technologies into the product.

i) Consumer privacy needs can be useful inputs to privacy risk assessments. Organizations should
consider what is known about the privacy interests of individuals as useful inputs to the privacy
risk assessment process.

6.3 Assessing privacy capabilities of third parties

6.3.1 Requirement

The organization shall take into account the privacy risk management capabilities of those third-parties
that process PII, design or operate privacy controls.
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6.3.2 Explanation

A consumer product’s use of PII can be complex, particularly when multiple stakeholders and
requirements are involved. For example, a ‘virtual assistant’ can involve products or systems running
in the home (home equipment) as well as systems running externally (organizational servers) with each
component operating across multiple lifecycles. Beyond the physical entity lifecycle of the consumer
product, other lifecycles can be involved such as the PII lifecycle, the organizational server lifecycles,
the system development lifecycle, etc. Each lifecycle can involve multi-functional collaboration on
activities such as quality checking and certification that affect other development or operational
components of the product. The operation of a consumer product can therefore involve a complex
netwark of stakeholders and requirements,_creating a need to identifv nlign and coordinate the roles

and| responsibilities of the stakeholders in the ecosystem.

Where third parties process PII in support of the product lifecycle, their processing cah be taken
intq account in establishing the PII lifecycle and relevant privacy controls. This can mean that the PII
life¢ycle is extended due to third parties processing PII before the start or after'the end of the product
life¢ycle including those to whom PII is transferred.

6.3{3 Guidance

a) |The privacy capabilities of third-parties should be assessed through appropriate du¢ diligence,
risk assessment and agreements setting out obligationsy accountabilities and revigw of their
performance, including audits and reviews.

b) [The role of third parties in this process is central. They can pose particular privacy risks and
provide particular privacy controls that can signifi¢antly impact on the privacy risks p¢sed by the
product. Therefore, the third parties should provide information that will allow the oifganization
to clarify these risks. This sharing of information should form part of any contract or s¢rvice level
agreement with the third party, including.those to whom PII is transferred.

c) |The organization should implement thind-party governance technical mechanisms and operating
processes to govern data sharing and privacy risks.

d) |The organization’s relationships with third parties including those to whom PII is ffransferred
should be based on contracts 6r other measures.

e) |The organization should.include clauses in contracts with third parties that define third-party
obligations if a consumer exercises any rights to personal information or if the product is retired.

f) |The performance ofthird parties including those to whom PII is transferred should be geriodically
evaluated with appropriate means (e.g. review of reports, audits) and followed by gppropriate
actions.

g) |Unacceptable performance should be reviewed with the third party and remediated as fequired.

6.4{ ~Establishing and documenting requirements for privacy controls

6.4.1 Requirement:

The organization shall establish and document the privacy requirements that will determine the design
and operation of privacy controls throughout the PII lifecycle.

6.4.2 Explanation

Privacy requirements provide the foundation for designing or selecting privacy controls. Engineering
activities involve identifying requirements for the developments and implementation of privacy
controls to meet their desired privacy outcomes. This requirement focuses on the latter.

The controls (i.e. the means) an organization selects to manage privacy risks will vary. Because of
this, consumers generally need access to the information that explains how privacy in the product is
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managed and how to operate the privacy controls to which they have access in a given product up to
and including retirement.

Many other management, technology, quality, safety, and other information-related standards include
privacy controls. Privacy controls that come from any relevant source can be incorporated into the
product’s design process

6.4.3 Guidance

a)

Requirements should be established based on privacy risk assessment results.
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planation

the product or organizational context can give rise to new privacy risks or necessi
documented information, privacy risk assessment, privacy requirements and implemer]
part of privacy risk management. The updates can be: a) updated inputs for privacy
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6.5.3 Guidance

a)

The organization should model the use of the product during the design phase, including post-

release and post-retirement, and assess whether, when the product fails, it continues to meet
privacy requirements.

b)
contro

| operation should be iterative during the product lifecycle.

Updates to documented information, privacy risk assessment, privacy requirements, and privacy

The organization should ensure that each release, and the totality of all releases for the product,

ensure that the privacy risks are managed in a way that prevents privacy controls from losing
effectiveness.
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d) Monitoring can involve changes to the product and associated PII processing directly, or can be
external to the product, such as organizational objectives or the legal and regulatory environment.
Post-release product updates can necessitate new or updated communication with consumers.
The organization should ensure that new or emerging privacy risks are assessed including any
consumer feedback and complaints.

e) The organization should ensure that any changes to product functionality or other settings
do not lead to a loss of effectiveness in the operation of privacy controls in a way that increases
residual privacy risks, without consideration of additional or new compensating controls or control
improvements.

6.6 Including privacy risks in cybersecurity resilience design

6.6{1 Requirement
The organization shall consider the risk to PII in its information security policies)and procedures.

NOTE Among considerations is the impact of disruptions to the resilience of privacy controls.

6.6)2 Explanation

Organizational resilience is the ability of an organization to absofb and adaptin a changing enyironment.
Organizations’ operations and product supply chains can~be’ subject to day-to-day disijuptions. If
controls are to be operated continuously, preparations will.need to be made to prevent, detect, recover,
and resume from disruptions that impact PII.

Composability is a system design principle that {d€als with the inter-relationships of cqmponents.
For|example, privacy protections are not necessarily preserved because a system can be[embedded
within the product and sometimes the productdis used as a component of a larger system.|Therefore,
understanding privacy risks within the system as well as a component of other systems {s essential
wheén designing cybersecurity resilience plans.

6.6{3 Guidance

Guiflance on organizational resiliénce can be found in ISO 22316[4€l,

7 |Developing, deploying and operating designed privacy controls

7.1 Overview

Priyacy contrels are designed, developed, deployed, managed and operated over a product’s|lifecycle to
enslire they:achieve (and continue to achieve) the intended privacy objectives within the pfoduct and
that thesecontrols do not degrade or operate in unintended ways.

Evolbringpriva eguirementsorevolving consumer privacy needsorpreferencescanalsoltrigger the
need to design and implement new privacy controls over the lifecycle of a consumer product(42],

Taking a coordinated approach to the design, development, deployment, management, operation and
evolution of a product’s privacy controls contributes to the efficiency, effectiveness, and continued
privacy by design.

The opportunity for greater effectiveness and efficiency grows if the development, deployment,
management, and operation of privacy controls is integrated into an organization’s overall approach to
developing, deploying, managing, operating, evolving controls.
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The management of these controls can be part of an organization’s service management systems (SMS)
as specified in ISO 20000-1[29],

NOTE ISO 20000-1 specifies requirements for an organization to establish, implement, maintain and
continually improve a SMS. The requirements include the planning, design, transition, delivery and improvement
of services to meet the service requirements and deliver value.

7.2 Integrating the design and operation of privacy controls into the product
development and management lifecycles

7.2.1 Refuirement

The organjzation shall integrate the design and operation of the privacy controls for the éonSumer
product into the product’s development and management lifecycle.

7.2.2 Explanation

The desigr] and operation of privacy controls realizes the intended privacy design’ of the product pnd
the associgted governing practices, processes and policies required to achieve/the product’s privjacy
goals. The[specific development and management approach and the engineering of the controls will
vary based on the nature of the product and the context in which it is designhed to be used. The prog¢ess
requirements for designing, building, deploying and operating new orghanged privacy controls cap be
documentdd as follows[>4]:

— Privacl requirements and controls description;

— Management information systems and tools that supportthe organization’s lifecycle documentagion
and mfnagement of requirements and controls;

— Privacl control technology architectures;

— Admirtstrative and other management progesses that support the privacy controls;

— Measufement methods and metrics describing the developed controls, their deployment and
performance in operation.

7.2.3 Guidance

a) The oiganization should@naintain a single source of consistent and accurate information o all
privacy controls that iswidely available to those authorized to access it.

b) The organization should ensure that all current and planned privacy controls are delivered to npeet
the privacy requirements. This is accomplished through a constant cycle of negotiating, agreding,
monit¢ring, reporting on and reviewing privacy controls against the privacy requirements pnd
through the\instigation of actions to correct or improve the operation of privacy controls.

C) The oreapization should oncurothe cantinuaous aneration afnrivacu controles humanaaginatho Sks
hhhhkheh i E S e itk ki R M th il Sl e 4 i kbl = E o T
that can affect those services and thereby ensure minimum continuity-related service levels (see

Clause 6.)

d) The organization should ensure that the security (e.g. confidentiality, integrity and availability) of
the privacy controls align with the identified privacy protection goals.

e) The organization should ensure that all contracts and agreements with third parties support the
privacy requirements of the product and that all third parties show evidence of their contractual
commitments.

f) The organization should liaise closely with those who contribute their expertise from third parties
to ensure that their participation is maintained across the PII lifecycle.
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g) Third parties should provide information that will allow the organization to clarify privacy issues
as they arise, and this sharing of information should form part of the contract and service level
agreement with the third party.

7.3 Designing privacy controls

7.3.1 Requirement

The organization shall design the privacy controls to meet the requirements that result from a privacy
risk assessment.

7.32 Explanation

Reduirements are met by operating controls. How the control is designed is based on'the rjsk and the
desjred outcome or the objective of implementing the control. The implementédjcontrols gombine to
create privacy capabilities.

Priyacy controls for the product and associated PII processing include But are not lim{ted to the
follpwing:

— |Privacy controls resulting from the organization’s existing know}edge, including knowledge derived
from consent management and privacy preference manageruent;

— |Privacy controls that meet requirements and/or address risks identified during the privacy risk
assessment.

7.313 Guidance

a) |The organization should design privacy couitrols to meet the consumers’ privacy requir¢ments and
needs throughout the PII lifecyclel241[51][52][53],

b) |The organization should design, privacy controls to meet its requirements and address risks
identified during the privacy riskassessment.

7.4 Implementing privacy.eontrols

7.4]1 Requirement

The organization shall*engineer, develop, test, validate, and implement the privacy controls fo meet the
privacy requirements and monitor their effectiveness throughout the PII lifecycle.

7.4]2 Explanation

Engdineéring, development, testing and validation of privacy controls ensures that the groduct, its
assciated PII processing and the realized privacy controls meet the organization’s privacy goals and
requirements.

7.4.3 Guidance

a) The organization should implement controls to meet the requirements throughout the products
lifecycle and the PII lifecyclel241[511[52][53],

b) Privacy control implementation should be consistent with the organization’s enterprise
architecture and associated security and privacy architectures.

c) The organization should use best practices when implementing controls, including privacy
engineering methodologies, concepts and principles.

NOTE Documents such as References [53][54][55] provide more information on best practices.
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d)

f)

g)

7.5 Designing privacy control testing

7.5.1 Rejquirement

Risk assessments should guide and inform decisions regarding the cost, benefit, and risk trade-offs
in using different technologies or policies for control implementation[3¢l,

Privacy controls should be tested to ensure that they meet privacy requirements.

The viability of implementing proposed privacy controls should be included as part of any product
options appraisal process for potential new products. Where the viability assessment suggests that
the product cannot meet privacy requirements, the product can be reviewed or abandoned.

The output should be a set of implemented privacy controls that meet established requirements
that are ready for transition to service.

The organjzation shall undertake control tests, and set control acceptance criterid that demonstfate

the intended operational effectiveness of the privacy controls throughout the PII lifecycle.

7.5.2 Explanation

Assurancefabout the effectiveness of privacy controls requires the comprehensive testing of the degign
and anticigated operation of each privacy control to be tested (e.g. use and misuse cases and regresgion
tests). The[design of a control will be tested while the product is being developed, and the operatiopn of
the contro] will be tested before release and throughout the support period to retirement, and in spme

cases, duripg the post-retirement period.

7.5.3 Guiidance

a)

b)

d)

f)

g)

h)

28

All tests of the design and operation of privacy-controls should be designed in advance so that they
are tegted for soundness according to a pre-determined plan and approved at an appropriate lgvel
of marjagement.

Accepflance criteria should also be desighed and approved in advance.

Develdpment of acceptance critérja should follow a clear methodology, for example: definitioh of
the expected result of the privacy by design process (i.e. effective protection of the assessed rigks);
definitlion of the privacy requirements to be implemented to provide effective risk protection [e.g.
purpose limitation, datauminimization, transparency, etc.); and determination of the technologies
or progesses that effeetively realize the design principles (e.g. data anonymization, accessible yiser
interfqce design, etCL):

1%

The tefting should meet acceptance criteria, if the control needs to be considered to be effective.

A testinganethod should be defined to assure that each of the criteria are met effectively [e.g.
differgntial privacy to assure data minimization, user experience design methods to asqure
usability of visual intertace).

Where testing shows that a control is not effective, its design or its operation should be reviewed,
revised, and re-tested before it is considered to be effective at managing privacy risks.

The organization should undertake privacy threat modelling based on privacy and data risk
relevant test scenarios; consider augmenting existing development security threat modelling
processes if possible.

The organization should review privacy control test plans annually to ensure viability and
relevance.

Tests should be repeated in case of changes that can have impacts on privacy controls.
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