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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document is for use by people who create and protect value in organizations by managing risks,

making decisions, setting and achieving objectives and improving performance.

Organizations of all types and sizes face external and internal factors and influences that make it

uncertain whether they will achieve their objectives.

Managing risk is iterative and assists organizations in setting strategy, achieving objectives
informed decisions.

and making

Managing risk is part of governance and leadership, and is fundamental to how the Qg
managed at all levels. It contributes to the improvement of management systems. Q\

Mangging risk is part of all activities associated with an organization and inclv@ inter
stake¢holders. QQ

N
Managing risk considers the external and internal context of the or drization, inclu
behaviour and cultural factors.
N

Mangging risk is based on the principles, framework and proc outlined in this d

anization is

action with

ling human

bcument, as

illustrated in Figure 1. These components might already exist in full'or in part within the organization,

howg¢ver, they might need to be adapted or improved so thab@ aging risk is efficient, ¢
consjstent. N
>
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Figure 1 — Principles, framework and process
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Risk management — Guidelines

1 Scope

This document provides guidelines on managing risk faced by organizations. The application of these
guidelines can be customized to any organization and its context.

This[document provides a common approach to managing any type of risk and is not industry or sector
specific.

This|document can be used throughout the life of the organization and can be applied to hny activity,
including decision-making at all levels.
2 Normative references

Therk are no normative references in this document.

3 Terms and definitions

For the purposes of this document, the following terms and’definitions apply.
ISO gnd [EC maintain terminological databases for use.in standardization at the following gddresses:
— ISO Online browsing platform: available at hftp://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org

31
risk
effecft of uncertainty on objective§

Note|l to entry: An effect is a dévidtion from the expected. It can be positive, negative or both, and can address,
creatp or result in opportunitiesand threats.

Note |2 to entry: Objectives-can have different aspects and categories, and can be applied at differeng levels.

Note B to entry: Riskis usually expressed in terms of risk sources (3.4), potential events (3.5), their|consequences
(3.6) fand their liketihood (3.7).

3.2
risk mahagement
coorgdlinated activities to direct and control an organization with regard to risk (3.1)

3.3

stakeholder

person or organization that can affect, be affected by, or perceive themselves to be affected by a decision
or activity

Note 1 to entry: The term “interested party” can be used as an alternative to “stakeholder”.

3.4
risk source
element which alone or in combination has the potential to give rise to risk (3.1)

© ISO 2018 - All rights reserved 1
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3.5
event

:2018(E)

occurrence or change of a particular set of circumstances

Note 1 to entry: An event can have one or more occurrences, and can have several causes and several

consequences

(3.6).

Note 2 to entry: An event can also be something that is expected which does not happen, or something that is not
expected which does happen.

Note 3 to entry: An event can be a risk source.

3.6

consequeng

outcome of ;

Note 1 to ent
effects on ob

Note 2 to ent
Note 3 to ent

3.7
likelihood

chance of something happening

Note 1 to enf
something h
quantitativel
given time p¢

Note 2 to ent]
equivalent off
as a mathem
should have t

3.8
control
measure thd

Note 1 to ent|
and/or actiof]

Note 2 to ent

4 Princi

e
in event (3.5) affecting objectives

ectives.
Fy: Consequences can be expressed qualitatively or quantitatively.

y: Any consequence can escalate through cascading and cumulative effects.

hppening, whether defined, measured or determined objectively or subjectively, qualitativg
, and described using general terms or mathematically (such as a probability or a frequency g
riod).

ry: The English term “likelihood” does not.have a direct equivalent in some languages; instea
the term “probability” is often used. However, in English, “probability” is often narrowly interp

htical term. Therefore, in risk managemeént terminology, “likelihood” is used with the intent f
he same broad interpretation as the term “probability” has in many languages other than Eng

t maintains and/or medifies risk (3.1)

ry: Controls includeybut are not limited to, any process, policy, device, practice, or other cond
s which maintain,and/or modify risk.

Fy: Controls'may not always exert the intended or assumed modifying effect.

ples

ry: A consequence can be certain or uncertain and can have positive or negative direct or indirect

ry: In risk management (3.2) terminology, the word “likelihood” is used to refer to the chance of

ly or
ver a

d, the
reted
hat it
ish.

tions

The purpos
encourages

€ 0f TiSK Management 15 the creation and protection of value. IT IMproves perform
innovation and supports the achievement of objectives.

ance,

The principles outlined in Figure 2 provide guidance on the characteristics of effective and efficient
risk management, communicating its value and explaining its intention and purpose. The principles are
the foundation for managing risk and should be considered when establishing the organization’s risk
management framework and processes. These principles should enable an organization to manage the
effects of uncertainty on its objectives.
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Figure 2 — @q{ciples

N

Integrated \J\‘\O
Risk management is an integral @of all organizational activities.

$tructured and comprehen%& .

¢omparable results. O .
[ustomized O,)\

rganizatieli’s external and internal context related to its objectives.

ncl){@

omprehensive

Available Customized

tive risk management requires the elemelﬁgf)f Figure 2 and can be further explained

opriate _and timely involvement of stakeholders enables their knowledge,

IS0 31000:2018(E)

hs follows.

A structured and com@g@ensive approach to risk management contributes to copsistent and

The riswgement framework and process are customized and proportionate to the

views and

perceptions to be considered. This results in improved awareness and informed risk management.

Dynamic

Risks can emerge, change or disappear as an organization’s external and internal context changes.
Risk management anticipates, detects, acknowledges and responds to those changes and events in

an appropriate and timely manner.

Best available information

The inputs to risk management are based on historical and current information, as well as on future
expectations. Risk management explicitly takes into account any limitations and uncertainties
associated with such information and expectations. Information should be timely, clear and

available to relevant stakeholders.
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g) Human and cultural factors

Human behaviour and culture significantly influence all aspects of risk management at each level

and stage.

h) Continual improvement

Risk management is continually improved through learning and experience.

5 Framework

5.1 Geneyal ©

N
The purpose of the risk management framework is to assist the organization in inteé&ing risk
management into significant activities and functions. The effectiveness of risk manage will depend
on its integfation into the governance of the organization, including decision—mak,k@ his reqpires
support from stakeholders, particularly top management.
Framework|development encompasses integrating, designing, implementing, @Qating and impr¢ving

risk managgment across the organization. Figure 3 illustrates the componeg(s\of a framework.

N
Q
K

Integration

N

xO
NS
Leadership and
- Commitment

Evaluation Implementation

Figure 3 — Framework

The organization should evaluate its existing risk management practices and processes, evaluate any
gaps and address those gaps within the framework.

The components of the framework and the way in which they work together should be customized to
the needs of the organization.
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5.2 Leadership and commitment

Top management and oversight bodies, where applicable, should ensure that risk management is
integrated into all organizational activities and should demonstrate leadership and commitment by:

This will help the organization to:

Top hanagement is accountable for managing risk while‘oversight bodies are accountable fo
risk management. Oversight bodies are often expected or required to:

5.3

Integrating risk 4iianagement relies on an understanding of organizational structures :
Strugtures differdepending on the organization’s purpose, goals and complexity. Risk is mang
part pf the organization’s structure. Everyone in an organization has responsibility for manag

Governdnce guides the course of the organization, its external and internal relationships, a
procgsses and practices needed to achieve its purpose. Management structures translate

customizing and implementing all components of the framework;

issuing a statement or policy that establishes a risk management approach, plan or course of action;

ensuring that the necessary resources are allocated to managing risk;

assigning authority, responsibility and accountability at appropriate levels within the o

rganization.

4lign risk management with its objectives, strategy and culture;
fecognize and address all obligations, as well as its voluntary commitments;

¢stablish the amount and type of risk that may or may not be taken to-guide the develop
¢riteria, ensuring that they are communicated to the organization andits stakeholders

¢ommunicate the value of risk management to the organization@nd its stakeholders;

promote systematic monitoring of risks;

ensure that risks are adequately considered'when setting the organization’s objectives
inderstand the risks facing the organization in pursuit of its objectives;

ensure that systems to manage stich risks are implemented and operating effectively;
ensure that such risks are appropriate in the context of the organization’s objectives;

ensure that information(about such risks and their management is properly communic

Integration

ment of risk

¢nsure that the risk management framework remains appropriate to the context of the organization.

r overseeing

hted.

ind context.
ged in every
ring risk.

hd the rules,

governance

direction into the strategy and associated objectives required to achieve desired levels of sustainable
performance and long-term viability. Determining risk management accountability and oversight roles
within an organization are integral parts of the organization’s governance.

Integrating risk management into an organization is a dynamic and iterative process, and should
be customized to the organization’s needs and culture. Risk management should be a part of, and
not separate from, the organizational purpose, governance, leadership and commitment, strategy,
objectives and operations.
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5.4 Design

5.4.1 Understanding the organization and its context

When designing the framework for managing risk, the organization should examine and understand its
external and internal context.

Examining the organization’s external context may include, but is not limited to:

— the social, cultural, political, legal, regulatory, financial, technological, economic and environmental

factors,

whether international, national, regional or local;

— key driyers and trends affecting the objectives of the organization;

— externa

— contrac

[ stakeholders’ relationships, perceptions, values, needs and expectations;

fual relationships and commitments;

— the complexity of networks and dependencies.

Examining fhe organization’s internal context may include, but is not limited to:

— vision, qission and values;

— governgnce, organizational structure, roles and accountabilities;

— strategy, objectives and policies;

— the orggnization’s culture;

— standar(ds, guidelines and models adopted by the organization;

— capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, intelle
propertly, processes, systems and technologies);

— data, in

— relation|

— contrac

— interde}

5.4.2 Arti

Top managg
continual c(
convey an d

include, but

formation systems and informatien flows;
ships with internal stakeholders, taking into account their perceptions and values;
fual relationships and-commitments;

bendencies and interconnections.

culating risk management commitment

bment and’ oversight bodies, where applicable, should demonstrate and articulate
mmitiment to risk management through a policy, a statement or other forms that cl
rganization’s objectives and commitment to risk management. The commitment s}

ctual

their
parly
jould

3 £ 13 ikad +
IS5 TTUUT ITITTILCU LU,

— the organization’s purpose for managing risk and links to its objectives and other policies;

— reinforcing the need to integrate risk management into the overall culture of the organization;

— leading

the integration of risk management into core business activities and decision-making;

— authorities, responsibilities and accountabilities;

— making

the necessary resources available;

— the way in which conflicting objectives are dealt with;

— measurement and reporting within the organization’s performance indicators;

© ISO 2018 - All rights reserved
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— review and improvement.

The risk management commitment should be communicated within an organization and to stakeholders,

as appropriate.

5.4.3 Assigning organizational roles, authorities, responsibilities and accountabiliti

Top management and oversight bodies, where applicable, should ensure that the

es

authorities,

responsibilities and accountabilities for relevant roles with respect to risk management are assigned

and communicated at all levels of the organization, and should:

— identify individuals who have the accountability and authority to manage risk (risk ow|

5.4. Allocating resources

Top management and oversight bodies, where applicable, should ensuré’*allocation of
resotirces for risk management, which can include, but are not limited to:

— Jeople, skills, experience and competence;

— the organization’s processes, methods and tools to be usedfef managing risk;
— dlocumented processes and procedures;

— information and knowledge management systems;

— professional development and training needs.

The ¢prganization should consider the capabilities of, and constraints on, existing resources{

5.4.3 Establishing communication and consultation

The prganization should establish an-approved approach to communication and consultat

ners).

appropriate

ion in order

to support the framework and facilitate the effective application of risk management. Cogllmunication

involves sharing information with targeted audiences. Consultation also involves participa
feedback with the expectation that it will contribute to and shape decisions or othd
Communication and consultation methods and content should reflect the expectations of s
wherfe relevant.

Communication and.consultation should be timely and ensure that relevant information

s providing
r activities.
takeholders,

is collected,

collafed, synthésised and shared, as appropriate, and that feedback is provided and improvements

are rmade.

5.5 | hlmplementation

The organization should implement the risk management framework by:

— developing an appropriate plan including time and resources;

— identifying where, when and how different types of decisions are made across the organization, and

by whom;

— modifying the applicable decision-making processes where necessary;

— ensuring that the organization’s arrangements for managing risk are clearly understood and

practised.
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Successful implementation of the framework requires the engagement and awareness of stakeholders.
This enables organizations to explicitly address uncertainty in decision-making, while also ensuring
that any new or subsequent uncertainty can be taken into account as it arises.

Properly designed and implemented, the risk management framework will ensure that the risk

managemen

t process is a part of all activities throughout the organization, including decision-making,

and that changes in external and internal contexts will be adequately captured.

5.6 Evaluation

In order to evaluate the effectiveness of the risk management framework, the organization should:

— periodi

plans, indicators and expected behaviour;

— determl

5.7 Impr

5.7.1 Adapting

The organiz

external ang internal changes. In doing so, the organization can improve its value.

5.7.2 Conftinually improving

The organiz

management framework and the way the risk management process is integrated.

As relevant
plans and t

improvements should contribute to the enhancement of risk management.

6 Procej

6.1 Gene

The risk ma|
to the activ|
monitoring,

Fally measureriskmanagementframework performance againstits purpose,implementation

ne whether it remains suitable to support achieving the objectives of the onganization

pvement

ation should continually monitor and adapt the risk mapagement framework to addiress

ation should continually improve the suitability, adequacy and effectiveness of thg risk

gaps or improvement opportunitiescare identified, the organization should deyelop
hsks and assign them to those accountable for implementation. Once implemented, these

bS

ral

nagement process)involves the systematic application of policies, procedures and pradtices
ities of communicating and consulting, establishing the context and assessing, tredting,
reviewingsrecording and reporting risk. This process is illustrated in Figure 4.
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Scope, Context, Criteria

Risk Assessment
S ——
Risk
Identification
v

Risk
Analysis
v

Risk
Evaluation

e —an

RECORDING & REPORTING O \

COMMUNICATION & CONSULTATION

QO
Figure 4 g\g@)cess

Fisk management process should be an %@gral part of management and decision-
rated into the structure, operations processes of the organization. It can bq
egic, operational, programme or prqigcs% evels.

e can be many applications of t sk management process within an organization, cu
ve objectives and to suit the external and internal context in which they are applied.

The dlynamic and variable naél)@ of human behaviour and culture should be considered thr

nanagement process.

ugh the risk mana@ment process is often presented as sequential, in practice it is itef

Communi@on and consultation

the is on which decisions are made and the reasons why particular actions a
’r%c tion seeks to promote awareness and understanding of risk, whereas consultat

obta

making and
e applied at

stomized to

oughout the

ative.

purpos @communication and consultation is to assist relevant stakeholders in understanding

re required.
ion involves

ning feedback and information to support dpricinn-mnking Close coordination hetwi

een the two

should facilitate factual, timely, relevant, accurate and understandable exchange of information, taking
into account the confidentiality and integrity of information as well as the privacy rights of individuals.

Communication and consultation with appropriate external and internal stakeholders should take
place within and throughout all steps of the risk management process.

Communication and consultation aims to:

— bring different areas of expertise together for each step of the risk management process;

— ensure that different views are appropriately considered when defining risk criteria and when
evaluating risks;

— provide sufficient information to facilitate risk oversight and decision-making;
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— build a sense of inclusiveness and ownership among those affected by risk.
6.3 Scope, context and criteria

6.3.1 General

The purpose of establishing the scope, the context and criteria is to customize the risk management
process, enabling effective risk assessment and appropriate risk treatment. Scope, context and criteria
involve defining the scope of the process, and understanding the external and internal context.

6.3.2 Defjminmgtirestope
The organization should define the scope of its risk management activities.

As the ris management process may be applied at different levels (e.g. strategic; operational,
programme] project, or other activities), it is important to be clear about the scope undeyconsideration,
the relevant objectives to be considered and their alignment with organizational objectives.

When plannfing the approach, considerations include:

— objectivies and decisions that need to be made;

— outcomes expected from the steps to be taken in the process;
— time, logation, specific inclusions and exclusions;

— appropiiate risk assessment tools and techniques;

— resources required, responsibilities and records to be'kept;

— relationships with other projects, processes and-activities.

6.3.3 External and internal context

The externgl and internal context is the.environment in which the organization seeks to defing and
achieve its gbjectives.

The context of the risk management process should be established from the understanding of the
external ang internal environment in which the organization operates and should reflect the spgcific
environmernft of the activity to-which the risk management process is to be applied.

Understandjng the contéxtis important because:
— risk mahagement.takes place in the context of the objectives and activities of the organization

— organizptional factors can be a source of risk;

— the purpose and scope of the risk management process may be interrelated with the objectives of
the organization as a whole.

The organization should establish the external and internal context of the risk management process by
considering the factors mentioned in 5.4.1.

6.3.4 Defining risk criteria

The organization should specify the amount and type of risk that it may or may not take, relative to
objectives. It should also define criteria to evaluate the significance of risk and to support decision-
making processes. Risk criteria should be aligned with the risk management framework and customized
to the specific purpose and scope of the activity under consideration. Risk criteria should reflect
the organization’s values, objectives and resources and be consistent with policies and statements

10 © ISO 2018 - All rights reserved
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about risk management. The criteria should be defined taking into consideration the organization’s
obligations and the views of stakeholders.

While risk criteria should be established at the beginning of the risk assessment process, they are
dynamic and should be continually reviewed and amended, if necessary.

To set risk criteria, the following should be considered:

6.4

6.4.1
Risk
Risk

knov
furth

6.4.2

The |
orga
ident

The
obje(

the nature and type of uncertainties that can affect outcomes and objectives (both tangible and

i

ntangible);

how consequences (both positive and negative) and likelihood will be defined and measured;

1

q

1

1

q

1

Iow the level of risk is to be determined;

ime-related factors;

onsistency in the use of measurements;

ow combinations and sequences of multiple risks will be taken into@ccount;

he organization’s capacity.
Risk assessment

General
assessment is the overall process of risk identification, risk analysis and risk evaluatig

assessment should be conducted systematically, iteratively and collaboratively, dra
/ledge and views of stakeholders. It should use the best available information, supp
er enquiry as necessary.

Risk identification
burpose of risk identifications to find, recognize and describe risks that might help o
ifying risks.

rganization can use€-a range of techniques for identifying uncertainties that may affect
tives. The following factors, and the relationship between these factors, should be con

angible and,intangible sources of risk;
ausesand events;

hreats and opportunities;

n.

ving on the
emented by

I prevent an

hization achieving its objéctives. Relevant, appropriate and up-to-date information is important in

one or more
sidered:

vulnerabilities and capabilities;

changes in the external and internal context;

i

ndicators of emerging risks;

the nature and value of assets and resources;

consequences and their impact on objectives;

1

imitations of knowledge and reliability of information;

time-related factors;

biases, assumptions and beliefs of those involved.

© ISO 2018 - All rights reserved

11


https://standardsiso.com/api/?name=b256c0aa34e20d4f54e81b7bb2cca237

ISO 31000

:2018(E)

The organization should identify risks, whether or not their sources are under its control. Consideration
should be given that there may be more than one type of outcome, which may result in a variety of

tangible or i

ntangible consequences.

6.4.3 Risk analysis

The purpose of risk analysis is to comprehend the nature of risk and its characteristics including,
where appropriate, the level of risk. Risk analysis involves a detailed consideration of uncertainties,
risk sources, consequences, likelihood, events, scenarios, controls and their effectiveness. An event can
have multiple causes and consequences and can affect multiple objectives.

Risk analys
purpose of
Analysis te
circumstang

Risk analysij

the like
the naty
comple}
time-re
the effe

sensitiv

The risk an
judgements
exclusions n
be considerd

Highly uncej
severe cong
insight.

Risk analysij
how, and on|

the analysis, the availability and reliability of information, and the resources_avai

es and intended use.

s should consider factors such as:
ihood of events and consequences;
ire and magnitude of consequences;
Kity and connectivity;

ated factors and volatility;
Ctiveness of existing controls;

ity and confidence levels.

palysis may be influenced by any divergence of opinions, biases, perceptions of risK

Additional influences are the qualitfoof the information used, the assumptions
nade, any limitations of the techniques-and how they are executed. These influences s}
bd, documented and communicated-\to decision makers.

rtain events can be difficultto quantify. This can be an issue when analysing events
equences. In such cases,using a combination of techniques generally provides gr

s provides an inputto-tisk evaluation, to decisions on whether risk needs to be treate
the most appropriate risk treatment strategy and methods. The results provide insig

decisions, where choices ate)being made, and the options involve different types and levels of risk.

6.4.4 Risk evaluation

The purpos
of the risk a

e ofrisk evaluation is to support decisions. Risk evaluation involves comparing the re

S can be undertaken with varying degrees of detail and complexity, depending . oh the

able.

thniques can be qualitative, quantitative or a combination of these, depending on the

and
and
jould

with
bater

and
t for

sults
ired.

nalysis with the established risk criteria to determine where additional action is reqy

This can lead to a decision to:

maintai

do nothing further;
consider risk treatment options;

undertake further analysis to better understand the risk;

n existing controls;

reconsider objectives.

Decisions should take account of the wider context and the actual and perceived consequences to
external and internal stakeholders.

12
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The outcome of risk evaluation should be recorded, communicated and then validated at appropriate
levels of the organization.

6.5 Risk treatment

6.5.1 General
The purpose of risk treatment is to select and implement options for addressing risk.

Risk treatment involves an iterative process of:

— formulating and selecting risk treatment options;
— planning and implementing risk treatment;

— assessing the effectiveness of that treatment;

— deciding whether the remaining risk is acceptable;

— if not acceptable, taking further treatment.

6.5.2 Selection of risk treatment options

Seledting the most appropriate risk treatment option(s) ifwolves balancing the potential benefits
deriyed in relation to the achievement of the objectivessagainst costs, effort or disadvantages of
implementation.

Risk|treatment options are not necessarily mutually exclusive or appropriate in all cirfumstances.
Optigns for treating risk may involve one or more;of the following:

— avoiding the risk by deciding not to starter continue with the activity that gives rise tq the risk;
— ftlaking or increasing the risk in order to pursue an opportunity;
— tfemoving the risk source;

— ¢hanging the likelihood;

— ¢hanging the consequences;

— gharing the risk (e.g. through contracts, buying insurance);

— Tretaining thelrisk by informed decision.

Justificationfer risk treatment is broader than solely economic considerations and shoulld take into
account al-ef the organization’s obligations, voluntary commitments and stakeholder|views. The
seledtien of risk treatment options should be made in accordance with the organization’s objectives,
risk triteria and available resources

When selecting risk treatment options, the organization should consider the values, perceptions and
potential involvement of stakeholders and the most appropriate ways to communicate and consult with
them. Though equally effective, some risk treatments can be more acceptable to some stakeholders
than to others.

Risk treatments, even if carefully designed and implemented might not produce the expected outcomes
and could produce unintended consequences. Monitoring and review need to be an integral part of the
risk treatment implementation to give assurance that the different forms of treatment become and
remain effective.

Risk treatment can also introduce new risks that need to be managed.
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