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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.
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Introduction

This document is for use by people who create and protect value in organizations by managing risks,
making decisions, setting and achieving objectives and improving performance.

Organizations of all types and sizes face external and internal factors and influences that make it
uncertain whether they will achieve their objectives.

Managing risk is iterative and assists organizations in setting strategy, achieving objectives and making
informed decisions.

Manpging risk is part of governance and leadership, and is fundamental to how the ca&ganization is
manpged at all levels. It contributes to the improvement of management systems. Q'\

Manpging risk is part of all activities associated with an organization and incl@é(}/interaction with
stakeholders. QQ

Manpging risk considers the external and internal context of the or zﬁé?ation, including human
behgviour and cultural factors. %é

Manpging risk is based on the principles, framework and proc&\outlined in this dqcument, as
illustrated in Figure 1. These components might already exist i r in part within the organization,
howgver, they might need to be adapted or improved so that aging risk is efficient, effective and

condistent.
D
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Figure 1 — Principles, framework and process
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Risk management — Guidelines

1 Scope

This document provides guidelines on managing risk faced by organizations. The application of these
guidelines can be customized to any organization and its context.

This|document provides a common approach to managing any type of risk and is not industjry or sector
spedific.

This|document can be used throughout the life of the organization and can be applie¢d to any activity,
inclyding decision-making at all levels.
2 Normative references

Thete are no normative references in this document.

3 [erms and definitions
For fhe purposes of this document, the following terms and-definitions apply.

ISO gnd [EC maintain terminological databases for use'in standardization at the following addresses:

— |SO Online browsing platform: available at-htp://www.iso.org/obp

— |EC Electropedia: available at http://wxiw.electropedia.org

31
risk
effeqt of uncertainty on objectives

Note|1 to entry: An effect is a deviation from the expected. It can be positive, negative or both, and|can address,
create or result in opportunities‘and threats.

Note|2 to entry: Objectives-can have different aspects and categories, and can be applied at different levels.

Note|3 to entry: Risk'is usually expressed in terms of risk sources (3.4), potential events (3.5), their fonsequences
(3.6)|and their likelihood (3.7).

3.2
risk|management
coordinated activities to direct and control an organization with regard to risk (3.1)

3.3

stakeholder

person or organization that can affect, be affected by, or perceive themselves to be affected by a decision
or activity

Note 1 to entry: The term “interested party” can be used as an alternative to “stakeholder”.

3.4
risk source
element which alone or in combination has the potential to give rise to risk (3.1)

© ISO 2018 - All rights reserved 1
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3.5
event
occurrence

or change of a particular set of circumstances

Note 1 to entry: An event can have one or more occurrences, and can have several causes and several
consequences (3.6).

Note 2 to entry: An event can also be something that is expected which does not happen, or something that is not

expected wh

ich does happen.

Note 3 to entry: An event can be a risk source.

3.6

outcome of

Note 1 to en
effects on ob|

consequenLe

hn event (3.5) affecting objectives

ry: A consequence can be certain or uncertain and can have positive or negative @iréct or ind
jectives.

Note 2 to en]ry: Consequences can be expressed qualitatively or quantitatively.

Note 3 to en

3.7
likelihood
chance of s¢

ry: Any consequence can escalate through cascading and cumulative effects.

mething happening

Note 1 to enfry: In risk management (3.2) terminology, the word “likelihood” is used to refer to the chan

something h
quantitative
given time p

Note 2 to enf
equivalent of
as a mathem
should have

3.8
control
measure th

Note 1 to enf
and/or actio

ppening, whether defined, measured or determingd-objectively or subjectively, qualitative
y, and described using general terms or mathematically (such as a probability or a frequency g
briod).

the term “probability” is often used. However, in English, “probability” is often narrowly interp
atical term. Therefore, in risk management terminology, “likelihood” is used with the intent t

ht maintains and/or modifies risk (3.1)

s which maintainand/or modify risk.

Note 2 to enffry: Controls:ay not always exert the intended or assumed modifying effect.

4 Principles
memm&mmmce,

irect

ce of
ly or
ver a

ry: The English term “likelihood” does nothave a direct equivalent in some languages; instead, the

reted
hat it

he same broad interpretation as the térm “probability” has in many languages other than Engljsh.

ry: Controls include, but are not limited to, any process, policy, device, practice, or other condifions

The purpo i

encourages

innovation and supports the achievement of objectives.

The principles outlined in Figure 2 provide guidance on the characteristics of effective and efficient
risk management, communicating its value and explaining its intention and purpose. The principles are
the foundation for managing risk and should be considered when establishing the organization’s risk
management framework and processes. These principles should enable an organization to manage the
effects of uncertainty on its objectives.

© ISO 2018 - All rights res
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N

'tive risk management requires the eleme&‘t@bf Figure 2 and can be further explained 3
ntegrated xO
Risk management is an integral @%to of all organizational activities.

Structured and comprehen@e :

A structured and com@ensive approach to risk management contributes to con
comparable results. .

N

Customized %

Che risk gement framework and process are customized and proportion
brganizati external and internal context related to its objectives.
nc,l{@

s follows.

sistent and

ate to the

f)

A@ropriate and timely involvement of stakeholders enables their knowledge,

views and

perceptions to be considered. This results in improved awareness and informed risk management.

Dynamic

Risks can emerge, change or disappear as an organization’s external and internal context changes.
Risk management anticipates, detects, acknowledges and responds to those changes and events in

an appropriate and timely manner.
Best available information

The inputs to risk management are based on historical and current information, as well

as on future

expectations. Risk management explicitly takes into account any limitations and uncertainties
associated with such information and expectations. Information should be timely, clear and

available to relevant stakeholders.
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g) Human and cultural factors

Human behaviour and culture significantly influence all aspects of risk management at each level
and stage.

h) Continual improvement

Risk management is continually improved through learning and experience.

5 Framework

5.1 Gengral \Q)

The purpoge of the risk management framework is to assist the organization in inteéﬂating risk
managemeit into significant activities and functions. The effectiveness of risk manage will depend
on its integration into the governance of the organization, including decision—mal;i\ “This requires
support from stakeholders, particularly top management. 23}
Frameworkldevelopment encompasses integrating, designing, implementing, ating and imprqving

risk manag¢ment across the organization. Figure 3 illustrates the componex@\ fa framework.

& @)
O

Integration

Improvement

L \j‘;ship and
. €ommitment

Implementation

Figure 3 — Framework

The organization should evaluate its existing risk management practices and processes, evaluate any
gaps and address those gaps within the framework.

The components of the framework and the way in which they work together should be customized to
the needs of the organization.
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5.2 Leadership and commitment

Top management and oversight bodies, where applicable, should ensure that risk management is
integrated into all organizational activities and should demonstrate leadership and commitment by:

— customizing and implementing all components of the framework;
— issuing a statement or policy that establishes a risk management approach, plan or course of action;
— ensuring that the necessary resources are allocated to managing risk;

— assigning authority, responsibility and accountability at appropriate levels within the organization.

This|will help the organization to:
— plign risk management with its objectives, strategy and culture;
— recognize and address all obligations, as well as its voluntary commitments;

— pstablish the amount and type of risk that may or may not be taken to-guide the development of risk
Criteria, ensuring that they are communicated to the organization and’its stakeholders

— rommunicate the value of risk management to the organization/and its stakeholders;
— promote systematic monitoring of risks;
— pnsure that the risk management framework remaings appropriate to the context of the organization.

Top management is accountable for managing risk whileoversight bodies are accountable fof overseeing
risk management. Oversight bodies are often expected or required to:

— pnsure that risks are adequately considered\when setting the organization’s objectives
— pnderstand the risks facing the organization in pursuit of its objectives;

— pnsure that systems to manage such risks are implemented and operating effectively;
— pnsure that such risks are appropriate in the context of the organization’s objectives;

— pnsure that informationapout such risks and their management is properly communicgted.

5.3 | Integration

Integrating risk /management relies on an understanding of organizational structures gnd context.
Struftures différdepending on the organization’s purpose, goals and complexity. Risk is managed in every
partfof the organization’s structure. Everyone in an organization has responsibility for managing risk.

Govgrnance guides the course of the organization, its external and internal relationships, afd the rules,
prodesses and practices needed to achieve its purpose. Management structures translate |governance
direction into the strategy and associated objectives required to achieve desired levels of sustainable
performance and long-term viability. Determining risk management accountability and oversight roles
within an organization are integral parts of the organization’s governance.

Integrating risk management into an organization is a dynamic and iterative process, and should
be customized to the organization’s needs and culture. Risk management should be a part of, and
not separate from, the organizational purpose, governance, leadership and commitment, strategy,
objectives and operations.

© IS0 2018 - All rights reserved 5
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5.4 Design

5.4.1 Understanding the organization and its context

When designing the framework for managing risk, the organization should examine and understand its
external and internal context.

Examining the organization’s external context may include, but is not limited to:

— the social, cultural, political, legal, regulatory, financial, technological, economic and environmental

factors,

whether international, national, regional or local;

— keydri
— externg
— contrad
— the con
Examining
— vision,
— govern
— strateg
— theorg
— standat

— capabil
proper

— data, information systems and information flows;

— relatioq]
— contrad

— interde

54.2 Art

Top manag
continual c
convey an

Vers and trends affecting the objectives of the organization;

| stakeholders’ relationships, perceptions, values, needs and expectations;
tual relationships and commitments;

Iplexity of networks and dependencies.

the organization’s internal context may include, but is not limited ¢c:
mission and values;

\nce, organizational structure, roles and accountabilities;

, objectives and policies;

hnization’s culture;

ds, guidelines and models adopted by the erganization;

ties, understood in terms of resources:dnd knowledge (e.g. capital, time, people, intelle
y, processes, systems and technologiés);

ships with internal stakehgldérs, taking into account their perceptions and values;
tual relationships and commitments;

pendencies and intérconnections.

jculating risk-management commitment

bment _and oversight bodies, where applicable, should demonstrate and articulate
pbmmitatent to risk management through a policy, a statement or other forms that clg
brganization’s objectives and commitment to risk management. The commitment sh

include, but

rtual

Cheir
parly
ould

isnotlimited to:

— the organization’s purpose for managing risk and links to its objectives and other policies;

— reinforcing the need to integrate risk management into the overall culture of the organization;

— leading

the integration of risk management into core business activities and decision-making;

— authorities, responsibilities and accountabilities;

— making the necessary resources available;

— the way in which conflicting objectives are dealt with;

— measurement and reporting within the organization’s performance indicators;
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The risk management commitment should be communicated within an organization and to stakeholders,
as appropriate.

5.4.3 Assigning organizational roles, authorities, responsibilities and accountabilities

Top management and oversight bodies, where applicable, should ensure that the authorities,
responsibilities and accountabilities for relevant roles with respect to risk management are assigned

and

communicated at all levels of the organization, and should:

cinphnasize that risK managementl1s a core responsIplIlity;

dentify individuals who have the accountability and authority to manage risk (riskjow

5.4.4 Allocating resources

Top
reso

The

management and oversight bodies, where applicable, should ensuré-allocation of
urces for risk management, which can include, but are not limited to¢

people, skills, experience and competence;

Lhe organization’s processes, methods and tools to be usedfof managing risk;
Hocumented processes and procedures;

nformation and knowledge management systems;

brofessional development and training needs.

prganization should consider the capabilities of, and constraints on, existing resources

5.4.5 Establishing communication and consultation

The

organization should establish an-approved approach to communication and consultat

to sypport the framework and fagilitate the effective application of risk management. Comn

invo
feed

ves sharing information with targeted audiences. Consultation also involves participan
back with the expectdtion that it will contribute to and shape decisions or othe

Comjmunication and consultation methods and content should reflect the expectations of st

whe

e relevant.

Communication and/consultation should be timely and ensure that relevant information
collgted, synthesised and shared, as appropriate, and that feedback is provided and im
are ade.

5.5
The

Implementation

hers).

hppropriate

on in order
munication
s providing
' activities.
akeholders,

s collected,
brovements

organization should implement the risk management framework by:

developing an appropriate plan including time and resources;

identifying where, when and how different types of decisions are made across the organization, and

by whom;

modifying the applicable decision-making processes where necessary;

ensuring that the organization’s arrangements for managing risk are clearly understood and

practised.
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Successful implementation of the framework requires the engagement and awareness of stakeholders.
This enables organizations to explicitly address uncertainty in decision-making, while also ensuring
that any new or subsequent uncertainty can be taken into account as it arises.

Properly designed and implemented, the risk management framework will ensure that the risk
management process is a part of all activities throughout the organization, including decision-making,
and that changes in external and internal contexts will be adequately captured.

5.6 Evaluation

In order to evaluate the effectiveness of the risk management framework, the organization should:

— periodi
plans, i

determ

5.7 Impry

5.7.1 Adz

The organi
external an

5.7.2 Cor

The organi
managemel

As relevan
plans and t
improveme

6 Proce

6.1 Gene

The risk m3
to the actiy
monitoring

ine whether it remains suitable to support achieving the objectives of the organization

rally measureriskmanagementframework performance againstits purpose, implements
hdicators and expected behaviour;

ovement

|pting

ration should continually monitor and adapt the risk management framework to add
l internal changes. In doing so, the organization can improve its value.

tinually improving

vation should continually improve the suitability, adequacy and effectiveness of the
it framework and the way the risk management process is integrated.

gaps or improvement opportunities~are identified, the organization should dey
nsks and assign them to those accountable for implementation. Once implemented, f
nts should contribute to the enhancément of risk management.

S

ral

nagement procesSs,involves the systematic application of policies, procedures and prac

reviewing,récording and reporting risk. This process is illustrated in Figure 4.

tion

ress

risk

elop
hese

fices

ities of comnmiunicating and consulting, establishing the context and assessing, treafting,
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straf

They
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risk,

Risk
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Risk
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e —an

MONITORING & REVIEW

COMMUNICATION &

Risk Treatment

RECORDING & REPORTING

Figure 4 @tmess

risk management process should be an %&%gral part of management and decision-

rrated into the structure, operatlons processes of the organization. It can bd
egic, operational, programme or prqlg evels

e can be many applications of t@ﬁ‘s management process within an organization, cu
bve objectives and to suit the external and internal context in which they are applied.

Hynamic and variable natare of human behaviour and culture should be considered thr
management process. ()

bugh the risk man@%ent process is often presented as sequential, in practice it is iteq

S

Commun@on and consultation

the is on which decisions are made and the reasons why particular actions aj

ob

purpos;@ communication and consultation is to assist relevant stakeholders in un

0:2018(E)

making and
applied at

stomized to

bughout the

ative.

lerstanding
e required.
on involves

Cor:mgi ation seeks to promote awareness and understanding of risk, whereas consultat
t

g feedback and information to support decision-making. Close coordination betw

ben the two

should facilitate factual, timely, relevant, accurate and understandable exchange of information, taking
into account the confidentiality and integrity of information as well as the privacy rights of individuals.

Communication and consultation with appropriate external and internal stakeholders should take
place within and throughout all steps of the risk management process.

Com

munication and consultation aims to:

— bring different areas of expertise together for each step of the risk management process;

— ensure that different views are appropriately considered when defining risk criteria and when
evaluating risks;

— provide sufficient information to facilitate risk oversight and decision-making;
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— build a sense of inclusiveness and ownership among those affected by risk.
6.3 Scope, context and criteria

6.3.1 General

The purpose of establishing the scope, the context and criteria is to customize the risk management
process, enabling effective risk assessment and appropriate risk treatment. Scope, context and criteria
involve defining the scope of the process, and understanding the external and internal context.

6.3.2 Defiining the scope
The organization should define the scope of its risk management activities.

As the risk management process may be applied at different levels (e.g. strategig,)operatipnal,
programmeg, project, or other activities), it is important to be clear about the scope under-consideration,
the relevant objectives to be considered and their alignment with organizational objectives.

When plannjing the approach, considerations include:

— objectiyes and decisions that need to be made;

— outcomles expected from the steps to be taken in the process;
— time, lojcation, specific inclusions and exclusions;

— appropriate risk assessment tools and techniques;

— resourdes required, responsibilities and records to hekept;

— relationships with other projects, processes and.activities.

6.3.3 Extprnal and internal context

The external and internal context is the environment in which the organization seeks to defineg and
achieve its ¢bjectives.

The contexf of the risk management process should be established from the understanding of the
external and internal environment in which the organization operates and should reflect the sp¢cific
environmernt of the activity to'which the risk management process is to be applied.

Understanding the cont€xtis important because:
— risk managemeft takes place in the context of the objectives and activities of the organization

— organizatienal factors can be a source of risk;

— the purposeamnd scope of the Tisk mammageTent process may be interretated withr threobjectives of
the organization as a whole.

The organization should establish the external and internal context of the risk management process by
considering the factors mentioned in 5.4.1.

6.3.4 Defining risk criteria

The organization should specify the amount and type of risk that it may or may not take, relative to
objectives. It should also define criteria to evaluate the significance of risk and to support decision-
making processes. Risk criteria should be aligned with the risk management framework and customized
to the specific purpose and scope of the activity under consideration. Risk criteria should reflect
the organization’s values, objectives and resources and be consistent with policies and statements

10 © ISO 2018 - All rights reserved
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about risk management. The criteria should be defined taking into consideration the organization’s
obligations and the views of stakeholders.

While risk criteria should be established at the beginning of the risk assessment process, they are
dynamic and should be continually reviewed and amended, if necessary.

To set risk criteria, the following should be considered:

— the nature and type of uncertainties that can affect outcomes and objectives (both tangible and
intangible);

how consequences (both positive and negative) and likelihood will be defined and mea

ured;

6.4

6.4.]
RiskK
Risk

knov
furt]

6.4.7
The

organization achieving its objéctives. Relevant, appropriate and up-to-date information is i

iden

The
obje

fime-related factors;

consistency in the use of measurements;

how the level of risk is to be determined;

how combinations and sequences of multiple risks will be taken intoaccount;

the organization’s capacity.
Risk assessment

| General
assessment is the overall process of risk identification, risk analysis and risk evaluatio

assessment should be conducted systematically, iteratively and collaboratively, dray
vledge and views of stakeholders. It should use the best available information, suppl
ler enquiry as necessary.

. Risk identification
purpose of risk identificationyis to find, recognize and describe risks that might help o
Lifying risks.

prganization can usea range of techniques for identifying uncertainties that may affect
rtives. The following factors, and the relationship between these factors, should be con

Fangible andintangible sources of risk;
rauses<and events;

threats and opportunities;

.

ving on the
emented by

prevent an
mportant in

hne or more
Gidered:

— vulnerabilities and capabilities;

— changes in the external and internal context;

— indicators of emerging risks;

— the nature and value of assets and resources;

— consequences and their impact on objectives;

— limitations of knowledge and reliability of information;

— time-related factors;

— biases, assumptions and beliefs of those involved.
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The organization should identify risks, whether or not their sources are under its control. Consideration
should be given that there may be more than one type of outcome, which may result in a variety of
tangible or intangible consequences.

6.4.3 Risk analysis

The purpose of risk analysis is to comprehend the nature of risk and its characteristics including,
where appropriate, the level of risk. Risk analysis involves a detailed consideration of uncertainties,
risk sources, consequences, likelihood, events, scenarios, controls and their effectiveness. An event can
have multiple causes and consequences and can affect multiple objectives.

Risk analyg
purpose of
Analysis te
circumstan

Risk analys
— the like
the nat
comple
time-re
the effe
sensitiy

The risk an
judgements

exclusions nade, any limitations of the techniquées and how they are executed. These influences sh

be consider

Highly uncg
severe conj
insight.

Risk analys
how, and on
decisions, W

6.4.4 Ris

The purpos
of the risk 4

is can be undertaken with varying degrees of detail and complexity, depending o1
the analysis, the availability and reliability of information, and the resources avail
chniques can be qualitative, quantitative or a combination of these, depending on
ces and intended use.

s should consider factors such as:
lihood of events and consequences;
ire and magnitude of consequences;
kKity and connectivity;

lated factors and volatility;
ctiveness of existing controls;

ity and confidence levels.

alysis may be influenced by any divergence of opinions, biases, perceptions of risk]
Additional influences are the quality) of the information used, the assumptions

ed, documented and communicated:to decision makers.

rtain events can be difficult,to.quantify. This can be an issue when analysing events
equences. In such cases,~Using a combination of techniques generally provides grg

s provides an inputte-risk evaluation, to decisions on whether risk needs to be treated
the most appropriate risk treatment strategy and methods. The results provide insigh
rhere choices are being made, and the options involve different types and levels of risk.

k evaluation

the
hble.
the

and
and
ould

with
ater

and
t for

e ofirisk evaluation is to support decisions. Risk evaluation involves comparing the re

Sults

nalysis with the established risk criteria to determine where additional action is requrred.

This can le

reconsi

dtoadecisionto:

do nothing further;
consider risk treatment options;
undertake further analysis to better understand the risk;

maintain existing controls;

der objectives.

Decisions should take account of the wider context and the actual and perceived consequences to
external and internal stakeholders.
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The outcome of risk evaluation should be recorded, communicated and then validated at appropriate
levels of the organization.

6.5 Risk treatment

6.5.1 General
The purpose of risk treatment is to select and implement options for addressing risk.

Risk treatment involves an iterative process of:

— formulating and selecting risk treatment options;
— planning and implementing risk treatment;

— pssessing the effectiveness of that treatment;

— Heciding whether the remaining risk is acceptable;

— |fnot acceptable, taking further treatment.

6.5.2 Selection of risk treatment options

Sele¢ting the most appropriate risk treatment option(s) iwolves balancing the potentiial benefits
deriyed in relation to the achievement of the objectivesiagainst costs, effort or disadyantages of
implementation.

Risk] treatment options are not necessarily mutually exclusive or appropriate in all cirgumstances.
Optipns for treating risk may involve one or more:of the following:

— pvoiding the risk by deciding not to startor continue with the activity that gives rise to[the risk;
— taking or increasing the risk in order;to pursue an opportunity;
— removing the risk source;

— rhanging the likelihood;

— rhanging the consequences;

— pharing the risk (e;g-through contracts, buying insurance);

— retaining the'risk by informed decision.

Justificationfor risk treatment is broader than solely economic considerations and should take into
account allNof the organization’s obligations, voluntary commitments and stakeholder |views. The
sele¢tionh, of risk treatment options should be made in accordance with the organization’q objectives,
risk criteria and available resources.

When selecting risk treatment options, the organization should consider the values, perceptions and
potential involvement of stakeholders and the most appropriate ways to communicate and consult with
them. Though equally effective, some risk treatments can be more acceptable to some stakeholders
than to others.

Risk treatments, even if carefully designed and implemented might not produce the expected outcomes
and could produce unintended consequences. Monitoring and review need to be an integral part of the
risk treatment implementation to give assurance that the different forms of treatment become and
remain effective.

Risk treatment can also introduce new risks that need to be managed.
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