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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document has been developed to assist users to apply the management system for records
requirements of ISO 30301. ISO 30301 specifies the requirements for a management system for records
(MSR) where an organization needs to demonstrate its ability to create and control information created,
received and maintained as evidence and as an asset by an organization, in pursuit of legal obligations
or in the course of conducting business.

The purpose of this document is to provide practical guidance on how to implement a management
system for records (MSR) within an organization in accordance with ISO 30301. This document covers

whatHs-needed-to-establish-and-maintain-anr-MSR—Thisdocument-deesrotmedify—andfor reduce the
requjrements specified in ISO 30301. An activity or documenting an activity is considered mandatory

only when it is required in ISO 30301.

The
orga
of th
appr
be u
unce

implementation of an MSR is generally executed as a project. An MSR canlbe imp
hizations with existing records systems or programmes to review and improve the 1
hse systems or programmes or in organizations planning to implementa;systematic aj
bach to records creation and control for the first time. Guidance déesgribed in this dd
bed in both situations. An MSR can be an advisable option for addressing legal or t
rtainty in some cases.

Itis4
thein

ssumed that organizations that decide to implement an MSRhave made a preliminary aj
existing records and records systems and have identified risks to be addressed and o]
for major improvements. For example, the decision to immplement an MSR can be take
reduftion measure for undertaking a major information-technology platform change or
busimess processes identified as high risk. Alternatively, the MSR can provide a s
manjagement framework for major improvements such as integrating records processes v
business processes or improving control and magagement of records of online transactions
use (f social media.

The
orga
and (
Sma
com
the 4|

1se of this document is necessarily flexible. It depends on the size, nature and comp
hization and the level of maturityofithe MSR, if one is already in place. Each organizat
omplexity are unique and its specific contextual requirements will drive the MSR impl
er organizations will find that the activities described in this document can be simplif
lex organizations can find that a layered management system is needed to implement
ctivities in this documenteffectively.

Guid
unde

hnce in this document follows the same structure as ISO 30301, describing the act
rtaken to meet the requirements of ISO 30301 and how to document those activities.

Clau
analy
man

be 4 deals with how to perform the context analysis needed to implement an MSH
sis, the scope of the MSR is defined and the relationship between implementing an M§
hgementsystems is identified.

lemented in

hanagement
1d verifiable
cument can
echnological

bsessment of
bportunities
n as a risk-
outsourcing
tandardized
vith specific
or business

lexity of the
on's context
ementation.
ed. Large or
and manage

vities to be

. From this
R and other

Clau
exprt

be-5 explains leadership and how to gain the commitment of top management. The co

nmitment is

Clause 6 deals with planning the implementation of the MSR and adopting records objectives, which is
informed by high-level risk analysis, the contextual analysis (see Clause 4), and the resources available
(see Clause 7).

Clause 7 outlines the support needed for the MSR, such as resources, competence, awareness,
communication, and documented information.

Clause 8 deals with defining or reviewing and planning the operational level. It includes the analysis
to determine records to be created (see 8.2) and the design and implementation of records processes,
controls and systems. [t draws on the contextual requirements and scope (see Clause 4) and is based on
the records policy (see 5.2), the risk analysis (see 6.1) and resources needed (see 7.1) to meet the records
objectives (see 6.2) in the planned implementation. Clause 8 explains how to implement requirements
in ISO 30301:2019, Annex A.
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Clauses 9 and 10 deal with performance evaluation and improvement against planning, objectives and
requirements defined in ISO 30301.

For each of the Clauses 4 to 10 of ISO 30301:2019, this document provides the following:

a) theactivities necessary to meet the requirements of ISO 30301 - activities can be done sequentially,
while some will need to be done simultaneously;

b) inputs to the activities - these are the starting points and can be outputs from previous activities;

c) outputs of the activities - these are the results or deliverables, with special mention to mandatory
documented information, on completion of the activities.

The conceptis of how to design the operational records processes are based on the principles established
by ISO 15489-1. Other documents developed by ISO/TC 46/SC 11 are the principal tools for,desighing,
implementing, monitoring and improving records processes, controls and systems, and can‘be used in
conjunctionfwith this document for implementing the detailed operational elements of;the'MSR.

Organizations that have already implemented ISO 15489-1 can use this document to develgp an
organizational infrastructure for managing records under the systematic and‘verifiable approach of
the MSR.

vi © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=16428bd033caadae04a047937a29e2b6

INTERNATIONAL STANDARD

ISO 30302:2022(E)

Information and documentation — Management systems
for records — Guidelines for implementation

1

Scope

This document gives guidance for the implementation of an MSR in accordance with ISO 30301.

This [documentisimtended to be used i conmjurnction witlr 1ISO-3030ttdescribestheacy
undgrtaken when designing, implementing and monitoring an MSR.

This|document is intended to be used by any organization, or across organizations,imple¢
MSR] Itis applicable to all types of organization (e.g. commercial enterprises, government ag
profit organizations) of all sizes. This document is intended to be used by those responsibl
the implementation and maintenance of the MSR. It can also help top managément in maki
on tHe establishment, scope and implementation of management systems.in their organizat

2
The

constitutes requirements of this document. For dated references, only the edition cited
unddted references, the latest edition of the referenced document (including any amendme

ISO
ISO

For the purposes of this document, the'terms and definitions given in ISO 30300 and ISO 3(

ISO dnd IEC maintain terminology databases for use in standardization at the following add

4

4.1

Normative references

following documents are referred to in the text in such/a“way that some or all of t

30300, Information and documentation — Recordsimanagement — Core concepts and vo(

30301, Information and documentation — Mahagement systems for records — Requiremg

Terms and definitions

ISO Online browsing platform: available at https://www.iso.org/obp

[EC Electropediazavailable at https://www.electropedia.org/

Contextofthe organization

Understanding the organization and its context

ivities to be

bmenting an
encies, non-
e for leading
hg decisions
ion.

heir content
applies. For
hts) applies.

abulary

nts

301 apply.

Iresses:

4.1.1 General

The context of the organization should determine and drive the implementation and improvement of
an MSR. The requirements of this clause are intended to ensure the organization has considered its
context and needs as part of the implementation of an MSR. The first part of this analysis is to determine
internal and external issues relevant to the purpose of the MSR and how they affect its ability to achieve
the intended outcome.

The contextual analysis can be used to define the scope of the MSR (see 4.3). However, if the top
management determines the scope of the MSR as the starting point, before identifying contextual
issues, then the extent of the contextual analysis is defined by the scope.

© IS0 2022 - All rights reserved
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Contextual information should be from a reliable source that is accurate, up-to-date and complete.
Regular review of the sources of this information ensures the accuracy and reliability of the contextual
analysis.

Examples of important issues in identifying how the external context affects the MSR are:

a) how the complexity of the organization’s structure, business and legislative environment will affect

records

policy, processes, systems and controls;

b) how a competitive market affects the need to demonstrate efficient processes.

Examples of internal issues effecting the MSR are:

1y

2)

3)
4)

5)
6)

Sources of information about the organization’s internal context can include the following:

how law

and conftrols;

how the
assistar

how the

s, regulations, policies, standards and codes affect the design of records processes{sys

skills and competencies within the organization can affect the need for traifiing or ext
ce;

organizational culture can affect compliance with the requirements of the MSR;

media 1|

key cor}
audit re|
organiz

interna

tion profile of the organization andtegulatory action affecting the organization;
ic, financial or environmental analyses from government or industry analysts; and

eports.

pborate documents'stch as policies, strategies, business plans, annual reports;
ports;
htional structure, definition of roles, responsibilities and delegations;

standards, guidelines, codes;

e information technology infrastructure and information afchitecture can affect
ility of records systems or records;

tems

brnal

the

ns.

ance

busines

s nrocess mans or descrintions:
r ) T T

skills assessments;

information systems inventories;

information or data models;

risk analyses;

information security framework;

contextual analyses from implementation of other management systems standards;

project management methodologies;

© IS0 2022 - All rights reserved
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procurement and contracting models; and

an understanding of organizational culture (which may not be documented).

Depending on the organization, the identification of internal and external issues can have been
performed for other purposes, including the implementation of other management system standards.
In such cases, a new analysis will possibly not be needed, and an adaptation will suffice.

The contextual analysis is a continual process. It informs the establishment and systematic evaluation
of the MSR (see Clause 9) and supports the cycle of continuous improvement (see Clause 10).

Qutput

Therg is no specific requirement to document the results of the analysis, but the orgallvization can

decide to include this in a:

4.1.2 Records requirements

Based on the analysis described in 4.1.1 as the starting point, the business needs for recq
requjrements for their creation, capture and tianagement are assessed in relation to t
functions. [SO 30301 requires documenting both business needs and records requirementg.

NOTH This MSS approach for context analysis and identification of requirements is compat
analyfsis process (appraisal) proposed (by*ISO 15489-1 and ISO/TR 21946, which also includes
plannjing (see Clause 6) and identification of the needs for records (see 8.2).

The
requjrements.

Identifying business requirements should take the following into account:

a)

ist of internal and external issues affecting the MSR;
¢hapter in a manual or project plan for implementing the MSR;
¢hapter in a manual of an integrated management system (including-more than one stq

formal report on the analysis of the organization’s internal and‘external context and h
and is affected by the MSR; and

geries of documents about the context of the organization.

records requirements affécting the business operation can be business, legal, regulat

the nature of theactivities of the organization (e.g. mining, finance, public services, ma
pharmaceutical, personal services or community services);

the pastictlar form or ownership of the organization (e.g. a trust, company, n
goveriment organization);

ndard);

bw it affects

rds and the
he business

ible with the
elements of

ory or other

hufacturing,

bn-profit or

the jurisdiction(s) in which the organization operates;
planning of future accomplishments and development of business; and

risk management and continuity planning.

Examples of business needs for records are as follows:

n-profit);

requirements to create records to execute or complete specific processes (including web-based
transactions, as well as, but not restricted to, business transaction in emerging technologies such as

social media, mobile computing and cloud computing);

requirements to create records for financial/operational reporting and control;

© IS0 2022 - All rights reserved
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requirements to create records for internal and external reporting;
requirements to create records to control and monitor outsourced services or processes;

requirements to create records for analysis and planning;

Iders, such as shareholders or clients; and

artificial intelligence, machine learning, big data or similar algorithms.

requirements to create records to provide information about the organization’s activities to specific

requirements to create records that explain the conclusions and decisions made automatically by

Business refjuirements should be idenfified from the performance ol current business processe

also from the perspective of future planning and development. Special attention is needed whe

|

organization is implementing:

automa

new an(
data, in

persong

In these cas

fed processes,

| emerging technologies [e.g. cloud, mobile, artificial intelligence (Al), machine learnin
ernet of things (IoT), blockchain and distributed ledger technologie$ (DLT), etc.],

freedom of information (FOI) and government transparency programs,‘and

l identifiable information (PII) protection measures.

developmenit and implementation of the proposed new processes:

Examples of

require
periods
— require

require

Determinin

includes rey
1) general
2) sector-i
3) privacy
4) regulati
5) legislati

the business requirements are as follows:

ments to control and access records required in different locations and over speq
of time;

ments as to what evidence is needed efaccess to, and use of records (e.g. personal data)
ments to share and re-use information contained in records.

b all of the mandatory legal-and regulatory requirements applicable to the organiz
iewing:

statute and case law;

elated laws and-regulations;

and other records and data management legislation;
on of imformation security; and

onfor electronic commerce.

and
h the

b, big

es, requirements can change and need to be discussed \with the people responsible for the

ified

; and

htion

Other requirements can come from voluntary standards, codes of best practice, conduct and ethics, and
other sources For example, the documented information requirements of other management systems

standards.

Output

Documentation of the identification of the business needs of records, and the identification of records
requirements is mandatory in order to conform with ISO 30301. Requirements can be documented all
together or in separate documents by type of requirement. Examples of the kind of documentation are

as follows:

— alistof

requirements identified by type (e.g. business, legislative);

— achapter in a manual or project plan for implementing the MSR;

4
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— aformal report on identification of requirements for the MSR;

— alist of all applicable laws and regulations related to the creation and control of records; and

— asetoflegal precedents on particular subject matters relevant to the organization.

4.2

Understanding the needs and expectations of interested parties

The results of the analysis described in 4.1 should help to determine the interested parties that are
relevant to the MSR as well as their requirements.

Exa

— ¢

—

anloc of tntaractad nartioc 2rn ac follavasc.
P aPpaHesa +O1TOWS

............... P re-as
bmployees;

ustomers;

— investors;

—_— q

— 1

— q

—

uppliers;

egulators;

ompetitors;

rade and professional associations;
icademia and researchers;

ommunities; and

— nongovernmental organizations.

Each
ISO 1
of th

type of interested parties can haveldifferent needs and expectations in relation wj
0301 provides some general examples which include good governance, transparency
e legal rights and entitlements, availability of records for research, and the records d

ith records.
, protection
ocumenting

signifficant historical and cultural ‘events. Each organization should make its own apnalysis and

detel

Whe
accol

'mine if some or all of themmapply.

h addressing the needs and expectations of interested parties, the organization shoy
int:

iy

2)

3)

ow external interested parties' values or perceptions affect records retention and
ecisions or fdformation access decisions;

ow relationships with internal interested parties, values or perceptions affect the Y
re managed; and

Id take into

disposition

vay records

Assistance in identifying needs and expectations of interested parties can be obtained from different
sources, for example:

— legal experts with knowledge of civil and common law and the interaction between them (this is
particularly important where organizations operate across multiple jurisdictions);

— employees with wide understanding of their business area;

— customer panels;

— records, information technology and systems professionals;

— auditors, risk and other compliance professionals; and

©ISO
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— records/archives institutions or regulatory bodies.

Output

There is no specific requirement to document the results of the determination of interested parties and
their requirements, but the organization can decide to include this in:

— aformal study identifying interested parties;

— results of an enquiry on relevant needs and expectations of these interested parties; or

— asumm

ary of identified needs and expectations.

4.3 Deter

The scope (

applicability,

The scope d
(see 4.1.1), 1
but can alsd
requiremen

The scope if

a) identifi

organiz,
b) identifi
across d
¢) descrip
manage
ISO/IEQ
d) identifi
entities
Output
Documentat
document o

project plan|

4.4 Manad

mining the scope of the MSR

f the MSR is a decision made by top management and clearly outlines thé bound4
inclusions, exclusions, roles and relationships of the component parts of the/MSR.

an be defined as a result of the contextual analysis, taking into account identified if
ecords requirements (see 4.1.2) and needs and expectations of interested parties (se¢

be stated by top management from the starting point before dderitifying issues, req
[s and needs and expectations of interested parties.

cludes the following:

fation of what parts or functions of the organization~are included. It can be the
ption, an area or department, a specific function or-work process or a group of them;

fation of relationships between organizations when MSR is established for specific func
rganizations and the roles of each of these.grganizations;

fion of how the MSR integrates with the 6yerall management system and with other sp
ment system standards implemented. by the organization (e.g. ISO 9001, ISO 14001
27001); and

fation of any processes that.affect the MSR that are outsourced and the controls fo
responsible for the outsourced process.

ion of the scope-is-mandatory in order to conform with ISO 30301. This can be a s
F be included imother MSR documents such as the records policy (see 5.2) or in manug
s to implement-the MSR.

gement System for records

aries,

sues

4.2)
ords
rhole

tions

peific
and

r the

ingle
\ls or

ion of an MSR 1ncludes estabhshmg, ma1nta1n1ng and contmually 1mprov1ng the sy

the set of processes that, together form an effectlve management system for records in conformance
with ISO 30301.

The process

es in ISO 30301 include:

— analysis and strategic planning (see Clauses 4 and 6);

— operational planning and record processes, controls and systems (see Clause 8); and

— performance evaluation processes externally provided processes, where applicable (see Clauses 9
and 10).

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=16428bd033caadae04a047937a29e2b6

IS0 30302:2022(E)

Qutput

There is no specific requirement to document the requirements in this clause because the requirements
for documentation of the management system are explicitly identified in the other clauses of this
document.

The main output of this clause is the management system for records fulfilling the requirements of
1SO 30301.

5

5.1
The

at the same level of detail as for any other management systems implemented-by the orgai
as for its other assets, e.g. human resources, finances and infrastructure.

Leadership and commitment of top management includes:

The

specific activity tolbe'performed but is essential for the success of the MSR. Leadership and ¢

is also implicitiin' other requirements of ISO 30301 relating to resources (see 7.1), commmunication

(see

Output

Thereisno speclric requirement to document the leadership and commitment of TOp manag

Leadership

Leadership and commitment

leadership and commitment of top management to implementing the MSR-is'stated as e

ensuring that the records policy and records objectives are established and are compat
§trategic direction of the organization;

e¢nsuring the integration of the MSR requirements inte the organization’s business pro
eénsuring that the resources needed for the MSR.ate available;

¢ommunicating the importance of effectiverieécords management and of conforming
requirements;

ensuring that the MSR achieves its intended outcome(s);

irecting and supporting person's to contribute to the effectiveness of the MSR;
romoting continual improvement; and

gupporting other relevantmanagement roles to demonstrate their leadership as it apy
greas of responsibility.

Fequirement to-demonstrate leadership and commitment of top management does n

V.4) andsmanagement review (see 9.3).

kplicitly and
hization and

ble with the

[€SSES,;

to the MSR

lies to their

ot require a
ommitment

ement to the

MSR, except in the records policy (see 5.2), which can be considered as evidence of that commitment.
Commitment can also be demonstrated by actions or statements but depending on the nature and
complexity of the organization, evidence of leadership and commitment can be documented in:

minutes of boards of directors or boards of management;
statements in strategic and business plans;

management resolutions and directives;

budgets, business cases; and

communication plans.
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5.2 Policy

The strategic direction of the organization, as defined by top management, is the basis for the records
policy. The records policy is established by top management as the driver for implementing and
improving an organization's MSR and providing the benchmark for assessing the performance of the
MSR.

Directions from top management need to be stated in a formal document. The document is not normally
drafted by top management but requires top management’s formal approval, independent of the
authors. Depending on the organization, top management can be identified by different positions but
the records policy should be endorsed by the person in the position recognized as the highest.

The record$ policy contains the overall direction on how records creation and control nieef the

organizatiOJlal gpals and provides the principles for action. It can be integr_ated into an oveydr thing

management policy where more than one management systems standard are implemented: Iir this|case,

the records jpolicy does not require separate management endorsement.

Inputs to the records policy include the following:

a) analysig of the organizational context and needs and expectations of extérnal parties (see 4.1 to
4.2);

b) organizptional goals and strategies;

c) influenge of, or relationship of the policy to other organizational policies;

d) scope of the MSR (see 4.3); and

e) organizptional structure and delegations.

The records|policy is a statement of intent and can include:

1) purposg;

2) high-level directions for the creation and centrol of records;

3) high-leviel responsibilities or commitment for the creation and control of records;

4) indicatipn of how the policy is to be implemented; and

5) definitipns.

The records|policy needs to'ificlude a commitment of the top management to:

— satisfy {dentifiedrequirements of the organization (legal, business and other) and those of 30301;
and

— continuplly improve the MSR.

The records policy should be drafted in a form that all people affected by the MSR can readily
understand. The records policy should be a unique and short document and serve as a declaration from
top management. It does not include a description of objectives, actions or records processes, controls
and systems, which should be documented in other types of documents. In the implementation of
records processes, controls and systems (see Clause 8), some operational decision documents are also
called policies in some organizations.

The policy needs to be communicated within the organization and to interested parties. To communicate
records policy, the organization can use the methods in 7.4.
utput

Documentation of the policy as a formal document is mandatory in order to conform with ISO 30301.
This formal document should be controlled and distributed throughout the organization. The records
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policy is the overarching document for all other documents developed for the implementation of an
MSR.

5.3

Organizational roles, responsibilities and authorities

MSR responsibilities and authorities are defined and assigned to appropriate roles by top management.

The main responsibility and authority to be assigned to a leadership role are to:

ensure that the implementation of the MSR conforms with the requirements of ISO 30301; and

In sd
syste
man

Resp
used

reperton Hnn nnvl-‘nv-mqnnn nl-‘ 1—hn MSR-te-toprpanasement
~PY ~ Pv el 4

oo 5 T eTTes

me large organizations, there is a specific business unit for the implementation. of 1
ms. In case of integrated management system implementation, a common’ leadef
hgement standards can possibly facilitate the implementation.

onsibilities can be assigned to different roles in the organization. The following guide
for the assignment of responsibilities:

1

1
q

q
q

q

1

As fq
shou

information technology professionals‘.have the responsibility for the implemel

migration and changés;and

3ll others who créate and control records as part of their work have the responsibility

op management has the general responsibility of promoting the implementation and 1
f the MSR, ensuring compliance with the requirements and promoting the awarg
rganization;

rogramme managers have the responsibility for ensuring that the personnel of their
nd manage the documents in accordance with recoxdsypolicy;

ecords professionals have the responsibility.for designing records processes al
he implementation and maintenance of records systems, and the training of peoplg
rocesses, controls and systems;

aintenance of records systems, including technological infrastructure, and all asp
o technological aspects, particularly when records are exclusively created and ma
tlectronic environment;

ystems administrators have the responsibility for ensuring that records systems
ecure, compliant, comprehensive and manage records in a systematic manner, incly

ecords policy,‘procedures and instructions.

r other )management systems responsibilities for performance evaluation (includii
Id be assigned (see Clause 9).

In a(

nanagement
ship for all

lines can be

naintenance
tness of the

units create

nd controls,
on records

ntation and
ects related
haged in an

hre reliable,
ding during

to apply the

1g auditing)

1g1tal environment for records management the model for the roles and respon51b111t1

s should be

Ms users and

systems de51gners In thlS case, a multldlsaplmary approach is needed For example when designing a
records system, the record professionals, IT professionals and the expected users of a records system
should co-operate.

If the organization lacks personnel dedicated to any of these roles, MSR responsibilities should be
assigned to others capable to fulfil these roles.

For the MSR, a specific operational representative is assigned for directing the activities required for
the operational implementation, reporting to top management on the effectiveness of the MSR, and
establishing liaisons with external parties.

The operational representative should have specific records competencies as defined in 7.2.
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Tasks to be directed by the operational representative are based mainly on those identified in
ISO 30301:2019, Clause 8 and Annex A.

An operational representative can coordinate the activities of one or more MSR teams to implement
and maintain the MSR at the operational level and undertake performance improvements.

The operational representative should provide reports, with supporting documentation, to top
management on the implementation and effectiveness of the MSR and recommendations for process-
related improvements. Reports can be delivered at regular scheduled intervals, or stages, according to
the organization’s requirements. Reports are records and should be managed according to the records
processes and controls in ISO 30301:2019, Annex A.

Liaison with external parties on MSR matters include, but are not limited to:
a) seekingladvice from legal and regulatory experts;
b) complying with the requirements or directions of audit and quality control specialists;

c) directirlg and negotiating with suppliers of products or services (e.g. software supplliers,
implemegntation consultants); and

d) acquirifg additional skills and assistance from human resources ,r information techn¢logy
contracfors.

The roles of|leadership and operational representative can be perforied by the same person or group
depending dn the complexity and size of the organization and the seope of the MSR.

Responsibil|ties and authorities need to be communicated at.&ll levels of the organization so that it is
clear who isresponsible for taking the necessary action for the'design, implementation and mainterjance
of the MSR.

Output

There is nq specific requirement to document*the assignment of responsibilities and authoftities
when implementing an MSR, but the organization would normally have a way to document them{ The
following are examples of ways to document:

— high-leyel responsibilities reflected in the records policy (see 5.2);

— documgntation of the appoirtment of the leadership and the operational representative;
— job desdriptions or similap statements;

— formal dlelegations.of responsibilities; and

— achapt¢r in a manual or project plan relating to responsibilities for implementing an MSR.

6 Planning

6.1 Actions to address risks and opportunities

This clause focuses on planning around the strategic risks associated with ensuring the MSR achieves
its intended outcome. Successful implementation of an MSR requires risks to be identified, analysed
and evaluated as part of planning for the MSR implementation. The analysis of the context (see 4.1)
and understanding the needs and expectations of interested parties (see 4.2) should be completed in
conjunction with a risk assessment. This is used to define the records objectives (see 6.2) and identify
what actions are needed to achieve those objectives.

Establishing an MSR assists organizations to manage the effect of uncertainty on its business objectives.
Failing to create and keep adequate records can create business uncertainty and have a negative impact
on the ability to achieve organizational objectives. In this sense, an MSR is a risk prevention system.
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The strategic opportunities associated with an MSR can be considered as the positives or the strengths
underpinning the implementation of the management system. These may be associated with increasing
organizational transparency and accountability, improving processes, cost effectiveness and efficiency,
and strengthening stakeholder and client relationships. An MSR can provide the opportunity to correct
areas of weakness in practices and protect against business threats brought about by changes to the
external operating environment or context. Identification, analysis and evaluation of these kinds of
risks and opportunities are normally done before the decision to implement an MSR as part of a general
risk management framework.

When implementing an MSR, uncertainties in regard to achieving objectives are identified as risks.
This risk assessment can also provide opportunities to improve business processes and have a positive
influgnce on business objectives. The purpose ol the requirements 1n this clause 1s to jJaddress the
assegsment of those risks and opportunities relating to the objectives of an MSR. This i part of the
planning of the MSR. Organizations can decide what kind of risk management methadolagy they are
going to use and how the actions to mitigate risks are identified and put in place.

In addition, there are also risks related to the records themselves, records processes and|the records
systdms in which they reside. These are operational risks, and as such, 'should be assessed during
operptional planning (see 8.1).

Depgnding on the nature of the risks and opportunities, different types and levels of treatments and
actions are needed. The key determining factor is whether the risks and opportunities are related to
objegtives of the MSR or operational in nature. While the requitements for both are in diffgrent clauses
of ISP 30301, they can be addressed as a single activity.

Where an organization has established a formal risk maitagement framework, planning for the MSR
should be included in the risk identification, analysis:and evaluation process of that framework.

Areafs of uncertainty which can pose risks need to-be considered in the strategic planning|for an MSR.
They can include the following:

a) ¢ontextual change, such as legal and regulatory change, change to the economic|or political
environment, structural change;

b) 4ystems and processes involyed.in creating and controlling evidence to support the organization’s
dchievement of its mission and'goals;

c) technological infrastructure and security controls;

d) human resources and skills to implement and maintain the MSR;
e) Ibudgetary orfindncial implications and changes;
f) easurement and evaluation of achievement of policies, objectives and strategies;

g) telationships with other management systems already implemented; and

h) ervices pravided hy external parties

Identification of strategic risks and opportunities and formulating records objectives can be mutually
influential. Therefore, this is not to be treated as a linear sequence of actions.

The identification of risk at this level should be linked to the MSR in general, or to a specific objective.
For example, risks related to “human resources and skills” mentioned above as an area of uncertainty
may be related to the MSR itself or to a records objective.

With the MSR itself, a risk may be that managers misunderstand the management system’s purpose and
its potential impact on business processes and objectives and just focus on the certification processes
associated with MSR implementation.

For example, if a records objective states the need for a specific system for capturing electronic
records in customer-related processes, a risk is that employees will be resistant to change and will
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use alternative technologies (e.g. keeping records of business decisions in email applications instead of
using the designated system for keeping those records).

Actions to address risks and opportunities are specific for each organization. They are also specific to
each risk or opportunity identified. They should be included in actions to achieve objectives and in the
design of records processes.

Output

There is no specific requirement to document this aspect of the planning process. The risk approach
can be included in plans to achieve objectives (see 6.2) or be documented as a separate part of the
planning. Examplesare:

but of applying risk assessment tools (IEC 31010: 2019 Annex B includes a range of such ftools

TR 18128 includes some examples); and

any out
and ISO

documentation of actions to be taken to address risks and opportunities.

6.2 Records objectives and planning to achieve them

Objectives
organization’s context, requirements and priorities. The actions to achieve\them are identified an
objectives ahd plan are communicated throughout the organization inaaccordance with the scope ¢
MSR.

f the implementation of an MSR, or records objectives, areidefined according t¢ the
d the
fthe

Inputs to the definition of the records objectives include:

a) the analysis of the organization’s context and identificatieh of records requirements (see 4.1);

b) interested parties' needs and expectations (see 4.2);

c) therecdrds policy (see 5.2);

d) the risk assessment and actions and.priority areas identified to address those risks| and
opportynities (see 6.1); and

e) review pf existing records processes;'systems and controls.

Records objgctives are specific to-the'organization [informed by the contextual analysis (see Clause 4)

and risk assessment (see 6.1)], alighed with its strategies and goals, and able to be measured.

In defining frecords objectives, the organization should take in account the adequacy of the existing

records, recprds processes,tontrols and systems as reviewed, the risks identified as having priority for

treatment, g

Changesin
or outcomes

nd the key areas for improvement from which the organization can gain most benefit.

of performance evaluation, require review of the records objectives to update or mod

necessary. R

he organizational context (e.g. legislative changes), in the records policy, in risk assessnpents

ify if

ecords objectives should be communicated using the methods in 7.4.

Actions to achieve the records objectives are to be identified. Each objective can be related to one or

more action

s. Actions identified need to be planned by:

1) defining what outcomes are expected;

2)

identifying where, when, how and by whom the actions are or should be undertaken; and

3) determining when the actions will be completed and how results will be evaluated.

Depending on the organization’s needs, context, size and complexity, and the nature of the action to be
taken, actions to achieve the records objectives can be planned, using a formal project management
methodology or more informal documented project or action plans. This can result in one or more
project plans depending on the size and complexity of the actions.
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The planning process can be articulated by a business case that includes the priorities and objectives to
implement an MSR. This includes:

i) the scope of the MSR (see 4.3);

ii) risks to be addressed by the MSR;

iii) objectives and plans;

iv) priorities and timelines for specified tasks for achievement of objectives;

v) responsibilities to be assigned to specific individuals;

vi) ;I)roject dependencies;

vii) 1

viii) 1

equirements for additional human resources and skills;

equirements for other resources; and

ix) methods for evaluating the results of action taken.

The
roleg

Outp

Docy

blanning phase enables the organization to understand the relevance of an MSR and
and responsibilities within the organization needed for an MSR;

ut

mentation of records objectives is mandatory in orderto conform with ISO 30301.

docujmentation include the following:

q

3 specific records objectives document;

— documented management approval of, and ¢cémmitment to implement an MSR;

q

7 9

7.1

Plan]
(see
man

Reso|
and 1

3 business case or equivalent; and

ne or more MSR project plans with'key milestones.

bupport

Resources

hing for the establishment, implementation, maintenance and continual improvemen
Clause 6) includes assessing the type and quantity of resources needed, followed 1
hgement eommitment to the allocation of those resources for as long as needed.

urces;ean be allocated for different periods depending on the scope of activities to be
onsure that maintenance of the MSR becomes part of regular conduct of business. R¢

clarifies the

Examples of

of the MSR
y obtaining

undertaken
sources can

be tel

MPOorary or pprmnnpnt external or internal

Resources required for establishing, implementing and maintaining as well as continual improvement

of an

MSR can include the following:

a) personnel - appropriate assigned responsibilities, numbers, levels and skills including periodic
review of competencies and training;

b) asustainable technical infrastructure appropriate to the organization’s need for records processes,
systems and controls;

c) financial resources; and

d) facilities and logistics, e.g. to accommodate additional employees.
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There is no specific requirement to document allocation of resources, however, organizations usually
create documents where resource allocation can be demonstrated:

organization charts;
statement of division of responsibilities;

inventory of systems;

5 and other infrastructure required for the MSR; and

s (e.g. for externally provided services).

a) budgets;
b)

c)

d)

e) facilitie
f) contrac
7.2 Comy

jetence

Personnel nfeed to be competent to perform their assigned roles in the MSR. This requires def

what compe
appropriate

The compet

tencies are required for employees and contractors and ensuring that competencies re
to the roles.

encies required for the persons doing work that affects the performance of req

processes aind systems can vary depending on the size and complexity, of the organization, the role

activities to

be undertaken.

bs can be defined by appropriate education, traifting or experience or a combinati

bs typically required for the records operational representative can include the follow
htions in an area of information managément;

hg projects including project plannihg, monitoring and reporting;

hg employees, contractors and.teams;

ing techniques for stakéholder engagement; and

ng organizational(performance in a specific area and developing recommendation
Dr improvementss

encies required for personnel responsible for establishing, implementing, maintaining
mprovingrecords processes, systems and controls are defined at different levels deper
. Typicabkareas of competency include the following:

lal and requirements analysis;

ning
main

ords
5 and

bn of

ng:

s for

r and
1ding

Competenci
these.
Competenci
a) qualific
b) managi
€c) managi
d) develop
e) evaluat
change
The compet
continually
on their rolg
1) context
2) establis
3) develop
4)
5)
6) maintai

hing procedures, tools and methods for records control and maintenance;

ing and implementing access and permission rules;

designing and implementing systems to support records processes;

determining records disposition procedures, rules and implementing disposition; and

ning records systems.

The competency criteria apply to the organization’s employees and any contract or temporary
employees working on behalf of the organization.

After determining what skills are required for implementing an MSR, records processes, systems and
controls, statements of responsibility or job descriptions which include competencies can be developed.

14
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Evaluating the experience, qualifications and skills of current employees against the statements of
responsibility or job descriptions allows gaps to be assessed and actions taken to fulfil competencies.
This can resultin:

i) providing training to or mentoring of existing employees;
ii) reassigning of currently employed persons;
iii) hiring new employees; or

iv) contracting of competent persons.

The §ctions taken to acquire the necessary competence can be evaluated by:
— I—:dividual performance assessments against agreed benchmarks; and
— T1esults of the performance evaluation of the MSR (see Clause 9).

Output

Docymentation of evidence of competence is mandatory in order te-cenform with ISQ 30301. An
exanpple of such documentation is employee records demonstrating education, training and experience,
as well as providing definition of competences for each position.

7.3 | Awareness

Strategies are required for building awareness of the recerds policy, the contribution of the personnel
to the effectiveness of the MSR and the implications gf1iét conforming with the MSR requirements.

Stratlegies for awareness can include the following:

a) introductory programs for employees;
b) formal, structured training programs;
) anagement and employee briefings, for example, as part of regular employee meetings;
d) f{iinancial or in-kind recognition or rewards;

e) fefresher training in specific aspects of the MSR and the operational aspects of records processes
4nd controls; and

f) ¢ommunication niethods (see 7.4).

Output

Therg is ne-specific requirement to document the implementation of requirements in this| Clause. The
following.are examples of elements to demonstrate awareness:

— program design concept;

— instructional plan;

— administrative plan;

— program evaluation plan;

— program content;

— awareness materials, including instructor’s notes and participant materials;
— program evaluation; and

— records of training attendance.
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7.4 Communication

In determining what is relevant to communicate internally or externally, the organization should take
into account what is necessary to ensure the effective implementation of the MSR. Communication
about the MSR can be incorporated into existing communication strategies.

Strategies for communication about the MSR should include the following:
a) what to communicate;

b) time of communication;

c) targetaudiences;
d) respongibilities for communication; and

e) methodfk of communication. Different messages and methods of communication cantbgtequirgd for
differerft audiences.

The content|of communication about the MSR should include the following:
1) the aim|of the MSR;

2) the bengfits of implementing an MSR;

3) roles a;]:i responsibilities;

4) the localtion of, and access to documentation about the MSR, including operational elements;

5) the content of operational procedures relating to records processes, controls and systems; aan
ents

6) sources| of assistance in complying with the records policy, objectives and operational ele
(e.g. records system support services).

Examples of methods of internal communicatiofuinclude the following:

— promotjonal activities such as intranet notices, posters, competitions and prizes;
— businesf champions promoting the MSR message;

— briefings at regular business unit meetings; and

— newsletters and bulletirtboards.

Methods fof external cofmmunication about the MSR require a good understanding of who arg¢ the
target audignces, thenature of their interest in the organization, and their actual or potential ¢ffect
on the impl¢mentation and sustainability of the MSR (see 4.2). Where external organizations intpract
with the organjzation’s routine processes, communication should cover the respective roles, rights and
conditions fprthe affected records processes, controls and use of systems.

For example, it can be important to communicate with suppliers to enable their conformity with the
requirements of the MSR. Where there are shared processes, another organization can require direct
access to some of the organization’s records systems.

Output

There is no specific requirement to document communication. However, some organizations can find it
useful to document the communication strategy and evidence of the communication.
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Documented information is established, controlled and maintained to support the MSR. It includes the
documented information required by ISO 30301 and information determined as necessary in order for

the organization to operate.

Documented information of the planning, operation and control of the MSR processes is dependent on
the scope of the MSR, the size and complexity of the organization and the competence of persons.

The [Tequited documented Information to tmpiement 1SO 30301 15 tdentifted —and

each| clause. Specific documents such as policy are identified as requirements. Other
inforimation requirements are stated without defining a specific type of document, so
in different ways. When the term "determine” is used in 30301, requirements itydoes ng

plained in
Hocumented
can be met
t mean that

documented information is required. In these cases, it is the organization’s decision whether or not to

create documented information. See Table 1.

Output

The ¢ontent of Table 1 shows the requirements in specific clauses of ISO'30301.

Table 1 — Documented information\requirements

ISO 30301 Clause

Documented infor-

mation

Conted

nt

4.1.1)Understanding the organization and its context

Not required

4.1.2Records requirements

Required

Business needs

for records.

Records requirgments
affecting the bupiness oper-
ations

4.2 Needs and expectations of interested-parties Not required

4.3 Scope of the MSR Required The scope and boundaries of
the MSR

4.4 Management system for recotds Not required

5.1 lfeadership and commitfment Not required

5.2 Bolicy Required Records policy

5.3 (Qrganization rolésyresponsibilities and authorities

Not required

6.1 Actions to address risks and opportunities

Not required

6.2 Records objectives and planning to achieve them

Required

Records objecti
planning

ves and

7.1 Resources

Not required

7.2 C lllpCtCllLC

R 3 pa |
ATyuilrctu

| I | £
LVIUTIILT Ul LUIL

petence

7.3 Awareness

Not required

7.4 Communication

Not required

7.5.1 Documented information, General Not applicable
7.5.2 Creating and updating documented information Not applicable
7.5.3 Control of documented information Not applicable

8.1 Operational planning and control

Not required

8.2 Determining records to be created

Required

Analysis of the business
processes and risk assess-

ment

8.3 Designing and implementing records processes,
controls and systems

Not required
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Table 1 (continued)

Documented infor-

ISO 30301 Clause . Content
mation
9.1 Monitoring, measurement, analysis and evaluation Required Evidence of the results
9.2 Internal audit Required Evidence of the audit pro-
gramme and results
9.3 Management review Required Evidence of the results
10.1 Nonconformities and corrective actions Required Evidence of nonconformities

and corrective actions

10.2 Contin

dl Improvement

Notrequired

A.1.1 Creatin

g records

Not required

A.1.2 Creatirjg records Required Form and strucfure of the
informationeguired af
records

A.1.3 Capturjing records Required Methods-of integrating the
captlre of records

A.1.4 Capturfng records Not required

A.1.5 Capturjing records Not required

A.1.6 Capturfng records Not required

A.1.7 Records classification and indexing Not required

A.1.8 Storing

records

Not required

A.19 Use anqi reuse

Not required

A.1.10 Use allld reuse

Not required

Al111 Migra|ting and converting records

Ngtrequired

A112 Migra|ting and converting records

Not required

A.1.13 Migra|ting and converting records

Not required

A.1.14 Dispopkition Required Criteria to determine reten-
tion periods

A.1.15 Dispogition Required Decisions about disposifion

A.1.16 Dispogition Required Destruction of records

A.1.17 Dispogition Required - conditional |Control information abqut
destroyed records

A.2.1 Metadgta schemas for reeords Required Information needed to iden-
tify records

A.2.2 Metadgta schemasfor records Required Metadata elements for gach
work process

A.2.3 Metadgta schemas for records Required Decisions about metadata

A.2.4 Busineps.elassification schemes Required Scheme or classification to
timkactivitiesamdTecords

A.2.5 Access and permissions rules Required Rules for access to records

A.2.6 Access and permissions rules Not required

A.2.7 Access and permissions rules Not required

A.2. 8 Disposition authorities Required Decision about retention
and disposition

A.2.9 Disposition authorities Required Retention and disposition

schedules

A.3.1 Integrity / security

Not required

A.3.2 Technologies

Required

Selection and change of
technologies

18
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Table 1 (continued)
1SO 30301 Clause Documented infor- Content
mation

A.3.3 Inventory Required Inventory of records sys-
tems

A.3.4 Documentation Required Implementation decision on
records systems

A.3.5 Availability Required Availability of records
systems

A.3. ]nt‘pgrify Not rnr}nirnd

A.3.] Monitoring Required Regular monitoring of the
performafnce’ofrecords
systems

A.3.8 Access Required Rulésfor access|in order to
undertake systgms adminis-
tration tasks

7.5.1 Creating and updating

Docymented information should conform with the requirements for records processes and controls.
For the creation and updating of appropriate documented:information, ISO 30301 gtates three
requjrements: identification and description, format and media, and review and approval fqr suitability

and adequacy.
ut

15.3

g
c
—

N
D
D

7.5.3 Control of documented information

Docymented information required by~the MSR and arising from the design, implementation and
maintenance of records processes, controls and systems are managed using the records processes and
controls in ISO 30301:2019, AnneXx*A. For the control of documented information, ISO 3030|L states that
the documented information-needs to be available and adequately protected. The activitieg listed to be
performed such as:

— (dlistribution, access;Tetrieval and use;
— 4torage and preservation, including preservation of legibility;
— ¢ontrol of chianges (e.g. version control); and

— Tretention and disposition

havelthe (‘nrrpcpnnding requirements in 1ISQ 30301:2019, Annex A

International Standards and Technical Reports of ISO/TC 46/SC 11 contain additional sources of
guidance on designing and implementing a range of records processes, controls and systems.

When the organization has implemented other management systems standards (MSS), documented
information should be aligned, and documentation procedures should be common to the two or more
MSS.

Output

There is no specific requirement to document the control of documented information.

Some organizations can find it useful to have a documented information procedure that includes the
type of documented information to be created, conventions for naming and coding the documented
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information, the roles and responsibilities for drafting, reviewing and approving documented
information, and the way to make it available. Forms or templates can be established for any kind of

documented information.

8 Operation

8.1 Operational planning and control

Organizations plan, implement and control the records processes to meet the records requirements
(4.1.2) and to implement actions to address the risks and opportunities identified in 6.1. Records

processes al

Operational
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mented. The first step is to establish the criteria for performing the records‘procg
, the criteria can be that records processes are embedded in business proecesses an
utomatically by business systems.

mining the records processes, it is necessary to identify what _kind of documsg
is needed to demonstrate that each process is implemented as planned.

portunities (see 6.1).

fork process or records processes are outsourced, [SO-30301 explicitly requires a co
focesses. The controls should be specified and documiented in contracts with the ext

es undertaken by external providers are subject to the same performance evaluation a
5ses of the MSR in accordance with Clause.9:

bpecific requirement to documerdt the planning and control. Each organization can des
of detail needed, the criteria and the different activities, outcomes, people, and sys|

view on how records processes, systems and controls are being implemented.

'mining recotrds to be created

e what, when and how records are created and captured for each business procesg

ke int@~account the records requirements determined in 4.2. This analysis is part g
ocess described in the ISO/TR 21946, which can be used as a reference. Also, for the d4
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ISO/TR 26122 can be used.

To determine the records to be created and captured for a particular business process, an assessment
of the risks of not having records is a good approach. A general view of areas of uncertainty and risk
assessment related with records creation is provided in ISO/TR 18128.

This analysis can be performed in different ways, but the results need to be documented and authorized
by the top management. The selection of the analysis method should be in accordance with complexity
and size of the organization.
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Qutput

Documentation of the records to be created and captured is mandatory in order to conform with

1SO
)
2)

30301. Examples of how the analysis could be undertaken and documented are
flow diagrams of processes indicating record creation points;

a list of documents for any business process, and

3) a broad description of records created in business processes, documented in the procedures for

Establishing a documented procedure for undertaking the analysis, including responsibili
appr

8.3

Records processes, systems and controls are designed and implemepted to meet the rg
of I§
Stan
impl

Most
controls which should be reviewed using the MSR’s general requirements and assessed
requ
controls also contributes to determining records objectives (see 6.2) and operational p
control.

Whe
orga
be id

ISO 3

1

2)
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¢ach process.

Designing and implementing records processes, controls and 'systems

0 30301:2019, Annex A according to the organization’s specific-heeds. Relevant I
lards and Technical Reports of ISO/TC 46/SC 11 can be used‘as guidance for the
ementation of these processes.

organizations implementing the MSR will have existing‘records, records processes,

rements in ISO 30301:2019, Annex A. Review of existing records, records processes,

h some specific requirements mandated~in ISO 30301:2019, Annex A are not sui
hization, they are not mandatory to implement. However, the reasons justifying the ded
entified and documented, as part ofithe design of records processes, systems and cont

|

'he first block (A.1) is @bout records processes. Include requirements for creat
q

¢onversion and dispoSition.

have to be implemented in the same way in each organization. Some of the requiremen
gimple andbasic actions to be performed in the specific records process and othe
documenting the way to perform the actions.

The¢second block (A.2) is about the records controls to be used for supporting
roeesses. They are metadata schemas, business classification schemes, access and

ties and the

bval process, could be a good way to ensure the analysis is always conducted eonsistently.

bquirements
hternational
design and

bystems and
against the
bystems and
lanning and

rable for an
ision should
rols.

0301:2019, Annex A is organized-in 3 blocks to facilitate the understanding of the reqiiirements.

ng records,

apturing records, classification and indexing, storing records, use and reuse, migrating and

Lonformance withythe requirements in ISO 30301:2019, Annex A does not mean recordls processes

ts are about
s are about

the records
permission

rutesamddispositiomauthorities:

Records controls are tools to improve the performance of records processes. Depending on the
organization, these records controls could be very simple or could require a specific skill to create
or maintain them. Records controls can be modified over time. Versions of records controls are
documented information to be maintained.

Legal or business requirement for some organizations could include the mandatory use of an
existing tool. For example, in some jurisdictions a common metadata schema for records is
mandatory for organizations in the public sector. In others some existing tools could be reused
as record controls. For example, a business process map could be used as business classification
scheme.
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3) The third block (A.3) is about record systems. There are high level requirements that could be

applied

to any information system.

Records systems conforming with the requirements of ISO 30301 can take a variety of forms. For
example:

a) bus

iness applications or systems which retain and manage transaction records;

b) databases which re-create records as needed, and

c) spe

cialized software used to automate the capture and management of records.
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ic, reliable and useable through any kind of system change.

/5-1 contains functional requirements for records systems based in software.

rganizations have implemented an information security programmé, whether or not
EC 27001, information security requirements are applicable to records systems.

specific requirement to document the design and implementation of records proce
1 systems. The main output of this section is an organization working in a way
e records are created and managed and are availablé when needed.

ie mandatory documented information for supperting the implementation. The mand
information to meet requirements in ISO 30301:2019, 8.3 and Annex A are:
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s of integrating the capture of records;
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— disposition authorities;

— selection and changes of technology for managing records;

— inventory of records systems;

— implementation decision of records systems;

— availabi

lity of records systems;

— monitoring of records systems; and

— daccessr
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Some organizations find it useful to document how a requirement is fulfilled by adding a column
to Table A.1 of ISO 30301:2019, Annex A, explaining in a short text how the organization fulfils the
requirement.

Examples of implementation used in different organizations for each of the blocks of requirements in
[SO 30301:2019, Annex A are given in Annex A.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation

The prganization evaluates the performance of the MSR. This supports the need for corrgctive action
and ¢ontinual improvement (see 10.1 and 10.2).

The ¢rganization determines what needs to be monitored and measured by considetring th¢ following:

1) the level of business risk arising from inadequate records or records systems in spedific areas of
the organization;

2) the application of other management systems standards;

3) requirements of stakeholders;

4) I&gal and regulatory requirements; and
5) how recently new processes or systems were implemented in a business area.

The ¢riteria for monitoring and measurement shouldbe reviewed regularly and modified|in response
to any changes in the organization’s context.

The methods for monitoring, measurement{_analysis and evaluation will vary depending on what is
being reviewed. These methods can be quantitative or qualitative. Methods can include the following:

a) uiser surveys;

b) c¢hecklists of questions;

c) ¢bservation;

d) ¢ollection and analySis of system usage statistics; and

e) 4nalysis of systerm operation data, e.g. downtime, crashes, loss of data.

Wheh the mouitoring and measuring are performed will also vary depending on what is being reviewed.
For gxample:

3 large organization reviews specific business functions on a rotating basis;

— asmall organization reviews the entire organization annually;

— an organization reviews its MSR on a more regular basis as a result of a failure to meet legal or
regulatory requirements or as a result of risk assessment; and

— reviewing is done at the completion of specific phases of MSR implementation.

The analysis and evaluation processes use the results from the monitoring and measurement, internal
system audits (see 9.2) and management reviews (see 9.3), as well as any identified requirements
for periodic or project-based reporting. The organization uses the data collected to measure how
appropriate and effective the MSR is, and to evaluate where improvements can be made. The analysis
and evaluation of monitoring and measurement results should be done soon after each review. However,
trend analysis or analysis for management reporting purposes which use accumulated results can be
done according to operational needs, e.g. quarterly, annually.
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The organization can establish, implement and maintain procedures for the monitoring, measurement

and evaluation processes.

Monitoring and measurement of the MSR is done to review its effectiveness in meeting the requirements
of the records policy, achieving records objectives and satisfying business needs and stakeholder

expectations.

For evaluating the performance of records processes and systems and the effectiveness of the MSR the
results of the monitoring and measurement are used. The results should be used together with the

result of the internal audit (see 9.2) and management review (see 9.3).

Output:

Documentation of evidence of the results is mandatory in order to conform with ISO 30301 .-Exan
of output obtained are as follows:

— monitofing and measurement tools, such as checklists and questionnaires;

— monitofing and measurement results, such as statistics, interview notes, nofes of observj
system feports, test results, surveys;

— monitofing and measurement schedules;
— gap anallyses, including list of actions;

— on-going monitoring data; and

— monitoying reports.

Additional documented information on how to performsthe monitoring, measurement and anaz
processes can be useful for the organization. Examples:0fthis can be:

— criteriaffor monitoring and measurement; and

— monitofing, measurement, analysis and evaluation methods.

9.2 Interpnal audit

The organization determines the frequency of internal audits and undertakes them to review wh
the MSR conforms to the requiremients of ISO 30301 and its own internal requirements, is effect
implemented and is maintained-in accordance with any changes to the records policy and objec
Guidance alpout internal audits, auditors’ characteristics, auditing plans and programs, and
reports is provided in ISQ-19011.

Internal audits should be done by persons who have not been involved in the implementation of the
An audit prqgramme should be established to meet the requirements of ISO 30301. When impleme
different M§S,-the'organization can perform combined internal audits.

hples

tion,

lysis

bther
ively
ives.
qudit

MSR.
hting

To determine if the MSR is effectively implemented and maintained, the audit can verify for example:

a) theadequacy of documented information of the MSR, as well as the extent to which the documented

information is reflected in practice (see 7.5);

b) arecords policy that is fit-for-purpose (see 5.2);

c) records objectives that are achievable and meet current and immediate future business needs (see

6.2);
d) the frequency of review of organizational context and responses to change (see Clause 4);
e) an appropriate level of resources allocated to maintain the MSR (see 7.1);

f) the understanding of persons with designated roles and responsibilities;
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g) the adequacy of the support provided to maintain the MSR (see 7.1);

h) whdether records processes, controls and systems are implemented and maintained (see Clause 8);
an

i) results of the performance evaluation (see 9.1);

j) results of the management review (see 9.3);

k) the detection of nonconformities and the implementation of corrective actions (see 10.1)

Output

Docymented information of evidence of the implementation of the audit programme and au
manglatory in order to conform with ISO 30301. The documented information consists of:

Audit programme; and

Internal audit report and supporting documentation.

Som¢ organizations can find useful an internal audit documented-procedure, espe
integrating different management systems.

9.3

Top

Management review

management conducts a review of the MSR to determine its current performance, t

contlnuing suitability, adequacy and effectiveness, and~to instruct improvements or
necefsary. The management review is a comprehensiveteview of the MSR, rather than on
speclfic areas. However, particular attention can begiven to areas of identified risk.

The
be:

1y
2)
3)
4)
5)
The

frequency of management reviews depends\on the organization’s needs and context. In

fhether the MSR is new or been in'place for some time;
outcomes from and responses to previous management reviews;
fesults of previous audits;

expectations of stakeholders; and

¢hanges in applicable law and regulations.

anagementuaeview of the MSR can be conducted by reviewing:
reviouSimwanagement reviews and action taken;

ny changes in the internal and external context that can affect the scope of the MSR

it results is

cially when

D ensure its
changes as
b focused on

fluences can

or levels of

rganizational risk;

previous monitoring and measurement results;

previous internal audit results;

nonconformity reports;

corrective actions taken, arising from monitoring, measurement and audit; and

documentation of opportunities and action demonstrating continual improvement.
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In reviewing the MSR and looking for opportunities for continual improvement, management should

consider:

MSR;

changes to organizational functions due to structural changes;

the ade

the levg
require

if the M

Output

Documentat
ISO 30301. H

minuteq

a formal

Output of t
improveme
Changes ca

10 Impro

10.1 Nonc

Nonconforn;
causes of th
the future. |

a) monitoj
b) interna
C) manage
d) adhocTt

the need for revision of records policy and/or objectives;

the continued alignment of the MSR with the organization’s strategic directions that can affect the

the adequacy of the scope and coverage of the MSR for the business processes of the organization;

the contextual changes that can affect the MSR, such as regulatory changes, stakeholder input, or

quacy of resources and skills for the on-going maintenance and improvement of the\M§

| of awareness and understanding of the MSR by employees and contractors’and
ments to conform to the records policy and objectives; and

SR has and will continue to achieve its intended outcomes.

ion of the results of the management review is mandatory.in order to conform
xamples are:

of the reviewing session;

| report of the reviewing.

review includes documentation of management’s decisions and actions related to pr
t or overall improvement of the effectivenéss of the MSR, as well as changes to the
affect the records policy, records objectives or resources.

vement

pnformity and corrective:actions

e nonconformities are reviewed, and action taken, if necessary, to eliminate those caug
lonconformities areddentified as a result of the following:

ing and measuréeément (see 9.1);
audits (Seg'9.2);

ment'réviews (see 9.3); and

ities with the requirements of the MSR are identified and appropriate action is taken{

R;

their

with

bcess
MSR.

The
esin

Barkino
CPpOTTIIIE:

Nonconformities require the analysis of the causes which produce them. When needed, a corrective
action needs to be implemented. Actions to control, contain or correct nonconformities will depend on

the followin

1) theleve

g:
| of risk;

2) the extent of the effect of the nonconformity and its consequences; and

3) the availability of resources to take the necessary action.

Planning required for taking corrective action can include the following:

i)

26

assigning roles and responsibilities;

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=16428bd033caadae04a047937a29e2b6

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Context of the organization 
	4.1 Understanding the organization and its context 
	4.1.1 General 
	4.1.2 Records requirements 

	4.2 Understanding the needs and expectations of interested parties 
	4.3 Determining the scope of the MSR 
	4.4 Management system for records 

	5 Leadership 
	5.1 Leadership and commitment 
	5.2 Policy 
	5.3 Organizational roles, responsibilities and authorities 

	6 Planning 
	6.1 Actions to address risks and opportunities 
	6.2 Records objectives and planning to achieve them 

	7 Support 
	7.1 Resources 
	7.2 Competence 
	7.3 Awareness 
	7.4 Communication 
	7.5 Documented information 
	7.5.1 General 
	7.5.2 Creating and updating 
	7.5.3 Control of documented information 


	8 Operation 
	8.1 Operational planning and control 
	8.2 Determining records to be created 
	8.3 Designing and implementing records processes, controls and systems 

	9 Performance evaluation 
	9.1 Monitoring, measurement, analysis and evaluation 
	9.2 Internal audit 
	9.3 Management review 

	10 Improvement 
	10.1 Nonconformity and corrective actions 
	10.2 Continual improvement 

	Annex A (informative) Example of implementation of ISO 30301:2019, Annex A requirements 
	Bibliography 

