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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-governm

ental in liaison with ISO_ also take part in the work

ISO collabarates closely with the

International
International
The main ta
adopted by

International

Attention is g

rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 30301 was prepared by Technical Committee ISO/TC 46, Informatiofy and documentation, Subcomr

SC 11, Archiyes/records management.

ISO 30301 |s part of a series of International Standards .Under the general title Information

documentatipn — Management systems for records:

— IS0 3030, Information and documentation — Management systems for records — Fundamentals
vocabulary

— IS0 303P1, Information and documentation <<\Management systems for records — Requirements

ISO 30300 specifies the terminology for thesManagement systems for records (MSR) series of standards

the objective
needs to der
are required.

Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.
Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
5k of technical committees is to prepare International Standards. Draft Intermational Stan

the technical committees are circulated to the member bodies for voting.-Publication
Standard requires approval by at least 75 % of the member bodies casting-a vote.

A

[«

rawn to the possibility that some of the elements of this document may be the subject of ¢

s and benefits of a MSR; JS©*30301 specifies requirements for a MSR where an organij
nonstrate its ability to create’and control records from its business activities for as long ag
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Introduction

Organizational success largely depends upon implementing and maintaining a management system that is
designed to continually improve performance while addressing the needs of all stakeholders. Management
systems offer methodologies to make decisions and manage resources in order to achieve the organization's

goals
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comg

ion and management of records are integral to any organization's activities, processes. é
enable business efficiency, accountability, risk management and business continuity~They
izations to capitalize on the value of their information resources as business, commeércial an
s, and to contribute to the preservation of collective memory, in response to the challenges
igital environment.

gement System Standards (MSS) provide tools for top management to,implement a sy
hble approach to organizational control in an environment that encourages-good business pr

standards on management systems for records prepared by ISO/IC 46/SC 11 are desig
izations of all types and sizes, or groups of organizations with~shared business activities, {
te and improve an effective management system for records (héreafter referred to as a MS
s and controls an organization for the purposes of establishing a policy and objectives w
ds and achieving those objectives. This is done through‘the use of:

efined roles and responsibilities;
ystematic processes;
neasurement and evaluation;
eview and improvement.
mentation of a records policy* and objectives soundly based on the organization's requ
e that authoritative and-reliable information about, and evidence of, business activitie
ged and made accessible’to those who need it for as long as required. Successful implg
records policy and“oebjectives results in records and records systems adequate fi

ization's purposes.

menting a MSRin an organization also guarantees the transparency and traceability of de
sponsible.management and the recognition of public interest.

standards on MSR prepared by ISO/TC 46/SC 11 are developed within the MSS fram)
atible 'and to share elements and methodology with other MSS. ISO 15489, and other

Stan

nd systems.
also enable
d knowledge
of the global

stematic and
actices.

ned to assist
0 implement,
R). The MSR
ith regard to

irements will
5 is created,
mentation of
br all of an

Cisions made

ework to be
International

por designing,

implementing, monitoring and improving records processes and controls, which operate under the governance
of the MSR where organizations decide to implement MSS methodology.

NOTE

ISO 15489 is the foundation standard which codifies best practice for records management oper

ations.

The structure of standards on MSR prepared by ISO/TC 46/SC 11, either published or under preparation, is
shown in Figure 1.
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Management systems for records Related International Standards
standards and Technical Reports
Governance framework for records Implementation of records processes
ISO 30300
Fundamentals Management systems for ISRO 15§89 ISO 23081 ISO/TR
A records - Fundamentals M ecoras Metadata for 26122
& terminology and vocabulary management | [7|  records. Work
__________ - — 1 Part 1 - Part 1 - Principles|  process
General i analysis for
1SO 30301 Part 2 - Padrt.2 - IConcept.ual records
Requirements Management systems for Guidelines an 'm‘?:sr::?atlon
records - r(equirementa
Part 3 - Self
ISO 30303 assessment method
Management systems for
records - Requirements for
bodies providing audit and ISO/TR ISO 13008 ISO 16175
certification 13028 Digital records Principles and
______________________ 7 Implement- conversion and functional
. . ISO 30302 ation migration | requirements fo
Guidelines Management systems for guidelines process records in
Suppoft high level records - Guidelines for for || electronic office]
structute elements implementation digitization environments
of records Part 1 - Overview
ISO 30304 and statement of
Management systems for principles
records - Assessment
guide

Part 2 - Guidelineg
and functional
requirements for
digital records
management
systems

Part 3 -
Guidelines
and functional
requirements
for records in
business
systems

Figure 4" —'Standards on MSR prepared by ISO/TC 46/SC 11
andelated International Standards and Technical Reports

These standards are‘intended to be used by:

— top management who make decisions regarding the establishment and implementation of managgment
systems within their nrgani7nfinn;

people responsible for implementation of MSR, such as professionals in the areas of risk management,
auditing, records, information technology and information security.

The MSR determines the records management requirements and expectations of the interested parties

(customers and stakeholders) and, through the necessary processes, produces records that meet those
requirements and expectations.

Figure 2 shows the structure of the MSR and the relationship with customers and stakeholders.

vi © 1S0O 2011 — All rights reserved
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Figare 2 — Structure of MSR
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INTERNATIONAL STANDARD
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Information and documentation — Management systems for
records — Requirements

1 $cope

This
the

nternational Standard specifies requirements to be met by a MSR in order to suppdrt an ofganization in
bchievement of its mandate, mission, strategy and goals. It addresses -the® develppment and

implgmentation of a records policy and objectives and gives information on measuring anfd monitoring

perfoymance.

A M
Thro
inclu
This
a)

b)

c)

This

espegially useful to demaonstrate compliance with the documentation and records requirements of

2

The

references, only the edition cited applies. For undated references, the latest edition of th
docufment (including any amendments) applies.

ghout this International Standard, the term “organization” is not limited to one organizat
es other organizational structures.

nternational Standard is applicable to any organization that wishes to:

¢stablish, implement, maintain and improve a MSR to support its business;

assure itself of conformity with its stated records policy;

demonstrate conformity with this International Standard by

1) undertaking a self-assessment and self-declaration, or

2) seeking confirmation of its self-declaration by a party external to the organization, or
3) seeking certification of itsSIMSR by an external party.

International Standard-can be implemented with other Management System Standards

Normative.references

BR can be established by an organization or across organizations~that share busingss activities.

ion but also

(MSS). It is
other MSS.

following~referenced documents are indispensable for the application of this document. For dated
b referenced

ISO 30300, Information and documentation — Management systems for records — Fundamentals and
vocabulary

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 30300 apply.

© 1SO 2011 — All rights reserved
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4 Context of the organization

4.1 Understanding of the organization and its context

When establishing and reviewing its MSR, an organization shall take into account all external and internal
factors that are relevant.

The external and internal factors identified and taken into account when establishing and reviewing the MSR
shall be documented.

Understanding the organization's external context may include, but is not limited to:

a) the social and cultural, legal, regulatory, financial, technological, economic, natural and compltitive
environment, whether international, national, regional or local;

b) key drivérs and trends which can have an impact on the objectives of the organization;
c) relationghips with, and perceptions, values and expectations of, external stakeholders:
Understanding the organization's internal context may include, but is not limited te:

1) govgrnance, organizational structure, roles and accountabilities;

2) polities, objectives and the strategies that are in place to achieve'them;

3) cappbilities, understood in terms of resources and knowlédge (e.g. capital, time, people, processes,
syslems and technologies);

4) infofmation systems, information flows and decision-making processes (both formal and informal);

5) relationships with, and perceptions and . values of, internal stakeholders and the organization's
culture;

6) standards, guidelines and models adopted by the organization;

7) the form and extent of contragtual relationships.

4.2 Business, legal and otherrequirements

When establ[shing and reviéwing its records objectives, an organization shall take into account the busipess,
legal, regulatory and othertequirements related to the creation and control of records.

The organizgtion shallkassess and document business, legal, regulatory and other requirements affectipg its
business opgrations with which it shall comply and for which it requires evidence of compliance.

Business requirements-inctude attthe Tequirements for the proper performarnce of the operations or business
of the organization. Requirements arise from current business performance, future planning and development,
risk management and business continuity planning.

Legal requirements include requirements related to the creation and control of records. Sources of legal
requirements are:

a) statute and case law, including law and regulations governing the sector-specific and general business
environment;

b) laws and regulations relating specifically to evidence, records and archives, access, privacy, data and
information protection, and electronic commerce;

2 © 1S0O 2011 — All rights reserved
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c) the constitutional rules of organizations, charters or agreements to which the organization is a party;

d) treaties and other instruments the organization is legally bound to uphold.

Other requirements include non-legal voluntary commitments made by the organization:

— voluntary codes of best practice;

— voluntary codes of conduct and ethics;

— identifiable expectations of the community about what is acceptable behaviour for the specific sector or

1(r‘rganlzatlon, INcluding good governance, the proper conirol of fraudulent or malicious, be¢haviour and
ansparency in decision making.

4.3 | Defining the scope of the MSR
The grganization shall define and document the scope of its MSR.

The pcope of the MSR may include the whole of the organization, specific-functions of the organization,
specific sections of the organization, or one or more functions across a groupof organizations.

Whem a MSR is established for one or more specific functions across.a group of organizations, thg scope shall
includle relationships between, and roles of, each entity.

Whefe an organization outsources any process that affects conformity with MSR requifements, the

organization shall ensure control over such processes. Control of contractors and outsourced prgcesses shall
be identified as within the scope of the MSR.

5 Leadership

5.1 | Management commitment

Top management shall demonstrateiits commitment by

— ensuring the MSR is compatible with the strategic direction of the organization,

— iptegrating the MSR\requirements into the organization's business processes,

— providing the resources to establish, implement, maintain and continually improve the MSR,
— g¢ommupnicating the importance of an effective MSR and conforming to the MSR requirementsg,

— ensuring that the MSR achieves its intended outcomes, and

— directing and supporting continual improvement.

NOTE Reference to “business” in this International Standard is interpreted broadly to mean those activities that are
core to the purposes of the organization's existence.

5.2 Policy
Top management shall establish a records policy. The policy shall
— be appropriate to the purpose of the organization,

— provide the framework for setting records objectives,

© 1SO 2011 — All rights reserved 3
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include a commitment to satisfy applicable requirements,
include a commitment to continual improvement of the MSR,
be communicated within the organization, and

be available to interested parties, as appropriate.

The organization shall retain documented information about the records policy.

The records policy shall include the high-level strategies with regard to the creation and control of authentic,

reliable and
the integrity (

The organizd
organization,

5.3 Orgarn

5.3.1

Top manage
assigned an
organization,)

The assignm
levels within
information t
part of their v

Leadership t
the size anq
representatiyf
responsibilitig

5.3.2 Mand

A specific m
other respon

Gengdral

iseable records capable of supporting the organization's functions and acfivities and prote
pf those records for as long as they are required.

tion shall ensure that the records policy is communicated and implemented at all’ levels i
and to entities or individuals (such as partners or contractors) working with it, or'oh its beha

izational roles, responsibilities and authorities

ment shall ensure that records management roles, responsibilities and authorities are de
d communicated throughout the organization and to entities” or individuals working wit
or on its behalf.

ent of responsibilities shall be appropriately allocated“to all personnel at relevant function
the organization, in particular top management,, programme managers, records professiq
bchnology professionals, system administrators-and all others who create and control recor
vork.

b implement the MSR shall be allocated to a specific representative of top management. V)

complexity of the organization and-its records processes require it, a records opera
e with specific training and competences shall be appointed to a specific role. The assignm
bs and their interrelationships shall be documented.

gement responsibilities

anagement representative shall be designated from the top management who, irrespecti
sibilities, shall be @ccountable and responsible for ensuring

MSR is established, implemented and maintained in accordance with the requirements g
bnal Standard,

otieh 'of awareness of the MSR throughout the organization, and

bcting

n the
f.

fined,
h the

5 and
nals,
s as

here
fional
ent of

ve of

f this

a) that the
Internati
b) the pro
c) that the
performi
NOTE

roles and responsibilities defined in the MSR are properly assigned and that the pers
ng these roles are competent to perform them.

complexity of the organization.
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5.3.3 Operational responsibilities

The organization's top management shall appoint a specific records operational representative who shall have
a defined role, responsibility and authority, which includes

a) implementing the MSR at the operational level,

b) reporting to the top management on the effectiveness of the MSR for review, including recommendations
for improvement, and

c) establishing liaison with external parties on matters relating to the MSR.

NOTH The roles of management representative and records operational representative could be perlformed by the
same|person or group.

6 Planning

6.1 | Actions to address risks and opportunities

The prganization shall consider the issues referred to in 4.1 and the(requirements referred tp in 4.2 and
determine the risks and opportunities that need to be addressed in ordér to

a) assure the MSR can achieve its intended outcome(s),
b) prevent undesired effects, and
c) realize opportunities for improvement.

The @rganization shall evaluate the need to plan,actions to address these risks and opportunities and, where
applicable,

— iptegrate and implement these actiongs'into its MSR processes (see 8.1),

— ensure information will be ayailable to evaluate whether the actions have been effective (see(9.1).

6.2 | Records objectives and plans to achieve them

Top [management shalh 'ensure that records objectives are established and communicated| for relevant
functlons and levels, within the organization.

The records qbjectives shall

a) be consistent with the records policy,

b) bemeasurable (If praciicable),

c) take into account applicable requirements, and

d) be monitored and updated as appropriate.

The records objectives shall be derived from an analysis of the organization's activities. They shall define the
areas where legislation, regulations, other standards and best practices have the greatest application to the
creation of records connected to activities.

The records objectives shall take into account the size of the organization, the nature of its activities, products

and services and the location, conditions, juridical/administrative system and cultural environment in which it
functions.

© 1SO 2011 — All rights reserved 5
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The organization shall retain documented information about the records objectives.

To achieve its records objectives, the organization shall determine

—  who will

— what will

— whatres

be responsible,
be done,

ources will be required,

— when it will be completed,

— how the

7 Suppofrt

7.1 Resolirces

Top manage

Resources m

a) assignin
b) periodic
c) mainten
7.2 Comp

The organizg

a) determin

performance of its records processes and systems,

b) ensuret

c) where a
the actig

d) retain af

NOTE  A{

results will be evaluated.

Mment shall allocate and maintain the resources needed for the MSR.

anagement includes

g responsibility to personnel competent to perform the roles assigned in the MSR,
review of the competencies and training of those personnel, and

bnce and sustainability of resources and technical'infrastructure.

etence
tion shall

e the necessary competenge" of person(s) doing work under its control that affect

hese persons are competent on the basis of appropriate education, training, and experience

pplicable, take actions to acquire the necessary competence and evaluate the effectiveng
ns taken, and

propriate’documented information as evidence of competence.

plicable actions can include, for instance, the provision of training to, the mentoring of, or the re-assig

5 the

ss of

hment

of current emp

loyees, or the hiring or contracting of competent persons.

7.3 Awareness and training

The organization shall ensure that its personnel are aware of

a) the relevance and importance of their individual activities and how they contribute to the achievement of
the MSR objectives,

b) the importance of conformity with the MSR policy and procedures and with the requirements of the
management system,

© 1S0O 2011 — All rights reserved
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c) the significant MSR issues and related actual or potential impacts associated with their work and the
benefits of improved personal performance,

d) t

e) t

heir roles and responsibilities in achieving conformity with the requirements of the MSR, and

he potential consequences of departure from specified procedures.

The organization shall establish an ongoing programme for training in records creation and control.
Programmes for training in the requirements and practices for managing records shall be provided to all levels
of staff in the organization, including contractors and staff of other organizations where relevant. The required
competencies and skills of these different roles, with respect to managing records, shall be assessed and

identified-and-buittinto-the-training-programmes-developed-and-provided-by-the-organization:

7.4 | Communication

The prganization shall establish, implement, document and maintain procedures for.nternal cdgmmunication

abouf the MSR and its records policy and objectives. Internal communication for_the-effective implementation

of the MSR shall include responsibilities, operational procedures and access to_ documentation.

The prganization shall decide whether or not to communicate to other entities (e.g. where therg are shared

business processes) about its MSR. If the decision is to communicate, the organization shall establish means

for this communication. Depending on the level of interaction with” external parties such as| contractors,

custdmers and suppliers, communication may be in the form of high?level information about the|MSR and its

objedtives or documentation of specific procedures.

7.5 | Documentation

7.5.1] General

The grganization shall document its MSR. This, shall include authorized statements of:

a) e scope of the MSR;

b) e policy and objectives;

c) e interdependence and relationships between the MSR and the other management syptems in the
grganization or between-organizations;

d) documented procedures as required by this International Standard;

e) documentation{ determined by the organization to be necessary to ensure the effective planning,
operation@and control of its processes.

NOTH 1 Where the term “documented procedure” appears in this International Standard, this means that{the procedure

is estarblished, documented, implemented and maintained.

NOTE 2  The extent of the MSR documentation can differ from one organization to another owing to

— the size of the organization and the type of activities in which it is involved, and

— the scope and complexity of the records management processes and the records system(s) being implemented and
managed, including where business activities operate across more than one entity.

© IS0

2011 — All rights reserved


https://standardsiso.com/api/?name=2ffd1acf768e5e1c28295bc9920244ed

ISO 30301:2011(E)

7.5.2 Control of documentation

Documentation required by the MSR shall be controlled. A documented procedure shall define the controls

needed to

a) approve documentation for adequacy prior to issue,

b) review, update and re-approve documentation,

c) ensure that changes and the current revision status of documentation are identified,

d) ensure that relevant versions of applicable documentation are available at points of use,

e) ensure that documentation remains legible and readily identifiable,

f)  ensure that documentation of external origin is identified and its distribution controlled, and

g) prevent the unintended use of obsolete documentation, and classify it as obsolete if jtiS'retained fgr any
purpose

The documehtation of the MSR is classified as records, which shall be managed-ip a records system| The

MSR documentation creation and control procedures shall be consistent with the-general records creatiop and

control procddures [see 8.2 c)].

8 Operation

8.1 Operational planning and control

The organization shall determine, plan, implement and control those processes needed to address the|risks

and opportunities determined in 6.1 and to meet the requirements in 6.1 by

— establishing criteria for those processes,

— implemgnting the control of these processes in accordance with the criteria, and

— keeping|documented information to‘demonstrate that the processes have been carried out as planned.

The organization shall control planned changes and review the consequences of unintended changes, taking

action to mitigpate any adverse effects, as necessary.

The organizgtion shall contrel’processes that are contracted out or outsourced.

8.2 Desigh of records processes

To establish fhe-MSR, the organization shall design the records processes according to the following outljne.

a) Analyse work processes in order to determine the requirements for records creation and control in
relation to continuing operations, and to satisfy accountability and other stakeholders' interests (see
ISO/TR 26122).

b) Assess the risks that might be incurred through failure to control authentic, reliable and useable records
of the organization's business processes:
1) to estimate the levels of risks;
2) to determine whether the risks are acceptable against defined criteria, or whether the risks require

management;

3) toidentify and evaluate options for the management of risks.

8 © 1SO 2011 — All rights reserved
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c) Specify the processes (see Annex A for records processes to be deployed by the organization) for
creating and controlling records and how they are to be performed in systems, and choose the
technological tools to be used. The aims of these processes shall include the following.

1) Creation:

i) determine what, when and how records shall be created and captured for each business

Pprocess;

i) determine the content, context and control information (metadata) that shall be included in the

records;

TNEY

To a
acco
regul

8.3
The ¢
a) i

b) ¢

c) 1
NOTH

proce
functi

iii) decide in what form and structure the records shall be created and captured;

iv) determine the appropriate technologies for creating and capturing records.

)  Control:

and how it will be linked to the records and managed over time;
i) establish rules and conditions for use of records over time;
iii) maintain the usability of the records over time;
iv) establish authorized disposition of the records;

v) establish conditions that shall be used for adminhistration and maintenance of record

Chieve these aims, the processes and controls given in Annex A shall be implemented
int the resources of the organization, the.business context and the identified risks, as
htory and societal environment.

Implementation of records systems
rganization shall do the following:

mplement the records processes in records systems to meet the records objectives;

bstablish regular monitoring of the performance of the records systems against business

and records objectives;

nanage the operation of the records systems.

In~the electronic environment (e.g. e-administration, e-government, e-governance, e-comm
5sess Will-increasingly be automated and supported by an automated records system. Jurisdictional

i) determine what control information (metadata) shall be created through the records processes

5 systems.

, taking into
well as the

requirements

erce), records
standards on

bnal_requirements exist. Automated records systems should comply with functional requirements that Tre compatible

with the requirements in this International Standard

9 Performance evaluation

9.1

9.1.1

Monitoring, measurement, analysis and evaluation

The organization shall determine:

— what needs to be measured and monitored;

— the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid results;
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— when the monitoring and measuring shall be performed;

— when the analysis and evaluation of monitoring and measurement results shall be performed.

9.1.2 The organization shall evaluate the performance of records processes and systems and the
effectiveness of the MSR.

Additionally, the organization shall:

a) take acti

on when necessary to address adverse trends or results before a nonconformity occurs;

b) retainre

9.1.3 To 4
measure the

a) thereco
change

b) thereco
support

c) changes

d) availabil
e) adequad
f) the perf]

promotid
g) the perfq
h) the aded
i) the effeq

the orga
j) the effe

strategy

k) users' and stakeholders' satisfaction.

Annex C prd

assessment.

evant aocumented Information as evidence or tne results.

ssess the effectiveness of the MSR, the organization shall monitor and, when.‘applid
following as appropriate:

rds policy to ensure that it reflects current business needs and is updated following any signi
n the organization;

rds objectives to ensure that they are consistent with the records policy,-achievable, still vali
continual improvement;

in business, legal and other requirements which affect the MSR;
ty and adequacy of resources, such as financial, human,.infrastructure, technology, etc.;
y of assignment and allocation of roles, responsibilities and authorities;

prmance of the person with designated responsibility for the implementation, reporting
n of awareness of the MSR;

rmance of records processes and systems against objectives;
uacy of the documentation and proper implementation of document control procedures;

tiveness of the records systéms to achieve the strategic, managerial and financial objectiV
hization using measures selected in implementation of records systems;

Ctiveness of the organization's MSR training and awareness programme and communid

vides. examples of assessing and measuring indicators in the form of a checklist for

able,

ficant

i and

and

es of

ation

self-

The monitoring and measuring criteria shall evolve according to the changes in the organization's societal,

economic, st

10

rategic or legal context.
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Internal system audit

The organization shall conduct internal audits at planned intervals in order to provide information to assist in
the determination of whether the MSR:

a) conforms to

1) the organization's own requirements for its MSR,

2) the requirements of this International Standard,;

b) i

The ¢

1

R q

4

— ensure that the results of the audits are reported to relevantmanagement;

—
9.3

Top 1
adeq

The 1

a) the status of actions from previous management reviews;

b) ¢

c) i

r
\

1) nonconformities and corrective actions,

l
4

s-effectively imptementedand maintained:
rganization shall:

lan, establish, implement and maintain audit programme(s), taking into account the frequen
esponsibilities, planning requirements and reporting, while also taking into consideration th
f the processes concerned and the results of previous audits;

efine the audit criteria and scope for each audit;

elect auditors and conduct audits to ensure objectivity and the impartiality of the audit proce

etain documented information as evidence of the results.

Management review

nanagement shall review the organization'sTMSR, at planned intervals, to ensure its continui
lacy and effectiveness.

nanagement review shall consider:

hanges in external and-internal issues that are relevant to the MSR;

hformation on the/performance of records processes and systems, including trends in

) monitofing and measurement evaluation results, and

cy, methods,
b importance

ng suitability,

YC~audit results;

d) opportunities for continual improvement.

The outputs of the management review shall include decisions related to continual improvement opportunities
and the possible need for changes to the MSR.

The organization shall retain documented information as evidence of the results of management reviews.

© IS0
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10 Improvement

10.1 Nonconformity control and corrective actions

The organiza

take

tion shall:

identify nonconformities,

react to the nonconformities and, as applicable,

action to control _contain and correct them,

dea

The organizg

a) reviewin
b) determin
c) identifyin
d)

e) determir
f)  reviewin
g) making

Corrective aq

The organizg

1) the
2) the
10.2 Conti

The organizs
records obje
evaluation.

Actions for in

12

evaluating the need for action to ensure that nonconformities do not fecur or occur elsewhere,

with the consequences.

tion shall also evaluate the need for action to eliminate the causes of nonconformities, inclug
g nonconformities,

ing the causes of nonconformities,

g whether potential similar nonconformities exist elsewhere in the MSR,

ing and implementing action needed,

g the effectiveness of any corrective action taken, .and

changes to the MSR, if necessary.

tions shall be appropriate to the effects of the nonconformities encountered.
tion shall retain documented information as evidence of

hature of the nonconformities\and any subsequent actions taken, and

results of any correctivenaction.

hual improvement

tion shall continually improve the effectiveness of the MSR through the use of the records p
ctives, audit results, analysis of data, corrective and preventive actions and managg

ing:

olicy,
ment

hprovement shall be prioritized according to the results of the risk assessment (see 6.1).

© 1S0O 2011 — All rights reserved


https://standardsiso.com/api/?name=2ffd1acf768e5e1c28295bc9920244ed

ISO 30301:2011(E)

Annex A
(normative)

Processes and controls

This annex presents records processes and controls which shall be implemented. The implementation can be
applied in a scaled way to suit the characteristics of the organization. The decision not to implement any
process shall be justified (e.g. an organization might decide not to implement A.2.4.3, Transfer, because the

transfer of its records to another organization is not planned).

The fecords processes and controls have been grouped and numbered in Table A.1"te’ follbw the aims

desciibed in 8.2 c) 1) Creation and 8.2 c) 2) Control. Records processes are listed in thé.left column. For each

records process, one or more controls are provided.
Table A1
Np Process Controls

A1 Creation

A1 Determining what, when and how records shall be created‘and captured for each busingss process

A1.11 Determine the need for information All operationaly»reporting, audit and other stakeholders' needs for
information “(captured as records with approprigte metadata)
about.the’ organization's processes shall be igentified and
documented systematically.

A.1.1.2 Determine requirements Requirements for creating, capturing and managing records, and
decisions not to capture records for specific procegses, shall be
determined based on business, legal and other fequirements,
documented and authorized.

A.1.1.3 [Create reliable records Records shall be created at the time of (or soon after) the
transaction or incident to which they relate by individuals who
have direct knowledge of the facts or by instrumgnts routinely
used by the organization to conduct the transaction

A.1.14 Determine retention A procedure shall be established to determine retgntion periods
for records according to the requirements of each work process.

A1.15 Establish disposition schedule Decisions about retention and disposition of recofds based on
business, legal and other identified requirements shall be
documented in a disposition schedule.

A.1.1.6 |Determine methods of integrated capture |Methods of integrating the capture of records with business
processes shall be decided upon and documented.

A.1.2 Determining the content, context and control information (metadata) that shall be indluded in the

records

A.1.21 Identify  contextual and  descriptive | The information needed to identify the records of each work

information process, including identifying the section of the organization
responsible for those records and the work process, shall be
determined and documented as part of the records
requirements.

A1.22 Identify points of capture The points at which the contextual information is captured or
added to the records, and its sources, shall be identified in the
procedures for each work process.

A13 Deciding in what form and structure the records shall be created and captured

A.1.3.1 Identify specific requirements The information, and the form and structure of the information,
required as records for each work process shall be identified and
documented.

© 1SO 2011 — All rights reserved
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Table A.1 (continued)

No

Process

Controls

A1.4

Determining appropriate technologies for creating and capturing records

A14.1.

Select technologies

Technologies for creating and capturing records shall be
selected for each work process (whether automated or manual).
The selection and any change of technologies shall be
documented.

A2

A21

d how it will be linked to the records and managed over time

A21.1

gister

For work processes which require evidence of. \capture, a
procedure for registering records by attaching a unique identifier
at the time of capture shall be implemented. The,procedure|shall
ensure that no transactions involving the rec¢ord can take place
before registration is completed.

A21.2

Cl

bssify

The records shall be grouped (classified) according to the [work
processes to which they are related.

A213

Cl

bssify

The scheme for grouping (classifying) the records, reflecting the
nature, number and compléxity of the work processes df the
organization, shall be doeumented (including changes over ftime)
and implemented asspart of the procedures of those [work
processes.

A214

Sq
eld

lect control information (metadata
ments)

The descriptive.@nd control information (metadata elements)
required to créate and control the records for each work prgcess
shall be identified and documented.

A215

D4

termine event history

Records\ processes which need to be recorded in metadata
linked\to the record event history shall be defined. Procezures
shall*be established to link the event history to the records gnd to
maintain it for as long as the records themselves.

A21.6

Cdq

ntrol of records across the organization

Decisions about what metadata are required to identify, mgnage
and control records throughout the organization, and exterpally,
shall be documented and implemented.

A.2.2

Establishing rules and conditions for use of records over time

A22.1

De

velop access rules

Rules shall be established for regulating access to reg¢ords
based on work process requirements, relevant legislation and, if
appropriate, commercial considerations. These shall be
documented and maintained for as long as the record$ are
required.

A222

Im|

plementaccess rules

The access rules shall be implemented in the records sygtems
by assigning access status to both records and individuals.

A.2.3

MAhintaining tl bility of I :

A.2.3.1

Maintain integrity and authenticity

Procedures shall be implemented to ensure the integrity/security
of the records and to prevent unauthorized use, modification,
removal, concealment and/or destruction.

A23.2

Maintain usability

The means of maintaining/storing the records shall meet the
relevant standards for the medium and technology used in order
to ensure they remain useable for as long as required.

A23.3

Maintain usability

Procedures shall be established and implemented to ensure that
digital records remain accessible and meaningful over time, also
outside the context of their creation.

A234

Limit restrictions

Restrictions, including use of encryption, shall be removed after
a stated period.

14
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Table A.1 (continued)

No

Process

Controls

A.2.4

Implementing authorized disposition of the records

A24.1

Implement disposition

Procedures shall be established for reviewing, authorizing and
implementing decisions on retention and disposition of the
records of each work process.

A24.2

Authorize disposition

Decisions about the transfer, removal or destruction of records
shall be authorized and documented.

A243

Transfer

Procedures for authorized and controlled transfer of records to

another organization or system shall be established and
implemented.

A244

Remove

Procedures for authorized, regular removal of records which are
no longer required, including remoyal“\to off-sife or off-line
storage, shall be established and implemented.

A.2.45

Destroy

Records authorized for destruction” shall be dedtroyed under
appropriate supervision. The destruction shall be dgcumented.

A246

Keep information about destroyed records

Where the nature and complexity of the businegs and formal
accountabilities require™yit, control information | (registration,
identification and history metadata) about record$ which have
been destroyed shall be retained.

A.2.§

Establishing conditions for administration and maintenance of records systems

A.2.91

Identify records systems

All records ‘systems (including business systemg
records) shall be clearly identified, assigned to
owner “and documented in an inventory which
updated.

which keep
B responsible
is regularly

A.2.52

Document implementation decisions

Implementation decisions on records systen;

s shall be

documented, maintained and made available to all users who

need them.

A2.83

Access to records systems

Rules shall be established, documented and ni
regulating access to records systems in order
system administration tasks.

aintained for
to undertake

A2.54

Ensure availability

Procedures for operational maintenance shall be ¢
ensure records systems' availability.

pstablished to

A.2.85

Ensure effectiveness

Regular monitoring of the performance of rec
against business requirements and records objec
implemented and documented.

rds systems
ives shall be

A.2.5.6

Ensure\integrity

Procedures shall be provided to ensure and denponstrate that

any system malfunction, upgrade or regular main
not affect records integrity.

enance does

A.2.87

Manage changes

Changes in records systems, particularly exceptio

al operations

(ouuh as Illiylatiull, ;lltcylat;ull of-rew |c\.|u;|c|||C| ts, computer
technology change or discontinuation), shall be analysed,
planned and implemented. Decisions made shall be
documented.

The relationship between the MSR and ISO 9001, ISO 14001 and ISO/IEC 27001 is given in Annex B, which
compares the general document and records control clauses in those International Standards to the records
controls in Table A.1.

© 1SO 2011 — All rights reserved
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Annex B
(informative)

Interrelationships between ISO 9001, ISO 14001, ISO/IEC 27001

and ISO 30301

Every MSS, such as ISO 9001, 1ISO 14001 and ISO/IEC 27001, has a documentation section consisting of

general doc

a) The genmeral part specifies a list of documents, including records, which shall be included i

manage

b) The dog
revision

c) The rec
retrieval

While record

as, or deternpined to be, records of each management system shall be céntrolled to satisfy both the docu

control and t

The requirements specified for control of records in every MSS are&linsufficient on their own to implemen

control recor
and docume

For the props
their purposs

Table B.1 be

documentation clauses of other MSS.

mant control and records control clauses as follows
AReR—-ceroraRa+receras-6eHor6ra TASTOHOWS-

ment system.

ument control part specifies the requirements about document preparation,' review, app
status control, distribution and availability, identification and prevention of misuse.

brds control part specifies procedures for records preparation, identification, storage, prote
retention time and disposition.

5 constitute a special type of document defined within the M8S,"documents which are ider
ne records control requirements from preparation, through:distribution, use, and to disposal.
s and documents. This International Standard provides guidance on how to control the re
nts required in other management systems adeguately.

br creation and control of records, this Interhational Standard specifies the records processe
s, how they are to be performed in systems and how to choose the technological tools to be

tlow shows the relationship betweén the MSR processes and controls in Annex A an

n the

roval,

ction,

tified
ment

t and
cords

5 and
used.

il the
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