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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenange

described In the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance with

editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

This part of ISO 28004 has been developed to supplement ISO 28004-1. The additional guidance in this
part of ISO 28004, while amplifying the general guidance provided in the main body of ISO 28004-1,
does not conflict with the general guidance. While ISO 28000 is less specific than ISO 28001 on certain
technical security requirements, they do not conflict. This part of [ISO 28004 helps to meet the Authorized
Economic Operator security criteria.

© IS0 2014 - All rights reserved v
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ument levels of security within an international supply chain and-facilitate validation
horized Economic Operator (AEO) programmes that are designed in accordance with
toms Organization (WCO) Framework of Standards.

5 part of [SO 28004 is not designed as a standalone documént! The main body of ISO 28004

pliance with ISO 28001 is a management objectivé:

e requirements specified in the WCO AEO-programme are government functions a
essed in the ISO international standards, These include:

status.

and improve upon measures to secure the supply chain.

Consultatien; Co-operation and Communication. Customs, other competent authorities a

interest, including supply chain security and facilitation measures, in a manner whi

dévelopment and maintenance of its risk management strategy.
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Normative references

The following referenced documents, in whole or in part, are normatively referenced in this document
and are indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO 20858, Ships and marine technology — Maritime port facility security assessments and security plan
development

ISO

28000, Specification for security management systems for the supply chain
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ISO 28001, Security management systems for the supply chain — Best practices for implementing supply
chain security, assessments and plans — Requirements and guidance

ISO 28004-1, Security management systems for the supply chain — Guidelines for the implementation of
IS0 28000 — Part 1: General principles
3 General information

The diagram in Figure 1 provides an illustration of how compliance and possible certification to
ISO 28000 incorporating the best practices of ISO 28001 complements the requirements of national,

regional oif economic Authorized Economic Uperator programs and as well as those of certain inqutry
programs pnd facilitates the validations of such programs. Organizations may also choose to, adopt
[SO 28000 pnd ISO 28001 to improve and document supply chain security management with he goal
of achievinlg AEO certification. b‘
d
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Figure 1 — Complementary security standards to secure supply chain

4 Organization of this part of ISO 28004

Clause 5 provides a series of charts showing the synergy between the World Customs Organization SAFE
Framework Authorized Economic Operator requirements and the clauses in ISO 28000 and ISO 28001
that address the AEO requirements.

Clause 6 provides practical guidance as to where the various requirements of ISO 28001 would plug into
ISO 28000 as inputs, processes or outputs.

Clause 7 provides notes, to clarify slight differences in terminology used in ISO 28000 and ISO 28001.

2 © ISO 2014 - All rights reserved
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5 Synergy between the World Customs Organization SAFE Framework Author-
ized Economic Operator requirements

In Tables 1 to 9 that follow, the AEO requirement sections are listed first in Bold type. This is followed by
a brief summary of that requirement. In the boxes below each summary are the clauses of ISO 28000 and
ISO 28001 that address those requirements. The majority of the WCO AEO requirements are addressed
in Tables 1 to 9 and those defined as government functions in the introduction section of this part of
ISO 28004. Please note that National AEO programs may have additional requirements such as specific
minimum criteria that may not be fully addressed in ISO 28000 or ISO 28001.

I'able 1

A. Education, Training and Awareness

Cugtoms and AEOs shall develop mechanisms for the education and training of personnel rfiegarding fecu-
rity policies, recognition of deviations from those policies and understanding what actidns must be faken in
response to security lapses

[S0[28000, 4.4.2 (Competence, training and awareness)
1S0|28001, 5.3.1 (Assessment personnel)

Table 2

B. Information Exchange, Access and Confidentiality

Cugtoms and AEOs, as part of an overall comprehensive strategy'to secure sensitive information, shll develop
or gnhance the means by which entrusted information is protected against misuse and unauthorized altera-
tion).

1S0|28000, 4.2 (Security management policy), 4.4.5 (Document and data control), 4.5.4 (Controls of Records)
[S0|28001, 5.8 (Protection of the security information)

Table 3

C. dargo Security

Cugtoms and AEOs shall establishrand/or bolster measures to ensure that the integrity of cargo is mpintained
and that access controls are at.the highest appropriate level, as well as establishing routine procedufes that
conftribute to the security of cargo.

[S0[28000, 4.4.6 (Operatienal control)
1S0|28001, 5.4 (Development of the supply chain security plan)

Table 4

D. (onveyance Security

Cudgtéms and AEOs shall jointly work toward the establishment of effective control regimes, where not already
provided 1or by otner national or iInternational regulatory mandate, to ensure that transport conveyances are
capable of being effectively secured and maintained

[SO 28000, 4.4.6 (Operational control)
ISO 28001, 5.4 (Development of the supply chain security plan)

© ISO 2014 - All rights reserved 3
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Table 5

E. Premises Security

Customs, after taking into account the views of AEOs and their necessary compliance with mandatory interna-
tional standards, shall establish the requirements for the implementation of meaningful Customs-specific secu-
rity enhancement protocols that secure buildings, as well as ensure the monitoring and controlling of exterior

and interior perimeters.

ISO 28000,
ISO 28001,

4.4.6 (Operational control)
5.4 (Development of the supply chain security plan)

Table 6

F. Personn

el Security

Customs an
employees
port convey

d AEOs shall, based on their authorities and competencies, screen the background of\prospective
Fo the extent legally possible. In addition, they shall prohibit unauthorized access to facilities, tra
rances, loading docks and cargo areas that may reasonably affect the security ofithose areas in th

supply chain under their responsibility

ISO 28000,
ISO 28001,

4.4.6 (Operational control)
5.4 (Development of the supply chain security plan)

Table 7

G. Trading

Partner Security

Customs shj
can be bols

all establish AEO requirements and mechanisms wheréby the security of the global supply chain|
fered through the commitment of trading partners to.voluntarily increase their security measur

ES.

ISO 28000,

1SO 28001,
approvals),

4.4.6 (Operational control)

4.1 (Statement of application), 4.2 (Business-partners), 4.3 (Internationally accepted certificates
4.4 (Business partners exempt from security declaration requirement), 4.5 (Field of Application]

Table 8

H. Crisis Mlanagement and Incident Recovery

In order to

stances.

minimize the impact of a disaster or terrorist incident, crisis management and recovery procedu

should inclyide advance planning dnd establishment of processes to operate in such extraordinary circum-

Fes

ISO 28000,
4.4.6 (Oper

ISO 28001,

4.5.3 (Security-related failures, incidents, non-conformances and corrective and preventive acti
htional contrel), 4.4.7 (Emergency preparedness, response and security recovery)

5.7 (Actions required after a security incident)

n),

Table 9

I. Measurement, Analyses and Improvement

security.

— assess consistency with these guidelines;
— ensure integrity and adequacy of the security management system;

— identify potential areas for improving the security management system in order to enhance supply chain

The AEO and Customs should plan and implement monitoring, measurement, analysis and improvement pro-
cesses in order to:

ISO 28000,

4.1 (General requirements), 4.3 (Security risk assessment and planning)

IS0 28001, 5.1 (Supply chain security process- General) 5.2 (Identification of the scope of security assessment),
5.3.2 (Assessment process), 5.4 (Development of the supply chain security plan), 5.5 (Execution of the supply
chain security plan), 5.6 (Documentation and monitoring of the supply chain security process)

4
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6 Practical guidance as to where the various requirements of ISO 28001 would
plug into ISO 28000 as inputs, processes or outputs

ISO 28000

Best Practices Additions from
1SO 28001

Comments

4.2 Security Policy

A policy statement that specifies
where the Best Practices will be
applied. This information can be
drawn from the documentation
of the information required in

Organizations that are adopting the Best Practices
for the purposes of ultimately being validated as a
Authorized Economic Operator (AEO) should confer
with the Customs Administration(s) with author-
ity to confer AEO status to ensure that the intended

150 26001, 4.1 aand b

scope of the Best Practices application 15 ddequate to
gain AEO status by that Customs Adminis§ration.

4.3|1 Security Risk
Assessment

Clause 5.3.1 specifies the skills and
knowledge of the personnel that
will conduct the security assess-
ment

Clause 5.3.2 requires the inclu-
sion of security threat scenarios
deemed necessary by appropriate
government officials in addition
to those proposed by the assess-
ment personnel. Documentation
required is:

a) All security threat sce-
narios considered

b) Processes used in the
evaluating those threats; and

c¢) All countermeasuresiden-
tified and prioritized

ISO 28001 does not require organizations|in the
supply chain that hold Internatignally acc¢pted
certificates or approvals (as defined in 4.3)), nor does
it require organizations thathave been ceftified
compliant with a managéement standard irftegrat-
ing either ISO 20858 or ISO 28001 to redolsecurity
assessments on those portions of the suppgly chain
already assessed\(see 4.4).

Note: If AEQ validation or certification is ought, the
relevant Gustoms administration or the cqrtifying
body, involved, shall determine the selectipn of Inter-
natienal*Certificates or approvals, and cerftifications,
thatare recognized.

IS0 28001, Clause 4.2 recognizes that somle business
partners in the supply chain will not wish|to par-
ticipate in a security assessment for each ¢ompany
they deal with. In these cases ISO 28001 al]lows these
companies to state in writing the securitylmeasures
that they will be providing (declarations of secu-
rity). The credibility of these declarations|must be
reviewed as specified in 4.5.

4.3|1 Security Risk
Plapning

Clause 5.4 specifies the require-
ments of thesecurity plan devel-
oped forthe/covered sections of the
supply.chain(s). Organizations are
required to review and consider
foruse the guidance in informative
Annexes A and B when developing
their security plans.

ISO 28001, Clauses 5.5 to 5.6.2 require thq security
plan developed be implemented and monifored as
part of a management system

4.5[3Security-

Clause 5.7 in addition requires that

related faitures,
incidents, non-
conformances and
corrective and pre-
ventative action.

N the event of a security preact,
the organization shall follow
reporting procedures to Customs
and/or appropriate law enforce-
ment agencies.
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