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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedlures used to develop this document and those intended for its further maintenance

described i
different ty
editorial ry

Attention i
patent righ
any patent
on the ISO

Any trade
constitute

For an ex]
assessmen
to Trade (]

The comm
This first ¢

ISO 28004
supply chai
— Part1:

Part 2:

Part 3
(other

Part 4
manag

n the ISO/IEC Directives, Part 1. In particular the different approval criteria needed\fo
rpes of ISO documents should be noted. This document was drafted in accordance'with
1les of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

5 drawn to the possibility that some of the elements of this document may-be the subjec
ts. ISO shall not be held responsible for identifying any or all such pateqtrights. Detai

ist of patent declarations received (see www.iso.org/patents).

hame used in this document is information given for the convenience of users and does
hn endorsement.

planation on the meaning of ISO specific terms and &xpressions related to conforry
[, as well as information about ISO’s adherence to the WTO principles in the Technical Barr
BT) see the following URL: Foreword - Supplementary information

ttee responsible for this document is ISO/TC 8)Ships and marine technology.
dition of ISO 28004-3 cancels and replaces\[SO/PAS 28004-3:2012.

consists of the following parts, under the general title Security management systems fon
n — Guidelines for the implementation of ISO 28000:

General principles
Guidelines for adopting 1SQ 28000 for use in medium and small seaport operations

Additional specific_quidance-for-adopting 1SO 28000 for use by medium and small busi
than marine ports)

Additional specific guidance on implementing 1SO 28000 if compliance with 1SO 28001
ement objective

are
the
the

t of
s of

rights identified during the development of the document will be in the Ihtroduction and/or

not

nity
iers

the

[1ess

is a

© ISO 2014 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://standardsiso.com/api/?name=87dc2c7bdd325f60c516659137002150

ISO 28004-3:2014(E)

Introduction

ISO 28000:2007 and the guidance contained in ISO 28004, have been developed in response to the need
for a recognizable supply chain management system evaluation criteria (validation process) against
which their security management systems can be assessed and certified for determining conformance
with ISO 28000 and ISO 28004. The guidance currently contained in ISO 28004 is designed to assist
organizations adopting ISO 28000. Because the types of organizations that can use ISO 28000 are vast,
the guidance provided in ISO 28004 is general in nature. As a result, some smaller organizations have
had difficulty in defining the scope of measures needed to address each of the requirements established

inl

0 28000. Therefore, the purpose of this part of ISO 28004 is to provide guidance and

amplifying

infa
thel
pro

ISO

management plans and procedures through periodic reviews, testing, post-incident reports, a

exe
crit
ens

of the supply chain while those goods are under their direct control. The failure by one of the s

org
sev

rmation that can be used by medium and small businesses (other than marine port
m in defining the scope of validation and verification measures needed to comply with t
7isions specified in ISO 28000 and ISO 28004.

28000 requires that stakeholder organizations evaluate the capabilities of their security
rcises to measure the effectiveness of their installed security protection systems and me
cal to the overall continued end-to-end safety of the supply chain that’stakeholder org
ire the transportation industry that they have sufficient safeguards+in place to protect tk

hnizations to protect the supply chain from any one of the global threats and operation:

tra

Medium and small businesses stakeholder organizations'are an integral part of the supply trar
system and will be required to conduct these perfermance capabilities reviews and ve
transportation industry that they are in conformance'with relevantlegislation and regulatior

bes
thrd

guidlance and criteria for evaluating the quality of medium and small businesses (other t}
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cur
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brely impact the integrity of the system and erode the confidence of those who depend on
sportation of their valuable goods.

F practices and conformance with its own security policy and objectives based on the
bats and risks to their operations. The information contained in this part of ISO 2800

[s) security management plans developed in accordance with ISO 28000 to protect the
supply chain. The amplifying informdtion is designed to enhance, but not alter, the gener

made.
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Scope

5 part of [SO 28004 has been developed to supplement ISO 28004-1 by providing addition
edium and small businesses (other than marine ports) that wish to-adopt ISO 28000. The
ance in this part of ISO 28004, while amplifying the general guidance provided in the m
28004-1, does not conflict with the general guidance, nor doesdtyamend ISO 28000.

Normative references

following documents, in whole or in part, are normatively referenced in this docume
spensable for its application. For dated referénces, only the edition cited applies. F
rences, the latest edition of the referenced doeument (including any amendments) applie

28000:2007, Specification for security management systems for the supply chain

28004-1:2007, Security managementsystems for the supply chain — Guidelines for the impl]
0 28000 — Part 1: General principles

Additional guidance

28000 is designed to-beradopted by any size organization interested in better securing t
n or services theycprevide to supply chain operators. The main body of ISO 28004 is ¢
vide guidance tg-organizations of any size that wish to adopt ISO 28000. Because IS
gned to provide)guidance to a wide size range of organizations it may appear more comj
ded by a smaller sized organization. The purpose of this part of ISO 28004 is to simplify th
1se by sntaller sized organization. Entities using this part of ISO 28004 for guidance sho
main body of ISO 28004 when more information on specific issues is needed than is prov|

i body of ISO 28004 Where spec1f1c methodologles are dlscussed in thlS part ofISO 280

L 0of4S0"28004. The guidance provided in this part of ISO 28004 does not amend ISO 28
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©IS

anizations adopting ISO 28000 will need to:
specify what their objectives are in regard to providing supply chain security;

assess the current state of supply chain security;

D4 they are
ethodologies

develop plans that will include existing supply chain processes and procedures, and any additional
processes/procedures or systems that have been identified as necessary to meet the stated supply

chain security objectives;

train personnel as to their duties and responsibilities as defined in the supply chain security plan;
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install/maintain any systems or equipment specified in the supply chain security plan;
begin execution of the supply chain security plan;

monitor performance of the supply chain security plan execution;

new threats;

incidents;

periodically reassess the state of supply chain security to detect changes in conditions including

periodically test the organization’s plans (exercises) and investigate any supply chain security

updatd
reasse

Users of IS
the words
part of ISO
accomplish
Output is

objectives, plans, and personnel training based on input from performance moniter
ssments, exercises, or investigations.

D 28004 that have not previously worked with management standards will néte-the us
‘intent’, ‘input’, and ‘output’ that are used in regard to each requirement diseussed in
28004. Intent is used as the title of the clause that explains what the organization need
.Inputis used as the title of the clause that explains what needs to be analysed or conside
ised as the title of the clause that explains what the organization’sobjectives are or W

actions willl be taken in regard to that specific requirement.

Step 1 - Prj
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Whers¢
unit, p

Wher¢
Wheré|

eparatory work

rinning the process of adopting ISO 28000 an organizatiommay wish to consider whether t

thin the scope of application). The organization is not'limited in what it should considd
s decision, however, it may wish to consider some 6fithe following in making this decisio

borate objectives.
her needs or expectations.

iment interests, if the management $ystem is being adopted to address a government pg
Pram.

iliarity or lack of familiarity with ISO management systems.

planned scope of application, the security management system should be extended to all a1
ns related to the supply.chain. To help identify what areas and functions may be involved
n may consider butnot be limited to the following.

goods are beingmanufactured, processed or handled prior to being loaded in a transj
hlletized, or etherwise prepared for shipment.

goods prepared for shipment are stored or consolidated prior to transportation.

g00ds are being transported.

ing,

e of
this
S to
red.
rhat

hey

lude all or specific parts of their organization within the supply chain security managenpent

rin
n:

licy

reas
the

bort

Where
Where

goods are loaded into or unloaded from a conveyance.

custody of the goods changes hands.

accessible.

Other.

Transportation routes and means of conveyance used by the various modes of transportation.

Step 2 - Setting ‘Security Management Policy’ (Clause 4.2 in ISO 28000 and ISO 28004-1)

Where documentation or information pertaining to goods being shipped is handled, generated or
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After the scope of applicability has been preliminarily determined the next step will be establish the
Security Management Policy. Security Management Policy is very important since the entire supply
chain security management system will be built upon it and if certification is sought, the policy will
become the criteria upon which all objectives, activities and plans will be evaluated.

While it may appear that Security Management Policy would be established first and then an assessment
of existing conditions would be conducted policy, there is synergy between them as actual initial
conditions become known and resource needs are identified.

The security management policy should be contained in a statement that has been endorsed by senior
management. The policy must be meaningful and clearly state the overall/broad security management

objé
a r
org

ctives of the organization. To be meaningful they should reflect known security threats g
asonable expectation that the organization will be able to better manage these threég
hnization that has not adopted a proactive management approach. They should also-be 3

nd provide
ts than an
ppropriate

tot ement. For

illug

he size and nature of the organization and include a commitment to continuakimprov
trative purposes the following policy statement is provided.

BETA TRUCKING LTD - OUR SECURITY POLICY

e markets

Maintain a cargo loss/damage rate at least X% lower than the industry average for t}
served.
Comply with all government transportation/security regulations applicable in markets served.

Authorized
[ or export

Meet or exceed the security practices specified by the World Customs Organization for an
Economic Operator (note: this policy might be used-if the supply chain moves impor
goods).

Investigate all loss claims and security incidents-and make adjustments.

Continually seek to improve supply chain.security and operational efficiency, making ch4
feasible.

nges when

Cooperate fully with government-atithorizes if illegal smuggling is detected or suspected.

The policy statement should be known to all personnel that could be affected by then
outside parties to the extentieeded. If some of the policies need to be kept confidential (fi
cooperating with police.or)customs when smuggling is detected) the company may re|
distribution. Organizatiens may use their policy statements in advertising.

h including
br example,
strict their

s required
should be

The policy statemient should be documented and kept up-to-date with revisions a
in ISO 28000,€lause 4.4.4. When the policy statement is revised all previous editions
replaced.

Step 3 - Conducting the ‘security assessment’ (ISO 28000, Clause 4.3.1, ISO 28004-1, Clausge 4.3)

Orgpnizations adopting ISO 28000 are required to conduct a security assessment of the supply chains
and| their support services that are contained within the scope of application set by mangagement. A
security assessment evaluates overall system security by comparing existing security and operational
processes and measures against a list of known threat scenarios (risks) to determine if risk is being
adequately managed. In general risk is considered to be managed if the likelihood of a medium or high
consequence supply chain disruption is limited to a low likelihood situation.

Care should be taken in managing large complex or multiple supply chains where each is critical to
the organization in regard to low likelihood situations. If separate assessments are conducted on each
supply chain the true magnitude of the likelihood of a disruption may not be readily apparent.

It is important that all aspects of the security assessment be documented including:

— personnel involved and their qualifications to conduct the assessment;

© IS0 2014 - All rights reserved
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— description of the methodology used including a definitions of any terms or numerical/alphabetical
characters used in the methodology to describe probability, likelihood, consequence, criticality, or
effectiveness;

— the threat scenarios that were used during the assessment;

— adescription of the scope of application;

— alistin

g of existing plans or procedures that were reviewed as part of the assessment;

— assumptions made (if any);

— suffici
assess

— aspect
— date tH

Neither IS(
personnel
ISO 28000

The person or team conducting the security assessment shall collectively have skills and knowle

which incly

— Riskagd

ent explanations, photographs, diagrams or other descriptors to justify the findings 'of]
ment;

5 of the supply chain that need addition security measures (countermeasures needed);
e assessment was completed.

28000 nor the main body of ISO 28004-1 specify in detail the qualificatiens required for
ronducting the assessment. However, based on the results expected\organizations adop
may wish to use the following general guidance in assembling their-assessment team.

Ide, but are not limited to, the following:

— Securi
systen

— An und
—  Knowl
— Underj

Supply cha
qualified p

Step 4 -1d

sessment techniques applicable to all aspects of the supply chain contained within the sd
ication.

s as appropriate.

[y measures related to consighment, conveyance, personnel, premises, and informa
s in that applicable portion of the supply chain.

lerstanding of security threats and mitigation methodologies.
bdge of applicable laws) regulations, and legal policies and the government agencies invol
tanding of 1SO,28000 and ISO 28004.

ins that aremore complex or span numerous operating environments will require n
pople to Conduct assessments than simpler supply chains.

entification of security threats (threat scenarios)

the

the
ting

dge

ope

tion

tion

red.

jore

YOOI

No securit}

team both develop a reasonable list of threat scenarios and document the ones they used during the
assessment. In developing a list of threat scenarios the assessment team may wish to obtain input from
numerous sources including; corporate records, knowledgeable people within the supply chain, industry
associations, insurance companies, and appropriate government authorities. Although not required by
ISO 28000, threat scenarios could include accidents and forces of nature. For illustrative purposes, the
following list of threat scenarios is provided.
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Table 1 — Threat scenarios

Threat scenarios Application

1) Intrude and/or take control of |Damage/destroy an asset (including conveyances).
an asset (including conveyances)

within the supply chain. Damage/destroy outside target using the asset or goods.

Cause civil or economic disturbance.

Take hostages/kill people.

2) Use the supply chain as a means |Moving illegal weapons/goods/currency in the supply chain
of smuggling

3) Information tampering Locally or remotely gaining access the supply chain’s informatign/docu-
mentation systems for the purpose of disrupting operations or facilitating
illegal activities.

4) (argo Integrity Tampering, sabotage and/or theft of the goods or conveyances ih the sup-
ply chain

5) Intimidation of employees to Criminal elements apply pressure to supply chain'employees to facilitate

permit illegal activities illegal activity in the supply chain.

Step 5 - Consequence

After the scope of application and the threat scenarios have{been developed and docurpented the
ass¢ssment team will need to document expected consequenees/of each threat scenario. Although there
are|many methods of defining or classifying consequence_the following method is fairly simple and
effective for many situations. (Note: other methodologies.may be used).

An ¢valuation of consequences should consider potential loss of life and economicloss. The comsequences
of epch security incident evaluated in the supply chain should be classified as high, medium, [or low (see
Table 2). Anumerical system may be used in the @ssessment process, as long as the numerical|results are
conyerted to a qualitative system.

Ratjonales for the classifications of consequences for each security incident should be documented.

Carg should be taken in establishing/values of “high”, “medium” and “low” consequences.|The use of
excessively low threshold valuestmay result in the requirement that countermeasures be considered for
mote security threat scenarigsythan are needed. However, using excessively high threshold yalues may
omit countermeasures for security threat scenarios involving consequences that the orgahization or
government under which it is operating cannot tolerate.

— |A “high” consequence classification may be considered as a consequence that would be urjacceptable
in all but low-likelihood situations.

— |A “medium” classification of consequence may be considered as a consequence that would be
unacceptable in a high likelihood situation.

— [A=flew” classification of consequence may be considered as a consequence that if normally

Aétantahla
T CCCPTaoTes

Acceptability should not be confused with desirability or approval. Rather, acceptability could be
considered as a judgment of the amount of possible damage that the organization or government under
which it is operating is willing to accept under certain conditions related to probability. An organization
or government may determine that the possibility of a certain level of damage may be undesirable yet
acceptable.

© IS0 2014 - All rights reserved 5
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Table 2 — Classification of consequence

Assign a
. Consequence
rating
Death and Injury - loss of life on a certain scale
and /or
Economic Impact - major damage to a asset and/or infrastructure preventing further opera-
High tions
and /or
Environmental Impact - complete destruction of multiple aspects of the eco-system over a lqrge
area
Death and Injury - for example loss of life
and /or
Medium Economic Impact - for example damage to asset and/or infrastructure requiring repairs
and /or
Environmental Impact - for example long term damage to a portion of'the eco-system
Death and Injury - injuries but no loss of life,
and /or
Low Economic Impact - minimal damage to a asset and/or infrastructure and systems,
and /or
Environmental Impact - some environmental damage
Step 6 - Rdview of existing conditions
After the donsequences are defined and documented the assessment team would normally condulct a
review of dll the supply chain operations, functions, processes (including information systems), plpns,
and measures in place within the scope of application. This review should be well documented in marnner
that would|allow permit a knowledgeable person, that was not involved in the review, to understand the
conclusion§ reached by the assessment team.
During thelassessment consider the following.
1) Access|control
— on|premises of the‘epganization in the supply chain, including the neighbourhood;
— on|the means.oftransportation (truck, rail, air, barge, ship, etc.);
— on|information;
— others.

2) Means of transportation (trucks, railway, barges, aircraft, ships, etc.), taking into account

no

rmal operation;

maintenance shops (e.g. yards);

changes due to e.g. break downs;

change of means;

conveyances while at rest;

using means of transport as a weapon;

other.
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3) Handling
— loading;
— manufacturing;
— storage (including intermediate storage);
— transfer;

— unloading;

— deconsolidation/consolidation;

— other.

4) |Transportation of goods by

— air;

— road;

— rail;

— inland waterway shipping;

— ocean shipping;

— other.

5) |Intrusion detection/prevention applied to shipments.
6) |During inspections, e.g. vehicle inspections:

7) |Employees

— level of competence, training and awareness;
— integrity;

— other.

8) |Use of business pattiters.

9) |Communicati¢n)internal/external:

— information exchange;

— emergency situations;

- other.

10) Handling or processing of information about cargo or transport routes
— data protection;
— data assurance;
— other.
11) External information
— legal;

— orders by authorities;

© ISO 2014 - All rights reserved 7
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— industry practices;
— accidents and incidents;
— first response capability and response times;

— other.

The use of checklists may be useful. The following performance review list shown in Table 3 may be
useful when conducting a security assessment for an organization in the supply chain. This list is not
all-inclusive, and can be tallored to reflect the risk assessment and busmess model of the organlzatlon

If the facto

should be hecked If the factor is not already 1mplemented or is partlally met the “No” block shquld

be checkeq
alternative
organizatign’s statement of coverage, Not Applicable (NA) should be noted

and, where applicable, an explanation added to the comment column describing" other
measures utilized, or that the risk is very low. If the factor is not applicable or is-outside|the

in the “Comments” blpck.

Items on the performance review list that cannot be performed due to applicable layws/regulations

should be tharked as prohibited in the comment column.

Table 3 — Performance review list

Factor

|Yes |No |Comment

172]

Management of Supply Chain Security

¢ Does the ¢rganization have a management system that addresses supply‘chain
security?

* Does the grganization have a person designated as responsible far;supply chain
security?

Security Plan

¢ Does the ¢rganization have (a) current security plan(s)?

e Does the ﬂan address the organization’s security.expectations of upstream and
downstream business partners?

e Does the grganization have a crisis management, business continuity, and secu-
rity recovery plan?

Asset Secufity

¢ Does the ¢rganization have in place measures that addresses
— the physical security of buildings,
— monit¢ring and contrelling of exterior and interior perimeters,

— application of access‘controls that prohibit unauthorized access to facilities,
conveyancgs, loading dpcks and cargo areas, and managerial control over the issu-
ance of idenjtification:(employee, visitor, vendor, etc.) and other access devices?

¢ Are therelopérational security technologies which significantly enhance asset
protection? For'example, intrusion detection, or recorded CCTV/DVS cameras that

cover areas of importance to the supply chain activity, with the recordings main-
tained for a long enough period of time to be of use in an incident investigation.

 Are there protocols in place to contact internal security personnel or external law
enforcement in case of security breach?

e Are procedures in place to restrict, detect, and report unauthorized access to all
cargo and conveyance storage areas?

e Are persons delivering or receiving cargo identified before cargo is received or
released?

Personnel Security

¢ Does the organization have procedures to evaluate the integrity of employees
prior to employment and periodically relative to their security duties?

© ISO 2014 - All rights reserved
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Table 3 (continued)

Factor Yes |[No |[Comments

e Does the organization conduct specific job appropriate training to assist employ-
ees in performing their security duties for example: maintaining cargo integrity,
recognizing potential internal threats to security and protecting access controls?

e Does the organization make employees aware of the procedures the company has
in place to report suspicious incidents?

* Does the access control system incorporate immediate removal of a terminated
employee’s company-issued identification and access to sensitive areas and infor-
mafion systems?

Information Security

e Ate procedures employed to ensure that all information used for cargo process-
ing|both electronic and manual, is legible, timely, accurate, and protected against
altdration, loss or introduction of erroneous data?

e Dpes an organization shipping or receiving cargo reconcile the cargo with the
appropriate shipping documentation?

e D¢es the organization ensure that cargo information received from busingss
parfners is reported accurately and in a timely manner?

e [s|relevant data protected through use of storage systems not contidgent on the
operation of the primary data handling system (is there a data back up process in
plage)?

e D¢ all users have a unique identifier (user ID) for their personal and sole use, to
enspre that their activities can be traced to them?

¢ [s|an effective password management system employedto authenticate users and
arefusers required to change their passwords at least@nnually?

e [s|there protection against unauthorized access-to'and misuse of information?

Gogds and Conveyance Security

e Ate procedures in place to restrict, detéct/and report unauthorized access to all
shipping, loading dock areas and closed gargo transport unit storage?

e Ate qualified persons designated'to supervise cargo operations?

¢ Ate procedures in place for notifying appropriate law enforcement in cases where
angmalies or illegal activitiessare detected or suspected by the organization?

e Ate procedures in plageto’ensure the integrity of the goods/cargo when the
goods/cargo are delivered to another organization (transportation provider, con-
solidation centre, intermodal facility, etc.) in the supply chain?

¢ Ate processesiinplace to track changes in threat levels along transport routes?

e Ate there se€curity rules, procedures or guidance provided to conveyance opera-
tors (for example, the avoidance of dangerous routes)?

ClopedCargo Transport Units

(WCO SAFE Frameworkl1l includes a “Seal Integrity Program” described in the Appendix to Annex 1
that sets out procedures regarding the affixing and verification of high security seals and /or other
tamper detection devices. Personnel filling in this form should review that section of the Framework) .

e Ifa closed cargo transport unit is used, are there documented procedures for
affixing and recording high security mechanical seals meeting ISO 17712[2] and/or
other tamper-detection devices by the party stuffing the cargo unit?

e [f a sealed closed cargo transport unit is used, are there documented procedures
in place to inspect seals for signs of tampering when the custody of conveyances
changes during the course of a shipment and to address detected discrepancies?

© ISO 2014 - All rights reserved 9


https://standardsiso.com/api/?name=87dc2c7bdd325f60c516659137002150

ISO 28004-3:2014(E)

Table 3 (continued)

Factor

Yes |No |[Comment

S

e [fa closed cargo transport unit is used, is it inspected for contamination by the
party stuffing immediately before stuffing?

If closed cargo transport units are used, are documented procedures in place for
inspecting them immediately before stuffing by the party stuffing them to verify
their physical integrity, to include the reliability of the unit locking mechanisms? A
seven-point inspection process is recommended:

— Front wall

— Leftsi
— Right 3
— Floor
— Ceiling
— Inside

— Outsid

e
ide

/Roof
outside closure

e/Undercarriage

Step 7 - Ev|

NOTE I
become a sd
assessing th
probability,

After or di
determinaf
team may ¥
and operaf
performan
security m
security m
The likelih|
medium arn

— Highl
securit
resultq

to the

resista

Medium likelihood)should be used when the security measures in place offer moderate resist3

Low likelihood should be used in cases where the security measures in place offer substar

aluation of likelihood

ikelihood is defined as the ease or difficulty with which a secupitjithreat scenario could progre
curity incident. It is not the probability that a security incidefit will occur. If the assessment tea
e threats posed by forces of nature or accidents the assessnient team could also include or substi
drawn from historical records, in assessing those threats;

iring the review of existing conditions the assessment team will be required to mal
vish to consider each location separately. Inimaking this determination the status of phys
ce review list) should be taken into accountin classifying potential security incidents. Phys
basures include people and procédures that impede or detect unauthorized access to a tar

ood of each security incident ‘occurring at a particular asset should be classified as h
d low.

jkelihood should be used when the security measures in place offer little resistance to
y incident occurring:.lf a numerical system is used in the assessment process, the numer
should be converted into this qualitative system.

security in€ident occurring.

nceto the security incident occurring.

sto
m is
tute

K€ a

ion of likelihood for each threat scenario. If multiple locations are involved the assessment

ical

ional security measures in the supply.-chain as documented (possibly using the seculrity

ical

easures include objects that impede or detect unauthorized access to a target. Operatignal

get.
igh,

the
ical

nce

itial

The rationalefor the classification of likelinood assignedto each security incidentshould be documented.

Step 8 - Threat scenario scoring

Drawing upon the list of threat scenarios, the consequences assigned to them and the likelihood of each
the assessment team should determine if additional measures are needed to manage the risk from any
of the threat scenarios. One method of making this determination is the use of a threat scoring chart,
Table 4 is an example of such a chart and could be used to determine when countermeasures should be

considered

10

for specific security incidents.
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Table 4 — Threat scoring chart

Likelihood classification
High Medium Low
Conse- High Countermeasures Countermeasures Consider*
quence Medium Countermeasures C_o untermeasure_ or Con- Document
classifica- sider as appropriate
tion Low Consider Document Document
Ideptifteation—e lihood and

confequences, as well as for those scoring at medium likelihood and high consequences.\@ther threat
scemarios need not include countermeasures, unless they are considered advisable by, thg evaluator.
The| person assessing the security should list each threat scenarios required tp ‘be congidered for
couptermeasures.

Step 9 - Development of countermeasures

If the development of a countermeasure is required or considered advisable by the evaluatpr both the
conpequences and/or likelihood of the security threat scenario shoidd be considered for mitigation.
Reducing the likelihood of the security threat scenario succeeding.or reducing the harm that can be
cauped by the security threat scenarios to a level in which additional countermeasures ar¢ no longer
reqpired is the objective.

Countermeasures may come under the following actions.
— [Treat: may be organizational and/or physical measures.
— |Transfer: transfer of the risk may be subcontracting, physical transfer to other locationf, time, etc.

— |Terminate: it is possible that due to thelevel of risk the organization decides not to c¢ntinue the
activities.

In certain circumstances an organization may have to tolerate (see below) a risk due to impracticality
of the countermeasures needed, lack of authority to impose the countermeasures needdd or other
insyrmountable factors.

Tolgrate the situation is such that no action can be taken by the organization. These activities and
evaluations should be dgcumented and under periodic review.

Step 10 - Implementation of countermeasures

New countermeasures represent a change to operational practices and need to be enacted in accordance
with the organization’s management system to ensure that adequate resources are available;|the impact
on ¢ther operations is managed and the change has the support of management.

Step A1 Evaluation of countermeasures

Using the methods specified in this part of ISO 28004, each countermeasure should be assessed for
effectiveness in lowering the likelihood or consequences (or a combination of them) until the security
risk no longer requires that additional countermeasures be considered. The countermeasure achieving
this is considered to be effective, and should be documented in the security assessment report.

Step 12 - Repetition of the process

After countermeasures have been developed and evaluated as effective continue the process for the
next security threat scenario until the scenario list is depleted.

Step 13 - Continuation of the process

The process of assessment is continual, security must be monitored continually to ensure security
measures are performing as intended and the assessment process should be performed as needed.
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