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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor;
different types of ISO documents should be noted. This document was drafted in accordance'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may.be the subjeq
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Introduction

This part of ISO 28004 is designed to provide guidance and amplifying information for medium and
small seaports desiring to adopt ISO 28000. The amplifying information is designed to enhance, but not
alter, the general guidance currently specified in ISO 28004. No alterations to ISO 28004, other than the
addition of supplements, will be undertaken.

Relationship with ISO relevant technical standards

There are several established and pending related ISO technical standards that when coupled with
thigpartof 1SO—28004, provide additional guidance and mstructions for the Seaport operators for
estgblishing their security management plans and evaluating the capability of those plany to protect
the fintegrity of the supply chain cargo while under their direct control. These international|standards:
[S0[20858, ISO 28001, ISO 28002, ISO 28003, including the ISO 28004 series ane, refereniced in this
parf of ISO 28004 and in order to provide specific guidance steps to operators. The'relevarice of these
intdrnational standards to ISO 28000 is presented in Table 1.

Table 1 — Relevant ISO technical standards

ISO technical stand- Technical description
ard
ISO 28004-1 Provides guidance to certifying bodies on assessing
conformance of an organization with the requirements of
ISO 28000
[SO 20858 Provides a professional interpretation of the IMO ISPS for

port facility secuxity and guidance for evaluating the port
security management plans and installed operational
procedures.

ISO 28001 Provides security requirements addresses the core secu-
rity requrirements of the World Customs Organization
(WEO) Authorized Economic Operator Program

IS0 28002 Provides guidance on establishing a policy to enhance the
resilience of an organization’s supply chain

ISO 28003 Provides guidance to certifying bodies on assessing
conformance of an organization with the requirements of
ISO 28000

© IS0 2014 - All rights reserved v
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Scope

5 part of ISO 28004 identifies supply chain risk and threat scenarios, ptocedures for
s/threat assessments, and evaluation criteria for measuring conformanc¢e and effective
imented security plans in accordance with ISO 28000 and the ISO28004 series impl
elines. An output of this effort will be a level of confidence rating system based on the qu
rity management plans and procedures implemented by the seaport to safeguard the s¢
ire continuity of operations of the supply chain cargo being processed by the seaport.
em will be used as a means of identifying a measurable level of confidence (on a scale of
seaport security operations are in conformance with ISQ 28000 for protecting the inte
ply chain.

Overview

Objective

objective ofthis partofISO 28004 is toprovide guidance to medium and small ports thatw
28000. This guidance provides a-self-evaluation criterion that could be used by these pd

conducting
ness of the
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in be used to determine the.capability of the seaport stakeholders’ security management plans for

guarding the integrity of supply chain in accordance with the security provisions and
Cified in ISO 28000 and-the ISO 28004 series. The goal is to develop a risk assessment
ng scale metric that.can be used to evaluate the capability of the port security managemsg
yide uninterrupted security protection and continuous operations for the supply chain ¢
bived, stored, and-transferred by the seaport. The use of these self-evaluation criteria wil
" to determiné-if the seaport has addressed each requirement of ISO 28000 in adequate d

Background

International Ship and Port Facility Security (ISPS) Code requires that each maritime {

guidelines
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ct control.

The port security plan should address those applications, security systems and operations measures
designed to protect the personnel, port facilities, ships at berth, cargo, and cargo transport units,
including rail and ground within the port facility physical boundaries from the risks of a security
incident (ISO 20858 provides clear guidance on meeting these requirements). ISO 28000 and the
ISO 28004 series have established guidelines for protecting the Global Supply Chain at a very high level,
but do not provide enough specific detail that would allow a consistent level of implementation to cover
all of the security provisions and applications for large, medium and smaller seaports that are integral
parts of the global supply chain security infrastructure. To ensure long term and consistent security
of the supply chain, there is a need for each of the stakeholders in this integrated global network to be
measured and held accountable for contributing to the safety and uninterrupted delivery of goods.

The Medium and Small seaports are an integral part of the supply chain delivery infrastructure
especially considering that these ports are typically the first entry points for a majority of the goods
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being shipped and distributed to local and international destinations. These smaller ports are the feeder
ports for goods being shipped to the larger mega ports for consolidating cargo for distribution to long
haul shipment to other mega ports and global destinations. Therefore, it is critical that these Medium and
Small sized seaports implement and maintain proven security provisions that can ensure the protection
and continued safe passage of goods being shipped through their port facilities.

While ISO 28000 and the ISO 28004 series provide general overviews of the expected requirements
to secure the supply chain, there are limited instructions, measurable requirements and acceptance
criteria that would allow an entity to create and implement a security management plan that would
ensure that the established standards in ISO 28000 were met. Therefore, this part of ISO 28004 is

designed t

provide the methods, procedures, guidelines and acceptance criteria that will be use

for

measuring

2.3 ISO

ISO 28000,
account: a)
each meml
therefore
procedure
related thy
control me
and contrd
operations
seaport sta

the level of conformance with ISO 28004 security provisions.

28000, 4.3.1 requirements for security risk assessment

4.3.3 states “When establishing and reviewing its objectives, an organizatign‘shall take
legal, statutory and other security regulatory requirements” The ISPS €ode as adopte
er state establishes such security risk assessment requirements. Clause-4.3.1 of ISO 28
requires, the seaport stakeholders and governing organization.establish and main
for the ongoing identification and assessment of security threats, security manage

hsures to safeguard the supply chain. The security threats and risk identification, assess
1 methods should, as a minimum, be appropriate to thé\nature and scale of the seaj
This assessment shall consider the likelihood of an evernit and all of its consequences to|
keholders, threats to continuity of operations, supply €hain security, and disaster recoy

m
eats and risks, and the identification and implementation of-the necessary managefen
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Specifically
a)

r, the risk assessment should address at a minimung;,the following:

Operat her

activit

ional threats and risks, including the contrdl of the security, human factors and o
es, which affect the organizations performatice, condition or safety.

b) Naturd
measu

1 environmental events (storms, floeds, high winds, etc.), which may render secufrity
res and equipment ineffective.

and
1ges

Factor
Service
affecti

) 5 outside of the organization’s control, such as failures in externally supplied equipment
s, changes in local and international security policies and regulations, and political char
hg seaport ownership andopéerations.
d) Stakeh
or owr

older threats and riskssiich as failure to meet regulatory requirements, financial constrai
ership changes that-affect port operations and supply chain security.

nts,

e) Design

systen

, installation, validation and maintenance of security equipment including installation of
s and trainihg-of staff to operate, repair and maintain.

lew

Failurd and

safegul

f)

of criticalinformation, data management and communication systems used to manage
ard the-supply chain.

The seapoit stakeholder organizations responsible for providing security protection for supply chain
goods shall ensure that the results of these assessments and the appropriate security controls are in
place to safeguard the integrity of the supply chain. The seaport Security Management Plan must provide
provisions and procedures for addressing the security system objectives, operational requirements,
risk assessment and mitigation, continuity of operations and disaster recovery steps. Specifically, the
plan should address the following:

The determination of requirements for the design, specification, installation, certification and
operation of security devices and systems;

Identification of security staffing resources, skill levels, and training needed to operate and maintain
security devices and systems (ISO 28000, 4.4.2);
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Identification of the organization’s overall threat and risk assessment and management framework
to mitigate identified risks.

Continuity of operation provisions and disaster recovery steps that will be implemented to restore
security systems for protecting the supply chain and restore the seaport to full operational status.

The organization shall document and keep the above information up to date and have personnel trained
in the understanding and application of the security and operational plans and procedures specified in
the plan. The organization’s methodology for threat and risk identification, assessment and mitigation
shall at a minimum do the following:

ted nature

Be clearly defined WIth TeSpect to ItS SCOPE, Stakenolder roles and responsibilities, expe
and timing of risks and threats to ensure it is proactive rather than reactive.

Identify and the monitor the collection of information sources to document existing and determine

future supply chain related security threats and risks.

Provide for the classification of threats and risks and the identification of mitigation steps for those
that must be either avoided, eliminated or controlled.

The
pro
ope

The
sho
imp
pro

Provide for the monitoring of actions to ensure effectiveness)and the timeline

seaport security management plan should be a planned ‘part of the continuous im
cedures for keeping the seaport personnel and systems{¢ufrent with identified threats
rational security needs required to safeguard the supply chain.

security threat identification, risk assessment and risk management processes and th
11d be the basis for developing and implementinga comprehensive supply chain security s
ortantthatthelinks between the security threatidentification, riskassessmentand riskm|
Cesses and the other elements of the security:management system are clearly established,

s of their

implementation (ISO 28000, 4.5.1) to ensure uninterrupted protection of the supply chalin.

provement
, risks and

Pir outputs
ystem. Itis
Anagement
rontinually

monitored and updated to reflect any changes in the threats and risks assessments to port
for safeguarding the supply chain.

operations

2.4| Risk assessment requirements

2.4{1 General

bols in the
the supply
de specific

Secpirity threat identification, risk assessment and risk mitigation processes are key t
management, control'and elimination of risks to the security and continuous operation of
chajn. The seaport-security management plan must address each of these areas and prov
rolgs and respongibilities for each stakeholder involved in safeguarding the supply chain.

2.42 Medium - small seaport risk assessment considerations

The what steps
are ransported
through the mid and small sized seaports. These seaports are usually the initial entry point for a large
segment of the goods being shipped to the larger and mega international seaports. Cargo entering
the ports from upstream locations via rail, truck and transport vessels that either transfer or collect
cargo stored at the port locations. Therefore the goal is to determine and assess the ability of the port
operations to safeguard the cargo and maintain the expected delivery pace of the products as goods
past through the seaport.

goaltof the document is to create a process for assessing the risk to the Supply Chain and

lanaiza oo

“““““ thn

o cn 0 o0 el chaoln ~onan ot o 4
11T }]16[\4\4 LU IIT Qu}]l_}l)’ clildiir vdarl SU Ubllls C

The inbound collection, processing, storage, loading/unloading of cargo and final outbound shipping
requirements and port operations plan and security plans that is designed to have a functional
Continuity of Operations Plan (COOP) designed around the identified and perceived risks associated
with the amount, flow and type of cargo being handled by the port. For each identified risk and/or threat
to the flow of goods through the port must have a plan in place to either avoid, prevent or minimize
the impact of the risks with work a rounds and formal disaster recover plans to provide COOP for the
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port and the flow of goods. These plans that are developed and maintained by the port operations

and

associated stakeholders will be evaluated and assigned a certification/level of confidence number that
can be used to measure the level of conformance with the ISO 28000 and the ISO 28004 series guidelines

for protection of the supply chain.

The major output of the document will be a set of guidelines to assess the conformance of the seaport

security management plans with the ISO 28004 series. The guidelines will cover the identificatio

n of

risks and threats to the seaport operations and the documented procedures and practices implemented
by the seaport stakeholders to prevent, detect, respond and restore the port to normal operational

status to safeguard and ensure the continuity of operations for the supply chain.

2.4.3 Intent

The intent

Small sized
ISO 28004

risk assesg
security ri
chain infrg
identify a
the possible impacts to port security operations; (b), evaluate the seappit mitigation processes

prevention|steps developed in response to those threats/risks; (c), and<{hen assess the capability of
seaport to mmaintain the integrity of the supply chain for goods being‘transported through its facili
The seapoit security management plan will then be evaluated to detérmine the capability of the seaj
to protect the supply chain against the identified threats and risks'to their operations.

s to create and document a set of procedures for measuring the capability of the Medium
seaports to comply with the supply chain security requirements specified in 1S0-28000
for the identified threats and risks to their seaport operations. Security threatidentificat
ment and risk management processes are key tools in the management.and reductio
bks to supply chain operations. Security threats and risks can vary greatly across the suj
structure from minor incidents to full-scale breaches in cargo security. The goal is to

2.4.4 The process

Security threat identification, risk assessment and risk management processes are key tools in
management of risk. Security threat identification, risk assessment and risk management proce
vary greatly across industries, ranging from simple assessments to complex quantitative analyses v
extensive documentation. Therefore, the seapotrt'Stakeholder organizations and agencies must main
a compreh¢nsive security management plan that addresses those threats and risks to their operati

The seaport stakeholder organizations.and agencies responsible for supply chain security, as we
port operaftions, are required to create and maintain a security management plan that identifies

credible th
procedure
on quality

identified f
would be u
minimum f{

The IS

Feats and risks to portand security operations and creates mitigation strategies and recoy

for safeguarding the.integrity of the supply chain. Each seaport operation will be evalu{
Aind capability of theit implemented security plan to fully protect the supply chain against
hreats and risksythat it either controls or has influence over. The performance indicators
sed to measure the capability of the seaport security protection provisions will include
he following to determine if:

D security policy and security objectives are being achieved.

and
and
ion,
n of
bply
(@),

characterize those threats and risks that are specific to the smaller seaports; deternmine

and

the
ries.
bort

the
bses
vith
tain
ns.

l as

all
rery
ited
the
rhat
at a

All 1de|

htified threats and risks to supply chain security are being controlled and/or mitigated

, as

appropriate and countermeasures have been implemented and are effective.

and recovery procedures needed to safeguard the supply chain.

Security personnel are knowledgeable and trained in the security protection, detection, mitigation

Incident recovery and continuity of operations plans (COOP) are well established with adequate

provisions for quickly restoring port security equipment and systems designed to protect the

supply

failure

chain.

s, including security incidents and near misses.

Continuous improvement processes are in place to learn from any security management system
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Regularity scheduled security training and exercises are being conducted to ensure that stakeholder
personnel are current and aware of their assigned roles and responsibilities for protecting and
responding to security incidents.

Performance measures for the management of threats and risks to the supply chain will consider the
probability of occurrence, vulnerability of the security systems, expected impact to port security
operations and recovery steps to ensure continuity of security protection. The performance assessment
measures will reflect the capability of the plan for eliminating or reducing to a practicable minimum
security risk, either by reducing the likelihood of occurrence or the potential severity of impacts from
security related incidents.

2.4)5 Expected inputs

For
are
in,

safe

the medium to small seaport operations, there are at least nine universal risk and thre
hs that have the potential for major disruptions to the supply chain for cargo.being t
brocessed, stored and transferred out by the seaport stakeholder organizations resp
guarding the integrity of the cargo while in port. These categories include.the following

ht category
ransferred
onsible for

Accidents that occur in the port facilities involving staff, equipmentycargo and fluid spilfs.
Criminal Activities such as theft, vandalism, and contra band smuggling.

Fire to building facilities, equipment, on board vessels and-§drrounding port areas.
Financial issues with port operations and transportation-stakeholders.

Labour unrest including labour strikes, staff shortages and skills trainings

Mechanical/Equipment breakdowns that put“~major support items (Cranes, comnjunications

equipment, cargo movement loaders) out of.,commission for extended periods of time.

Political unrest that includes government restrictions, new policies and regulations ]
port operations.

Terrorist activities that physicallyattack/damage port operations and/or disrupt the fl
due to the discovery of contraband that forces the port to close until contraband can 4
and the port cleared for reSume normal operations.

Weather related issues-such as natural environmental events (severe storms, wind,

hat impact

w of cargo
e removed

heat, cold,

ice, snow and floods)/that can disrupt operations and render security measures and |equipment

ineffective for several hours to several days/weeks.

Eac
the
seaj
bas

h of these niré.ateas represents a level of risk to continuous operations at the seaport thalt can affect
security of\the supply chain. Once the input parameters that describe the nature and levgl of risk to

port opéerations for each of these threat and risk areas are identified, then these inputs Ipecome the
s for'developing prevention and mitigations strategies to minimize their occurrence and formulate

2.4.6 Expected output

The purpose of this guideline is to establish principles by which the organization can determine whether
or not given security threat identification, risk assessment and risk management processes are suitable
and sufficient to safeguard the integrity of the supply chain. The certification process will allow seaport
operators and supply chain stakeholders to assess the probability that their goods and operations will
be secured and processed in a timely matter in accordance with the required security protection policies
and procedures and delivery schedules agreed to by the transportation stakeholders and their end user
recipient customers. The seaport security management plan documenting the implemented security
provisions will be evaluated and assigned of a level of confidence number indicating the assessed quality
and capability of the management plan to safeguard the integrity of the supply chain.
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2.4.7 Certification process

To ensure consistency and completion of a creditable evaluation process, the certification process
should be conducted by a qualified independent organization. The process itself will be comprised of a
list of evaluation points and criteria covering the supply chain security threats and risk areas identified
in the seaport security management plan. The goal is to have fully trained personnel and/or experienced
independent organizations with the required technical expertise, to assess and evaluate the established
security plans. ISO 20858 provides specific guidance for specifying the competence and technical
expertise required of personnel to conduct a marine port facility security assessment in accordance
with ISO 28000 requirements. In addition, ISO 20858 provides specific documentation guidance and
requirements for assessing and recarding the quality of the port security management plans Evaluation
and certifi¢ation by an 1ndependent quallfled third party is ‘envisioned to do the followmg

rds
hin.

Validate to the user community that the seaport meets the intended objectives and(stands
specified in ISO 28000 and the ISO 28004 series for safeguarding the integrity of the Supply chs

Establ
seapor]

sharepeatable process that can be used as a standardized basis for measuringand compa
t security plans to an industry standard.

ring

The evalud vith
bort
and
the
bing
the

tion will be based on their ability to meet the certification criteria in accordance ¥y
the identifjed risks; mitigation procedures; and, recovery plans associated\with the level of seaj
operations| traffic flow, cargo type, geographical location, and stakeholder security systems

operationall structure for securing the supply chain. An outcome of the/evaluation process will be
assignment of assessment quality number that identifies to what level'of confidence (1 to 5, with 5 b
the highest) that the seaport security management plan will be able to safeguard the supply against
identified risks and threats to seaport operations.

3 Supply chain seaport risk areas

3.1 General

Theninem
of the type
risks, and

normal op
flow of goo
seaport wi
and uninte

hiritimeseaportriskareasarediscussedinthefollowingparagraphs,includingtheidentifica
5 of related risk issues, their risk'assessment considerations, mitigation steps to minimize
Fecovery guidelines to restoring security protections systems and port operations to t
brating status. Depending-en‘the operational tempo, stakeholder organizational struct
ds through the seaport,geographical location, government and political considerations, ¢
[l have varying levelsaf threats and risks to their seaport operations in providing sec

F'rupted transportdtion services to the supply chain. Those that apply for each seaport shl:I)

tion
the
heir
ure,
ach

ity
uld

be address the

operationa

ed in their security management plan and updated if new threats, risks and/or changes in
[ status of the,seaport.

3.2 Accidents ~=Port operations

3.2.1 Nature of risk

Accidents can be purely random in nature and/or can be categorized as accidents waiting to happen that
could have been prevented with better management oversight, stafftraining and operational procedures.
The security of the supply chain will rely on the constant surveillance and protection of cargo while in
port by security personnel and security protection systems and equipment. Any accident that disrupts
the oversight and protection of cargo must be addressed with specific plans in place to minimize
occurrences, prevent where ever possible and execute recovery steps to restore the security coverage
to the supply chain. The heavy machinery, loading cranes, cargo movement vehicles, rail and truck off
loading devices all pose safety issues for seaport personnel operating those systems and overseeing the
security of the supply chain cargo while in port. Industrial accidents involving personnel, equipment,
cargo and/or fluid/chemical spills have the potential of comprising the integrity of the supply chain if
security provisions and seaport operations are disrupted for any sufficient amount of time.
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3.2.2 Risk assessment

The probability of occurrence and severity of the identified risks to operations will need to be assessed.
Depending on the nature of the accident, the probability of occurrence and expected impact on security
and continuity of operations will need to be determined. The assessment should address the specific
impacts to security (lost of key, monitoring and protection systems) and expected vulnerabilities if
there is break in security protection. All occurrences, even those that have limited impact on security
and port operations should be assessed. Each occurrence must be assessed to determine the level of
risk to the supply chain based on the capability of the seaport operators to quickly restore and verify
that security systems are operational and that the integrity of the supply chain was not comprised.
Any_incident assessed as high risk to the supply chain security operations must identify the specific
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3 Mitigation strategies

portoperatorsand stakeholders need toidentify the types ofacciderts thathave occurred
quantify their specific impacts to port operations. Industrial accidents involving staff,
ro and fluid/chemical spills can be quantified with historical' data showing the frequen
mpact to operations and what preventive steps have béen taken to minimize the req
rentive safety measures should be put in place that alert'and remind the staff of the safet
procedures for avoidance.

management plan should address the specific processes that will need to be implemented
restore the system to operational status after each occurrence. The mitigation plans s
icient detail to provide for specific steps-by the stakeholders to safeguard the supply
ore the seaport to its operational status’depending on the nature and expected impact
assessed risks.

4 Recovery guidelines

security management plan‘should provide specific steps that can be measured and 3
ermine the ability of the/seaport to safeguard the supply chain and resume normal
dents that affect key) security personnel and/or security equipment and operation

t have documented-recovery procedures that identify specific steps for replacing sed
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secyirity includingphysical protection, inspection and detection procedures, and use of secu
andlautomatedsystems. Accidents that shut down port operations need to address procedur
be followed\to’safeguard cargo that is in transit or stored at the port until normal port ope
resforeds

The quality of the recovery plan will be assessed in accordance with ISO 28000, evaluated oh its ability
to ensure continuity of supply chain security protection operations at the seaport, and assigned a
confidence number based on the assessment criteria.

3.3 Criminal activity risks

3.3.1 Nature of risk

Criminal activity at the seaport and activities associated with the shipping and arrival of goods being
shipped to the seaport or from cargo from upstream sources can bring an immediate halt to all traffic at
the seaport. Criminal activities may require the shutting down and or isolation of operational support
areas until they can be investigated by law enforcement agencies. In addition, theft of critical equipment
items and components may impact operations until replacement items are acquired and put in service.

© IS0 2014 - All rights reserved


https://standardsiso.com/api/?name=66f4db6aa9b2774962d5649641d7ec10

ISO 28004-2:2014(E)

Depending upon the nature and severity of the issue, delays could be measured in days if port operations
have to be truncated. If criminal activities involve port staff then special provisions will have to be
addressed by the port operator stakeholders to restore the integrity of the port operations and regain
any lost trust with the supply chain community.

3.3.2 Risk assessment

Criminal attractively by definition is covert and difficult to detect and takes on many forms from basic
theft of goods and services, smuggling of contra band (drugs, weapons, people, goods), to bribery and

fraud. All of these act1v1t1es are aimed at breachlng the securlty and mtegrlty of the supply cham Loss
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the
ned.
d. If
nel,
and
full

are
ous
htra

Each event has the potential for stopping the flow, of'cargo and the security managenpent

ons

sed
blan
lost

| by
loss
for
nal

bcal
tion

for seaport

operations. The management plan should address the specific processes and proced

Establishing plans for periodic “and random inspections of cargo along w1th automated scannmg and
detection equipment will help in the discovery of contraband cargo and deter future criminal activities.

Theft of goods entering and stored at the port can be minimized limiting access to the port and requiring
security checks, inspections and positive identification of all personnel and vehicles entering/existing
the port. The plan should address active and passive monitoring equipment (cameras, security guards,
access cards/readers) that can be used to secure the supply chain cargo on a 24/7 basis.

If criminal activities are determined to be from identifiable upstream sources, then additional security
inspections should be aimed at those sources and/or restrictions put on of cargo from those identified
shipping sources. Suspect shipping sources should require additional inspections and provisions made
with law enforcement agencies to assist in the identification, inspection, and seizure of contraband
cargo and those involved in the criminal activity.

8 © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=66f4db6aa9b2774962d5649641d7ec10

ISO 28004-2:2014(E)

To control and reduce the risk of seaport personnel involvement, the plan should have detailed hiring and
personnel review procedures for background checks, periodic reviews and ethics training for all staff.
The management should also have security procedures in place to limit access to seaport facilities using
security checkpoints requiring positive identification for all staff and visitors entering the facilities.

3.3.4 Recovery guidelines

The security management plan should provide specific steps that can be measured and assessed to
determine the ability of the seaport to safeguard the supply chain and resume normal operations. The
roles and responsibilities for each stakeholder should be clearly stated with specific response steps
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Fire risks

1 Nature of risk
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ems, major equipment, transportation equipment and stored cargo. In addition, fires abo

delivery of goods to the seaports The effect of a major fire at a seaport has the potential to
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management plan must address potential fire risk areas and have COOP and disaster recover
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cedures in place)in order to safeguard supply chain cargo while in port. Special emphas
b to ensure that none of the critical security systems have been compromised by any f
Uell as safeguarding the cargo from possible tampering by outside agencies responding t

prevéntion and mitigation strategies, including the fire fighting capabilities of the
nguish fires quickly, and the disaster recovery plans will determine the affect on seapd

y plans and
bis must be
re damage
b the fire.

seaport to
rt security

and

Targo nandiing capabilities of the portstakeholders: The SeaportSecurity Tanagement p

ans will be

evaluated to determine if the preventive measures, personnel training, and recovery steps are sufficient
and effectiveness in safeguarding the integrity of the supply chain for cargo under the seaport’s direct
control during a fire incident.

3.4.2 Risk assessment

The probability of occurrence and severity of the identified risks to operations will need to be assessed.
Depending on the nature of the fire and how much damage was done to the operational capabilities
of the seaport, the expected impact on continuity of operations will need to be determined. The
assessment should address the expected delay time and the required recovery procedures to return
port operations to their normal operational status. All fire incidents, even those that have limited
impact on port operations, should be assessed. If the incidents involve the rebuilding of facilities and/or
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replacement of critical security protection support equipment, then the assessment must include the
availability and procurement of the item, installation and testing, if required, to restore the systems
back to full operational status. The lost of computers and computer files that support the command,
control and communications between local, regional and international security agencies will have to be
specifically addressed and an assessment made on the impact and time involved to restore this data and
communications access.

The estimated amount of delay caused by each occurrence will need to be determined in terms of hours,
days and weeks. The expected incident delay will be a major factor for establishing the mitigation
strategies and recovery procedures that need to be addressed in the stakeholder’s port security
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3.5 Stak

eholder financial risks

3.5.1 Nature of risks

The financial well being of the stakeholders involved in seaport operations will have to be monitored and
evaluated based ontheirability to meettheir specificrolesand responsibilities for protecting the integrity
of the supply chain and supporting port operations. Financial stress to the port stakeholders has the
potential to impact a number of areas including having sufficient trained staff on hand, maintenance and
spare parts provisioning, and security oversight and protection. Budget constraints have the potential
to affect the quality and effectiveness of security provisions required to protect the supply chain, as well
as the necessary provisions to maintain the level of services needed to ensure uninterrupted continuous
operations of the supply chain. The seaport stakeholders must be able to protect the growing list of risks
and threats to the supply chain, which may require the acquisition of additional security equipment and
personnel to mitigate these threats and risks. In addition, unexpected costs because of random events
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such as accidents, fires, damaging storms, criminal, and terrorist activities may severely affect financial
ability of the stakeholders to support supply chain operations.

The financial impact of responding to new threats and risks as well as random events must be addressed
in the management plan. If potential deficiencies are identified that may impact the security protection
of the supply chain, then the plan must address what mitigation steps will be taken by the stakeholders
to alter port operations to protect the cargo under their direct control.

3.5.2 Risk assessment

The_seaport security management plan will need to have procedures for monitoring and evaluating
the[financial status of each stakeholder involved in the protection, processing and trdnsporting of
supply chain cargo entering and leaving the port. Their specific roles and responsibilities wil| have to be
evaluated to identify single points of failure that could affect security and the delivery of gaods if they
are|unable to provide the required services for safeguarding the integrity of the supply chajn and port
operations.

Any single point of failure will have to be determined and an assessment madé-to the expectedl impact on
secyirity and operations. Budget constrain will have to be analysed to detésmine their impacton current
and| future operations and what steps will need to be taken to maintain the required level |of security
and|operational readiness of the seaport. Special attention must be ‘paid to upstream operatjions where
fingncial issues may impact their ability to implement the proper’security provisions angl oversight
spefified in ISO 28000.

3.5/3 Mitigation strategies

The| security management plan must be able to evaldate and estimate where potential financial issues
will impact the operations at the seaport. For thosg critical single points of failure, alternatiyes must be
put|in place that ensures continuity of the required supply chain security and operational services. The
mit|gation strategy must include a sound financial planning and budget forecasting procesfs built into
the [plan with scheduled financial reviews*to’ensure that funds are in place to support the syipply chain
operational requirements. If deficits areidentified in critical support areas, then specific stgps must be
addfressed that produce acceptable work a rounds and/or reductions in non-critical services|that do not
comprise the integrity of the supply chain.

Upstream stakeholder financial*issues that affect the security of delivered goods to the spaport will
have to be addressed espécially if it will require additional resources to be assigned to protect the
intggrity of the cargo entering the port. If the cost of the added resources exceeds the expe¢ted return
on investment for handling the cargo, then the consideration may have to given to refusing the cargo
unt}l assurances aregiven that the cargo handling procedures are in conformance with ISO[28000 and
the [[SO 28004 sepies.

3.54 Recovery guidelines

The securlty management plan should prov1de spec1f1c steps that can be measured and 3ssessed to

& - perations. If
the port stakeholders are f1nanc1ally unable to adequately meet thelr supply cham support roles and
responsibilities, then the plan must address alternative steps to ensure the security and operational
status of the seaport. The plan should contain an audited operational budget that baselines the required
financial resources to meet the security and supply chain continuity of operations tempo to support the
expected flow of goods through the seaport.

The quality of the recovery plan will be assessed in accordance with ISO 28000, evaluated on its ability
to ensure continuity of supply chain security protection operations at the seaport, and assigned a
confidence number based on the assessment criteria.
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3.6 Labour related risks

3.6.1 Nature of risks

The security ofthe supply chainislargely dependant on the quality and quantity of the personnel assigned
to protect the cargo while in port. Security staff must be fully trained to provide the specific security
tasks in accordance with the roles and responsibilities assigned to them in the Supply Chain Security
Management Plan. Any risk that causes a shortage of assigned trained personnel to monitor, operate
and implement the seaport security procedures will put the supply chain at risk. Labour issues that
can affect the normal operations of the port need to be identified and procedures put in place to ensure
continuou T T ike,

work sloonwns), insufficient staff to support operations and/or poorly trained staff has the pptential
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key personnel for any reason (labour unrest, sickn€ss, resignation) will have to be identified
bency plans and procedures evaluated to deternine their ability to ensure continuity of port
y operations. The assessment should address;the expected delay time, the impact on seculrity
of the supply chain, and the required recovery procedures to return port operations to their
rational status.

3.6.3 Mitigation strategy
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smoothly, the port securitytand operational plans must have sufficient and trained s
normal and any contingency operations brought on by the lost of key personnel. Spetific
must be in place to ptoyide for training of current and any replacement staff to support
hges caused by labour issues that could disrupt the flow of traffic and comprise the secufrity
ly chain. The management plan should address training of key staff to cover multiple rples
sibilities in ordet’to have sufficient knowledgeable staff on hand to minimizing the impact
sues and the‘possible disruptions that can be caused by the lack of staff resources. The plan
back up planis-for critical positions that if shortages occur in those areas, the flow and security
ly chainwill not be jeopardized.

3.6.4 Rec¢overy guidelines

The security management plan should provide specific steps that can be measured and assessed to
determine the ability of the seaport to safeguard the supply chain and resume normal operations. Staff
shortages and/or poorly trained staff have the potential for jeopardizing the integrity of supply chain
operations. Therefore, the plan must have provisions for acquiring additional trained resources on
relatively short notice. The port stakeholders must be able to create a resource pool of trained and
qualified staff covering each of the key positions that could affect operations if left vacant. In addition,
the plan should address procedures for training and acquiring key replacement staff assigned to the
resource pool.

The quality of the recovery plan will be assessed in accordance with ISO 28000, evaluated on its ability
to ensure continuity of supply chain security protection operations at the seaport, and assigned a
confidence number based on the assessment criteria.
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3.7 Mechanical/equipment breakdown risks

3.7.1 Nature of risks

Mechanical breakdown of major equipment items can slow down and/or bring operations to halt. Failure
of port security and cargo protection systems will affect the integrity of the supply chain cargo. The
cargo security and the continuity of operations will be affected if critical equipment is out of service
for any extended period of time. Extended equipment and system failures could result in the reduction
and/or stoppage of the scheduled flow of goods through the port if back up systems cannot be brought

on line to support the normal flow of operations.
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11d be halted and additional physical security-§ystems implemented to safeguard the car
I security systems can be brought back online. The port security management plan mt
e contingencies and provides a reporting system that documents the break in protectio
bn to certify that no breeches in secupity occurred during this period.

3 Mitigation strategies

nsure continuous protection.of the supply chain cargo, plans should be in place to provide
sical manual security protéction until any affected automated protection systems are
rational status. If theequipment/systems are off line for any extended period, then the
7isions for shutting-down the movement of cargo until back up systems and operationa
lace to safeguardythe supply chain and validate that the cargo has not been compron
systems wereout of service. The mitigation strategies need to address preventive m
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equipment/systems failures on continuous operations. Equipment and systems reaching their expected
MTBF should be serviced or replaced to avoid unexpected breakdowns. The MTTR equipment repair
times will determine the expected down times and what recovery strategies need to be in place to
restore the systems to operational status. Matching maintenance schedules with scheduled down time
between cargo handling requirements will allow for limited disruptions of the flow of traffic within the
port.

3.7.4 Recovery guidelines

The security management plan should provide specific steps that can be measured and assessed to
determine the ability of the seaport to safeguard the supply chain and resume normal operations. If
the port security systems are offline and cannot ensure protection of the cargo, then plans must be in
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place to stop port operations until the system can be restored. Back up systems and equipment must
be readily available and staff trained to implement them once a system failure is determined. Where
those automated systems will require an extended time to repair affecting the continuity of operations,
manuals procedures and guidelines must be addressed by the security recovery plan to protect the
supply chain until all security systems are operational. For any replacement and/or repaired port
security systems, there must be an inspection and certification process that validates that replacement
systems are operating properly providing the required security protection services.

The quality of the recovery plan will be assessed in accordance with ISO 28000, evaluated on its ability
to ensure continuity of supply chain security protection operations at the seaport, and assigned a

confidence number based on the assessment criteria

3.8 Political and governmental risks

3.8.1 Nature of risks

Political issues, changes in local government leadership and policies can have @ydirect impact on
port operafions, stakeholders and how security provisions are implemented at.thé port. Governnent
regulation$ can affect how the ports will be governed, how the ports will operate and what agenkies
will be empowered to safeguard the supply chain. These changes could”affect or restrict port
ownership| require changes in customs and inspection procedures, and limit funding for port seculrity
and law erlforcement support. The port security management plan shéuld have designated roles fand
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ted protection of the supply ¢hain, must be addressed.
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d regulations that a@ffect stakeholders and agencies empowered to support port operat
t the supply chain; will have to be addressed and an assessment made to determine
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rs to implement the changes and minimize any risks associated with the change. Char
g thesupply chain protection requirements can severely affect how the supply ch
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ind‘can increase operational risks if the changes are not implemented properly. GovernnFent

gulations requiring additional security provisions can affect the continuity of operationsfand

the resources (staff, equipment, funding) needed to safeguard the supply chain. New regulations such
as increased scanning of cargo for contraband and weapons of mass destruction (WMD) may require
additional detection equipment, facilities and staff trained in the use and maintenance of the equipment.

Each identified change will require an assessment on the capabilities of the assigned stakeholders to
implement the change. Those changes determined to be mid to high risk, will require the port security
plan to address specific mitigation steps to minimize the risk associated with the required change.

3.8.3 Mitigation strategies

The management plan should address the specific processes that will be implemented if changes in
political and/or government policies and regulations affect the supply chain security protection
provisions. For governmental policies that create risks to port operations and/or supply chain security,

14 © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=66f4db6aa9b2774962d5649641d7ec10

ISO 28004-2:2014(E)

the management plan should address what steps the stakeholders will take to implement the changes and
minimized the risk to the system. Specific policies that change stakeholder roles and responsibilities will
have to be addressed in the management plan with contingency steps outlined to ensure uninterrupted
security protection for the supply chain.

Political/Policy changes that affect staffing either to replace or take on new responsibilities will have
a training element that must be addressed in the management plan. The risk to the system will be the
required leaning curve associated with any policy changes that affect the existing security provisions
implemented at the seaport. The introduction of new requirements must be tested, validated and
monitored to ensure that they are operating as required, do not add additional risk to the system, and
provide any added security as envisioned by the change

3.84 Recovery guidelines

The seaport security management plan must provide specific steps to implement any required
Governmental policy changes that affect seaport and supply chain security\Operations, Recovery
steps should include any changes in governance, staffing and/or implementation and operation of new
secyirity procedures, equipment and systems. The security management plan should provide specific
steps that can be measured and assessed to determine the ability of the §eaport to safeguard the supply
chajn and resume normal operations once any changes are implemented. For any new part security
protection policies and/or systems, there must be an inspection andcertification process that validates
thosge policies and systems are operating properly providing therequired security protectiop services.

The| quality of the recovery plan will be assessed in accordahce with ISO 28000, evaluated oh its ability
to ¢nsure continuity of supply chain security protection operations at the seaport, and jassigned a
confidence number based on the assessment criteria.

3.9| Terrorist risks

3.9/]1 Nature of risks

Tertorist attacks are a worldwide globalterrorist threat that materializes in many forms andno location
is ilmune from these attacks. The random nature of the attacks are difficult to anticipate and often very
diffjcult to detect. Terrorist activities are designed to disrupt and destroy operations, includiphg physical
danmpage to facilities, people and\now the threat of cyber attacks that can disrupt computer pperations,
communications and security-metworks. Damages to the port facilities could include equipmeént, loading
cranes, docking facilities;ncargo and ships entering the ports. A secondary threat is the djscovery of
danjgerous cargo containing weapons of mass destruction (WMD) and other bomb making materials
that would require the shutting down of the port until these materials can be safely remoyed. Either
instfance can severely affect port operations and could have a long term effect in future operations if
port facilities aré. damaged.

3.9)2 Risk assessment

Teryorist activities have the potential to shut down the port for indefinite periods and gdlisrupt the
integrity of the supply chain. Small and mid size seaports may have limited resources to detect and
protect port operations from targeted terrorist activities. The smaller feeder type ports are especially
vulnerable to problems with dangerous cargo that typically enters the supply chain at these feeder
ports from local ground and rail cargo traffic. While the probability of a targeted terrorist activity is
low at these smaller ports, any incident will have the potential of shutting down the port and creating a
sufficient lost of traffic through the port that may not return once the port operations are restored if the
user community views the port at a potential risk to future operations.

The protection of the supply chain and continuous operations of the port will be a function of the quality
and quantify of sufficient trained staff to monitor and detect possible threats to the supply chain and port
operations. The assessment should address the possibility of occurrence, provision in place to monitor
and detect possible terrorist threats, and specific roles and responsibilities that will be followed by each
stakeholder organization and agency once a threat is identified and/or detected at the seaport.
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Special consider must be given to the growing threat of cyber attacks to the data and communications
systems protecting the supply chain. Hacking of security systems that allow data and systems to be
compromised by assessing security protection plans, corrupting critical data files and/or falsifying
shipping data to hide dangerous cargo must have computer and network firewall detection systems in
place to detect and prevent these attacks. A detailed assessment of the quality and capability of installed
computer and network protection systems must be made to determine the vulnerability of the systems
to possible cyber attacks.

3.9.3 Mitigation strategy

tierstrategy-must-address—the-reedfor-detectionpretectionfor—eritieal-seaportfaeih
Ly systems, and planned prevention responses once any terrorist activities are discove
‘tion and prevention steps are the best safeguards against random and well-planhed
m. Terrorism is a global issue and port stakeholders will need to establish linksito glo
d local law enforcement and Intelligence agencies in order to get information and'intelligg
ny know terrorist activities that are focused in their areas.
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steps:
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shed links to intelligence and law enforcement agencies'that track terrorist activities.
Documented procedures on how to respond once a potential threat is identified.

Use of
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technology equipment and systems to monitor port facilities and detect possible terrgrist
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tion and cargo scanning equipment to, detect WMDs and dangerous materials hidden in c3
hipped through the port.
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ented procedures in place to handle the discovery of dangerous cargo for detaining, isola
sposing of cargo to quickly return the port to normal operations.
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Continuous training to improve staff awareness on observing and detecting potential terrdrist

threats$

D«

Port a tion

barrie

Ccess security procedures for positive identification of staff and visitors and protec
's against unauthorized car and truck traffic attempting to enter port facilities.

In addition|, the plat™must have a clear understanding of the roles and responsibilities for each of|the
stakeholdefrs in the'monitoring, detection, data sharing and responding to possible threats. There must
be provisignsA£of periodic training sessions to test the responsiveness of the systems stakeholders,
security ddtéction systems and recovery steps in response to an incident.

3.9.4 Recovery guidelines

Everything must be done to detect and prevent a terrorist attack. Recovery could be extensive if major
elements of the port are damaged. In addition, shippers will lose confidence in the port if the threat of
terrorist activity is high. Any actual incident, once the port is back to normal operational status, will
require an extensive amount of marketing to restore the level of confidence and integrity of the services
being offered by the port to safeguard the supply chain. The quality of the recovery plan will be assessed
in accordance with ISO 28000 and the ISO 28004 series, evaluated on its ability to ensure continuity of
operations at the seaport and assigned a confidence number based on the assessment criteria.
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The quality of the recovery plan will be assessed in accordance with ISO 28000, evaluated on its ability
to ensure continuity of supply chain security protection operations at the seaport, and assigned a

confidence number based on the assessment criteria.

3.10 Weather related risks

3.10.1 Nature of risks

Extreme weather conditions may affect the capability of the port operators to safely load and upload

ships, move cargo around the seaport and secure the cargo if security protection systems are

comprised

by the weather (Tost of power, Tow visibility, and blocked access to secured areas). Weather ]
for [seaport operations usually provide sufficient early warning that preventive steps\ca
to minimize the impact of major storms and/or inclement weather conditions that\will
opefations to a standstill. Based on geographical location and historical weather patterns, it
that over the course of the year, the seaport will experience some type of operational delays
rair}, snow, ice, high winds and in some cases floods. These conditions in addition to extrem
high temperatures will affect to some degree the flow of traffic at the seaport@s well as the a
seaport to secure cargo if security systems are put out of commission by-the'weather condit

The management plan must have well documented plans for dealing with extreme weather
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which can compromise the security of the cargo being handled by the port. Weather conditions that shut

down port operations and damage critical equipment, security{systems and facilities will
addressed using historical data on the probability of occurrehce and what steps have been t
past to restore the port to normal operational status.

3.10.2 Risk assessment
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3.10.3"Mitigation strategies
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The management plan should address the specific processes that will be implemented to prevent major
delays, protect the integrity of the supply chain, and restore the system as quickly as possible back to
operational status after each occurrence. Proper weather forecasting should provide sufficientadvanced
notice of the threat of severe weather conditions that could disrupt port operations. Therefore as part
of the management plan, there must be provisions for monitoring weather conditions and providing
alerts to the stakeholders when weather conditions have the potential for disrupting services. Using
historical weather data and impacts to port operations, the plan should address the expected delays
during certain period of the year that could be attributed to each weather condition and what seaport
operations and security procedures were implemented to minimize the impact to the supply chain.

For those conditions such as seasonal cold and ice that affect port operations and security systems,
the plan must address alternate provisions to ensure continuity of operations and protection of the
supply chain. Depending on the severity of the pending weather, predetermined plans, procedures and
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processes should be addressed in the management plan and staff trained on the necessary steps that
needed to be taken to safeguard the supply chain. The mitigation plans should be in sufficient detail
to describe the specific roles, responsibilities and procedures to be taken by the stakeholders for
implementing prevention procedures that will be followed in response to pending weather conditions.

3.10.4 Recovery guidelines

Weather conditions affecting the supply chain and port operations are fairly predictable and typically
provide enough advanced warning to take preventive measures to the protect the supply chain.
Historical data on severe weather conditions, preventlon steps and recovery procedures should be
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4 Seaport security plan evaluation criteria and rating proeess
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ion process and security assessment of the Port Security Plan is the basis for determi
e with the ISO International Standards and the.¢apability of the installed security syste

ing
to

effectively safeguard the integrity of the supply chain cargo. To ensure conformance with the ISO 28000
security requirements, the Medium and Small seaportistakeholder organization security manage
plans shoyld be periodically reviewed to determihe the plan’s capabilities and effectivenes
safeguardipg the supply chain against the identified threats and risks to their seaport operations.

periodic r

iew should examine the Port’s security preparedness procedures for detecting, protec

and responpding to incidents or emergency situations caused by security breaches and threats.

reviews cd
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nducted internally and by independent groups of trained security specialist, should
gainstaset of managementyoperational, risk mitigation and recovery performance indica

to establisl a level of confidence thatithe seaport security plans are sufficient to safeguard the integ
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ly chain for all cargo being handled by the seaport.

provides for speécific additional guidance and an established evaluation check list
the capability.and completeness of the Port Security Plan to address the threats and risk
y of the supply-chain. This document, when coupled with the appropriate clauses of ISO 20

bmented\plans are in conformance with ISO 28000 and ISO 28004 series requirements
p protect the supply chain cargo while under port control.
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set of comprehensive instructions and guidance that can be used to evaluate and deternpine

and

4.2 Sec

Fity plan evaluation process and procedures

The Medium and Small seaport stakeholders must develop and maintain a comprehensive security
management plan documenting their procedures for safeguarding the integrity of the supply chain. The
management plan will be audited and evaluated on a periodic basis to ensure that implemented security
procedures are sufficient to safeguard the supply chain against the identified threats and risks to the
seaport operations. The security protection plans will be evaluated against a set of performance metrics
to determine the completeness, quality, and effectiveness of the seaport stakeholder developed plan in
accordance with the requirements specified in ISO 28000. The evaluation will also include conformance
with WCO SAFE Framework of Standards, the United States’ Customs - Trade Partnership Against
Terrorism (C-TPAT), and the European Commission’s Authorized Economic Operator (AEO) Regulations.
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