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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further—-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all su¢h-patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as wellvas information about ISO's aglherence to
the World Trade Organization (WTO) principles in‘the Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

This[document was prepared by Technical Commiittee ISO/TC 292, Security and resilience.

This|second edition cancels and replaces théfirst edition (ISO 28000:2007), which has been technically
reviged, but maintains existing requirements to provide continuity for organizations using the previous
editipn. The main changes are as follows:

— 1ecommendations on principles have been added in Clause 4 to give better coordination with
1SO 31000;

— fecommendations havéybeen added in Clause 8 for better consistency with ISO 22301}, facilitating
integration including:

— security strategies, procedures, processes and treatments;

— security plans.

Any feedb@ack or questions on this document should be directed to the user’s national standprds body. A
com;rlete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Most organizations are experiencing an increasing uncertainty and volatility in the security
environment. As a consequence, they face security issues that impact on their objectives, which they
want to address systematically within their management system. A formal approach to security
management can contribute directly to the business capability and credibility of the organization.

This document specifies requirements for a security management system, including those aspects
critical to the security assurance of the supply chain. It requires the organization to:

— assess

dependé¢ncies and interdependencies);

1ding

— determjne if adequate security measures are in place to effectively manage security-related risks;

— manage compliance with statutory, regulatory and voluntary obligations to which-the organization

subscr

ibes;

— align sefcurity processes and controls, including the relevant upstream and downstream processes
rols of the supply chain to meet the organization’s objectives.

Security mgnagement is linked to many aspects of business managemént. They include all actiyities
controlled dr influenced by organizations, including but not limited td.those that impact on the supply
ivities, functions and operations should be considered that have an impact on the secpurity
management of the organization including (but not limited to) its.sitpply chain.

chain. All a

With regard to the supply chain, it has to be considered that supply chains are dynamic in nature.
Therefore, Jome organizations managing multiple supply:\cltains may look to their providers to

related sec
requiremen

This docum|

operating,

organizatio

rity standards as a condition of being included in that supply chain in order to
s for security management.

Table 1— Explanation of the PDCA model

meet
meet

ent applies the Plan-Do-Check-Act (RDCA) model to planning, establishing, implemerjting,
ronitoring, reviewing, maintaining’ and continually improving the effectiveness
's security management systemjsee Table 1 and Figure 1.

f an

(Implement find operate)

Plan Establish security policy, objectives, targets, controls, processes and

(Establish) procedures relevant to improving security in order to deliver results
that align with the organization’s overall policies and objectives.

Do Implement and operate the security policy, controls, processes and

procedures.

Check

(Monitor andl review)

Monitor and review performance against security policy and objectives

report the results to management for review, and determine and
authorize actions for remediation and improvement.

Py

Act

Maodntain o d oo £l Japibey o o gaaand oy

(Maintain and improve)

corrective action, based on the results of management review and
reappraising the scope of the security management system and
security policy and objectives.

Vi
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"

Clause 4: Clause 6:
Contex_t of_the Planning
organization

Act Plan Do

Clause 10:

Clause 9:
Performance
evaluation

_

Figure 1 — PDCA model applied to ‘(\g@security management system

14001, ISO 22301, ISO/IEC 27001, ISO 1, etc., thereby supporting consistent an
ementation and operation with relatsg anagement systems.

-

rified by an external or internal

O®‘

diting process.

lim\b\Jrl(‘);le‘rL;lae‘nﬂ Leadership| | Support I

ensures a degree of consistency wit};gogtw management system standards, such 4

rganizations that so wish, conf@clfy of the security management system to this do

s 1SO 9001,
] integrated

cument may
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Security and resilience — Security management systems —
Requirements

1 Scope

This document specifies requirements for a security management system, including aspects relevant to

the s
This
gove
mair
is no

This
inter
2

The
cons
undg

ISO 4

Fort
[SO 4
I
I

31

organization

pers
to ac

Note

Normative references

Terms and definitions

ppiy Cirait:

document is applicable to all types and sizes of organizations (e.g. commereidl
Fnment or other public agencies and non-profit organizations) which intend to establish|
tain and improve a security management system. It provides a holistic and common a
[ industry or sector specific.

document can be used throughout the life of the organization and ¢an be applied to
nal or external, at all levels.

following documents are referred to in the text in such'a way that some or all of t
[itutes requirements of this document. For dated reférences, only the edition cited
ted references, the latest edition of the referenceddocument (including any amendme

2300, Security and resilience — Vocabulary

he purposes of this document, the terms and definitions given in ISO 22300 and the foll

nd IEC maintain terminological'databases for use in standardization at the following z

SO Online browsing platform: available at https://www.iso.org/obp

EC Electropedia: available at https://www.electropedia.org/

bn or group\of people that has its own functions with responsibilities, authorities and 1
hieve its\objectives (3.7)

1 t6 entry: The concept of organization includes, butis notlimited to, sole-trader, company, corp

enterprises,
implement,
bproach and

any activity,

heir content
applies. For
hts) applies.

bwing apply.

ddresses:

elationships

oration, firm,

enter]

prise, authority, partnership, charity or institution, or part or combination thereof, whether

incorporated

or not, public or private.

Note 2 to entry: If the organization is part of a larger entity, the term “organization” refers only to the part of the
larger entity that is within the scope of the security management system (3.5).

3.2

interested party (preferred term)
stakeholder (admitted term)

person or organization (3.1) that can affect, be affected by, or perceive itself to be affected by a decision
or activity

© IS0 2022 - All rights reserved
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top management
person or group of people who directs and controls an organization (3.1) at the highest level

Note 1 to entry: Top management has the power to delegate authority and provide resources within the
organization.

Note 2 to entry: If the scope of the management system (3.4) covers only part of an organization, then top

management

3.4

refers to those who direct and control that part of the organization.

management system

set of interfrelated or interacting elements of an organization (3.1) to establish policies (3:6) and
objectives (3.7), as well as processes (3.9) to achieve those objectives

Note 1 to entfy: A management system can address a single discipline or several disciplines.

Note 2 to entfy: The management system elements include the organization’s structure, roles@nd responsibilities,
planning and|operation.

3.5

security management system

system of doordinated policies (3.6), processes (3.9) and practices through which an organization
manages its|security objectives (3.7)

3.6

policy

intentions apd direction of an organization (3.1) as formally expressed by its top management (3.3

3.7

objective

result to be pchieved

Note 1 to entfy: An objective can be strategic, tactical, or operational.

Note 2 to entyy: Objectives can relate to different disciplines (such as finance, health and safety, and environrhent).
They can be, for example, organization-wide. 0r specific to a project, product and process (3.9).

Note 3 to enfry: An objective can be expressed in other ways, e.g. as an intended result, as a purpose, ps an
operational driterion, as a security @bjective, or by the use of other words with similar meaning (e.g. aim, gaal, or
target).

Note 4 to entfy: In the context of security management systems (3.5), security objectives are set by the organigation
(3.1), consistent with the seCurity policy (3.6), to achieve specific results.

3.8

risk

effect of undertainty on objectives (3.7)

Note 1 to entry: An effect is a deviation from the expected. It can be positive, negative or both, and can address,
create or result in opportunities and threats.

Note 2 to entry: Objectives can have different aspects and categories, and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk sources, potential events, their consequences and their

likelihood.

3.9
process

set of interrelated or interacting activities that uses or transforms inputs to deliver a result

Note 1 to entry: Whether the result of a process is called an output, a product or a service depends on the context
of the reference.

© IS0 2022 - All rights reserved
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3.10
competence
ability to apply knowledge and skills to achieve intended results

3.11

documented information

information required to be controlled and maintained by an organization (3.1) and the medium on
which it is contained

Note 1 to entry: Documented information can be in any format and media, and from any source.

Note 2to entrv: Documented information can refer to:

— tthe management system (3.4), including related processes (3.9);

— information created in order for the organization to operate (documentation);
— ¢vidence of results achieved (records).

3.12
performance
meagurable result

Note|l to entry: Performance can relate either to quantitative or qualitative findings.

Note [2 to entry: Performance can relate to managing activitiesyprocesses (3.9), products, servicep, systems or
orgatizations (3.1).

3.13
contjnual improvement
recufring activity to enhance performance (3.12)

3.14
effegtiveness
extent to which planned activities are-realized and planned results are achieved

3.15
requirement
need|or expectation that is sfated, generally implied or obligatory

Note|l to entry: “Generally-implied” means that it is custom or common practice for the organizagion (3.1) and
inter¢sted parties (3.2) thatthe need or expectation under consideration is implied.

Note 2 to entry: A specified requirement is one that is stated, e.g. in documented information (3.11).

3.16
confprmity
fulfi]1ment of a requirement (3.15)

3.17
nonconformity
non-fulfilment of a requirement (3.15)

3.18
corrective action
action to eliminate the cause(s) of a nonconformity (3.17) and to prevent recurrence

©1S0 2022 - All rights reserved 3
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systematic and independent process (3.9) for obtaining evidence and evaluating it objectively to
determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party),

and it can be

a combined audit (combining two or more disciplines).

Note 2 to entry: An internal audit is conducted by the organization (3.1) itself, or by an external party on its

behalf.

Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

3.20
measuremg
process (3.9]

3.21
monitoring
determining

Note 1 to ent

4 Conte;

4.1 Unde
The organiz

that affect if
requiremen

4.2 Unde

bnt
to determine a value

 the status of a system, a process (3.9) or an activity

y: To determine the status, there can be a need to check, supervise orritically observe.

¢t of the organization

rstanding the organization and its context

ation shall determine external and internal«ssues that are relevant to its purpose
s ability to achieve the intended result(s) ofdts security management system includin|
s of its supply chain.

rstanding the needs and expectations of interested parties

4.2.1 Genleral

The organiz
the inte

the rele

which o

4.2.2 Leg

The organiz

ation shall determine:
rested parties that@rerelevant to the security management system;
vant requirements of these interested parties;

f these requirements will be addressed through the security management system.

hl, regulatory and other requirements

htion shall:

and
o the

a)

regulatory and other requirements related to its security;

b)

‘)
d)

nting and maintaining its security management system;

document this information and keep it up to date;

communicate this information to relevant interested parties as appropriate.

implement and maintain a process to identify, have access to and assess the applicable legal,

ensure that these applicable legal, regulatory and other requirements are taken into account in
impleme

© IS0 2022 - All rights reserved
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4.2.3 Principles

4.2.3.1 General

The purpose of security management within the organization is the creation and, in particular, the
protection of value.

The organization should apply the principles given in Figure 2 and described in 4.2.3.2 to 4.2.3.9.

Relationship

Leadership
management

Considering
human and
cultural
factors

Structured and '
comprehensive
process
Value creation approach
and
Dynamic and

continually Customized
improved

Integrated \ Inclusive
approach engagement
of people

Figure 2 — Principles

4232 Leadership-"

Leaders at all | \@SShould establish unity of purpose and direction. They should create conditions to
align the or ation's strategies, policies processes and resources to achieve its objectiyes. Clause 5
explgins the-requirements with regard to this principle.

4.2.3.3» Structured and comprehensive process approach based on best available infprmation

A structured and comprehensive approach to security management including the supply chain should
contribute to consistent and comparable results, which are achieved more effectively and efficiently
when activities are understood and managed as interrelated processes functioning as a coherent
system.

4.2.3.4 Customized

The security management system should be customized and proportionate to the organization’s
external and internal context and needs. It should be related to its objectives.

© IS0 2022 - All rights reserved 5
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4.2.3.5 Inclusive engagement of people

The organization should involve interested parties appropriately and in a timely manner. It should
consider their knowledge, views and perceptions appropriately to improve awareness of and facilitate
informed security management. The organization should ensure that everybody at all levels is
respected and involved.

4.2.3.6 Integrated approach

Security management is an integral part of all organizational activities. It should be integrated with all
other management systems of the organization.

The organizption’s risk management - whether formal, informal or intuitive - should be integrated into
the securitylmanagement system.

4.2.3.7 Dynamic and continually improved

The organization should have an ongoing focus on improvement through learning-and experienice to
maintain thg level of performance, to react to changes and to create new opportunities as the extgrnal
and internal context of the organization changes.

4.2.3.8 Considering human and cultural factors

Human behaviour and culture significantly influence all aspects ofisecurity management and should be
considered at each level and stage. Decisions should be based on‘thé analysis and evaluation of data and
information| to ensure they result in greater objectivity, confidence in decision-making and are more
likely to produce desired results. Individual perceptions should be considered.

4.2.3.9 Relationship management

For sustaing¢d success, the organization shouldsumanage its relationships with all relevant inter¢sted
parties as they might influence the performance-of the organization.

4.3 Determining the scope of the.security management system

The organization shall determine the/boundaries and applicability of the security management syjstem
to establishl|its scope.

When determining this scople;the organization shall consider:

— the extdrnal and internal issues referred to in 4.1;

— therequirementsteferred to in 4.2.

The scope shall be available as documented information.

Where an organization chooses to have any process that affects conformity with its security
management system externally provided, the organization shall ensure that such processes are
controlled. The necessary controls for and responsibilities of such externally provided processes shall
be identified within the security management system.

4.4 Security management system

The organization shall establish, implement, maintain and continually improve a security management
system, including the processes needed and their interactions, in accordance with the requirements of
this document.

6 © IS0 2022 - All rights reserved
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Leadership

5.1 Leadership and commitment

Top management shall demonstrate leadership and commitment with respect to the security
management system by:

NOTH Reference to “bugsiness” in this document can be interpreted broadly to mean those actiy
core fo the purposes of the:arganization’s existence.

5.2

5.2.1 Establishing the security policy

Top rlnanagement shall establish a security policy that:

a)
b)
‘)
d)
e)

ensuring that the security policy and security objectives are established and are com
the strategic direction of the organization;

ensuring that the requirements and expectations of the organization’s interested

patible with

parties are

nsure the integration of the security management system requirements into the of]

{entlhed and monitored, and appropriate timely action 1s taken to manage these exp
usiness processes;

eénsuring the integration of the security management system requirements(into the of
Ibusiness processes;

ensuring that the resources needed for the security management system are available;

¢ommunicating the importance of effective security managementand of conforming to
management system requirements;

ensuring that the security management system achievesdtsintended result(s);

eénsuring any security programmes generated frem other parts of the organization con
gecurity management system;

directing and supporting persons to contribute to the effectiveness of the security 1
system,;

promoting continual improvementofthe organization’s security management system;

fesponsibility.

Security pelicy

ensuring the viability of the security management objectives, targets and programmes;

ectations to
ganization’s

ganization’s

the security

plement the

nanagement

gupporting other relevant reles to demonstrate their leadership as it applies to thleir areas of

ities that are

is appropriate to the purpose of the organization;
provides a framework for setting security objectives;
includes a commitment to meet applicable requirements;

includes a commitment to continual improvement of the security management system;

considers the adverse impact that the security policy, objectives, targets, programmes, etc. can

have on other aspects of the organization.

© IS0 2022 - All rights reserved
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5.2.2 Security policy requirements

The security policy shall:

be consistent with other organizational policies;

be consistent with the organization’s overall security risk assessment;

provide for its review in case of the acquisition of, or a merger with, other organizations, or other

changes to the business scope of the organization which could affect the continuity or relevance of
the security management system;

describ

be avail

be avail

NOTE 01
would provig
can be confi
disseminatio

5.3 Roleg

Top manage
and commu

Top manage
a)
b)

ensuri

6 Planni

6.1 Actio

6.1.1 Gen

be comunicated within the organization;

nf
reporting on the performance of the secutity management system to top management.

ns to address risks.and opportunities

P and allocate primary accountability and responsibility for outcomes;

hble as documented information;

able to interested parties, as appropriate.

ganizations can choose to have a detailed security management policy-for internal use ¥
e sufficient information and direction to drive the security managemeiit system (parts of {
Hential) and have a summarized (non-confidential) version containing the broad objectivg
h to their interested parties.

, responsibilities and authorities

hicated within the organization.

ment shall assign the responsibility and authority for:

ng

eral

When plan
toin 4.1 and

— prevent
achieve

The organiz

ing for thesecurity management system, the organization shall consider the issues ref
the requirements referred to in 4.2 and determine the risks and opportunities that ne

that the security management system.conforms to the requirements of this document;

vhich
vhich
s for

ment shall ensure that the responsibilities and authorities for relevant roles are assigned

erred
ed to

, or reduce, undesired effects;
continual improvement.

ation shall plan:

a) actions to address these risks and opportunities;

b) how to:

— integrate and implement the actions into its security management system processes;

evaluate the effectiveness of these actions.

© IS0 2022 - All rights reserved
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The purpose of managing risks is the creation and protection of value. Managing risk shall be
integrated into the security management system. Risks related to the security of the organization and
its interested parties are addressed in 8.3.

6.1.2 Determining security-related risks and identifying opportunities

Determining security-related risks and identifying and exploiting opportunities requires a proactive
risk assessment which shall include consideration of, but not be limited to:

a) physical or functional failures and malicious or criminal acts;

envirommentalmmamand—cutturatfactors—and—other—mtermator—extermat—contexts, i i
b 11 d—ctrt Hf dotl i i s, includin
factors outside the organization’s control affecting the organization’s security;

c) the design, installation, maintenance and replacement of security equipment;
d) the organization’s information, data, knowledge and communication management;
e) information related to security threats and vulnerabilities;

f) the interdependencies between suppliers.

6.1.3 Addressing security-related risks and exploiting oppertunities
The ¢valuation of the identified security-related risk shall provide input to (but not be limited to):
a) the organization’s overall risk management;

b) fisk treatment;

c) gecurity management objectives;

d) gecurity management processes;

e) the design, specification and implementation of the security management system;
f) the identification of adequateresources including staffing;

g) the identification of trainihg needs and the required level of competence.
6.2 | Security objectives and planning to achieve them

6.2.1 Establishing security objectives
The ¢rganization shall establish security objectives at relevant functions and levels.

The gecurity objectives shall:

a) be consistent with the security policy;

b) be measurable (if practicable);

c) take into account applicable requirements;
d) be monitored;

e) becommunicated;

f) beupdated as appropriate;

g) be available as documented information.

©1S0 2022 - All rights reserved 9
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6.2.2 Determining security objectives

When plann

when it

ing how to achieve its security objectives, the organization shall determine:

what will be done;
what resources will be required;

who will be responsible;

will be completed;

how the
When estab
a) technol
b) viewso

The securif

improvement.

Tesutts wittbeevaluated:

ishing and reviewing its security objectives, an organization shall take into account
bgical, human, administrative and other options;

f and impacts on appropriate interested parties.

y objectives shall be consistent with the organization’s commitment to cont

6.3 Planning of changes

When the o1
those identi

The organiz

ganization determines the need for changes to the security management system, incly
fied in Clause 10, the changes shall be carried out in‘a’planned manner.

htion shall consider:

a) the purpose of the changes and their potential consequences;

b) the integrity of the security management syster;

c) the availability of resources;

d) the allogation or reallocation of respensibilities and authorities.
7 Support

7.1 Resources

The organi
implementa

7.2 Comyp

fion, maintenance and continual improvement of the security management system.

petence

inual

1ding

zation shallS determine and provide the resources needed for the establishment,

The organiz

ation shall:

security performance;

experience and are appropriately security cleared;

of the actions taken;

Appropriate documented information shall be available as evidence of competence.

NOTE

reassignment of currently employed persons; or the hiring or contracting of competent persons.

10

determine the necessary competence of person(s) doing work under its control that affects its

ensure that these persons are competent on the basis of appropriate education, training, or

where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness

Applicable actions can include, for example: the provision of training to, the mentoring of, or the
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Awareness

Persons doing work under the organization’s control shall be aware of:

7.4
The

the security policy;

their contribution to the effectiveness of the security management system, including th
improved security performance;

the implications of not conforming with the security management system requirement

e benefits of

S

their roles and responsibilities in achieving compliance with the security management policy and

rocedures and with the requirements of the security management system, including
reparedness and response requirements.

Communication

brganization shall determine the internal and external communications-relevant to

management system, including:

7.5

¢on what it will communicate;
when to communicate;

with whom to communicate;
lhow to communicate;

tthe sensitivity of information prior to dissemination.

Documented information

7.5.1 General

The

a)
b)

The

rganization’s security management system shall include:

ocumented information fequired by this document;

ocumented information determined by the organization as being necessary for the ¢
f the security management system.

locumented ififformation shall describe the responsibilities and authorities for achiev

management objectives and targets, including the means and timelines to achieve those ob
targets.

NOTH The extent of documented information for a security management system can dif
orgarrization to another due to:

I emergency

the security

ffectiveness

ing security
jectives and

fer from one

the size of organization and its type of activities, processes, products and services;
the complexity of processes and their interactions;

the competence of persons.

The organization shall determine the value of information, and establish the level of integrity required

and

the security controls to prevent unauthorized access.

7.5.2 Creating and updating documented information

When creating and updating documented information, the organization shall ensure appropriate:

identification and description (e.g. a title, date, author, or reference number);

© IS0 2022 - All rights reserved
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— format (e.g. language, software version, graphics) and media (e.g. paper, electronic);

— review and approval for suitability and adequacy.

7.5.3 Con

trol of documented information

Documented information required by the security management system and by this document shall be
controlled to ensure:

a) itisavailable and suitable for use, where and when it is needed;

b) itis ade lnnfn]y prnfnr‘fnd (n g from loss of r‘nnfidnnfin]ify’ improperuse,or lass nFinfngrify);

c) it is periodically reviewed and revised as necessary, and approved for adequacy by authorized
personiel;

d) obsolet¢ documents, data and information are promptly removed from all points ofissue and ppints
of use, dr otherwise assured against unintended use;

e) archival] documents, data and information retained for legal or knowledge preservation purposes
or both fare suitably identified.

For the control of documented information, the organization shall address the following activiti¢s, as

applicable:

— distribytion, access, retrieval and use;

— storageland preservation, including preservation of legibility;

— control pf changes (e.g. version control);

— retentign and disposition.

Documentedql information of external origin determined by the organization to be necessary for the

planning and operation of the security management system shall be identified, as appropriate| and

controlled.

NOTE Agcess can imply a decision regarding the permission to view the documented information orlly, or

the permissign and authority to view and change the documented information.

8 Operation

8.1 Operational planning and control

The organizationsshall plan, implement and control the processes needed to meet requirements, ahd to

implement theactions determined in Clause 6, by:

— establis

ing criteria for the processes;

— implementing control of the processes in accordance with the criteria.

Documented information shall be available to the extent necessary to have confidence that the
processes have been carried out as planned.

8.2

The organiz

a) complia
b) complia
12

Identification of processes and activities

ation shall identify those processes and activities that are necessary for achieving:
nce with its security policy;

nce with legal, statutory and regulatory security requirements;
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‘)
d)

e)

8.3
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its security management objectives;
the delivery of its security management system;

the required level of security of the supply chain.

Risk assessment and treatment

The organization shall implement and maintain a risk assessment and treatment process.

NOTE The process for risk assessment and treatment is addressed in ISO 31000.

The ¢rganization should:

a) identify its security-related risks, prioritizing them to the resources required-for
Inanagement;

b) analyse and evaluate the identified risks;

c) determine which risks require treatment;

d) gelect and implement options to address those risks;

e) prepare and implement risk treatment plans.

NOTH Risks in this subclause relate to the security of the organization and its interested part

opportunities related to the effectiveness of the management System are addressed in 6.1.

8.4
The

Controls

processes listed in 8.2 shall include contrels for human resource management, as

design, installation, operation, refurbishmentyand modification of security-related items o

instr
or ng
shall

arrapgements to be considered shall'include:

a)
b)
‘)
d)

f)
g)

fevised organizational strurcture, roles or responsibilities;
fraining, awareness-and human resource management;
fevised security~management policy, objectives, targets or programmes;

fevised processes and procedures;

the intF¥oduction of new infrastructure, security equipment or technology, which
hardware and/or software;

the requirements for security assurance of external suppliers.

its security

es. Risks and

well as the
f equipment,

umentation and information technolggy, as appropriate. Where existing arrangementg are revised
bw arrangements introduced that:ceuld have impact on security management, the ¢rganization
consider the associated security’related risks before their implementation. The new or revised

may include

The organization shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

The organization shall ensure that externally provided processes, products or services that are relevant
to the security management system are controlled.

© IS0 2022 - All rights reserved
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8.5 Security strategies, procedures, processes and treatments

8.5.1 Identification and selection of strategies and treatments

The organization should implement and maintain systematic processes for analysing vulnerabilities
and threats related to security. Based on this vulnerability and threat analysis and consequent risk
assessment, the organization should identify and select a security strategy which comprises one or
more procedures, processes and treatments.

Identification should be based on the extent to which strategies, procedures, processes and treatments:

a) maintaifthe organization s Security;

b) reduce the likelihood of security vulnerability;

c) reduce the likelihood of a threat being actualised;

d) shorten|the period of any security treatment deficiencies and limit their impacg;
e) provide|for the availability of adequate resources.

Selection shpuld be based on the extent to which strategies, processes and treatments:

meet th

E requirements to protect the organization’s security;

conside

' the amount and type of risk the organization may orhiay not take;

considef the associated costs and benefits.

8.5.2 Respurce requirements

ration shall determine the resource.requirements to implement the selected sec
processes and treatments.

The organij
procedures,

urity

8.5.3 Implementation of treatments

The organization shall implement and maintain selected security treatments.

8.6 Security plans

8.6.1 General

The organiz
strategies a
will enable

imminent sq

ation shallestablish and document security plans and procedures based on the selg
hd treatimients. The organization shall implement and maintain a response structurg
imely/and effective warning and communication of vulnerabilities related to security
cugity threats or ongoing security violations to relevant interested parties. The resp

pcted
that
r and
onse

structure sl
threat or an

att provide plamsand procedures to Mamnage the organizZation during air IMTient SEc
ongoing security violation.

8.6.2 Response structure

rity

The organization shall implement and maintain a structure, identifying a designated person or one or
more teams responsible for responding to vulnerabilities and threats related to security. The roles and
responsibilities for the designated person or each team and the relationship between the person or
teams shall be clearly identified, communicated and documented.

Collectively, the teams should be competent to:

a)

assess the nature and extent of a security threat and its potential impact;
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b)
‘)
d)
e)
f)

g)
h)

i)

For dach designated person or team there should be:

8.6.3 Warning and communication

The
a)

b)

)

Wheteapplicable, the following should also be considered and implemented:

ISO 28000:2022(E)

assess the impact against pre-defined thresholds that justify initiation of a formal resp
activate an appropriate security response;
plan actions that need to be undertaken;

establish priorities using life safety as the first priority;

onse;

monitor the effects of any variation in vulnerabilities related to security, changes to the intent and

capability of threat actors or security violations and the organization’s response;

activate the security treatments;

¢ommunicate with relevant interested parties, authorities and the media;

¢ontribute to a communication plan with communication management.

identified staff, including alternates with the necessary responsibility-authority and co
Ierform their designated role;

ocumented procedures to guide their actions including those for the activation
¢oordination and communication of the response.

prganization should document and maintain procedures for:

¢ommunicating internally and externally to reléevant interested parties, including what]
whom and how to communicate;

INOTE The organization can document'and maintain procedures for how, and under what ci
he organization communicates with employees and their emergency contacts.

national or regional risk adviSory system or equivalent;

¢nsuring the availability of the means of communication during a security violation, v
r threat;

facilitating structuréd communication with responders to security threats and/or viol

providing details of the organization’s media response following a security violation
¢ommunieations strategy;

fecording the details of the security violation, the actions taken and the decisions mad

mpetence to

, operation,

when, with

rcumstances,

feceiving, documenting and respending to communications from interested parties, including any

ulnerability

htions;

including a

— alerting interested parties potentially impacted by an actual or impending security violation;

— ensuringappropriate coordination and communication between multiple responding organizations.

The warning and communication procedures shall be exercised as part of the organization’s testing and
training programme.

8.6.4 Content of the security plans

The organization shall document and maintain security plans. Those plans should provide guidance
and information to assist teams to respond to a security vulnerability, threat and/or violation and to
assist the organization with the response and restoring its security.

© IS0 2022 - All rights reserved
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security plans should contain:

a) details of the actions that the teams will take to:

1) continue or restore the agreed security status;

2) monitor the impact of the actual or impending security threats, vulnerabilities or violation and
the organization’s response to it;

b) reference to the pre-defined threshold(s) and process for activating the response;

c) procedu

res to restore the security of the organization;

d) details ¢
impend

1) thefwelfare of individuals;
2) thelvalue of the assets, information and personnel potentially compromised;

3) thelprevention of (further) loss or unavailability of core activities.

Each plan sH

— its purpose, scope and objectives;
— theroleps and responsibilities of the team that will implement the plan;
— the actipns to implement the solutions;

— the infprmation needed to activate (including activation criteria), operate, coordinate
commuhicate the team’s actions;

— interna

— itsresoyirce requirements;

— itsrepofrting requirements;

— aprocej

Each plan sH

8.6.5 Recpvery

The organiz

temporary mmeasurestadopted before, during and after a security violation.

o manage the immediate consequences of a security vulnerability and threat or acty
ng security violation giving due regard to:

ould include:

and external interdependencies;

s for standing down.

ould be usable and’available at the time and place at which it is required.

ation shall*have documented processes to restore the organization’s security fromn

al or

and

any

9 Perfor

X .
mance-evattuation

9.1 Monitoring, measurement, analysis and evaluation

The organization shall determine:

— whatne

eds to be monitored and measured;

— the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid

results;

— when the monitoring and measuring shall be performed;

— when the results from monitoring and measurement shall be analysed and evaluated.

16
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