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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Internationg-Standards-are-draftedinracecordanece-with-theridesgiveninthe ISOHECDreetives;Part 2.
The main thsk of technical committees is to prepare International Standards. Draft Internatjonal
Standards gdopted by the technical committees are circulated to the member bodies for vqting.
Publication [as an International Standard requires approval by at least 75 % of the member bpdies
casting a voge.

Attention is|drawn to the possibility that some of the elements of this document-mady be the subjéct of
patent rightg. ISO shall not be held responsible for identifying any or all such patent rights.

[SO 27789 was prepared by Technical Committee ISO/TC 215, Health informatics.
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Introduction

0.1 General

Personal health information is regarded by many as among the most confidential of all types of personal
information and protecting its confidentiality is essential if the privacy of subjects of care is to be
maintained. In order to protect the consistency of health information, it is also important that its entire
life cycle be fully auditable. Health records should be created, processed and managed in ways that
guarantee the integrity and confidentiality of their contents and that support legitimate control by

subjects of care in how the records are created, used and maintained.
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[ in electronic health records requires physical and technical security elements alor]
rity elements. Among the most important of all security requirements to protect.per
mation and the integrity of records are those relating to audit and logging. These he
intability for subjects of care who entrust their information to electronic‘health r¢
ms. They also help to protect record integrity, as they provide a strong,incentive to u
ms to conform to organizational policies on the use of these systems.

tive audit and logging can help to uncover misuse of EHR systéms or EHR data a
hizations and subjects of care obtain redress against users abusing their access pr
ing to be effective, it is necessary that audit trails contain suffieient information to ad
ty of circumstances (see Annex A).

E logs are complementary to access controls. The auditlogs provide a means to assesg
organizational access policy and can contribute to improving and refining the policy
a policy has to anticipate the occurrence of unforeéseen or emergency cases, analysis
becomes the primary means of ensuring access control for those cases.

International Standard is strictly limited in“scope to logging of events. Changes to d
5 of an EHR are presumed to be recorded in the EHR database system itself and not
[t is presumed that the EHR system itself contains both the previous and updated val
This is consistent with contempaorary point-in-time database architectures.The audi
imed to contain no personal hedlth information other than identifiers and links to the

ronic health records on antindividual person may reside in many different informat]
n and across organizational or even jurisdictional boundaries. To keep track of all
ve records on a particular'subject of care, a common framework is a prerequisite. This |
lard provides suchrarMramework. To support audit trails across distinct domains it is

as access confrol rules and retention periods. Domain policies may be referenced i
ification of thie-audit log source.
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ensuring that information captured in an audit log is sufficient to clearly reconstruct a detailed

chronology of the events that have shaped the content of an electronic health record, and

even across organizational domains.

ensuring that an audit trail of actions relating to a subject of care’s record can be reliably followed,

This International Standard is intended for those responsible for overseeing health information security
or privacy and for healthcare organizations and other custodians of health information seeking guidance
on audit trails, together with their security advisors, consultants, auditors, vendors and third-party
service providers.

0.3 Comparision with related standards on electronic health record audit trails
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This International Standard conforms to the requirements of ISO 27799:2008, insofar as they relate to
auditing and audit trails.

Some readers may be familiar with Internet Engineering Task Force (IETF) Request for Comment
(RFC) 3881.[13] (Readers not already familiar with IETF RFC 3881 need not refer to that document, as
familiarity with it is not required to understand this International Standard.) Informational RFC 3881,
dated 2004-09 and no longer listed as active in the IETF database, was an early and useful attempt at
specifying the content of audit logs for healthcare. To the extent possible, this International Standard
builds upon, and is consistent with, the work begun in RFC 3881 with respect to access to the EHR.

0.4 A note on terminology

Several closply related terms are defined in Clause 3. An audit log is a chronological sequence ©f,audit
records; each audit record contains evidence of directly pertaining to and resulting from the executiopn of a
process or system function. As EHR systems can be complex aggregations of systems and databases, there
may be morg than one audit log containing information on system events that have altered a subj¢ct of
care’s EHR. Although the terms audit trail and audit log are often used interchangeably, in'this International
Standard the term audit trail refers to the collection of all audit records from one or‘more audit logg that
refer to a specific subject of care or specific electronic health record or specifiC user. An audit system
provides all the information processing functions necessary to maintain one ormore audit logs.
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Health informatics — Audit trails for electronic health
records

1 Scope

This International Standard specifies a common framework for audit trails for electronic health records
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Normative references

x A gives examples of audit scenarios, Annex B gives an overview of audit log services,

'ollowing referenced documents are indispensable for the application of this docume
ences, only the edition(cited applies. For undated references, the latest edition of the

601:2004, Datalelements and interchange formats — Information interchange — Repr
and times

7799:20085 Health informatics — Information security management in health using ISO,
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For the purposes of this document, the following terms and definitions apply.

3.1

access control
means to ensure that access to assets is authorized and restricted based on business and security
requirements

[ISO/IEC 27000:2012, definition 2.1]

3.2

access policy
definition of the obligations for authorizing access to a resource
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3.3

accountability

principle that individuals, organizations and the community are responsible for their actions and may
be required to explain them to others

[ISO 15489-1:2001, definition 3.2]

3.4

audit
systematic and independent examination of accesses, additions or alterations to electronic health
records to determine whether the activities were conducted, and the data were collected, used, retained
OrdiSC]OSQd “""; "';;"Gi'i staneaar SHeratH e Procetttes tottetes—soe ~Hirteatote
and applicalbple regulatory requirement(s)

a OT6a S—TO0O1g atrtratraop a P10 Cro 5 PO 5 2000 a :tlce,

3.5
audit archiye
archival collection of one or more audit logs

3.6
audit data
data obtaing¢d from one or more audit records

3.7
audit log
chronologichl sequence of audit records, each of which contains data about a specific event

3.8
audit record
record of a gingle specific event in the life cycle of an electtonic health record

39
audit system
information|processing system that maintains @ne or more audit logs

3.10

audit trail
collection of audit records from one or more audit logs relating to a specific subject of care or a specific
electronic health record

3.11
authentication
provision oflassurance thiat\a claimed characteristic of an entity is correct

[1SO/IEC 27p00:2012; definition 2.8]

3.12

authorization
granting of pLI—FﬁTfhﬁ—l_ﬁﬁf_ﬁrm €ges, which inctudes the granting of privileges to access data and functions

Note 1 to entry: Derived from ISO 7498-2: the granting of rights, which includes the granting of access based on
access rights.

3.13
authority
entity responsible for issuing certificates

3.14
availability
property of being accessible and useable upon demand by an authorized entity

[1SO/IEC 27000:2012, definition 2.10]
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confidentiality
property thatinformationis notmade available or disclosed to unauthorized individuals, entities or processes

[ISO/IEC 27000:2012, definition 2.13]

3.16

Coordinated Universal Time

UTC

time scale which forms the basis of a coordinated radio dissemination of standard frequencies and time
signals; it corresponds exactly in rate with international atomic time, but differs from it by an integral

£ A |
PLT Ul STLUITUS

num
[IEC

3.17
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prop
[1SO

3.18
elect
EHR

comprehensive, structured set of clinical, demographic, environmental, social and finar

elect
[AST]

3.19
EHR
part

3.20
iden
perfq

[1SO

3.21
iden
piecd
auth

3.22
infol

£0050-713:1998]

integrity
erty that data have not been altered or destroyed in an unauthorized manner

7498-2:1989, definition 3.3.21]

ronic health record

ronic form, documenting the health care given to a single individual

M E1769:1995]

segment
of an EHR that constitutes a distinct reseurce for the access policy

fification
rmance of tests to enable a data processing system to recognize entities

IEC 2382-8:1998, definjtion 08.04.12 (as identitiy authentication, identity validation)]

Lifier
of informatien)used to claim an identity, before a potential corroboration by a co
bnticator

'mation security

pres

epvation of confidentiality, integrity and availability of information

cial data in

rresponding

[1SO/IEC 27000:2012, definition 2.30]

3.23

integrity

prop

erty of protecting the accuracy and completeness of assets

[ISO/IEC 27000:2012, definition 2.36]
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object identifier

oID

globally unique identifier for an information object

Note 1 to entry: The object identifiers used in this International Standard refer to code systems. These code
systems may be defined in a standard or locally defined per implementation. The object identifier is specified
using the Abstract Syntax Notation One (ASN.1) defined in ISO/IEC 8824-1 and ISO/IEC 8824-2.

3.25
policy

tion

setoflegal,p
[ISO/TS 224

3.26
privilege
capacity ass

3.27
records ma
field of ma
maintenanc
of and infor

[ISO 15489

3.28
role
set of compg

3.29
sensitivity
measure of t

3.30

security palicy

plan or cour
[ISO/IEC 23

3.31
subject of ¢
person sche

[ISO 18308:

f\lih'r‘:\l) nrcmni7:\h'nnq|’anr‘finna] andtechnical nhligqh’nncFnrr‘nmmnnir‘:uh'nn and cooper
(=]

00]

igned to an entity by an authority

nagement

hagement responsible for the efficient and systematic control* of the creation, re
b, use and disposition of records, including processes for captiiring and maintaining evid
mation about business activities and transactions in the form of records

1, definition 3.16]

tences and/or performances associated witha task

he potential or perceived potentialtocreate harm to a data subject, or to be abused, or mig

se of action adopted fonproviding computer security

B2-8:1998, definition,08.01.06]

are
duled to regeive, receiving or having received a health service

D011 definition 3.47]

3.32
user

Ceipt,
ence

used

person, device or program that uses an EHR system for data processing or health information exchange

4 Symbols and abbreviated terms

EHR
HL7
OID

UTC

Electronic Health Record
Health Level Seven International
Object Identifier

Coordinated Universal Time
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5 Requirements and uses of audit data
5.1 Ethical and formal requirements

5.1.1 General

Healthcare providers have their professional ethical responsibilities to meet. Among these are protecting
the privacy of subjects of care and documenting the findings and activities of care. Restricting access to
health records and ensuring their appropriate use are both essential requirements in health care and in
many jurisdictions these requirements are set down in law.

Secufe audit trails of access to electronic health records may support compliance wjthyprofessional
ethids, organizational policies and legislation, but they are not sufficient in themselvgs to assess
completeness of an electronic health record.

5.1.21 Access policy

An organization responsible for maintaining an audit log shall identify_the access policy governing all
accegses logged.

The @ccess policy shall be in accordance with 1SO 27799:2008, 7.8.1.2, Access control policy.
NOTE1  The access policy is presumed to define an EHR segmentstructure.
NOTH 2 Inthe audit record the access policy is identified by<the audit log source.

Guidpnce on specifying and implementing access policies can be found in ISO/TS 226(Q0.[6] A field
“Participant object Permission PolicySet” is defined\in 7.6.6 to support referencing the actugl policies in
the audit record.

5.1.3 Unambiguous identification of information system users

The qudit trails shall provide sufficient data to unambiguously identify all authorized healthfinformation
systdm users. Users of the information system can be persons, but also other entities.

The qudit trails shall providesufficient data to determine which authorized users and external systems
have|accessed or been sent headlth record data from the system.

5.1.4 Userroles

The pudit trail _shall show the role of the user, while performing the recorded action pn personal
health information.

Inforimati@n-systems processing personal health information should support role-based adcess control
capaple of mapping each user to one or more roles, and each role to one or more system flunctions, as

Functional and structural roles are documented in ISO/TS 21298.[4] Additional guidance on privilege
management in health is given by ISO/TS 22600, (all parts).[6]

5.1.5 Secure audit records

Secure audit records shall be created each time personal health information is accessed, created,
updated or archived, in accordance with [SO 27799:2008, 7.7.10.2, Audit logging. The audit records shall
be maintained by secure records management.

© IS0 2013 - All rights reserved 5
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5.2 Uses
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of audit data

5.2.1 Governance and supervision

The audit trails shall provide data to enable responsible authorities to assess compliance with the
organization’s policy and to evaluate its effectiveness.

This implies

evaluatj

detecting unauthorized access to health records,

— detectiy

and support

docums

evaluat
NOTE Fy
contained in
rooms. See A]

The audit tr
records of s

The audit tr
records of s

5.2.2 Sub
The audit tr
assessil]
assessil]

determi

RE-CHerEeRET-aEEess;

)¢ abuse of privileges,

for:

nting access across domains, and

on of access policies.

1l assessment of compliance with the organization’s policy can requirefadditional data which a

the audit record, such as user information, permission tables or regords on physical entry to se
hnex B for audit log services.

Ibjects of care, by a specified user.

Ibects of care, that are marked to be at elevatéd risk of privacy breaches.

ects of care exercising their rights
hils shall provide sufficient data tg-subjects of care to enable:
ig which authorized user(s) have accessed his/her health record and when,

1g accountability for the content of the record,

of the s@ibject of care’s datayand

determi
the iden

5.2.3 Hea

The audit tr{

tification of-the user, time of access and location where accessed from.

[thcare provider’s ethical or legal proof of action

hilsshall provide data to provide to care providers documented evidence of whatinform

hils shall provide sufficient data to determine all access\within a defined time period t

hils shall provide sufficient data to determine allaccess within a defined time period t

nation of complianc€ with the subject of care’s consent directives on access to or disclg

nation of emergency access (if any) granted by a user to the subject of care’s record, incly

e not
rured

o the

o the

sure

1ding

htion

was viewed and which actions were taken (create, look-up, read, correct, update, extract, output, archive,

etc) in relat

ion to the information when and by whom.

Retention of the audit records should be aligned with the legal terms of accountability within the

jurisdiction.

Refer to HL7 EHR Records Management and Evidentiary Support (RM-ES).
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6 Trigger events

6.1 General

The audit events (trigger events) that cause the audit system to generate audit records are defined
according to each health information system’s scale, purpose, and the contents of privacy and security
policies. The scope of this International Standard being limited to access to personal health information,
only trigger events relating to accesss are specified here.

Inorderto generate the auditrecords which satisfy therequirementderived from Clause 5 (Requirements

and uses of audit data), i.e. “when”, “who”, “whose”, the following two events are mandatory:

a) Access events to personal health information,

b) Query events about personal health information.

Examples of out-of-scope events are:

— gtart-and-stop events of the application program;

juthentication events involving authentication of users;

— input and output events from/to the external environment;

dccess events to information other than personal health information;

— decurity alert events related to the application programs;

— access events to the audit log preserved in the application programs;

— ¢vents generated by the operating system, middleware and so on;

access events generated by using systenrutilities;

— hysical connection/disconnection‘events of equipments to the network;
— gtart/stop events of the protection systems such as anti-virus protection systems;

— goftware update events inyolving software modification or patch programs.
6.2 | Details of the event types and their contents

6.2.1 Access evénts to the personal health information

In thys International Standard, the access to the personal health information is regarded as the audit event.
Here|“Aceess” means the creation, reading, update, deletion of data. The contents of the audif log provide

” o«

the information about the access “when”, “who” and “access to whose” data to be protected. Jee Table 1.

Table 1 — Access events

Event Contents

When,
Who,
Access to whose

Access events to the personal health
information

6.2.2 Query events to the personal health information

Querying an EHR database in order to obtain personal health information is regarded as an auditable
event. The query event is the query action itself, the reference to the personal health information

© IS0 2013 - All rights reserved 7
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resulting from the query is regarded as the access event. The contents of the audit record provide the

» o«

information about the query “when”, “who” and “what condition for querying”. See Table 2.

Table 2 — Query events

Event Contents
When,
Query events to the personal Who,

health information

What condition for querying

7 Audit record details

7.1 The general record format

Table 3 describes the general format of the audit records. Regarding to the record contents of each event,
see Clause 8| The record format is defined after RFC 3881[13] and DICOM,[11] with adéition of the optjonal
fields PurpgseOfUse and ParticipantObjectPolicySet.

Table 3 — General format of the audit records

Type Field name Option Description Additional ipfo.
Eventrelated |EventID M ID for the audited event
() EventActionCode M Type of action performed during

the audited event

Date/time of the audited event Refer to 7.2

=

EventDateTime

pecurrence
EventOutcomelndicator U Success or failure of the event
EventTypeCode 9] The category of the event
User relatedl |UserID M ID for the person or process
(1-2) AlternateUserID §) Alternative ID for user or process
UserName §) Name of user or process

UserlsRequestor U Indicator that the user is or is not
d the requestor Refer to 7.3

Specification of the role the user

RolelDCode u plays when performing the event
PurposeOftige U Code for the purpose of use of the
data accessed
NetworkAccessPointTypeCode §) Type of network access point
Refer to 7.4
NetworkAccessPointID U ID for network access point
Audit system “/AuditEnterpriseSite]D U Site ID of audit enterprise
related AuditSourcelD M Unique ID of audit source Refer to 7.5
1 AuditSourceTypeCode U Type code of audit source

8 © IS0 2013 - All rights reserved
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Table 3 (continued)

Type Field name Option Description Additional info.
Participant - . Code for the participant object
object related ParticipantObjectTypeCode M type
(0..N) ParticipantObjectTypeCodeRole M Object type code of role
- . . Identifier for the data life-cycle
ParticipantObjectDataLifeCycle U stage for the participant object
ParticipantObjectIDTypeCode M Type code of Participant Object ID
ParticipantObjectPolicySet U Permi:ss'ion"PiolicySet for Partici-
pPAaIItupDjcCLIl
. ) - Sensitivity defined by the policy ~|Referfo 7.6
ParticipantObjectSensitivity U for ParticipantObjectID
ParticipantObjectiD M Iden_tlfles a spe_:c1f1c instance ofthe
participant object
ParticipantObjectName U Object name of participant,'such
as a person’s name
- . Contents of query, fet)the partici-
ParticipantObjectQuery M/U pant object
ParticipantObjectDetail U Detail of pafticipant object
Multjplicity: Optionality:
(@] M Mandatory
(0..1) 0 or 1 exists, MC Conditional Mandatory
(1..2) 1 or 2 exist(s) u Optional
(0..N] 0 to N exist(s) M/U Mandatory or Optional related to events
7.2 | Trigger event identification
7.2.1 EventID
Desdription: Unique identifier«or a specific audited event, e.g. a menu item, program, |rule, policy,
function code, application name or URL. It identifies the performed function.
Optipnality: Mandatory
Format/Values: Coded value, either defined by the system implementers or as a reference tp a standard
vocapulary. The “egde” attribute shall be unambiguous and unique, at least within Audit Squrce ID (see
7.5). Examples of.Event IDs are program name, method name or function name.
NOTH The:coding is modelled after IHE ITI TF-1 and TF-2[12] and ISO 12052,[1] DICOM supplemegnt 95[11],

n RFC 3881

For implementation-defined coded values or references to standards, the XML schema i
defit&—&m&t—ﬁﬂ—aﬂ-ﬁbﬁes—as—shewn—iﬂab\e{—

Table 4 — Event ID reference attributes

Attribute Value
CodeSystem OID reference
CodeSystemName Name of the coding system; strongly recommended to be valued for locally-defined
code-sets.
CodeValue The specific code within the coding system
DisplayName The value to be used in displays and reports
OriginalText Input value that was translated to the code
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To support the requirement for unambiguous event identification, multiple values may not be specified.

Rationale: This identifies the audited function. For “Execute” Event Action Code audit records, this
identifies the application function performed.

At least one

of CodeSystem (OID) or CodeSystemName is mandatory.

7.2.2 Event action code

Description: Indicator for type of action performed in the audit event.

Optionality

- Mand nfnry

Format/Va

ues: Enumeration as shown in Table 5.

Table 5 — Event action codes

Value

Meaning Examples

Create Create a new database object, such as Placing an Order

Read/View/Print/Query Display or print data, such as a diagnosis

Update Update data, such as Revise Pepsonal Health Information

Delete Make items unaccessible

migo|c|=m| O

Execute Perform a system or application function such as search,

extract, or use of an object’s method

Rationale: T

NOTE1 A
interface mef
signing, is a fj

NOTE2 Fd
data, but not

NOTE3  Cq
each operatid

7.2.3 EveI

Descriptio
Optionality

Format/Va

[his broadly indicates what kind of action was dene on the Participant Object.

Linction Execute, and the Event ID would identify the function.

r some applications, such as radiological imaging, a Query action can only determine the prese
hccess the data themselves. Auditingnheed not always make as fine a distinction.

mpound actions, such as “Move,” “Archive” or “Copy”, would be audited by creating audit da
n - read, create, delete - of asan Execute of a function or method.

t date and time
: A date/time,specification that is unambiguous as to local time zones.
: Mandatory

ues: ‘A-date/time representation that is unambiguous in conveying universal coordir

time (UTC).

The time shall be in a UTC format, as in ISO 8601:2004 and shall be within a tolerance

1T c

tions that are not enumerated above are considered an Execute of a specific function or ¢
hod or treated two or more distinct events. An application action, such as an authorization or d

bject
igital

hce of

ta for

1ated
of no

more than 256msof

U TG,

Rationale: This ties an event to a specific date and time. Security audits typically require a consistent
time base to eliminate time-zone issues arising from geographical distribution.

NOTE

implementation tactic.

7.2.4 Event outcome indicator

Description: Indicates whether the event succeeded or failed

Optionality: Optional

10

In a distributed system, some sort of common time base, e.g. an NTP [RFC1305] server, is a good
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Format/Values: Coded value. A code zero (0) indicates success. Values for failure of an event are not
meaningful within the scope of this International Standard.

Rationale: This field is specified to conserve compatibility with audit trails as defined in IETF RFC 3881.[13]

7.2.5 Eventtype code
Description: Identifier for the category of event.

Optionality: Optional

For 1nf’/\/n|nnc- Coded walue enumeration either defined hy the system imp]nmnnfnrc oras areference
to a gtandard vocabulary. For implementation-defined codes or references to standards, the,KML schema
in RHC3881 defines the optional attributes as shown in Table 6.

Table 6 — Event type code reference attributes

Attribute Value
CodgSystem OID reference
CodgSystemName Name of the coding system; strongly recommended to be valued for locally-defined
code-sets
DisplayName The value to be used in displays and repgdrts
OriginalText Input value that was translated to the.code

Sinc¢ events may be categorized in more than one way,here may be multiple values specifjed.

Ratipnale: This field enables queries of audit records by implementation-defined event catggories.
7.3 | User identification

7.3.1 UserID
Desdription: Unique identifier fofnthe user actively participating in the event
Optipnality: Mandatory

Format/Values: User identifier text string from the authentication system. It is a unique yalue within
the Audit Source ID (see.7.4).

Ratipnale: This field ties an audit event to a specific user. In this context, a user may be a pgrson, group,
team, server, pracess, or task thread.

NOTE 1 | For cross-system audits, especially with long retention, this user identifier is meant to|permanently
tie an} au{dit'event to a specific user via a unique key that retains its uniqueness over the entire ljfetime of the
archiying of the audit trail.

NOTE 2  For node-based authentication - where only the system hardware or process, but not a human user, is
identified - User ID would be the node name.

NOTE 3 If the audit trail is to be used for clinical audit, or to provide evidence, where needed, of misuse, the audit
trail might need to record sufficient information to unambiguously associate a unique identifier with an actual user.

7.3.2 Alternative user ID
Description: Alternative unique identifier for the user

Optionality: Optional
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Format/Values: User identifier text string from authentication system. This identifier would be one
known to a common authentication system, if available.

Rationale: In some situations a user may authenticate with one identity but, to access a specific
application system, may use a synonymous identify. The alternative identifier would then be the original
identify used for authentication, and the User ID is the one known to and used by the application.

7.3.3 User name

Description: The human-meaningful name for the user

Optionality-—Optiomat

Format/Values: Text string

Rationale: The User ID and Alternative User ID may be internal or otherwise obscure valdes. This|field
assists the guditor in identifying the actual user.

7.3.4 User is requestor

Description: Indicator that the user is or is not the requestor or initiator, for.the event being audited.
Optionality: Optional

Format/Values: Boolean, default/assumed value is “true”

Rationale: This value is used to distinguish between requestor-users and recipient-users. For example,
areport can|be retrieved by a user (the requestor). Or a user:(the requestor) may initiate a report-ogitput

to be sent td

7.3.5 Rol{

Descriptio
role-based
roles, and e{

Optionality

Format/Va
system. Mor
and/or taxd
and ISO/TS
information|
role then de

Itisrecom
and listed i

another user (who is the recipient of the repaort but not the requestor).

 ID code

: Specification of the role(s) the usérexercises when performing the event, as assign
ccess control security. Such roleébased access control systems map each user to one or
ch role to one or more system functions.

: Optional; multi-valued

ues: Coded value, withattribute “code” valued with the role code or text from authoriz
e than one value may be specified, because more than one role-based access control sy
nomy may be~in-use. Note that both ISO 27799:2008, 7.8.2.2 (Privilege managen;
2260016] spéegify that the user of a health information system containing personal h
accesses.its’services in a single role (i.e. users who have been registered with more tha
Kignates.a.single role during each health information system access session).

ended to use a coding system compatible with the functional roles defined in ISO/TS 212
Table 7.

ed in
more

htion
stem
lent),
palth
N one

98l4]

The vocabularyidentification for thislist of coded values can be referenced by the following OID, specified
using the Abstract Syntax Notation One (ASN.1) defined in ISO/IEC 8824-1[Z] and ISO/IEC 8824-2:[8]

Vocabulary Identification: ISO (1) standard (0) functional and structural roles (21298) functional role
vocabulary (4)

12
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Table 7 — Functional role ID codes

role_identi- role_name Description
fier

01 Subject of care principal data subject of the electronic health record

02 Subject of care agent |e.g. parent, guardian, carer or other legal representative

03 Personal healthcare healthcare professional or professionals with the closest relationship
professional to the patient, often the patient’s family doctor

04 Privileged healthcare |nominated by the subject of care
professional AR

nominated by the healthcare facility of care (if there is.aipmination
by regulation, practice, etc. such as an emergency ovep-ride)

05 Healthcare profes- party involved in providing direct healthcare to(the patierft
sional

06 Health-related profes- |party indirectly involved in patient care, téaching, researdh, etc.
sional

07 Administrator any other parties supporting service provision to the pati¢nt

Thisidentifies a high-level list of functional roles to enable interoperable exchanges across jyrisdictional
ordgmain boundaries. This can be applied to manage the creatign,access, processing and conpmunication
of heplth information. More granular functional roles may be.asserted within a domain or jurisdiction or
may be agreed upon for communications between such demains or jurisdictions.

The |codes may be implementation-defined or reféfence a standard vocabulary enumpration. For
implementation-defined codes or references to standards, the XML schema in RFC 3881| defines the
optignal attributes as shown in Table 8.

Table 8 — Role'ID code reference attributes

Attribute Value description
CodgSystem OID reference
CodgSystemName Namé of the coding system; strongly recommended to be valued for locally-defined
codessets
Display Name The value to be used in displays and reports
OriginalText Input value that was translated to the code

Ratipnale: Thisvalue ties an audited event to a user’s role. This role is a key element in| policies for
control of access'to personal health information

Additionalguidance can be found in ISO/TS 22600[6] and ISO/TS 21298.[4]

7.3.6 Purpose of use
Description: Indicates the purpose for which the accessed personal health information will be used
Optionality: Optional

Format/Values: Coded value enumeration, either defined by the system implementers or as a reference
to a standard vocabulary.

It is recommended to use a coding system compatible with the scheme for classification of purposes for
processing of personal health information defined in ISO/TS 14265I2] and listed in Table 9.

The vocabularyidentification for thislist of coded values can be referenced by the following OID, specified
using the Abstract Syntax Notation One (ASN.1) defined in ISO/IEC 8824-1[Z] and ISO/IEC 8824-2:[8]
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Vocabulary Identification: iso (1) standard (0) Classification of Purposes for processing personal health
information (14265) Terminology for classifying purposes for processing personal health information (1)

Table 9 — Purpose classification

Code Classification Term Description (Informative)
1 Clinical care provision to |To inform persons or processes responsible for providing healthcare
an individual subject of  |services to the subject of care
care
2 Emergency care provision | To inform persons needing to provide healthcare services to the sub-
toanindividual cubiact jectofcareuwraenthrnossiblrreguirinaconsentand-over-ridepoelicies
to-an-adividualsublact chofcarevrgently nossibh, requiriuconsentan doserridepol
of care distinct from those pertaining to Purpose 1 above
3 Support of care activi- To inform persons or processes enabling others to provide healthdare
ties within the provider |services to the subject of care, by coordinating activities-and/or facili-
organization for an indi- |ties
vidual subject of care
4 Enabling the payment of |To inform persons or processes responsible for.enabling the avail-
care provision to an indi- |ability of funds and/or permissions from a paying party for providing
vidual subject of care healthcare services to the subject of care
5 Health service manage- |To inform persons or processes responsible for determining the ayail-
ment and quality assur-  |ability, quality, safety, equity and cost*effectiveness of healthcare
ance services
6 Education To support the learning and prefessional development of healthcafe
professionals
7 Public Health Surveil- To inform persons or pro€esses with responsibility to monitor
lance, Disease Control populations or sub-populations for significant health events and then
intervene to providé/healthcare or preventive care services to relgvant
individuals
8 Public safety emergency |To inform persens with responsibility for the protection of the public
in a situationrin which there is considered to be a significant risk tp
members of the public., possibly requiring consent and over-ride ploli-
cies distinct from those pertaining to Purpose 7 above.
9 Population health man- | To\inform persons or processes with responsibility to monitor popgula-
agement tions or sub-populations for health events, trends or outcomes in grder
to inform relevant strategy and policy
10 Research To support the discovery of generalizable knowledge
11 Market Studies To support the discovery of product or organization specific know]l-
edge
12 Legal Procedure To inform persons or processes responsible for enforcing legislatign,
or undertaking legally authorized criminal, civil or regulatory investi-
gation
13 Subject of Care Uses To inform the subject of care or his or her legally authorized agent
ImSupportof the Subject of Care S OWTT IMtErests Or I the Case of the
deceased to support the care of a family member.
14 Unspecified Disclosure on the basis of authorizations not requiring a purpose to be

declared or purposes for which the other categories in this clause do

not apply

Rationale: This field enables assessing compliance of the audited event with the organization’s access policy.

7.4 Access point identification

7.4.1 Network access point type code

Description: An identifier for the type of network access point that originated the audit event.

14
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Optionality: Optional

Format/Values: Enumeration as shown in Table 10.

Table 10 — Access point type codes

Value Meaning

Machine Name, including DNS name

IP Address

Telephone Number

Rati
audif
analy

7.4.2

Desd
be a

Opti

Format/Values: Text may be constrained to only valid valuesfor the given Network Access

if spd

Rati
that
Servi

NOTH
parti

EXAN
Netw

Netw

EXAN
Netw

Netw

bnale: This datum identifies the type of network access point identifier of the user df
event. It is an optional value that may be used to group events recorded on separatg
sis of access according to a network access point’s type.

Network access point ID

Hevice id, IP address or some other identifier associated with a device.

pnality: Optional

cified. Recommendation is to be as specific as possible;where multiple options are av3

pnale: This datum identifies the user’s network access point, which may be distinct fro
berformed the action. It is an optional value that may be used to group events recorded|
ers for analysis of a specific network access. point’s data access across all servers.

Network Access Point ID is not a substitute for personal accountability. Internet IP
Cular, are highly volatile and can be assighed to more than one person in a short time period.

PLE 1
ork Access Point ID: 192.0.2.2

ork Access Point Type Code:2 = IP address

PLE 2
ork Access Roint ID: 610-555-1212

ork Access Point Type Code: 3 = Phone Number

bvice for the
servers for

ription: An identifier for the network access point of the user device for the audit event. This could

Point Type,
ilable.

m the server
on separate

hddresses, in

7.5

Audit source identification

7.5.1 Overview

Audit trail data can be collected from various sources, such as

— i

nformation systems security data;

— directory services;

— access policy definition services;

— application-level access data.

© ISO

2013 - All rights reserved
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Secure services are required to obtain these data.

Thefollowingdataarerequired primarily forapplication systemsand processes. Since multi-tier, distributed
or composite applications make source identification ambiguous, this collection of fields may repeat for
each application or process actively involved in the event. For example, multiple value-sets can identify
participating web servers, application processes, and database server threads in an n-tier distributed
application. Passive event participants, e.g. low-level network transports, need not be identified.

Depending on implementation strategies, it is possible that the components in a multi-tier, distributed or
composite applications may generate more than one audit record for a single application event. Various
data in the aud1t record may be used to 1dent1fy such cases, supportlng subsequent data reductlon This

document ag

required, by

7.5.2 Aud'[

Descriptio
provider lod

Optionality:

Format/Va
system is ur

Rationale: T

NOTE
identifies a b
and disambig
differentiatid

This is defined by the application that generates the awidit record. It contains a unique codg

t does not spec1fy those mechanlsms

t enterprise site ID

: Logical source location within the healthcare enterprise network; e.g-a hospital or
ation within a multi-entity provider group.

Conditional mandatory

ues: Unique identifier text string within the healthcare enterprise. Optional when the
iquely identified by Audit Source ID.

his value differentiates among the sites in a multi-site enterprise health information sys
usiness organization (owner of data) that is knowmn.to the enterprise. The value further qu3

uates the Audit Source ID. Values can vary depending on type of business. There can be levy]
n within the organization.

7.5.3 AudI

Descriptio

Optionality:

Format/Va

Rationale:
analysis acc

t source ID
: Identifier of the source where the event originated.
Mandatory
ues: Unique identifier text string, at least within the Audit Enterprise Site ID

This field ties the ®event to a specific source system. It may be used to group event
prding to where‘the event occurred.

7.5.4 Audj
Description: Codespecifying the type of source where event originated.

Optionality: Optional

t source type code

wvhen

ther

hudit

tem.

that
lifies
els of

s for

Format/Values: Coded-value enumeration, optionally defined by system implementers or as a reference
to a standard vocabulary. Unless defined or referenced, the default values for the “code” attribute are as
shown in Table 11.

16
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Table 11 — Audit source type codes

Value Meaning

End-user interface

Data acquisition device or instrument

Web server process tier in a multi-tier system

Application server process tier in a multi-tier system

Database server process tier in a multi-tier system

Security server, e.g. a domain controller

ISO level 1-3 network component

ISO level 4-6 operating software

O (0 (N ||| D |W [N |-

External source, other or unknown type

For implementation-defined codes or references to standards, the XML schema in RFC 3881 defines the
optignal attributes as shown in Table 12.

Table 12 — Audit source type reference attributes

Attribute Vahlue
CodgSystem OID reference
CodgSystemName Name of the coding system; strongly.recommended to be valued for locally-defined
code-sets
DisplayName The value to be used in displays and reports
OriginalText Input value that was tranSlated to the code

Since audit sources may be categorized in niore than one way, there may be multiple valueg specified.

Ratipnale: This field indicates which t§p€ of source is identified by the Audit Source ID. It i§ an optional
valug¢ that may be used to group events for analysis according to the type of source where the evgnt occurred.

7.6 | Participant object identification

7.6.1 Overview

The pbjects of an duditable event are referred to as participant objects. The following data assist the
auditing process by indicating specific instances of data or objects that have been accessed

These data.are required unless the values for Event Identification, Active Participant Identification
and Audit'Seurce Identification are sufficient to document the entire auditable event. Production audit
records.containing these data may be enabled or suppressed, as determined by healthcare ¢rganization

l' bz S d ol o oy o e e
pO lc_y aIra T CEOUTAatOT y 1T It CTITCITTSS

Because events may have more than one participant object, this group can be a repeating set of values.
For example, depending on institutional policies and implementation choices:

— Two participant object value-sets can be used to identify access to personal health information by
medical record number plus the specific healthcare encounter or episode for the subject of care.

— Asubject of care and her authorized representative may be identified concurrently.
— An attending physician and consulting referrals may be identified concurrently.

— All subjects of care identified on a work list may be identified.
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In some cases (e.g. radiological studies or transfers of large numbers of HL7 common data architecture
documents), a set of related participant objects identified by accession number or study number, may be
identified. Note, though, that each auditrecord documents only a single usage instance of such participant
object relationships and does not serve to document all relationships that can be present or possible.

7.6.2 Participant object type code

Description: Code for the participant object type being audited. This value is distinct from the user’s

role or any user relationship to the participant object.

Optionality: Mandatory

Format/Values: Enumeration as shown in Table 13.

Table 13 — Participant object type codes

Value Meaning
1 Person
2 System.Bbject
3 Organization
4 Other

Rationale: To describe the object being acted upon. In addition to guieries on the subject of the actipn in

an auditablg event, it is also important to be able to query on the‘object type for the action.

7.6.3 Participant object type code role

Description: Code representing the functional application role of Participant Object being audited

Optionality;: Mandatory

Format/Values: Enumeration, specific to Participant Object Type Code, as shown in Table 14.

18
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Table 14 — Participant object role codes

Value Meaning Participant Object Type Codes
1 Subject of care 1 - Person
2 Location 3 - Organization
3 EHR segment 2 - System Object
4 Resource 1 - Person
3 - Organization
5 Master file 2 - System Object
6 User 1 - Person
2 - System Object (non-human user)
List 2 - System Object
Health professional 1 - Person
Subscriber 3 - Organization
10 Guarantor 1 - Person
3 - Organization
11 Security User Entity 1 - Person

2 - System Object

12 Security User Group

2 - System'Object

13 Security Resource 2 - System Object
14 Security Granularity Definition 2.4 System Object
15 Provider 1 - Person

3 - Organization
16 Data Destination 2 - System Object

17 Data Repository

2 - System Object

18 Schedule

2 - System Object

19 Customer 3 - Organization
20 Job 2 - System Object
21 Job Stream 2 - System Object
22 Table 2 - System Object
23 Routing Criteria 2 - System Object
24 Query 2 - System Object
A “Sqcurity Resource” is an abstract securable object, e.g. a screen, interface, document, pr

or ev

en-an audit lng or rppncifnry

(rgram, etc. -

Rationale: For some detailed audit analysis it may be necessary to indicate a more granular type of
participant, based on the application role it serves.

7.6.4 Participant object data life cycle

Description: [dentifier for the data life-cycle stage for the participant object. This can be used to provide
an audit trail for data, over time, as it passes through the system.

Optionality: Optional

Format/Values: Enumeration as shown in Table 15.

© ISO
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Table 15 — Participant object stage codes

Value Meaning

1 Origination/Creation

Import/Copy from original

Amendment

Verification

Translation

Access/Use

De-identification

Aggregation, summarization, derivation

Report

Export/Copy

Disclosure

Receipt of disclosure

Archiving

Logical deletion

Permanent erasure/Physical destruction

c\mLPwNHO\Dw\lO\U'l-PWN

Reclassification

Rationale: [Institutional policies for privacy and security may optionally fall under different
accountabiljty rules based on data life cycle. This provides:a differentiating value for those cases.

7.6.5 Participant object ID type code
Description: Describes the identifier that is contained in Participant Object ID.
Optionality;: Mandatory

Format Values: Coded-value enumeration, specific to Participant Object Type Code, using attripute-
name “code’. The codes in Table 16 are the default set.
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Table 16 — Participant object ID type codes

Value Meaning Participant Object Type Codes
1 Medical Record Identifier 1 - Person
2 Subject of Care Identifier 1 - Person
3 Encounter Identifier 1 - Person
4 Insurance Enrolee Identifier 1 - Person
5 National personal identifier for healthcare 1 - Person
services (e.g. Social Security Number)
6 Account Identifier T - Person
3 - Organization
7 Guarantor Identifier 1 - Person
3 - Organization
Report Name 2 - System Object
Report Identifier 2 - System Object
10 Search Criteria 2 - System Object
11 System User Identifier 1 - Person
2 - Systemy Object
12 Uniform Resource Identifier (URI)I 2 - System Object
13 Object Identifier (e.g. record identifier, lab. 2 —System Object
test Identifier, etc.)
User|Identifier and URI [RFC2396] text stringstare intended to be used for security adinistration

trigg
Thed

For i
optid

er events to identify the objects being acted-upon.

mplementation-defined codes.or references to standards, the XML schema in RFC3881
nal attributes as shown imTable 17.

Table 17 — Participant object ID code reference attributes

odes may be the defaultsetstated above, implementation-defined, or reference astandard vocabulary
enumeration, such as HL7 version 2.4/ Table 207 or ISO 12052[1] (DICOM)[1] defined media ty

pes.

defines the

Attribute Value
CodgSystem OID reference
CodgSystemName Name of the coding system; strongly recommended to be valued for locally-defined
code-sets
DisplayName The value to be used in displays and reports
Orig natText Inpnf- valuethatwastranslated tothe code

Rationale: Required to distinguish among various identifiers that may synonymously identify a

participant object.

7.6.6 Participant object Permission PolicySet

Description: Pointer to the policies that govern access to the Participant Object ID

Optionality: Optional

Format/Values: Values are institution- and implementation-defined text strings.

© IS0 2013 - All rights reserved
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7.6.7 Participant object sensitivity

Description: Denotes policy-defined sensitivity for the Participant Object ID such as VIP, HIV status,
mental health status or similar topics.

Optionality: Optional

Format/Values: Values are institution- and implementation-defined text strings.

7.6.8 Participant object ID

Description
Optionality

Format/Va
Object ID Ty

Rationale: |
privacy and

NOTE Cq
as implement

7.6.9 Part
Description]
Optionality
Format/Va

Rationale:
where mult

encounter identifier, etc.) have been used.

7.6.10 Participant object query

Description: The actual query fora-query-type participant object.

Optionality
Format/Va

Rationale:
in order to i
encoding fo

: Mandatory

ues: Text string. Value format depends on Participant Object Type Code and the Partic
pe Code.

['his field identifies a specific instance of an object, such as a subject of care, to detect/
security issues.

nsider this to be the primary unique identifier key for the object, so jt\can be a composite dat3
ed.

icipant object name
: Aninstance-specific descriptor of the Participant Object ID audited, such as a person’s 11
: Optional

ues: Text string

[his field may be used in a query/report to identify audit events for a specific persor
ple synonymous Participant ObjectIDs (subject of care identifier, medical record idenf

: Optional
ues: Base 64/encoded data

For query events it may be necessary to capture the actual query input to the query pr
dentify-the specific event. Because of differences among query implementations and
" them, this is a base 64 encoded data blob. It may be subsequently decoded or interp}

pant

frack

field

ame.

, e.g.
ifier,

cess
data
reted

by downstreéamaudit analycic processing

7.6.11 Participant object detail

Description: Implementation-defined data about specific details of the object accessed or used.

Optionality: Optional

Format: Type-value pair. The “type” attribute is an implementation-defined text string. The “value”
attribute is a base 64 encoded data.

Rationale:

Specific details or values from the object accessed may be desired in specific auditing implementations.
The type-value pair enables the use of implementation-defined and locally-extensible object type

22
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identifiers and values. For example, a clinical diagnostic object may contain multiple test results, and
this element could document the type and number and type of results.

Many possible data encodings are possible for these elements, so the value is a base 64 encoded data
blob. It may be subsequently decoded or interpreted by downstream audit analysis processing.

8 Audit records for individual events

8.1 Access events

This[@audit Tecord, as shiown in 1able 18, describes creation, reading, moditication and dejetion of the
perspnal health information.
Table 18 — Audit record format for access events
Category Field Name Option Restriction'of values
EverJt related |EventID M ID of audit event.
EventActionCode M The action execufed in the event whicl] generated
the audit log. Following value is set:
EV: “C’ACteate)
“R” (Read)
“U” (Update)
“D” (Delete)
EventDateTime M The data/time of the event’s occurrende
EventOutcomelndicator U Code for success (or failure) of the event
EventTypeCode §) The type of event
User|related The ID of the person or process operat|ng the data.
(1.2 UserID M In case that both the person and the prfocess are
known, both are to be included. This isja unique
value at the audit source (AuditSourcelD).
AlternateUser{D U The alt.ernatlve ID of the person or the[process
operating the data.
UserNaima U The name of the person or process opefrating the
data.
This value shows if the person or the pfocess oper-
ating the data is the requester of this eyent or not.
UserlsRequestor u Following value is set:
EV TRUE
RolelDCode y The role of the person or the process operating the
data wihten performing the event.
PurposeOfUse U Code indicating the purpose of use of the data
accessed
NetworkAccessPointTypeCode §) Type code of the network access point.
NetworkAccessPointID §) ID for the network access point.
Occurrence . e The logical location of the occurrence source sys-
source system AuditEnterpriseSitelD v tem. Used to modify AuditSourcelD.
related (1) AuditSourcelD M The unique ID of the occurrence source system.
AuditSourceTypeCode §) The type code of the occurrence source system.
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Table 18 (continued)
Category Field Name Option Restriction of values
Participant The type code of the participant object. Following
o-b]ect relé_‘ted ParticipantObjectTypeCode M value is set:
(information EV 1 (person)
of accessed p
patient) (1) The role code of the participant object. Following
ParticipantObjectTypeCodeRole M |valueisset.
EV 1 (patient)
Darfir‘ipanfﬁ]'\jnr‘fnafa] if:n(‘yr]a 11 The ]ifaryr‘]n cfagn IDofthe pav‘fir‘ipanf nhjnri—
The type code that contained in ParticipantObjec-
ParticipantObjectIDTypeCode M  |tID.Following value is set:
EV 2 (patient ID).
ParticipantObjectPolicySet U The active PeI:mISSIOIl Poll'cySet for_Part1c1pant0b-
jectID e.g. patient consent inférjmation
ParticipantObjectSensitivity U j’[:(lzetzlpDollcy-deflned sensitivity for Participant(b-
The instance ID of the participant object.
ParticipantObjectID M
Patient ID is setf
The name ofithe participant object.
ParticipantObjectName §)
Subject of'care’s name is set.
ParticipantObjectDetail §) The detail of the participant object instance.
Participant The'type code of the participant object. Followjing
objectrelatefl | participantObjectTypeCode M (Valueis set:
(information EV 2 (system object)
of accessed y )
EHR segment) The role code of the participant object. Following
(1.N) ParticipantObjectTypeCodeRolé M |valueis set.
EV 3 (EHR segment)
ParticipantObjectDataLifeCycle U The lifecycle stage ID of the participant object|
The type code that contained in ParticipantObjec-
ParticipantObjectiDTypeCode M  |tID.Following value is set:
EV 13 (Object ID).
ParticipahtObjectPolicySet U T_he active Permission PolicySet for ParticipantO-
bjectID
PadRRIpantObjectSensitivity U ;I“:éilgollcy-deflned sensitivity for Participant(b-
The instance ID of the participant object.
ParticipantObjeetb M
EHR segment ID is set.
o . The name of the participant object.
ParticipantObjectName U
EHR segment name is set.
ParticipantObjectDetail U The detail of the participant object instance.

8.2 (Query events

In this audit record, shown in Table 19, the event of a Query being issued or received is described. It does
not record the response to the query, but merely the fact that a query was issued.
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Table 19 — Audit record format of query events

Category Field Name Option Restriction of values
Eventrelated. |EventID M ID of audit event.
The action executed in the event which generated
EventActionCode M the audit log. Following value is set:
EV “E” (Execute)
EventDateTime M The data/time of the event’s occurrence
EventOutcomelndicator §) Code for success (or failure) of the event
EventTypeCode §] The type of event
Quegtioner UserID M The process operating the data. Fhis ida unique
related(1) value at the audit source AuditSourcelD).
AlternateUserID U The alt_ernatlve ID of the pérsen or the[process
operating the data.
UserName §) The name of the process’operating the|data.
This value showglifithe person or the pfocess oper-
UserlsRequestor v ating the datafs the requester of this eyent or not.
RoleIDCode U The role of the person or the process operating the
data when)performing the event.
PurposeOfUse U Code.indicating the purpose of use of the data
aceessed
NetworkAccessPointTypeCode §) Type code of the network access point.
NetworkAccessPointID U ID for the network access point.
Qued- The ID of the process which responds tjo the query.
tion ahead UserID M This is a unique value at the audit sourge (Audit-
related(1) SourcelD).
AlternateUserID U The alternative ID of the process which responds
to the query.
UserName U The name of the process which responfls to the
query.
UserlsRequestor U This value shows if the process that regponds to
g the query is the requester of this event or not.
RolelCode U The role code. of the process that operated the data
at the execution time.
NetworkAccessPointTypeCode §) Type code of the network access point.
NetworkAccessPointID §) ID for the network access point.
Altermative The ID of the participant that is related and known.
participant UserID M Especially the person or process is the[requestor.
relatedf6-3 Fhistsauniquevatueat theauditsource Audit-
SourcelD).
AlternateUserID §) The alternative ID of the alternative participant.
UserName U The alternative name of the alternative partici-
pant.
UserlsRequestor U This value shows 1f the alternative participant is
the requester of this event or not.
RoleIDCode §) The role of the alternative participant.
NetworkAccessPointTypeCode §) Type of the network access point.
NetworkAccessPointID §) ID for the network access point.
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Table 19 (continued)

Category Field Name Option Restriction of values
Occurrence [ nuaemerprsesto u[Fhelosictloationofthe sccurencesource -
related (1) AuditSourcelD M The unique ID of the occurrence source system.

AuditSourceTypeCode U The type code of the occurrence source system.
Participant The type code of the participant object. Following
objectrelated | participantObjectTypeCode M value is set:
(query con- EV.2 (sustem)
tents) (1) AN 7
The role code of the participant object. Following
ParticipantObjectTypeCodeRole M |valueisset.
EV 3 (report)
ParticipantObjectDataLifeCycle §) The life cycle stage ID of the papticipant object]
The type included in ParticipantObjectID. Follgw-
ParticipantObjectIDTypeCode M |ingvalueisset:
EV 10 (query formula)
ParticipantObjectPolicySet U Ejlétec;c])tive Permisgion PolicySet for ParticipanfO-
ParticipantObjectSensitivity U ;I(;léilpD(.)licy-defined sensitivity for Participant(b-
ParticipantObjectID M The instance ID of the participant object.
ParticipantObjectName U Thé name of the participant object.
The query contents which is coded by base 64.
ParticipantObjectQuery M These contents shall be analysed by the develgper
vendor.
ParticipantObjectDetail §) The detail of the participant object instance.

9 Secur¢ management of audit.data

9.1 Security considerations

In relation tjo the maintenanee ‘of confidentiality and integrity of health records and the integrity
bf health infosmation systems, the following criteria are stated in IETF RFC 3881:

availability

Audit dqta shall®e'secured at least to the same extent as the underlying data and activities p
This includes access controls as well as data integrity and recovery functions. This docu
acknowledgesithe need for, but does not specify, the policies and technical methods to accomplish

audited.

It is co

~ Lodo £l ot P LRI S Ly AR ) Lot g o £ Los 41 £ ]
LCIVUvuIC tridt uuuit uulu rriiyric rnmuve Uuriimeeriucu ustcy, C.y. LruUtinIry triic jreyucric y uru 11

and

eing

ment
this.

ture

of system use for productivity measures. ASTM standard E2147-01[10] states, in paragraph 5.3.10,
“Prohibit use for other reasons than to enforce security and to detect security breaches in record health
information systems, for example, the audits are not to be used to explore activity profiles or movement
profiles of employees.”

Management of audit records should follow the International Standard on records management
ISO 15489-1.[3] Security requirements for archiving of audit records are similar to those for archiving of
electronic health records specified in ISO/TS 21547.15]

Guidance on long-term archiving while assuring data integrity guidance is also given in the documents
IETF RFC 4810 and IETF RFC 4998.
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Special attention should be given to the security of distributed audit trails. Whereas electronic health
records may be distributed over multiple information systems and spanning distinct security policy
domains, this also pertains to audit trails. Security should be maintained over the logical audit trails.

9.2

Securing the availability of the audit system

The audit system shall provide sufficient measures to ensure that entries are made in the audit trail
whenever the health information system is operational.

The audit system shall document all instances when the audit trail has been out of service, turned off or
not functional by a system failure.

The

9.3

An organization responsible for maintaining an audit log shall define the retention policy g
audif records.

Reteption of the audit records should follow legal requirements and relevant policies.

Retention of the audit records should support the life of the health-records, data and docuni

9.4
The

particular, it shall

a)
b)
‘)
d)
e)

9.5

Acce
apprppriate information system that can enforce these controls, rather than directly to the aug

Audi

audit system shall show or report which audits are on/off at any given time.

Retention requirements

Securing the confidentiality and integrity of audit trails

hudit system shall provide sufficient security measures to protect audit logs from tg

gecure access to audit records,

gafeguard access to system audit tools td-prevent misuse or compromise,
keep track of all actions to the audit.trail by a secure log specifying time, action and act
dlocument all occasions when the audit trail has been out of service, turned off or by a systern

feport which audits are pn/off at any given time

Access to auditdata

verning the

ents.

mpering. In

or,

h failure, and

5s to audit data needs to be strictly controlled and itself subject to audit. Access shotld be by an

ittrail itself.

fing facilities should provide analysis of the audit trail by any of the coded or named fieldls defined in
Clause 7,with date/time periods where appropriate individually or in combination (e.g. all ag
X, all|“delete” events by users of role “Y”, all events involving subject of care “Z” in the past 1

cess by user
honth, etc.).

In some cases, it may be necessary for an audit user to access information sources in addition to the
audit trail, for example to spot patterns (e.g. all searches on children carried out by a user who is not a
paediatrician or affiliated with paediatrics).
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Annex A
(informative)

Audit scenarios

A.1 Overview

There are nj
performanc
scenarios fo

A.2 Case

While a cele
nursing info
and sellsitt

The subject
hospital’s pr
the subject’s
nurses were

This scenar
recorded. It

— creatioy
transmj
receptiq
storing

sea

any types of audit: security, privacy, forensic, provisioning, system performance, met
e, configuration management, intrusion detection, etc. This annex describes va

i~

Ir the use of audit logs.

of the disgruntled celebrity

brity is in hospital, someone on staff, aware of the subject of care’s Célebrity status use
rmation system to look up the subject of care’s room number andhealth record inform4
0 a newspaper for cash.

of care, upon finding his picture on the cover of a prontinent newspaper, complains t
ivacy officer. The Privacy Officer uses the audit repositery to scan through all the access
health record and discovered one that occurred outside of the scheduled check-up times

iwork
rious

s the
tion,

O the
esto
Two

on staff at that time and after some investigationyoire of them confesses and is reprimanded.

o depends on both audit recording as well @s*a process for auditing the activity that
should include:

| of audit record/log;
ssion (including queuing and localystorage?) of audit record/log to repository;
n of audit record/log;

of audit record/log;

queryinlg/searching auditleg to determine what happened. This in turn requires:

-ch by date capability, and

audiit systems.that, at a minimum:

identity every user that was reported to have looked at a given subject of care’s recor

was

s

identify every instance of a given user accessing any subject of care’s record and

identify every instance of a node accessing a subject of care’s record.

compliance with RFC 3881, to make searching possible

where radiology workflow is being audited, compliance with ISO 12052[1] (DICOM).

The above-mentioned scenario brings up a number of potential subjects of care with specific audit needs:

a victim of violence:

subjects where the attacker is highly motivated, e.g. a subject who is unknowingly being stalked.

The subject of care notifies the Privacy Officer to disable access to personal health information by

tagging it differently from labels used to identify a VIP (Administration may have a standard set
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of tags to identify this kind of data subject). For audit, this case should not record that the subject
of care is a “victim of violence” but rather should record that a security violation alert was sent to
the Privacy Officer or Security Officer. We want to record a “code” for this violation, but not clearly
identify in plain text in the audit record.

On the audit side, we could standardize:

— Categories of security alert — need a mechanism to send a security alert. We would have a security
alert for a potential stalking/illicit activity scenario as well as stronger alerts for the scenarios
outlined below.

— Willhave codes and trust the qpp]ir‘qfinn to detecta pattern

e can have a capability to apply policy to audit processing, where the policy defings when and
hat to alert

eed to use this functionality from syslog: selective forwarding of logs that match spedific (simple)
atterns to a separate application that is not part of the basic audit seryice. This othgr “watcher”
pplication will “look” for bad behaviour and send alerts (this kind of application could also work
or hardware problems).

asic data extract capability from the audit archive

ption: add a plug-in for specific searches of audit repositdry, but at a minimum provide the ability
o dump all data from the audit database so you can do.manual analysis in phase 1

Notification service can be simple or sophisticated but needs to know what to send [where. The
notification service can be an optional dependent senvice. There are two variations on this case to be
cons|dered, as follows:

igh-profile subjects of care where the attacker is not highly motivated

Initigl threat environment: Subjects where attacker is not highly funded or motivated; i.e.: attacker will
not spend a lot of time bribing an insideror spending time as an insider directly querying a database.
e only looking for inappropriate_normal” transactions. Audit repository should be query-able for
accegses by IP, PID, user, interval of time, etc.

High-profile subjects of gare' where the attacker is highly motivated

Attagkers who have used the query capabilities of underlying databases and not just the exgosed search
functions of the repository interface to obtain information (e.g. database administrators).

Required functionality: Query audit logs according to subject of care ID, access time and user ID,
generlic analysisof repository

Audif repesitory will need to be able to dump (to a reporting service?) audit records bgsed on PID,
system 1D, ‘time window, etc.

Reporting service will receive coded Inio irom repository and display report in whatever way they
choose. (preferably a usable one)

Required interface: (where audit repository has to send a message that report service and analysis
service can understand) (provided interface is the other half)

Four levels:

a) Eventsrelated to a specific subject of care: do not bother looking at any queries, just tell me if there
are audit events associated with this data subject

b) Tell me queries that you know would have returned results about a data subject even if the data
subject’s ID is not listed: deterministic/not time sensitive queries (like XDS stored queries)
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c) Give me all events subject to a few windows of criterion: user, time window, event type and set of
systems of interest. (e.g. all logins and logouts)
d) Complex: custom queries, ISO 12052[1] (DICOM) queries, laboratory workflow queries that are

workflow dependent and require you to know state of database at the time the query was done

Levels a), b)

An analysis

and c) may be via direct interface to repository.

service may be used for item d and layered on top.

Potential functionality: Query audit logs manually or using analysis service

Potential n
audit logs td

EW scope for audit: Perform analysis/comparison/correlation between scheduling [og
show unscheduled/unusual accesses.

Optional services: Query repository/analysis service - are there any unusual queries?

A.3 Case

In this scen
aware of hel
to block all
later, the pr
to access th
Officer notif

Required fi

of the enforced legislative right to privacy (retrospective;not active)

hrio, a subject of care does not want her next door neighbour, a healthcare provider,

" health status, the data subject may issue a consent directive to‘her primary care phys
access from the healthcare provider neighbour to her healthcare record. If a few w
vacy officer in the primary care physician’s clinic receives@n‘alert that the neighbour
e records in violation of institutional policy and that the access was refused. The Pr
ies the data subject of the attempted access and the fact'that it was unsuccessful

unctionality: List accesses to health records.by“physician/user login; list/show f

accesses; anid provide alerts when an event that is unauthorized by consent directive is captured.

Low-/h
and I'll

This sce
success

Issues:

In the r¢
the proy
informa
fetched

gh-profile use case also needs the retrospective audit analysis capability. “give me the
inalyse it”

nario exists only to determine that@udit needs to be able to be “queried” by PID, as w|
fail event outcomes.

bal world, there is a lot of dutomated pre-staging and caching of data. For most transact
rider or name of the subject of care is often not included in the data, but in related applic
tion. Case in point: When an individual is scheduled for an appointment, their data arg
to the examination room screen. The audit service would need to be able to collate whd

logged in to the examination room at the time that the examination was scheduled.

For an y
caught I

The “w4

py application or show up as queries from an unexpected source.

teher service” could have a whitelist of examination rooms that can pre-fetch data and

k and

to be
ician
eeks
tried
vacy

hiled

data

bl as

ions,

htion

pre-
was

nauthorized attempt to access as above by healthcare provider neighbour, either shoulld be

send

a notification if the query comes from an unexpected source and/or against a consent or access
directive. The definition of when and what the watcher service notifies is a local policy issue.

A.4 Case

of a compromised server

A new public health registry just went live and whoever built the server neglected to change the
administrator password. A random hacker finds the server and starts using it to bombard other
systems with spam from the public health registry. An unusually high volume of audit events as well as
administrator accesses from an unknown IP address causes a trigger to be sent to the security officer
who quickly checks the audit logs and realizes what is going on and is able to put a stop to it. Further
analysis of the audit logs shows some additional vulnerabilities that were not apparent when the system
was installed, and additional hardening is done to improve the security of the system.
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is a different type of application service and also a different type of audit.

Firewalls would be generating these audit records. Router logs are not healthcare specific.

Required functionality: need to fit “architecturally” with what the regular IT industry does to handle this.

The fact that an alert was sent is audited as well.

A5

Case of a privileged user who abuses those privileges

An individual asks his/her partner to get a job as a registration agent for a new Drug Information

Systd
right

Often, real-life suspicion or random analysis of audit logs are the only way to uncoyer 'this k

How
of cg
help
regif

Required functionality: List successful registration events by user

Opti
scop

Pote
cred

A.6

A subject of care has been waiting for herlaboratory results for two weeks now, when the p
hat by using the new Lab Information System the results should be accessible in less thap 48 h. When
alls her physician’s office, the office has a record of the lab. order, but not the results. The nurse calls
iboratory and asks what happéned to the test. The lab. checks their auditlogs and finds the received
rder number as well as thelab. results that were sent in response. The laboratory technlfician checks

hert
she
the 14
lab. d
whe
laboz
makq

m/Provider Registry and then register the individual and others as physicians with.e
s so that they can illegally prescribe pharmaceuticals.

can we respond to this in a timely way? Can Audit and monitoring help detect unusual
ntrolled pharmaceuticals? (sudden jump in morphine prescriptions?) |The least the
with is that once the privilege-abusing user is discovered, providing evidence of u
trations as well as a list of all “physicians” registered by the privilege-abusing user’s a

pnal functionality: Cross-reference between Audit service and other services tg
e of breach

ntial functionality for ID Mgmt service: Vérify ldentities in provider regis
bntial providers

Case of misdirected test results

Lprescribing

ind of event.

prescribing
system can
nauthorized
ccount.

determine

try against

e the results were sent and realizes that the results were sent to the wrong physician
atory technician resends the results to the correct recipient and just to be sure, check
e sure the results-wete properly re-sent (successful event outcome and correct recipie

the nurse to ask if she'got them. The nurse calls the data subject to let her know that the res

Somyd
track
deta
answ

e additionalydetails would need to be added to audit logs in order to support this scen
ing ordernumbers, report numbers, etc. A balance would need to be set between addi
1 to,logs and an analysis that can correlate orders with queries in the audit log. The
rer is: should this be done in workflow management or with the audit log? The radiology

this

ysician told

s office. The
5 the ARR to
nt) and calls
ults are in.

irio such as:
ng too much
question to
y world does

aith swarkflowus manqgnmnnf hi- rhrnr‘hnna”v ff‘nnﬁrmahnn of rnpnrfc hcnnn sentre

ceived AND

read, as well as container numbers, etc.) . Reportmg workflows could be handled by a separate audit -
lab. reporting and confirmation DB. An interface could allow for the capability of matching laboratory
reporting logs with other audit logs during investigations. For example: a log correlation service.

There could be a workflow reporting and audit service as part of the information system be it laboratories or
prescribing or radiology. Integration with logistics should also be taken into consideration. (shipping, etc.)

Required functionality: Show events and sender and recipient

Potential functionality: Results were sent to the wrong place because there was an error in provider
registry, and the incident uncovered a need to correct/update the provider registry - how can this need
for remedial action be automatically triggered and resolved?
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This scenario differs in that it is neither a real-time monitoring nor administration, but a use of the audit
system to verify workflow.

There is a non-administrative user in this scenario who may be using an interface to the audit repository
that needs to be user-friendly and different from the usual interface.

Questions to answer in this scenario:

Can the

system detect if a message gets lost?

information should be captured.

Can the system detect if a transaction occurred? Since transactions are auditable events, this

Is there

When a
the syst

Picking

function that is out of scope of an audit standard.

A security p
right time, d

This is part]
capability tdg
A.7 Case

A hospital
many syster

slowdown i bandwidth, but not why. The administrator checks the logs and realizes that Applicat

is sending t¥y

This is a syjJ
scenario. Th

General aud
store the log
configuratid

At first, thig
unusual suc

In the currd
administrat|

a way to analyse the existence or absence of success or failure messages?

em can detect it, report the loss

up a mismatch between anotification sentand anotification delivered is@matching/ang

erson would also want to see: if the corrcct person did not get the laboratory message 4
id anyone else get messages at this time?

ly a workflow/reporting/performance scenario. The audit’service may want to exp
the workflow service.

of the wayward transactions

ystem administrator notices an unusualtdmber of failed transactions. After che
n diagnostics, the system administrator,can determine that every few hours there is a

vo of every single laboratory order.and, as a result, overloading systems.

tem administration and performance measurement use case, like the compromised s
e information that needs to beaudited is very different from the privacy and security use ¢

it system can stay consistent across the board and use the same capabilities to send
s. The information that will be logged and where they getlogged will be determined by
n policy.

is a web sepviee to ARR interface that says “return to me anything unusual”, for valy
h as “morethan five consecutive failed logins or failed transaction outcomes”.

bnt world, this kind of audit is handled by making the raw data stream available t
pr t0 dnalyse with the most basic of tools.

n error message happens (response failed), this can tie in to the monitoringservice; i.

e.: if
lysis

tthe

pse a

rking
huge
jon B

brver
ases.

and
local

es of

b the

The system

audit stream available through an interface in case anyone else wanted to write an analysis for it.
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This case could be expanded to include variables such as wireless monitoring using medical devices and
remote monitoring by subjects of care.

A.8 Case

of the disappearing audit records — Audit repository as target

Someone tries to cover their tracks. Consistent time is necessary in all services/systems in order to be
able to notice data gaps because the easiest thing for an attacker to do is shut down a portion of auditing
during an attack or illicit transaction. Selective audit shutdown is challenging, so there is usually a
noticeable gap. A second feature of an audit-related attack is to attack the time server itself, so there
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is a need to audit the accuracy of the time server (was it reset more than usual?) and client in order to
uncover potential incidents.

Implementation note: Routers are a good point (close and connected) to serve as time servers in order to
ensure that systems are all synchronized. An application could/should be on the lookout for “abnormal”
gaps in audit traffic. “Normal” audit traffic should be defined locally.

Asaudit servers are a prime target, how do we audit whether an audit server is being attacked, and what, if
any unusual behaviours should we be monitoring for and are these in or out of scope of the audit services(s).

NOTE1 Most systems use NTP which generates audit records; those should be saved in the audit repository
and monitored

NOTHE 2  Audit servers by nature need to be hardened and protected
NOTHE 3  Consider maintaining local copies of audit records.

Congjfistent time is a capability that is required and a dependency of the audit service. (It needls to be used
and yorking, not just available.)

Requirement: The audit repository and associated services shall be se€eured, including acdess controls
and qudit controls.

A.9 | Case of a hacker creating fake audit records

A sophisticated attacker plugs in a laptop that generates*falsified audit records to conceal the fact that
he has disabled the audit system of the machine that is.under attack.

(Sontelocal policies may choose to use digital signatiires in order to detect masquerading of audit records.)

A.10 Case of a hacker sniffing audit'records and uses them in a nefariousway
Audif records may also be vulnerableto.traffic analysis or changes to remove critical info mid-stream.

Mitigation: Keep personal healthtinformation out of audit records! If that is impossible, afidit records
may pe encrypted either by record or session/stream.

A.11 Case of a strange (authorized /unauthorized) configuration change
Somg¢one acting as.a system administrator installs an update to local system software| (Alternate:

Malware attack/random attacker installs an http logger and captures all http traffic to d¢tect system
vulnerabilities?)

The pudit\process should capture: date, time and location of update as well as a “description of the
chanFe" which includes software version numbers, file checksums, etc.

The auditrepository (or configuration audit repository) should be occasionally examined to: confirm that
authorized configuration updates took place when they were supposed to, and to detect unauthorized or
unexpected configuration changes.

Another aspect of the audit log/service should record all configuration changes, updates, etc., including
software installs, hardware installs, and configuration changes.

The audit system shall support remedial action as well as real-time analysis to detect an adverse
event in progress.

It is desirable, but more difficult to generalize this to hardware.
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A.12 Case of a user trying to brute-force a password

The audit server receives reports of a number of login failures and should raise/trigger an alarm quickly.
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Annex B
(informative)

Audit log services

B.1 Services in diagram

IS0 27789:2013(E)

The $ervice Oriented Architecture (SOA) audit class diagram in Figure B.1 serves to illustr

log services that are described in this annex.
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standard queries, legacy
systems can continue to
use the interface without
change; new systems can
access the new queries

SubmitAlert

AddAlertRules — (Create,
Retrieve, Update, Delete)

The actual method to notify the user

Needs to be in the
interface, but no one has
use it!

Figure B.1 — Audit class diagram

by BB or Pager or whatever, is
implementation specific. Say that in

the table.


https://standardsiso.com/api/?name=5c5650727f68c54f712d647ff1cfe6ff

	Section sec_1
	Section sec_2
	Section sec_3
	Section sec_4
	Section sec_5
	Section sec_5.1
	Section sec_5.1.1
	Section sec_5.1.2
	Section sec_5.1.3
	Section sec_5.1.4
	Section sec_5.1.5
	Section sec_5.2
	Section sec_5.2.1
	Section sec_5.2.2
	Section sec_5.2.3
	Section sec_6
	Section sec_6.1
	Section sec_6.2
	Section sec_6.2.1
	Table tab_1
	Section sec_6.2.2
	Table tab_2
	Section sec_7
	Section sec_7.1
	Table tab_3
	Section sec_7.2
	Section sec_7.2.1
	Table tab_4
	Section sec_7.2.2
	Table tab_5
	Section sec_7.2.3
	Section sec_7.2.4
	Section sec_7.2.5
	Table tab_6
	Section sec_7.3
	Section sec_7.3.1
	Section sec_7.3.2
	Section sec_7.3.3
	Section sec_7.3.4
	Section sec_7.3.5
	Table tab_7
	Table tab_8
	Section sec_7.3.6
	Table tab_9
	Section sec_7.4
	Section sec_7.4.1
	Table tab_10
	Section sec_7.4.2
	Section sec_7.5
	Section sec_7.5.1
	Section sec_7.5.2
	Section sec_7.5.3
	Section sec_7.5.4
	Table tab_11
	Table tab_12
	Section sec_7.6
	Section sec_7.6.1
	Section sec_7.6.2
	Table tab_13
	Section sec_7.6.3
	Table tab_14
	Section sec_7.6.4
	Table tab_15
	Section sec_7.6.5
	Table tab_16
	Table tab_17
	Section sec_7.6.6
	Section sec_7.6.7
	Section sec_7.6.8
	Section sec_7.6.9
	Section sec_7.6.10
	Section sec_7.6.11
	Section sec_8
	Section sec_8.1
	Table tab_18
	Section sec_8.2
	Table tab_19
	Section sec_9
	Section sec_9.1
	Section sec_9.2
	Section sec_9.3
	Section sec_9.4
	Section sec_9.5
	Annex sec_A
	Annex sec_A.1
	Annex sec_A.2
	Annex sec_A.3
	Annex sec_A.4
	Annex sec_A.5
	Annex sec_A.6
	Annex sec_A.7
	Annex sec_A.8
	Annex sec_A.9
	Annex sec_A.10
	Annex sec_A.11
	Annex sec_A.12
	Annex sec_B
	Annex sec_B.1
	Figure fig_B.1
	Annex sec_B.2
	Annex sec_B.3
	Annex sec_B.4
	Annex sec_B.5
	Annex sec_B.6
	Annex sec_B.7
	Annex sec_B.8
	Reference ref_1
	Reference ref_2
	Reference ref_3
	Reference ref_4
	Reference ref_5
	Reference ref_6
	Reference ref_7
	Reference ref_8
	Reference ref_9
	Reference ref_10
	Reference ref_11
	Reference ref_12
	Reference ref_13
	Reference ref_14
	Reference ref_15
	Reference ref_16
	Reference ref_17
	Reference ref_18
	Reference ref_19
	Reference ref_20
	Foreword
	Introduction
	1	Scope
	2	Normative references
	3	Terms and definitions
	4	Symbols and abbreviated terms
	5	Requirements and uses of audit data
	5.1	Ethical and formal requirements
	5.2	Uses of audit data
	6	Trigger events
	6.1	General
	6.2	Details of the event types and their contents
	7	Audit record details
	7.1	The general record format
	7.2	Trigger event identification
	7.3	User identification
	7.4	Access point identification
	7.5	Audit source identification
	7.6	Participant object identification
	8	Audit records for individual events
	8.1	Access events
	8.2	Query events
	9	Secure management of audit data
	9.1	Security considerations
	9.2	Securing the availability of the audit system
	9.3	Retention requirements
	9.4	Securing the confidentiality and integrity of audit trails
	9.5	Access to audit data
	Annex A
(informative)

Audit scenarios
	Annex B
(informative)

Audit log services
	Bibliography

