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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Overview

This document includes the communication between the vehicle's on-board diagnostics (OBD) systems
and external test equipment within the scope of the World-Wide Harmonized On-Board Diagnostics
Global Technical Regulations (WWH-OBD GTR).

This document has been established in order to apply the unified diagnostic services (specified in
ISO 14229-1) to WWH-0OBD systems.

This docullnent includes the communication between the vehicle's WWH-OBD systems and exte
(off-board)

To achieve
in ISO/IEC
When map
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sessionm layer services (layer 5), specified in [SO 14229-2,

transp
ISO 15

netwo
and IS

data link layer (layer 2), specified in ISO 27045-4 with reference to ISO 11898-1, ISO 1189

ISO 13

physic
ISO 13

‘nal

“generic” test equipment within the scope of the country-specific regulatory requiteniets.

this, it is based on the Open Systems Interconnection (OSI) Basic Reference Model speci
7498-1 and ISO/IEC 10731, which structures communication systems into’seven lay
ped on this model, the services specified by this document are broken into:

stic services (layer 7), specified in ISO 27145-3 with reference to [SQ-14229-1,

tation layer (layer 6), specified in ISO 27145-2 with reference to SAE J1930-DA, SAE J19
E J1939-73:2022, Appendix A (FMIs), SAE J1979-DA, and SAE J2012-DA,

fied
ers.

39-

ort layer services (layer 4), specified in ISO 27145-4 with reference to ISO 13400-2,

765-2, and ISO 15765-4,

'k layer services (layer 3), specified in ISO 27145-4'with reference to ISO 13400-2,1SO 1576
D 15765-4,

100-3, ISO 15765-4, and IEEE 802.3,'and

hl layer (layer 1), specified in 1SO 27145-4 with reference to ISO 11898-1, ISO 11898-2,

100-3,1SO 15765-4, and IEEE.802.3,

hce with Table 1.

Table 1 — WWH~0OBD specification reference applicable to the OSI layer

Applicabflity

Seven layers
according to
ISO/IEC 7498-1

0SI séven layer WWH-0BD document reference
Appligation (layer 7) ISO 14229-1,1S0O 27145-3
IS0 27145-2, this doc-
Presentation (layer 6) ?FAI\I;ZHI Sl)?SO-DA, SAEJ1939-DA, SAE ]J1939-73:2022, Appendix A ument
SAE J1979-DA, SAE J2012-DA
Session (layer 5) SO 14229-2

and
ISO/IEC 10731

Transport (layer 4)

Network (layer 3)

ISO 15765-2 DoCAN,
ISO 15765-4 DoCAN

Data link (layer 2)

Physical (layer 1)

ISO 11898-1 CAN DLL,
[SO 11898-2 CAN HS,
ISO 15765-4 DoCAN

ISO 27145-4

ISO 13400-2 DolP
TCP and IP

ISO 13400-3 DolP,
IEEE 802.3

SAE document reference concept

This document references several SAE documents which contain all terms, data and diagnostic trouble
code (DTC) definitions.

Vi
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ISO 27145-2 defines a common data dictionary for this document, according to the definitions in the
following documents (Figure 1):

— SAEJ1930-DA: this digital annex contains all standardized naming objects, terms, and abbreviated
terms;

— SAE J1939-DA and SAE J1939-73: the digital annex indexes names for suspect parameter numbers
(SPNs) that provide an alternative presentation format for SAE J2012-DA DTCs. SPNs are combined
with failure mode indicators (FMIs) to form the full alternative presentation. These FMIs are
described in SAE ]J1939-73:2022, Appendix A;

— [SAEJI979-DA:this digital annex contains all standardized data items such as data identiijers (DIDs),
test identifiers (TIDs), monitor identifiers (MIDs) and infotype identifiers (ITIDs);

— |SAE J2012-DA: this digital annex contains all standardized data items such as DT defipitions and
FTB (failure type byte) definitions.

IS0 27145-2
WWH-0BD
common data dictionary

2
r [t ‘ —-" Z_ ''''''' i
E SAE J1930-DA L[ sAEJ1939A :
1 SAE]J2012-DA Digital Annex of i | | Digital annex of | | gAE J1939-73: i
| Digital Annex of SAE J1979-DA Eléctrical/Electronic | | || Serial Control 2022, i
i | Diagnostic Trouble Codé Digital Annex of E/E Systems Diagnostic [ and Appedix A i
I'[| Definitionsand Failure Diagnostic Test Modes Terms, Definitions, || |Communications I
'l TypeByte Definitions Abbreviations,and I ' HeavyDuty !
! Acronyms Web Tool b Vehicle !
i i |
g g g g S (N Uy g U N R g 4 g g g L e p—— ]

Key
1 |SAE digital annexes: data definitions
2 |SAE J1939 series of documehts: DTC definitions

Figure 1 — SAE digital annex document reference

© 1S0 2023 - All rights reserved vii


https://standardsiso.com/api/?name=42a30c1cd25e6e052cc7b48472f13b9d



https://standardsiso.com/api/?name=42a30c1cd25e6e052cc7b48472f13b9d

INTERNATIONAL STANDARD

ISO 27145-6:2023(E)

Road vehicles — Implementation of World-Wide
Harmonized On-Board Diagnostics (WWH-0OBD)
communication requirements —

Part 6:

Extermal testequipment— ]

Thi
Add
infd

manufacturer needs. The external test equipment désigner ensures that no such capability

can
itse

Wh
fun

2

Thd
con|
und

ISO
veh

ISO
ISO

if document defines the requirements for the external test equipment as:

Scope

a means of establishing communications between a WWH-0BD-equipped vehicle and e
equipment;
equipment in order to exercise the services defined in ISO 27145-3.

5 document describes the minimum capabilities or.functions in the external test
itional functionalities, for example, non WWH-OBD protocols or retrieval of repair and m|
rmation, can be integrated into the external test ‘equipment according to the test

adversely affect either a WWH-0BD-equippediehicle connected to the equipment, or the
[f.

bn the external test equipment implements functionality, which is not covered by ISO 27
Ctionality is not linked to the timingtrequirements defined in this document.

Normative references

following documents ar¢ referred to in the text in such a way that some or all of th
Stitutes requirementsShof this document. For dated references, only the edition cited 3
ated references, thielatest edition of the referenced document (including any amendmen

13400-3, Road yehicles — Diagnostic communication over Internet Protocol (DolP) — Pa
cle interface based on IEEE 802.3

14229-15Road vehicles — Unified diagnostic services (UDS) — Part 1: Application layer

14229-2, Road vehicles — Unified diagnostic services (UDS) — Part 2: Session layer services

ternal test

a set of diagnostic services, including addressing methods, to*be provided by the external test

bquipment.
hintenance
equipment
br function
equipment

145-3, this

bir content
pplies. For
[s) applies.

rt 3: Wired

ISO 15031-3, Road vehicles — Communication between vehicle and external equipment for emissions-
related diagnostics — Part 3: Diagnostic connector and related electrical circuits: Specification and use

ISO 15765-4, Road vehicles — Diagnostic communication over Controller Area Network (DoCAN) — Part 4:

Req

uirements for emissions-related systems

ISO 27145-1, Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics (WWH-
OBD) communication requirements — Part 1: General information and use case definition

[SO 27145-2, Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics (WWH-
OBD) communication requirements — Part 2: Common data dictionary

[SO 27145-3, Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics (WWH-
OBD) communication requirements — Part 3: Common message dictionary
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ISO 27145-4, Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics (WWH-
OBD) communication requirements — Part 4: Connection between vehicle and test equipment

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 27145-1, ISO 27145-2 and
[SO 14229-1 apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:
— ISO Onlline browsing platform: available at https://www.iso.org/obp
— IEC Elgctropedia: available at https://www.electropedia.org/
3.2 Abbreviated terms

CALID calibration identification

CAN Controller Area Network

d.c. direct current

DoCAN Diagnostics over CAN

DolP Diagnostics over IP

DTC Diagnostic Trouble Code

EMC electromagnetic compatibility

ESD electrostatic discharge

ETEREC external test equipment recommendation

ETEREQ external test equipment requirement

FMI Failure Mode Idémtifier

GTR Global Techni¢al Regulations

HMI Humaa-Machine Interface

[P Internet Protocol

[UPR Fr-Use-MeniterPerformance Ratie

MVCI Modular Vehicle Communication Interface

MI Malfunction Indication

MIL Malfunction Indication Lamp

NRC Negative Response Code

0ODX Open Diagnostic data eXchange

VIN vehicle identification number

2 © IS0 2023 - All rights reserved
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4 Conventions

This document is based on the conventions discussed in the OSI service conventions (ISO/IEC 10731) as
they apply to diagnostic services.

5 Document overview

Figure 2 shows the reference documents for this document.

This document specifies the following references:

a) |ISO 27145-1 specifies the general structure of this document and the use cases applicablle to WWH-
OBD GTR;

b) |ISO 27145-2 specifies the common data dictionary with references to the following:
1) SAE J1930-DA defines the terms, definitions, abbreviated terms, etc,;

2) SAE J1939-DA contains all SPNs (parameters), PGNs (messages),'and other SAE 1939 data
previously published in the SAE J1939 top level document;

NOTE The SAE ]J1939 series of documents presents the definitioh of emissions-related SPNs and FMIs
for use as DTCs.

3) SAEJ1939-73:2022, Appendix A specifies the FMIs;
4) SAE 1979-DA specifies all data items;
5) SAE J2012-DA specifies the DTC definitions'and failure type byte definitions;

c) |This document specifies the diagnostic_sérvices defined in ISO 14229-1 that are applicable to
WWH-0BD GTR;

d) |ISO 14229-2 specifies the standardized service primitive interface to separate application and
session layers from protocol tranisport and network layers;

e) |ISO 27145-4 specifies the initialization procedure and includes references to:
1) 1SO 15765-4 DoCAN;
2) theISO 13400Cseries DolP.

©1S0 2023 - All rights reserved 3
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Unified Diagnostic Services (UDS)

| |
| |
| IS0 27145-1 !
| WWH-0BD i
| general information |
I and use case definition I
| |
: :
| 150 271453 SAE J1930-DA I
| 0l layer 7 I1SO 1.4:229--1 UDS subset WWH-0BD 1:1 T |
| RO specification and »| common message erms, .. |
: Application requirements dictionary — :
! [/ ~—_ — o SAE]J1979-DA |
| 1:1 | pPIDs, MIDs, RIDs; || |
| / ™\ 1SO 27145-2 InfoTypes !
| | osllayef6 WWH-0BD T |
| |Presentafion common data — |
} dictionary 1:1| sAEj2012-DA | |
T > WWH-0BD DTG | |
| \/\

| |
|/ R |
I i ISO 14229-2 UDS 1:1 IS0 14229-2 UDS SAE J1939-DA }
I osI laye 5 session layer services P session layer services subset| SAEJ1939-73 |
| Sessio Appendix A :
|

__________________________________________ p—

Diagnostic communication over CAN.and Internet protocol

|
| |
|
i DoCAN DolP |
|
|
T |
I 0SI laye} 4 I
| | Transpgrt ISO 15765-2 DoCAN 1S 13400-2 DolP }
I \. _/ transpo:ltlgrotocol transport protocol :
| and |
| network
: ( _\ layer services layl;itsvzg\l;li(ces I
| 0Sl laye} 3 I
I Network ISO 15765-4 DoCAN IS0 27145-4 |
NG Y, \_/-\ requirements for WWH-0BD " !
: emissions-related connection |
| — systems between vehicle |
I -\ and test equipment| :
| OSI layef 2 1S0/11898-1 CAN I
: Data Lihk data link layer and 1SO 13400-3 DolP I
\ hysical signalli
| _/ physical signalling IEEF 802.3 l?ased I
I wired vehicle |
ISO 11898-2 CAN interface |
I ( -\ high-speed medium I
: 08l laye} 1 access unit I
I Physical I
| N / \/—\ \/\ \/\ \/\ I
' [
I_ ___________________________________________________________________ |
Key

1 The standardized service primitive interface is specified in [SO 14229-2.

Figure 2 — Reference documents for implementation of WWH-OBDonCAN
and WWH-OBDonlIP according to the OSI model

4 © IS0 2023 - All rights reserved
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6 Requirements overview and principles

6.1 Basic principles for the graphical notation

ISO 27145-6:2023(E)

The flow graphs show the behaviour of the external test equipment. Hierarchical references, e.g. are

shown using round edged transparent rectangles. Figure 3 shows the notation semantics.

/ <flow name>

~

e~
T event>— >

trigger > v

reference

> <sub-flow name>
to sub-flow
<selected value> <decision/
selection>
\ 4
<action>
activity- A
path join ' ¥
\ 4

termination - )(_ Finished )

f <sub-flow name>

/

6.2 Requirements clustering

6.2]1 Overview

Each requirement in this document is assigned to one requirements cluster. The clusters covg

areps wherethe assigned requirements apply for.

S

Figure 3 — Flow graph notation semantics used in this document

e 2Njsts the techmcal requlrements clusters The table pr0v1des an overview of all re

r technical

uirements

in this document.

Each technical requirement is identified by the mnemonic “ETEREQ-" and an alpha-numeric number.
In addition, the alpha-numeric number includes the requirement cluster classifier according to Table 2.

Recommendations intended to guide the implementation are identified by the mnemonic “ETEREC-".

6.2.2 Main requirements clusters

Table 2 provides an overview of the main clusters of external test equipment requirements. A
requirement cluster has at least one requirement and optional recommendations.

© IS0 2023 - All rights reserved
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Table 2 — Main requirements clusters

Main title of
cluster

Classifier

Brief description

Related
requirements
and recommen-
dations

Mechanical
requirements

Requirements to mechanically connect the external
test equipment

ETEREQ-MO1,
ETEREQ-MO02,

ETEREQ-MO03,
ETER F‘Q-Mﬂ

ETEREQ-M05
ETEREQ-MO06

Electrigal
requirgments

Electrical hardware related requirements and recom-
mendations

ETEREQ-E01,
ETEREC-E02,
ETEREQ-E03
ETEREQ-E04
ETEREQ-E05

Commynication
setup ajnd session

Automatic hands-off determination of the‘communica-
tion interface

— hands-free DoCAN protocol initialization

— hands-free DolP protocol iitialization and setup
initialization

ETEREQ-S01,
ETEREQ-S02,
ETEREC-S03,
ETEREQ-S04,

ETEREQ-SO05,
ETEREQ-SO06,

ETEREQ-S07,
ETEREQ-S08,
ETEREQ-S09,
ETEREQ-S10,
ETEREQ-S11

Diagnogtic
messages

Requirements and recommendations related to the
diagnostic messages, like addressing information,
sequences, dependencies

ETEREQ-DO1
ETEREQ-D02
ETEREC-D03,
ETEREQ-D04
ETEREQ-DO05
ETEREQ-D06
ETEREQ-D07

ETEREQ-D08

©1S0 2023 -
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Table 2 (continued)

# Main title of Classifier Brief description Related

cluster requirements

and recommen-
dations

ETEREQ-D09,
ETEREQ-D10,
ETEREQ-D11,
ETEREQ-D12,
EFEREQ-D13,
ETEREQ-D14,
ETEREQ-D15,
ETEREQ-D16,
ETEREQ-D17,
ETEREQ-D18,
ETEREQ-D19,
ETEREQ-D20,
ETEREQ-D21,
ETEREQ-D22,
ETEREQ-D23,
ETEREQ-D24,
ETEREQ-D25,
ETEREQ-D26,
ETEREQ-D27,
ETEREQ-D28,
ETEREQ-D29,
ETEREQ-D30,

ETEREQ-D31
5 |Error handling 1y Requirements to have a proper communication error |ETEREQ-FO01,

handling ETEREQ-FO02,
ETEREQ-FO03,
ETEREQ-F04
6 [Use,case specific §) Requirements only related to specific use cases ETEREQ-UO1,
requirements ETEREQ-U02,
ETEREQ-UO3,
ETEREQ-U04,
ETEREC-UO05,
ETEREQ-U06

7 External test equipment requirements

7.1 General

This clause specifies all requirements which are applicable to the external test equipment. The
Introduction, Clause 9, and Clause 10 (respectively use cases 1, 2, and 3 as specified in ISO 27145-1)

©1S0 2023 - All rights reserved 7
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include references to the requirements stated in this clause. The term ‘external test equipment’
addresses all equipment that will be used in compliance with the use cases stated in this document, e.g.
a repair shop external test equipment or an installed diagnostic data recorder. As the test equipment is
to be used for legislated OBD, it can be mounted in the car and attached to the OBD diagnostic interface,
but not integrated into the internal network. Figure 4 shows the general behaviour of the external text
equipment.

f General behaviour \

< IgnitionON >

\
CStart application)

Y
Communication
setup

Use case

specific
behaviour

4
Q
\ )

Figure 4 — General behaviour of.@xternal test equipment

7.2 Applicability of requirements according to local legislation

This document is based on the requireménts established by the GTR #5, only. Local legislation [can
require adglitional data to be supported for each use case as specified in this document. The additigpnal
data are dgfined in SAE J1979-DA and-SAE J1939-DA.

7.3 User instructions and @uidelines

ETEREQ-MO1 If the ehosen connector supports detection of ignition/run status, the external fest
equipment shall verify that the ignition is active before starting any action.

ETEREQ-MO02 If the chosen connector does not support the detection of ignition/run status, th¢ ex-
ternal test equipment shall ask the user to confirm ignition/run status active before
starting any action.

7.4 Cluster “Mechanical requirements”

ETEREQ-MO03 To connect the external test equipment to the vehicle, one of the following ISO 15031-3
type connectors shall be used:

— typeA(12Vd.c),or
— typeB(12Vd.c.or 24 Vd.c).

8 © IS0 2023 - All rights reserved
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ETEREQ-M04 The length of the cable (from external test equipment interface transceiver to diagnos-
tic connector) shall not exceed the maximum length of 2 m (twisted and unshielded)
and the maximum length of 5 m (twisted and shielded).

NOTE More restrictive requirements always supersede less restrictive requirements.

ETEREQ-MO05 If the external test equipment supports the DoCAN protocol, the cable mechanical (and
electrical) configuration and characteristics shall be in accordance with SO 15765-4.

ETEREQ-M06 If the external test equipment supports the DolP protocol, the cable mechanical (and
electrical) configuration and characteristics shall be in accordance with ISO 13400-3.

7.5 Cluster “Electrical requirements and recommendations”

ETEREQ-EO1 Ifthe external test equipment is powered from the vehicle diagnostic'conneftor, it shall
comply with the electrical characteristics of either 12 V d.c. on22V d.c. vehjcle battery
systems. The external test equipment shall comply with the 1SO 15031-3|diagnostic
link connector specification and requirements detailed(in Table 3.

Table 3 — Additional interface requirements

Requirement definition 12Vd.c. 24 Vd.c. Unit
Survive a vehicle battery voltage for at least 10 min 24 36 \Y
Surjvive a reverse vehicle battery voltage for at least 10 min 24 36 \Y
ETEREC-E02 During engine crank event, the external test equipment should withstand crank-

ing so that communications and data are not lost during vehicle battery voltage
reductions as specified in ISO 16750-2 or ISO 7637-2.

ETEREQ-E03 In regards te'the EMC, the external test equipment shall not interfere with the
normal operation of the vehicle electrical system.

ETEREQ-E04 In regards to the EMC, the normal operation of the external test equipment shall
be immune from conducted and radiated emissions presentin a servife environ-
ment and when connected to a vehicle.

ETEREQ-EO5 The external test equipment shall meet the electrical requirements gpecified in
[SO 15031-3.

7.6| Cluster“Communication setup” and connections

7.6J1C~ Connections

A connection ends when the external test equipment does not communicate with any ECU for the time
specified below.

ETEREQ-S01 The connection ends when the external test equipment does not send any request
to the vehicle for more than 5 min.

ETEREQ-S02 [f communication is to be performed after the connection has ended, the external
test equipment shall restart with the communication setup process.

©1S0 2023 - All rights reserved 9
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ETEREC-S03

it can bypass the following steps asking for static information:

— Connector determination:

ISO 15765-4:
— Bitrate detection

— 11 bit or 29 bit CANID support

If the external test equipment can be sure to be connected to the same vehicle,

7.6.2 Co

Figure 5 sh

mmunication setup

ISO 13400-3:

— Ethernet pin assignment option 1 or option 2 support

— Read GTR (SAE ]J1979-DA specifies an InfoType to retrieve the WWH-
GTR number)

— Read Vehicle Identification Number (SAE J1979-DA specifies an InfoTyp
retrieve the VIN)

— Read the software calibration identifi¢ation number (CALID) (SAE J1979
specifies an InfoType to retrieve the'CALID number)

— Read the calibration verification number (CVN) (SAE J1979-DA specifie
InfoType to retrieve the CVN number)

ows the communication setup.

— The external test equipment shall build an ECU table by sending a reqyiest
message with a functionally addressed service ReadDataByldentifier,
F810,, to request the protocol identification of all supporting ECUs.

DID

DBD

e to

DA

10
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/ Communication setup \

( Start communication setup )

!

ISO 13400 DolIP ISO 15765 DoCAN

Communication
identification
Y )
Option #1 or #2 pin
allocation through
pin #8
ISO 13400-3
Y Y
DolP initialization DoCAN initialization
ISO 27145-4 ISO 27145-4
(see 8.2) (see Clause 7)
1 ! |
Use case 2 - -
\ Use case 1 - Inspection and maintenance;
Roadside inspection Use case Use case 3 - Repair shop
selection

Y

Build ECU
table
([ Setup
"\ completed

- J

Key
1 see ISO 27145-1

Comymunication identification, e.g. DoCAN or DolP, shall be done sequentially in any order wished| by the test
equlpment supplier.

Figure 5 — Communication setup

Thd communication setup defines the different steps needed to initialize communication to the vehicle.
At flirst, the external ipment shall rmine the interf ither plection by
the user or by probing the available interfaces using the respective initialization procedure (either
DoCAN or DolP). As a result, it constructs the ECU table, including the ECU names, which the external
test equipment needs to perform the use case specific communications. Use cases 2 and 3 need ECU
addressing information for the subsequent physical communication with the ECUs. Use case 1, which
uses only functional requests, can bypass this step.

The communication setup shall be executed just once per connection; it queries only static information
that does not change. This sequence is not to be part of any cyclic measurements.

ETEREQ-S04 The external test equipment shall employ an “Automatic Protocol Determination”
feature to determine the communication protocol used in a given vehicle. No user
intervention shall be required during this phase.
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ETEREQ-S05 The external test equipment shall allow the user to select the protocol for WWH OBD,
either before automatic interface determination or after the determination, when the
detection process received an ambiguous result.

ETEREQ-S06 The connected external test equipment shall not cause failures on the in-vehicle net-
work, e.g. CAN bus off.

ETEREQ-S07 The external test equipment shall perform an automatic DoCAN protocol initialization
according to ISO 27145-4.

ETEREQ-S08 he external test equipmen izafion
according to ISO 27145-4.

ETEREQ-S09 The external test equipment shall inform the user that initialization is occliurring.

ETEREQ-S10 The external test equipment shall inform the user about the selected protocol in lise.

7.7 Cluster “Diagnostic messages”

7.7.1 Overview

All ECU communication is done by diagnostic messages. To retrieve the information from the ECUs,

the following diagnostic messages are used. Subclause 7.7 is divided\into the different communication

phases.

7.7.2 Timing

ETEREQ-DO01  The client shall utilize the P, reloat mechanism as described in ISO 14229-7 for

7.7.3 Ne

Besides thie standard response codes that indicate non-conformant communication, like mis

parameter
way. For d¢

Figure 6 sh

DoCAN and ISO 27145-3 for DolP.
gative response handling
5, unsupported functions, etc,» there are two responses that have to be handled in a spd

tails, refer to ISO 14229-1.

ows the response handling.

bing
cial

12
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Response handling \

(' Startresponse handling )

send request [«

v

receive responsej«

positive é \\__nhegative
L I15¢C

type

other NRC

y

standard
response
handling

<n counted
NRC 21,

>=hn
\ 4 }

standard NRC indicate :
endin
handling ECUbusy p g

response
4] I

Q wait
t [ms]
&

\ 4 N\

indicate

\ .

Key
n |5loops
t 1200 ms

ETEREQ:D02

Figure 6 — Response handling

When the external test equipment receives an NRC 21,4 (busyRepeatRequgpst), it shall
retry to request the information. Between each retry, it shall wait for a nllinimum of

ETEREC-D03

ETEREQ-D04

ETEREQ-D05

20015
When the external test equipment receives an NRC 21,, (busyRepeatRequest), the
test equipment should use a 1 s interval between retries.

After receiving five consecutive NRC 21, (busyRepeatRequest) or 1 s after the first
NRC 21,4 received, the external test equipment shall indicate to the user that the ECU
is busy [e.g. “wait (busy)”].

When the external test equipment receives an NRC 78,4 (requestCorrectlyReceived-Re-
sponsePending), it shall wait for the specified time (ISO 27145-3:2012, Table 13) to
receive a further response.
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ETEREQ-D06

After receiving two consecutive NRC 78, (requestCorrectlyReceived-ResponsePend-

ing), the external test equipment shall indicate to the user that the response from the
respective ECU is pending [e.g. “wait (response pending)”].

7.7.4 Error handling of no response from the vehicle

An ECU can fail to respond to a request message from the external test equipment because of incorrect
transmission or because the module does not support that message. There can be several other reasons
for an ECU to not respond to a request.

. 1 =l 1 11l
Flgure 7 showsthetoT CSPUITST [TaITUaITITg:

/

No response handling

( Startnoresponse handling )

\ 4
| sendarequest message |

. PZ Client_max/ P6Client_max
response received timeout

NS

response received

wait 200/ms

~

Y.
(‘proceed )

-

PZClient,max/P Client_max
timeout
send 22
F810,,
. PZClient,max/P6C1ient,max
response received FTeONT
\/
IS0 27145 Iy =
- »
compliant
YES
. chlient_!nax/ Client_max
v/ response received timeout »
Y »

\ 4 ~ \ 4
nnnnnnnn indicate
Fespense -
handling ECU /vehlcl.e

not responding
\ 4

(Ecu failed)

J

14

Figure 7 — No response handling
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scribed by the protocol, the test equipment shall:

— retransmit the request message one more time after 200 ms;

If a response is not received within the P2¢jen max/PbOciient max timeout period pre-

— ifthere s still no response, transmit a service 22,5 DID F810,, request message in
order to determine if communication with the vehicle is still possible;

— if a service 22,4, DID F810,4 = 1 response is received, retransmit the original re-

quest one more time;

ETEREQ-F02

ETEREQ-FO03

ETEREQ-F04

7.7]5 Setup of ECU list

ETEREQ-DO7

Table 4 — External test equipment initialization message sequence

— if the previous step fails again then indicate to the user, as appropriate
munication with the vehicle cannot be performed, that communicatig
module cannot be performed or that the information the user hasselq
available.

If the server indicates that the information is supported (i.e. by'setting the cor
bitin the DID supported, i.e. F400,4 - F5C04¢, F800, - F8€0,y) but does not
a physical request or responds with a negative response code, then the d:
presented as “Failed”.

The external test equipment shall inform the,user about any communica
that prevent the external test equipment fromreading out information.

Communication errors, which the error fiandling process was not able to r
be reported to the user.

Table 4 defines the external test equipment initialization message sequence
refer to ISO 14229-1.

, that com-
n with the
cted is not

responding
respond to
ita shall be

kion errors

ctify, shall

For use case 2 or 3, the extetnal test equipment shall use the responses of functional
service 224, F81044 to edllect the ECU addresses and store them in a list.
responses that indicaté-ISO 27145 series compliance shall be stored.

Only those

For details

Myg# Description Addressing Application message name PDU|message
type content
| |Read pratocol functional ReadDataByldentifier(ITID(F810)) 2216
identification.
P~ |PositiveResponse physical Read protocol identification - positive 6214
to F810. response
TO x l"816
ITID (high byte = F8)
ITID (low byte = 104¢)
only accept 01,4 (see ISO 27145-4)
OR
2 [NegativeResponse physical NRC 7F 6
to F81046. Request service ID: ReadDataByldentifier 2246
Negative response code <NRCy¢ >

© IS0 2023 - All rights reserved
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7.7.6 Setting up ECU communication list

ETEREQ-D08

The client shall build a list of all ECUs responding to the functional service 22, F810,,
request and use this information for physical requests. This step is not necessary for
use case 1, “roadside inspection”, and can be bypassed there. Figure 8 shows the build

ECU communication and data information lists.

-

Build ECU table N\

ETEREQ-I}09

ETEREQ-D10

ETEREQ-I}11

-

(' startbuild ECU table )

A

Build ECU list

A
For each ECU

9

Read ECU name

Read supported a
DIDs

ECU communication table

A 4

( Finished )

.

Figure 8 — Build ECU communication and data information lists

The external test equipment shall store the address of each ECU responding to ser
22,4 F810,, with axesult of 01, (=WWH-0BD).

For each ECU, the external test equipment shall query the ECU’s name using ser
22,c F80A 5 Finally, the table has, as a minimum, the following data entries:

— ECUladdress,

— €E€U name.

vice

Vice

This information is static, so it is not necessary to have this as part ofa cyclic reading.

The ECU table shall be built only once after communication setup.

7.7.7 Setting up data information list

ETEREQ-D12

ETEREQ-D13

16

The client shall send physically addressed service 22,5, ReadDataByldentifier requests
to gather all supported DIDs (PIDs, MIDs and ITIDs). It shall query those ECUs that
have responded to the service 22, F810,, request during initialization (SAE J1979-DA:
2021, Appendix A). This step is not necessary for use case 1, “roadside check”, and can
be bypassed there. The range values for PIDs, MIDs, and ITIDs that may be requested

by the test equipment are defined in SAE J1979-DA:2021, Appendix A.

Based on the results, the external test equipment shall store the information about

the supported DIDs for each ECU.
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The external test equipment shall only query those DIDs that have been marked to be

supported by the respective ECU.

When the external test equipment requests DID data, it shall not mix di

fferent DID

ranges in one request, i.e. it shall send separate requests for PIDs, for MIDs, and for

ITIDs.

When the external test equipment requests ITID data, it shall request one ITID value

per request.

The external test pnnlnmphf shall send a maximum of six DIDs (Dlnc Q

r MIDs, not

mixed) in one phy51cal request (refer to ISO 27145-3).

7.7)8 Reading DTCs

DT(s can be read at any time after the communication setup, either once afterisetup, contipuously, or
on yser request.

ETEREQ-D18

ETEREQ-D19

ETEREQ-D20

The client shall send physically addressed requests.to.all ECUs to read thg applicable

DTCs per class of DTC.

The client shall retrieve the class A, B1, B2, and C DTCs which are pending,
and active or previously active.

The client can request DTCs from allclasses and at all stages, but shall so
into the different classes and states;

7.7]9 Setting up DTC information list

/ Read DTC i@\}l\;ation \

( Start read DTC information )

° 4

For each ECU
o Read DTCs and sort
Q by status and
?§‘ severity
(A, B1,B2,()

For each DTC

confirmed,

't the DTCs

Figlires 9 and 10 show the read DTC information and the updating of snapshot and ext¢nded data
suptort. See definition in ISO 14229-1.

Update snapshot and \\/

extended data DTC information list

\ 4
( Finished )
N J

Figure 9 — Read DTC information
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-~

( Start update snapshot and extended data )

Update snapshot and extended data ) store/update
results

Y
check for
snapshot data

A 4

check for
extended data \/
i DTC information list
(Finished )
Figure 10 — Updating snapshot and extended data support
ETEREQ-D21 The external test equipment shall construct lists of alllemissions-related DTC{ for
retrieving snapshot data and extended data. It shalkuse the following request gjven
in Table 6 for all relevant ECUs (for details refer t0.JSO 14229-1), with the DTCSeer-
ityMask set according to the use case, as defined‘in Table 5.
Table 5 — Use case related DF€SeverityMask
Use casq # Relevant severity classes DTCSeverityMask value
1 not applicable not applicable
2 A, B1,B2 0E ;¢
3 A,B1,B2,C 1E44
Table 6 — External test equipment DTC reading message sequence
Msg# Description Addressing Application message name PDU message
type content
1 |Reqd DTC physical ReadDTCInformation 1946
infprmation. sub-function = 4246
reportWWHOBDDTCByMaskRecord 3344
FunctionalGroupID = OBD 0Cy6
DTCStatusMask 0E;¢ or 1E{,
DTCSeverityMask (see Table 5) XXq¢
18 © IS0 2023 - All rights reserved
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Table 6 (continued)
Msg# Description Addressing Application message name PDU message
type content
2 Positive response physical ReadDTCInformation - positive response 5946
sub-function 4246
FunctionalGroupID 3346
DTCStatusAvailabilityMask 0046 - FF4
DTCSeverityAvailabilityMask 0044 - FF4
DTCFormatldentifier 0216/0444
DTCAndSeverityRecord[] = [
DTCSeverity #1 DTCS
DTCHighByte #1 (MSB) DTCHB
DTCMiddleByte #1 IDPTCMB
DTCLowByte #1 DTCLB
statusOfDTC #1 50DTC
DTCSeverity #m DTCS
DTCHighByte #m(MSB) DTCHB
DTCMiddleByte#m DPTCMB
DTCLowByte #m DTCLB
statusOfDTC #m | SODTC
OR
4 Negative response |physical Negative response service identifier 7F 16
Request service ID: ReadDTCInformation 1946
NRC <NRC;¢>
ETEREQ-D22 The éxternal test equipment shall sort the DTC information according to the severity
information (Class A, B1, B2, C), i.e. it shall maintain one list of DTCs per ¢lass.
ETEREQ-D23 The external test equipment shall evaluate the GTR-status of each DTC gs specified
in Table 7.
Table 7 — External test equipment GTR status evaluation (refer to ISO 27145-3)
GTR-status statusOfDTC.3 statusOfDTC|2
(confirmedDTC) (pendingDTC)
Pending? 0 1
Previously active 1 0
Confirmed and active 1 1
a  “Potential” is the term used in the regulation for “Pending”.

ETEREQ-D24 When reading pending DTCs and the statusOfDTC.3 (confirmedDTC) = 0, the DTC
status shall be displayed as pending (potential).
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ETEREQ-D25 When reading confirmed DTCs and the statusOfDTC.2 (pendingDTC) = 0, the DTC
status shall be displayed as previously active.

ETEREQ-D26 When reading pending DTCs and the statusOfDTC.3 (confirmedDTC) = 1, the DTC
status shall be displayed as confirmed and active.

ETEREQ-D27 The external test equipment shall store the DTC format identifier for each DTC in
order to be able to interpret DTC data. The DTC information list shall, as a minimum,
cover the following entries per ECU per DTC:

— DTCFormat;

— DTCStatus (GTR-status);

— DTCSeverity (Class A, B1, B2, or C);
— SnapshotData;

— ExtendedData.

DTCFormat is one of the supported formats specified in ISO 27145-3:2012, Tablg 4.

If the ECU responds positively to a request for SnapshotData-but the response does
not include any SnapshotData related to a specific DTCsthén that specific DTC does
not have any snapshot data. The same holds true for ExtendedData.

ETEREQ-D28 The external test equipment shall continue to request the snapshot data for all DITCs
and mark those DTCs which have snapshot data'stored. For details refer to ISO 14329-
1. Table 8 shows the message sequence.

[able 8 — External test equipment snapshot data reading message sequence

Msg# | Description | Addressing Application message name PDU message
type content
1 |Real DTC physical ReadDTCInformation 1944
snapshot data b-f Nl
infofmation. Sub-fuftjbn. =
reportDTCSnapshotRecordByDTCNumber 04
16
DTEMaskRecord[] = [
DTCHighByte
DTCMiddleByte
DTCLowByte ]
5646
DTCSnapshotRecordNumber

20 © IS0 2023 - All rights reserved
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Table 8 (continued)
Msg# | Description | Addressing Application message name PDU message
type content
2 |Positive physical ReadDTCInformation - positive response 5946
response _
reportType =
reportDTCSnapshotRecordByDTCNumber 04
16
DTCAndStatusRecord[] = [
DTCHighByte 12,
DTCMiddIeByte 34,
DTCLowByte 56,
statusOfDTC] 24,
DTCSnapshotRecordNumber 00
16
DTCSnapshotRecordNumberOfldentifiers 01
16
dataldentifier [ byte#1 ] (MSB) 47
16
dataldentifier [ byte#2 ] (LSB) 11
16
DTCSnapshotRecord [ data#1 ] s ECT A6
16
DTCSnapshotRecord [ data#2{.= TP 66
16
DTCSnapshotRecord [ datd#3 | = RPM 07
16
DTCSnapshotRecordi[\data#4 | = RPM 50
16
DTCSnapshotRecord [ data#5 ] = MAP 20
16
OR
4 |Negative physical Negative ¥esponse service identifier 7F 16
response Requestservice ID: ReadDTCInformation 1946
NRC 4NRC; 4>
NOTE Table 8 includes example data.
ETEREQ-D29 The external test equipment shall continue to request the extended data for all DTCs
and markthose DTCs which have extended data stored. For details refer to[ISO 14229-
1. Table 9 shows the message sequence.
Table 9~ External test equipment extended data reading message sequencé
Msg# | Description | Addressing Application message name PD{ message
type ¢ontent
1 ~|Read DTC physical ReadDTCInformation 1946
extended data R . ;
. : Sub-furnction = reportd TCEXtDataRecordByD TENumber
information.
DTCMaskRecord[] =[ 0644
DTCHighByte 1244
DTCMiddleByte 344
DTCExtendedDataRecordNumber (either FE,¢, or 9046
selectively 90,4 and 914¢)
©1S0 2023 - All rights reserved 21
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Table 9 (continued)
Msg# | Description | Addressing Application message name PDU message
type content
2 |Positive physical ReadDTCInformation - positive response 596
response reportType = reportDTCExtDataRecordByDTCNumber 0646
DTCAndStatusRecord[] = [
DTCHighByte 1244
DTCMiddleByte 3444
DTCLowByte 564¢
statusOfDTC] 24 ¢
DTCExtendedDataRecordNumber = 9046
FailureSpecificB1Counter
DTCExtDataRecord [ byte#1 ] [29 h 6 min] 01,
DTCExtDataRecord [ byte#2 ] 23,
OR
2 |Negptive physical Negative response service identifier 7F 4
response Request service ID: ReadDTCInformation 1946
NRC <NRC4>

NOTE Table 9 includes example data.

7.7.10 Clear diagnostic information

To clear dijgnostic information, the message sequence in Table 10 shall be used.

Table 10 — External test equipment ¢lear diagnostic information message sequence

Msg# Description Addressing Application message name PDU message
type content
1 Clepr DTC functionat ClearDiagnosticInformation([DTCGroup]) 1444
infprmation. aroupOfDTC[] = [
groupOfDTCHighByte FFi¢
groupOfDTCMiddleByte FFig
groupOfDTCLowByte | 3346
Delete all emissions-related DTC information
2 |Pogitive response |physical ClearDiagnosticInformation - positive response 5446
OR
2 Negative response |physical Negative response service identifier 7F 6
Request service ID: ClearDiagnosticinformation 1444
NRC <NRC;¢>

7.7.11 Continuously reading ECU data

To be able to detect changes in the data read from the vehicle, it is necessary to read some data cyclically,
the external test equipment shall resend some requests multiple times. Repeatedly requested values
can be DTCs or measurement values that are to be monitored by the external test equipment. Figure 11
shows the cyclic data reading.
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( Cyclic reading \

( Start cyclic reading )

Y

\ 4
[ Readprc ) [ Urdate

ETEREQ-D30 To minimize the busload, the external test equipment shall only re-read v4

ETEREQ-D31 The external test equipment shall only use physical addressing for rep

8

8.1

The
the
The
det

For
isr

N . IHICdSUurciIiciIit
information
values

Figure 11 — Cyclic data reading

can change, e.g. engine speed,.throttle position.

quested data.

Roadside check test equipment

Definition

use case #1 roadside-check (see ISO 27145-1) is intended for checking vehicles at the 1
future, this mightalso be done in a drive-by (i.e. wireless communication to a road porta
intention is t0 check if the vehicle has any malfunctions which cause illumination of
hils refer to ISO 27145-1.

the roadside check test, only limited functionality is necessary to check whether or not
adworthy. The general process is shown in Figure 12.

lues which

patedly re-

oadside. In
) scenario.
he MI. For

the vehicle

8.2

Relateduse cases

The use case is meant to give a quick indication of roadworthiness of the vehicle under test. No further
investigation has to be supported. If the vehicle is not roadworthy, further investigation will be covered
by one of the other use cases.

The roadside check test equipment can be connected directly to the vehicle by one of the supported
interfaces and can perform the check immediately after connecting. Future systems might use a
wireless connection and can be without the need to stop the vehicle, i.e. it could be in some station near

the

©IS

road or within another vehicle.

02023 - All rights reserved
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8.3 Implementation requirements

8.3.1 Overview

ETEREQ-UO01 The external test equipment shall only use functional requests for the roadside check.

ETEREQ-U02 The external test equipment shall read out the data once per connection cycle.

8.3.2 Application layer

Figure 12 dhows use case 1.

C

Start use case 1 -
Roadside check

)

y

Communication
setup

\ 4

Read VIN
using
22, ,F8 02

Q
QO

€

N

\ BN %)

f Use case 1 - Roadside check \

N

Read

- MI status

- vehicle display strategy
- readiness of the OBD system
- engine hours with MI

22 . F4, 90

©
D.

\_

\ 4

j

As specified in [SO 27145-3, within this use case, only functional requests are used. As the informa

Figure 12 — Use case 1 - Roadside check

is not a target for change, no cyclic reading is necessary.

[ion

ETEREQ-U03 The external test equipment shall read out the data using the sequence shown in
Table 11 and in Figure 12, respectively.

24
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Table 11 — Roadside check test equipment application message sequence definition

Msg# Description Addressing Application message name PDU message content
type
Read VIN. functional ReadDataByldentifier(F8025) |22 F8;4 024
Read vehicle display  |functional ReadDataByldentifier(F490,¢) |2215F415 9044
strategy. NOTE The F490, DID contains
Read the status of ML all data items as listed in the col-
Read readiness of umn “Description”.
the OBD system.
Read the number of
engine hours during
which a continuous-MI
was activated.
9 |Inspection and maintenance (I/M) test equipment
9.1| Definition
The use case #2 (see ISO 27145-1), roadworthiness, is meant'to be used to check vehicle reddiness and
chafacterize the malfunctions detected by the OBD system. For details, refer to ISO 27145-1,
9.2| Related use cases
For|inspection and maintenance, more specific-information is necessary than for use case|l. The test
equiipment shall be able to perform the use{case 1 tests, and also read out data per ECU in prder to be

able

9.3

9.3

Nat

equiipment for /M use. For those applications, the requirement of use case 3 can apply.

9.3

In 4
infd
det

to precisely classify and document the vehicle’s readiness.
Implementation requirements

1 General

onal legislation canrequire that specific DIDs are continuously reported by the ex]

2 Application layer

iddition~to the use case 1, it is necessary that the external test equipment reads o
rmation from specific ECUs. Also, it can be necessary to continuously read out data
pct-changes in the results. Figures 13 and 14 show the inspection and maintenance use ca

ternal test

it detailed
n order to
e 2 and its

& 1 "
medasuTeITelIt upudte sequelIce.
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