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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main t
adopted by
Internationd

Attention is
rights. ISO

ISO 27145-
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sk of technical committees is to prepare International Standards. Draft International Stand
the technical committees are circulated to the member bodies for voting. Publication "as
| Standard requires approval by at least 75 % of the member bodies casting a vote.

drawn to the possibility that some of the elements of this document may be the\subject of pa
shall not be held responsible for identifying any or all such patent rights.

1 was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 3, Elect
hic equipment.

tion of ISO 27145-4 cancels and replaces ISO/PAS 27145-4:2006, which has been technically revi

bnized On-Board Diagnostics (WWH-OBD) communication requirements:
General information and use case definition

Common data dictionary

Common message dictionary

Connection between vehicle and test equipment
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0

0.1

ISO 27145

Introduction

Overview

-4:2012(E)

The ISO 27145 series includes the communication between the vehicle’s on-board diagnostics (OBD) systems
and external test equipment within the scope of the World-Wide Harmonized On-Board Diagnostics Global
Technical Regulations (WWH-OBD GTR).

It has been established in order to apply the unified diagnostic services (specified in ISO 14229-1) to
WWH-OBD systems.

The| ISO 27145 series includes the communication between the vehicle’s WWH-OBD systems Jnd external
(off{board) “generic” test equipment within the scope of the country-specific regulatory requiremerits.

To achieve this, it is based on the Open Systems Interconnection (OSI) Basic Reference Mod

in |
may

ina

BO/IEC 7498-1 and ISO/IEC 10731, which structures communication systems into seven Ia
ped on this model, the services specified by ISO 27145 are broken into

diagnostic services (layer 7), specified in ISO 27145-3 with reference to(ISO 14229-1,

presentation layer (layer 6), specified in ISO 27145-2 with reference to SAE J1930-DA, SAE J1939
Spreadsheet (SPNs), SAE J1939-73:2010, Appendix A (FMIs), SAE*J1979-DA, and SAE J2012

session layer services (layer 5), specified in ISO 14229-2,

transport layer services (layer 4), specified in this partJof ISO 27145 with reference to IS
ISO 15765-2 and I1ISO 15765-4,

network layer services (layer 3), specified in_this part of ISO 27145 with reference to IS
ISO 15765-2 and ISO 13400-2,

data link layer (layer 2), specified in this*part of ISO 27145 with reference to ISO 11898-1, IS
ISO 15765-4, ISO 13400-3 and IEEE-802.3, and

physical layer (layer 1), specified‘in this part of ISO 27145 with reference to ISO 11898-1, I
ISO 15765-4, ISO 13400-3 and, IEEE 802.3,

ccordance with Table 1.

Table 1~==/WWH-OBD specification reference applicable to the OSI layers

el specified
yers. When

Companion
DA,

O 13400-2,

D 15765-4,

O 11898-2,

O 11898-2,

Applicability OSI 7 layer WWH-0OBD document reference

Application (layer 7) 1ISO 14229-1, ISO 27145-3

Presentation (layer 6) 1ISO 27145-2,

SAE J1930-DA, SAE J1939 Companion Spreadsheet (S
SAE J1939-73:2010, Appendix A (FMIs), SAE J1979-DA, SAH

Seven layers

PNs),
J2012-DA

ISO/IEC 7498-1 and Transport (layer 4)

acearding ta Session (layer 5) 1ISO 14229-2

SO/IEC 10731

ISO 15765-2 DoCAN, 1ISO 13400-2 DolP
Network (layer 3) ISO 15765-4 DoCAN, TCP & IP

Data link (layer 2) ISO 11898-1 CAN DLL, ISO 27145-4

1ISO 11898-2 CAN HS,
ISO 15765-4 DoCAN

Physical (layer 1)

ISO 13400-3 DolP,
IEEE 802.3

0.2

SAE document reference concept

ISO 27145 makes reference to several SAE documents which contain the terms, data and diagnostic trouble
code (DTC) definitions.

© 1SO 2012 — All rights reserved
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ISO 27145-2 defines a common data dictionary for the ISO 27145 series, according to the definitions in the
following documents (see Figure 1).

— SAE J1930-DA: this digital annex contains all standardized naming objects, terms and abbreviated terms.

— SAE J1939 Companion Spreadsheet and SAE J1939-73: SAE J1939 Companion Spreadsheet indexes
names for suspect parameter numbers (SPNs) that provide an alternative presentation format for
SAE J2012-DA DTCs. SPNs are combined with failure mode indicators (FMIs) to form the full alternative
presentation. FMIs are described in SAE J1939-73:2010, Appendix A.

NOTE The SAE J1939 Companion Spreadsheet is a document which supplements the SAE J1939 family of

da Al + SDANL o (3 1N (DONG)
standargs-ang-eentains-SPNs-and-parametergreup-rumbers{PGNs):

— SAE J1979-DA: this digital annex contains all standardized data items such as data identifiers (DIDs),|test
identifigrs (TIDs), monitor identifiers (MIDs) and infotype identifiers (ITIDs).

— SAE J2012-DA: this digital annex contains all standardized data items such as DTC definitions and FTB
(failure|type byte) definitions.

1ISO 27145-2
WWH-OBD
common data dictionary

1

/ t y /

e ] -

SAE J1930:DA ! !

digital-aghex of || SAEJ1939 SAE J1939-73:2010| |

de%}EI J2012'DfA SAE J1979-DA electrical felectronic || Companion [Appendix A] | |
P gl asf_lnr:ex gl digital annex of E/E systems diagnostic i | Spreadsheet '
|agdno '?_ rtou e diagnostic test modes terms, definitions, ! |
code getinitions abbreviations and | |
acronyms i i

Key
1 SAE digital annexes: data definitions
2 SAE J1939 series of documents:DTC definitions

Figure 1 — SAE digital annex document reference

0.3 SAE|digital-annex revision procedure

New regulditc . , : - It is
important to standardlze new technology reIated OBD monltor data and DTCs in order to support the external
(off-board) “generic” test equipment. All relevant information is proposed by the automotive industry, represented
by members of the appropriate SAE task force.

ISO 27145-2 references a “Change request form” for use with new data items to be defined by the SAE
task force for standardization. It is intended that the standardized data items be defined in SAE J1930-DA,
SAE J1979-DA, SAE J2012-DA and SAE J1939. It is intended that the documents be published on the SAE
store website once the information has been balloted and approved.

vi © IS0 2012 — All rights reserved
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The revision request forms and instructions for updating the registers to ISO 27145 can be obtained on the
following data registration websites:

For SAE J1930-DA: http://www.sae.org/servlets/works/committeeHome.do?comtID=TEVDS7

The column entitled “Resources” shows a document with the title: J1930-DA_Revision_Request_Form.

doc. Double click on the name to download the document with the filename: “SAE_J1930-DA
Request_Form.doc”.

For SAE J1939: http://www.sae.org/

Search “J1939 anlanf", select “J1939 anunef Drnr‘necing (?.rnllp", select “J1939 anunef

Itis
Itis
E-m
E-n
E-m
E-nm

Form and Guidelines”.

For SAE J1979-DA: http://www.sae.org/servlets/works/committeeHome.do?comtID=TEN:DS14

_Revision_

Processing

The column entitled “Resources” shows a document with the title: J1979-DA_Révjsion_Req
doc. Double click on the name to download the document with the filename: “SAE_J1979-DA
Request_Form.doc”.

For SAE J2012-DA: http://www.sae.org/servlets/works/committeeHome do?comtID=TEVDS9

The column entitled “Resources” shows a document with the titlexJ2012-DA_Revision_Req
doc. Double click on the name to download the document with<he filename: “SAE_J2012-DA
Request_Form.doc”.

intended that the revision request form be filled out with the'request.

intended that e-mails with completed revision requestdorms as attachments be sent to:
ail: saej1930@sae.org

ail: saej1979@sae.org

ail: saej2012@sae.org

ail: saej1939@sae.org

uest Form.
_Revision_

uest_Form.
_Revision_

© 1SO 2012 — All rights reserved
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Road vehicles — Implementation of World-Wide Harmonized

On-Board Diagnostics (WWH-OBD) communication
requirements —

Part 4:

L

Connection between vehicle-and test equipmen

1

Thig
with
Ref
equ
laye

Scope

a vehicle that implements the requirements of the WWH-OBD GTR (Global'technical regulatio
prence [16]). This requires plug and play communication capabilities for.the vehicle as well as
pment that intends to establish communication with a vehicle. This, part of ISO 27145 details
r requirements to achieve this goal.

This
rela
star
spe

part of ISO 27145 is intended to become the single communication standard for access to

dards to this future world-wide standardized communication standard, the communication
Cified in this part of ISO 27145 is based on two different data links:

Diagnostic communication over Controller Area Network (DoCAN), ISO 15765-4;

Diagnostic communication over Internet Protocol (DolP), ISO 13400 (all parts).

NOT
com

E It is intended that this part of 1ISQ, 27145 will be extended as necessary upon introduction
munication media.

IMPORTANT — Use cases deriving“from country-specific implementation of GTR No. §
legislation are not included in this part of ISO 27145.

Normative references

following referenced documents are indispensable for the application of this document
rences, only thewedition cited applies. For undated references, the latest edition of the reference
uding any amendments) applies.

13400=2:2012, Road vehicles — Diagnostic communication over Internet Protocol (DolP,
hspartprotocol and network layer services

part of ISO 27145 defines the requirements to successfully establish, maintain @ndterminate compmunication

N No. 5; see
for any test
all the OSI

information

ing to vehicle on-board diagnostics (VOBD). To allow for a smooth migration from the existing compmunication

concept as

of additional

into local

For dated
d document

— Part 2:

vehicle interface based on IEEE 802.3

irt 3: Wired

ISO 14229-1, Road vehicles — Unified diagnostic services (UDS) — Part 1: Specification and requirements

ISO 14229-2, Road vehicles — Unified diagnostic services (UDS) — Part 2: Session layer services

ISO 15765-2, Road vehicles — Diagnostic communication over Controller Area Network (DoCAN) — Part 2:

Transport protocol and network layer services

ISO 15765-4:2011, Road vehicles — Diagnostic communication over Controller Area Network (DoCAN) —

Part 4: Requirements for emissions-related systems

ISO 27145-1, Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics (WWH-OBD)

communication requirements — Part 1: General information and use case definition

© 1SO 2012 — All rights reserved
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ISO 27145-2, Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics (WWH-OBD)
communication requirements — Part 2: Common data dictionary

ISO 27145-3, Road vehicles — Implementation of World-Wide Harmonized On-Board Diagnostics (WWH-OBD)
communication requirements — Part 3: Common message dictionary

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the pufposes of this document, the terms and definitions given in ISO 27145-1, 1ISO 27145¢2 |and
ISO 142291 apply.

3.2 Abbreviated terms

CAN controller area network

DHCP dynamic host configuration protocol

DID data identifier

DoCAN diagnostic communication over CAN
DolP diagnostic communication over internet protocol
DTC diagnostic trouble code

ECU electronic control unit

FMI failure mode indicator

FTB failure type byte

GTR global technical recommendation

IP internet protocol

N_PDU network layer protocol data unit

NRC negative response.code

OBD on-board diagnostics

(ON]| open systems interconnection

SA soureesdddress

SPN suspect parameter number

T PDU transport/network layer protocol data unit
TA target address

TCP transmission control protocol

WWH-OBD world-wide harmonized on-board diagnostics

VOBD vehicle on-board diagnostics

2 © 1S0 2012 — All rights reserved
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Conventions

The ISO 27145 series is based on the conventions discussed in the OSI Service Conventions (ISO/IEC 10731)
as they apply to diagnostic services.

5

Document overview

Figure 2 shows the reference documents for the ISO 27145 series.

The

ISO 27145 series specifies or includes the following references:

a)

b)

NOT
for U

ISO 27145-1 specifies the general structure of the ISO 27145 series and the WWH
applicable use cases.

ISO 27145-2 specifies the common data dictionary with references to:

1) SAE J1930-DA, which defines the terms, definitions, abbreviated terms, etcy;
2) SAE J1939 Companion Spreadsheet, which specifies the SPNs;

3) SAE J1939-73:2010, Appendix A, which specifies the FMIs;

4) SAE J1979-DA, which specifies all data items;

5) SAE J2012-DA, which specifies the DTC definitions and’FTB definitions.

E The SAE J1939 series of documents is concerned with'the definition of emissions-related SP
se as DTCs.

ISO 27145-3 specifies the diagnostic services defined in ISO 14229-1 that are applicable to WWH

ISO 14229-2 specifies the standardized service primitive interface to separate application 3
layers from protocol transport and network-layers.

This part of ISO 27145 specifies theinitialization procedure and includes references to:
1) 1SO 15765-4 DoCAN;
2) 1S0O 13400 (all parts)-DolP.

OBD GTR

Ns and FMIs

-OBD GTR.

nd session

© 1SO 2012 — All rights reserved
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Unified diagnostic services (UDS)

! l
! I
|
| ISO 27145-1 |
) WWH-OBD :
1 general information and |
: use case definition )
| \/"\ :
! I
! I
b \ ISO 14229-1 UDS B2l . SAE J1930-DA |
! ificati d subset WWH-OBD 1 Terms |
| OSl layer 7 specification e;n G TS ) \
: Application requirements dictionary \—/\ |
|
: NN J \/\ SAE J1979-DA |
| 711 PIDs, MIDs, RIDs, :
I/ \ ISO 27145-2 ITIDs I
! WWH-OBD L)
: POS' |a2’etf 6 common data |
resgntation it
: dictionary 11 SAE J20125DA :
! \ / \/-\ WWH-0BD DTCs :
1 \/\>
|
L ( \ — !
| ISO 14229-2 UDS 1:1 1SO 14229-2 UDS SAE,J1939 Companion 1
| OSjflayer 5 session layer interfaces i session layer interfaces subset Spreadsheet 1
| Sgssion SAE J1939-73:2011, |
Appendix A |
|
| &—) :
! I
L T T T T A, T T T LT T T NN C A AN |
Diagnostic communication over CAN and Internet Protocol
DoCAN DolP
OSl|layer 4
Trgy

z%\(

@]
SR

AN

os||
Ph

)&

layer 3
twork

layer 2
a link

JL

ISO 15765-2 DoCAN
transport protocol
and
network
layer services

"

1ISO 11898=4, CAN
datarlink layer
and physical signalling

1ISO 11898-2 CAN
high-speed
medium access unit

ISO 15765-4 DoCAN
requirements for
emissions-related
systems

1ISO 27145-4
WWH-OBD
connection between
vehicle and test
equipment

ISO 13400-2 DolP
transport protocol
and
network
layer services

\/\,

ISO 13400-3 DolP
wired vehicle
interface based
on IEEE 802.3

L

ie
i

Figure 2 — Implementation of WWH-OBDonCAN and WWH-OBDonIP document reference
according to OSI model

6 Vehicle and external test equipment connection requirements

6.1 Overview

To provide a future-oriented long-term stable communication standard which is based on existing industry
communication standards while allowing for backward-compatibility to existing automotive networks, ISO 27145

4 © 1SO 2012 — All rights reserved
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is designed to support different types of connections between external test equipment and a vehicle. Regardless
of the underlying physical layer, data link and network layer the other parts of ISO 27145 remain unaltered.

a) CAN-based wired connection (see Clause 7)

This is the type of connection which describes the use of WWH-OBD communication services on an
existing ISO 15765-4-compliant vehicle interface. It has been defined to allow for a smooth migration from
a CAN-based vehicle interface to an Ethernet-based connection to a vehicle.

b) DolP over Ethernet wired connection (see Clause 8)

This is the hj/pn of connection which utilizes the Internet Protocol as the netwaork Inynr on-a-Fast Ethernet
(IEEE 802.3) connection.
6.2| Data link independent requirements

WWH-OBD-compliant servers/ECUs are required to support the InfoType “ECUNAME” with services
readDataByldentifier 0x22 and dataldentifier OxF80A (see SAE J1979-DA)A The mapping [between a
seryer/ECU logical address and the name (ECUNAME) of the server/ECU shall be performed by fhe external
test|equipment.

6.3| Support of only one WWH-OBD-compliant external test(équipment at a time

The| in-vehicle WWH-OBD system shall support only one type of WWH-OBD-compliant ekternal test
equjpment at a time:

— |Ifthe vehicle supports DoCAN, then the WWH-OBD-compliant external test equipment shall us¢ the source
addresses (SA) specified in ISO 15765-4:2011, 105, which deals with mapping of diagnostic gddresses.

— |If the vehicle supports DolP, then the WWH<OBD-compliant external test equipment shall use the SA
0xEO000 specified in ISO 13400-2:2012, Tabte 39, which gives an overview of logical addressing.

7 |Wired CAN connection basedon ISO 15765-4

7.11 Network scenario requirements

Using ISO 11898-1 and ISO 11898-2 (CAN) and ISO 15765-4 (DoCAN), a variety of network scenarios fcan be used
to agcess vehicles for the.use cases defined in ISO 27145-1. See ISO 14229-2 for network scenario ¢xamples.

7.2] Initialization sequence

The external test equipment shall support the initialization sequence as specified in ISO 15765-4.

7.3| 18027145-3 WWH-OBD protocol validation sequence

va [~ a

in ISO 15765-4.

7.4 Application layer — DoCAN

7.4.1 General

All application-specific requirements for data content and formatting shall be supported as specified in
ISO 27145-2 and I1SO 27145-3.

© 1S0O 2012 — All rights reserved 5
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7.4.2 Diagnostic protocol communication types

The following communication types shall be supported for the diagnostic protocol implementation for WWH-OBD

on CAN as
a)

b)

specified in ISO 14229-2:

functional communication;

physical communication.

The following WWH-OBD communication types on DoCAN shall be supported by WWH-OBD-compliant
servers/ECUs (for details, see ISO 14229-2):

Each diagn
addressing
individual s

EXAMPLE
using functid
requested fr

functiopal communication during defaultSession;
functiopal communication during defaultSession with enhanced response timing;
physical communication during defaultSession;

physical communication during defaultSession with enhanced response timing.

pstic service specified in ISO 27145-3 shall be transmitted by the external‘test equipment with
method (functionally, physically) as specified in ISO 27145-3. Specificréquirements on the us
brvices with either functional or physical addressing are given in ISO27145-3.

Short diagnostic requests (less than 7 bytes) which are supported-bysmost of the ECUs can be transm
nal addressing, while requests for multiple data identifiers (DIDS) (see 1SO 27145-2) which are expl
m a single server/ECU shall be requested using physical addressing.

7.4.3 Maximum number of WWH-OBD servers/ECUs

The maxim|
in ISO 1574

7.4.4 Diag

um number of WWH-OBD-compliant servers/ECUs is limited by the address range definit
5-4.

nostic protocol timing parameters

the
e of

itted
citly

ons

The application layer timing parameter values for the default diagnostic session shall be in accordgnce

with ISO 21}

For all diag
response-ti
(requestCo
ISO 14229+

[145-3.

nostic services specified"in1SO 27145-3, the possibility of the server requesting an enhar
ming window via a negative response message, including a negative response code (NRC) (
rectlyReceived-RespensePending), shall be supported if specified for the diagnostic servic
P (see P4server).

7.4.5 Ext

rnal test equipment logical addresses

The external test egquipment implementing the use cases defined in ISO 27145-1 shall implement the (
identifiers gnd.th€& address as specified in ISO 15765-4 for the external legislated diagnostic test equipn
when requgsting WWH-OBD data from a WWH-OBD-compliant vehicle.

ced
X78
e in

CAN
hent

7.4.6 Server/ECU logical addressing

A WWH-OBD-compliant vehicle shall implement the CAN identifiers and the address as specified in

ISO 15765-

4 for each WWH-OBD-compliant server/ECU.

7.5 Presentation layer

All presentation-layer-specific requirements for data content and formatting shall be supported as defined
in ISO 27145-2.

© 1SO 2012 — All rights reserved
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7.6 Session layer

All WWH-OBD communication shall take place during the default diagnostic session; therefore, no session
layer timing handling is required for WWH-OBD communication. Further details are given in ISO 14229-2.

There shall always be exactly one diagnostic session active in a WWH-OBD-related server/ECU. A
WWH-OBD-related server/ECU shall always start the default diagnostic session when powered up. If no other
diagnostic session is started, then the default diagnostic session shall run as long as the WWH-OBD-related
server/ECU is powered.

A WWH-OBD-related server/ECU shall be capable of providing all diagnostic functionality defined for
WWH-OBD I the defauit dfagnostic session and under normat operating conditons. |

NOTE Ifin multi-tester environments (e.g. additional on-vehicle monitoring unit) a different session is @ctive while external
test equipment transmits requests, then the default diagnostic session need only be entered if the WWH-OBD cdmmunication
requirements (including application requirements) cannot be fulfilled in the currently active non-default‘session.

Thefe shall be no need to send any diagnostic service to the WWH-OBD-relatedserver/ECU fo keep the
defgault diagnostic session active.

7.7] Transport layer

7.7.1 General information

All transport-layer-specific-requirements shall be supported as.défined in ISO 15765-2. This part of ISO 27145
makKes use of the session layer T_PDU (transport/network dayer protocol data unit) service primitives defined
in I$O 14229-2 for the transmission and reception of diagnostic messages. Subclauses 7.7.2 and|7.7.3 define
the mapping of the data-link-independent T_PDUs onte_ the data-link-specific N_PDUs (network layer protocol
data units) defined in this part of ISO 27145.

NOTE The transport/network layer services are used to perform the application layer and diagngstic session
maniagement timing.

7.7.2 Mapping of data-link-independent service primitives onto DoCAN data-link-dependgnt ser-
vice primitives

Table 2 defines the mapping of. T) PDU service primitives onto N_PDU service primitives.

Table 2 — Mapping of T_PDU service primitives onto N_PDU service primitives

Session to transport layer service primitives DoCAN network layer service primitives
(data-link-independent according to ISO 14229-2) (data-link-dependent according to ISO 15f65-2)
T_Data.indication N_USData.indication
T_DataSOM.indication N_USDataFF.indication
T_Data.confirm N_USData.confirm
T_Data request N_USData request

7.7.3 Mapping of T_PDU onto N_PDU for message transmission

The parameters of the application layer protocol data unit for requesting the transmission of a diagnostic
service request/response are mapped in accordance with Table 3 onto the parameters of the DoCAN network
layer protocol data unit for the transmission of a message by the client/server.
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Table 3 — Mapping of T_PDU parameter onto N_PDU parameter

T_PDU parameter N_PDU parameter
(data-link-independent according to ISO 14229-2) (DoCAN data-link-dependent according to ISO 15765-2)
T_Mtype N_Mtype
T _SA N_SA
T TA N_TA
T _TAtype N_TAtype
T_AE N_AE
T Dot L1 M aalat
FDBeatat1 MessageBata
T_Length <Length>
T_Result <N_Result>

The addres
the address

The mappirn

7.8 Netw

The netwo
server(s)/E

A vehicle ¢
if the exter
defined fun
equipment

7.9 Data

The definiti

5 mapping between the network layer and the OSI higher layers is not necessarily’an exact cof
values as encoded on the data link layer and therefore depends on the implementation conce

g and the values for emissions-related WWH-OBD are defined in ISO,A5765-4.

ork layer

CU(s) — from the external test equipment point of view — shall be in accordance with ISO 1576

pmpliant with ISO 27145 shall only respond to ISO 27445-3 requests from external test equipn
nal test equipment uses the assigned functional address as specified for the WWH-OBD G
Ctional system group, e.g. 0x33 for an emissions-related functional system group. If the external
Ises other server/ECU addresses, it may request messages as defined by that protocol.

link layer

bn of data link layer parameter values shall be in accordance with ISO 15765-4.

7.10 Physgical layer

The physic
accordancs

7.11 Diag

The diagn
WWH-0BO

bl layer and physical signalling of the external test equipment and the servers/ECUs shall b
with ISO 15765-4.

hostic connector

pstic cotipector provides the connection between the external test equipment and
-compliant vehicle. The connector shall be implemented in accordance with ISO 15765-4.

y of
pt.

k layer of the external test equipment and the legislated)OBD/WWH-OBD-compliant vehicle

b-4.

hent

TR-

test

e in

the

8 Wire

8.1

Ethernet connection based on ISO 13400

Network scenario requirements

Using Ethernet and DolP, a variety of network scenarios can be used to access vehicles for the use cases
defined in ISO 27145-1. Due to the complexity of certain network architectures and presence of other network
nodes (i.e. other than the vehicle under inspection and the external test equipment), which heavily impacts
the message timing, IP address setup and data throughput, the initialization sequence is specified with the
following restrictions:

The vehicle under inspection is directly connected to the external test equipment through a dedicated wire

with no additional network equipment installed in the connection path. (See the direct physical connection
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scenario in ISO 13400-1:2011, 9.2. See also ISO 13400-2:2012, 8.3.1 for further details on connection
establishment and vehicle discovery in a direct connection scenario.)

NOTE This means that the definitions given in the list items below do not take into account the presence of any
type of hub, switch or wireless LAN access point (if Ethernet to WLAN adapters are used) in infrastructure mode or
similar equipment. This also implies that DolP entities of a single vehicle will only be detected during the discovery
sequence specified in ISO 13400-2. If more than one vehicle is detected, this is a clear indication of a network setup
that does not adhere to the aforementioned requirement.

Due to the nature of a direct wired connection, the Ethernet transceivers of both the external test equipment
and the vehicle under inspection will detect the Ethernet activation almost at the same time.

See

8.2

The external test equipment and vehicle will assign link-local IP addresses as specified inri50 13400-2.
Dynamic protocol delays and IP address changes caused by a dynamic host configuration-protqcol (DHCP)
server are not considered in the initialization sequence.

The external test equipment supports both IPv4 and IPv6 addressing to suppoftehicles with all DolP
entities using either IPv4 or IPv6. DolP entities on a vehicle using IPv6 will not be.capable of conpmunicating
with external test equipment that supports only IPv4, and vice versa.

A WWH-OBD-compliant vehicle shall support either IPv4 or IPv6 as specified in ISO 13400-3.

ISO 14229-2 for network scenario examples.

Initialization sequence

When connecting the external test equipment to the vehigle’s diagnostic connector, which implements the

futu
spe

fe Ethernet-based high-speed data link connector, the initialization sequence shall be implémented as
cified in Figure 3.
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Connect external test equipment to ISO 13400 DolP
@ diagnostic connector in accordance with initialization sequence
ISO 13400-3

YES repeat initialization
@ < > 2 retries ?

NO

Reinitialize Ethernet
Activate activation line NOT OK controller, optignally:
G) in accordance with ISO 13400-3 and deactivate activation line

wait until Ethernet transceiver has initialized in accordance: with
1ISO A43400-3

OK ;

Y

@) Wait until link-local IP address has been
configured in accordance with ISO 13400-2

l OK
Y

YES

@) ®= > 2 retries ? <t

lNO

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| @) Vehiclediscovery using vehicle.identification
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|

\ NOT OK

.................

no vehicle P
discovered 1 Insltruct user to verify |

1 vehicle conditions and !
' connection !

request in accordance with IS@13400-2

vehicle
discovered L eaaao-.

multiple vehicles Select vehicle to be

E inspected E

vehicle

v NOT oK [ Establish TCP-connection to all detected DolP

nodeson the detected/selected vehicle -

= All DolP entities shall accept the TCP o
connection

OK

Y
Transmit routing activation request with
NOT OK | parameter “activation type* set to “WWH-OBD*to
all DolP entities

— At least one DolP entity shall positively
acknowledge the request

UN

Y

External test equipment creates list with detected
DolP entities based on positive acknowledge on
the routing activation request

-t e e e e e e e e —— . o o e o e e e e e e e e e e e e o o o —— —— —— —— —— —— —— — —— e — e — —— —— —— — —

Key
1 Connect the external test equipment to the vehicle’s diagnostic connector.
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2 The external test equipment checks if more than two re-initializations have been performed. If not (see NO), continue

3

NOT]

read

with step 3. If yes (see YES), continue with step 11, Exit (A).
Upon connection of the external test equipment to the vehicle, the Ethernet activation line defined in ISO

13400-3

shall be activated. After activation of the activation line, the external test equipment shall wait until its Ethernet port is

active (i.e. Ethernet transceiver detects link).
If, one second after enabling the activation line, the Ethernet controller still has not detected an active Eth

ernet link

(see NOT OK), a reset (re-initialize) of the Ethernet transceiver may be performed. The external test equipment
may reset (re-initialize) its Ethernet controller and repeat the initialization. However, depending on the implemented

activation line strategy (hardwired or soft activation), the external test equipment shall optionally keep the

activation

line enabled or deactivate the activation line. The external test equipment shall retry establishing an Ethernet
connection for as long as power is detected on the battery supply voltage pins of the diagnostic connector, and it

shaould-instruct the tser toverifv the correct connectionof the-diaangastic connector

J 9
Continue with step 4 (see OK) if, within one second of enabling the activation line, the Ethernet controller
an active Ethernet link.

The external test equipment shall perform the link-local IP address assignment as specified in 1ISO|13400

re-initialize) the Ethernet controller.
f the link-local IP address assignment is successful (see OK), then continue with step 5.

see NO), continue with step 6. If yes (see YES), continue with step 11, Exit (A).

verify that all pre-conditions are met (e.g. connection, ignition key turned-to‘en, etc.), then branch to step
f at least one vehicle is discovered, branch to step 7.

= The above sequence assumes that the vehicle’s WWH-OBD-complidnt ECUs (including DolP entities) are po

to send and receive messages (e.g. usually in the “ignition on” state).
The external test equipment checks whether a single vehicle ormultiple vehicles have been discovered.

5election in order for the user to select the vehicle intended for inspection. If a selection is performed, bra
step 8.

f only one vehicle has been discovered (see single vehicle), then branch to step 8.

MPORTANT — If more than one vehicle is détected, this is an indication that the external test equ

pasis of the network architecture (which is outside the scope of this part of ISO 27145).

The external test equipment shallestablish transmission control protocol data (TCP_data) connections to
PolP entities of the selected.vehicle, as specified in ISO 13400-2. All detected DolP entities shall accept t
connection. If at least one.of'the DolP entities rejects the TCP_data connection attempt, the external test
shall inform the user (netishown in this figure) and branch to step 11, Exit (A) (ISO 27145-4: Not ISO 134
compliant).

f all detected Do)PR.entities accept the TCP_data connection (see OK), then continue with step 9.

Some DolP entities’might either indicate that generally they do not support WWH-OBD responses or that
\WWH-OBD-¢compliant ECUs are connected to the DolP gateway. In some cases, DolP entities might indig
confirmatién (see ISO 13400-2 for further details) is required to activate routing. This shall not be conside
rejectiofith general, for WWH-OBD communication, no authentication will be required by the DolP entitie,

After.having established TCP_data connections to all DolP entities, the external test equipment shall actiy
pr-all established TCP_data connections, as specified in ISO 13400-2, using the routing activation reques

f the link-local IP address assignment is not successful (see NOT OK), then branch back to step‘3 and re

The external test equipment checks whether more than two vehicle identification reqaests have been perf

The external test equipment performs the vehicle discovery in accordance with4SO 13400-2, using the vd
dentification request. If no vehicle is discovered, the external test equipmentshall additionally instruct the

f more than one vehicle has been discovered (see multiple-vehicles) the external test equipment shall dis

has detected

set

prmed. If not

hicle
user to
b.

ivered and are

play a
hch to

pment is

pperating in a networked connection scenario (see ISO 13400-2) and therefore message timing delays might
pccur. The external test equipment shall.ask the user to select the vehicle to be inspected from a ljst of
Hetected vehicles and shall continue with communication but shall use extended timeouts determjned on the

all detected
he TCP_data
pquipment
)0-2

no
ate that
ed as a
5.

ate routing
t with the

inactivity timer shall be met.
At least one DolP entity shall respond positively to the routing activation request (see OK), in which case,
step 10.

parameter "activation type~ set to  WVVH-OBD”. The requirements speciiied in ISO 13400-2 relating to the initial

branch to

If no DolP entity responds positively to the routing activation request (see NOT OK), branch to step 11, Exit (A)

(ISO 27145-4: Not ISO 13400-2 compliant).

10 The external test equipment shall create a list with detected DolP entities based on positive acknowledgement of the

11

routing activation request. Continue to step 11.
Exit (A): The vehicle is not compliant with this part of ISO 27145 or ISO 13400-2.

Exit (B): The external test equipment has detected DolP entities and proceeds with the WWH-OBD protocol validation.

Perform the ISO 27145-3 response validation as specified in Figure 4.

Figure 3 — ISO 13400 DolP initialization sequence
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8.3

ISO 27145-3 WWH-OBD protocol validation sequence

Once the ISO 13400 DolP initialization sequence is successfully completed, the 1SO 27145-3 WWH-OBD
protocol validation sequence shall be implemented as specified in Figure 4.

12

Perform ISO 27145-3 WWH-OBD
protocol validation

ransmit ISO 27145-3 WWH-OBD request to all DolP [
entities which have positively acknowledged the
WWH-OBD Routing Activation Request
(Address OxE000, Service 0x22, DID 0xF810)

Start
Pciient timer with
PC\ient = P6Client max

YES

essage received |
within P6CIient_max

NO

PBiient_max titheout
expired\?

NO
YES

NO at least one message |

& YES
@ '6‘ exceeded 7

received ?

NO YES I
5 retries YES
NO

YES
any other |

negative response ?,
NO
I

NO valid positive

response (s) ?

YES

an.phvsical resnonses far further _nhysical

\

(build list of ECUs supporting DID 0xF810 based

communication )

NOT OK YES
y

y
NOT WWH-OBD AND DolP WWH-OBD AND DolP |
compliant compliant

—_ —_ —_ —_ —_ —_ —_ J/
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