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Foreword

SMPTE (the Society of Motion Picture and Television Engineers) is an internationally-recognized standards
developing organization. Headquartered and incorporated in the United States of America, SMPTE has
members in over 80 countries on six continents. SMPTE’s Engineering Documents, including Standards,
Recommended Practices and Engineering Guidelines, are prepared by SMPTE’s Technology Committees.
Participation in these Committees is open to all with a bona fide interest in their work. SMPTE cooperates
closely with other standards-developing organizations, including ISO, IEC and ITU.

SMPTE Engineering Documents are drafted in accordance with the rules given in Part Xl of its
Administrat[ve Pracfices.

SMPTE Stgndard 430-5 was prepared by Technology Committee DC28.

Introduction

A general specification for D-Cinema Log Records and.Log Reports is specified in [LogRecord]. This Seclirity
Class stanflard defines a class, and an associated’ namespace, for Log Records for security logging.
Additionally}, this standard constrains the use and-application of that format to Security Log Records pnd
Reports. Mpre specifically, this document specifies the format of Log Records produced by security devices
within D-Cinema systems. Typically these records are produced by the Security Manager component of|the
system, which produces records of seeurity events for consumption by systems external to the seclrity
system. When the Security Manager_produces these records, they are constructed to support authentication
and non-repudiation by and for the device that produces them. Support is included for authenticating chains of
records in |a manner that reduces the overhead that would otherwise result if each record were tq be
authenticatgd individually.

Page 2 of 25 pages

2 © ISO 2009 — Al rights reserved


https://standardsiso.com/api/?name=b0fada018ae3f7054478bf2d6a773b56

ISO 26430-5:2009(E)

SMPTE 430-5-2008

1 Scope

The purpose of this document is to specify a Security Event Class and namespace for Security Log Records;
and to constrain individual Log Records and sequences of such records (Log Reports) as they are used for
security event logging purposes in D-Cinema applications. The items covered contain descriptions of events
logged by the security system, which are intended to provide forensic information regarding security critical
events. This document does not specify the means of communication or the format of messaging between
security devices in a system. Neither does this document define the format for storage of Log Events within
the protected storage of a security device. The Security Log Records and Security Log Record Sequences
(Log Reports) described herein are intended for reporting of Security Events previously recorded by the
security system to consumers of that information which are external to the security system.

2 Cdanformance Notation

Normafjve text is text that describes elements of the design that are indispensable or contgins the
conformance language keywords: "shall", "should", or "may". Informative text is textthat is potentially helpful
to the pser, but not indispensable, and can be removed, changed, or added_editorially without affecting
interopgrability. Informative text does not contain any conformance keywords.

All text|in this document is, by default, normative, except: the Introduction,~any section explicitly laljeled as
"Informative" or individual paragraphs that start with "Note:”

The keywords "shall" and "shall not" indicate requirements strictly to be followed in order to conform to the
documgnt and from which no deviation is permitted.

The keywords, "should" and "should not" indicate that, among several possibilities, one is recommended as
particulprly suitable, without mentioning or excluding others; or that a certain course of action is prefefred but
not nedessarily required; or that (in the negative form)>a certain possibility or course of action is degrecated
but not jprohibited.

The keywords "may" and "need not" indicate courses of action permissible within the limits of the document.

The keyword “reserved” indicates a provision that is not defined at this time, shall not be used, and [may be
defined|in the future. The keyword “forbidden” indicates “reserved” and in addition indicates that the provision
will never be defined in the future.

A conformant implementation~according to this document is one that includes all mandatory prpvisions
("shall"} and, if implemented, all recommended provisions ("should") as described. A conformant
implemgntation need notdmiplement optional provisions ("may") and need not implement them as desqgribed.

3 Narmative References

The following-standards contain provisions which, through reference in this text, constitute provisiong of this
standand. At the time of publication, the editions indicated were valid. All standards are subject to fevision,
and parties’to agreements based on this standard are encouraged to investigate the possibility of applying the
most recent edition of the standards indicated below.

[RFC 3280] Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile
URL: http://www.ietf.org/rfc/rfc3280.txt

[DCMLTypes] SMPTE 433-2008, XML Data Types for Digital Cinema)

[LogRecord] SMPTE 430-4-2008, Log Record Format Specification for D-Cinema
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[KDM] SMPTE 430-1-2006, D-Cinema Operations — Key Delivery Message

[D-Cert] SMPTE 430-2-2006 D-Cinema Operations — Digital Certificate

[ETM] SMPTE 430-3-2006, D-Cinema Operations — Generic Extra-Theater Message Format

[ASM] SMPTE 430-6-2008, D-Cinema Operations — Auditorium Security Messages for Intra-Theater
Communications

[TFE] SMPTE 429-6-2006, D-Cinema Packaging — MXF Track File Essence Encryption

[CPL] SMP]
[PKL] SMP]
[TRK] SMP
[RFC 4051]
[RFC 2253

Names. URL: http://www.ietf.org/rfc/rfc2253.txt

4 Overview

The fundan
content, an
system. An
properly. T
information
potentially |

be perform¢d securely, such communications are outside of the scope of this document. This document

not specify
component

The geners
verifiable a
their sourcq
sensitive in
verifiable g
[LogRecord

When a sy
instructed t
generated
omitting the
sequences
retrieved.

[E 429-7-2006, D-Cinema Packaging — Composition Playlist

[E 429-8-2007, D-Cinema Packaging — Packing List

TE 429-3-2007, D-Cinema Packaging — Sound and Picture Track File

Additional XML Security Uniform Resource Identifiers (URIs) http://www.ietf-ofg/rfc/rfc4051.txt

] Lightweight Directory Access Protocol (v3): UTF-8 String Representation of Distinguished

hental purpose of security logging in D-Cinema systems\is to assure that access to clear-
1 the use of decryption keys to accomplish this, can be tracked in trusted reports from the sec

Llog Reports. While communication of Log Event data between devices in a security system

ormation, while maintaining sequential integrity, i.e. the filtering of an individual record must |

vidence of the record’s existence and position in the sequence. Filtering is describeq in
.

stem externallto’ the security system, such as a general-purpose log management systeny, is
b retrieve regords from the security system, this standard describes how those records should be

hnd represented. The [LogRecord] standard is constructed to support filtering of log recordg by
body-part of a record. The security system may support the generation of pre-filtered log re¢ord
(with, 'selected record bodies omitted), or filtering may be performed after the log records|are

The Security Application Requirements section of this document constrains the application of the log format
defined in the Log Record Specification for D-Cinema [LogRecord]. These constraints ensure that this format
is applied to the expression of Log Records and Reports in a manner that provides for authentication of the

log data.

It is important to note that [LogRecord] does not actually specify the Event Types, Event Subtypes,
Parameters, or scopes for the Event Classes that it denotes, but provides a framework for doing so. The
Security Event Definitions section of this document defines the “security” Event Class as called for in
[LogRecord], including all of the detail necessary to create fully defined Log Records for security.

Page 4 of 25 pages

© ISO 2009 — All rights reserved


http://www.ietf.org/rfc/rfc4051.txt
http://www.ietf.org/rfc/rfc2253.txt
https://standardsiso.com/api/?name=b0fada018ae3f7054478bf2d6a773b56

ISO 26430-5:2009(E)

SMPTE 430-5-2008

5 Definitions
5.1 Definition of Terms

Security Log Event — Any event that has security implications or forensic value. Such an event results in the
recording of log data.

Security Log Data — Security event information that is recorded and stored within a security device, where
such an event took place or was observed.

Securify Log Record — A Log Record, containing Security Log Data, describing a Security Log Event

Securily Log Report - A sequence of Log Records as specified in [LogRecord] and subject to'the constraints
specifigd in this document.

Securify Device — A generic term, which refers to a physical or logical device whichicentains or uges a D-
Cinemd security certificate, and which performs a D-Cinema security function.

Securify Entity (SE) — A logical entity that implements one or more d-cinema-security-related prgcesses.
(e.g. a media Decryptor or a forensic marker)

Secure Processing Block (SPB) — A tamper-resistant, -evident and ~reSponsive perimeter associated with a
Digital Certificate around security-critical information. The specific characteristics of the perimeter are|outside
the scope of this specification.

Image [Media Block (IMB) — The combination of Image Decryptor, Audio Decryptor, Forensic Marker(s),
Security Manager and (optionally) Link Encryptor Seecurity Entities contained within a single | Secure
Processging Block.

Remote¢ Secure Processing Block (Remote SPB) = A Secure Processing Block other than the Imagge Media
Block.

Securify Manager (SM) — A Security Entity~responsible for parsing Key Delivery Messages and geherating
Log Rerords. It is implemented within the Tmage Media Block. There is a single Security Manager ass$ociated
with eagh auditorium within an exhibition site.

Screen Management System (SMS) — A logical entity associated with a Digital Certificate responsible for
contenttmanagement and validation within an auditorium.

SPB Marriage and Divorce — SPB Marriage and Divorce consist in the creation and termination, respgctively,
of a pergistent, moniteréd connection (electrical and physical) between two Secure Processing Blocks.

Forensic Marking)— Forensic Marking (FM) is the embedding of tracking information into sound and/gr image
essence by thellmage Media Block during playback.

SPB Shutdown and Initialization — SPB Shutdown and Initialization mean that execution of the firmpvare on
the SPB has been terminated or siarted, respeciively.

Sequence Number — refers to a count of KLV encrypted ftriplets in a track file, counted using the method
defined in Section 7.9 “Sequence Number” of [TFE] (2006).

Main Asset — The Main Asset in a CPL shall be the Main Picture asset if present. If the Main Picture asset is
not present, the Main Asset shall be the picture related asset that references the picture elements to be
projected on the main screen. If no main screen picture related asset is present in the CPL, the Main Asset
shall be the first asset — according to the Reel assets sequence order defined in SMPTE 429-7 — that is
used in the CPL Reels.
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5.2 Definitions of Processes and Validation
5.2.1 Composition Playlist Validity
A Composition Playlist is valid if all of the following conditions are satisfied.

e The message digest of all assets referenced by the Composition Playlist matches the corresponding
message digest stored in the Hash element of the CPL, as defined in Section 8.2.2 of SMPTE 429-7.

e The digital signature recorded in the Signature element. including the certificates contained therein, is
valid per the provisions of [D-Cert].

5.2.2 Frame Playback Process
The Frame [Playback Process consists of

e The decryption of essence according to [TFE]; followed by:

e The validation of the integrity of essence using the Check Value and(MI€, as defined in [T
follpwed by:

El;

e The optional forensic marking of essence; and finally followed by:

e The optional encryption of essence and transmission to a downstream device (i.e. link encryption)
5.2.3 Conjplete CPL Playback
A complete|composition playlist (CPL) playback is the playback of a composition Playlist from the first edit [unit

of the first| Reel to the last edit unit of the last Reel“without exception, operator intervention or other
interruption

uJ

5.3 Securjty Event Class

This docunent defines and constrains the, Security Log Event Class. Log Records of this class shall confprm
to the specifications and constraints in tHis:"document. This document also definesEvent Types and Event Bub
Types for the Security Event Class. ~Log Records in this class shall be identified by the URI of the Sectrity
Class Namespace Name defined-in-Section 5.4 appearing in the EventClass element of the Log Regord
Header as ¢lefined in [LogRecord]:

Note: The S¢curity Event Class\only includes events which are specifically and clearly security related. Other events|that
occur in the[system could<be construed as security related or not, depending upon individual interpretation, and Jpon
whether or npt they can réasonably occur in normal operation or equipment service. For example, logging a short logs of
power, or thg theft of an entire system, is outside of the scope of this standard.

5.4 Securjty Class Namespace

This document declares fragment identifiers in an XML namespace, whose Namespace Name (URI) shall be:
"http://www.smpte-ra.org/430-5/2008/SecurityLog/"

There are no types defined in this namespace.

5.5 Namespace Prefixes

The following table defines the namespace prefixes used in the XSDL and XML examples in this document.
Please refer to the normative references in this document and in [DCMLTypes] for specific references to the

Page 6 of 25 pages
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namespaces referred to in this table. Note that the prefixes themselves are not normative, and that instance
documents may assign alternative prefixes in practice.

Prefix Namespace Reference
XS XMLSchema

ds XMLDsig

Xsi XMLSchema-Instance
dcml DcmliTypes

Ir LogRecord

5.6 Réference Architectures

This spgcification is based on the use of one of the two architectures depicted in FigureA-

| SPB
| SM |

ASM Link

Playback Device Projector

rSPB —i

| -\

| SM | e 1|
————— MD FM LE -|—-——— LD |-

Projector

— — — ¢

Figure<l — Reference Architectures. Architecture (a) consists of two distinct
Secure Processing Blocks sharing an Auditorium Security Link.
Architecture (b) consists of a single Secure Processing Block.

®

6 Security Application Requirements

When a security system is requested to produce log records, that system should produce the records in a
format based on the Log Record Specification for D-Cinema [LogRecord] as constrained by this document.
Security Log Reports may contain any number of records. Security Devices may also provide status
information through other means, such as real-time messaging, but such messages are not intended to be
used as records of security events for forensic purposes, and are outside of the scope of this document.

© 1SO 2009 — All rights reserved
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6.1 Security Constraints

When Log Records are created in a security context, the following constraints and requirements shall be
applied to the structure and content of each Log Record and Log Report containing those records. These

constraints

6.1.1 Log

shall be applied in addition to the constraints specified in [LogRecord].

Record Header

The following constraints shall apply to the use of elements in the Log Record Header of a Security Log

Record.

6.1.1.1 TilLe Stamp (Secure Time)

All time sta
event. The
element of
Event was

mps shall be derived from a secure time source located in the Security Device whichirecorded

the Log Record Header shall be set to a value corresponding to the time that the Security
letected.

6.1.1.2 Event Sequences

All Log Re
signed seq
increase st

If a single §
of the Log R

6.1.1.3 De

The Device
security de

/

cord Headers in a Security Log Report shall contain the EventSequence element. Within €
ence in a Security Log Report, the value of the EventSequence‘element in each Log Record s
ctly (i.e. shall never remain the same or decrease) throughout\the sequence.

Record Header shall not be present.

vice Source Identifiers

SourcelD list element in each Log Record Header shall contain the Certificate Thumbprint of
ice that reported or recorded the Security:log Event, i.e. the device that the Event applies to.

6.1.1.4 Ewvent Classes

A Log Rep
they shall &

brt may contain events which ‘are’ not classified as Security Events. If such events are inclug
e treated as part of the Log ‘Record Sequence. When a logged event is a Security Event,

the

source or reference for that time source is outside of the scope of this document. Thie TimeStamp

| og

ach
hall

ecurity Log Record is signed individually (not as part ofca'sequence), the EventSequence element

—

he

ed,
the

content of the EventClass element of the Log Record Header shall be the Security Class Namespace Name

URI define
elsewhere i

i in Section 0 of this"document.. Events which must be treated as Security Events are li
h this document.

6.1.1.5 Hashes

The PrevioisHeaderHash element shall be required in all Log Record Headers, except on the first record

sequence.

the PreviousHeaderHash field is included in the first record in a sequence, its value shall be 2

expressed | as< & valid message digest value (i.e the message digest of the value zero).
PreviousHeaderHash element shall be calculated according to the algorithm specified in [LogRecord].

bted

in a
ero
The

The RecordBodyHash element shall be required in all Log Record Headers for all Security Events, whether
the Log Record is part of a sequence or not. The RecordBodyHash element shall be calculated according to
the algorithm specified in [LogRecord].

6.1.2 Log

Record Body

The following constraints shall apply to the body of a Security Log Record defined in this class document.

Page 8 of 25 pages
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6.1.2.1 Event Types, Sub Types, and Parameters

If the EventClass field in the record header is set to the Security class, the EventType element of the
associated Log Record Body shall be one of the Security Event Types defined in this document. If that
Security Event Type has a required subtype, the EventSubType element shall be present, and shall contain
an Event Sub Type defined in this document. If that Security Event Type or Subtype requires parameters, the
Parameters element of the Log Record Body shall be present, and those parameters shall be supplied in the
Parameters list of the Log Record Body.

Note: Types, Subtypes, Parameters, and Type Scopes for Security Log Messages are specified in the Security Event
Definitions section of this document.

6.1.2.2| Key Delivery Message ldentifier

If the ejvent recorded in the Log Record is a Security Event, and that Security Event involves the usage or
verificajion of a Key Delivery Message, the KeyDeliveryMessagelD element of the Log‘Record Body gshall be
preseni. The contents of the Messageld element of the instant Key Delivery Message (KDM) shall be
provided as the value of this element.

6.1.2.3| Composition and Track File Identification

If a Sequrity Log Event relates to the processing of a Composition or a{lrack File, the Log Record Bgdy shall
include| a ReferencedIDs list that shall contain a name/value pair whése IDName element shall contaln either
the token “CompositionID” or the token “TrackfileID” , and whese IDValue element shall confain the
Compogition Playlist Identifier or Track File Identifier respectively. In the case of a Composition|Playlist
identifigr, this value shall be the UUID taken from the Id element of the Composition Playlist Structur¢ [CPL].
In the qase of a Track File Identifier, this value shall be a WWD which is taken from the Package UID of the
(sole) Top-level File Package of the identified Track File*[TRK], or the contents of the Id elemenit of the
Subtitle Reel element of a subtitle track file, or from such*other unique identifiers as SMPTE may designate in
Track Hiles defined in future standards.

A devige that is not processing one of these éntities directly, such as a Link Decryptor, may not khow the
identity| of the content that it is processingxin that case, the composition or trackfile associated with that
contenff may be inferred from the Log Record sequence, but the associated fields in the Log Recofd Body
may belomitted by the reporting device.

6.1.2.4| Exceptions
If one of the Exceptions identified in the Event Sub Type Record descriptions in this document is detedted, the
Security Device shall incldde an Exception record as specified in the Event Sub Type definitions in Segtion 7.3

of this document.

6.1.3 Log RecordSignature

Authenticated’tog Records shall be required for all Security class Log Records in Log Reports. Tlhus Log
Record

the end of a sequence or in a single record shall include the RecordAuthDéta element and its sub-elements,
and shall include the Signature element. The Digest Method for the RecordAuthData element shall be SHA-1.
The Signature Method for the Signedinfo element of the Signature shall be RSA-SHA-256.

In the Log Record Signature, the Keylnfo element shall be present and shall contain the entire certificate chain for
the signer. The Object element shall not be present and the URI attribute of the Reference element shall be set to:

"" (empty string), as the signature is enveloped. The Reference element shall contain a single DigestMethod
element, with its Algorithm attribute set to the URI value “http://www.w3.0rg/2000/09/xmldsig#shal".
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The Reference element shall contain a single Transform element, with its Algorithm attribute set to the URI
value "http://www.w3.0rg/2000/09/xmldsig#envelopedsignature".

The CanonicalizationMethod shall be set to the URI value "http://www.w3.0rg/TR/2001/REC-xml-
cl14n-20010315"

The SignatureMethod shall be set to the URI value "http://www.w3.0rg/2001/04/xmldsig-
more#rsa-sha256" [RFC 4051].

The entire perti i jod— v elemants.
Each of the X509Data elements shall correspond to one cert|f|cate in the cham and contain)ypne
X509IssuerSerial element and one X509Certificate element. The Distinguished Name valge~in| all
X509IssuerName elements shall be compliant with RFC 2253 per [XML-Signature Syntax and Processing].

6.2 Securjty Log Record Authentication and Chaining

Security Log Records and Reports shall be authenticated using the mechanisms described in [LogRecqgrd].
Individual Ljog Records may be authenticated by signing each record individually. Security Log Reports ghall
consist of ope or more sequences of Log Records in authenticated chains. Each sequence shall be signed by
a Log Recard Signature at the end of each sequence. Each Signature shall be signed with the Digital Cingma
Certificate ¢f the Security Device that generates the Log Record or sequence,oflLog Records.

7 Securjity Event Definitions

The Log Re¢cord Format Specification for D-Cinema [LogRecord}defines a general format for Log Recoyds.
While that ppecification defines Event Classes, it leaves thexspecific definition of the content of the Eyent
Classes to |application specifications such as this one. In this section, the Event Types, Event Sub Types,
their scope [identifiers, and Event Parameters for the Security Class are defined.

Each Seculjity Log Record shall contain at least the following elements:

o EventClass — This element shall contain the Security Class Namespace Name specified in Segtion
5.4

o EventType — This element shall contain an Event Type token as specified in this section.

o EventSubType — This element shall contain an Event Sub Type token from the list specified in |this
sedtion for the correspending EventType.

Within the ['security" eveni class, the following types, subtypes, scopes, and parameters shall represept a
hierarchy of security event identifiers, which shall be used in the EventType, EventSubType, and Parameters
elements of Security Log Record Body elements.

Note: See the definition of the Named Parameter Type and the Parameter List Type in [DCMLTypes] for a more complete
explanation ¢f XML Parameter Lists, and additional examples.

When parameters are specified in the Event Sub Type sections below, a Security Log Record may include a
RecordTextExtention element to additionally frame the parameters in a textual description of the Log Event. A
logging device may also include additional parameters beyond the ones specified in the tables.

7.1 ReferencedID Scope

Within the ReferencedIDs element of the Log Record Body, The IDName element of each ReferencedID is a

scopedTokenType. These tokens are defined in this section. These tokens shall comprise a scope, which
shall be represented by the following scope identifier in URI form:
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Instance documents shall either use this scope for ReferencelD IDNames, or may create an extended scope
which contains the same members as this scope, with the same meanings, as the basis for the extended
scope. If no scope identifier is present in the IDName elements of the ReferencelD elements of the
ReferencelDs element of the Log Record Body, then this scope shall be taken as the default scope.

The Tokens that comprise this scope and the definitions of the UUIDs contained in the IDValue part of the
corresponding name/value pair shall be as defined in the following table.

ReferencedID IDName Scope

Token

Description of Value

KeyDg¢liveryMessagelD

If present, the KeyDeliveryMessagelD value shall be the UUID that identifies the Key
Delivery Message currently being processed by the reporting device) if the eventlis
related to key usage or key validation. This UUID shall be taken from the Messagd|ld
element of the Authenticated Public section of the KDM.

ComppsitionID

If present, the CompositionID value shall contain the UUID-0f'the current compositipn
at the time of the event, if any. This UUID shall be taken from the Id element of the
Composition Playlist structure.

TrackFilelD

If present, the TrackFilelD value shall be the UYID. of the current Track File whichlis
the subject of the Log Event. As appropriate{_this UUID shall either be the Package
UID value of the (sole) Top-level File Rackage of the identified Track File, per
[SMPTE 429.3], or the contents of the {d_element of the SubtitieReel element of|a
subtitle track file per [SMPTE 429.5], opthe designated unique identifier of other tragk

file types that SMPTE may define.

7.2 Event Types

The content of the EventType element in the:llog Record Body shall be a token from the following table. The

set of 4

"h«t

When 4

kens listed in this table shall be represented by the following scope identifier in URI form:

tp://www.smpte-ra.org/430-5/2008/SecurityLog/#EventTypes".

Security Log Record,is, created, the EventType element of the Log Record Body should inclpde this
scope gttribute. If no scope-attribute is included, but the EventClass element of the Log Record |Header
containpg the value of theURI specified in Section 5.4 of this document, then this scope shall be tak¢n to be
the default scope. If adifferent scope attribute is included in the EventType element, that scope shall define
the megning of the ExentType value. Any such alternate scope, where defined, shall also define Event Sub
Types and Parameters for the tokens defined in that scope.

Security Log Event Type Tokens

Token Description

Playout Playout security Event type. Events related to content playout.
Validation Security System Validation

Key Key Related Event

ASM Auditorium Security Message Event

Operations An Event related to the operation of an SPB or an SPB’s contents.
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7.3 Event

Sub Types

Each of the following Subtype tables defines the subtypes and parameters for one of the Event Types defined
in the previous section.

7.3.1 Playout Event Sub Types

If the content of the EventType element is the "Playout" token, the content of the EventSubType element shall
be a token from the following table. The set of tokens listed in this table shall be represented by the following

scope identi

ifier in URI form:

"http:

//www.smpte-ra.org/430-5/2008/SecurityLog/#EventSubTypes-playout"”

Security Log Event --Playout-- Event Subtype Tokens

Td

ken Description

FrameSeq

A specified sequence of frames from a track file has been played as defined in

enceFlayed Section 5.2.2 of this standard

The first edit unit of the Main Asset of the first reel of a target CPL has been played

CPLStart by a device

The last edit unit of the Main Asset of the last Reelof’a target CPL has been played
CPLENd .

by a device
PlayoutCofnplete The target CPL has been played without intéfruption of exception by a device as per

Section 5.2.3 of this standard

7.3.1.1 FrameSequencePlayed Record

Each Fram
specified bg

Note: If an af

e The
hag

e The
e The
frar

e The
tok

eSequencePlayed Record shall at a“minimum contain the following elements with values

tempt to play a sequence of frames fails, this Record should be generated with an appropriate exception.

ContentID element shall'contain the ID of the CPL that specified the playout of the track file
been played

TimeStamp element shall contain the time at which the frame sequence playout completed.

DeviceSourcelD element shall contain the Certificate Thumbprint of the device that played
he sequence

ReferencedIDs list shall contain a name/value pair whose IDName element shall contain

low. Note that this record will neverbe-created for track files which are not encrypted per [TFE]J.

as

that

—

he

the
d.

bn-“TrackFilelD” and whose IDValue element shall contain the ID of the track file that was playe

e The ReferencedIDs list shall contain a name/value pair whose IDName element shall contain the
token “KeyDeliveryMessagelD” and whose IDValue element shall contain the MessagelD of the KDM
from which the content decryption key was obtained to decrypt the track file.

o The Parameters list shall contain a name/value pair whose Name element shall contain the token
“Authld” and whose Value element shall contain the identifier of the entity that authorized the action
that triggered the Event logged in this Record.
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The Parameters list shall contain a name/value pair whose Name element shall contain th

e token

“FirstFrame” and whose Value element shall contain the Sequence Number of the first frame played

in the sequence. Sequence Number is defined in Section 5.1.

The Parameters list shall contain a name/value pair whose Name element shall contain th

e token

“LastFrame” and whose Value element shall contain the Sequence Number of the last frame played

in the sequence.

If the track file is an image track file, the Parameters list shall contain a name/value pair whos
element shall caontain the token Imqul\/lnrk, and whaose Value element shall contain one

e name
of two

In addi
playout
followin

CheckV/
KeyTyp

7.31.2
This re
process

as speq

No spe

7.31.3

tokens, either “true” or “false”, indicating that a forensic mark was or was not inserted during_p

If the track file is an audio track file, the Parameters list shall contain a name/value pair, whos
element shall contain the token AudioMark, and whose Value element shall contain one
tokens, either “true” or “false”, indicating that a forensic mark was or was not inserted during p

If the decrypted content was sent to a downstream device which has @ Security Certific
Parameters list shall contain a name/value pair whose Name elemént shall contain th
“‘DownstreamDevice” and whose Value element shall contain thetCCertificate Thumbprint
downstream device.

ion to the minimum elements, the following exceptions are/defined in the case of a exce
failure. One or more exceptions may be listed in the Exceptions element of the Log Reca
g exceptions apply to FrameSequencePlayed records:

alueError, FrameMICError, FrameSequenceError, TrackFileIDError, ContentAuthenticatorError, T
eError, ValidityWindowError. See Section 7.4 for definitions of these exceptions.

CPLStart Record
ed by a device. Each CPLStart recordsshall at a minimum contain the following elements with
ified below.

The ContentID element shallieontain the ID of the CPL that specified the playout of the track
the first edit unit was played-from.

The TimeStamp element shall contain the time at which the edit unit was played.

the edit unit.
Cific Exeeptions are defined for this Record.

CPLENd Record

ayout.

e name
of two
ayout.

hte, the
e token
of the

ption or
rd. The

DLError,

cord indicates that the first edit unit of the Main Asset of the first Reel of a Composition has been

values

file that

The DeviceSourcelD element shall contain the Certificate Thumbprint of the device that pr¢cessed

This record indicates that the last edit unit of the Main Asset of the last Reel of a Composition has been
processed by a device. Each CPLENd record shall at a minimum contain the following elements with values
as specified below.

The ContentID element shall contain the ID of the CPL that specified the playout of the track
the last edit unit was played from.

The TimeStamp element shall contain the time at which the edit unit was played.
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e The DeviceSourcelD element shall contain the Certificate Thumbprint of the device that processed

the

No specific

edit unit.

Exceptions are defined for this record.

Informative Note: The events that generate the CPLStart and CPLENd records can be detected by noting a change in the
ContentID elements of successive FrameSequencePlayed events, except in the case where the same CPL is played

twice in sequ

ence.

7.3.1.4 PlayoutComplete Record

This record
section 0 o
with values
e The
e The

e The
the

e Thd
“Au
tha

No specific

7.3.2 Valigation Event Subtypes

indicates that a CPL has been processed without interruption or exception by a device~as
as specified below.
ContentID element shall contain the ID of the CPL that specified the Composition;

TimeStamp element shall contain the time at which the playout process completed.

playout process.

Parameters list shall contain a name/value pair whose Name element shall contain the tg
thld” and whose Value element shall contain the identifier.of the entity that authorized the ag
triggered the Event logged in this Record.

Exceptions are defined for this Record.

per

this standard. Each PlayoutComplete Record shall at a minimum contain the following'eleménts

DeviceSourcelD element shall contain the Certificate Thumbprint. of.the device that perforined

ken
tion

the

If the contgnt of the EventType element is the "Validation" token, the content of the EventSubType element
shall be a {foken from the following table. The set'of tokens listed in this table shall be represented by
following sqope identifier in URI form:
"http:|//www.smpte-ra.org/430=5/2008/SecurityLog/#EventSubTypes-validation"
Security Log Event --Validation-- Event Subtype Tokens
Token Description
CPLCheck A CPL has been validated according to Section 5.2.1 of this document.
7.3.2.1 CHLCheck Record

Each CPLCheck Record shall at a minimum contain the following elements with values as specified below.

o The TimeStamp element shall contain the time at which the validation process completed.

o The DeviceSourcelD element shall contain the Certificate Thumbprint of the Device Certificate of the

vali

dating entity.

e The ContentID element shall contain the CPL ID as specified in [LogRecord].
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o If the CPL contains a valid signature, the Parameters list shall contain a name/value pair with the
Name set to SignerlD and the Value containing the Certificate Thumbprint of the certificate that was
used to sign the CPL.

In addition to the minimum elements, the following exceptions are defined in the case of a validation failure.
One or more exceptions may be listed in the Exceptions element of the Log Record. The following exceptions
apply to CPLCheck records:

CPLFormatError, CertFormatError, AssetHashError, AssetMissingError, SignatureError. Refer to Section 7.4
for descriptions of these exceptions.

7.3.3 Key Event Sub Types
If the content of the EventType element is the "Key" token, the content of the EventSubTypéerelement shall be
a toker] from the following table. The set of tokens listed in this table shall be represented by the fpllowing
scope iflentifier in URI form:

"hitp://www.smpte-ra.org/430-5/2008/SecurityLog/#EventSub®ypes-key"

Security Log Event --Key-- Event Subtype Tokens
Token Description
KDMHKeysReceived Indicates that a device has retrieved a list of plaintext keys from a given KDM.
KDM[Qeleted Indicates that a device has permanently purged a KDM and its associated Keys.

7.3.3.1| KDMKeysReceived Record

Each KDMKeysReceived Record shall at a minimum contain the following elements with values as specified
below.

e | The ContentID element shall contain the Id of the CPL associated with the KDM.
e |The TimeStamp element-shall contain the time at which the process completed.

e | The DeviceSourcelD-element shall contain the Certificate Thumbprint of the device that retrigved the
plaintext keys.

e [The ReferencedIDs list shall contain a name/value pair whose IDName element shall confain the
token “KeyDeliveryMessagelD” and whose IDValue element shall contain the Message 1D of the
KDM.

o |lfthe KDM signature is valid, the Parameters list shall contain a name/value pair with the Nanje set to

BaaecdbDand-th AWZ22N caontiainiaa—t Carhificn poabineint ~f th carhificoat hat Aot t i
OTIYrCTTo—arna aiC v ardC ouTrTian iy e OoeTtmoatCc— T riariophr e O e oTrimoatc—arat vwas uaStU (0] S|gn
the KDM.

In addition to the minimum elements, the following exceptions are defined in the case of a processing failure.
One or more exceptions may be listed in the Exceptions element of the Log Record. The following exceptions
apply to KDMKeysReceived records:

KDMFormatError, CertFormatError, SignatureError. Refer to Section 7.4 for descriptions of these exceptions.
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7.3.3.2 KD

MDeleted Record

Each KDMDeleted Record shall at minimum contain the following elements with values as specified below.

e The
e The

ContentID element shall contain the Id of the Composition Playlist associated with the KDM.

TimeStamp element shall contain the time at which the deletion process was completed.

o The DeviceSourcelD element shall contain the Certificate Thumbprint of the device that deleted the
KDM.

e The ReferencedIDs list shall contain a name/value pair whose IDName element shall contain
token “KeyDeliveryMessagelD” and whose IDValue element shall contain the Message ID of the K

No specificlexceptions are defined for this record.

7.3.4 ASM Event Sub Types

If the cont

be a token from the following table. The set of tokens listed in this table shall be represented by the follov

t of the EventType element is the "ASM" token, the content of the EventSubType element 5

the
DM

hall
ving

bnt.

ken
p at

scope identjfier in URI form:
"http:|//www.smpte-ra.org/430-5/2008/SecurityLog/#EventSubTypes-ASM"
Security Log Event —~ASM-- Event Subtype Tokens
[oken Description
LinkQpened A link has been opened between two-devices using the [ASM] protocol
LinkClosed An [ASM] link between two devices has been closed
LinkException An exception occurred on_an‘epen [ASM] link
LogTransfer A device has transferred.a’log record or records to another device on an [ASM] link
KeyTransfer A device has transmitted a key to another device on an [ASM] link
7.3.4.1 ASM LinkOpened Record
Each LinkQpened record shallxata minimum contain the following elements with values as specified below.
e The TimeStamp_element shall contain the time at which the link was opened.
e The DeviceSourcelD element shall contain the Certificate Thumbprint of the device logging the ev
o The Parameters list shall contain a name/value pair with the Name element containing the t9
“DgviceConnectedID” and the Value element containing the Certificate Thumbprint of the devic
the other end of the [ASM] link.

In addition to the minimum elements, the following exceptions are defined in the case of a link opening failure.
One or more exceptions may be listed in the Exceptions element of the Log Record. The following exceptions

apply to Lin

kOpened records:

CertFormatError, TLSError. Refer to Section 7.4 for the descriptions of these exceptions.

Note: The DeviceSourcelD element in a LinkOpened Record may identify either the initiator or responder in an ASM

connection.
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7.3.4.2 ASM LinkClosed Record

Each LinkClosed record shall at a minimum contain the following elements with values as specified below.
e The TimeStamp element shall contain the time at which the link was closed.
o The DeviceSourcelD element shall contain the Certificate Thumbprint of the device logging the event.

e The Parameters list shall contain a name/value pair with the Name element containing the token

L] m V2ewH . (o= limt aa—th. AW/ N 1 ¢ niaaac o Caorbifiaot T bbbt £+l davi t
DeeeCoOectearo—aft—tne—varde—eremeit oA m g e o Tt atCc— T rarmmopTi T oT taTe—a Pvice a

the other end of the [ASM] link.

In addition to the minimum elements, the following exception is defined in the case of a link close failyre. One
or mor¢ exceptions may be listed in the Exceptions element of the Log Record. The following exception
applies|to LinkClosed records:

TLSErrpr. Refer to Section 7.4 for the description of this exception.

Note: The DeviceSourcelD element in a LinkClosed Record may identify either the-initiator or responder in [an ASM
connectjon.

7.3.4.3| ASM LinkException Record

Each LinkException record shall at a minimum contain the following elements with values as specified below.
In addifion to these elements, one or more exceptions may be‘in¢luded, or the UnknownError exceptljon may
be inclyded if none of the defined exceptions are appropriate:

e [The TimeStamp element shall contain the time at'which the exception was noted.
e | The DeviceSourcelD element shall containsthe Certificate Thumbprint of the device logging theg event.

e |The Parameters list shall contain .a‘name/value pair with the Name element containing the token
“DeviceConnectedID” and the Value element containing the Certificate Thumbprint of the dgvice at
the other end of the [ASM] link.

In addiion to the minimum elements; the following exceptions are defined in the case of a link exceptipn. One
or more exceptions may be Jisted in the Exceptions element of the Log Record. The following ex¢eptions
apply ta LinkException recaords:

QueryS§PBError, QuerySPBAlert, ASMMessageError. Refer to Section 7.4 for the description df these
exceptipns.

7.3.4.4| ASM LogTransfer Record

Each LopgTransfer record shall at a minimum contain the following elements with values as specified below. In
additionte-these-—elements—ene-ormore-exceptionsmay-beincludedorthe UnknrownErrerexceptior may be

included if none of the defined exceptions are appropriate.

o The TimeStamp element shall contain the time at which the Log Transfer completed.
e The DeviceSourcelD element shall contain the Certificate Thumbprint of the initiating device.

o The Parameters list shall contain a name/value pair with the Name element containing the token
“DeviceConnectedID” and the Value element containing the Certificate Thumbprint of the device at
the other end of the [ASM] link. (The responder in this case.)
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In addition to the minimum elements, the following exceptions are defined in the case of a LogTransfer error.
One or more exceptions may be listed in the Parameters of the Log Message. The following exceptions apply
to LogTransfer records:

ASMLogRequestFailed. Refer to Section 7.4 for the description of this exception.

Note: The DeviceSourcelD element in a LogTransfer Record may identify either the initiator or responder in an ASM
connection.

7.3.4.5 ASM KeyTransfer Record

Each KeyTransfer record shall at a minimum contain the following elements with values as specified.beloW. In
addition to these elements, one or more exceptions may be included, or the UnknownError exceptionmay be
included if none of the defined exceptions are appropriate.
¢ The TimeStamp element shall contain the time at which the Key Transfer completed.
e The DeviceSourcelD element shall contain the Certificate Thumbprint of the initiator device.
e The Parameters list shall contain a name/value pair with the Name containing the tgken
“DgviceConnectedID” and the Value containing the Certificate Thumbprint of the device at the other
end of the [ASM] link, in this case, the responder.

No specific|exceptions are defined for this record.

—

Note: The DgviceSourcelD in a KeyTransfer Record may identify either the initiator or responder in an ASM connectio

7.3.5 Operations Event Sub Types
If the content of the EventType element is the "Operdtions" token, the content of the EventSubType element
shall be a {oken from the following table. The setlof tokens listed in this table shall be represented by|the
following sdope identifier in URI form:

"nttp:|//www.smpte-ra.org/43045/2008/SecurityLog/#EventSubTypes-operations"

Security.Log Event --Operations-- Event Subtype Tokens

Tloken Description
SPBOpen An, SPB perimeter has been opened
SPBClpse An SPB perimeter has been closed
SPBMarriage Two SPBs have been “Married” per the definition in Section 5.1 of this standard.
SPBDijorce Two SPBs have been “Divorced” per the definition in Section 5.1 of this standard.
SPBShutdown The operating software of an SPB has shut down per the definition in Section 5.1
SPBStartup The operating software of an SPB has been started per the definition in Section 5.1
SPBClockAdjust The time of a secure clock within an SPB was adjusted.
SPBSoftware The operating software of an SPB was modified..
SPBSecurityAlert An SPB is reporting a Security Log Event not listed in this document.
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7.3.5.1 SPBOpen Record

Each SPBOpen record shall at a minimum contain the following elements with values as specified below. In
addition to these elements, one or more exceptions may be included, or the UnknownError exception may be
included if none of the defined exceptions are appropriate.

e The Timestamp element shall contain the time at which the SPB perimeter was opened.

e The DeviceSourcelD element shall contain the Certificate Thumbprint of the SPB.

o |The Parameters list shall contain a name/value pair whose Name element shall containCthe token
“Authld” and whose Value element shall contain the identifier of the entity that authorized’thg action
that triggered the Event logged in this Record.

No spegific exceptions are defined for this record.
7.3.5.2| SPBClose Record
Each SPBClose record shall at a minimum contain the following elements with"values as specified below. In
addition to these elements, one or more exceptions may be included, or thé<UnknownError exception|may be
included if none of the defined exceptions are appropriate.

e [The TimeStamp element shall contain the time at which the‘SPB perimeter was closed.

o | The DeviceSourcelD element shall contain the Certificate Thumbprint of the SPB.

e [The Parameters list shall contain a name/value\pair whose Name element shall contain the token
“Authld” and whose Value element shall contain' the identifier of the entity that authorized thg action

that triggered the Event logged in this Record,

No spetific exceptions are defined for this recotd.

7.3.5.3| SPBMarriage Record

Each SPBMarriage record shall at(ajminimum contain the following elements with values as specified below.
In addifion to these elements, onejor more exceptions may be included, or the UnknownError exceptlon may
be inclyded if none of the defineéd exceptions are appropriate.

¢ [The TimeStamp.element shall contain the time at which the marriage occurred.
e | The DevicéSourcelD element shall contain the Certificate Thumbprint of the SPB that logs thig event.

e | The Rarameters list shall contain a name/value pair with the Name set to DeviceConnectedID|and the
Value containing the Certificate Thumbprint of the device which is the other partner in the martiage.

e The Parameters list shall contain a name/value pair whose Name element shall contain the token
“Authld” and whose Value element shall contain the identifier of the entity that authorized the action
that triggered the Event logged in this Record.

No specific exceptions are defined for this record.

Note: This record may be logged by both of the partner SPBs.
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7.3.5.4 SPBDivorce Record

Each SPBDivorce record shall at a minimum contain the following elements with values as specified below. In
addition to these elements, one or more exceptions may be included, or the UnknownError exception may be
included if none of the defined exceptions are appropriate.

The TimeStamp element shall contain the time at which the divorce occurred.

The DeviceSourcelD element shall contain the Certificate Thumbprint of the SPB that logs this event.
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7.3.5.7 SPBClockAdjust Record

Each SPBClockAdjust record shall at a minimum contain the following elements with values as specified
below. In addition to these elements, one or more exceptions may be included, or the UnknownError
exception may be included if none of the defined exceptions are appropriate.

timeline after the adjustment..
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o The DeviceSourcelD element shall contain the Certificate Thumbprint of the SPB that logs this event.

e The Parameters list shall contain a name/value pair whose Name element shall contain the token
“Authld” and whose Value element shall contain the identifier of the entity that authorized the action
that triggered the Event logged in this Record.

e The Parameters list shall contain a name/value pair with the Name containing the token “TimeOffset”
and the Value containing the number of seconds by which the clock was adjusted.

In addition-to-the-minimum nlnmnnfc, the fnlln\nnng nvr\nphnne are defined_in-the case of 2 clock nr*lj stment

error. @ne or more exceptions may be listed in the Exceptions element of the Log Message. Thé&fpllowing
exceptipns apply to SPBClockAdjust records:

AdjustmentRangeError. Refer to Section 7.4 for the description of this exception.

7.3.5.8| SPBSoftware Record

Each SPBSoftware record shall at a minimum contain the following elements with values as specified below.
In addition to these elements, one or more exceptions may be included, or the.UnknownError exceptjon may
be inclyded if none of the defined exceptions are appropriate.

e |The TimeStamp element shall contain the time at which the software was modified.
e [The DeviceSourcelD element shall contain the Certificate.Thumbprint of the SPB that logs thig event.
e |The Parameters list shall contain a name/value pairrwhose Name element shall contain the token
“Authld” and whose Value element shall contain the“identifier of the entity that authorized thg action

that triggered the Event logged in this Record.

e |The Parameters list shall contain a name/value pair with the Name set to SignerlD and thp Value
containing the Certificate Thumbprint of the’signer of the new software package.

e |The Parameters list shall contain-a-name/value pair with the Name set to SoftwareVersion fand the
Value containing a string describing’at least the version of the new software package.

In addition to the minimum elements; the following exceptions are defined in the case of an error.[One or
more eikceptions may be listed in the Exceptions element of the Log Record. The following exceptions are
defined|for SPBSoftware records:

SoftwareFailure. Refer ta”Section 7.4 for the description of this exception.

7.3.5.9| SPBSecurityAlert Record

Each §PBSecurityAlert record shall at a minimum contain the following elements with values as specified
below. |n addition to these elements, one or more additional parameters and one or more exceptions|may be
includef Lor the UnknownError exception may be included.

e The TimeStamp element shall contain the time at which the event occurred.

e The DeviceSourcelD element shall contain the Certificate Thumbprint of the SPB that logs this event.
No specific exceptions are defined for this record.
Note: This record is intended to be used as a generic exception for the purpose of logging events associated with SPB
functional aberrations or intermittent failures. Details of such events are expected to be added by implementers as

additional parameters or exceptions to this Record. It would be helpful if implementers included a RecordTextExtension
element to describe the nature of the event.
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