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ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
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TC 36, Cinematography, in parallel with its approval by, the:lISO member bodies.
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Part 3: Generic extra-theater message format
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Foreword

SMPTE (the Society of Motion Picture and Television Engineers) is an internationally recognized standards
developing organization. Headquartered and incorporated in the United States of America, SMPTE has
members in over 80 countries on six continents. SMPTE’s Engineering Documents, including Standards,
Recommended Practices and Engineering Guidelines, are prepared by SMPTE’s Technology Committees.
Participation in these Committees is open to all with a bona fide interest in their work. SMPTE cooperates

closely with other standards-developing organizations, including ISO, IEC and ITU.

SMPTE Engineering Documents are drafted in accordance with the rules given in Part Xlll of its

Administrat

SMPTE Stg

ve Practices.

ndard 430-3 was prepared by Technology Committee DC28.
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Scope

This standard presents a specification for a generic Extra-Theatre Message (ETM) format for use with
unidirectional communications channels used in security communcations for Digital Cinema (D-Cinema)
systems.

The ETM specification is a generic XML security wrapper that includes specific fields which can be extended
to carry different kinds of information to meet various application-level requirements. (For example, the Key
Delivery Message (KDM) is a specific instance of this format.) The ETM uses W3C Extensible Markup
Language (see [XML]) to represent the information payload. It provides security using the XML encryption and

sigrjature primifives.

Not¢: The brackets convention “[...]" as used herein denotes either a normative or informative reference)

2 |Conformance Notation

Normmative text is text that describes elements of the design that are indispensable or c
conformance language keywords: "shall", "should", or "may

to
inte)

All
"Inf

The
dog

Theg
parf
not
but

Thsg
The
def
will
A d
("sH
imp|
3

The

. Informative textis ‘text that is poten
e user, but not indispensable, and can be removed, changed, or(added editorially witho
roperability. Informative text does not contain any conformance keywords.

ext in this document is, by default, normative, except: the Introduction, any section explicitly
prmative" or individual paragraphs that start with "Note:”

keywords "shall" and "shall not" indicate requirements_strictly to be followed in order to cor
ument and from which no deviation is permitted.

keywords, "should" and "should not" indicate that, among several possibilities, one is recon
icularly suitable, without mentioning or excludinig others; or that a certain course of action is p
necessarily required; or that (in the negative form) a certain possibility or course of action is
not prohibited.

keywords "may" and "need not" indicate courses of action permissible within the limits of the d
keyword “reserved” indicates.a provision that is not defined at this time, shall not be used,
ned in the future. The keyword “forbidden” indicates “reserved” and in addition indicates that t

never be defined in the future.
onformant implementation according to this document is one that includes all mandatory

all) and, if jimplemented, all recommended provisions ("should") as described. A
ementation néed not implement optional provisions ("may") and need not implement them as ¢
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following standards contain provisions that, through reference in this text, constitute provis
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to revision,

and parties to agreements based on this standard are encouraged to investigate the possibility of applying the
most recent edition of the standards indicated below.

[D-Cinema Digital Certificate] SMPTE 430-2-2006, D-Cinema Operation — Digital Certificate

[FIPS-180-2]

“Secure  Hash Standard” Version 2. August 1, 2002.

http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf

Page

© 1SO 2008 — All rights reserved

FIPS-180-2.

See:

3 of 23 pages


http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf
https://standardsiso.com/api/?name=191f198c68baf6e72b157540481d5417

ISO 26430-3:2008(E)

SMPTE 430-3-2008

[FIPS-197] “Advanced Encryption Standard (AES)” November 26, 2001. FIPS-197. See:
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

[FIPS-198] “The Keyed-Hash Message Authentication Code (HMAC)” March 6, 2002. File updated April 8,
2002. http://csrc.nist.gov/publications/fips/fips198/fips-198a.pdf

[PKCS1] “PKCS #1: RSA Cryptography Specifications Version 2.1” By B. Kaliski. February 2003. RFC 3447
See: http://www.ietf.org/rfc/rfc3447 .txt

[RFC2253] “Lightweight Directons Access-Protocol- (v3):UTE-8 String-Representation-of Distinguished Names”
T ) A o7 ) L ) <
December [997. See: hitp://www.ietf.org/rfc/rfc2253.txt

[RFC4051]| “Additional XML Security Uniform Resource Identifiers (URIs)” April 2005. $ee:
http://www.|etf.org/rfc/rfc4051 .txt

[Time] UTQ, RFC 3339: Date and Time on the Internet: Timestamps. G. Klyne and C. Newiman. Informatignal,
July 2002. $ee: http://ietf.org/rfc/rfc3339.txt

[UUID] “A Universially Unique Identifier (UUID) URN Namespace>~"July 2005. Jee:
http://www.|etf.org/rfc/rfc4122.txt

o

[XML] “XML Schema Part 1: Structures” World Wide Web,~C€onsortium May 2001. S
http://www.Ww3.0rg/TR/2001/REC-xmlschema-1-20010502

ee:

o

[XML-Encrypt] "XML Encryption Syntax and Processing” World Wide-Web Consortium December 2002. $ee:
http://www.W3.0rg/TR/2002/REC-xmlenc-core-20021210/
[XML-Sign]| "XML-Signature Syntax and Processing” World* Wide Web Consortium February 2002. $ee:

http://www.W3.0rg/TR/2002/REC-xmldsig-core-20020212/

4 Glossary

The following paragraphs define the acronyms-dsed in this document.

AES: Advgnced Encryption Standard secret key algorithm. Defined in [FIPS-197].

ASN.1: Abstract Syntax Notation/t

Base64: Alprintable encoding.ofbinary data. See [Base64].

FIPS: Fedgral Informatien-Processing Standards of NIST.

HMAC-SHA-1: Hash-based Message Authentication Code based on SHA-1. Defined in [FIPS-198].

IETF: Interhet’Engineering Task Force standards group.

IP: InternetProtocol. An IETF standard.

ISO: International Standards Organization.

KDM: Key Delivery Message — An instance of the ETM. See [SMPTE 430-1]
LE: Link Encrypter.

LD: Link Decrypter.

MD: Media Decrypter.

Page 4 of 23 pages
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T: National Institute of Standards and Technologies.

OAEP: Optimal Asymmetric Encryption Pattern. See [PKCS1].

RO: Rights Owner.

RSA: Rivest Shamir Adleman public key algorithm. Defined in [PKCS1]

SE:

Security Entity. Any Digital Cinema entity that performs cryptography.

SH/
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-T: Secure Hash Algorithm revision 1. Defined In [FIPS-T80-2].
\-256: Secure Hash Algoritm. Defined in [FIPS-180-2].
Security Manager.
IME: Secure Multipurpose Internet Mail Extensions.
B: Secure Processing Block.
L. Secure Socket Layer protocol. See [TLS].
P: Transmission Control Protocol. IETF standard for reliable bi-directional streams.
. Transport Layer Security protocol. See [Rescorlal.
B5: Theater Management System.
P9: A widely used and supported digital certificate standard. Refer to [D-Cinema Digital Certifig

| . Extensible Markup Language.

Dverview of Generic Extra Theater Message (Informative)

a-Theater Messages (ETM) may be used generally between any two D-Cinema Security E
ever an ETM is particularly appropriate where a unidirectional rather than a bi-directional com
hnel is employed. Such channels would be typical of those between a Distributor and an B
wveen a Studio and a Distributor. The ETM format defined in this document provides a bas
cture having a useful set of known security properties. It is intended that all D-Cinema e
ssaging requirements_utilize this structure in order to minimize the risk that introduction of n
bsages will undermine the integrity of the security system.

following diagram presents an overview of the generic security wrapper. The top-level X]
cates that ‘this structure is a D-Cinema Extra-Theatre security Message. It contains thre
yments)for data: 1) authenticated and public (viewable by anyone who receives the m
nenticated and private (viewable by the intended recipients only), and 3) authentication (sig
t)information.

ate]

ntities (SE),
munications
Fxhibitor, or
C message
xtra-theatre
ew security

VIL element
e elements
bssage), 2)
nature and
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AuthenticatedPublic

DCinemaSecurityMessage [} === || AuthenticatedPrivate

| |,ds:Signature .
tvpe |ds:SignatureType i

The Auther
standard e
not critical

The single
message ig
carry encry|
information
(Keylnfo) ¢
redundancy

Figure 1 — XML Diagram for Generic Extra Theater Message

ticatedPublic segment includes standard message header information and a plage.to put requ
tension elements for the particular message type, and a place for proprietary. extensions that
p the baseline interoperability standard.

signer of the ETM s identified in the AuthenticatedPublic segment, andiany entity that receives|

able to read and authenticate the information in the AuthenticatedPublic segment. For ETMs
pted information in the AuthenticatedPrivate segment, the identity~of the recipient of this pri
(as specified by the issuer name and serial number of a certificate) appears in a standard
f the standard XML EncryptedKey element of the AuthenticatedPrivate segment. To a
, the recipient information is not also carried in the AuthenticatedPublic segment.

The Authe

EncryptedKey) and an optional block of information encrypted’by AES (called EncryptedData). The use of
EncryptedKey and EncryptedData fields is application-dependent. For example, the KDM message uses

RSA block

AuthenticatedPrivate segment to carry data that is hidden from all but the intended recipients. The data in
segment is| encrypted with a fresh random AES key-(in the EncryptedData segment), and that AES ke
made availgble to the desired recipient in one-of more EncryptedKey elements by encrypting the AES
with the puplic key of the recipient. The recipient has the matching private key, and so can decrypt the F
block and recover the AES key.

The Signature segment includes 1),the/value of the signer’s certificate chain (note that the identity of

signer app
expected h
this messa
Signedinfo
Authenticat
though it is
the other se

To facilitatg

ticatedPrivate segment includes zero or more blocks of information encrypted by RSA (c3

in a special way and does not use the AES-block. Other instances of the ETM may use

ars in the AuthenticatedPublic segment), 2) a Signedinfo segment that separately specifies
bsh of the AuthenticatedPublic and AuthenticatedPrivate parts (this allows any entity that han
pe to detect tampering, even if it is not the intended recipient), and 3) an RSA signature on
element, which~thus authenticates the two expected hash values that in turn authenticate

believed if an-attacker made any modifications to the Signature section, then the authenticatiol
ctions would fail.

ired
are

the
that
ate
ield
void

lled
the
the
the
this
y is
key
RSA

the
the
lles
the
the

edPublic and”AuthenticatedPrivate portions. The Signature segment is not itself authenticated,

n of

parsing, the ETM is represented with the UTF-8 character set. All strings intended for hu

display incl

an

Jde’a language attribute that is used to select an appropriate character set to display the UTF-8

string contents. All date-time values are expressed in UTC format. The cryptographic mechanisms and
structures are from the XML standards for encryption and digital signatures.

6 Authenticated and Public (Unencrypted) Information

The information in this segment of the ETM shall be digitally signed, and trust in the signature can be verified
using the certificate chain in the Signature portion. This segment shall not be encrypted, so any entity that has
access to the message can extract this information. The word “public” that appears in the XML label for this
portion means that any entity that receives the message can view this portion.

Page 6 of 23 pages
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The formal XML definition is given in Annex C. Figure 2 is an informative illustration of the appropriate code
section from that annex.

T
Messageld
type | et ILID

“lssuebate

Lype | xz.dateTime

Figure.2 —)Authenticated and Public Portion of ETM (Informative)

eator of the

with the D-

6.1| Messageld

Thg Messageld field’shall be a globally unique identifier for a given ETM that is chosen by the cr

megsage. In othier words, no two otherwise different messages shall share the same Id. This valie is helpful
for |ogging,‘fracking and indexing ETM messages. It is in the “urn:uuid” format that is also used

Cinema packing list and composition play list standards.

6.2| MessageType

The MessageType field identifies the specific version and type of the message. It is a URI string that identifies

the

6.3

namespace for the particular ETM instance specification being represented.

AnnotationText

The optional AnnotationText field contains a human-readable description of the message. It is not used in any
security-related process and is only meant as a display hint to human users. Unless the optional xml:lang
attribute is specified, the content of the field shall be en. If humans need to troubleshoot a problem related to

Page
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an ETM message, they should be able to refer to the ETM using the AnnotationText and perhaps the

IssueDate.

Both fields are easier for people to handle than the Messageld.

6.4 IssueDate

The IssueDate field indicates the time and date when the message was issued. The signer’s certificate chain

shall be val

id at this time. It shall be a UTC timestamp [Time].

6.5 Signer

The Signer|field identifies the certificate that may be used to validate the signature on this message. An“X,
certificate i identified by name of the Certificate Authority (CA) that issued it, called IssuerName;~and
unique serigl number assigned by the CA, called SerialNumber. The signer’s entire certificate.'chain
appear in fthe Signature segment of the ETM (see section 8). The Distinguished Name value in

g

3

X509IssuerName element shall be compliant with RFC 2253 [RFC2253].

6.6 Requi

The Requir
required fo
that can beg
provide furt

6.7 NonCr

The NonCr
depending

dExtentions (Optional)
edExtentions field shall contain zero or one opaque elements from afother namespace that
the proper interpretation and usage of a specific ETM. It provides @ place for adding informg
visible to all entities that receive this message. The specification for each type of ETM s
her constraints on the structure of this field. See [KDM] as an example.

ticalExtensions (Optional)

Lipon design, may be optionally required for the proper interpretation and usage of a specific E

implementdtion. It provides a place to carry information thatlis outside the scope of an associated norma

interoperab)
that are not

lity specification. It shall be allowed for nongritical extensions to be ignored by receiving dev
capable of using or understanding the information.

7 Authenticated and Private (Encrypted) Information

This segmént of the ETM shall be digitally signed, and trust in the signature can be verified using

certificate

thain in the Signature poftion. This portion is encrypted before being transmitted. The W

“private” that appears in the XML labelfor this segment means that only a specified set of recipients is abl

decrypt ang

The formal
section fron

Anyone car
has been n
private key

view this information.

XML definition js-given in Annex C. Figure 3 is an informative illustration of the appropriate ¢
n that annex.

verify thie signature on the ETM and validate the certificate chain to decide whether the mess|
nodifiediand whether it was created by a trusted entity. However, only an entity that knows
of ohel of the recipients can decrypt this portion of the message.

509
the
hall
the

are
tion
hall

ticalExtensions field may contain zero or one opaqué elements from another namespace that,

™
tive
ces

the
ord
e to

ode

age
the

This segment confains zero or more EncrypiedKey fields and at most one EncrypiedData field.
EncryptedKey field defines data (that includes an AES key) that is encrypted by the RSA algorithm and the
Encrypted Data field defines data (if any) encrypted by the AES algorithm. It is a standard cryptographic
security practice to use two encryption algorithms (RSA and AES) to get the key management benefit of using

RSA and th

e performance benefits of using AES.
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| . ;typeJ xenc: EncryptionhethodType

[
| ,xenc:CipherI]ata M

TYpe ixenc:LlpherUﬁWpe T
N

1
1
) Lenc:EncryptedHey ! | E

1 . —
e Lx?']':—' IE—HPEYHEE&P—{E—YJEEE—?JJ e Lxenu::Enu:ryptiu:unF ropertiesType 1
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Carriedkeylame

—{ puthenticatedPrivate [ —- |7} | B

1
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| o ds:Keyinfo |
[ I ——_—— . Y, I
1 1

: B |
L :‘,| enc:EncryptedData o B P o B ettt R e
I .
ibype [{E_""E-E"'_F{Yﬂ%d??tﬂ‘-’_p?_u : xenc:CipherData i I

| ! Ivpe | xenc: CipherDataType
1
1
1

Figure 3'=/Authenticated and Private Portion of ETM (Informative)

7.

—

EncryptedKey

Thi$ optional element contains information encrypted with a public key algorithm, specifically RSA as defined
in [PKCS1],~along with all the parameters and information needed to extract that information.

7.1/1 _EncryptionMethod

This field of EncryptedKey specifies the encryption algorithm and parameters. The value is a URI string that
locates the algorithm specification. However, the recipient does not need to perform any network access to
validate this field; just string comparison. The value of this field shall be rsa-oaep-mgf1p as shown below:

<enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgf1p"/>
All ETMs shall use the mode for RSA called Optimal Asymmetric Encryption Padding (OAEP), which is
specified in [PKCS1]. However, the OAEP Parameter is omitted, which causes OAEP to use a default

ciphertext redundancy value. This choice was made to simplify the implementation and to avoid features that
are not widely supported in an interoperable manner.
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7.1.2 Keylnfo

This field identifies the RSA public key used to encrypt the EncryptedKey CipherData by naming the
certificate that contains the public key that was used to create the ciphertext. The matching RSA private key is
needed to decrypt the key. The recipient’s certificate shall be named by its IssuerName and Issuer Serial
Number. The format of the names and serial numbers are specified in [D-Cinema Digital Certificate].

This KeyInfo element shall only contain a single X509Data field that shall only contain an X509IssuerSerial

field.

7.1.3 Ciph

This field is
the Keylnfo
usually a 12

The D-Cing
header that|

7.1.4 Encr]

This field s
information
interoperab,

7.1.5 Refe

This field s
more Encry
ETM stand
omitted to §

7.1.6 Carri

This field is|
field is usg
EncryptedD
field.

The Refere
EncryptedD
EncryptedD
elements fq

any one of the EncryptedKey elements could be decrypted to find the appropriate key.

ledKeyName

erData

an RSA encrypted block of data that can be decrypted using the private key indirectly)specifie
field. The plaintext contents of the CipherData field are application dependent;The plainte
8-bit AES key. See [KDM] for an example of plaintext that contains more than.an.AES key.

is part of the OAEP padding [see PKCS1], the plaintext can be at most214-bytes long.
yptionProperties

nall not be present. The XML encryption standard includesd? to provide a place to put additi
about generating or locating the RSA key or the EncryptedData field. It is omitted to sim

lity.
rencelList

hall not be present. The XML encryption standard includes it to provide a place to identify on
ptedData elements that can be decrypted by the key contained in the EncryptedKey element.
ard only allows at most one EncryptedData element so this information is unnecessary.

implify interoperability.

required when the EncryptedData field is included in the ETM, otherwise it shall be absent. ]
d to assign an identifying name to the AES key carried in the EncryptedKey element.
ata element, if present,/has a KeyName field as part of the Keylnfo element that matches

ncelist and CarriedKeyName fields are both used to link the EncryptedKey element to the cor
ata element(In*the ETM, there can be multiple recipients for the same EncryptedData, so
ata field shall' identify a key name such as “EncryptedDataKeyName” and the Encrypted
r each recipient shall have a CarriedKeyName field that has the same name. This indicates

d in
tis

ma system uses 2048-bit RSA keys, so the ciphertext is 256-bytes long.” Due to the 42-byte

bnal
Dlify

B or
The
t is

[his
The
this

rect
the
Key
that

7.2 Encryg

tedData (Optional)

This section describes the use of the optional EncryptedData element in ETM. A diagram of this element is
shown below. This field shall not be present if there are no EncryptedKey fields.
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enc:EncryptedDataType

-

=EncryptionMethod

-~ yenciEncryptedData EI—

Figure 4 — EncryptedData in ETM (Informative)

The
ops
ger
Cip

EncryptionMethod shall specify that the data be encrypted\using the AES cipher with a
rating in CBC mode. The XML Encryption Standard [XML-Encrypt] requires that the imp
erate a fresh random CBC Initialization Vector (16=bytes) and append it to the begin
herData.

Thg KeyName field of the KeyInfo element specifies the name of the AES key needed to
ciphertext. This name shall match the CarriedKkeyName value in all of the EncryptedKey ele
EngryptionProperties shall not be present. The' CipherData shall be present. The Type attri
EngryptedData element shall be present and“specify the XML type of the plaintext.

The
pad
but

XML Encryption Standard defingsra new form of CBC padding that is a weaker version
ding. The last byte in the last CBCblock specifies the number of padding bytes (between on
the value of the remaining\\padding bytes is unspecified. To avoid adaptive ciphert
lementations shall treat an(error with the CBC padding in the same way they treat an error wi
ature.

Signature Information

128-bit key
lementation
ning of the

decrypt the
ments. The
bute of the

of PKCS#5
e and 255),
xt attacks,
h the digital

m the XML
O certificate
e Signature
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Figure 5 — Signature Section'of ETM (Informative)

8.1 XML Embedding

The ability |to validate and interpret a fragment of XML depends on its surrounding XML context. Us¢ of
namespacq attributes in XML documentstereates an unambiguous context at the document level. Howgver
when an XML fragment smaller than @ document is reused within another document, there is potentia| for
misinterprefation or validation failure, The D-Cinema application calls for embedding signed data structures,
such as CHLs, in other XML documents, such as intra-theatre messages. This raises difficulties that have
been encodntered by other XMlsbased standards projects (e.g. the effort to embed security assertions |into
SOAP mespages). In particular, the required canonicalization algorithm REC-xml-c14n-20010315 is liablg to
insert namgspace declarations within a data structure when it is being canonicalized; this shall cguse
signature verification to-fail.

The following appreach shall be used by D-Cinema applications.

Each signef data structure to be embedded (e.g. CPL) should have a “native” or “original” form in which it|is a
complete document—The contents—of the document header (profog) shaflt—be completety specified by the
controlling standards document. During the embedding process only the prolog is stripped and the remainder
of the document is embedded intact. As a universal rule, the semantics of the embedded fragment at the
recipient shall be governed by the result of “de-embedding” — i.e. reconstructing the original document —
which is achieved by re-attaching the standard prolog to the embedded content. This de-embedding shall be
done before any canonicalization, and therefore no namespace interactions are possible.

This corresponds to option 1 in xmldsig-core Section 8.3: “Rely upon the enveloping application to properly
divorce its body (the signature payload) from the context (the envelope) before the signature is validated” [see
XML-Sign].
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Informative Note:
Datatypes, W3C Recommendation, May 2001",
Processing, W3C Recommendation, February 2002",
characters per line.

constrains its content (i.e. the Base64-encoded

8.2 Signedinfo

Implementors should note that the base64Binary datatype as defined in "XML Schema Part 2:
as referenced by the normative reference "XML-Signature Syntax and

data) to 76

The XML Digital Signature standard [see XML-Sign] defines a two-step process for checking signatures. First
the actual hash values of different portions of the ETM are computed and compared against the expected

valles that appear in the Reference elements of the Signedinfo. Next, the Signedinfe
onicalized and then hashed and finally verified against the SignatureValue. The expected(has
different portions of the ETM are listed in the Reference elements of the Signedinfo-alor
identification (a document-relative URI) of the portion of the message for which it is the hash’value

Informative Note: Implementations based on security chips may reverse the two steps. First, the chip could
Sigmedinfo element and record the hash values that appear in that element in some forin,of high integrity
secpnd, the different portions of the message could be passed to the chip, which would compare the co
valdes to the expected hash values.

shg256” [RFC 4051]. This specifies SHA-256 as the hash algorithm’and RSA as the signature algg
For| all ETMs, the Signedinfo shall contain at least two\Reference fields. The first is the |
AuthenticatedPublic element and the second is the hash-of the AuthenticatedPrivate element (afte
hag been performed). There may be a third Reference field that specifies the hash value for t
dedrypted from the EncryptedData element.—f the AuthenticatedPrivate node
<AythenticatedPriavate Id=" AuthenticatedPrivatelabel”’ />), then there shall still be a reference to
valdie for that node.

URI attribute of the Reference eleménts shall identify the nodes being hashed. This URI is
tive pointer label that matches the_Id attribute of the AuthenticatedPublic node, the Authentig

element is
h values for
g with the

validate the
storage, and
mputed hash

includes any

comments.

SignatureMethod field shall be set to the URI value “httpgiffwww.w3.org/ 2001/04/xmldsig-more#rsa-

rithm.

ash of the
I encryption
he plaintext

is empty (e.g.,

and a hash

8 document
atedPrivate

parate XML
embedded
., 1d="
ementation.
duplicates.
ecks.

is allowed to

enced node

are hashed without any transformations. To ensure that the signer and verifier compute the hash of the same

bytes, the transportation mechanisms shall not modify the bytes of this XML document (e.g.,
should not be converted to another character set or CRLF representation).

The DigestMethod field of all the Reference elements shall be http://www.w3.0rg/2001/04/xmlenc#

the document

sha256.

The DigestValue field of all the Reference elements shall be the Base64 encoded output of the SHA-256 hash

of the referenced node.
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8.3 SignatureValue

The SignatureValue element shall be the output of the http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256
operation that is used to generate the signature.

8.4 Keylinfo Certificate Chain
The signer’s certificate shall be identified by its IssuerName and SerialNumber in the Signer element in the

AuthenticatedPublic segment of the message. It shall not be similarly (specifically) identified in this Keylnfo
element.

The entire ¢ertificate chain of the signer, including the root certificate, shall be carried in the Keylnfo~element
as a sequepce of X509Data elements. Each of the X509Data elements shall correspond to one certificate in
the chain, and contain one X509IssuerSerial element and one X509Certificate element. The ceriificates may
appear in apny order.

8.5 Objecf|Information

The Object(field of the Signature element shall not be present.

Page 14 of 23 pages

14 © ISO 2008 — All rights reserved


http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
https://standardsiso.com/api/?name=191f198c68baf6e72b157540481d5417

ISO 26430

-3:2008(E)

SMPTE 430-3-2008

Annex A (Informative)
Design Features and Security Goals

Design features of the ETM

The type and version of the message is clearly identified using a unique XML namespace.

Each message has a globally unique identifier that can be used, for instance, to index the message

for storage or target the message for revocation or duplicate detection.

The message includes a NonCriticalExtensions element to support vendor-specific extens
name of the element implies, these extensions are not necessary to process thermessa
be ignored by baseline interoperable implementations.

The message has exactly one signer and one or more recipients. The identity of the sig
recipients is part of the information that is signed. This prevents a message intended for o
from being modified to resemble a message to another recipient. The isigner knows ang
the identity of the recipients and the issuance time of the message-when the signature is g
issuance time may differ from the signature time, enabling the.ssigner to pre-sign a ¢
messages that shall all be issued at the same time.

The message has three segments. One segment is authenticated and public (anyone
information and anyone can verify the signaturesof this information). A second
authenticated and private (anyone can verify that ¢he*encrypted information has not bee
though only the intended recipient can decrypt this part of the message). The third segmg

ons. As the
je and may

ner and the
ne recipient

expresses
reated. The
ollection of

tan see the
segment is
n modified,
ent contains

signature information including the signer's complete certificate chains, which avoid the need to

create any out-of-band mechanism for distributing certificates.

The XML scheme for the message is valid in both encrypted and unencrypted forms,
XML cryptography toolkits and XML parsing tools can be used throughout the handling of

50 standard
he ETM.

Element names are chosen to be unique in order to enable XML parsers that are implemented in a

small amount of memory. Forexample the elements Messageld and Keyld are both U
and could be just called £1d%, but then the XML parser would have to keep track of nesting
to locate the correct one.

The EncryptedData)element has a parameter that defines the type of the plaintext elemen
ETM recipients. shall check that the decrypted element matches this type. This helps pre
based on slicibg the EncryptedData originally carried by one kind of message into the bod
kind of message.

The AuthenticatedPublic element has a parameter that defines the type of message that
The. signature protects the integrity of this parameter as well as the integrity of the fieldg
element. This helps prevent attacks based on slicing the AuthenticatedPublic eleme

UJID values,
information

t it protects.
ent attacks
y of another

it is part of.
inside that
ht originally

carried by one kind of message into the body of another kind of message.
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The EncryptedKey element in the recipient’s element is encrypted with the OAEP padding to avoid
various adaptive chosen ciphertext attacks (e.g., the attacker sends modified ciphertext to the
recipient until certain error messages are returned that provide valuable information to the attacker).

Consideration was given to using enveloped-signature for the whole ETM rather than the three-hash
scheme. (distinct hashes for authenticated public, private and decrypted auth-private elements). This
would simplify cryptographic processing at the cost of creating some subtle security risks. The
security principle is that the plaintext of a message must be signed as well as the ciphertext; this
ensures that the signer knows what he is signing. The more subtle cryptographic attack has to do with
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Security goals of the ETM

the ability of an attacker to splice together ciphertext that resulted from two different signed
messages. If only the ciphertext is signed, this attack can succeed with probability 1 in 2**64 (for
AES, which has 128bit blocks) instead of 1 in 2**128 for signatures based on the 256-bit SHA-256
hash. This argues against using enveloped-signature.

Another problem with using enveloped-signature is that the list of certificates included in the message
are not covered by the signature. Most importantly the signer's certificate is not included. Given that
the system allows multiple root certificates, it is very important that the certificate of the signer be
included in the data validated by the signer. If the signer is just identified by issuer-name and serial
nurpber—an-attack—using-a-different-certificate-authority-might-be-able—to-ereate—afake—certificate; By
using the given signing method, the public key of the signer, which appears in the signer's certifigate,
is Bound to the message, and thus these kinds of attacks are thwarted.

This sectioh describes the security goals of the ETM message. These goals describe the:'security bengfits
and threat |resistance features that the ETM is believed to achieve. Specific extensions to the ETM, for

example thpse in the KDM, can be made to achieve additional goals.

Resists man-in-the-middle attack.

Regsists replay attack.

—

Resists turn-around attacks (making sender of a message think'that he is the intended recipient of| the

mepsage).

Resists message splicing attack (combining parts of one’or more valid messages to create a hew
valid message).

Resists AES-CBC truncation attacks.
Resists AES-CBC splicing attacks.
Regsists protocol versioning attacks (forcing parties to use an earlier version of the protocol).

Resists protocol algebra attacks (using features of one message in the system to defeat seclrity
goals of another message in the.system).

Resists cross-system attacks (the security of this system is not compromised if the same keys|are
usgd with another system;for example, an RSA private key could be used to receive KDM messages
and to set up TLS sessions).

Defects tamperingwith’a 256-bit cryptographic checksum.
Resists adaptive-ciphertext attack on RSA envelope.

Sygtem arehitecture ensures graceful degradation of security. If an attacker has compromised a|few
keys or has short-term access to keys or certificate issuing systems, the architecture looses pnly
someof'its security properties.

System architecture ensures reasonable recovery from expected compromises.
Signer of message sees plaintext of message.

Signature covers the list of recipients (a “you are fired” message sent from Alice to Bob cannot be
made to look like a message from Alice to Carol).

Non-recipients can validate that the message has not been tampered with.
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Annex C
XML Sch

-2008

(Normative)
ema for ETM

The XML Schema document presented in this appendix normatively defines the structure of an Extra Theater
Message using a machine-readable language. While this schema is intended to faithfully represent the
structure presented in the normative prose portions (Sections 5 through 8) of this document, conflicts in
definition may occur. In the event of such a conflict, the normative prose shall be the authoritative expression
of the standard.

Note: XML

7.2 and 8 regpectively.

<?xml vdrsion="1.0" encoding="UTF-8"?>

<!-- 20Q6-03-03-jhurst -->
<xs:schgma
targetiNamespace="http://www.smpte-ra.org/schemas/430-3/200%/ETM"
xmlns jetm="http://www.smpte-ra.org/schemas/430-3/2006/ETM"
xmlnsjenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns {ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns {xs="http://www.w3.0rg/2001/XMLSchema"
elemerftFormDefault="qualified" attributeFormDefault="unqualified">
<xs:inport namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalLqcation="http://www.w3.0rg/TR/2002/REC=xmldsig-core—
20020214/xmldsig-core-schema.xsd"/>
<xs:inport namespace="http://www.w3.0rgl2001/04/xmlenc#"
schemaldcation="http://www.w3.0rg/TR/2002/REC-xmlenc-core-20021210/xenc

schema. H
<xs:el]
type="eft
<xS:cCd
<xXS

<A
type="eft
<3
type="eft
<3

</ %3
</Xs:d

// The d

<Xs:cCdg

bchemas for the “EncryptedData” element and “Signature” segment are defined above at the end of Sect

sd"/>

ement name="DCinemaSecurityMessage"
m:DCinemaSecurityMessageType’/>
mplexType name="DCinemaSeCurityMessageType">
sequence>

s:element name="AuthenticatedPublic"
m:AuthenticatedPubiicType" />
s:element name="AuthenticatedPrivate"
m:AuthenticatedPrivateType"/>
s:element refS"ds:Signature"/>
:sequence>

omplexTypeX

rode bélow is described in Section 6. //

mp lexType name="AuthenticatedPublicType">

<Xs 1

ions

QP(IH@TW(“P

<xs:element name="Messageld" type="etm:UUID"/>

<xs:element name="MessageType" type="xs:anyURI"/>

<xs:element name="AnnotationText" type="etm:UserText"
minOccurs="0"/>

<xs:element name="IssueDate" type="xs:dateTime"/>

<xs:element name="Signer" type="ds:X509IssuerSerialType"/>

<xs:element name="RequiredExtensions">
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<xs:complexType>
<xs:sequence>
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