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(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non
Inte

Inte

The]
ado
Inte

ISO
SM
ISO

ISO

rnational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

main task of technical committees is to prepare International Standards. DraftyInternationa
rnational Standard requires approval by at least 75 % of the member bodies c¢asting a vote.
26430-2 was prepared by the Society of Motion Picturenand Television Eng
PTE 430-2-2006) and was adopted, under a special “fast-track ~procedure”, by Technical
TC 36, Cinematography, in parallel with its approval by the ISQ member bodies.

26430 consists of the following parts, under the general title ‘Digital cinema (D-cinema) operati
Part 1: Key delivery message

Part 2: Digital certificate

Part 3: Generic extra-theater message format

Fgovernmental, In lailson with 150, also [ake part In the WOrk. 150U Collaborates closely with the

rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

Standards

bted by the technical committees are circulated to the member bodies for\voting. Publication as an

ineers (as
Committee

DNs:

© 1SO 2008 — All rights reserved


https://standardsiso.com/api/?name=efe6d98122191bd428e70fc41ca9fa58

ISO 26430-2:2008(E)

Introduction

The International Organization for Standardization (ISO) draws attention to the fact that it is claimed that
compliance with this document may involve the use of a patent.

ISO takes no position concerning the evidence, validity and scope of this patent right.
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Foreword

SMPTE (the Society of Motion Picture and Television Engineers) is an internationally recognized standards
developing organization. Headquartered and incorporated in the United States of America, SMPTE has
members in over 80 countries on six continents. SMPTE’s Engineering Documents, including Standards,
Recommended Practices and Engineering Guidelines, are prepared by SMPTE’s Technology Committees.
Participation in these Committees is open to all with a bona fide interest in their work. SMPTE cooperates
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other standards-developing organizations, including ISO, IEC and ITU.
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1 Scope

This standard presents a specification for Digital Certificates for use in D-Cinema systems. The standard
defines the Digital Certificate format and associated processing rules in sufficient detail to enable vendors to
develop and implement interoperable security solutions. In the D-Cinema environment, certificates have these
primary applications:

e Establishing identity of security devices
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(e.g., Extra Theater Messages [ETM])

e Authentication and integrity requirements for Composition Play Lists (CPL) and Packing L

Digital Certificate standard is based on a constrained form of the X.509v3 [X.509]-format and
s. Only the most widely supported features of X.509v3 are used in order to give:vendors a lar
X.509v3 development toolkits and certificate issuing products. The constraints also avoid thg
ambiguity that often occurs in systems that use X.509v3 certificates.

Normative references

hdard. At the time of publication, the editions indicated werée valid. All standards are subject
parties to agreements based on this standard are encouraged to investigate the possibility of
5t recent edition of the standards indicated below.

N.1] ISO/IEC 8824-1:2002 (ITU-T X.680, Infermation Technology) - Abstract Syntax N
N.1). See: http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=35(

aging layer
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complexity
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to revision,
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34

[PH

http://www.ietf.org/rfc/rfc344 7 .txt

CS1] “PKCS #1: RSA Encryption Version 2.1” By B. Kaliski. February 2003. IETF RFC

[RA
Ke

[RA
Po

C4055] “AdditionalAlgorithms and Identifiers for RSA Cryptography for Use in the Internet
Infrastructure by J. Schaad, B. Kaliski, R. Housley, June 2005. See: http://www.ietf.org/rfc/rf

FIPS-180-2.

se64] MIME (Multipurpose Internet Mail Extensions) Part One: Mechanisms for Specifying angl Describing
Format of Internet Message Bodies. See: http://www.ietf.org/rfc/rfc1521.txt
PS-180-2] “Secure Hash Standard” Version 2. August 1, 2002.

3447 See:

.509 Public
£4055.txt

C3280] “nternet X.509 Public Key Infrastructure Certificate and CRL Profile” by R. Housley,
k, D. Selo,"April 2002. See: http://www.ietf.org/rfc/rfc3280.txt

[Ti

W. Ford, W.

€FUTC, RFC 3339: Date and Time on the Internet: Timestamps. G. Klyne and C. Newman. Ir

formational,
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[X.509] ITU-T Recommendation X.509 (1997 E): Information Technology - Open Systems Interconnection —

The Directory: Authentication Framework, June 1997.

See: http://www.itu.int/[TU-T/asn1/database/itu-

t/x/x509/1997/

3 Glossary

The following paragraphs define the acronyms used in this standard.
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ASN.1: Abstract Syntax Notation 1.
BER: Basic Encoding Rules for ASN.1 structures. There are multiple BER encodings for a given value.

Base64: A

printable encoding of binary data. Defined in [Base64].

CA: Certificate (issuing) Authority

DC: Digital

Cinema.

DER: Distinguished Encoding Rules for ASN.1 structures. These rules create a canonical representation.
ETM: Extra Theatre Message.

FIPS: Fed
IETF: Inter
IP: Interne
ISO: Intern
LE: Link E
LD: Link D
MD: Media

NIST: National Institute of Standards and Technologies.

RO: Rights
RSA: Rive
SE: Securi
SHA-1: Se
SHA-256:

SM: Securi
S/MIME: S
SPB: Secu
SSL: Secu
TCP: Trans
TLS: Trang

TMS: Thedtre Management System.

X.509: Aw
XML: Exte

4 Overvi

Digital certificates previde a way for a D-Cinema device to start with a small amount of trustworthy informa

and use th
integrity and

rocessing Stamdards of ST
et Engineering Task Force standards group.
Protocol. An IETF standard.
tional Standards Organization.
cryptor.
bcryptor.
Decryptor.

Owner.

5t Shamir Adleman public key algorithm.

y Entity. Any Digital Cinema entity that performs cryptography.
cure Hash Algorithm revision 1. See [FIPS-180-2].

Becure Hash Algorithm. See [FIPS-180-2].

ty Manager.

bcure Multipurpose Internet Mail Extensions.

re Processing Block.

re Socket Layer protocol. See [TLS].

mission Control Protocol. IETF standard for reliable bi-directional streams.
port Layer Security protocol. See [Rescorlal.

dely used and supported digital certificate standard.
nsible Mark-up Language.

bw of Digital Certificates (Informative)

bt to Verify the trustworthiness of additional information. Certificates also support the prive
authenticity of communications.

ion
cy,

The certificate for a security device is a statement signed by the vendor of the device saying “If you speak to
an entity that can prove that it has current access to the private key that matches the public key in this
certificate, then I, the vendor of the device, state that the entity has the following attributes.” The body of the
certificate lists attributes such as the make, model and serial number of the device, and the D-Cinema roles
supported by the device.

For reasons of scaling and security, equipment vendors need not directly sign the certificates of devices.
Instead there may be one or more intermediate certificates in a chain. The vendor’'s primary certificate is the
“root” of this chain (called the root certificate), and the device’s certificate is the “leaf-end” of the chain. The
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public key in the vendor’s root certificate (which is self-signed) may be used to verify the attributes in an
intermediate certificate. Those attributes include the public key of the intermediate Certificate issuing Authority
(CA), which is then used to verify the next certificate in the chain, and so forth. Eventually, the public key from
the last CA certificate in the chain is used to verify the device’s certificate, and thus establish the
trustworthiness of the attributes in the certificate (including the device’s public key).

Devices that perform certificate chain validation assume that the vendor has established good policies and
procedures for securely operating the CAs in the chain, which should make it unlikely that an attacker will be
able to create fraudulent certificates. The name of the organization that owns the root certificate appears in all
the certificates in the chain and this serves as an indication of the quality of the policies and procedures.

ertificate Fields

D-Cinema certificates shall use the standard X.509 (version 3) (see [X.509]) format n* constrained ways
ned in this standard in order to reduce the complexity and ambiguity that often. accurs in gystems that
used X.509 certificates. This section defines those constraints.

5.1 Required Fields

This section specifies the required fields in D-Cinema certificates. (The” following table summarizes the
required fields. Table 1 describes the detailed constraints for each field. The certificate shall pe encoded
(converted to bytes) using the ASN.1 DER rules (see [ASNW], [Kaliski]), which produc¢ a unique
representation for the certificate.

Table 1 — Required X.509v3 fields for.Digital Cinema Certificates

Field Description

The first two fields shall appear outside of the signediportion of the certificate.

SignatureAlgorithm Identifier of the\algorithm used to sign this certificate. Must be same as
signature field inside the certificate.

SignatureValue Value of(the signature for the certificate.

The following fields are inside the signed portion of the certificate. The fields after the SubjectPublicKeylInfo
field shall appear in the “extensions®part of the signed portion.

Version Indicates X.509 Version 3 format certificates.

SerialNumber Serial number of certificate that is uniquely chosen by the Issuer.

Signature Identifier of the signature algorithm. It appears inside the signed portign of
the certificate and must match the algorithm identified on the outside in the
SignatureAlgorithm field.

Issuer Name of entity that issued and signed this certificate.

Subject Name of the entity that is the subject of this certificate and thus contrqls

access to the private key that corresponds to the public key that appefrs in
this certificate.

Validity Date/Time range when the certificate is valid.

SubjectPublicKeylnfo Information about the subject’s public key including the algorithm typd, any
algorithm parameters and the set of values that makes up the public key,
such as modulus and public exponent for RSA.

AuthorityKeyldentifier This field identifies the issuer’s certificate.

KeyUsage Collection of flag bits that identify all the operations that are authorized to be
performed with the public key in this certificate, and thus imply what can be
done with the corresponding private key.

BasicConstraint This field indicates whether certificate signing is allowed and specifies the
maximum number of certificate signing certificates that can appear in the
chain below this one.

Page 5 of 21 pages

© 1SO 2008 — All rights reserved 5


https://standardsiso.com/api/?name=efe6d98122191bd428e70fc41ca9fa58

ISO 26430-2:2008(E)

SMPTE 430-2-2006

D-Cinema certificates may contain other extension fields that are meaningful to equipment from specific
vendors. All implementations shall ignore extensions (i.e. fields other than the above specified required fields)
that they do not understand.

5.2 Field Constraints

Table 2 describes the constraints on the required fields.

Table 2 — Field Constraints for Digital Cinema Certificates

X.509 Field Description

ghatureAlgorithm Shall be sha256WithRSAEncryption, which is the algorithm identifier for
encrypting a SHA-256 (see [FIPS-180-2]) digest of the certificate body with' RSA
using PKCS #1 v1.5 signature padding (see [PKCS1]).

Si

SjgnatureValue This field is an ASN.1 Bit String that contains a PKCS #1 signature\block. It shall
contain a SHA-256WithRSA signature (see [RFC4055]).
Version Shall indicate X.509 Version 3 format certificates.
$erialNumber Unique number assigned by Issuer. Shall be an unsigned.intéger value that is
64-bits in length or less.
Signature Shall be sha-256WithRSAEncryption algorithm identifier.
Issuer Globally unique name of entity that issued and-Signed this certificate.

See section on Naming and Roles, for further constraints.

Subject Globally unique name of the entity that centrols access to the private key that
corresponds to the public key of this certificate.

See section on Naming and Roles,for further constraints.

Validity The issuer shall always encode-certificate validity dates through the year 2049
as UTCTime (two digit years); certificate validity dates in 2050 or later shall be
encoded as GeneralizedTime (four digit years). ([Time])

SubjectPublicKeylnfo This shall describe an.RSA public key. The RSA public modulus shall be 2048-
bits long. The public exponent shall be 65537.

The same public\key may appear in multiple certificates. Certificate issuers
should try to.ensure that when a public key appears in multiple certificates, those
certificates‘correspond to the same entity or device.

AuthorityKeyldentifier Shall be present in all certificates, including root certificates.

AuthorityCertlssuer These attributes are the unique identifier for the issuer’s certificate. They name
AuthdrityCertSerialNum - the’issuer of the issuer’s certificate and the serial number assigned by the
ber issuer’s issuer.
KeyUsage Shall be present in all certificates, including root certificates.

For certificate signing certificates, only the KeyCertSign flag shall be true. For
leaf certificates the DigitalSignature and KeyEncipherment flags shall be true.
Other flags may be true.

0o

hsicConstraint This field shall be present in all certificates.

vvner presert, the UA alllbute Shdll De true onty 10r certrcate signing
certificates. For D-Cinema security devices in theatres, the CA attribute shall be
false, and the PathLenConstraint shall be absent (or zero). See example in 6.2.5.

5.3 Naming and Roles

This section defines the semantics of the attributes that appear in the Issuer name field and the Subject name
field of D-Cinema certificates.

Page 6 of 21 pages
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Each entity that is the subject or issuer of a D-Cinema certificate is unambiguously identified by a number of
attributes. In order to enable the mapping of these attributes into the X.509 name structure, this specification
overloads the semantics of the X.509 name attributes, as summarized in Table 3. Overloading was chosen
rather than defining new attribute types in order to facilitate implementation with widely available services and
toolkits.

Table 3 — Mapping of D-Cinema ldentity Attributes to X.509 Name Attributes

D-Cinema Attribute X.509 Name Attribute Description

Public Key Thumbprint dnQualifier Unique thumbprint of the public key of-thg
entity issuing the certificate or beingcissued the
certificate.

n/a CountryName This X.509 name attribute shall not appegpr in

D-Cinema certificates.

Root Name OrganizationName Name of the organization holding the root of
the certificate chain,

Organization Name OrganizationUnitName Name of the organization to which the issuer
or subject of the-certificate belongs. This|field
does not identify’ the end owner or facility;
rather it identifies the device maker.

Entity Name CommonName Entity-issuing the certificate or being issued
thecertificate. See Entity Name and Rolgs
section.

5.3]1 Public Key Thumbprint (DnQualifier)

Exgctly one instance of the DnQualifier attribute-shall be present in the Subject name and the Issyier name. It
is al Base64 PrintableString encoding of a Public Key Thumbprint described in section 5.4.

When the DnQualifier appears in the_Subject name field, it is the thumbprint of the subject public key that
apgears in this certificate. When the DnQualifier appears in the Issuer name field, it is the thumbprint of the
public key that is used to verify the -signature on this certificate (i.e., the thumbprint of the public key that
apgears in the issuer’s certificate).

This field is included to solve.various security problems that can arise in an architecture that suppgrts multiple
roof certificates.

5.3]2 Root Name{OrganizationName)

Theg specification in this document implies that there will be multiple roots of trust for naming gntities. The
OrdanizationName identifies the entity that is responsible for the root of trust for this certificate.

Exgctly, one instance of the OrganizationName attribute is required in the Subject name and the I§suer name.
|t Q '\all ha 3 Drun{'ahlthﬂnn H- chnnlnl ha 3 maon|nnf||| /+n hnmone\ ARame r\‘F I’hc r\rganu—lohnn +ha+ is prOV|d|ng
the root of trust for all cert|f|cates in this chain. There may be multlple roots of trust. The OrganizationName in
the Issuer field shall match the OrganizationName in the Subject field. This means that the OrganizationName
shall be the same in all certificates that chain back to the same root.

The OrganizationName attribute shall be unique. Vendors can choose their own value for this field as long as
it does not match that of another vendor. The values of this field should be chosen to be sufficiently distinct
that a human would not confuse two similar names. This name actually identifies the root of trust for the
system that issues certificates for D-Cinema entities, so it is more specific than the name of the organization
that owns the issuing system. For example, a name like “DC.CA.BigBlue.Com” would be a better name than

Page 7 of 21 pages
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“BigBlue.Com”. This name might exist for a very long time, so a company that might be purchased by another
company may wish to choose a neutral name to which they have intellectual property rights.

5.3.3 Organization Name (OrganizationUnitName)

There shall be one instance of the OrganizationUnitName attribute in the Subject name and the Issuer name
fields. It shall be a PrintableString. Security devices do not perform any checks on this attribute, and
OrganizationUnitName is ignored by the certificate validation and chaining rules. It is intended for the benefit
of humans and may appear in log records.

The OrganitationUnitName that appears in the Subject name field is the name of the organization to which
the certificale has been issued and supplements the vendor information found in the CommonName_attriblite.
The OrganizationUnitName that appears in the Issuer name field is name of the organization that(issued |the
certificate.

5.3.4 Entity Name and Roles (CommonName)
Exactly onejinstance of this attribute shall appear in the Subject name and the Issuer-namie fields. It shall he a

PrintableStning. It expresses the D-Cinema role(s) performed by the entity and.-expresses the physjcal
identification of the entity (make, model, and serial number for devices).

The Comm@nName attribute is structured to express the authorized roles of'the entity and a description of|the
entity (see Annex A). The value of this field has two parts separated by the.leftmost period (“.”) character. The
first part is p list of words (that only contain the 52 upper and lowercase letters) separated by single sppce
characters.|Each word indicates an authorized D-Cinema role (see Annex A roles encoding table). The

second parfis a unique label for the entity.

D

The Role shall be present in all leaf (end-entity — i.e., exhibition security device) certificates. When the rolg is
omitted, a period character shall be the first character of theZCommonName.

5.4 Certifigate and Public Key Thumbprint

The Public Key Thumbprint is a statistically unique identifier of a public key, and thus also an identifier of|the
matching prjvate key.

A Public Kely Thumbprint shall be the SHA-1 hash (see [FIPS-180-2]) of the contents of the SubjectPublicKey
in the SubjectPublicKeylhfo field (excluding the DER tag, length, and number of unused bpits
count in thg DER header for the BIT STRING). For details on computing this value see [RFC3280] sec}ion
4.2.1.2 optidn 1. For using the DnQualifier attribute in certificate names, the Public Key Thumbprint may| be
Base64 enqgoded (see [Base64]) to create a printable representation.

The Certifigate Thumbprint is a computed value that is the SHA-1 hash of the To-Be-Signed portion of |the
certificate ekcluding.the'DER encoding tag and length. The Certificate Thumbprint may be Base64 encogled
(see [Basef4]) to.create a printable representation.

INFORMATIYE-NOTE - Certificate thumbprints are not subject to the SHA-1 collision risks that require SHA-256 in other
D-Cinema DigitatCertificate hastroperations:

6 Certificate Processing Rules

This section describes the rules for validating certificates and chains of certificates.
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Some security devices may choose to not perform chain validation in cases where the device does not have a
list of trusted roots for the intended purpose. In these cases, the device may wish to remember the certificate
thumbprint as a means of recognizing when it is speaking to the same entity.

Some security devices may not have a clock, and may choose to skip the validity time check on the leaf
certificate in the chain.

6.1 Validation Context

Cerii ; ; i WiRg-eompenen qny of which
ma

a) A chain containing the certificate being validated

b) A minimum chain length (number of certificates)

c) A desired role

d) An effective time (i.e. time and date)

e) A set of trusted certificates

f) A set of revoked certificate identifiers (issuerName-serialNumbenpairs)
g) A set of revoked public key values

The¢ context is used in the validation algorithm as specified in.section 6.2 below. This table summarizes the
context-dependent algorithm steps:

Context element Algorithm steps
a) Cert chain 16,17,18,19
b) Chain length 16
c) Desired role 8
d) Effective time 9
e) Set of trusted root certs 19
f) Set of revoked certs 12
g) Set of revoked keys 12

INFORMATIVE NOTE - Fhe-actual values of the context, and whether each particular context component is required,
optipnal, or prohibited,~'are’ dependent on the specific application in which the certificate is being validated. Such
application specifications’ are outside the scope of this document. Refer to informative Annex A regarding application
congiderations for yalidation context.

6.2| Validation Rules

To validate a certificate chain, the entity shall perform at least the following steps. These steps dojnot need to
be |performed in this order. Additional checks on the behavior of certificate issuing systems are hot required
for the eniity (e.g., ensuring that the serial number is an unsigned integer value that is 64-bits in length or
less, or ensuring that the validity dates are properly encoded, or ensuring that the sequence numbers are
unique). However, a certificate issuing system might not be trusted unless it performs these checks itself.

1. Parse the certificate with the ASN.1 DER decoding rules and reject the certificate if there are syntax
errors or it is not DER encoded. This avoids the need to re-code certificates that were received in
BER format in order to verify the signature.

2. If the version field is not X.509v3, reject it.
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10.

11.

12.

13.

14.

15.

If any unrecognized extensions in the certificate are marked Critical, reject it.

If any required fields are missing, reject it.

If the CA attribute of the BasicConstraint field is True, check that the PathLenConstraint value is

present and either zero or positive. This disallows certificate chains of unbounded length. If the

CA

attribute of the BasicConstraint field is False, check that the PathLenConstraint field is absent or zero.

Reject certificates that violate these rules.

cerfificates — those with BasicConstraint.CA set to True — to have an emptylist of roles, in which c
theffirst character of the CommonName shall be the period character, which marks the end of the

field within the CommonName.) If the validation context includes adesired role, check that this

appears (see Section 6.1 and informative note there-in).

If the validation context includes a desired time, check that the desired time is within the vali
dat¢s. Informative Note: In most cases the desired time is’the current time, but a different time m
be Qised to examine historical or future information. Applications executed by devices that do not n
to Know the current time in order to otherwise comply with their DC specifications typically will
include a desired time in the validation context and<therefore will skip this step.

Chegck that the signature algorithms specified‘inside and outside of the certificate body match and
both equal sha256withRSAEncryption. Reject certificates that violate this rule.

Reject the certificate if the subject’'s Public Key is not an RSA key with the expected length

Reject the certificate if the subject’s public key is on the list of revoked public keys, or the issuer
serigl number of this certificate is on the list of revoked certificates. Note: if revoked keys

Reject the certificate’ if the computed subject’'s Public Key Thumbprint after Base64 encoding d
not[match the value of the DnQualifier attribute in the Subject name field.

Lodkup theiissuer’s certificate using the value of the AuthorityKeyldentifier attribute. If it is not fou
reject the certificate.

set.

me

5e),
eaf
nse
role
role

dity
ght
bed
not

hat

and

and
or

pes

Validate the SignatureValue in the certificate using the issuer's public key. If not valid, reject
certificate.

the

To validate a chain of certificates, validate each certificate using the steps above, and also perform the
following steps on each pairing of the parent (issuer) certificate and the direct child (subject) certificate.

16. Reject the certificate if the certificate chain does not contain at least the number of different
certificates specified in the validation context. Informative Note: a minimum chain length of three

certificates is recommended for equipment identity applications.

Page 10 of 21 pages

10

© 1SO 2008 — All rights reserved


https://standardsiso.com/api/?name=efe6d98122191bd428e70fc41ca9fa58

ISO 26430

SMP

17. Reject the certificate if the issuer field in the child certificate does not match the subject
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name of the

parent certificate. This check provides the important security assurance that the hash of the public

keys as expressed in the DnQualifier attributes has the expected value.

18.

Reject the certificate if the validity dates of the child certificate are not contained within the validity

dates of the parent certificate. Specifically, the start date of the child certificate shall be identical to or
later than the start date of the parent certificate, and the end date of the child certificate shall be
identical to or earlier than the end date of the parent certificate. This step does not require a real-time
clock; it is a consistency check between data in the parent and child certificate. Failing this check

indicates-a-problemwitha CA.

Thé

Mo
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val
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use

Ru
sig
kin

Ru
PK
the
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cer
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Ru
intg

6.3

Se
car

19. Reject the certificate if the root of this certificate chain does not appear in the list of trusteq
that have been included in the context for this validation

b remaining paragraphs of this Section 6.2 are Informative

st of the above certificate processing rules are standard requirements‘of X.509 imple
pcifically, the standard rules are: 1, 2, 3, 4, 5, 9, 14, 15, 17, 18, and 19./Rulé 6 checks for th¢
les that are acceptable in this design. Rule 7 is a modification of theCstandard name-subord
e 7 allows flexible names to appear in certificates and yet ensures: that the OrganizationNa
t certificate appears in all certificates in the chain. This is done,bécause the OrganizationNa
d as a stand-in for more complex certificate policy information,

e 8 checks for D-Cinema Role information that is embedded:in the subject name field. Rule 10 ¢
ature algorithm to a single acceptable value to avoid the hieed for implementations to be able to v¢
s of signatures. Rule 11 enforces that D-Cinema certificates can only carry the appropriate RSA py

certificates

mentations.
e KeyUsage
ination rule.
e from the
e is being

bnstrains the
rify different
blic keys.

e 13 adds an important security check for an aréhitecture that has multiple root certificates. |

attacker can do if he has short-term_.access to a CA system (i.e., is able to issue a small numk
ificates). Basically, the thumbprint'strongly binds a public key value to a certificate name. It is
reate a certificate with the same name, but a different public key.

rmediate CA certificate available during manufacturing.

Human Verification/(Informative)

curity devices should provide mechanisms or procedures that support the following verificatio
be performied by humans. These mechanisms may be vendor specific.

1. DBisplay the list of trusted root certificates that are active for each purpose supported by ¢

single-root

architectures with full name subordination (thé’name in a child certificate includes all the attributes from
name of its issuer certificate) the issuer name and serial number can be a unique identifier of g certificate.
In this architecture, the thumbprint of the public key is added to ensure uniqueness and limit the

amage that
er of bogus
hot possible

e 16 encourages device makers to store their root certificate “offline” and only make the private key of an

n steps that

ach device.

The display should include at least the issuer name and the SerialNumber of each certificTte.

2. Display the certificate for each device. The display should include at least the issuer name and the
SerialNumber of the certificate and the subject name of the certificate. Notice that the subject name
includes information about the D-Cinema Roles supported by the device as well as its make, model
and serial number, and the thumbprint of its public key.

3. Verify the make, model, and serial number that appear in the certificate. This information should be

accessible to visual inspection with only modest effort on the part of a human, and/or appear on a
shipping manifest that accompanies the device during installation. This rule is essential for providing
the physical identification that is the foundation of the logical identifications performed using digital

certificates.
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Annex A (Informative)
CommonName Role Descriptions

The CommonName of a D-Cinema certificate consists of two major parts. The first part defines the roles in a
D-Cinema security system that the certified device can fulfill. The second part allows users to identify the
physical device that should be the certificate’s owner.

Role Descriptions

The first paft of the D-Cinema ceriificate CommonName [iSts the roles of the certified device. The formailing
of these rolgs is required (normative), and is outlined in section 5.3.4. The particular role titles to be us€d|are
recommended here and are informative. Extensions to this specification may define additional {hew) fole
names corresponding to new behavioral characteristics. Security devices should ignore unrecegnized rgles
appearing in the CommonName.

Encoding of Digital Cinema Roles

Permitted use
Encoddd Role Leaf CA Description
TMS yes no Theater Management System (Screen Management System)
SM yes no Security Manager
SPB yes no Secure Processing Block providing ‘physical protection
MDI yes no Media Decryptor — Image/Picture
MDA yes no Media Decryptor — Audio/Sound
MDS yes no Media Decryptor - Subtitle
PR yes no Projector
LE yes no Link Encryptor for picture
LD yes no Link Decryptor for picture
FMI yes no Forensic\Marker — Image/Picture (watermark or fingerprinting device)
FMA yes no Forensic Marker — Audio/Sound
Cs yes no Content Signer (or content creator)

CA certificafes do not contain apy-role information. An entity that is acting as a certificate issuing authority (a
CA), as indjcated in its BasicConstraint field, should only include a role in the CommonName if that rol¢ is
permitted fgr CAs accordingto-Table 4, which currently disallows such roles.

Device Narhing Conyventions

Cryptograplic security is always based on physical security, so cryptographic identity has to be tied o a
physical idgntitys. The purpose of the second part of the CommonName is to identify a physical device in a
way that ca inventori human visual in ion. For physical devi lik re Pr ing Blocks
(SPBs) the label should describe the make, model, and unique serial number of the device. A manufacturer
may choose to include version-number or revision-level information as a component of the device identifier in
the CommonName. When a version upgrade (e.g., a security firmware patch) is installed in such a device, a
new certificate (using the same public key) may be included in the upgrade. Security devices may make
decisions about the device using this information (e.g., use the make and model number to decide whether to
send older format information to the device).
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Some proposed D-Cinema trust structures can be facilitated by allowing devices to be ‘classed’ by some of
their manufacturing characteristics (manufacturer, model, version, etc.) This allows a ‘trusted class’ to be
created that covers “all devices certified by X that have CommonNames with attribute Y”. It is outside the
scope of this document to completely describe these trust systems or to endorse them, but a common method
of naming devices will facilitate their creation.

Device names begin after the leftmost period character (Ox2E) in the CommonName. Device names should
be a series of classifications delimited by periods. The most general classification should be first in the
sequence. Subsequent classifications should be increasingly specific, until the most specific classification is
last in the sequence. (Much like an internet domain name, but in the opposite order.) For example, a Media
Decryptor might have the CommonName *MD AcmeCinema MD-300123-456789v3 2" This could
corfespond to a device made by Acme Cinema with a model number of MD-300, a serial nantber of 123-
454789, and a version of 3_2 (3.2, but the period character cannot be reused).

It i important to note that agreements will need to be reached between the users of these trust ljsts and the
manpufacturers of devices. A different manufacturer might have a different number of-hierarchy levels, or might
use different ordering. For example, Acme could choose to place version numbers|above serial nymber in the
hiefarchy. (Thus facilitating the class creation of “all MD-300s with firmware,ersion 3.2” over the class
cregtion of “MD-300, serial number 123-456789, whatever the version”.)

For certificate issuers, the device name should describe the name and. major version number of{the system
thal supports issuing certificates. Security devices may make ,décisions about the issuer| using this
infgrmation. For example, the AcmeCinema certificate issuef might have a Commor|Name like
“./A¢meCinema.DClssuer.v1”. Over time, this same name mightvappear in other certificates i the issuer
dedides to change its RSA public and private key.
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Annex B
Design F

(informative)
eatures and Validation Context Considerations

Design Features

The certificates specified in this document are designed to have the following features.

Th
sig
Any

by
the

Eaq
ent

DC

are

Defailed security issues about configuration, software version numbers, access control and privile]

There is no need for new business entities (e.g., trusted third parties).

each other’s certificates.
vendor can create a DC certificate, but that vendor must use some means that is not,represer
the certificates themselves to establish trust with other vendors and organizations: ‘Specific
e is no single root of trust that authorizes vendors to create DC certificates.

h vendor has their own root certificate to issue (through an intermediate CA.Certificate) the ¢
ty certificates to the devices made by that vendor.

end-entity certificates identify a unique physical entity and the set of-DC roles that it performs.

not represented in certificates.

Ce

cryptographic hardware with limited secure memory.

The prima
certificate

certificates.| This greatly reduces the opportunities for'the root private key to be compromised. In praci
longer chalns do not add much performance overhead because the software that validates them
he results of validating intermediate-level certificates, so there is no need to re-validate the whole

remember
chain.

Validation

Certificates
“leaf certifig
the root ce
issue othel
because th
certificates.

D-Cinema ¢
an Image

ificates are designed to be less than 4096 bytes long to facilitate storage and processin

security benefit of having certificate chains that,are three or more levels deep is to allow the
d its matching private key to be stored offline and only used rarely to sign new intermediate-I

Context Considerations

are always validated in‘the context of a chain of certificates that lead to a root certificate. The {
ate” (sometimes called end-entity certificate) means the end of the certificate chain furthest f]
tificate, and it defines the identity of a D-Cinema security device (which is an entity that car
ese certificates™ belong to a certificate issuing authority. Root certificates are self-signed

ertificate validation takes place in the context of one or more intended roles. For example, w
Media Block Security Manager (SM) connects to a remote Secure Processing Block (S

d to
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certificates).- All of the non-leaf certificates are called Certificate Authority (CA) certificates
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D-Cinema certificate validation also takes place in the context of a desired time. Often the desired time that is
checked against the validity dates in a certificate is the current time. In other cases the desired time is the
time when a message was created or the time when a certificate was signed.

The context for validating certificates depends on the purpose of the certificate validation. For example, there
may be a different trusted root certificate used to authenticate an update to the software of a security device

than the list
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The primary validation list is:

1. List of root certificates trusted for the given purpose.

Additional validation lists may optionally include:

It ig

2. List of certificates revoked for the given purpose.

& or more lists of revoked certificates may be used for different purposes by Rights Owhers o
example, if a device is transferred from one exhibition facility to another, the first facility may add the

ificate to a revocation list to enforce a policy that the device is no longer able to access the
facility. A device’s certificate may also be added to a certificate revocation list\if-an appropriz
omes convinced that a device has been stolen or compromised.

possible that device “models” are discovered to have security or operational design flaws. In

ry will have

s”.
 Exhibitors.

esources of
te authority

this case it

woulld be impractical to add all the individual certificates for instances of this model to a certificate revocation

list.
can

The certificate standard includes the make and model information(n ‘the certificate for each d
be used to disallow the use of a particular model. In this “modelknumber” approach, fixing the

woulld need to include issuing a new certificate to each device andincluding a new model number.

As

n lists of revoked certificates, one or more lists of revoked)public keys may be used for differer

Depending upon the incident, the set of revoked public’keys could be driven by the Rights O

Exh
rev
of g

The
is t
Ord
the
the

ibitor. Each entry in the list of revoked public keys»should identify the SubjectPublicKeylnfo th
bked. Implementations may store the Public KeyxThumbprint and use that for comparison tes|
omparing against the full SubjectPublicKeylnfe!

certificate for a device may be revoked without revoking the public key. This might happen wh
ansferred to an organization that wantsto change some of the information in the certificate
anizationName or OrganizationUnitName. In this case, the private key has not been compr
e is no need to revoke the matching public key. It is thus acceptable for the same public key
new certificate when the private-key has not been compromised.

evice which
design flaw

t purposes.
wner or the
at has been
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en a device
such as the
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Annex C (Informative)
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