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ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
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Introduction

The International Organization for Standardization (ISO) draws attention to the fact that it is claimed that
compliance with this document may involve the use of a patent.

ISO takes no position concerning the evidence, validity and scope of this patent right.
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Foreword

SMPTE (the Society of Motion Picture and Television Engineers) is an internationally recognized standards
developing organization. Headquartered and incorporated in the United States of America, SMPTE has
members in over 80 countries on six continents. SMPTE’s Engineering Documents, including Standards,
Recommended Practices and Engineering Guidelines, are prepared by SMPTE’s Technology Committees.
Participation in these Committees is open to all with a bona fide interest in their work. SMPTE cooperates
closely with other standards-developing organizations, including 1ISO, IEC and ITU.

SMPTE Engineering—Boscuments—are—drafied—in—accordance—with—the—rules—given—in—Rart—XHl—of its

Administrat|ve practices.

SMPTE Stgndard 430-1 was prepared by Technology Committee DC28.
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1 Scope

This specification defines a “Key Delivery Message” (KDM) for use in Digital Cinema (D-Cinema) systems.
The KDM has been designed to deliver security parameters and usage rights between D-Cinema content
processing centers (e.g. from post production to distribution, or from distribution to exhibition). The KDM
carries fundamentally three information types:

o Content keys for a specified Composition Play List (CPL).
o Content key parameters — primarily the permitted key usage date/time window.
s 1he Trusted Device tist(T DLy which identifies equipment permittedto use the content keys.

Thg KDM is based on the D-Cinema generic Extra-Theater Message (ETM) format [ETM].It uses XML to
repfesent the information about the content decryption keys and TDLs, and proyides segurity using
stapdardized XML encryption and signature primitives. The KDM message uses X.509 digital [certificates,
specified in [D-Cinema Digital Certificate], to provide authentication and trust.

NOTE — The brackets convention “[...]” as used herein denotes either a normative or informative reference.
2 Normative References

Theg following standards contain provisions which, through reference€ in this text, constitute provigions of this
stapdard. At the time of publication, the editions indicated were)valid. All standards are subject|to revision,
and parties to agreements based on this standard are encouraged to investigate the possibility of applying the
most recent edition of the standards indicated below.

[KLM] SMPTE 429-6-2006, D-Cinema Packaging — MXE ‘Track File Essence Encryption

D

Cinema Digital Certificate] SMPTE 430-2-2006,'D-Cinema Operations — Digital Certificate
[ETM] SMPTE 430-3-2006, D-Cinema Operations — Generic Extra Theater Message Format

[RAC2253] Lightweight Directory Access.Protocol (v3):UTF-8 String Representation of Distinguished Names,
Degember 1997. See: http://www.ietf.org/rfc/rfc2253.txt

[Time] UTC, RFC 3339: Date and Time on the Internet: Timestamps. G. Klyne and C. Newman. Informational,
July 2002. See: http://ietf.orglrfe/rfc3339.txt

[uyib] “A  Universally Unique Identifier (UUID) URN Namespace” July 2(005. See:
http://www.ietf.org/rfc/rfc4 122.txt

3 Glossary

Thqg follewing paragraphs define the acronyms used in this standard.

AES: Advanced Encryption Standard secret key algorithm. See [FIPS-197].

ASN.1: Abstract Syntax Notation 1.

Base64: A printable encoding of binary data. See [Base64].

DES: Data Encryption Standard. See [FIPS-46-3].

ETM: Extra Theatre Message [See ETM]

FIPS: Federal Information Processing Standards of NIST.

HMAC-SHA-1: Hash-based Message Authentication Code based on SHA-1. See [FIPS-198].
IETF: Internet Engineering Task Force standards group.
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IP: Internet Protocol. An IETF standard.

ISO: International Standards Organization.

KEK: Key Encrypting Key

LE: Link Encrypter.

LD: Link Decrypter.

MD: Media Decrypter.

NIST: National Institute of Standards and Technologies.
OAEP: Optimal Asymmetric Encryption Pattern. See [PKCS1].
RO: Rights Owner.

RSA: Rivest Shamir Adleman public key algorithm.

SE: Securify Entity. Any Digital Cinema entity that performs cryptography.
SHA-1: Segure Hash Algorithm revision 1. See [FIPS-180-2].
SHA-256: $ecure Hash Algorithm. See [FIPS-180-2].

SM: Security Manager.

S/MIME: Sgecure Multipurpose Internet Mail Extensions.

SPB: Secure Processing Block.

TCP: Trangmission Control Protocol. IETF standard for reliable bi-directional streams.
TDES: Triple DES. See [FIPS-43-3].

TLS: Trangport Layer Security protocol. See [Rescorla].

TMS: Thegter Management System.

X.509. A wldely used and supported digital certificate standard.
XML: Extefsible Markup Language.

4 Overview of the KDM (Informative)

4.1 Basic KDM Elements and D-Cinema Relationships

This standdrd presents a specification for the*Key Delivery Message (KDM) for use in a Digital Cinema|(D-
Cinema) system. The D-Cinema Key Delivery' Message is normally sent:

1. Between a post-production system and a Distributor, or
2. Between a Distributor and a Theater facility.

D-Cinema pystems require 4hat content keys, key usage time window (key parameters) and “trugted
equipment”|information (Trusted Device List or TDL) be communicated to exhibition facilities. The KDM
carries all the critical information required to enable content decryption according to a baseline interopergble
security stapdard. The basic form of the KDM is shown in figure 1.

Access to the full\information payload of the KDM requires knowledge of the targeted recipient’s private key.
Having this|Key, the legitimate recipient may unlock and validate both encrypted and plain text informagion
contents calTied AS TS explaimned tuarther i e appropriate sectons o1 thnis doCuimerit, the structure or the N M
has been designed to allow this without the recipient having stores of root certificates. To preserve intended
security, full KDM information access should only take place within a secure environment (e.g., within a D-
Cinema Secure Processing Block). KDMs can, however, be authenticated by insecure devices if such devices
have copies of the root certificate of the entity that created and signed the KDM.

The KDM uses XML to represent the information about content decryption keys and provides security using
the XML Encryption and Signature primitives. To facilitate efficient processing with hardware security chips,
the KDM individually encrypts each content key (along with other information) with RSA, and is structured to
allow KDMs to be processed by devices that have limited resources of physically secure memory.
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Recipient Recipient

Public Key | ’ Private Key

Content Keys Content Keys

& Parameters . Key Delivery —Y & Parameters
Message L.
Issuer —» Recipient
oL T TpL
Issuer Issuer.
Private Key Public-Key

Figure 1 — KDM Information Flow

Thg KDM message is a particular instance of the generic XML security wrapper defined by the D-Ginema

Generic Extra Theatre Message Format [ETM] and uses digital certificates defined by the D-Cinenja Digital
Certificate specification. This document defines the characteristics that are specific to the KDM, anid should
be followed in combination with [ETM], which in turn references the digital certificate specification.

Thq relationship between the KDM and the Composition Play_List (CPL) is shown in figure 2.

CPL KDM
Id \ Message Id

\\ Composition

Track File Asset Play

Kev Id Y\ Key Id List

\‘
TrackFile Asset > Key ld

Key Id Key Id
L~ X

EncryptedKey
“Key Id

Key Value

\E‘ncrypted Key
' Key Id

Key Value

Figure 2 — Linking Between CPL and KDM Structures

Page 5 of 17 pages

© 1SO 2008 — All rights reserved


https://standardsiso.com/api/?name=cdf9cf258c49aa0c4c67c80b18ea118d

ISO 26430-1:2008(E)

SMPTE 430-1-2006

Each CPL is identified by a globally unique value [UUID] that appears in the element named “Id” in the top-
level XML structure for a CPL. There are other elements in the CPL that are also called “Id”, such as the
identifier for a track file, though these are not the identifier of the whole CPL itself. The KDM contains an
element named “CompositionPlaylistld” whose value matches the UUID of the CPL for which it carries keys.
The CPL identifies the (optional) key associated with each track file by a UUID in an element called “Keyld”.
The KDM has matching elements called Keyld. An unencrypted list of the Keyld values that are carried in the
KDM appears in the first part of the KDM. The actual key values (and their matching Keyld) appear in an
encrypted portion of the KDM that can only be decrypted by the intended recipient (typically a Security
Manager in an exhibition facility).

4.2 XML Onverview of the KDM

NOTE - Thg that

defines the K

XML figures shown in this specification are informative. See Annex C for the normative XML Schema
DM. The XML diagrams in this document conform to the legend given in [ETM].

ned
t of

A KDM is[an ETM instance which has in the RequiredExtensions element a child ‘element nar
KDMRequiedExtensions (defined below), and which also makes use of the AuthenticatedPrivate elemer]
the ETM to[store content encryption keys.

The KDMR
properly ha
a list of the

bquiredExtensions element contains information that must be visible, without decryption in orde
ndle the KDM within D-Cinema systems. The information made available in this element inclu
Content Key Ids (but not the value of those keys) in the messagé.

rto
des

an
ach
s a

The AuthenticatedPrivate portion contains a collection of content deéryption keys each encrypted in
EncryptedKey element. These RSA encrypted elements also include the Keyld and validity dates for €
content key. The optional EncryptedData element defined in [ETM] is not used by the KDM. A KDM ha
single recipjent, so all the EncryptedKey elements can be decrypted with the same RSA private key.

and
and
any

The Signatpre element defined in [ETM] carries the signer's certificate chain and protects the integrity
authenticity| of the AuthenticatedPublic portion and the " AuthenticatedPrivate portion (both plaintext
ciphertext versions). The Signature section is not authenticated, though it is believed if an attacker made
beneficial modifications to the Signature section, then the authentication of the other sections would fail.

KDM can carry multiple content decryption keys for the same content (the s3
hPlaylistld), and a CompositionnPlay List may require keys that are carried in multiple KDMs.
separate KDM could be usedhto deliver content keys for region-specific dialog tracks.

me
For

A single
Compositio
example, a

5 Authenticated and Unencrypted Information

its
the
be
that
for

The KDM ¢xtends the ETM“by including the KDMRequiredExtensions element (see Figure 4 below) ir
RequiredExtensions element. The normative schema is defined in annex C. The information in
AuthenticatedPublic element of the ETM (and thus, KDM) is digitally signed, and trust in the signature car
verified usifg the cettificate chain in the Signature portion. This element is not encrypted, so any entity
has access|to the Tmessage can extract this information. The word “public” that appears in the XML labe
this element means that any entity that receives the message can view this portion.

of an attacker who is able to create a small number of legitimate certificates (e.g., through social engineering).
The following sections describe the elements in this portion.

5.1 MessageType
The MessageType field is defined in [ETM]. In a KDM, this field shall contain the following URI:

http://www.smpte-ra.org/430-1/2006/KDM#kdm-key-type
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RequiredExtentions

The RequiredExtentions element of the KDM shall contain exactly one KDMRequiredExtensions element, as
defined in Annex C and illustrated in figure 3. The KDMRequiredExtensions element shall have the following
child elements:

5.2.

1 Recipient

The Recipient field shall identify the intended certificate/subject of this KDM. The public key identified in this
certificate is used to encrypt the keys found in the AuthenticatedPrivate portion of the KDM message. An

X.5
and
Sulf
Nar

5.2

Thi
Pla

Thi
Eng

5.2

Thsg
Fly
cod
Eng

DI certificate is identified by the name of the Certificate Authority (CA) that issued it, called, s
the unique serial number assigned by the CA, called SerialNumber. To aid in routing of KDMjs
jectName that is found in the certificate shall also be placed in the Recipient element Fhe D
ne value in the X509IssuerName element shall be compliant with RFC 2253 [RFC2253].

2 CompositionPlaylistld

b field contains a machine-readable identifier for the Rights Owner’s content (such as a (
list). Itis a 128-bit UUID represented in “urn:uuid:” format when used with/ XML [UUID].

5 is an informational field that is a copy of the definitive value~that appears in the RS
ryptedKey structure. It may be ignored by mechanisms that process the EncryptedKey field.

3 ContentTitleText

ContentTitleText parameter shall contain a human-readable title for the composition; e.g., Wh
II. It is strictly meant as a display hint to the user. Thé optional language attribute is an ISO 316
e and indicates the language used. If the languagge attribute is not present, the content of the fi
lish.

ssuerName,
5, the X.509
stinguished

Lomposition

\ protected

en Pigs Will

6 language
eld shall be

Page
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e e e e e e e e e
kdm:KDMRequiredExtensionsType —|

X509IssuerSerial fum

type |ds:}-{SDEllssuerSeriaIT3-'pe T

Recipient [-]

S
X5095ubjectHame
type | xs: string

| FcompositionPlayiistid

1
Ly = ELTL UL

| S
ContentTitleText
bype | etm:UzerText

FF contentkeysHotvalidBefore
tvpe | e deteTime

| kpn: AuthorizedDevicelnfoType

| FpeviceListidentifier
bype | etm:UUID

AuthorizedDevicelnfo

EI]Elulit:ELi-stl]est:ri|:rti|:|n
bype | kadm: AuthorizedDevicelnfaType
~\"

bype | etmn:UserText

rkdm:TypEdKey‘ldT}"pE

|
|
|
|
|
|
|
|
|
|
|
|
KDMRequirgdExtensions @_ECDMEMHmHmvaIidnﬂer |
type | kdm KDMRequiredExtensionsTy... bype | x= dateTime |
|
|
|
|
|
|
|
|
|
|
|
|
|

|
| EKeyType |
bype | 2 strihg
. TypedKeyld =
= == typoe | kdm: TypedieyidType Freytd I
1w | by | etmeUYID
| |
-

Figure 3 — KDMRequiredExtensions Element (Informative)

5.2.4 ContentAuthenticator (Optional)

This field, if present, shall contain a certificate thumbprint (defined in [D-Cinema Digital Certificate]) that
supports authentication of the content as an authorized version (e.g. through a Composition Playlist [CPL]).
This field may be absent at the discretion of the KDM creator (who acts on behalf of the rights owner), but it is
part of the RequiredExtentions elements because compliant receiving equipment is required to understand
and process it when present.
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INFORMATIVE NOTES

1 If this field is present, then it is intended that the recipient crosscheck the certificate chain for the signer of the CPL
against this value. Specifically, one of the certificates in the signer chain of the CPL should have a certificate thumbprint
that matches this field in the KDM.

2 This field facilitates the business requirement of allowing an exhibitor to show content produced by a wide range of
studios without needing to have a business relationship with all those studios (e.g., without needing to know the root
certificates for all studios). The exhibitor has a relationship with a set of distributors (and knows their root certificates), and
the distributors in turn have relationships with studios. To support business flexibility, the ContentAuthenticator is not
necessarily the thumbprint of the studio’s root certificate.

3 Of course, nothing precludes an exhibitor from knowing the root certificates of specific studioscand| using those
certlficates as part of validating CPL.

5.2/5 AuthorizedDevicelnfo

Thig item contains three elements as described below.
INFDRMATIVE NOTE - This field is intended to support authorization of devices which process keys delivered by the
KDM, or perform other security services related to content protected by those keys~The AuthorizedDevicelnjfo field does
not play any role in validating the KDM itself. This field facilitates the dual busingss-requirements of (a) allow|ng exhibition
equlpment to be implemented as multiple secure devices (e.g. image media block, sound media block, projgctor) and (b)
alloying a rights owner to limit delivery of his content or keys to specific trustworthy devices.

5.2/5.1 Devicelistldentifier

This field shall contain a value uniquely identifying a list of trusted equipment. It is a required member of the
AuthorizedDevicelnfo structure.

INFDRMATIVE NOTE - This field is an aid to management of device lists and tracking of updates to them.
5.2]5.2 DevicelListDescription (Optional)
Thg DevicelistDescription parameter,~whére present, shall contain a human-readable title description of the
devjce list, e.g. “Bigtown Multiplex faeility equipment list updated June 20, 2006”. It is strictly meant as a
display hint to the user. The optional language attribute is an ISO 3166 language code and irldicates the
language used. If the language attribute is not present, the content of the field shall be English.
5.2]5.3 DevicelList

Thg DevicelList item shall contain a set of one or more certificate thumbprints [See D-Cinema Certificate].

INFORMATIVE NOTE — Each entry typically represents a specific device which is authorized for use in copnection with
some of the keys in this KDM. However, the normative behavior of receiving equipment is outside the gcope of this
star|dard.

5.2)6-ContentKeysNotValidBefore

This field specifies the time before which the content keys contained in this KDM are not valid. The time shall
be in the form of a Universal Coordinated Time timestamp as specified in RFC 3339. Timestamps shall not
include fractional seconds. It is possible for a separate KDM to provide a different time window for the same
keys (e.g., to allow a pre-view showing, or to extend an engagement).

This is an informational field that is a copy of the definitive value that appears in the RSA protected
EncryptedKey structure. It may be ignored by mechanisms that process the EncryptedKey field. The time
windows of all content keys shall be the same in the RSA protected blocks.

Page 9 of 17 pages
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5.2.7 ContentKeysNotValidAfter

This field specifies the time after which the content keys contained in this KDM are not valid. The time shall be
in the form of a Universal Coordinated Time timestampas specified in RFC 3339. Timestamps shall not
include fractional seconds. It is possible for a separate KDM to provide a different time window for the same
keys (e.g., to allow a pre-view showing, or to extend an engagement).

This is an informational field that is a copy of the definitive value that appears in the RSA protected
EncryptedKey structure. It may be ignored by mechanisms that process the EncryptedKey field. The time

windows of all content keys shall be the same in the RSA protected blocks.

5.2.8 KeyldList

This field shall contain an unordered list of one or more TypedKeyld elements, which are defined below. This
is an informational field that is a copy of the definitive values that appear in the RSA protected EncryptedKey
structures (fee 6.1). It may be ignored by mechanisms that process the EncryptedKey field,

5.2.8.1 Keyld

Keylds are |128-bit UUIDs that shall be represented in “urn:uuid:” format when they-appear as an XML value
[UUID]. ThelKeyld parameter uniquely identifies the content decryption key. All keys.shall be for use with the same
content (ideftified by the CompositionPlaylistld field). As shown below, it shall be used to identify the cryptographic

key used in

5.2.8.2 TypedKeyld

encrypting d-cinema assets, as defined by [KLV]. It shall be represented by a UUID [UUID].

A TypedKelld is a compound element consisting of a KeyTypedfield and a Keyld. The KeyType shall he a
string of characters, further constrained as described below*The KeyType distinguishes keys targeted to
different types of devices (e.g. image media decryptor, sound media decryptor). The KeylD shall bg as
defined in §.2.8.1. Binding a KeyType to each Keyld assists‘in defending against cross-system attacks.
The KeyType element shall contain a symbol composed of four (4) characters from the set of 52 upper and
lower case ASCII letters A-Z (0x41-0x5A) and a-z(0x61-0x7A).
The KeyType element shall have an optional~“scope” attribute, which shall be a URI value identifying|the
normative reference which defines the four character key type identifier contained within the element. [The
default valde of the scope attribute shall*be the URI value “http://www.smpte-ra.org/430-1/2006/KDM#kdm-
key-type”. Associated with this URI is the following set of key type identifiers:

Byte String Character String Description

(hexadecimal notation)

4D.44.49.4B “MDIK” Image essence key

4D.44.41.4B “MDAK” Sound essence key

4D.44.53.4B “MDSK” Subtitle essence key

46.4D.49.4B “FMIK” Image forensic marking key

46-4D-44-48B “FIAARKE Seund-forensic-rarkingey

INFORMATIVE NOTE - Receiving equipment is contemplated to use the information in this field to restrict delivery of key
information to devices which serve the intended D-Cinema roles. However, the normative behavior of receiving equipment
is outside the scope of this document.

5.2.9 ForensicMarkFlagList (Optional)

When present, this element shall contain an unordered list of one or more ForensicMarkFlag elements, which

are defined
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5.2.9.1 ForensicMarkFlag

A ForensicMarkFlag element shall contain a single URI value indicating whether forensic marking is to be
used in conjunction with a particular KeyType contained in the KDM. The following table lists the forensic
marking requirements defined by this standard:

Forensic Mark Flags

URI value Requirement
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NonCriticalExtensions

field is defined in [ETM].

DRMATIVE NOTE — This element may contain proprietary extensions. Conforming implementations S
contents of this element.

Authenticated and Encrypted Information

AuthenticatedPrivate element is normatively defined in\[ETM]. It is described here only to i
of this element for carrying encrypted keys in a KDM. This portion of the KDM is authentic
ature, and encrypted for the recipient before being transmitted. The word “private” appears

hould ignore

lustrate the
ated by the
in the XML

| for this portion, though this does not mean that'the information is proprietary or vendor-specific. It means

through encryption only a specified recipient.is allowed to view this information. The recipie
dard XML decryption operations to recoverthe private information.

normative schema is defined in Annex € and the schema code snippet is illustrated in figure 4.
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Figure 4 — Authenticated and Private Portion of KDM (Informative)
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Anyone can verify the signature on the KDM and validate the certificate chain to decide whether the message
has been modified and whether it was created by a trusted entity. However, only an entity that knows the
private key of the recipient can decrypt this portion of the message.

For the KDM, the ETM’s EncryptedData element shall be omitted and each EncryptedKey element shall carry
one content decryption key and its associated information. The KDM shall only have a single recipient. The
following sections describe how the KDM message uses the EncryptedKey element.

6.1 EncryptedKey

The RSA public key algorithm shall be used to carry the EncryptedKey data. This element (see figuré 5)
contains information encrypted with the RSA public key algorithm, along with all the parameters pnd
information|needed to extract that information. It is normatively defined in [ETM] section 6.1. Child €lements of
EncryptedKey not listed below shall be unchanged from their [ETM] definition.

6.1.1 Keylnfo

This field i defined in [ETM]. This field is optional for KDMs, since the Recipient’s certificate is identified in
the Recipiept element of the RequiredExtensions element of the KDM. It identifiesthe-certificate that contains
the public kpy that was used for the RSA encryption. If this element is supplied, theCertificate identified by|the
Keylnfo element shall be the same for all EncryptedKey elements in the KDM.

6.1.2 CipherData

The CipherData field is generally defined in [ETM]. For the KDM.message, the CipherData field carrigs a
specially formatted plaintext payload. The plaintext consists of the following fixed length fields concatenated
together wifh the most significant byte first starting with the firskjtem in the table.

Lehgth Field Description

16 Structure ID. A 128-bit identifier for this@Structure. The value of the Structure ID shall be
f1.dc.12.44.60.16.9a.0e.85.bc.30.06:42:f8.66.ab (hexadecimal).

20 Certificate Thumbprint in binary.form as specified in “Certificate and Public Key Thumbprint”
of [D-Cinema Digital Certificate].

16 CompositionPlaylistld, a, UYID in binary form as specified in RFC 4122.

4 KeyType, a byte string.ofl length four bytes (see section 5.2.8.2 table).
16 Keyld, a UUID in binary form as specified in RFC 4122.

25 Not Valid Before;a UTC date-time encoded as specified in Section 5.2.6, e.g. “2004-05-
01T13:20:00-00:00".

25 Not Valid\After - a UTC date-time encoded as specified in per Section 5.2.7, e.g. “2004-06-
30T13:20:00-00:00".

16 AES)Content Decryption Key
138 Total

INFORMATIVE NOTES

1 The “Structure ID” is a unique value within the scope of the XML namespace name declared in Section 5 above. By
including a known unique plaintext value in the structure, the system is protected in the event that an attacker attempts
compromise by substituting the expected encrypted key block by other data encrypted with the same public key.

2 The D-Cinema system uses 2048-bit RSA keys [D-Cinema Digital Certificate], so the ciphertext is 256-bytes long. Due
to the 42-byte header that is part of the OAEP padding, the plaintext can be at most 214-bytes long.
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The following three KDM validity checks are informative:

(1) The KDM recipient should check that the thumbprint of the signer’s certificate matches the signer of the
KDM. If it is not correct, the KDM should be rejected. This prevents cut and paste attacks that would allow

()

a rogue distributor to sign a KDM using the RSA blocks from the real distributor.

The KDM recipient should check the Structure ID. If it is not correct, the KDM should be rejected. This
prevents an RSA block that was created for a different type of message (not a KDM) from being used in a

KDM.

(3)

6.2

Thi

7 Signature Information

Thi

Sin

Reference fields, one for the AuthenticatedPublic and «ene for the AuthenticatedPrivate (c

ciph

The KDM recipient should check that the CompositionPlaylistid in the RSA block ~m
CompositionPlaylistld in the other portions of the KDM. The information in the RSA blockyis
authoritative. The recipient may choose to reject the KDM if the CompositionPlaylistid-does n
all places that it occurs in the KDM.
EncryptedData

5 EncryptedData element defined in [ETM] section 6.2 shall not be present.in KDM instances.

5 portion of the KDM message is defined in [ETM].
ce the EncryptedData element is not used in the KDM,.the Signature element shall only

ertext form of the EncryptedKey elements).

atches the
considered
ot match in

contain two
bvering the
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