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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governfmentar, I _Iaison with IS0, also take part I the WOrK. SO collaborates closely with] the
Internationgl Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Internationgl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical committees is to prepare International Standards. Draft International Standgards
adopted byl the technical committees are circulated to the member bodies for voting-, Publication ag an
Internationgl Standard requires approval by at least 75 % of the member bodies casting avote.

Attention is|drawn to the possibility that some of the elements of this document miay be the subject of pgtent
rights. ISO ghall not be held responsible for identifying any or all such patent rights.

ISO 262627 was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee S[C 3,
Electrical apd electronic equipment.

ISO 26262 ronsists of the following parts, under the general title Road vehicles — Functional safety:
— Part 1:\Vocabulary

— Part 2:[Management of functional safety

— Part 3:|Concept phase

— Part 4:|Product development at the system level

— Part 5:)Product development at the_hardware level

— Part 6:|Product development at'the software level

— Part 7:|Production and Operation

— Part 8:[Supporting.processes

— Part 9:|Autormotive Safety Integrity Level (ASIL)-oriented and safety-oriented analyses

— Part 10—GuidetimeomtS626262
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ISO 26262

Introduction

-7:2011(E)

ISO 26262 is the adaptation of IEC 61508 to comply with needs specific to the application sector of electrical

and

/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised of
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With the trend of increasing technological complexity, software content and.mechatronic implemen
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(1II'ICQI, electronic and software components.

ty is one of the key issues of future automobile development. New functionalities not.only in
driver assistance, propulsion, in vehicle dynamics control and active and passive” safe
pasingly touch the domain of system safety engineering. Development and 7integratio
tionalities will strengthen the need for safe system development processes.@nd the need
ence that all reasonable system safety objectives are satisfied.

increasing risks from systematic failures and random hardware failures/1SO 26262 includes
d these risks by providing appropriate requirements and processes;,

em safety is achieved through a number of safety measures, which are implemented in
nologies (e.g. mechanical, hydraulic, pneumatic, electrical, electronic, programmable eled
ied at the various levels of the development process. Although I1ISO 26262 is concerned wit
ty of E/E systems, it provides a framework within “which safety-related systems base
nologies can be considered. ISO 26262:

Integrity Levels (ASIL)];

provides requirements forjvalidation and confirmation measures to ensure a sufficient and
level of safety being achieved;

provides requirements for relations with suppliers.
ctional safetyis influenced by the development process (including such activities as re

cification design, implementation, integration, verification, validation and configuration), the
servicéprocesses and by the management processes.

Safgty-issues are intertwined with common function-oriented and quality-oriented development a

areas such
ty systems
h of these
to provide

ation, there
juidance to

h variety of
tronic) and
h functional
i on other

provides an automotive safety lifecycle (mahagement, development, production, operatipn, service,
decommissioning) and supports tailoring the-hecessary activities during these lifecycle phases;

provides an automotive-specific risk-based approach to determine integrity levels [Automgtive Safety

uses ASILs to specify applicable requirements of ISO 26262 so as to avoid unreasonable residual risk;

acceptable

quirements
production

ctivities and

work products. TSO 26262 addresses the safety-related aspects of development aclivities and work products.

Figure 1 shows the overall structure of this edition of ISO 26262. 1ISO 26262 is based upon a V-model as a

refe

EXAMPLE

rence process model for the different phases of product development. Within the figure:

the shaded “V’s represent the interconnection between ISO 26262-3, 1SO 26262-4, ISO 26262-5,

ISO 26262-6 and ISO 26262-7;

the specific clauses are indicated in the following manner: “m-n”, where “m” represents the nu
particular part and “n” indicates the number of the clause within that part.

“2-6” represents Clause 6 of ISO 26262-2.

© 1SO 2011 — All rights reserved
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Figure 1 — Overview of ISO 26262
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Part 7:
Production and operation
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incliiding interaction of these systems. It does not address hazards related to electric shock, fire, s
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Scope

26262 is intended to be applied to safety-related systems that include onée ofr more elect
tronic (E/E) systems and that are installed in series production passenger)cars with a max
cle mass up to 3 500 kg. I1ISO 26262 does not address unique E/E systems in special purpd
N as vehicles designed for drivers with disabilities.

ems and their components released for production, or systems“and their components alr
blopment prior to the publication date of 1SO 26262, are~exempted from the scope.
blopment or alterations based on systems and their components released for production
ication of ISO 26262, only the modifications will be developed in accordance with ISO 26262.

htion, toxicity, flammability, reactivity, corrosion; release of energy and similar hazards, unl
5ed by malfunctioning behaviour of E/E safety-related systems.

26262 does not address the nominal “performance of E/E systems, even if dedicateq
prmance standards exist for these systems (e.g. active and passive safety systems, brak
ptive Cruise Control).

part of ISO 26262 specifies-the requirements for production, operation, service and decommis

Normative references

following referenced documents are indispensable for the application of this document,
rences, only,..the edition cited applies. For undated references, the latest edition of the
iment (inCluding any amendments) applies.

26262-1:2011, Road vehicles — Functional safety — Part 1: Vocabulary

rical and/or
mum gross
se vehicles

pady under
For further
prior to the

26262 addresses possible hazards caused by malfunctioning behaviour of E/E safety-related systems,

moke, heat,
ess directly

functional
e systems,

sioning.

For dated
referenced

ISO

ISO

26202-2:2011, Road venhicles — Functional safety — Fart 2: Management of functional sarety

26262-3:2011, Road vehicles — Functional safety — Part 3: Concept phase

ISO 26262-4:2011, Road vehicles — Functional safety — Part 4: Product development at the system level

ISO 26262-5:2011, Road vehicles — Functional safety — Part 5: Product development at the hardware level

ISO 26262-6:2011, Road vehicles — Functional safety — Part 6: Product development at the software level

ISO

26262-8:2011, Road vehicles — Functional safety — Part 8: Supporting processes

© 1SO 2011 — All rights reserved
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ISO 26262-9:2011, Road vehicles — Functional safety — Part 9: Automotive Safety Integrity Level (ASIL)-
oriented and safety-oriented analyses

3 Terms, definitions and abbreviated terms

For the purposes of this document, the terms, definitions and abbreviated terms given in ISO 26262-1:2011
apply.

4 Requjrementsforcomptiance

4.1 Geng¢ral requirements

When clainjing compliance with ISO 26262, each requirement shall be complied with, unless one of| the
following applies:
) of the safety activities in accordance with ISO 26262-2 has been plapned and shows thaf] the
ment does not apply, or

tailorin
require

a)

b) a ratiopale is available that the non-compliance is acceptable and the rationale has been assessed in

accordance with ISO 26262-2.

Information

the associafed requirement, and shall not be interpreted as a requirement itself or as complete or exhausti

The results]
available 3
ASIL-deper

“Further supporting information” is information that canbe considered, but which in some cases is not reqy

by ISO 262
that are diff

marked as a “NOTE” or “EXAMPLE” is only for guidance.in' understanding, or for clarificatio

of safety activities are given as work products. *Rrerequisites” are information which shal
s work products of a previous phase. Given that certain requirements of a clause
dent or may be tailored, certain work products.may not be needed as prerequisites.

52 as a work product of a previous phase and which may be made available by external sou
brent from the persons or organizations responsible for the functional safety activities.

n of

be
are

ired
[ces

4.2 Interpretations of tables

Tables are| normative or informative depending on their context. The different methods listed in a thble
contribute {o the level of confiderice in achieving compliance with the corresponding requirement. Hach
method in d table is either

a) a consgcutive entry (marked by a sequence number in the leftmost column, e.g. 1, 2, 3), or

b) an altefnative-eniry (marked by a number followed by a letter in the leftmost column, e.g. 2a, 2b, 2c).

For consequtive" entries, all methods shall be applied as recommended in accordance with the ASIL. If
methods othefthan-thoselisted-aretobe app:;cd, arationate-shait-be 3;vc|| that-thesefulfit-the cofrespon Ing

requirement.

For alternative entries, an appropriate combination of methods shall be applied in accordance with the ASIL
indicated, independent of whether they are listed in the table or not. If methods are listed with different
degrees of recommendation for an ASIL, the methods with the higher recommendation should be preferred. A
rationale shall be given that the selected combination of methods complies with the corresponding
requirement.

NOTE A rationale based on the methods listed in the table is sufficient. However, this does not imply a bias for or
against methods not listed in the table.

© 1S0O 2011 — All rights reserved


https://standardsiso.com/api/?name=b0615fe08211dd2fd46baa95bbfbd647

ISO 26262-7:2011(E)

For each method, the degree of recommendation to use the corresponding method depends on the ASIL and
is categorized as follows:

4.3

“++” indicates that the method is highly recommended for the identified ASIL;
“+” indicates that the method is recommended for the identified ASIL;

“0” indicates that the method has no recommendation for or against its usage for the identified

ASIL-dependent requirements and recommendations

ASIL.

The)
stat
dec

Claulise 5, the ASIL resulting from the decomposition shall be complied with.

If a
recd
to A

5

5.1

The)
iter

The
mar
sup

5.2

The
detd
safd
torq

Thig

incliiding these safety-related special characteristics in production planning and control.

The|
item

bd otherwise. These requirements and recommendations refer to the ASIL of the safety g
bmposition has been performed at an earlier stage of development, in accordance with- 15O 26

n ASIL is given in parentheses in ISO 26262, the corresponding subclause_ shall be cons
mmendation rather than a requirement for this ASIL. This has no link with the parenthesis note
SIL decomposition.

Production

Objectives

first objective of this clause is to develop and maintaift“a production process for safety-related
s that are intended to be installed in road vehicles.

second objective is to achieve functionalsafety during the production process by t
ufacturer or the person or organisation responsible for the process (vehicle manufacturer, su
plier, etc.).

General

compliance with safety-related special characteristics of items or elements during their
rmined during the development phases, is necessary to achieve functional safety. Examp
ty-related special characteristics are specific process parameters (e.g. temperature range

Lie), material characteristics, production tolerance, or configuration.

phase defines\requirements ensuring that functional safety is achieved during the production

requirements and recommendations of this clause apply to the production and installation in th
s, systems or elements

requirements or recommendations of each subclause shall be complied with for ASIL A, B, C Jand D, if not

bal. If ASIL
P62-9:2011,

dered as a
tion related

elements or

ne relevant
pplier, sub-

production,
es of such
br fastening

process by

e vehicle of

5.3

5.3.1

The

Inputs to this clause

Prerequisites

following information shall be available:

specification of requirements related to production, operation, service and decommissioning in

accordance with 1ISO 26262-4:2011, 7.5.4, and ISO 26262-5:2011, 7.5.4;
specification of dedicated measures for hardware in accordance with ISO 26262-5:2011, 9.5.2

release for production report in accordance with ISO 26262-4:2011, 11.5.1.

© 1SO 2011 — All rights reserved
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5.3.2 Further supporting information

The following information can be considered:

— production plan (from external source); and

— production control plan (from external source).

5.4 Requirements and recommendations

5.4.1 Pro
5411

a) thereq

EXAMP

charactgristics (e.g. the tolerance for the selection of elements).

b) the cor

EXAMP

fuction planning
The production process shall be planned by evaluating the item and by considering the-fellowi
uirements for production;

| E Assembly instructions (e.g. the calibration and setup of a sensor); (safety-related sp

ditions for storage, transport and handling of hardware elements;

| E Allowed storage time for the element.

roved configurations defined in the release for production documentation;
sons learned on the capability from previously released, production plans;

ability of the production process, means of production, tools and test equipment concerning
elated special characteristics; and

hpetences of the personnel.

The production plan shall describexthe production steps, sequence and methods require
functional safety of the item, system’ or element. It shall include:

duction process flow and instructions;
duction tools and means;

lementation of the-traceability measures; and
| E Labelling-for the element.

cable, the*implementation of dedicated measures applying to hardware parts and specified du
re development in accordance with ISO 26262-5:2011, 9.4.2.4.

bcial

the

ring

c) the apyj
d) theles
e) the sui
safety-
f)  the con
5.4.1.2
achieve the
a) thepro
b) the pro
c) theimg
EXAMP]
d) if appli
hardws
NOTE
54.1.3

EXAMPLE 1
compared to

EXAMPLE 2

I'ne production process also INCludes processes or operations required to rework the item.

A procedure shall be defined to ensure that the correct embedded software and the associated
calibration data are loaded into the ECUs as part of the production process.

The use of a checksum, so that the checksum of the loaded executable and configuration data is

the correct checksum for this particular model and vehicle configuration.

Read back of the part number from the software loaded into the ECUs and comparison with the target
part number for that specific vehicle from the bill of materials; as well as read back and comparison of the loaded
calibration data with the calibration data for that specific vehicle from the bill of materials.

© 1S0O 2011 — All rights reserved
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system or element as well as the safety-related special characteristics shall be considered.

5.41.5

together with the necessary test equipment, tools and test criteria.

5.4.1.6

and

5.41.7

the appropriate measures implemented to address the relevant process failures.

When developing the production control plan, the controls' description and criteria for the item,

The sequence and methods of the control steps shall be described in the production control plan,

Reasonably foreseeable process failures and their effects on functional safety shall be identified

The system, hardware or software development level safety requirements on the producibility of

the item, system or element arising during production planning shall be specified and directed to the persons

resy

EXA
corr

5.4.
mar

5.4.

5.4.
proq

NOT

5.4.

.8

onsible for the development (see ISO 26262-4, ISO 26262-5 and ISO 26262-6).

MPLE Adding a mistake-proofing feature (poka-yoke) in a connector to ensure it is plugged i
bctly during assembly.

If changes to the item, system or element are required during the produetion process,
agement process described in ISO 26262-8:2011, Clause 8, shall be complied-with.

P Pre-production series production

2.1 The pre-production process and its control measures should correspond to the targe
ess.

E Pre-production series are items, systems or elements, produced before release for production.
R.2 Differences between pre-production processcand target production process shall be

order to identify which part of the production process<can be assessed at the pre-production st

whi

NOT

h part of the target production process an assessment will be required.

E If the pre-production process equals the target production process, the result of assessments

capability of the production process) can be used‘when performing the functional safety assessment in acd

ISO

EXA
as w

26262-2:2011, 6.4.9.4.

MPLE Deviations can concern the-production rate, the sequence and methods of the production or
ell as necessary means of production; test equipment, and tools.

hto the ECU

the change

production

analysed in
hge and for

e.g. proof of
prdance with

tontrol steps,

5.4.3 Production

5.4.8.1 The production process and its control measures shall be implemented and mgintained as
plarjned.

NOTE The appropriate training of the personnel involved in production is part of this implementation.

5.4.8.2 Process failures occurring during production (including deviation of safety-relafed special
characteristics from their authorised range) and their potential effects on functional safety shall analysed,
the pppropriate measures shall be taken and their ability to maintain functional safety shall be verified.
EXAMPLE Such measures can include performing further control measures, sorting, processing, and exchange of
elements.

5.4.3.3 The capability of the following shall be assessed and maintained with regard to functional safety:
a) production process;

b) means of production; and

c) tools and test equipment.

© 1SO 2011 — All rights reserved
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NOTE 1

for each person performing the process steps.

NOTE 2

5.4.3.4

5.4.3.5

The capability of the process covers the ability to maintain the safety-related special characteristics.

The test equipment shall be subject to control of monitoring and measuring devices.

The capability of the process can be proven by periodic process audits or by periodic qualification measures

The controls shall be performed in accordance with the production control plan The related
control report shall include the following information: the control date, the identification of controlled object,
and the control results.

NOTE 1 |

NOTE2 1
vehicle-level

NOTE3 1
data against

5.4.3.6

documentafion, unless a deviation from the release for production documentation is authorized by

responsible
authorized

5.4.3.7
Clause 5.

5.5 Work products

5.51
5.4.1.6 and

Safety-related content of the production plan resulting from requirements 5.4.1.1, 5.4.1.2, 5.4

N the case Oorf manual controls, the identification or the controlied object and control results are sutricient.

he identification of the controlled object can be a vehicle identification number or a production nimper
control measure or a part number or a serial number for a controlled component.

he control results can consist of either a single status (e.g. pass or fail) or the evaluation of a collectig
boundary limits.

Only approved configurations shall be produced, as defined in the release for produg

person(s). The release for production documentation may be updatéd later in accordance with
Heviation.

Changes to the production process initiated during the<production phase shall comply

5.4.3.2.

or a

n of

tion
the
this

with

1.3,

5.5.2 Safety-related content of the production control plan including the test plan, resulting from

requiremen
553 Co

554 |Ifa

NOTE )

5.5.5 Assessment report for capability of the production process, resulting from requirement 5.4

and 5.4.3.3

$5.4.1.4,54.1.5,54.3.4, and 5.4.3:6.

ntrol measures report resulting.from requirement 5.4.3.5.

his specification can'be appended to the relevant documentation of the corresponding phases.

6 Operation, service (maintenance and repair), and decommissioning

bplicable, specification of requirements on the producibility at system, hardware or software
developmént level resulting fromrequirement 5.4.1.7.

2.2

6.1 Obje

ctives

The objective of this clause is to specify the customer information, maintenance and repair instructions, as
well as disassembly instructions regarding the item, system or element, in order to maintain the functional

safety over

the lifecycle of the vehicle.

© 1S0O 2011 — All rights reserved
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6.2 General

This clause provides requirements for developing repair instructions and user information, including the user
manual and the planning, execution and monitoring of the maintenance work, taking into account the safety-
related special characteristics of the item.

During decommissioning, the phases “before disassembling”, “disassembling” and “after disassembling” can
be distinguished. This clause addresses only those activities “before disassembling”.

6.3

6.3.

Input to this clause

1 Prerequisites

Thelfollowing information shall be available:

6.3.

requirements specification for production, operation, service and decommissiening in acco
ISO 26262-5:2011, 7.5.4;

release for production report in accordance with ISO 26262-4:2011, 11:5.1; and

ISO 26262-3:2011, 8.5.1.

P Further supporting information

Thelfollowing information can be considered:

maintenance plan (from external source).

rdance with

warning and degradation concept, included in the functionalCsafety concept in accordance with

6.4| Requirements and recommendations
6.4.1 Planning of operation, service (maintenance and repair), and decommissioning
6.4.1.1 The operation, repair.and maintenance processes shall be planned by evaluating the jtem and by
congidering the following:
a) |the requirements for.maintenance and repair;
b) |the requirementsor the information that shall be made available to the user to ensure the safe operation
of the vehicle;
c) |the warning and degradation concept;
d) [the'measures for field data collection and analysis;
e) the conditions for storage, transport and handling of the hardware elements;
EXAMPLE Allowed storage time for the element.
f)  the approved configurations defined in the release for production documentation; and
EXAMPLE Allowed configurations of hardware, software and software calibration data during repair.
g) the competence of the personnel involved.
6.4.1.2 The maintenance plan shall describe the sequence and methods of the maintenance steps or
activities, the maintenance intervals, and the necessary means of maintenance and tools.
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6.4.1.3 The maintenance plan and repair instructions shall describe the following:
a) the work steps, procedures, diagnostic routines and methods;
b) the maintenance tools and means;

EXAMPLE Programming, sensor calibration/setup and diagnostic equipment.

c) the sequence and methods of the control steps and control criteria used to verify the safety-related
special characteristics;

d) the relgvant item, systems or elements configurations, including the traceability measures;

NOTE This includes maintenance tool features used to ensure that the correct version of software is\leaded into
the vehicle, if such an operation is performed during maintenance.

EXAMPLE Labelling for the element is a way of ensuring traceability.
e) the allqwed deactivation of the item, systems or elements and necessary changes in the vehicle;
f)  the driyer information for the allowed deactivations and changes; and

EXAMPLE Notifying the driver that an assistance function has been deactivated.
g) the prolision of replacement parts.

6.4.1.4 User information, including the user's manual, shall provide relevant usage instructions |and
warnings cqncerning the proper usage of the item, as well as the€ following information if applicable:

a) a descfiption of the relevant functions, (i.e. the intendéd usage, the status information or user interaction)
and their operating modes;

b) a description of the customer actions requiredto ensure controllability in the case of a failure indicatefl by
the walning and degradation concept;

c) a descfiption of the maintenance activities expected from the customer in the case of a failure indicated
by the warning and degradation cancept;

d) the walnings regarding knowf hazards resulting from interactions with third party products; and

EXAMPLE Park assist.when using an additional third party tow hitch with a trailer. The user needs to be ayare
that the|park assist can-ne longer scan behind the vehicle.

e) the wgrnings regarding safety-related innovative functions of the item that could lead to driver's
misunderstanding or misuse.

EXAMPLE A misuse of the automatic park brake when compared to manual park brake can lead to a driver
Ieaving hre—vehictewithout t:llyayilly thre pal;\illy brake:

6.4.1.5 The decommissioning instructions shall describe the activities and measures to be applied before
disassembly, and required to prevent the violation of a safety goal during disassembling, handling or
decommissioning of the vehicle, the item or its elements.

EXAMPLE Instructions for the deactivation of airbags before the disassembly of the vehicle to avoid harm to the
decommissioning personnel.

6.4.1.6 System, hardware or software level safety requirements arising during the planning of operation,

service (maintenance and repair), and decommissioning, shall be specified and directed to the persons
responsible for the development (see ISO 26262-4, ISO 26262-5 and I1SO 26262-6).
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