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ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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f[governmental, In_fiaison with 190, also take part In the WOrk. 15O collaborates close
[national Electrotechnical Commission (IEC) on all matters of electrotechnical standardization:

main task of technical committees is to prepare International Standards. DraftInternationa
rnational Standard requires approval by at least 75 % of the member bodies c¢asting a vote.

ntion is drawn to the possibility that some of the elements of this document may be the subje
s. ISO shall not be held responsible for identifying any or all such patent rights.

26262-6 was prepared by Technical Committee ISO/TC22, Road vehicles, Subcomn]
trical and electronic equipment.

26262 consists of the following parts, under the general title Road vehicles — Functional safef
Part 1: Vocabulary

Part 2: Management of functional safety

Part 3: Concept phase

Part 4: Product development at the system level
Part 5: Product development'at the hardware level
Part 6: Product development at the software level
Part 7: Productionand operation

Part 8: Supporting processes

Part 9--Automotive Safety Integrity Level (ASIL)-oriented and safety-oriented analyses
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Introduction

ISO 26262 is the adaptation of IEC 61508 to comply with needs specific to the application sector of electrical

and/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised of

electrical, e[ectronic and software components.

Safety is onje of the key issues of future automobile development. New functionalities not only in areas s
as driver assistance, propulsion, in vehicle dynamics control and active and passive safety” syst
increasingly touch the domain of system safety engineering. Development and integration of th
functionalities will strengthen the need for safe system development processes and théméed to pro
evidence that all reasonable system safety objectives are satisfied.

With the trepd of increasing technological complexity, software content and mechatranic implementation, t
are increas|ng risks from systematic failures and random hardware failures. ISO\26262 includes guidang
avoid these|risks by providing appropriate requirements and processes.

System saflety is achieved through a number of safety measures, which) are implemented in a varief]
technologies (e.g. mechanical, hydraulic, pneumatic, electrical, electronic, programmable electronic)
applied at the various levels of the development process. Although“\SO 26262 is concerned with functi
safety of E/E systems, it provides a framework within which ‘safety-related systems based on ¢
technologieps can be considered. ISO 26262:

a) providgs an automotive safety lifecycle (managemeént, development, production, operation, sery
decominissioning) and supports tailoring the necessary activities during these lifecycle phases;

b) providgs an automotive-specific risk-based approach to determine integrity levels [Automotive Sa
Integrity Levels (ASIL)];

c) uses APBILs to specify applicable requirements of ISO 26262 so as to avoid unreasonable residual risK;

d) providgs requirements for validation and confirmation measures to ensure a sufficient and accept
level of safety being achieved;

e) providgs requirements forpelations with suppliers.
Functional |safety is influenced by the development process (including such activities as requirem
specificatiop, design, implementation, integration, verification, validation and configuration), the produg

and service|processes and by the management processes.

Safety issugs-are intertwined with common function-oriented and quality-oriented development activities
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work products. TSO 26262 addresses the safely-related aspects of development aclivities and work products.

Figure 1 shows the overall structure of this edition of ISO 26262. ISO 26262 is based upon a V-model as a

reference process model for the different phases of product development. Within the figure:

ISO 26262-6 and ISO 26262-7;

particular part and “n” indicates the number of the clause within that part.

EXAMPLE “2-6” represents Clause 6 of ISO 26262-2.

the shaded “V’s represent the interconnection between [SO 26262-3, 1SO 26262-4, I1SO 26262-5,

the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number of the
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Figure 1 — Overview of ISO 26262
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Product development at the software level
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Scope

26262 is intended to be applied to safety-related systems that include onée ofr more elect
tronic (E/E) systems and that are installed in series production passenger)cars with a max
cle mass up to 3 500 kg. I1ISO 26262 does not address unique E/E systems in special purpd
N as vehicles designed for drivers with disabilities.

ems and their components released for production, or systems“and their components alr
blopment prior to the publication date of 1SO 26262, are~exempted from the scope.

blopment or alterations based on systems and their components released for production
ication of ISO 26262, only the modifications will be developed in accordance with ISO 26262.

htion, toxicity, flammability, reactivity, corrosion; release of energy and similar hazards, unl
5ed by malfunctioning behaviour of E/E safety-related systems.

26262 does not address the nominal “performance of E/E systems, even if dedicateq
prmance standards exist for these systems (e.g. active and passive safety systems, brak
ptive Cruise Control).

part of 1ISO 26262 specifies' the requirements for product development at the softwa
motive applications, including the following:

requirements for initiation of product development at the software level,
specification of.the software safety requirements,
softwaredarchitectural design,

software unit design and implementation,

rical and/or
mum gross
se vehicles

pady under
For further
prior to the

26262 addresses possible hazards caused by malfunctioning behaviour of E/E safety-related systems,

moke, heat,
ess directly

functional
e systems,

e level for

software unit tesiing,
software integration and testing, and

verification of software safety requirements.
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 26262-

1:2011, Road vehicles — Functional safety — Part 1: Vocabulary

ISO 26262-2:2011, Road vehicles — Functional safety — Part 2: Management of functional safety

1SO 26262-4:2011, Road vehicles — Functional safety — Part 4: Product development at the system level

ISO 26262

ISO 26262

ISO 26262-
oriented an

3 Terms, definitions and abbreviated terms

For the purposes of this document, the terms, definitions and abbreviated)terms given in ISO 26262-1:2

apply.

4 Requjrements for compliance

4.1 Geng¢ral requirements

When clainfing compliance with ISO 26262, each_requirement shall be complied with, unless one of

following applies:

a) tailoring of the safety activities in accordance with ISO 26262-2 has been planned and shows that
requiregment does not apply, or

b) a ratiopale is available that the .non-compliance is acceptable and the rationale has been assesse
accordance with ISO 26262=2:

Information|marked as a “NOTE” or “EXAMPLE” is only for guidance in understanding, or for clarificatio

the associajed requiremént; and shall not be interpreted as a requirement itself or as complete or exhausti

The results
available 4
ASIL-deper

5:2011, Road vehicles — Functional safety — Part 5: Product development at the hardware ey
8:2011, Road vehicles — Functional safety — Part 8: Supporting processes

0:2011, Road vehicles — Functional safety — Part 9: Automotive Safety Intégrity Level (AS
0 safety-oriented analyses

of safetyvactivities are given as work products. “Prerequisites” are information which shal
s work- products of a previous phase. Given that certain requirements of a clause
dent'or may be tailored, certain work products may not be needed as prerequisites.

el

b1L)-

011

the

the

d in

n of

be
are

“Further supporting information” is information that can be considered, but which in some cases is not required
by I1ISO 26262 as a work product of a previous phase and which may be made available by external sources
that are different from the persons or organizations responsible for the functional safety activities.

4.2

Interpretations of tables

Tables are normative or informative depending on their context. The different methods listed in a table
contribute to the level of confidence in achieving compliance with the corresponding requirement. Each
method in a table is either

a)

a consecutive entry (marked by a sequence number in the leftmost column, e.g. 1, 2, 3), or

© 1S0O 2011 — All rights reserved
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b) an alternative entry (marked by a number followed by a letter in the leftmost column, e.g. 2a, 2b, 2c).

For consecutive entries, all methods shall be applied as recommended in accordance with the ASIL. If
methods other than those listed are to be applied, a rationale shall be given that these fulfil the corresponding
requirement.

For alternative entries, an appropriate combination of methods shall be applied in accordance with the ASIL
indicated, independent of whether they are listed in the table or not. If methods are listed with different
degrees of recommendation for an ASIL, the methods with the higher recommendation should be preferred. A
rationale shall be given that the selected combination of methods complies with the corresponding
requirement.

NOTE A rationale based on the methods listed in the table is sufficient. However, this does not_imply|a bias for or
agaipst methods not listed in the table.

Forleach method, the degree of recommendation to use the corresponding method depends on the ASIL and
is categorized as follows:

— |“++” indicates that the method is highly recommended for the identified ASIL;
— |“+” indicates that the method is recommended for the identified ASIL;

— |“0” indicates that the method has no recommendation for or against its usage for the identified|ASIL.

4.3| ASIL-dependent requirements and recommendations
The|requirements or recommendations of each subclause<hall be complied with for ASIL A, B, C @and D, if not
stated otherwise. These requirements and recommendations refer to the ASIL of the safety gpal. If ASIL
decpmposition has been performed at an earlier stage of development, in accordance with ISO 26262-9:2011,
Cladise 5, the ASIL resulting from the decomposition shall be complied with.
If ap ASIL is given in parentheses in 1SQ 26262, the corresponding subclause shall be considered as a

recgmmendation rather than a requirement’for this ASIL. This has no link with the parenthesis notgtion related
to ASIL decomposition.

5 |Initiation of product development at the software level

5.1 Objectives

The| objective of this“sub-phase is to plan and initiate the functional safety activities for the sub-phases of the
softivare development.

5.2| General

TheYnitrationof-the-software dcvc:up|||0| Hs—a p:allll;lls aut;v;ty, where-software dCVC:UlJIIICI t+-stb=phases and
their supporting processes (see ISO 26262-8 and ISO 26262-9) are determined and planned according to the
extent and complexity of the item development. The software development sub-phases and supporting
processes are initiated by determining the appropriate methods in order to comply with the requirements and
their respective ASIL. The methods are supported by guidelines and tools, which are determined and planned
for each sub-phase and supporting process.

NOTE Tools used for software development can include tools other than software tools.
EXAMPLE Tools used for testing phases.

The planning of the software development includes the coordination with the product development at the
system level (see ISO 26262-4) and the hardware level (see ISO 26262-5).

© 1SO 2011 — All rights reserved 3
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5.3 Inputs to this clause

5.3.1 Prerequisites

The following information shall be available:

— project plan (refined) in accordance with ISO 26262-4:2011, 5.5.1;

— safety plan (refined) in accordance with ISO 26262-4:2011, 5.5.2;

PaVaYaV-YaY 4.4
LI

H L Lo - L bl LO O 4. 00 e 2 eV’ |
— technicat Sarety ConceptimT accoraance Wit 150202024 ZUTT, 1.0. 1,

— system design specification in accordance with 1ISO 26262-4:2011, 7.5.2; and

— item in{egration and testing plan (refined) in accordance with ISO 26262-4:2011, 8.5.1.

5.3.2 Further supporting information

The following information can be considered:

— qualifigd software tools available (see ISO 26262-8:2011, Clause 11);

— qualifigd software components available (see 1ISO 26262-8:2011, Clause 12);

— designfand coding guidelines for modelling and programming languages (from external source);
— quidelimpes for the application of methods (from external soufce); and

— qguidelines for the application of tools (from external.source).

5.4 Requirements and recommendations

5.41 Thg activities and the determination~of appropriate methods for the product development at| the
software leyel shall be planned.

5.4.2 Thqg tailoring of the lifecycle_for product development at the software level shall be performe[d in
accordanceg with 1ISO 26262-2:2011,6.4.5, and based on the reference phase model given in Figure 2.

5.4.3 If developing configurable software, Annex C shall be applied.
5.4.4 The software development process for the software of an item, including lifecycle phases, methpds,

languages and tools{shall be consistent across all the sub-phases of the software lifecycle and be compatible
with the sygtem and hardware development phases, such that the required data can be transformed corregtly.

NOTE he“sequencing of phases, tasks and activities, including iteration steps, for the software of an item |s to
ensure the consiStency of the corresponding WOrk products wi € product development a (see
ISO 26262-5) and the product development at the system level (see ISO 26262-4).

4 © 1S0O 2011 — All rights reserved
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NOTE

Within the figure, the specific clauses of each part of ISO 26262 are indicated in the following mpnner: “m-n”,

whefe “m” represents the number of the part and “n” indicates the numbef of the clause, e.g. “4.7” represents Clause 7 of

ISO|26262-4.

5.4.p
theif application, shall be carried out:

a) |methods; and
b) |corresponding tools.

5.4.p
are;

a) |an unambiguouscdefinition;

EXAMPLE Syntax and semantics of the language.

Figure 2 — Reference phase modeldor the software development

b) |the support for embedded real time software and runtime error handling; and

c) |the support for modularity, abstraction and structured constructs.

For each sub-phase of software development, the selection of the following, including gdidelines for

The criteria that shall-be’ considered when selecting a suitable modelling or programmirlg language

Criteria that are not sufficiently addressed by the language itself shall be covered by the corresponding
guidelines, or by the development environment.

NOTE 1

The selected programming language (such as ADA, C, C++, Java, Assembler or a graphical modelling

language) supports the topics given in 5.4.7. Programming or modelling guidelines can be used to comply with these

topics.

NOTE 2

Assembly languages can be used for those parts of the software where the use of high-level programming

languages is not appropriate, such as low-level software with interfaces to the hardware, interrupt handlers, or time-critical

algorithms.

© 1SO 2011 — All rights reserved
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5.4.7 To support the correctness of the design and implementation, the design and coding guidelines for the
modelling, or programming languages, shall address the topics listed in Table 1.

NOTE 1 Coding guidelines are usually different for different programming languages.
NOTE 2  Coding guidelines can be different for model-based development.
NOTE 3  Existing coding guidelines can be modified for a specific item development.

EXAMPLE MISRA CBl and MISRA AC AGCH! are coding guidelines for the programming language C.

Table 1 — Topics to be covered by modelling and coding guidelines

Topics ASIL

A B C D
1a | Enforgement of low complexity? ++ + ++ 4+
1b | Use offlanguage subsetsP ++ ++ ++ 4+
1c | Enforgement of strong typing® ++ ++ ++ 1+
1d | Use ofl defensive implementation techniques o] + ++ ++
1e | Use of|established design principles + + + 1+
1f | Use offunambiguous graphical representation + ++ ++ 4+
1g | Use of| style guides + ++ ++ 4+
1h | Use oflnaming conventions ++ ++ ++ 4+

@  An apprdpriate compromise of this topic with other methods in this part of 1SO 26262 may be required.

b The objeftives of method 1b are

programmers, code generators or compilers.
— Exclysion of language constructs which from expefience easily lead to mistakes, for example assignments in conditions or
identfcal naming of local and global variables.
— Excldsion of language constructs which could result in unhandled run-time errors.

— EchEFion of ambiguously defined language constructs, which may be interpreted differently by different modellers,

¢ The objeftive of method 1c is to impose pripcipfés of strong typing where these are not inherent in the language.

5.5 Work products

5.5.1 Sal[\:y plan (refined) resulting from requirements 5.4.1 t0 5.4.7.

5.5.2 Soitware verification plan resulting from requirements 5.4.1 to 5.4.5 and 5.4.7.

5.5.3 DeTign and coding guidelines for modelling and programming languages resulting from
requiremenjs /4.6 and 5.4.7.

5.5.4 Tool application guidelines resulting from requirements 5.4.5 and 5.4.6.

6 Specification of software safety requirements

6.1 Objectives

The first objective of this sub-phase is to specify the software safety requirements. They are derived from the
technical safety concept and the system design specification.
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The second objective is to detail the hardware-software interface requirements initiated in ISO 26262-4:2011,
Clause 7.

The third objective is to verify that the software safety requirements and the hardware-software interface
requirements are consistent with the technical safety concept and the system design specification.

6.2

General

The technical safety requirements are refined and allocated to hardware and software during the system
desrgn phase grven in 1SO 26262-4: 2011 Clause 7. The specrflcatlon of the software safety requrrements

6.3.

The|

6.4

6.4.
lead

EXA

Inputs to this clause

.l Prerequisites

following information shall be available:

technical safety concept in accordance with ISO 26262-4:2011, 7.5.4;

system design specification in accordance with ISO 26262-4:2011, 7.5.2;
hardware-software interface specification in accordance with 1SO 26262-4:2011, 7.5.3;
safety plan (refined) in accordance with 5.5.1;

software verification plan in accordance with 5,5:2.

P Further supporting information
following information can be considered:
hardware design specification(see 1ISO 26262-5:2011, 7.5.1);

guidelines for the application of methods (from external source).

Requirements‘and recommendations

I The softwaré safety requirements shall address each software-based function whose f
to a violation-of a technical safety requirement allocated to software.

MPLE Functions whose failure could lead to a violation of a safety requirement can be:

, , , - 5 sub-phase
des the specrflcatlon of software safety requlrements to support the subsequent desrgn phase 5.

D

hilure could

| functions that enable the system to achieve or maintain a safe state:

functions related to the detection, indication and handling of faults of safety-related hardware elements;

functions related to the detection, notification and mitigation of faults in the software itself;

NOTE 1 These include both the self-monitoring of the software in the operating system and application-

monitoring of the software to detect, indicate and handle systematic faults in the application software.

functions related to on-board and off-board tests;

specific self-

NOTE 2 On-board tests can be carried out by the system itself or through other systems within the vehicle network

during operation and during the pre-run and post-run phase of the vehicle.
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NOTE 3 Off-board tests refer to the testing of the safety-related functions or properties during production or in

service.

functions that allow modifications of the software during production and service; and

functions related to performance or time-critical operations.

6.4.2 The specification of the software safety requirements shall be derived from the technical safety
concept and the system design in accordance with ISO 26262-4:2011, 7.4.1 and 7.4.5, and shall consider:

e 5,

be

a) the specification and management of safety requirements in accordance with 1SO 26262-8:2011,
Clause]6;
b) the spgcified system and hardware configurations;
EXAMPLE 1 Configuration parameters can include gain control, band pass frequency and clock prescaler.
c) the hargware-software interface specification;
d) the relgvant requirements of the hardware design specification;
e) the tim|ng constraints;
EXAMPLE 2 Execution or reaction time derived from the required response\time at the system level.
f)  the external interfaces; and
EXAMPLE 3 Communication and user interfaces.
g) each operating mode of the vehicle, the system, or thezhardware, having an impact on the software.
EXAMPLE 4 Operating modes of hardware devices'can include default, initialization, test, and advanced modeg.
6.4.3 If ASIL decomposition is applied to the software safety requirements, 1ISO 26262-9:2011, Claus
shall be complied with.
6.4.4 Thg hardware-software interface specification initiated in 1SO 26262-4:2011, Clause 7, shal
detailed dgwn to a level allowing {the correct control and usage of hardware, and shall describe §

safety-relat

6.45 Ifo
carried out
specificatio

6.4.6 The
software int

bd dependency betweenyhardware and software.
her functions in_addition to those functions for which safety requirements are specified in 6.4.1
.

verification of the software safety requirements and of the refined specification of the hardy
erface(shall be planned in accordance with ISO 26262-8:2011, Clause 9.

ach

are

by the embedded software, these functions shall be specified, or else a reference made to their

vare

6.4.7 The
responsible

refined hardware-software Inieriace specnication shall be veriied Joinily by the pers
for the system, hardware and software development.

ons

6.4.8 The software safety requirements and the refined hardware-software interface requirements shall be

verified in a
a)
b)
c) consist
8

ccordance with ISO 26262-8:2011, Clauses 6 and 9, to show their:

compliance and consistency with the technical safety requirements;

compliance with the system design; and

ency with the hardware-software interface.
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Work products

6.5.2 Hardware-software interface specification (refined) resulting from requirement 6.4.4.

NOTE This work product refers to the same work product as given in ISO 26262-5:2011 6.5.2

6.5.3 Software verification plan (refined) resulting from requirement 6.4.6.

6.5.4 Software verification report resulting from requirements 6.4.7 and 6.4.8.

Software safety requirements specification resulting from requirements 6.4.1 to 6.4.3 and 6.4.5.

7

71

The)
safe

The)

7.2
The
stru
dyn

NOT
tech
chaf

Ino
req

The)
mar

7.3

7.3.

The)

relajed requirements are implemented. Hence in this sub-phase safety-related and non-sg

Software architectural design

Objectives

first objective of this sub-phase is to develop a software architectural design that realizes t
ty requirements.

second objective of this sub-phase is to verify the software architectural design.

General
software architectural design represents all software components and their interactions in a
Cture. Static aspects, such as interfaces and data paths between all software components,
Bmic aspects, such as process sequences and timing behaviour are described.

E The software architectural design is not necessarily limited to one microcontroller or ECU, and is
hical safety concept and system design. The software architecture for each microcontroller is also addr
ter.

rder to develop a software architectural design both software safety requirements as well as all
irements are handled within ene development process.

software architectural design provides the means to implement the software safety requirem
age the complexity oflthe’software development.

Inputs to this clause

1 Prerequisites

following information shall be available:

he software

hierarchical
as well as

related to the
bssed by this

non-safety-
fety-related

ents and to

safety pran (refined) imaccordance with 5.5.1;
design and coding guidelines for modelling and programming languages in accordance with 5.
hardware-software interface specification in accordance with ISO 26262-4:2011, 7.5.3;
software safety requirements specification in accordance with 6.5.1;

software verification plan (refined) in accordance with 6.5.3; and

software verification report in accordance with 6.5.4.
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7.3.2 Further supporting information

The following information can be considered:

— technical safety concept (see ISO 26262-4:2011, 7.5.1);

— system design specification (see ISO 26262-4:2011, 7.5.2);

— qualified software components available (see ISO 26262-8:2011, Clause 12);

— tool application Ollidnlinne inaccordance with 55 4 and

— guidelines for the application of methods (from external source).

7.4 Requirements and recommendations

7.41 To |ensure that the software architectural design captures the information neCessary to allow|the
subsequent development activities to be performed correctly and effectively, the software architectural depign
shall be dgscribed with appropriate levels of abstraction by using the notations.for software architectjural
design listed in Table 2.

Table 2 — Notations for software architectural design

ASIL
Methods
A B C D
1a | Inform@al notations ++ ++ + N
1b | Semi-formal notations + ++ ++ 4+
1c | Formdl notations + + + "

7.4.2 Ddring the development of the software architectural design the following shall be considered:
a) the verffiability of the software architectural design;

NOTE This implies bi-directional-traceability between the software architectural design and the software safety
requirerents.

b) the suifability for configurable software;
c) the feapibility for the~design and implementation of the software units;

d) the testability-of the software architecture during software integration testing; and

e) the malntainability of the software architectural design.

7.4.3 In order to avoid failures resulting from high complexity, the software architectural design shall exhibit
the following properties by use of the principles listed in Table 3:

a) modularity;
b) encapsulation; and

c) simplicity.
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Table 3 — Principles for software architectural design

C

d

marlipulate those parts of software that are relevant to a particular concept, goal, task, or purpose.

Methods 1d and 1e can, for example, be achieved by separation of concerns which refers to the ability to identify, end

Method 1e addresses the limitation of the external coupling of software components.

Any interrupts used have to be priority-based.

ASIL
Methods

A B Cc D
1a | Hierarchical structure of software components ++ ++ ++ ++
1b | Restricted size of software components? ++ ++ ++ ++
1c | Restricted size of interfaces? + + + +
1d | High cohesion within each software component? + ++ ++ ++
1e _|Restricted coupling between software components® b, ¢ + ++ ++ ++
1f | | Appropriate scheduling properties ++ ++ -+ ++
1g | | Restricted use of interrupts® 9 + D + ++
2 |In methods 1b, 1c, 1e and 1g "restricted" means to minimize in balance with other design considerations.
b

apsulate, and

NOTE An appropriate compromise between the methods listed in_Table 3 can be necessary since the
not rl:utually exclusive.

7.4 The software architectural design shall be developed down to the level where all softwa
identified.
7.4.6 The software architectural design shall desgribe:

a)

b)

the static design aspects of the software components; and
NOTE 1 Static design aspects address;

— the software structure including its hierarchical levels;

— the logical sequence of data processing;

— the data types afnditheir characteristics;

— the external.interfaces of the software components;

— the external interfaces of the software; and

—  the'constraints including the scope of the architecture and external dependencies.

NOTE 2 In the case of model-based development, modelling the structure is an inherent part o

modelling activities.

the dynamic design aspects of the software components.
NOTE 1 Dynamic design aspects address:

— the functionality and behaviour;

— the control flow and concurrency of processes;

— the data flow between the software components;

— the data flow at external interfaces; and

© 1SO 2011 — All rights reserved
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— the temporal constraints.

NOTE 2 To determine the dynamic behaviour (e.g. of tasks, time slices and interrupts) the different operating states

(e.g. power-up, shut-down, normal operation, calibration and diagnosis) are considered.

NOTE 3 To describe the dynamic behaviour (e.g. of tasks, time slices and interrupts) the communication

relationships and their allocation to the system hardware (e.g. CPU and communication channels) are specified.
7.4.6 Every safety-related software component shall be categorized as one of the following:

a) newly developed;

b) reused|with modifications; or
c) reused|without modifications.

7.4.7 Safgty-related software components that are newly developed or reused with modifications sha
developed inh accordance with ISO 26262.

NOTE Ih these cases 1ISO 26262-8:2011, Clause 12, does not apply.

7.4.8 Safety-related software components that are reused without modifications shall be qualifie
accordancg with 1ISO 26262-8:2011, Clause 12.

NOTE The use of qualified software components does not affect the applicability of Clauses 10 and 11. Howg
some activitigs described in Clauses 8 and 9 can be omitted.

7.4.9 The software safety requirements shall be allocated to~the software components. As a result, €
software cqmponent shall be developed in compliance with the highest ASIL of any of the requirem
allocated to|it.

NOTE Following this allocation, further refinement of the)software safety requirements can be necessary.

7.4.10 If the embedded software has to implement software components of different ASILs, or safety-rel

| be

i in

pver,

ach

bnts

hted

and non-safety-related software components, then all of the embedded software shall be treated in

accordanceg with the highest ASIL, unless the software components meet the criteria for coexistenc
accordance with ISO 26262-9:2011, Clause 6.

7.4.11 If doftware partitioning (see.Annex D) is used to implement freedom from interference betw
software components it shall becensured that:

a) the shared resources<are used in such a way that freedom from interference of software partition
ensuref;

NOTE 1 Tasks-within a software partition are not free from interference among each other.

NOTE 4 One software partition cannot change the code or data of another software partition nor command

B in

een

non-

shared tesaurces of other saoftware Ir\:\rfifinne

NOTE 3 The service received from shared resources by one software partition cannot be affected by another

software partition. This includes the performance of the resources concerned, as well as the rate, latency, jitter
duration of scheduled access to the resource.

and

b) the software partitioning is supported by dedicated hardware features or equivalent means (this

requirement applies to ASIL D, in accordance with 4.3);

c) the part of the software that implements the software partitioning is developed in compliance with

the

same or an ASIL higher than the highest ASIL assigned to the requirements of the software partitions;

and
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NOTE In general the operating system provides or supports software partitioning.

d) the verification of the software partitioning during software integration and testing (in accordance with
Clause 10) is performed.

7.4.12 An analysis of dependent failures in accordance with 1ISO 26262-9:2011, Clause 7, shall be carried
out if the implementation of software safety requirements relies on freedom from interference or sufficient
independence between software components.

7.413 Safety analysis shall be carried out at the software architectural level in accordance with
ISO 26262-9:2011, Clause 8, in order to:

— |identify or confirm the safety-related parts of the software; and

— |support the specification and verify the efficiency of the safety mechanisms.

NOTE Safety mechanisms can be specified to cover both issues associated with random*hardware failufes as well as
software faults.

7.4.14 To specify the necessary software safety mechanisms at the software architectural leve|, based on
the [results of the safety analysis in accordance with 7.4.13, mechanisms for error detection s listed in
Tabje 4 shall be applied.

NOTE When not directly required by technical safety requirements,allocated to software, the use of software safety
mechanisms is reviewed at the system level to analyse the potential impact on the system behaviour.

Table 4 — Mechanisms for error detection at the software architectural level

Methods ASIH

A B Cc D
1a | | Range checks of input and output data ++ ++ L+ ++
1b | | Plausibility check® + + + ++
1c | | Detection of data errorsP + + + +
1d | | External monitoring facility® o] + + ++
1e | | Control flow monitoring o + L+ ++
1f | | Diverse software design o] o] + ++

@ | Plausibility checks camjinclude using a reference model of the desired behaviour, assertion checks, or comparing signals from

diffgrent sources.

b Types of methods that may be used to detect data errors include error detecting codes and multiple data storage.

Cc

An external monitoring facility can be, for example, an ASIC or another software element performing a watchdog funcfjon.

7.4.T5 This subclause applies 10 ASIL (A), (B), C and D, In accordance with 4.3: 10 specily the necessary
software safety mechanisms at the software architectural level, based on the results of the safety analysis in
accordance with 7.4.13, mechanisms for error handling as listed in Table 5 shall be applied.

NOTE 1 When not directly required by technical safety requirements allocated to software, the use of software safety
mechanisms is reviewed at the system level to analyse the potential impact on the system behaviour.

NOTE 2  The analysis at software architectural level of possible hazards due to hardware is described in ISO 26262-5.
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Table 5 — Mechanisms for error handling at the software architectural level

ASIL
Methods
A B C D
1a | Static recovery mechanism? + + + +
1b | Graceful degradation® + + + +
1c |Independent parallel redundancy® 0 o] + ++
1d | Correcting codes for data + + + +

@  Static re¢overy mechanisms can include the use of recovery blocks, backward recovery, forward recovery and recovery thrqugh
repetition.

b Graceful degradation at the software level refers to prioritizing functions to minimize the adverse effects of potential failureg on
functional safgty.

¢ Independent parallel redundancy can be realized as dissimilar software in each parallel path.

7.4.16 If new hazards introduced by the software architectural design are not already covered by an exigting
safety goal [they shall be introduced and evaluated in the hazard analysis and risk.assessment in accordgnce
with the change management process in ISO 26262-8:2011, Clause 8.

NOTE Newly identified hazards, not already reflected in a safety goal, are,usually non-functional hazards. If those
non-functional hazards are outside the scope of this standard then it is recommended that they be annotated in the hazard
analysis and|risk assessment with the following statement “No ASIL is assigned to this hazard as it is not within the s¢ope
of ISO 26263.” However, an ASIL is allowed for reference purposes.

7.417 An ppper estimation of required resources for the embedded software shall be made, including:
a) the exgcution time;
b) the stofage space; and

EXAMPLE RAM for stacks and heaps, ROM for program and non-volatile data.
c) the compmunication resources.
7.4.18 The software architectural™design shall be verified in accordance with 1ISO 26262-8:2011, Claude 9,
and by usipg the software architectural design verification methods listed in Table 6 to demonstrate|the
following prpperties:

a) complignce with the software safety requirements;

b) compatibility with the target hardware; and

NOTE | This includes the resources as specified in 7.4.17.

c) adherence to design guidelines.
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Table 6 — Methods for the verification of the software architectural design

Methods ASIL

A B C D
1a | Walk-through of the design? ++ + o]
1b | Inspection of the design? + ++ ++ ++
1¢ | Simulation of dynamic parts of the design® + + + ++
1d | Prototype generation 0 o + ++
1e | Formal verification o o + +
1f | | Control flow analysis® + + L+ ++
1g | | Data flow analysis® + + L+ T+

In the case of model-based development these methods can be applied to the model.

Method 1c requires the usage of executable models for the dynamic parts of the software architecture;

Control and data flow analysis may be limited to safety-related components and their interfaces.

7.5 Work products

7.5.1 Software architectural design specification resulting from_ requirements 7.4.1 to 7.4.6, 7{4.9, 7.4.10,
7.4.114,7.4.15and 7.4.17.

7.5.2 Safety plan (refined) resulting from requirement 7.4.7.

7.5.8 Software safety requirements specification (refined) resulting from requirement 7.4.9.
7.5. Safety analysis report resulting from requirement 7.4.13.

7.5.[

Dependent failures analysis report resulting from requirement 7.4.12.

7.5.p Software verification report (refined) resulting from requirement 7.4.18.

8 [Software unit design-and implementation

8.1 Objectives

The| first objective~ef-this sub-phase is to specify the software units in accordance with the software
architectural design'and the associated software safety requirements.

The| second.dbjective of this sub-phase is to implement the software units as specified.

The| third ‘Objective of this sub-phase is the static verification of the design of the software uniis and their
implementation.

8.2 General

Based on the software architectural design, the detailed design of the software units is developed. The
detailed design will be implemented as a model or directly as source code, in accordance with the modelling
or coding guidelines respectively. The detailed design and the implementation are statically verified before
proceeding to the software unit testing phase. The implementation-related properties are achievable at the
source code level if manual code development is used. If model-based development with automatic code
generation is used, these properties apply to the model and need not apply to the source code.

In order to develop a single software unit design both software safety requirements as well as all non-safety-

related requirements are implemented. Hence in this sub-phase safety-related and non-safety-related
requirements are handled within one development process.
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The implementation of the software units includes the generation of source code and the translation into
object code.

8.3

Inputs to this clause

8.3.1 Prerequisites

The following information shall be available:

design and coding guidelines for modelling and programming languages in accordance with 5.5.3;

softwanle verification plan (refined) in accordance with 6.5.3;
softwarle architectural design specification in accordance with 7.5.1;

safety plan (refined) in accordance with 7.5.2;

softwale safety requirements specification (refined) in accordance with 7.5.3; and

softwarle verification report (refined) in accordance with 7.5.6.

8.3.2 Further supporting information

The following information can be considered:

8.4

8.4.1 Thg requirements/ofthis subclause shall be complied with if the software unit is safety-related.

NOTE “Bafety-related” means that the unit implements safety requirements, or that the criteria for coexistence

technidal safety concept (see ISO 26262-4:2011, 7.5.1);
system| design specification (see ISO 26262-4:2011,.7:5:2);
tool application guidelines in accordance with 5.54;
hardwdre-software interface specification (fefined) (see 6.5.2);
safety @nalysis report in accordance with 7.5.4; and

guidelipes for the application of methods (from external source).

Requirements and recommendations

ISO 26262-9;2011 Clause 6) of the unit with other units are not satisfied.

84.2 To
developmer

see

ehsure that the software unit design captures the information necessary to allow the subseqient

using the notations listed in Table 7.

Table 7 — Notations for software unit design

T activities 10 be performed correctly and effectively, the software unit design shall be described

ASIL
Methods

A B (o D
1a |Natural language ++ ++ ++ ++
1b | Informal notations ++ ++ + +
1c | Semi-formal notations + ++ ++ ++
1d |Formal notations + + + +
16 ©1S0 2011 — All rights reserved


https://standardsiso.com/api/?name=b5f7369bf565147a1ec0bd29e803efe8

ISO 26262-6:2011(E)

NOTE In the case of model-based development with automatic code generation, the methods for representing the
software unit design are applied to the model which serves as the basis for the code generation.

8.4.3 The specification of the software units shall describe the functional behaviour and the internal design
to the level of detail necessary for their implementation.

EXAMPLE Internal design can include constraints on the use of registers and storage of data.

8.4.4 Design principles for software unit design and implementation at the source code level as listed in
Table 8 shall be applied to achieve the following properties:

a) [correct order of execution of subprograms and functions within the software units, based on he software
architectural design;

b) |consistency of the interfaces between the software units;

c) |correctness of data flow and control flow between and within the software units;
d) |simplicity;

e) |readability and comprehensibility;

f) [robustness;

EXAMPLE Methods to prevent implausible values, execution errors, division by zero, and errors in the ¢lata flow and
control flow.

g) |[suitability for software modification; and

h) |testability.

Table 8 — Design principles‘for software unit design and implementation

Methods ASIL

A B C D
1a | | One entry and one exit point.in)jsubprograms and functions?® ++ ++ -+ ++
1b | | No dynamic objects or variables, or else online test during their creation@.? + ++ -+ ++
1c | | Initialization of variablés ++ ++ -+ ++
1d | | No multiple use of-variable names? + ++ -+ ++
1e | | Avoid global Variables or else justify their usage? + + -+ ++
1f | | Limited.use of pointers? o + + ++
1g | | No implicit type conversions@.? + ++ b+ =+
1h | |'No hidden data flow or control flow® + ++ -+ ++
1i | No unconditional jumps@.- ++ ++ -+ ++
1j | Norecursions + + ++ +4

@  Methods 1a, 1b, 1d, 1e, 1f, 1g and 1i may not be applicable for graphical modelling notations used in model-based development.

b Methods 1g and 1i are not applicable in assembler programming.

€ Methods 1h and 1i reduce the potential for modelling data flow and control flow through jumps or global variables.

NOTE For the C language, MISRA C[3! covers many of the methods listed in Table 8.
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8.4.5 The software unit design and implementation shall be verified in accordance with 1ISO 26262-8:2011
Clause 9, and by applying the verification methods listed in Table 9, to demonstrate:

a) the compliance with the hardware-software interface specification (in accordance with ISO 26262-5:2011,
6.4.10);

b) the fulflment of the software safety requirements as allocated to the software units (in accordance with
7.4.9) through traceability;

c) the compliance of the source code with its design specification;

NOTE In the case of model-based development, requirement c) still applies.
d) the compliance of the source code with the coding guidelines (see 5.5.3); and

e) the compatibility of the software unit implementations with the target hardware.

Table 9 — Methods for the verification of software unit design and implementation

Methods ASIL

A B C D
1a | Walk-through? ++ + o b
1b | Inspedtion? + ++ ++ 4+
1c | Semi-formal verification + + ++ 4+
1d | Formg| verification o o + "
1e | Contrqgl flow analysisbxc + + ++ 4+
1f | Data flow analysisP© + + + i+
1g | Static fode analysis + ++ ++ 4+
1h | Semantic code analysisd + + + n

@ In the cape of model-based software development the’software unit specification design and implementation can be verified af the
model level.

b Methods|1e and 1f can be applied at the soutce code level. These methods are applicable both to manual code development|and
to model-basgd development.

¢ Methods|1e and 1f can be part of methods 1d, 1g or 1h.

d  Method [ih is used for mathémmatical analysis of source code by use of an abstract representation of possible values forl the
variables. Forfthis it is not necesSary to translate and execute the source code.

NOTE Table Q_lists only static verification techniques. Dynamic verification techniques (e.g. testing techniques) are
covered in Trbles 10, 11 and 12.

8.5 Work products
8.5.1 Software unit design specification resulting from requirements 8.4.2 to 8.4.4.

NOTE In the case of model-based development, the implementation model and supporting descriptive
documentation, using techniques listed in Table 8, specifies the software units.

8.5.2 Software unit implementation resulting from requirement 8.4.4.

8.5.3 Software verification report (refined) resulting from requirement 8.4.5.
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9 Software unit testing

9.1 Objectives

The objective of this sub-phase is to demonstrate that the software units fulfil the software unit design
specifications and do not contain undesired functionality.

9.2 General

A procedure for testing the software unit against the software unit design specifications is established, and the
tests are carried out in accordance with this procedure.

9.3| Inputs to this clause

9.3.1 Prerequisites

Thelfollowing information shall be available:

— |hardware-software interface specification (refined) in accordance with.\6.5.2;
— |software verification plan (refined) in accordance with 6.5.3;

— |safety plan (refined) in accordance with 7.5.2;

— | software unit design specification in accordance with 8.5:1;

— |software unit implementation in accordance with«8.5.2; and

— | software verification report (refined) in accordance with 8.5.3.

9.3.2 Further supporting information
Thelfollowing information can be considered:
— |tool application guidelines in“accordance with 5.5.4; and

— |guidelines for the application of methods (from external source).

9.4] Requirements and recommendations
9.4/1 The.fequirements of this subclause shall be complied with if the software unit is safety-related.

NOTE “Safety-related” means that the unit implements safety requirements, or that the criteria for coexigtence of the
unit withhother units are not satisfied.

9.4.2 Software unit testing shall be planned, specified and executed in accordance with ISO 26262-8:2011,
Clause 9.

NOTE 1 Based on the definitions in 1ISO 26262-8:2011, Clause 9, the test objects in the software unit testing are the
software units.

NOTE 2 For model-based software development, the corresponding parts of the implementation model also represent
objects for the test planning. Depending on the selected software development process the test objects can be the code
derived from this model or the model itself.
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9.4.3 The software unit testing methods listed in Table 10 shall be applied to demonstrate that the software
units achieve:

a)

b)

compliance with the software unit design specification (in accordance with Clause 8);

compliance with

ISO 26262-5:2011, 6.4.10);

the specification of the hardware-software interface (in

accordance with

c) the specified functionality;
d) confidence in the absence of unintended functionality;
e) robustress; and
EXAMPLE The absence of inaccessible software, the effectiveness of error detection and(error hangling
mechanfisms.
f)  sufficient resources to support their functionality.
Table 10 — Methods for software unit testing
ASIL
Methods
A B C D
1a | Requifements-based test? ++ ++ ++ 1+
1b | Interface test ++ ++ ++ 1+
1c | Fault ihjection test? + + + 1+
1d |Resoyrce usage test® + + + 1+
1e |Back-fo-back comparison test between model and code, if @pplicabled + + ++ 1+
@ The software requirements at the unit level are the basis for this,requirements-based test.
b This inclfides injection of arbitrary faults (e.g. by corrupting values of variables, by introducing code mutations, or by corrugting

C

d

values of CP\

hardware or if

the same way

Some agpects of the resource usage test can only be evaluated properly when the software unit tests are executed on the tgrget
the emulator for the target processar supports resource usage tests.

This met]

registers).

hod requires a model that can simulate the functionality of the software units. Here, the model and code are stimulatgd in
and results compared with each.ether.

9.4.4 To enable the specification of appropriate test cases for the software unit testing in accordance with
9.4.3, test dases shall be\derived using the methods listed in Table 11.
Table 11 — Methods for deriving test cases for software unit testing
ASIL
Methods

A B C D
1a | Analysis of requirements ++ ++ ++ ++
1b | Generation and analysis of equivalence classes?® + ++ ++ ++
1c | Analysis of boundary valuesP + ++ ++ ++
1d | Error guessing® + + + +
a8  Equivalence classes can be identified based on the division of inputs and outputs, such that a representative test value can be

b

c

This method applies to interfaces, values approaching and crossing the boundaries and out of range values.

selected for each class.

Error guessing tests can be based on data collected through a “lessons learned” process and expert judgment.
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9.4.5 To evaluate the completeness of test cases and to demonstrate that there is no unintended
functionality, the coverage of requirements at the software unit level shall be determined and the structural
coverage shall be measured in accordance with the metrics listed in Table 12. If the achieved structural
coverage is considered insufficient, either additional test cases shall be specified or a rationale shall be
provided.

EXAMPLE 1 Analysis of structural coverage can reveal shortcomings in requirement-based test cases, inadequacies
in requirements, dead code, deactivated code or unintended functionality.

EXAMPLE 2 A rationale can be given for the level of coverage achieved based on accepted dead code (e.g. code for
debugging) or code segments depending on different software configurations; or code not covered can be verified using

com :Clllclltaly methods (c.y. illapcutiuna).

Table 12 — Structural coverage metrics at the software unit level

ASIL
Methods
A B Cc D
1a | | Statement coverage ++ ++ + +
1b | | Branch coverage + 4+ L+ ++
1c | | MC/DC (Modified Condition/Decision Coverage) + + + ++

NOTE 1 The structural coverage can be determined by the use of appropriate software tools.

NOTE 2 In the case of model-based development, the analysis of structural coverage can be performed |at the model
leve| using analogous structural coverage metrics for models.

NOTE 3  If instrumented code is used to determingthe degree of coverage, it can be necessary to show that the
instlumentation has no effect on the test results. This can be done by repeating the tests with non-instrumentgd code.

9.4.6 The test environment for software unit testing shall correspond as closely as possible tp the target
envlronment. If the software unit testing.is not carried out in the target environment, the differgnces in the
soufce and object code, and the differences between the test environment and the target enviropment, shall
be analysed in order to specify additional tests in the target environment during the subsequent test phases.

NOTE 1 Differences between-the’test environment and the target environment can arise in the source cpde or object
codg, for example, due to different’bit widths of data words and address words of the processors.

NOTE 2  Depending pn\the scope of the tests, the appropriate test environment for the execution of the sdftware unit is
used (e.g. the target precessor, a processor emulator or a development system).

NOTE 3 Software unit testing can be executed in different environments, for example:
— | model-in-the-loop tests;

— |software-in-the-loop tests;

— processor-in-the-loop tests; and
— hardware-in-the-loop tests.

NOTE 4  For model-based development, software unit testing can be carried out at the model level followed by back-to-
back comparison tests between the model and the object code. The back-to-back comparison tests are used to ensure
that the behaviour of the models with regard to the test objectives is equivalent to the automatically-generated code.

9.5 Work products

9.5.1 Software verification plan (refined) resulting from requirements 9.4.2 to 9.4.6.
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9.5.2 Software verification specification resulting from requirements 9.4.2 and 9.4.4 to 9.4.6.

9.5.3 Software verification report (refined) resulting from requirement 9.4.2.

10 Software integration and testing

10.1 Objectives

The first objective of this sub-phase is to integrate the software elements.

The second objective of this sub-phase is to demonstrate that the software architectural design is realize
the embedded software.

10.2 Geng¢ral

In this subiphase, the particular integration levels and the interfaces between the software elements
tested agaipst the software architectural design. The steps of the integration and-testing of the softy
elements cgrrespond directly to the hierarchical architecture of the software.

The embedped software can consist of safety-related and non-safety-related, séftware elements.

10.3 Inputs to this clause

10.3.1 Prerequisites

The following information shall be available:

—  hardws

re-software interface specification (refined) in“accordance with 6.5.2;

— softwale architectural design specification in accordance with 7.5.1;

— safety

plan (refined) in accordance with 7.5.2;

— softwale unit implementation in accordance with 8.5.2;

— softwalle verification plan (refined) in accordance with 9.5.1;

— softwale verification spécification in accordance with 9.5.2; and

— softwalle verification report (refined) in accordance with 9.5.3.

10.3.2 Furtherssupporting information

] by

are
yare

The followi

— qualifie

g mformation can be considerea:

d software components available (see 1ISO 26262-8:2011, Clause 12);

— software tool qualification report in accordance with ISO 26262-8:2011, 11.5.2;

— tool application guidelines in accordance with 5.5.4; and

— quidelines for the application of methods (from external source).
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10.4 Requirements and recommendations

10.4.1 The planning of the software integration shall describe the steps for integrating the individual software
units hierarchically into software components until the embedded software is fully integrated, and shall
consider:

a) the functional dependencies that are relevant for software integration; and

b) the dependencies between the software integration and the hardware-software integration.

NOTE For model-based development, the software integration can be replaced with integration at the model level
and pubsequent automatic code generation from the integrated model.

10.4.2 Software integration testing shall be planned, specified and executed innaccorflance with
1SO|26262-8:2011, Clause 9.

NOTE 1 Based on the definitions in ISO 26262-8:2011, Clause 9, the software integration,test objects are|the software
components.

NOTE 2 For model-based development, the test objects can be the models associated with the software cpmponents.

10.4.3 The software integration test methods listed in Table 13 shall berapplied to demonstrate that both the
softivare components and the embedded software achieve:

a) |compliance with the software architectural design in accordafice with Clause 7;

b) |compliance with the specification of the hardware-software interface in accordance with
1ISO 26262-4:2011, Clause 7;

c) [the specified functionality;
d) |robustness; and
EXAMPLE Absence of inaccessible software; effective error detection and handling.

e) |sufficient resources to suppartithe functionality.

Table 13 — Methods for software integration testing

ASIL
Methods

A B C D
1a | | Requirement§-based test? ++ ++ +H ++
1b Interface test ++ ++ +4 ++
1c | | Faultinjection test? + + 4 ++
1d | Résource usage testcd + + + ++
1e BGU:\ tU bau:\ UUIIIFGI;OUII tCOt bUtVVUUII IIIUdU: CJIII\’.‘.I \/UdU, If app:luab:cp : : : : ++

@  The software requirements at the architectural level are the basis for this requirements-based test.

b This includes injection of arbitrary faults in order to test safety mechanisms (e.g. by corrupting software or hardware components).

€ To ensure the fulfilment of requirements influenced by the hardware architectural design with sufficient tolerance, properties such
as average and maximum processor performance, minimum or maximum execution times, storage usage (e.g. RAM for stack and heap,
ROM for program and data) and the bandwidth of communication links (e.g. data buses) have to be determined.

d  Some aspects of the resource usage test can only be evaluated properly when the software integration tests are executed on the
target hardware or if the emulator for the target processor supports resource usage tests.

€ This method requires a model that can simulate the functionality of the software components. Here, the model and code are

stimulated in the same way and results compared with each other.
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10.4.4 To enable the specification of appropriate test cases for the software integration test methods
selected in accordance with 10.4.3, test cases shall be derived using the methods listed in Table 14.

Table 14 — Methods for deriving test cases for software integration testing

ASIL
Methods
A B C D
1a | Analysis of requirements ++ ++ ++ ++
1b Generation and analysis of equivalence classes? + ++ ++ ++
1c | Analysis of boundary valuesP + ++ ++ +|
1d | Error guessing® + + + 4

@  Equivalehce classes can be identified based on the division of inputs and outputs, such that a representative tést,value cap be

selected for epch class.

b This method applies to parameters or variables, values approaching and crossing the boundaries and out of range values.

¢ Error gugssing tests can be based on data collected through a “lessons learned” process and expert judgment.

10.4.5 To |evaluate the completeness of tests and to obtain confidence( that there is no uninterlded
functionality, the coverage of requirements at the software architectural level by test cases shall be
determined| If necessary, additional test cases shall be specified or a ratiohale shall be provided.

10.4.6 This subclause applies to ASIL (A), (B), C and D, ingaccordance with 4.3: To evaluate|the
completeness of test cases and to obtain confidence that there (8 no unintended functionality, the strucjural
coverage shall be measured in accordance with the metrics listed in Table 15. If the achieved structural
coverage i§ considered insufficient, either additional test.Gases shall be specified or a rationale shall be
provided.

EXAMPLE Analysis of structural coverage can, reveal shortcomings in the requirement-based test cgses,
inadequacieg in the requirements, dead code, deactivated code or unintended functionality.

Table 15 — Structural coverage metrics at the software architectural level

ASIL
Methods
A B C D
1a | Functipn coverage? + + ++ 4+
1b | Call cqverageP + + + s

@  Method fa refers to the_percentage of executed software functions. This evidence can be achieved by an appropriate software
integration strptegy.

b Method {b refers ta the percentage of executed software function calls.

NOTE 1 The structural coverage can be determined using appropriate software tools.

NOTE 2 In the case of model-based development, software architecture testing can be performed at the model level
using analogous structural coverage metrics for models.

10.4.7 It shall be verified that the embedded software that is to be included as part of a production release in
accordance with 1SO 26262-4:2011, Clause 11, contains all the specified functions, and only contains other
unspecified functions if these functions do not impair the compliance with the software safety requirements.

EXAMPLE In this context unspecified functions include code used for debugging or instrumentation.

NOTE If deactivation of these unspecified functions can be ensured, this is an acceptable means of compliance with
this requirement. Otherwise the removal of such code is a change (see ISO 26262-8:2011, Clause 8).

24 © 1SO 2011 — Al rights reserved


https://standardsiso.com/api/?name=b5f7369bf565147a1ec0bd29e803efe8

ISO 26262-6:2011(E)

10.4.8 The test environment for software integration testing shall correspond as closely as possible to the
target environment. If the software integration testing is not carried out in the target environment, the
differences in the source and object code and the differences between the test environment and the target
environment shall be analysed in order to specify additional tests in the target environment during the
subsequent test phases.

NOTE 1 Differences between the test environment and the target environment can arise in the source or object code,
for example, due to different bit widths of data words and address words of the processors.

NOTE 2 Depending on the scope of the tests and the hierarchical level of integration, the appropriate test
environments for the execution of the software elements are used. Such test environments can be the target processor for

f- | " m L ! 1 " " £ 4L H b " "
Ina mMneyratull, Ul'a PTrOLToSUT TITIUIAlUT UT'ad UTVTTUPITITTIL Sy SITTTT TUT UTT PITVIUUS THICYTrdtulT SITPYS.

NOTE 3  Software integration testing can be executed in different environments, for example:
— | model-in-the-loop tests;

— | software-in-the-loop tests;

— | processor-in-the-loop tests; and

— | hardware-in-the-loop tests.

10.5 Work products
10.8.1 Software verification plan (refined) resulting from.réquirements 10.4.1 to 10.4.6 and 10.4.8.

10.8.2 Software verification specification (refined).resulting from requirements 10.4.1, 10.4.2, 10.4.4,
10.4.5, 10.4.7 and 10.4.8.

10.3.3 Embedded software resulting from requirement 10.4.1.

10.83.4 Software verification report (refined) resulting from requirement 10.4.2.

11 |Verification of software-safety requirements

11.1 Objectives

Thel| objective of this-sub-phase is to demonstrate that the embedded software fulfils the softivare safety
requirements.

11.2 General

Thel| purpose of the verification of the software safety requirements is to demonstrate that the|] embedded
software satisfies its requirements in the target environment.

11.3 Inputs to this clause

11.3.1 Prerequisites

The following information shall be available:

— software architectural design specification in accordance with 7.5.1;
— safety plan (refined) in accordance with 7.5.2;

— software safety requirements specification (refined) in accordance with 7.5.3;
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— software verification plan (refined) in accordance with 10.5.1;
— software verification specification (refined) in accordance with 10.5.2;
— software verification report (refined) in accordance with 10.5.4; and

— integration testing report in accordance with ISO 26262-4:2011, 8.5.3.

11.3.2 Further supporting information

The following-informationcanbe—considered:

— validatipn plan (refined) (see ISO 26262-4:2011, 6.5.3);

— technidal safety concept (see ISO 26262-4:2011, 7.5.1);
— system design specification (see ISO 26262-4:2011, 7.5.2);
— tool application guidelines in accordance with 5.5.4; and

— guidelines for the application of methods (from external source).

11.4 Requirements and recommendations

11.4.1 Thae verification of the software safety requirements shall*be planned, specified and executefd in
accordance with ISO 26262-8:2011, Clause 9.

11.4.2 To yerify that the embedded software fulfils the software safety requirements, tests shall be condugted
in the test gnvironments listed in Table 16.

NOTE Test cases that already exist, for example from Software integration testing, can be re-used.

Table 16 — Test environments for conducting the software safety requirements verification

ASIL
Methods
A B C D
1a |Hardware-in-the-loop + + ++ 1+
1b | Electrgnic control unit network environments? ++ ++ ++ 4+
1c | Vehicles ++ ++ T+ 4+

@  Examplep include tést benches partially or fully integrating the electrical systems of a vehicle, “lab-cars” or “mule” vehicles,|and

“rest of the bys” simulations.

11.4.3 The testing of the implementation of the software safety requirements shall be executed on the target
hardware.

11.4.4 The results of the verification of the software safety requirements shall be evaluated with regard to:
a) compliance with the expected results;
b) coverage of the software safety requirements; and

c) pass or fail criteria.
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11.5 Work products
11.5.1 Software verification plan (refined) resulting from requirements 11.4.1 to 11.4.3.
11.5.2 Software verification specification (refined) resulting from requirements 11.4.1 to 11.4.3.

11.5.3 Software verification report (refined) resulting from requirements 11.4.1 and 11.4.4.
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Annex A
(informative)

Overview of and workflow of management of product
development at the software level

Table A.1 provides an overview of objectives, prerequisites and work products of the particular phases of the

product deVelopment at the software level.

Table A.1 — Overview of product development at the software level

development
at the

development activity.

Clause Objectives Prerequisites Work products
5 Plan and initiate the functional Project plan (refined) 5.5.1 Safety plah (refined)
Initiation of | | safety activities for the (see ISO 26262-4:2011, 5.5.1) 5 5.2 Soft ificat |
product sub-phases of the software -0.4 Qoitware veriication piary

Safety plan (refined)
(see I1ISO 26262-4:2011, 5.5.2)

5.5.3-Design and coding
gtidelines for modelling and

requirementg

and the system design
specification.

Detail the hardware-software
interface requirements.

Verify that the software safety
requirements and the
hardware-software ifiterface
requirements are-consistent with
the technical safety concept and
the system design specification.

lsoﬂ\:vare Technical safety concept programming languages
eve -4
(see 1SO 26262-4:2011, 7.5.1) 5.5.4 Tool application guidelingds

System design specification

(see I1SO 26262-4:2011, 7:5:2)

Item integration and testing plan

(refined)

(see ISO 26262-4:2011, 7.5.4)
6 Specify software safety Technical saféty concept 6.5.1 Software safety
Specification | requirements. The software (see ISO 26262-4:2011, 7.5.1) requirements specification
of software | |safety requirements are derived . I .
safety from )tlhe (t]echnical safety concept System désign specification 6.5.2 Hardware-software interface

(see-ISO 26262-4:2011, 7.5.2)

Hardware-software interface
specification
(see ISO 26262-4:2011, 7.5.6)

Safety plan (refined) (see 5.5.1)

Software verification plan
(see 5.5.2)

specification (refined)

6.5.3 Software verification plan
(refined)

6.5.4 Software verification repqrt

7 Developa ‘software architectural | Safety plan (refined) (see 5.5.1) 7.5.1 Software architectural
Software design'that realizes the software Desi d codi ideli f design specification
architectural | safety‘requirements. esign and coding guidelines for )
desi modelling and programming 7.5.2 Safety plan (refined)
an Verify the software architectural |languages (see 5.5.3)
docian - 7.5.3 Software safety
T Hardware-software interface requirements specification
specification (refined)
ISO 26262-4:2011, 7.5. .
(see ISO 2626 011,7.5.6) 7.5.4 Safety analysis report
Software safety requirements . .
specification (see 6.5.1) 7.5.5 Dependent failures analysis
report
Software verification plan (refined) 7.5.6 Software verification report
(see 6.5.3) .
(refined)
Software verification report
(refined) (see 6.5.4)
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Soffware unit
testing

units fulfil the software unit design
specifications and do not contain
undesired functionality.

Clause Objectives Prerequisites Work products
8 Specify the software units in Design and coding guidelines for |8.5.1 Software unit design
Software unit | accordance with the software modelling and programming specification
design and | architectural design and the languages (see 5.5.3) .
implementa- |associated software safety . i .8'5'2 Sof'twa‘re unit
tion requi Software verification plan (refined) | implementation
quirements.
(see 6.5.3) 8.5.3 Soft ificati it
Implement the software units as . . -0-9 Sotware veritication repo
o Software architectural design (refined)
specified. IR
specification (see 7.5.1)
Static verification of the software
unit design and their Safety plan (refined) (see 7.5.2)
implementation. Software safety requirements
specification (refined) (see 7.5.3)
Software verification report
(refined) (see 7.5.6)
9 Demonstrate that the software Hardware-software interface 9.5(1 Software verification plan

specification (refined) (see 6.5.2)

Software verification plan (refined)
(see 6.5.3)

Safety plan (refined) (see. 7.56.2)

Software unit design specification
(see 8.5.1)

Software unit implementation
(see 8.5.2)

Software verification report
(refined)(see 8.5.3)

(refined)

9.5.2 Software verification
specification

9.5.3 Software verification report
(refined)

requirements

10 Integrate the software elements. | Hardware-software interface 10.5.1 Software verifigation plan
_Sof ware Demonstrate that the software specification (refined) (6.5.2) (refined)
integration . L X . . o I
and testing architectural design is realized by-.| Software architectural design 10.5.2 Software verifigation
the embedded software. specification (see 7.5.1) specification (refined)
Safety plan (refined) (see 7.5.2) 10.5.3 Embedded softvare
Software unit implementation 10.5.4 Software verifigation report
(see 8.5.2) (refined)
Software verification plan (refined)
(see 9.5.1)
Software verification specification
(refined) (see 9.5.2)
Software verification report
(refined) (see 9.5.3)
11 Demonstrate that the embedded | Software architectural design 11.5.1 Software verifigation plan
Verffication | software fulfils the software safety | specification (see 7.5.1) (refined)
Of SOftWare reqUIrementS' Safabvnlan (rafinad) (caoa 7 5 2\ 14 5 2 Saoff\wara varifi —\tion
Saf&,ty AAC LA AN SAIC LR EARACZLLE Al AN eoy T =) i = LARAA LB~ N AN

Software safety requirements
specification (refined) (see 7.5.3)

Software verification plan (refined)
(see 10.5.1)

Software verification specification
(refined) (see 10.5.2)

Software verification report
(refined) (see 10.5.4)

Integration testing report
(see ISO 26262-4:2011, 8.5.2)

specification (refined)

11.5.3 Software verification report
(refined)
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Table A.1 (continued)

Clause Objectives Prerequisites Work products
Annex C Enable controlled changes in the | See applicable prerequisites of C.5.1 Configuration data
Software behaviour of the software for the relevant phases of the safety | specification
configuration | different applications lifecycle in which software S

configuration is applied. C'5'2. _Cal!bratlon data
specification

C.5.3 Safety plan (refined)
C.5.4 Configuration data

Fa X~ I a P HN

rH Aot
GO o oanoratuorT aata

C.5.6 Software verification™plar
(refined)

C.5.7 Verification spegification

C.5.8 Verificatiop, report
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Annex B
(informative)

Model-based development

Objectives

This
imp

B.2

Mat

widgspread use in the development of embedded software. In the automative sector, modelling is

con
sim

Mod
sup
sen
diad
nec
an i

order to control complexity. A model consists of function blocks with well-defined inputs and outpu

blog
sign
vari
defi
use
refir

Suc
dire
for

veh

represent a necessary prerequisite for efficient code generation.

The)
in-v
moq

annex describes the concept of model-based development of in-vehicle software and
ications on the product development at the software level.

General

A

hematical modelling, which has been extensively used in many engineering domains, is &
ceptual capture of the functionality to be realized (open/closed loop¢control, monitoring) as we
hlation of real physical system behaviours (vehicle environment).

elling is usually carried out with commercial off-the-shelf modelling and simulation software
port the development and definition of system/software elements, and their connections and i
i-formal graphical models. These models employ editable, hierarchical block diagrams (
rams) and extended state transition diagrams (efg: state charts). The software tools

bssary means of description, computation techniques and interpreters/compilers. Graphical eg
htuitive development and description of complex models. Hierarchically structured modularit

ks are connected within the block diagram by directed edges between their interfaces, whi
al flows. With this, they represent equations in the mathematical model, which relate i
bbles of different elements. The connéction lines represent causally motivated directions of a
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bolving the equations-described by the model. Variable-step solvers are used primarily for m
cle and the enyironment. For the development of embedded software, fixed-step solvers are

modelling.style described is used extensively within the scope of model-based development o
Ehiclersoftware. Typically, both an executable model of the control software (e.g. a functional n
el-of.the surrounding system (e.g. a vehicle model) and its environment (e.g. an environment
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ted’ early in the development cycle and are simulated together. This way. it is possible to

highly complex automotive systems with a high degree of detail at an acceptable calculation speed and to
simulate their behaviour close to reality. While the vehicle/environment model is gradually replaced during the
course of development by the real system and its real environment, the functional model can serve as a
blueprint for the implementation of embedded software on the control unit through code generation.

One characteristic of the model-based development paradigm is the fact that the functional model not only
specifies the desired function but also provides design information and finally even serves as the basis of the
implementation by means of code generation. In other words, such a functional model represents specification
aspects as well as design and implementation aspects. In practice, these different aspects are reflected in an
evolution of the functional model from an early specification model via a desigh model to an implementation
model and finally its automatic transformation into code (model evolution). In comparison to code-based
software development with a clear separation of phases, in model-based development a stronger coalescence
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of the phases “Software safety requirements”, “Software architectural design” and “Software unit design and
implementation” can be noted. Moreover, one and the same graphical modelling notation is used during the
consecutive development stages. Verification activities can also be treated differently since models can be
used as a useful source of information for the testing process (e.g. model-based testing), or can serve as the
object to be verified. The seamless utilization of models facilitates highly consistent and efficient development.

NOTE The paradigm of model-based development does not depend on the existence of the model type mentioned
above. Alternative models such as UML can be used.
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