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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with 1SO, also take part in the work. ISO collaborates closely with the
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nd electronic equipment.

consists of the following parts, under the general title Road \vehicles — Functional safety:
Vocabulary

Management of functional safety

Concept phase

Product development at the systemrlevel

Product development at the .hardware level

Product development at'\the software level

Production and operation

Supporting procésses

Automotive Safety Integrity Level (ASIL)-oriented and safety-oriented analyses
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Introduction

ISO 26262 is the adaptation of IEC 61508 to comply with needs specific to the application sector of electrical
and/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised of
electrical, electronic and software components.

Sa
as

inc
fun
evi

ety is one of the key issues of future automobile development. New functionalities not onlyin
driver assistance, propulsion, in vehicle dynamics control and active and passive) safet
reasingly touch the domain of system safety engineering. Development and _integratior]
ctionalities will strengthen the need for safe system development processes and ‘the need
Hence that all reasonable system safety objectives are satisfied.

With the trend of increasing technological complexity, software content and mecChatronic implement

areg
avd

Sy
tec

increasing risks from systematic failures and random hardware failures. 1SO 26262 includes ¢
id these risks by providing appropriate requirements and processes.

stem safety is achieved through a number of safety measures, which are implemented in 4

applied at the various levels of the development process. Although ISO 26262 is concerned with

saf
tec

a)

b)

c)

d)

e)

Fu
Spé

ety of E/E systems, it provides a framework within which safety-related systems based
hnologies can be considered. ISO 26262:

provides an automotive safety lifecycle (management, development, production, operatio
decommissioning) and supports tailoring the necessary activities during these lifecycle phases;

provides an automotive-specific risk-based approach to determine integrity levels [Automo
Integrity Levels (ASIL)];

uses ASILs to specify applicable requirements of ISO 26262 so as to avoid unreasonable resid

provides requirements for-validation and confirmation measures to ensure a sufficient and
level of safety being achieved;

provides requirements-for relations with suppliers.

nctional safety<is “influenced by the development process (including such activities as re
cification, désign, implementation, integration, verification, validation and configuration), the

and service processes and by the management processes.

Sa
wo

ety issues are intertwined with common function-oriented and quality-oriented development ac
rkcproducts. 1ISO 26262 addresses the safety-related aspects of development activities and work

hreas such
y systems
of these
to provide

ation, there
uidance to

variety of

hnologies (e.g. mechanical, hydraulic, pneumatic, electrical;™electronic, programmable elecfronic) and

functional
on other

n, service,

live Safety

ual risk;

acceptable

Huirements

production

tivities and
products.

Figure 1 shows the overall structure of this edition of ISO 26262. ISO 26262 is based upon a V-model as a
reference process model for the different phases of product development. Within the figure:

EXAMPLE

the shaded “V’s represent the interconnection between [SO 26262-3, 1SO 26262-4, 1SO 26262-5,

ISO 26262-6 and ISO 26262-7;

the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number of the

particular part and “n” indicates the number of the clause within that part.

“2-6” represents Clause 6 of ISO 26262-2.
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Figure 1 — Overview of ISO 26262
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publication of ISO 26262, only the modifications will be developed ifiraccordance with ISO 26262.

1S(
inc
rad
cal

1S(

pefformance standards exist for these systems (e.g. active and passive safety systems, brak

Ad

Th
inte

Scope
D 26262 is intended to be applied to safety-related systems that include one or more electn

icle mass up to 3 500 kg. 1ISO 26262 does not address unique E/E systems in(special purpo
h as vehicles designed for drivers with disabilities.

stems and their components released for production, or systems and\their components alrg
elopment prior to the publication date of ISO 26262, are exempted from the scope.
elopment or alterations based on systems and their components,‘released for production {

D 26262 addresses possible hazards caused by malfunctioning behaviour of E/E safety-relate
uding interaction of these systems. It does not addresshazards related to electric shock, fire, sn
iation, toxicity, flammability, reactivity, corrosion, release of energy and similar hazards, unlg
sed by malfunctioning behaviour of E/E safety-related systems.

D 26262 does not address the nominal pefformance of E/E systems, even if dedicated
bptive Cruise Control).

s part of ISO 26262 provides an ovetview of ISO 26262, as well as giving additional explanati
nded to enhance the understanding of the other parts of ISO 26262. It has an informative chg

ical and/or

ctronic (E/E) systems and that are installed in series production passenger cars\with a maxifnum gross

e vehicles

ady under
For further
rior to the

d systems,
hoke, heat,
ss directly

functional
systems,

D

e

bns, and is
racter only

and describes the general concepts of 1ISO 26262 in order to facilitate comprehension. The e¢xplanation

exf

In
req

2

Th
refi
do

ands from general concepts 10 specific contents.

the case of inconsistericies between this part of ISO 26262 and another part of ISO 2
uirements, recommendations and information specified in the other part of ISO 26262 apply.

Normativeé.references

b following’ referenced documents are indispensable for the application of this document.
brences,: only the edition cited applies. For undated references, the latest edition of the
ument (including any amendments) applies.

06262, the

For dated
referenced

I1ISO 26262-1:2011, Road vehicles — Functional safety — Part 1: Vocabulary

ISO 26262-2:2011, Road vehicles — Functional safety — Part 2: Management of functional safety

ISO 26262-3:2011, Road vehicles — Functional safety — Part 3: Concept phase

ISO 26262-4:2011, Road vehicles — Functional safety — Part 4: Product development at the system level

ISO 26262-5:2011, Road vehicles — Functional safety — Part 5: Product development at the hardware level

I1ISO 26262-6:2011, Road vehicles — Functional safety — Part 6: Product development at the software level

ISO 26262-7:2011, Road vehicles — Functional safety — Part 7: Production and operation
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ISO 26262-8:2011, Road vehicles — Functional safety — Part 8: Supporting processes

I1ISO 26262-9:2011, Road vehicles — Functional safety — Part 9: Automotive Safety Integrity Level (ASIL)-
oriented and safety-oriented analyses

3 Terms, definitions and abbreviated terms

For the purposes of this document, the terms, definitions and abbreviated terms given in ISO 26262-1:2011
apply.

4 Key ¢€oncepts of ISO 26262
4.1 Fungtional safety for automotive systems (relationship with IEC 61508)

IEC 61508] Functional safety of electrical/electronic/programmable electronic safety-related™ systems/ is
designated by IEC as a generic standard and a basic safety publication. This means that industry sectors will
base their pwn standards for functional safety on the requirements of IEC 61508.

In the autgmotive industry, there are a number of issues with applying IEC 61508 \directly. Some of th¢se
issues and| corresponding differences in ISO 26262 are described below.

IEC 61508|is based upon the model of “equipment under control”, for example’an industrial plant that has|an
associated control system as follows:

a) A hazard analysis identifies the hazards associated with thejequipment under control (including the
equipment control system), to which risk reduction measures’ will be applied. This can be achieyed
through E/E/PE systems, or other technology safety-related systems (e.g. a safety valve), or extefnal
measyres (e.g. a physical containment of the plant). ISO 26262 contains a normative automotive schegme
for hazard classification based on severity, probability-of exposure and controllability.

b) Risk réduction allocated to E/E/PE systems is achieved through safety functions, which are designated as
such. [These safety functions are either part-of a separate protection system or can be incorporated into
the plant control. It is not always possible:to-make this distinction in automotive systems. The safety ¢f a
vehicl¢ depends on the behaviour of the'control systems themselves.

ISO 26262 uses the concept of safety goals and a safety concept as follows:

— a hazard analysis and risk~assessment identifies hazards and hazardous events that need to|be
prevemted, mitigated or coantrotled;

— a safely goal is formulated for each hazardous event;

— an Aufomotive Safety Integrity Level (ASIL) is associated with each safety goal;

— the fuTctionaI safety concept is a statement of the functionality to achieve the safety goal(s);

— the technical safety conceptis a statement of how this functionality is implemented on the system Tevel by
hardware and software; and

— software safety requirements and hardware safety requirements state the specific safety requirements
which will be implemented as part of the software and hardware design.

EXAMPLE
— The airbag system: one of the hazards is unintended deployment.

— An associated safety goal is that the airbag does not deploy unless a crash occurs that requires the deployment.

2 © 1SO 2012 — All rights reserved
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— The functional safety concept can specify a redundant function to detect whether the vehicle is in a collision.

— The technical safety concept can specify the implementation of two independent accelerometers with different axial

orientations and two independent firing circuits. The squib deploys if both are closed.

IEC 61508 is aimed at singular or low volume systems. The system is built and tested, then installed on the
plant, and then safety validation is performed. For mass-market systems such as road vehicles, safety

validation is performed before the release for volume (series) production. Therefore, the order

of lifecycle

activities in ISO 26262 is different. Related to this, ISO 26262-7 addresses requirements for production. These

are not covered in IEC 61508.

IEC 61508 does not address specific requirements for managing development across multiple @©r

janizations

and supply chains, whereas 1SO 26262 addresses explicitly the issue, including the Development Interface

Agfeement (DIA) [see ISO 26262-8:2011, Clause 5 (Interfaces within distributed developments
aufomotive systems are produced by one or more suppliers of the customer, e.g. the vehicle ma
thel supplier of the customer, or the customer.

IEC 61508 does not contain normative requirements for hazard classifications 1ISO 26262 c
automotive scheme for hazard classification. This scheme recognizes that a hazard in an automot

|, because
nufacturer,

bntains an
ive system

do¢s not necessarily lead to an accident. The outcome will depend on whether the persons at risk are actually

exposed to the hazard in the situation in which it occurs, and whether they-are able to take steps to
oufcome of the hazard. An example of this concept applied to a failure which affects the control
moyving vehicle is given in Figure 2.

NO[TE This concept is intended only to demonstrate that there is not necessarily a direct correlation betw:

control the
ability of a

ben a failure

ocqurring and the accident. It is not a representation of the hazard\analysis and risk assessment process, dlthough the

parpmeters evaluated in this process are related to the probabiliti€s-of the state transitions shown in the figure.

Correctly
funetioning item
(including safe

Failure is states)
controlled, A .
o Failure occurs
mitigated.or. v
transient
Incorrectly

functioning item
(hazard present)

Control attempt A Driving situation
successful | present

Attempt control
action

Control attempt
Y unsuccessful

Accident

Figure 2 — State machine model of automotive risk

The requirements for hardware development (ISO 26262-5) and software development (ISO 26

262-6) are

adapted for the state-of-the-art in the automotive industry. Specifically, 1ISO 26262-6 contains requirements
concerned with model-based development; IEC 61508 prescribes the application of specific methods. A
detailed rationale for the use of any alternative method has to be provided. For the methods listed in

© 1SO 2012 — All rights reserved
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ISO 26262, specific goals are provided. To achieve these goals, the provided methods can be applied, or a
rationale that alternative methods can also achieve the goal is provided.

Safety requirements in ISO 26262 are assigned an ASIL (Automotive Safety Integrity Level) rather than a SIL
(Safety Integrity Level). The main motivation for this is that the SIL in IEC 61508 is stated in probabilistic terms
(see IEC 61508-1:2010, Table 3). IEC 61508 states: "It is accepted that only with respect to the hardware
safety integrity will it be possible to quantify and apply reliability prediction techniques in assessing whether
the target failure measures have been met. Qualitative techniques and judgements have to be made with
respect to the precautions necessary to meet the target failure measures with respect to the systematic safety
integrity." An ASIL is not based on this probabilistic requirement concerning the occurrence of the hazard;
however, there ilisti i i i i e

4.2 Iten], system, element, component, hardware part and software unit

The terms|item, system, element, component, hardware part, and software unit are defined in. 1ISO 26262-1.
Figure 3 shows the relationship of item, system, component, hardware part and software unit; Figure 4 shgws
an example of item dissolution. A divisible element can be labelled as a system, a subsystemor a componént.
A divisible|element that meets the criteria of a system can be labelled as a system orcsubsystem. The t¢rm
subsystem|is used when it is important to emphasize that the element is part of a largern system. A component
is a non-system-level, logically and technically separable element. Often the term_component is applied tolan
element thpat is only comprised of parts and units, but can also be applied to an\element comprised of lower-
level elemgnts from a specific technology area, e.g. electrical/electronic technology (see Figure 4).

EXAMPLE In the case of a microcontroller or ASIC, the following partitioning can be used: the whole microcontrgller
is a comporent, the processing unit (e.g. a CPU) is a part, the registers insidéd¢he processing unit (e.g. the CPU regipter
bank) is a gub-part. In the case of microcontroller (MCU) analyses, a higher level of detail in the partitioning could be
needed; to|aid in this purpose, it is possible to partition a part into\sub-parts which can be further divided |nto
basic/elementary sub-parts.

1.* . One instance consists of one or more other
Iltem >  Function instances (e.g. a system may consist of one or mofe
? subsystems)
| 1l 1.* _’ * One instance is realized by another instance
L4 sSystem [~ | (e.g. afunction is realized by one or more systems
0.~
\j (sub=)\system: _Aggregation: one instance cqnsists of another
é.9. sensor instance (e.g. a system consists of a set of
.0. , 1
3 * controller, actuator components)
B NOTE 1 Depending on the context, the term
Component “element” can apply to the entities “systgm”,
0.* “‘component”, “hardware part” and “software unif in
k'sub_) component: this chart according to ISO 26262-1, Clause 1.32.
e.g..mic?rocontroller, NOTE2 The system as it is defined| in
q application software, ISO 26262-1 is at least a sensor, controller and| an
= actuator, e.g. at least 3 related elements.
HW-Part/ e.q. CPU, 9
SW-Unit SW-RAM Test Module NOTE3  *means N elements are possible.

Figure 3 — Relationship of item, system, component, hardware part and software unit

4 © 1SO 2012 — All rights reserved
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System

Item

E/E

Communication

Other technology

Sensor

Controller

Actuator

Element

|Hardware| |Software| |Hardware| |Software| |Hardware| |Software|

|Hardware| |Soﬂware| |Hardware| |Software| |Hardware| |Software|

|Hardware| |Software| |Hardware| |Software| |Hardware| |Software|

an

ad

EX
cra
seV

Figure 4 — Example item dissolution

Relationship between faults, errors and failures

e terms fault, error and failure are defined in 1ISO 26262-1. Figure 5 depicts the progression pf faults to
brs to failures from three different types of causes: systematic’software issues, random hardware issues

systematic hardware issues. Systematic faults (see 1S0.26262-1) are due to design or spgcifications
isspies; software faults and a subset of hardware faults™are systematic. Random hardware faults (see
ISP 26262-1) are due to physical processes such as wear-out, physical degradation or environmeptal stress.
At the component level, each different type of fault 'can lead to different failures. However, faillires at the
component level are faults at the item level. Note that in this example, at the vehicle level, faults frgm different
cayses can lead to the same failure. A subset of failures at the item level will be hazards (see ISO [26262-1) if

itional environmental factors permit the failure to contribute to an accident scenario.

AMPLE If unexpected behaviour of ¢he vehicle occurs while the vehicle is starting to cross an infersection, a
5h can occur, e.g. the risk of the hazardous event “vehicle bucking when starting to cross intersection” is 9ssessed for

erity, exposure and controllability ("bucking" refers to making sudden jerky movements).
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Com

Iltem > Fault > Error > Failure
————————————————————————————————————————————— —
( Systematlc C Engine control unit stops ]
| operation by intermittence |
| - - . Igniti |
Ignition coil is not supplied gnition

I Random HW——C g by intermittencg P interrupted by Vehicle bucks I
| intermittence |
| s stematlc Engine control unit interrupts |
l Y —[ operation when wiper is J
switched on y

N . _____ Vehicle —— ——

!
|
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Figure 5 — Example of faults leading to failures

cted topics regarding safety management

5.1 Work product

This subclause describes the term "work produet*:

A work pr
Therefore,

EXAMPLE
database of
can be exed

a documented work productcan provide evidence of compliance with these safety requirements

A requirements spécification is a work product that can be documented by means of a requiremsg
a text file. An executable model is a work product that can be represented by modelling language files
uted, e.g. for simulafien purposes by using a software tool.

The documentation of a'work product [see ISO 26262-8:2011, Clause 10 (Documentation)] serves as a rec

of the exe|
restricted t

EXAMPLE

cuted safety: activities, safety requirements or of related information. Such documentation is
b any ferm*or medium.

pduct is the result of meeting‘the corresponding requirements of ISO 26262 (see 1SO 26262}

nts
hat

ord
not

The documentation of a work product can be represented by electronic or paper flles by a si

document oF

not directly dedlcated to functlonal safety

To avoid the duplication of information, cross-references within or between documentation can be used.

5.2 Con

firmation measures

5.2.1 General

In ISO 26262, specified work products are evaluated during subsequent activities, either as part of the
confirmation measures or as part of the verification activities. This subclause describes the difference between

verification

and confirmation measures.
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On the one hand, the verification activities are performed to determine the completeness and correct
specification, or implementation, of safety requirements. The verification of work products can include:

The verification act|vmes are specmed |n ISO 262623

verification reviews to verify the specification, or implementation, of derived safety requirements against

the safety requirements at a higher level, regarding completeness and correctness; or

the execution of test cases or the examination of test results to provide evidence of the fulfilment of

specified safety requirements, by exercising the item or its element(s).

ISO 26262 4

Th
corl

EX]

5.2,

If t
evy
asy

Af

fety, including a confirmation of:

the proper definition, tailoring and execution of the safety activities (pefformed during
development and of the implemented safety processes, with regard to the 1SO 26262 requirem

the proper content of the work products with regard to the corresponding ISO 26262 requireme

b confirmation measures are specified in 1SO 26262-2:2011, Clause 6 (Safety management
cept phase and the product development).

A\MPLE If an ASIL decomposition is applied during the system design phase:

the verification of the resulting system design
ISO 26262-4:2011, 7.4.8); and

is\, performed against the technical safety cq

the confirmation of the correct application of the~ASIL decomposition can be performed as part of a fung
assessment, with regard to 1SO 26262-9:2011, Clause 5 (Requirements decomposition with respe
tailoring), including the confirmation that ‘a-dependent failure analysis has been performed and justifies
sufficient independence between the elements that implement the corresponding redundant safety requirg

2 Functional safety assessment

he highest ASIL of the item's’safety goals is ASIL C or D, a functional safety assessment is p4g
luate an item's achievement of functional safety. In ISO 26262-2, certain aspects of a functi
essment are described-separately, i.e. the functional safety audit and the confirmation reviews.

inctional safetylassessment includes:

ISO 26262 5 and 1SO 26262-6.

specified in
Huirements

p

~

f functional

the item
ents; and
nts.

during the

ncept (see

fional safety
ct to ASIL
the claim of
ments.

rformed to
bnal safety

a review~of the appropriateness and effectiveness of the implemented safety measures that can be

assessed during the item development;

bcted work

an, evaluation of the work products that are reqwred by the safety plan The reV|ew of sel

c)

M1 UUUULO IO Ol Ipl IGOIDUU

such work products with the corresponding requirements of ISO 26262; and

IIICOC alrc \JUIIICU do UUIIIIIIIIGLIUII ICVICVVO GIIU GIIII LU UUIIIIIIII LI 1S UUI

pliance of

one or more functional safety audits to evaluate the implementation of the processes required for

functional safety.

A functional safety assessment can be repeated or updated.

EXAMPLE 1

A functional safety assessment update because of a change of the item, or element(s) of the

item, that is

identified by the change management as having an impact on the functional safety of the item [see ISO 26262-8:2011,

Cla

use 8 (Change management)].
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EXAMPLE 2 An iteration of a functional safety assessment triggered by the follow-up of a functional safety
assessment report that included a recommendation for a conditional acceptance or rejection of the item's functional safety.
In this case, the iteration includes a follow-up of the recommendations resulting from the previous functional safety
assessment(s), including an evaluation of the performed corrective actions, if applicable.

If the highest ASIL of the item's safety goals is ASIL B, a functional safety assessment can be omitted or
performed less rigorously. However, even if the functional safety assessment is not performed, other
confirmation measures are still performed, i.e. the confirmation reviews of the hazard analysis and risk
assessment, the safety plan, the item integration and testing plan, the validation plan, the applicable safety
analyses, the proven in use arguments (if applicable), and the completeness of the safety case (see

ISO 26262

-2:2011, Table 1).

If the high
1ISO 26262
hazard an4

In the cas
generated,
in the item
developmg

The purpo|
which is 0
supplier (t
essentially

level). As the final customer in the item development, the vehicle manufacturer appoints person(s) to perfq

a functiong
judgement
item's func|

NOTE
supplier tak

In a practi
broken doy

functia
the su
eleme

a final

est ASIL of the item's safety goals is ASIL A, there is no requirement or recommendatiof]
for or against performing a functional safety assessment. However, confirmation reviews of
lysis and risk assessment and of the applicable safety analyses are still performed.

b of a distributed development, the scope of a functional assessment includes thé-work produ
and the processes and safety measures implemented, by a vehicle manufactufer-and the suppl
's supply chain [see ISO 26262-2 and ISO 26262-8:2011, Clause 5 (Interfaces within distribu
nts)].

se of a functional safety assessment is to evaluate an item's achievement of functional saf
nly possible at the item level. Therefore, a functional safety assessment at the premises g
nat develops elements of the item) refers only to an assessment with a limited scope, wh
serves as an input for the subsequent functional safety assessment activities (at the custor

| safety assessment in its full scope, so as to judge an iteém's achievement of functional safety. T
includes providing a recommendation for acceptancé) conditional acceptance, or rejection of
lional safety.

For the case where a Tier 1 supplier is responsiblexfor the item development including vehicle integration,
s over the aforementioned role of the vehicle manufacturer.

cal manner, a functional safety assessment in the case of a distributed development can thus
vn into:

nal safety assessments with<a.limited scope at the supplier's premises, concerning the supplier
pply chain. The applicable. ASIL is the highest inherited ASIL (of the item's safety goals) across
nts, of the item, that are_developed by the supplier (see also ISO 26262-8:2011, 5.4.5); and

functional safety-assessment that includes a judgement of the functional safety achieved by

integr
the ite

EXAMPLE
(SG2), and
3 supplier

ISO 26262-

recommendation

regarding th

ted item, e.g. performed by the vehicle manufacturer. The applicable ASIL is the highest ASIL
's safety goals’(see also ISO 26262-2).

A vehicle manufacturer develops an item with an ASIL D Safety Goal (SG1) and an ASIL A Safety G
ill perform a functional safety assessment regarding this item. It is possible that, for example, a Tier 2 or
nly“develops ASIL A elements of the item, i.e. only elements that inherit the ASIL of SG2 [however, refé

in
the

cts
ers
ted

pty,
f a
ich
ner
rm
his
the

this

be

5 in
the

the
of

oal
Tier
r to

2011, Clause 6 (Criteria for coexistence of elements), if applicable]. There is no requirement
or or agains 0 perform a functional satety assessment at this suppliers premi
is item development.

or
ses

The scope, procedure (e.g. work products to be made available by the supplier, work products to be reviewed
by the customer) and execution of a functional safety assessment concerning the interface between a
customer and a supplier are specified in the corresponding Development Interface Agreement [see
ISO 26262-8:2011, Clause 5 (Interfaces within distributed developments)].

EXAMPLE DIA between a vehicle manufacturer (customer) and a Tier 1 supplier. DIA between a Tier 1 supplier
(customer) and a Tier 2 supplier.
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A possible manner to perform a functional safety assessment in the case of a distributed development is that
the vehicle manufacturer and the suppliers in the supply chain each address those aspects of the assessment
activities [see bullets a), b) and c¢) above] for which the respective party is responsible for, as follows:

— a supplier reviews the safety measures implemented in the developed elements including their
appropriateness and effectiveness to comply with the corresponding safety goals or safety requirements
(provided by the customer or developed by the supplier), and evaluates its implemented processes and
the applicable work products. A supplier also evaluates the potential impacts of the developed elements
on the item's functional safety, e.g. identifies whether implemented safety measures can lead to new

hazards; and

NO

avdilable by a supplier. A customer can also evaluate the processes implemented by a suppliervat the supplie

(se

5.3

5.3

Th
evi

Th

Th

Th

the vehicle manufacturer evaluates the functional safety of the integrated item. A part of the
can be based on the work products or information provided by one or more suppliers, including
the functional safety assessments performed at supplier's premises.

TE A customer can evaluate the safety measures implemented by a supplier andythe work pro

b 1SO 26262-8:2011, 5.4.4.8)
Understanding of safety cases
1 Interpretation of safety cases

e purpose of a safety case is to provide a clear, comprehensive and defensible argument, su
Hence, that an item is free from unreasonable risk when operated in an intended context.

e guidance given here focuses on the scope of ISO 26262.
bre are three principal elements of a safety case, namely:
the requirements;

the argument; and

the evidence, i.e. ISO 26262 work-products.

b relationship between these three elements, in the context of ISO 26262, is depicted in Figure 6

Safety goals and other related
Safety Requirements

(CLCE

Safety Argument

evaluation
y reports of

ducts made
I's premises

pported by

LN N N N N N NI N
ISO 26262 Workproducts

Figure 6 — Key elements of a safety case (see [2])

The safety argument communicates the relationship between the evidence and the objectives. The role of the
safety argument is often neglected. It is possible to present many pages of supporting evidence without clearly
explaining how this evidence relates to the safety objectives. Both the argument and the evidence are crucial
elements of the safety case and go hand-in-hand. An argument without supporting evidence is unfounded,
and therefore unconvincing. Evidence without an argument is unexplained, resulting in a lack of clarity as to
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how the safety objectives have been satisfied. Safety cases are communicated through the development and
presentation of safety case reports. The role of a safety case report is to summarize the safety argument and
then reference the reports capturing the supporting safety evidence (e.g. test reports).

Safety arguments used to date in other industries have often been communicated in safety case reports
through narrative text. Narrative text can describe how a safety objective has been interpreted, allocated and
decomposed, ultimately leading to references to evidence that demonstrate fulfiiment of lower-level safety
claims. Alternatively, it is becoming increasingly popular to use graphical argument notations (such as
Claims—Argument-Evidence and the Goal Structuring Notation [2]) to visually and explicitly represent the
individual elements of a safety argument (reqwrements cla|ms ewdence and context) and the relatlonsh|ps
that exist he
claims are [supported by evidence and the assumed context that is deflned for the argument).

A safety argument that argues safety through direct appeal to features of the implemented item) (e.g. the
behaviour pf a timing watchdog) is often termed a product argument. A safety argument that,argues safety
through appeal to features of the development and assessment process (e.g. the design notation adopted) is
often termgd a process argument.

Both types| of argument can be used to achieve a sound argument for the safety of thelitem where a procgss
argument ¢an be seen as providing the confidence in the evidences used in the product argument.

5.3.2 Safety case development lifecycle

The develgpment of a safety case can be treated as an incremental activity that is integrated with the resf of
the development phases of the safety lifecycle.

NOTE The safety plan can include the planning for incremental steps ‘and the preliminary versions of the safety case.
Such an gpproach allows intermediate versions of the safety case at given milestones of the product
developmgnt. For example, a preliminary version of the safety case can be created after the verification of the
technical spfety requirements; an interim version of the-Safety case can be created after the verification of fthe
system design; and the final version can be created.just prior to the functional safety assessment.

The safety case is subject to a confirmationsreview as given in 1SO 26262-2:2011, 6.4.7 (Confirmation
measures:|types, independency and authority).

If the item |s modified, the impact on the safety case is evaluated and, if necessary, the safety case is updated
considering modifications.

6 Congept phase and.system development
6.1 General

This sectign provides/an overview of the principles behind the hazard analysis and risk classification uging
simplified gxamples to the concepts.

6.2 Example of hazard analysis and risk assessment

6.2.1 General

Consider the example of an item controlling an energy storage device embedded in the vehicle. For the
purpose of this example, the stored energy is intended to be released only if the vehicle is running greater
than or equal to 15 km/h. The release of the stored energy at less than 15 km/h can lead to the overheating
and consequent explosion of the device.
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6.2.2 Analysis 1
a) Hazard identification

— failure leading to an unwanted release of energy of the device that can result in an explosion
b) Hazardous event

For the purpose of this example, the driving situation considered for the hazard analysis and risk assessment
is:

— driving less than 15 km/h in a traffic congestion

Anjunwanted release of energy due to a failure in the item occurs. The energy storage devicq explodes,
caysing severe harm to the occupants of the vehicle.

c) | Classification of the identified hazardous event

The explosion leads to life-threatening injuries for the passengers of the vehicle,with survival uncerfain, so the
seyerity is estimated as S3.

The vehicle is travelling in traffic congestion, below the speed of 15-Km/h. Based on ftraffic statistic for the
target market of the vehicle, the exposure of this situation could bé‘estimated as E3 (occurring between 1 %
and 10 % of the driving time).
The¢ ability of the driver or the passengers of the vehiclesc¢toycontrol the item failure and the explgsion of the
deyice is considered as implausible: this controllability>could be estimated as C3 (difficult to| control or
ungontrollable).

Th¢ application of ISO 26262-3:2011, Table 4: ASIL determination leads to an ASIL C.
6.23 Analysis 2

a) | Hazard identification

— failure does not lead to<he release of energy

b) | Hazardous event

— any driving situation

A failure in the item*occurs but does not lead to the release of any energy from the storage device,|so it leads
to mo harm.

c) | Classification of the identified hazardous event

Sinlce-the item failure does not lead to harm, the severity is classified as SO and controllability dods not need
to be determined. Therefore a safety goal does not need to be defined.

6.3 An observation regarding controllability classification

As explained in 1SO 26262-3:2011, Clause 7 (Hazard analysis and risk assessment), the controllability
represents an estimation of the probability that the driver or other traffic participant is able to avoid the specific
harm.

In the simplest case, only one outcome is considered for a given hazardous event, and the controllability
represents an estimation of the probability that this outcome is avoided. However, there can be other cases.
For example, a severe outcome (e.g. severity class S2) can be possible but relatively easy to avoid (e.g.
controllability C1), while a less severe outcome (e.g. S1) is more difficult to avoid (e.g. C3). Assuming that the
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exposure class is E4, the following set of values can be the result, which illustrates that it is not necessarily
the highest severity that leads to the highest ASIL:

E4, S2,C1=>ASILA
E4,S1,C3=>ASILB

In this example, ASIL B is an appropriate classification of the hazardous event.

6.4 External measures

6.4.1

An externa
resulting fri

6.4.2

Vehicle A i
neutral, up
engaged a

A scenario

Parke

A failu

In this sce
foreseeabl
rating of C
an exposuy
proposed n

Vehicle B
dependent

only if the fobotized gear box and the EPB can be shown to be sufficiently independent.

6.4.3 Ex@ample of vehicle-dependent external measures 2

Vehicle A
equipped V

A scenario

Gdneral

Example of vehicle-dependent external measures 1

The vehicle is parked (key off, driver not present).

| measure is a measure separate and distinct from the item that reduces or mitigates,the ri
bm a failure of the item.

5 equipped with a manually operated transmission gear box which can be left'in any gear, includ
pn key off. Vehicle B is equipped with an automated gear box which, at key off, maintains one g
nd a normally closed clutch. Both vehicles have the added item, Electrical-Parking Brake (EPB).

is analyzed for both vehicles which includes:

j surface is kerbside and sloped, located in a populatedcwrban area.

Fe involving a sudden loss of EPB occurs.

nario, Vehicle A, when left in neutral at keyzoff (a situation that corresponds to a reasong
misuse), will potentially move if left unattended. This can result in an assessed controllab

aY
-

re ranking greater than EO0. Depending on the exposure rating actually assigned, the rati
esult in an assigned ASIL classification’between QM and C.

nowever always engages a gear so does not move, thus there is no resulting hazard. The vehi
external measures included-in this design contribute to the elimination of risk for this scenario,

s equipped with dynamic stability control in addition to a Stop & Start feature. Vehicle B is @
ith the Stop-& Start feature.

is analyzed for both vehicles which includes:

The vefhicle is being driven at medium-high speed [50 km/h<v<90 km/h].

ks

ing
ear

bly
lity

3, a severity rating of S2 or higher depending on the presence of nearby vulnerable persons, and

ngs

Cle-
but

nly

tractio

The road surface is paved and dry, and in a suburban area.
The vehicle is approaching a medium curvature bend in the road.

The vehicle speed and road curvature contribute to a medium-high lateral acceleration.

n power during the scenario.

A failure in the Stop & Start feature triggering an undesired engine shutdown results in a sudden loss of

As a result of the sudden loss of traction power, a yaw moment is induced on the vehicle, requiring the driver
to adjust steering input to re-establish the control of the vehicle. Performing this manoeuvre in Vehicle B can
be shown to have a lower controllability, which can contribute to an ASIL rating of C or D. By contrast, the

12
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dynamic stability control feature in Vehicle A limits the effects of the lateral instability. As a result, the
controllability rating will be lower for Vehicle A. Therefore, the vehicle-dependent external measures provided
by the dynamic stability control contribute to the reduction of risk for this scenario. However, this is the case
only if it can be shown that the failure in the Stop & Start function being considered cannot propagate to the
dynamic stability control function and is not a dependent failure with regard to both functions.

6.5 Example of combining safety goals

6.5.

6.5

In the following example, the item, the safety goals and the ASIL classifications shown are only i

illu
sin

Fo

6.5.

Co
by

mo
6.5
6.5

To

difr
godls. This can simplify the further development, as fewer safety goals have to be managed

1 Introduction

ordance with 1SO 26262-3:2011, 7.4.8. When safety goals are similar or refer to the (same)
rent situations, they can be combined into a single safety goal with the highest ASIL of the original safety

ering all the identified hazards.

.2 General

strate the safety goal combination process. This example does not reflect/'the application of ISO

3 Function definition

nsider a vehicle equipped with an Electrical Parking Brake (EPB) system. The EPB system, whe
A specific driver’'s request, applies brake torque to the vehicle's rear wheels to prevent uninteng
vement while parked (parking function).

.4  Safety goals applying to the-same hazard in different situations

4.1 Hazard analysis and risk-assessment

simplify the example, consider the following failure mode of the parking function:

unintended parking-brake activation.

quirements
bt phase in
hazard in

while still

htended to
6262 on a

ilar real-life project. In particular, it is not complete in terms of-failure modes identification, situation
analysis and the assessment of vehicle level effects.

simplicity, the example is limited to the composition of two<safety goals, but the same approach can be
extended to a higher number of initial safety goals.

n activated
led vehicle

NOJTE In this cantext, the term “unintended activation” is intended as a function actuation without the driver's request.
This failure mode can lead to different vehicle effects depending on the specific situation present when the
fault occurs;as shown in Table 1.
Table 1 — Safety goals resulting from the same hazard in different situations
Failure Hazard Specific Hazardous Possible ASIC Safety goal Safe state
mode situation event consequences
Unintended | Unexpected High speed Unexpected Loss of vehicle Avoid activating the EPB
parking deceleration OR taking a deceleration at | stability parking function disabled
brake bend OR low | high speed OR Higher | without the driver’s
activation friction taking a bend ASIL request when the
surface OR low friction vehicle is moving

surface
Unintended | Unexpected Medium-low Unexpected Rear end collision Avoid activating the EPB
parking deceleration speed AND deceleration at | with the following parking function disabled
brake high friction medium-low vehicle Lower | without the driver’s
activation surface speed AND ASIL request when the

high friction vehicle is moving

surface
©1S0 2012 — All rights reserved 13
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6.5.4.2 Safety goals elaboration

As shown above, the same safety goals and safe states are applicable to both situations. Therefore, the

following safety goal can be defined:

— Safety goal: Avoid activating the parking function when the vehicle is moving, without the driver’s request.

— Safe state: EPB disabled.

— ASIL: Higher ASIL determined in Table 1 is assigned to this safety goal.

7 Safety process requirement structure - Flow and sequence of safety requirements

Figure 7 and Figure 8, and outlined below. The specific clauses are indicated in the following manner: “m
where “m”|represents the number of the part and “n” indicates the number of the clause or' subclause wi
that part.

The flow apd sequence of the safety requirement development in accordance with ISO 26262 is illustrateT

A hazard
these risk

nalysis and risk assessment is performed to identify the risks and to define the safety goals
L [See ISO 26262-3:2011, Clause 7 (Hazard analysis and risk assessment)’]

in

n

hin

—h

or

A functiongl safety concept is derived which specifies functional safety requirements to satisfy the safety

goals. Thepe requirements define the safety mechanisms and the other safety measures that will be used
the item. |
ISO 26262+-3:2011, Clause 8 (Functional safety concept).]

for

addition, the system architectural elements that support thesé requirements are identified. [$ee

A technica| safety concept is derived which specifies the techni¢al safety requirements and their allocation to
system elgments for implementation by the system design. These technical safety requirements will indigate

ing of the elements between the hardware and‘the software. [See ISO 26262-4:2011, Clausg 6

implementgation can be specified in the system' design specification. [See I1SO 26262-4:2011, Clause 7

sign).]

Finally, thg hardware and software saféty requirements will be provided to comply with the technical salety
ety

requirememts and the system design._[See ISO 26262-5:2011, Clause 6 (Specification of hardware sa
requirements) and ISO 26262-6:2014+ Clause 6 (Specification of software safety requirements).]

Figure 7 illpistrates the relationship between the hardware requirements and the design phases of ISO 26262.
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Figure 7 — Safety requirements, design a&)&zst flow from concept to hardware
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Figure 8 — Safety requirements, design and test flow from concept to software

stem design is continuously refinéd from the item definition (3-6) to the preliminary architectyral
ptions and the system design.(4-7).

dence among test levels:
st specifications and-test cases on each level mainly depend on the corresponding requiremgnts
bsign. They do-not’ depend on the test specifications, test cases and tests results of other {est
The test specifications typically depend on the test environment.

dence of test levels on requirements and design levels:

pecifications and test cases are derived from the requirements on the same level, supported| by
fioh on the design at the same level

EXAMPLE For performance testing, information on the design is necessary.

Software safety requirements verification:

The phase of software safety requirements verification (6-11) requires the integration of software and
hardware.

External measures and other technologies:

External measures and other technologies are validated at the vehicle level.
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8 Concerning hardware development

8.1 The classification of random hardware faults

8.1.1 General

In general, the combinations of faults that are considered are limited to combinations of two independent
hardware faults, unless analysis based on the functional or technical safety concept has shown that n point

faults with n>2 are relevant. Therefore, for a given safety goal and a given HW element a fault can be
classified in most cases as either:

a) | single-point fault;

b) | residual fault;

c) | detected dual-point fault;

d) | perceived dual-point fault;

e) | latent dual-point fault; or

f) | safe fault.

Explanations on the various fault classes, as well as examples,are/given below.
8.1.2 Single-point fault

This fault:

— | can lead directly to the violation of a safety goal; and

—| is a fault of a hardware element for which not one safety mechanism prevents some of the faults of the
hardware element from violating the safety goal.

EXAMPLE An unsupervised resistor for which at least one failure mode (e.g. open circuit) has the potential to violate
the[safety goal.

NOJTE If a hardware part has at least one safety mechanism (e.g. a watchdog for a microcontroller), then| none of the
faults of that part are classified as a single-point faults. The faults for which the safety mechanisms do not|prevent the
violption of the safety goal“are classified as residual faults.

8.1.3 Residuahfault
This fault:

—| can lead directly to the violation of the safety goal; and

— is a fault of a hardware element for which at least one safety mechanism prevents some of the faults of
the hardware element from violating the safety goal.

EXAMPLE If a Random Access Memory (RAM) module is only checked by a checkerboard RAM test safety
mechanism, certain kinds of bridging faults are not detected. The violation of the safety goals due to these faults are not
prevented by the safety mechanism. These faults are examples of residual faults.

NOTE The safety mechanism has less than 100 % diagnostic coverage in this case.
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8.1.4 Detected dual-point fault
This fault:
— contributes to the violation of the safety goal;

— can only lead to a safety goal violation in combination with one other independent hardware fault that is
related to the dual-point fault; and

— is detected by a safety mechanism which prevents it from being latent.

EXAMPLE Flash memory that is protected by parity: a single bit fault which is detected and triggers a réaction
according td the technical safety concept, like switching off the system and informing the driver via a warning lamp:

EXAMPLE ? Flash memory that is protected by Error Detection and Correction Code (EDC): faults in ‘the EDC l¢pgic

that are detpcted by a test and a reaction is triggered according to the technical safety concept, like informing the drjver
via a warning lamp.

In the case of a transient fault, where a safety mechanism restores the item to a fault-free state, such a fault
can be corjsidered as a detected dual-point fault even if the driver is never informed(about its existence.

EXAMPLE A transient bit flip which is corrected by an Error Detection and Correction'Code (EDC) before the data is
provided to|the CPU and is corrected later on by writing back the correct value: Legging can be used to distingdiish
between intgrmittent faults and true transient faults.

8.1.5 Perceived dual-point fault

This fault:

— contriutes to the violation of the safety goal but will;enly lead to a safety goal violation in combinaiion
with one other independent hardware fault that is related to the dual-point fault; and

— is pergeived by the driver with or without detection by a safety mechanism within a prescribed time;

EXAMPLE A dual-point fault can be perceived by the driver if the functionality is significantly and unambiguotisly
affected by the consequence of the fault.

NOTE If a dual-point fault is perceiyved.by the driver as well as detected by a safety mechanism it can be classifieq as
either a detgcted or a perceived dual-point fault. It cannot be classified as both simultaneously since the latent-fault metric
would be ingorrectly calculated due.to_the fact that one fault would then contribute to the detected dual-point faults as well
as to the pefceived dual-point faults,/counting this fault twice.
8.1.6 Latent dual-pointfault

This fault:

— contrihutes, to the violation of the safety goal but will only lead to the violation of the safety goal in
combipation with one other independent fault; and

— is neither detected by a safety mechanism nor perceived by the driver. Until the occurrence of the second
independent fault, the system is still operable and the driver is not informed about the fault.

EXAMPLE 1 In the case of a flash memory that is protected by EDC: a permanent single bit fault for which the value is
corrected by the EDC when read but that is neither corrected in the flash memory nor signalled. In this case, the fault
cannot lead to a safety goal violation (since the faulty bit is corrected), but it is neither detected (since the single bit fault is
not signalled) nor perceived (since there is no impact on the functionality of the application). If an additional fault occurs in
the EDC logic, it can lead to a loss of control of this single bit fault, leading to a potential violation of the safety goal.

EXAMPLE 2 In the case of a flash memory which is protected by EDC: a fault in the EDC logic leading to an
unavailability of the EDC which is not detected by a test.
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8.1.7 Safe fault
Safe faults can be faults of one of two categories:

a) all n point faults with n > 2, unless the safety concept shows them to be a relevant contributor to a safety
goal violation, or

d) faults that will not contribute to the violation of a safety goal.

EXAMPLE 1 In the case of a flash memory that is protected by EDC and a Cyclic Redundancy Check (CRC): a single
ich | i i i jolati al but is not
alled by the EDC. If the EDC logic fails, the fault is detected by the CRC and the system switched off. Qnlly if a single
bit fault in the flash is present, the EDC logic fails and the CRC checksum supervision fails, can a violation‘of’3 safety goal
ocdur (n=3).

EXAMPLE 2 In case three resistors are connected in series to overcome the problem of a single-point faulf in the case
of a short circuit, the short circuit of each individual resistor can be considered to be a safe' fault as three |ndependent
shdrt circuits are needed (n=3).

8.118 Flow diagram for fault classification and fault class contribution-calculation
Failure modes of a hardware element can be classified as shown in 1SO26262-5:2011, Figure B.1 and using

thel flow diagram described in ISO 26262-5:2011, Figure B.2. Figure(® shows the calculation of {he various
failure rates considering the basic failure rate and coverage of the different failure modes (residual vs. latent).

© 1SO 2012 — Al rights reserved 19
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Figure 9 — Classification of failure categories and calculation of corresponding failure rates
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nt-fault metric.

Fsate iS the fraction of safe faults of this failure mode. Safe faults do not sighificantly contri
ation of the safety goal. For complex HW elements (e.g. microcontrollers), dt-is’ difficult to giv
portion. In this case, a conservative Fg 0f 0,5 (i.e. 50 %) can be assumed.

\s is the failure rate for the “Safe” faults. It is equal to Asr X Fsate-

[The As will contribute to the total rate of safe faults.

ts (with n = 2). It is equal to (1 — Fsate) X Asr.

Fevsc is the fraction of A,s that have the potential to'directly violate the safety goal without cons
sc is the failure rate of the faults which have the potential to directly violate the safety g
nsidering any safety mechanisms that can'exist to prevent this. It is equal to Fpysc * Ans.
Determine if the faults leading to thefailure mode under consideration are single-point faults. Th
ating a safety goal.

Nspr is the “Single-Point Faults” failure rate. If there is not at least one safety mechanism preser
Lires of the considered hardware element, all Apysg are single-point faults.

Nspr Will contributeto the total rate of single-point faults.
failures from'violating a safety goal, the faults leading to the failure under consideration are not §

ts. In.tRefollowing procedure, the Apysc is split up into residual fault and detected, perceived
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If the HW element under consideration has at least one safety mechanism which prevents at lgast one of
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q

hat fraction of Apysg is prevenied by safety mechanisms from violating the safety goal? This fraction is
equivalent to the failure mode coverage with respect to residual faults [see also ISO 26262-5:2011, Annex E
(Example calculation of hardware architectural metrics: “single-point fault metric’ and “latent-fault metric”)].
Kewmc re is the acronym of the failure mode coverage with respect to residual faults.

ARF is the “Residual Fault” failure rate. ARF = (1 - KFMC,RF) X APVSG
Arr contributes to the total rate of residual faults.

Awer is the “Multiple-Point Faults” failure rate. Aype = Kemc re X Apvsc.
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u

point faults.

NOTE There are two sources for multiple-point faults:

— faults which could lead to a safety goal violation, but for which a safety mechanism exists to prevent this;

Identify detected and not detected faults. Kevcmer is the failure mode coverage with respect to multiple-

— faults which by themselves cannot lead to a violation of the safety goal, but which contribute to a multiple-point failure
scenario.

Depending on the source of the multiple-point fault, the failure mode coverage with respect to multiple-point faults can

vary.
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Awver is The “Multiple-Point Faults” failure rate.

s the “Multiple-Point Faults, detected” failure rate. Avpr et = Ampe * Kemc,mpr.
contributes to the total rate of detected multiple-point faults.

the “Multiple-Point Faults, perceived or latent” failure rate.

e fraction of the Awpr p Which is perceived by the driver.

the “Multiple-Point Faults, latent” failure rate.

ntributes to the total rate of latent multiple-point faults.

the “Multiple-Point Faults, perceived” failure rate.

pntributes to the total rate of perceived multiple-point faults.

w to consider the failure rate of multiple-point faults related to software-based safety
ms addressing random hardware failures

for random hardware failures ‘of hardware resources that support the execution of the softwa
ty mechanisms addressingrandom hardware failures.

rdware resources are shared with functions which have the potential to directly violate a safety g
it models are chosémto reflect this and potential dependent failures are considered.

mple of residual failure rate and local single-point fault metric evaluation

neral

be

pal,

spe and th

sensor is compared

and have known tolerances. The values of a sensor, A_Master, are used by a feature of the application. The
values of the other sensor, A_Checker, are solely used to validate values of sensor A_Master.

This monitoring is referenced in ISO 26262-5:2011, Annex D either as “Sensor Rationality Check” or as “Input
comparison/voting”.

Only faults of the sensor A_Master are classified and evaluated in this example. Faults of sensor A_Checker
are not addressed here.
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Since sensor A_Master has a safety mechanism defined, all remaining faults which have the potential to
violate the safety goal and which are not controlled (i.e. the violation of the safety goal is not prevented) are
classified as residual faults. The single-point failure rate Aspr is (per definition) equal to zero.

8.2.2 Technical safety requirement for sensor A_Master
The boundary for safe operation of sensor A_Master is shown in Figure 10, and is regarded as a given in this
example (i.e. the derivation from the safety goal is not discussed here). It can be expressed using the

following terms:

Witk

HsaRel, Amin = Maximum(Cpyse ; v X (1 + a))

where

Crvsc is a constant value;

Usarrelamin 1S the safety-related lower boundary of sensor A_Master;
v is the physical value that is to be measured;

a is a constant value.

A gafety-related failure of the sensor occurs when

MA Master 2 MHsafRel,A,min

where

MA Master is the value reported by the,sensor A_Master.

The¢ safety requirement is to detect and control a safety-related failure of sensor A_Master with|n the fault
tolgrant time interval of Tgena.
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Key: 1 safety-related lower boundary gsatrel, A min Of sensor A_Master
2| return value of an ideal sensor with zero tolerance (as reference)
3| faults with the potential to violate the safety goal

Figure 10 — The boundary for safe operation of sensor A_Master

In Figure 10, the x axis is the real physical value v to be-measured, the y axis is the value ma waster reported by
sensor A_[Master. The dashed line shows the return value of an ideal sensor (i.e. a sensor with zero
tolerance) ps a reference. The solid line shows ugdreamin. If the sensor A_Master reports a value ma master that
is on or abpve the solid line, a violation of a safety’goal can occur.

8.2.3 Degscription of the safety mechanism

The elements of the safety mechanisms are the sensor A_Checker and the monitor hardware, which consjsts
of a micrdcontroller with embedded software. The software periodically compares the values of the fwo
sensors with each other, with.the periodicity being smaller than the fault tolerant time Tse,a. The evaluation is
done by thg following pseudo-code:

Ap = M Master — MAThecker

if Ap 2|Avax then failure is TRUE

if failufe-i® TRUE then switch into safe state

where
M Master is the value reported by the sensor A_Master;
MA Checker is the value reported by the sensor A_Checker;
AMax is a predefined constant maximum threshold used as pass/fail criteria.

It is assumed that the sensors have the following known tolerances:

mA,Master =v+- CA,Master
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mA,Checker =v+- CA,Checker

ere
Mp Master is the value reported by the sensor A_Master;
M Checker is the value reported by the sensor A_Checker;

CA Master is a constant value representing the tolerance of sensor A_Master;

v is the physical value to be measured.

b value Ayex is chosen so that a failure of sensor A_Master that can violate the safety'goal is d¢

AMax 2 CA,Master + CA,Checker + CA,other

A Master,we = IMA Checker T Apiax
=v+ CA,Checker + AMax
ere

A Master.we is the worst case detection threshold, i.e. the maximum value ma master Of SENSO
that is not detected as a failure;

MA Checker is the value reported by.the'sensor A_Checker;
Anax is a predefined constant maximum threshold used as pass/fail criteria;
v is the physical.value to be measured.

ery value ma master aDOVE\LA Master we IS Classified as a sensor failure.

bending on the tolérance values, different detection scenarios are possible. Two examples are v

0:2012(E)

ptected. To
and other

- A_Master

sualized in
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safety-related lower boundary psafrel,amin Of sensor A_Master
return value of an ideal sensor with zero tolerance (as reference)
worst case detection threshold i master,we

dual-point faults, detected

detected faults with no potential to violate the safety:goal
residual faults

bns are indicated by arrows in Figure'11.

Figure 11 — Example 1 of worst.case detection threshold (too high)

“detected faults with no potential to violate the safety goal” are faults that are detected by the safety

mechanism because they are above the worst case detection threshold zia pasterwe PUt alone would not cause a

violation of

Region 4
detected 4

HA Master,we 9
would requ

goal.

Region 6 -

the safety goal because they are below the safety-related lower boundary sisamrer A min-

L “dual-point faults;) detected” are faults that could cause a violation of the safety goal but jare
nd mitigated by.the safety mechanism. They are above both the worst case detection thresHold
nd the safety=related lower boundary gsameiamin- The dual-point nature of these faults means that it
ire a failure' of the safety mechanism and the sensor to cause a potential violation of the salety

“fesidual faults” are not detected by the safety mechanism and can directly lead to a violation of the

safety goa

La masterwe DUt @above the safety-related lower boundary zisarel A min-

26

. The region usamreiamin < Lamasterwe 107 V € [v4, V] lies below the worst case detection threshold
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safety-related lower boundary gsatrel A min Of sensor A_Master
return value of an ideal sensor with zero tolerance (asreference)

Key:

worst case detection threshold g masterwe
dual-point faults, detected
detected faults with no potential to violate.the safety goal

a b~ W N -

Figure 12 — Example 2 of worst case detection threshold (Mspem sensor = 100 %)

In the case of Figure 12, the worst case)detection threshold i masterwe iS always smaller than the safety-related
lower boundary usameiamin- I this,case, the residual failure rate is zero, and the local single-point fault metric
Mspem sensor Of the sensor is equakto 100 %.

8.24 Evaluation of example 1 described in Figure 11

8.2.4.1 General

In the case of Figure 11, there are conditions when the worst case detection threshold g masterwe i igher than
the| safety-related lower boundary gsamei amin fOr sensor A_Master:

forlv e [V1, V2]: HsafRel, A min < HA Master,wc

To determine the residual failure rate Age sensor aNd the Msprm sensor UNder these conditions, further analysis is
necessary. The following is an example of this analysis. In 1ISO 26262-5:2011, Annex D the following failure
modes are stated:
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Table 2 — Example of failure modes of a sensor

Element

See
Tables

Analyzed failure modes for 60/90/99 % DC

Low (60 %)

Medium (90 %)

High (99 %)

General Elements

Sensors including
signal switches

D.11

No generic fault model
available. Detailed
analysis necessary.
Typical failure modes to
be covered include

e Out-of-range

e Stuck in range

No generic fault model
available. Detailed
analysis necessary.
Typical failure modes to
be covered include

e Out-of-range

o Offsets

e Stuck in range

No generic fault model

available. Detailed analysis

necessary. Typical failure

modes to be covered include

e Out-of-range
Offsets

Stuck in range
Oscillations

Within this|example, only the stuck-at a constant value m (in range) is evaluated. For a complete assessm

of the resiqual failure rate of the sensor and the Mspgy sensr, all other failure modes need evaluating.

For the analysis, we distinguish three different stuck-at fault scenarios for the sensor (see Figure 13):

1) sgnsor stuck-at value m > my;

2) sensor stuck-at value m < my; and

3) sensor stuck-at value m between m; and my;

ent

Key: 1

sdalety-related lower boundaary tisafrRel,Amin OT SENSOI A_IViaster

2 return value of an ideal sensor with zero tolerance (as reference)

3 worst case detection threshold g masterwe

Figure 13 — Stuck-at fault scenarios

The impact of the stuck-at fault of the sensor at the system level depends on the current physical value v, e.g.
a stuck-at m, fault has the potential to violate a safety goal for the physical values v < v,. For values v > v, this
fault does not have the potential to violate a safety goal. In the following analysis, the probability prr of a fault
being a residual fault is evaluated considering the detection thresholds as well as the physical values v and
their probability distribution.

28
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8.2.4.2 Case 1: Sensor stuck-at value m > m, fault

If v < v,, the fault has the potential to violate a safety goal (see Figure 14). The sensor deviation, however, is
always above the worst case detection threshold s masterwe, SO the safety-related sensor failure is detected
and controlled in time. Every fault is a detected dual-point fault. The probability pre of a residual fault in the
case of v< v, is zero.

If v > v, the fault does not always have the potential to violate a safety goal (see Figure 15). If the fault has the
potential to violate a safety goal (Figure 15, region 6), it will be above the worst case detection threshold and
is detected in time. Note that some of the faults (Flgure 15, reglons 4 and 5) cannot be considered as safe,

even e the potential to violate
a e detected
(Figure 15, region 4) The probability prr of a residual fault in the case of v > v, is zero.

Styck-at faults with m > m, have the potential to violate a safety goal if v <v2, therefore they|cannot be
conpsidered safe faults. Since all faults are detected and controlled before they can lead to the vigplation of a
fety goal, they are detected dual-point faults; therefore, the probability prr swck@rime Of @ residual fault for a
stuck-at m > m, fault is zero.

Key: safety-related lower boundary gsatrel, A min Of sensor A_Master
return value of an ideal sensor with zero tolerance (as reference)
worst case detection threshold i master,we

dual-point faults, detected

B OUN -

Figure 14 — Fault classification for stuck-at m > m, fault, with v< v,
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Key:1  sdfety-related lower boundary gsarei,amin Of Sensor A_Master

return value of an ideal sensor with zero tolerance (as reference)
worst case detection threshold i master,we

detected faults with no potential to violate the safety:goal

not detected faults with no potential to violate the'safety goal
dual-point faults, detected

O bk WN

Figure 15 — Fault classification for stuck-at m > m, fault, with v > v,

8.2.4.3 Cdse 2: Sensor stuck-at valuesm'< m, fault

Stuck-at faults with m < m4 are visualized in Figure 16. These faults are safe faults, as they cannot lead tp a
safety-related failure, as they are always below the worst case detection threshold for the whole rangg of
physical value v. Therefore, the‘resulting probability prr swck@m<mt Of @ residual fault for the whole rangg of
physical vglue v is zero.
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Key:

i// i///
778 N
3 \\E

N .

safety-related lower boundary gsafrel,amin Of sensor A .Master
return value of an ideal sensor with zero tolerance¢(as reference)
worst case detection threshold i master,we

safe faults, undetected

safe faults, detected

a b~ W N =

Figure 16 — Fault classification for stuck-at m < m, fault

8.214.4 Case 3: Sensor stuck-at value.m € [m,, m,] fault

The¢ potential to violate a safety.goal and the detection of a stuck-at fault with m € [my, m,] depgend on the
current physical value v (see(Figure 17), i.e. the probability of a violation of a safety goal depends on the
current value of v at the time_when the fault occurs. The probability of a stuck-at residual fault, pre |stuck@m e m1,

m2]»

Fo

is evaluated for three(different intervals of v at the time of fault occurrence:
vV <vy
vi S v < wand

V> V.

each of these conditions, the probability of a residual fault is evaluated separately, The final probability of

a residual fault is calculated using the value of these three probabilities:
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Key: safety-related lower boundary gsatrel A min Of sensor A_Master
return value of an ideal sensor with zero tolerance (as reference)
worst case detection threshold g master,we

dual-point faults, detected

faults that do not violate the safety goal but remain-tindetected

residual faults

o O WDN -

Figure 17 — Fault classification for stuck-at m € [m;, m,] fault

Depending on the current value of v, the faults can be detected dual-point faults (region 4), residual faglts

(region 6) or do not have the potential towiolate the safety goal (region 5).
PREsudck@meml,m2] = PRE stuck@me[inl,m2]v<vl < Py

+ pRF,stuck@me[ml,m2],v1£v§v2 x pvlSvSvZ

s pRF,stuCk@me[ml,m2],v>v2 x pv>v2
where

DRE stuck@melmim2] is the probability that a stuck-at value m sensor fault, with m € [m;, my], manifgsts

itself as a rlesidual fault;

DRE stuck@melmlm2]v<v] is the probability that a stuck-at value m sensor fault, with m € [m;, my], manifests
itself as a residual fault if the v < v4 at the point of time when the fault occurs;

Dot is the probability that v < v; at the point of time when the fault occurs;

DRE stuck@melmlm2]vi<v<v2 is the probability that a stuck-at value m sensor fault, with m € [m;, my], manifests
itself as a residual fault if v4 < v < v, at the point of time when the fault occurs;

Doicvers is the probability that v, < v < v, at the point of time when the fault occurs;
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is the probability that a stuck-at value m sensor fault, with m € [my, my]

itself as a residual fault if v > v, at the point of time when the fault occurs;

pv>v2

is the probability that v > v, at the point of time when the fault occurs;

pv<v1 + pvlSvSv2 + pv>v2 = 1

, manifests

If v < v4, the stuck-at faults have the potential to violate a safety goal, but are detected in time. The probability

PRFstuek@m—epm—mapv<ia0f a residual fault is zero
If y > vy, the stuck-at fault does not have the potential to violate a safety goal, but it is not dete¢ted. Since
sogner or later the value v is in between vy and v, Prr_stuck@m < [m1, m2), v > v2 = PRF_stuck@m < [t m2], vi < v v2-

If v

Th

< v £ vy, the probability prr stuck@m < [m1, m2, vi < v< v2 OF @ residual fault is not zero,

b exact determination of the probability of remaining in the residual fault area long enough tg

potential violation of a safety goal is not trivial. It can depend on parameters ‘like:

If t

dynamic behaviour of the physical value v and its correspanding probability distributio]
temperature value is more of a static signal while the angle pasition of an electric motor in use
a dynamic signal;

probability distribution of value v within v € [v4, v5];

reaction time of the monitoring software, e.g. due-to filtering times. In the example, a single
An 2 Ayax is enough to detect a sensor failure' and switch into the safe state. It is commo
however, to implement an error counter, se\that more than one event is necessary in order
sensor failure and switch into the safe state. Error counter recovery, e.g. resetting the error cg
one non-safety-related event (in this @xample, this would correspond to 4, < Ayax) is detected,
significant impact on the detection.capability of the monitoring software, drastically reducing it;

the number of measured safety-related sensor deviations necessary to lead to a potential vig
safety goal. Also, the number of valid measurements that must lie between two measured sat
sensor deviations, so thatjthe safety goal is no longer violated, can be of interest.

ne exact detail of eaeh influencing parameter is not available, it is legitimate to use expert judg

engineering practisésy(e.g. using an equal distribution for unknown probability distributions) t

col

Ha
PRA

servative estimate.

ving assessed the different probabilities prr_stuck@m>m2: PRF_stuck@m<m1 @Nd Prr_stuck@m < [m1, m2p the
| stuck@pOf @ sensor stuck-at residual fault can be calculated:

lead to a

ns, eg. a
is more of

event with
n practice,
b assess a
unter once
can have a

blation of a
ety-related

ement and
b derive a

probability

Pr

= Das XL it D 42D ot D

1
uz-n 1

Where

pm

P

pm

pm

is the probability of a stuck-at m < m, fault

<ml

is the probability of a stuck-at my; < m < m, fault

1<m<m2

is the probability of a stuck-at m > my fault

>m?2

<ml + pmlSmSmZ + pm>mZ = 1
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8.2.4.5 Final residual failure rate assessment

If each relevant failure mode FM; is assessed the same way as above, the overall probability pgre, sensor Of @
sensor fault manifesting itself as a residual fault can be calculated:

PREsensor = Z Prmi X PreFmy
i

Where
is-tha nrobabilib of fallure-mode-EM
pFM,i Il Mol bbb 4 hhakbckl kA
PREFM. is the probability that failure mode FM; manifests itself as a residual fault

ZPFM,i 1

With this probability, the residual failure rate Arg, sensor Can be assessed as

A

RF,Sensor n pRF,Sensor X //i’Sensor

leading to § Mspem sensor OF

A
RF,Sensor _
MSPFM,Sens ro 1 - l - 1 - pRF,Sensor
Sensor

8.2.4.6 Improvement of SPFMscnsor

An efficienf way to reduce the residual failure rate of:the sensor is to reduce the value of Ay, The reduction
of Ayax could be done without a significant increasé-of false detection under the following conditions:

— The probability distribution of the tolerances could show that the estimated worst case scenariq is
extremely unlikely. Therefore, the prebability of a false alarm is sufficiently low and therefore acceptabl

[

— Aredgsign of the system can.lead to improved tolerance values.

Note that ip this example onlyssensor faults are evaluated, not faults occurring in the remaining sensor path.
The malfupction of shared~HW resources which could lead to a malfunction of both sensors or which cquld
falsify both sensor valdes; e.g. the ADC of the microcontroller, are evaluated separately. In addition, a
dependent|failure analysis as given in ISO 26262-9:2011, Clause 7 (Analysis of dependent failures) is done.

8.3 Furtheriexplanation concerning hardware

8.3.1 How to deal with microcontrollers in the context of ISO 26262 application

Microcontrollers are an integral component of modern E/E automotive systems. They can be developed as a
safety element out of context (SEooC, see clause 9).

Their complexity is handled by combining qualitative and quantitative safety analyses of the microcontroller’s
parts and sub-parts, performed at the appropriate level of abstraction, i.e. from block diagram to the netlist and
layout level, during the concept and product development phases.

Annex A is a guideline and a non-exhaustive list of examples of how to deal with microcontrollers in the
context of ISO 26262.
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It describes a method for the calculation of failure rates of a microcontroller, including how to consider
permanent and transient faults.

It includes examples of:

dependent failures analysis;
avoidance of systematic failures during microcontroller design;

verification of the safety mechanisms of the microcontroller; and

An
an

As
re

qu
Ba

It in

consideration of the microcontroller stand-alone analysis at the system level.
2 Safety analysis methods

ex B discusses techniques for analysing system fault modes, including inductive ahd deductiy
includes an example of fault tree analysis.

3 Consideration of exposure duration in the calculation of Probabilistic Metric for rand
dware Failures (PMHF)

described in ISO 26262-5:2011, 9.4.2.3, quantitative analysis, pfovides evidence that targetf
uirement 1SO 26262-5:2011, 9.4.2.1 have been achieved. As'\@iven in ISO 26262-5:2011, 9
ntitative analysis considers the exposure duration in the case)of'dual-point faults.

5ed on the Note 2 in ISO 26262-5:2011, 9.4.2.3, the exposure duration starts as soon as the faul

cludes:

the multiple-point fault detection interval associated with each safety mechanism, or the life
vehicle if the fault is not indicated to the driver (latent fault);

the average time interval between a warning and the vehicle repair in a workshop (in the cass
driver is alerted to have thevehicle repaired).

e analysis,

values of
[4.2.3, this

[ occurs.

ime of the

the maximum duration of a trip (in thé case where the driver is requested to stop in a safe manner); and

where the
5 example,
hism “sm”.

conditional
tk, can be

Th¢ following example is provided to show a possible way to consider the exposure duration. In thi
it ig assumed that an intended functionality (the mission block “m”) is supervised by a safety mecha
The¢ value of the probabilistic metric for random hardware failures Mpyyr, considering the
prdbability that <@~failure of the safety mechanism is followed by a failure of the mission blo
calpulated using the formula:
M _ ﬂ’m,RF X TLifetime + ﬂ’m,DPF X TLifetime x 055 X (ﬂ’sm,DPF,latent x TLifetime + /Ism,DPF,detected x z-SM
o TL;f ,,,,,,,
Where
Mepmne is the value for the probabilistic metric for random hardware failures (PMHF)
AmRF is the residual failure rate of the intended functionality (the mission block “m”
Am.DPE is the dual-point failure rate of the mission block “m”
TLitetime is the vehicle lifetime
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Asmppriatent IS the latent dual-point failure rate of the safety mechanism “sm”

Asm.DPF.detected 1S the detected dual-point failure rate of the safety mechanism “sm”

T is the multiple-point fault detection interval of the safety mechanism “sm”

If the term A * An.DPF.detected T Tsu - FEPresenting the probability of a mission failure in combination

'm,DPF
with a failure of the corresponding safety mechanism within one 7,,, is very small [e.g. if 7, is in the order

of one driving cycle (even with Amopr = Asmjatent = 1000 FIT the contribution < 10" 1/h within this example)], it
can be neglected, simplifying the formula:

M pMHE — /7’RF +0,5x //i’m,DPF x ﬂ'sm,DPF,latent xT,

Lifetime
If conditionfal probability does not apply, e.g. the order of failure is irrelevant, the formula changes to

M oyls = ﬂVRF + /Im,DPF x A xT,

sm,DPF,latent Lifetime

9 Safety element out of context
9.1 Safety element out of context development

The automotive industry develops generic elements for differént applications and for different customers.
These generic elements can be developed independently.*by different organizations. In such casges,
assumptions are made about the requirements and the_design, including the safety requirements that jare
allocated tp the element by higher design levels and on_the’design external to the element.

Such an element can be developed by treating it.as a safety element out of context (SEooC). An SEooC is a
safety-relajed element which is not developed fof.a specific item. This means it is not developed in the confext
of a particylar vehicle.

An SEoo( can be a system, an arfay: of systems, a subsystem, a software component, a hardwpre
component or a part. Examples of-SEooCs include system controllers, ECUs, microcontrollers, softwjare
implementing a communication protocol or an AUTOSAR software component.

An SEooC|cannot be an item.as’the development of an item always requires the context of a vehicle intengled
for series Iroduction. In theycase where the SEooC is a system, this system is not developed in this contéxt,
and therefgre it is not an.item.

SEooCs differ from*qualified components described in ISO 26262-8:2011, Clause 12 (Qualification of softwjare
componenfs) andASO 26262-8:2011, Clause 13 (Qualification of hardware components):

— AnSE
in multiple different |tems when the validity of |ts assumptlons can be establlshed durlng mtegratlon of the
SEooC.

— Qualification of software and hardware components addresses the use of pre-existing elements for an
item developed under ISO 26262. The components are not necessarily designed for reusability nor
developed under ISO 26262.

Table 3 describes the intended use of qualification, safety element out of context and the proven in use
argument for different software elements.

The classification of the software components in the Table 3 is as described in ISO 26262-6:2011, 7.4.6.
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Table 3 — Classification of the software components

Classification Part 6 Part 8 — 12 Part 6 Part 8 — 14
of software in cor!text of an Qualification of SW as safety element out of Proven in use argument
component item component context
Newly Suitabl Not suitabl Suitabl Not suitabl
developed uitable ot suitable uitable ot suitable
Re-use with . . . . a
change Suitable Not suitable Suitable Suitable
Re-use without Not suitable Suitable Suitable Suitable
—ehange {ifdevetopedas SEDOC)
@ See ISO 26262-8:2011, 14.4.4.

WH

6.4

om
iter

Th
req

applied for the development of this SEooC.

An
inc
th

de

Th

It ig
cas

In 1

dutling its integration into the itemy.either a change to the SEooC or to the item is to be made as d

1S(

9.2

9.2,

Th
in

des
ne

en developing an SEooC, applicable safety activities are tailored as described .in 1ISO 262
5.6. Such tailoring for the SEooC development does not imply that any step of the“safety lifecy
tted. In case certain steps are deferred during the SEooC development, they, are completed
h development.

uirements assigned with a given ASIL. Consequently, it defines the, requirements of 1ISO 262
SEooC is thus developed based on assumptions; on an‘intended functionality and use cor
udes external interfaces. These assumptions are set up-in~a way that addresses a superset g

rred during the SEooC development, they are to he-¢cémpleted during the item development.

b validity of these assumptions is established inithe context of the actual item while integrating th

he case where the validity of the assumptions made during the SEooC development cannot be ¢
D 26262-8:2011, Clause 8 (Ehange management).
Use cases

1 General

b development.of an SEooC involves making assumptions on the prerequisites of the correspon
he proddct ‘development, e.g. for a software component, which is a part of the software a
ign, the-corresponding phase is the subphase corresponding to 1ISO 26262-6:2011, Clause
essary to make assumptions on all prerequisites, e.g. safety plan.

Figar

62-2:2011,
cle can be
during the

e ASIL capability of an SEooC designates the capability of the SEQaC to comply with assumed safety

b2 that are

text which
f items, so

the SEooC can be used later in multiple different, but similar, items. In the case where certain steps are

e SEooC.

possible to build an item out of multiple.SEooCs, with SEooCs interfacing directly with each other. In this
e, the validity of the assumptions of one.SEooC is established considering the interfacing SEoo(

.

pstablished
escribed in

ding phase
rchitectural
7. It is not

pent of an

SEooC can start at a certam hierarchical- Ievel of reqwrements and design. Each piece of information on
requirements or design prerequisites is pre-determined with the status "assumed".

The correct implementation of the requirements for the SEooC (derived from the assumed high-level
requirements and assumptions on the design external to the SEooC) will be verified during the SEooC
development.
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Figure 18 — Relationship between assumptions and SEooC development

The corre¢t implementation of the requirements for the SEooC (derived from the assumed high-le
requirements and assumptions on the design external to the SEooC) will -be verified during the SE(d
developmgnt. The validation of these requirements and assumptionsare” then established during
developmgnt of the item.

Similarly, Yerification activities demonstrate that a developed SEooC, at any level, is consistent with
requirements in the context where it is used. For example, whenva software component, developed ou
context, is|used, the verification of the software specificationcan demonstrate that the requirements in

vel
oC
the

the
of
the

software architectural design specification are met. This“verification report can be produced winen

developmgnt of the SEooC is finished and the item development reaches the phase where requirements
the safety element are formulated.

Some typi¢al examples of SEooC are given below;.namely a system, a hardware component and a softw
component.

9.2.2 Development of a system as a safety element out of context
This section is intended to show how the tailoring of the SEooC concept is applied to a new E/E system wh

can be intdgrated by different vehicle manufacturers.

For the purpose of this example, the system includes functionality to both activate a function under cert
vehicle conditions and to allow the deactivation of the function on proper driver requests. The process floy
given in Figure 19.

on

are

ich

ain
V is
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System SEooC component development

Iltem development

8-8 8-8
A
3 _
3.5 Considered
3'6 partially or fully in 2- ]
"2 | scope of system 6.4.5| Assumptions on not
g:g SE0oC 6 a) item level valid
development | 2- . o
Ectablich validity
I N of assum tionsj
i ~ 6 b) P
4
System level valid
4-5 | Considered fully in
4-6 | scope of system
4-7 | SEooC development
Considered partially in
4-8
49 scope of system
SEooC development Y
4
System level
5 6
Hardware level Software level
5-5 6-5
5-6 : : 6-6
5-7 Considered fully in 6-7 | Considered fully in
scope of system
58 | sEooC development 6-8 | scope of system
5-9 6-9 | SEooC development
5-10 6-10
6-11
L/

NO|

NO
the

NO|

TE 1
TE 2

TE 3

Some additional tailoring of the requirements can be necessary depending on the exact nature of

he SEooC.

Depending on the exact natureJof the SEooC, some requirements of parts 3 and 4 cannot be applicable, and

efore only partial consideration is qade.

Although all the clauses)of ISO 26262 are not shown, this does not imply that they are not applica

Figure 19 — SEooC system development

Step 1a — Definition of the scope of SEooC

Ba
the

EmepIes of such assumptions on the scope of the SEooC can be:

5ed on assumptions, the SEooC developer defines the purpose, functionalities and external in
SEooC.

ple.

terfaces of

The system is designed for vehicles with a gross mass up to 1800 kg.

The system is designed for front-wheel driven vehicles.

The system is designed for maximum road slope of 32 %

The system has interfaces with other external systems to get the required vehicle information.

Functional requirements:

The system activates the function when requested by the driver in certain vehicle conditions;
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— The system deactivates the function when requested by the driver.

Step 1b — Assumptions on safety requirements for the SEooC

The development of an SEooC needs to make assumptions about the item definition, the safety goals of the
item and the corresponding functional safety requirements related to the SEooC functionality in order to identi-
fy the technical safety requirements of the SEooC.

Examples of assumptions on the functional safety requirements allocated to the SEooC can be:

— Thes

stem does not activate the function at high vehicle speeds (ASIL x)

— The sy
In order to

Examples

— An ex
prope

— An ext

Step 2 — Development of the SEooC

When the
of the item

Step 3 — Work products

At the en

provided t
context.

Step 4 - In]

During itenn development, the safety,goals and the functional safety requirements are specified. The functig

safety requ

to establish their validity.

In the cas
analysis, i
outcomes

— the differenee can be deemed to be acceptable with regard to the achievement of the safety goal, and

action

stem does not deactivate the functionality when the driver request is not detected (ASIL ).
achieve the assumed safety goals, specific assumptions on the context are defined.

bf assumptions on the context of the SEooC can be:

ternal source will provide information at the requested ASIL enabling the)system to detect
vehicle condition (ASIL x).

ernal source will provide information about the driver request at the requested ASIL (ASIL y).

echnical safety requirements have been derived from thetassumed functional safety requiremsg
the SEooC is developed following the requirements of ISO 26262.

the

nts

| of the SEooC development, the work products that show that the derived technical salety
requirements are fulfiled are made available. All pecessary information from the work products is t

b the item integrator, including SEooC safety requirements and the assumptions made on

tegration of the SEooC into the item

irements of the item are ‘matched with the functional safety requirements assumed for the SEd

b of an SEooCassumption mismatch, a change management activity, beginning with an img
5 conducted{as” described by 1SO 26262-8:2011, Clause 8 (Change management). Poten
nclude:

is taken;

en
the

nal
oC

act
tial

no

— the di

ference can be deemed 10 Impact the achievement of the sarety goal, and a change can

necessary to either the item definition or the functional safety concept;

be

— the difference can be deemed to impact the safety goal, and a change is required to the SEooC
component (including possibly a change of component).

9.2.3 Development of a hardware component as a safety element out of context

9.2.3.1 General

This section uses the microcontroller (MCU) example of Annex A as an example hardware component
SEooC. The process flow is given in Figure 20.

40
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SEooC Hardware Component Development Item Development

4 8-8 8-8
System level

3-5 Considered not
3-6 in scope of HW
3-7 SEooC 3
3-8 development

4-5| Considered notin A 1
4-8 scope of HW )
4-9 | SEooC development
System level
4-6 | Considered fully in
4-7 | scope, partially in -
scope, or not in scope 6.4.5. Assumptions on not
of HW SEooC 6 a) system level valid
development =
w545 Establish validity -
v 6b) of-assumptions
5 valid
Hardware level
55 Y
5-6 | Considered partially 5
5-7 | or fully in scope of D—»
5.8 HW SEooC Hardwdre level
5-9 development
5-10

NO
eg

NO|
onl

NO|

9.2

Th

Th

TE 1 Some additional tailoring of the requirements can be necessary depending on the exact nature of
to adapt target values for the probability to violate a safety goal due to random hardware failure.

TE 2 Depending on the exact nature of-the SEooC, some requirements of part 5 are not applicable, a
partial consideration is made.

TE 3 Although all the clauses of ISO 26262 are not shown, this does not imply that they are not applica

Figure’20 — SEooC hardware component development

.3.2 Step 1 — Assumptions on system level

S stage-'can be broken down into two sub-steps (1a and 1b) based on the analysis of somg

applieations. The requirements are assumed with respect to the prerequisites for HW product de
(IS%.Z&ZBLE;ZOJJ,lahLe_AJ.);_axampI&_LoﬂmN

9.2

the SEooC,

nd therefore

ple.

b development’ef a microcontroller (MCU) (see Figure 20) as an SEooC starts (step 1) with an assumption
of the system-level attributes and requirements as per ISO 26262-2:2011, 6.4.5.6.

reference
velopment

.3.3 Step 1a — Assumptions on technical safety requirements

Below are some example assumed technical safety requirements created for the MCU example:

Assumptions on technical safety requirements (step 1a)

a)

Failures of the CPU instruction memory are mitigated by safety mechanism(s) in hardware with at least
the target value (e.g. 90 %) assigned for the single-point fault metric at the HW part level (might also be

expressed in terms of required DC).
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b) The contribution of the MCU to the total probability of violation of a safety goal is no more than 10 % of
the allowed probability for the relevant ASIL.

c) The MCU implements a safe state defined as all I/O driving outputs to a low state when reset is asserted.

d) Any safety mechanisms implemented related to the processing function completes in less than 10
milliseconds (assigned portion of the fault tolerant time interval).

e) Debug interfaces of the MCU are not used during safety-related operation. Therefore, any faults in the
debug logic will be considered safe faults.

f) A merpory protection unit is present to provide the possibility of separating software tasks with differlent
ASILs

ASIL capability is established at this step.
9.2.3.4 Step 1b — Assumptions on system-level design
Some examples of system-level design assumptions, external to the SEooC:

a) The system will implement a safety mechanism on the power supply to the.MCU to detect over voltage
and under voltage failure modes.

b) The system will implement a windowed watchdog safety mechanism.external to the MCU to detect either
clockimg or program sequence failures of the MCU.

c) A softiare test will be implemented to detect latent faults-in*the EDC safety mechanism of the M|CU
(SM4)

d) A SWibased test (SM2) is executed at key-on to verify the absence of latent faults in the logical monitor-
ing of program sequence of CPU (SM1).

9.2.3.5 Step 2 — Execution of hardware development

On the basis of these decisions (assumed “technical safety requirements and assumptions related to [the
design external to the SEooC), the SEooC is developed (step 2) as written in 1SO 26262-5, and edach
applicable work product is prepared. For'example, the evaluation of safety goal violations due to random HW
failures (sge work product written in ISO 26262-5:2011, 9.5.1) is done considering the SEooC assumptipns
including gny budget for FIT rate found in the assumed technical safety requirements. On the basis of fthe
SEooC aspumptions, the safety)analyses and the analysis of dependent failures internal to the MCU fre
performed faccording to ISO26262-9.

For the MCU example=in A.3.5, the safety requirement a) is fulfilled because the single-point fault metri¢ of
memory is|greater than'the 90 % target assigned at that HW part level (99,8 %, permanent faults and 99,69 %
transient fqults). The assumption c) on system design is implemented by safety mechanism SM4.

9.2.3.6 Step-3 — Work products

At the end of the MCU product development (step 3), the necessary information from the work products is
provided to the system integrator; this includes the following documentation: assumed requirements,
assumptions related to the design external to the SEooC and applicable work products of 1S026262 (for
example, the report on the probability of a violation of a safety goal due to random HW failure).

9.2.3.7 Step 4 - Integration of the SEooC into the item
When the MCU developed as an SEooC is considered in the context of the item HW product development
phase, the validity of all SEooC assumptions including SEooC assumed technical safety requirements and the

assumptions related to the design external to the SEooC are established (step 4). It is plausible that
mismatches between SEooC assumptions and system requirements will occur. For example, the item
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developer could decide not to implement an assumed external component. As a consequence, the evaluation
of safety goal violations due to random HW failures done by the SEooC developer might no longer be
consistent with the item.

In the case of an SEooC assumption mismatch, a change management activity beginning with impact analysis
is conducted as written in ISO 26262-8:2011, Clause 8 (Change management). Potential outcomes include:

— The difference can be deemed to be acceptable with regard to the achievement of the safety goal, and no
action is taken.

The difference—can-be-deamed-toimbpact the-achievament-of the csafatv aoal —and-a cha e can be
HHe—aHHetreRce—ca—pe—aeeea—o—+mpact—re—atrHeYeeHt—o—Re—Satety—godr—aRa—a—6ra

necessary to either the functional safety concept or the technical safety requirements.

— | The difference can be deemed to impact the achievement of the safety goal, and a change is fequired to
the SEooC component (including possibly a change of component).

— | The difference can be deemed to impact the achievement of the safety goal, and therefore safety metrics
are recalculated, but the recalculated metrics show that the design meets)the system targets, so no
change is necessary.
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9.2.4 Development of a software component as a safety element out of context
9.2.4.1 General

This section illustrates the different steps of the application of the SEooC concept to a new medium/low level
software component. The process flow is given in Figure 21.

Software SEooC component development Iltem Development

3-5 Considered not
3-6 in scope of SW

3-7 SEooC 3
3-8 development
4
Bystem level

Considered not in Y

4-5 scope of SW 2
SlkEooC development
System level

4-6 |Cdnsidered partially in
4-7 | s¢ope of SW SEooC

48 development 5 3:5 Assumptions on not
Considered not in 6 a) system level valid
4-9 | s¢ope of SW SEooC 2. _ —
development 645, Establish vql|d|ty -
v 6b) of assumptions

\
6 valid
Software level

Considered fully in
6-5 scope of SW
SEooC development

/

6-6 Considered partially.in 6 !

6-7 scope of SW SEooC _—
development e Software level

Considéered fully in

scope of SW SEooC
development

6-8
6-9

Considered partially in
scope of SW SEooC
development

/

NOTE 1 Some additional tailoring of the requirements can be necessary depending on the exact nature of the SEooC.

NOTE 2  |Depending on the exact nature of the SEooC, some requirements of part 6 are not applicable, and therefore
only partial ¢onsideration is made.

NOTE 3 Although all the clauses of ISO 26262 are not shown, this does not imply that they are not applicable.

Figure 21 — SEooC software component development

9.2.4.2 Step 1a — Assumptions on the scope of the software component as an SEooC

This step is intended to state the relevant assumptions regarding the purpose of the software component, its
boundaries, its environment and its functionalities.

Examples of such assumptions include:

— The software component is integrated into a given software layered architecture.
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— Any potential interference caused by the software component is detected and handled by its environment.
— The software component provides the following functions: list of the functional software requirements.
9.2.4.3 Step 1b — Assumptions on the safety requirements of the software component

Step 1b is intended to make assumptions on higher level safety requirements that potentially impact the

software component in order to derive its software safety requirements. For example, if a given set of data
calculated by the software component is assumed to be of high integrity (ASIL x), then the resulting software

safety requirements allocated to the SEooC can be:

9.2

On
acq
exa
inc

9.2

Be
val
ass

pu
In

imf
out

NO|

The software component detects any corruption on the following input data: list of input data‘(A
The software component signals the following error conditions: list of error conditions {ASIL x);
A default value is returned with a fault status for any error condition detected (ASIL X);
The software component returns the following results coded with CRC and-atatus (ASIL x).
.4.4 Step 2 — Development of the software component
ce the necessary assumptions on the software component are explicitly stated, the SEooC is dg

mple). All applicable work products are made available/for further integration in differen
uding the work products related to the verification of the assumed software safety requirements.

4.5 Step 3 — Integration of the software component in a new particular context

ore the software component is integrated with other software components in a new particular g
dity of all the assumptions made on this SEoe€ are checked with regard to this context. This ir
umed software safety requirements with~their ASIL capability and all the assumptions ma
pose, boundaries, environment and functionalities of the software component (see 9.2.4.2 and 9

he case where some assumption§ regarding the software component do not fit with this new
act analysis is initiated in accordance with 1ISO 26262-8:2011, Clause 8 (Change management
comes of the impact analysistinclude:

The discrepancies are acceptable with regard to the achievement of the safety requirements a
the software architectural design level, and no further action is taken.

The discrepancies impact the achievement of the safety requirements applicable at th
architectural/design level. Depending on the particular case, a change is applied in accor
ISO 26262:8:2011, Clause 8 (Change management), either to the software component, or to
requirements applicable at the software architectural design level.

TE: In the case where the integration of a software component in a particular software architectural de

in t

he -coexistence of software safety-related elements that have different ASILs assigned. the criteria for co

ordance with the requirements of 1SO 26262-6 corresponding to its ASIL capability (ASIL

SIL x);

bveloped in
x in this
I contexts,

ontext, the
cludes the
de on the
2.4.3).

context, an
. Potential

pplicable at

e software
Hance with
the safety

bsign results
pxistence of

elements are fulfilled as described in ISO 26262-9:2011, Clause 6 (Criteria for coexistence of elements), or alternatively

the

10

10.

elements with lower ASILs are upgraded to the higher ASIL.
An example of proven in use argument

1 General

The item and its requirements described in this clause are an example. The safety goal, its ASIL and the
following requirements are given to illustrate the proven in use argument defined in 1SO 26262-8:2011,
Clause 14 (Proven in use argument). This example does not reflect what the application of ISO 26262 on a
similar real-life example would be.
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10.2 Item definition and definition of the proven in use candidate

A vehicle manufacturer wants to integrate a new functionality into a new vehicle. For the purpose of this
example, the item implementing this functionality is composed of sensors, one ECU that includes the
complete hardware and software necessary to the functionality, and one actuator.

The incorrect activation of the functionality is ranked ASIL C by the vehicle manufacturer. The corresponding
safety goal is derived into an ASIL C functional safety requirement allocated to the ECU.

The supplier of the ECU proposes to carry over an existing ECU already in the field.

The differJznces between the previous use of the ECU and its intended use in the new application jre
analysed. [The analysis shows that the software has to be modified to implement the new functignality| by
changing ¢alibration data, but the ECU hardware can be carried over without modification. The,supglier
intends to [substitute the demonstration of compliance to requirements of ISO 26262-5 by a proven in yse
argument for the hardware of the ECU. The hardware of the ECU is therefore the proven in use-candidate.

10.3 Change analysis
To establigh a proven in use credit, the supplier performs a change analysis of the-proven in use candidate

This analysis shows that no change that could have an impact on the safety-behaviour of the proven in Use
candidate has been introduced since the beginning of its production.

Moreover, [the analysis shows that the differences between the previous use of the proven in use candidate
and its integnded use have no safety impact:

— the capdidate’s boundary is within the specification limits;

— the previous integration environment requires the same technical behaviour; and

— the cause and effects at the boundary of the candidate are the same in the previous and future integrafion
envirohments.

10.4 Target values for proven in use

To establigh the validity of the proven'in’use argument, the supplier estimates the number of cumulated hqurs
the proven| in use candidate has been in the field. The supplier also analyses the field data from the service
period for finy safety-related event, i.e. any reported event that would potentially cause, or contribute to, [the
violation of a safety goal or-a‘safety requirement regarding the intended usage of the candidate in the new
item.

The estimation of the.duration of the service history is performed, based on the number of produced vehigles
embedding the proven in use candidate, together with their production date and data on the typical usage ¢f a
vehicle in this segment of the market (number of driving hours per year).

The servide hic’rnry is based aon the field return of the different vehicles embedding the proven in lise
candidate:

— Warranty claims;

— In-the-field defects analyses; or

— Return of defective parts from the vehicle manufacturers.

At the date of the initiation of the hardware development of the item, these analyses show that no safety-
related event has occurred in the field. The total cumulated driving hours are estimated to be less than the

target for the definite proven in use status for an ASIL C, but meet the interim service period as defined in
ISO 26262-8:2011, 14.4.5.2.5.

46 © ISO 2012 — Al rights reserved


https://standardsiso.com/api/?name=b93e38bc9f3547217452c762d3f3d590

1ISO 26262-1

The conclusion is then as follows:

anticipated to be proven in use.

14.4.5.2.5 and ISO 26262-8:2011, 14.4.5.2.6).

11 Concerning ASIL decomposition

0:2012(E)

The development of the item can carry on taking credit that the hardware of the ECU is provisionally

The field observation continues to obtain a definite proven in use status (see ISO 26262-8:2011,

11{1 Objective of ASIL decomposition

The objective of ASIL decomposition is to apply redundancy in order to comply with the'safety
respect to systematic failures. ASIL decomposition can result in redundant requirements
corresponding decomposed ASILs implemented by sufficiently independent elements.

112 Description of ASIL decomposition

goal with
and their

ASJL decomposition refers to the allocation of redundant safety requirements to sufficiently indepéndent ele-

ments of the item. Redundancy in this context does not necessarily implyclassical modular redun
ISQ 26262-1:2011, 1.94).

EXAMPLE The main processor of an ECU can be monitored by & redundant monitoring processor, both
indépendently capable of initiating a defined safe state, even if thesmonitoring processor is not able to fulfil th
reglirements allocated to the ECU.

Hancy (see

bf which are
e functional

ASJL decomposition can only be understood in the eontext of systematic failures, that is, the m

thods and

me@asures applied to reduce the likelihood of these failures. The requirements on the evaluaIion of the
hadware architectural metrics and the evaluationZof safety goal violations due to random hardware failures

will remain unchanged by ASIL decomposition.(see ISO 26262:9:2011, 5.4.5).
EXAMPLE In the case of an ASIL B(D) decomposition, it is not allowed to decompose the ASIL D tagrget for the
evdluation of the hardware architectural~-metrics into separate ASIL B targets for each HW element. As written in

1S
bag

apA

26262:5:2011, 8.2, target values can be assigned to hardware elements, but those targets are assigned c
ed on an analysis started at the Iével of the whole hardware of the item. The target metric according to thg
lies at the item level.

hse-by-case
safety goal

In iolate their

de

such a decomposed architecture, the relevant safety goal is only violated if both elements V
omposed safety requifements simultaneously.

Th
de

b permitted de€ompositions in ISO 26262 are described in ISO 26262-9:2011, Clause 5 (Re
omposition.with respect to ASIL tailoring).

Huirements

11]3 An-example of ASIL decomposition

1131, General

The item and its requirements described in this clause are examples. The safety goal, its ASIL and the
following requirements are only designed to illustrate the ASIL decomposition process. This example does not
reflect what the application of ISO 26262 on a similar real-life example would be.

11.3.2 Item definition

Consider the example of a system with an actuator that is triggered on demand by the driver using a

dashboard switch. For the purpose of this example, the actuator provides a comfort function if the vehicle is at
zero speed, but can cause hazards if activated above 15 km/h.

For the purpose of this example, the initial architecture of the item is as follows:

© 1SO 2012 — All rights reserved 47


https://standardsiso.com/api/?name=b93e38bc9f3547217452c762d3f3d590

ISO 26262-10:2012(E)

— The dashboard switch input is read by a dedicated ECU (referred to as "AC ECU" in this example), which
powers the actuator through a dedicated power line.

— The vehicle equipped with the item is also fitted with an ECU which is able to provide the vehicle speed.
For the purpose of this example, the ability of this ECU to provide the information that the vehicle speed is
greater than 15 km/h is assumed to be compliant with ASIL C requirements. This ECU is referred to as
"VS ECU" in this section.

11.3.3 Hazard analysis and risk assessment

The hazar e
15 km/h, wiith or without a driver request.

For the pufpose of the example, the ASIL associated to this hazardous event is classified as ASIL C.
11.3.4 Associated safety goal

Safety Godl 1: Avoid activating the actuator while the vehicle speed is greater than 15 kmi/h/: ASIL C
11.3.5 Preliminary architecture and safety concept

11.3.5.1 [General

VS ECU Item Boundary

Vehicle speed

Actuator

|

| !
Driver' |

Ivers »| control ECU

reguest | Command to the -
I actuator

Figure 22 — Item boundary

11.3.5.2 Purpose of the-elements (initial architecture)

— The dynamic 'S\ECU provides the Actuator Control ECU (AC ECU) with the vehicle speed.

— The AIC-ECU monitors the driver's requests, tests if the vehicle speed is less than or equal to 15 knp/h,

and if so=commands-the-actuator

— The actuator is activated when it is powered.
11.3.6 Functional safety concept
11.3.6.1 General

This example of a functional safety concept is only being used as an illustration of the ASIL decomposition; it
is not intended to be exhaustive and does not include all the functional safety requirements.

— Requirement A 1: The VS ECU sends the accurate vehicle speed information to the AC ECU. =>ASIL C
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— Requirement A 2: The AC ECU does not power the actuator if the vehicle speed is greater than 15 km/h.
=>ASIL C

— Requirement A 3: The actuator is activated only when powered by the AC ECU. => ASIL C
11.3.6.2 Evolved safety concept of the item
The developers can choose to introduce a redundant element, here a Safety Switch, as illustrated in

Figure 23. By introducing this redundant element, the AC ECU is developed with an ASIL that is equal to or
lower than ASIL C, in accordance with the results of an ASIL decomposition.

VS ECU Iltem Boundary

Vehicle speed

AC ECU

|
| '
Driver's |

request | Y Command'to the -
I actuator
2 i e )
I

Redundant
I Switch

Figure 23 —Second iteration on the item design

Puipose of these elements (evolved architecture):
—| The VS ECU control unit provides the’yAC ECU with the vehicle speed.

—| The AC ECU monitors the driver's requests, tests if the vehicle speed is less than or equal fo 15 km/h,
and if so commands the actuator.

— | The Redundant Switch is located on the power line between the AC ECU and the actuator. It gwitches on
if the speed is less than or equal to 15 km/h, and off whenever the speed is greater than 15 km/h. It does
this regardless of the’state of the power line (its power supply is independent).
—| The actuatoroperates only when it is powered.

Functional safety requirements:

— | Regquirement B 1: the VS ECU sends accurate vehicle speed information to the AC ECU. => A$IL C

— Alternatively: the incorrect transmission that vehicle speed is less than or equal to 15 km/h is prevented.
=>ASILC

— Requirement B 2: the AC ECU does not power the actuator if the vehicle speed is greater than 15 km/h
=> ASIL X (C) (see Table 4)

— Requirement B 3: the VS ECU sends accurate vehicle speed information to the Redundant Switch. =>
ASIL C

— Requirement B 4: The Redundant Switch is in an open state if the vehicle speed is greater than 15 km/h.
=> ASIL Y (C) (see Table 4)
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— Requirement B 5: The actuator operates only when powered by the AC ECU and the Redundant Switch
is closed. => ASIL C

To permit an ASIL decomposition, the developers add an independency requirement if deemed necessary:

— Requirement B 6: Sufficient independence of the AC ECU and the Redundant Switch is shown. :=> ASIL
C

The original requirement A2 has been replaced by the redundant requirements B2 and B4, both of which
comply with the safety goal, and therefore ASIL decomposition can be applied.

Table 4 — Possible decompositions

Requirement B2 : ASIL X(C) Requirement B4 : ASIL Y(C)
Possjbility 1 ASIL C(C) requirements QM(C) requirements
Possjbility 2 ASIL B(C) requirements ASIL A(C) requirements
Possjbility 3 ASIL A(C) requirements ASIL B(C) requirements
Possjbility 4 QM(C) requirements ASIL C(€) requirements
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Annex A

(informative)

I1ISO 26262-10:2012(E)

ISO 26262 and microcontrollers

The objective of this chapter is to give a non-exhaustive list of examples about how (to
grocontrollers in the context of ISO 26262 application.

m

A.2 A microcontroller, its parts and sub-parts

A nicrocontroller (also MCU or uC) is a small computer on a single integrated circuit)consisting int
CP, clock generator, timers, peripherals, 1/0 ports and memory. Program memoryin the form of N
Memories (e.g. FLASH or OTP ROM) is also often included on the chip, as well as a certain amoun

As|shown in the figure below, the whole microcontroller hierarchy can. be seen as a compone
prdcessing unit (e.g. a CPU) as a part. As explained in the example ef*4.2 and further detailed in
A.3.3, in certain cases (e.g. depending on the type of used safety mechanisms at the microc
sygtem level), each part could be further divided in sub-parts-{e,g. the CPU register bank and

regdisters).

This represents a logical view of the microcontroller. Jt *"does not necessarily translate into i
implementation and does not necessarily represent thedependencies between the parts and sub-p

Component
r——————— - n
I Part Part I
| |
I Sub-Part I
I goon I
I Registers I
I (e.g. CPU register bank) I
} Processing Unit }
| (e.g. CPU) (e.g. RAM) |
I I
I I
b |

Microcontroller

Figure A.1 — A microcontroller, its parts and sub-parts

deal with

ernally of a
on Volatile
of RAM.

nt and the
paragraph
bntroller or
its internal

s physical
arts.

ISO 26262-5:2011, Annex D, and specifically ISO 26262-5:2011, Table D.1, gives a list of parts and sub-parts
of a microcontroller. Parts or sub-parts not included in ISO 26262-5:2011, Table D.1 can be classified

considering analogies with parts or sub-parts therein defined: Table A.1 gives some examples.
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Table A.1 — Example of classification of parts or sub-parts of a microcontroller as seen in ISO 26262-5

NOTE

52

Elements in ISO 26262-5:2011,
Table D.1

Examples for a microcontroller

Part

Sub-part

Power Supply

Embedded Voltage Regulator
(EVR), Power Management Unit
(PMU)

Clock

Phase Locked Loop (PLL), Ring
oscillator, Clock Generation Unit
(CGU), Clock tree

Non-volatile memory

FLASH, EEPROM, ROM, One-
Time-Programmable (OTP)
Memory

Memory cells array, Address Decoder,
interface circuitry, Test/Redundancy logic|
Memory controllers

Volatile]|Memory

RAM, Caches

Memory cells array, Address Decoder,
interface circuitry, Test/Redundancy logic,
Memory controllers

Analogyie I/0 and Digital I/0

General Purpose I0s (GPIO),
Pulse-Width Modulator (PWM)

Analogue-Digital Converter (ADC),
Digital-Analogue Converter (DAC)

Procegsing Unit

CPU

Arithmetic'Logic Unit (ALU), Data Path of
CPUs

Register Bank, internal RAM of CPU such
as small data caches

Load/Store Unit and bus interfaces

Sequencer, coding and execution logic
including flag registers and stack control

CPU local memory controllers including
cache controllers

Interrupt Controeller

Configuration registers of Interrupt
Controller

Genéral purpose timers

Commynication

On-chip communication including
bus-arbitration

Bus matrices/switch fabric; Protocol, data
width, and clock domain conversion (e.g.
bus bridges)

On-chip communication using
Direct Memory Access (DMA)

DMA addressing logic, DMA addressing
registers, DMA buffering registers

Serial-Peripheral Interface (SPI),
Serial-Memory Interface (SMI),
Inter-Integrated Circuit (12C)
interface, Controller Area Network
(CAN) interface, Time Triggered
CAN (TTCAN), FlexRay, Local
Interconnect Network (LIN), Single
Edge Nibble Transmission (SENT),

Ethernet-Distributed-Svstems
T 4

Interface (DSI), Peripheral Sensor
Interface (PSI5)

This table is an example: the part / sub-part list and partitioning of the microcontroller can be different.
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A.3 Overview of microcontroller development and safety analysis as seen in
ISO 26262

A.3.1 General

If a microcontroller is developed as a part of an item development compliant with ISO 26262, it is

0:2012(E)

developed

based on the safety requirements, which are derived from the top-level safety goals of the item. Targets for
HW architectural metrics and Probabilistic Metric for random Hardware Failures are allocated to the item: in
this case, the microcontroller is just one of the elements. As seen in the example of ISO 26262-5:2011, 8.2, to

facilitate distributed developments, target values can be assigned to the microcontroller itself.
ISQ 26262-5:2011, 7.4.3 and in ISO 26262-9:2011, Clause 8 (Safety analysis).

On|the other hand, in the case that the target item does not yet exist, the microcontroller ganbe de|
fety element out of context (SEooC, refer to Clause 8 of this part). In this case, the\developm
baged on assumptions on the conditions of the microcontroller usage (Assumptions 'of Use), an
val[dity of the assumptions is established based on the microcontroller requirements derived from
goals of the item in which the microcontroller is to be used.

Th
mig
mig
corl

e analyses and related examples described in the following part of this-section are done as
rocontroller is an SEooC, but the described methods (e.g. the method for failure rates compd
rocontroller) are still valid if the microcontroller is not consideredya SEooC. When those an
ducted considering the stand-alone microcontroller, appropriaté assumptions are made. Se
degcribes how to adapt and verify those analyses and assumptions at system level. At the s
migrocontroller level, each requirement of ISO 26262-5, 1SO.26262-8 and 1SO 26262-9 (e.g. relatg
analyses, dependent failures analysis, verification, etc. ) remains valid.

A.3.2 Qualitative and quantitative analysis of a:microcontroller
As| seen in 1SO 26262-9:2011, 8.2, qualitative.“and quantitative safety analyses are perforn
appropriate level of abstraction during the ,concept and product development phases. In the
migrocontroller:

a) | Qualitative analysis is useful to identify failures. One of the possible ways in which it can be
uses information derived from microcontroller block diagrams and
ISO 26262-5:2011, Annex D;

NO
sup

TE 1 ISO 26262-5:2011,"Annex D can be used as a starting point for diagnostic coverage (DC) with the
ported by a proper rationale.

NOTE 2 Qualitative-analysis includes dependent failure analysis of this part as seen in A.3.6 (Example o
failyres analysis).

The safety
defined in

veloped as
ent is done
d then the
the safety

suming the
tation of a
alyses are
ction A.3.9
tand-alone
d to safety

ed at the
case of a

performed

information derived from

claimed DC

f dependent

b) | Quantitative analysis is performed using a combination of:

i) Logical block level structuring;

i) Information derived from the microcontroller Register Transfer Level (RTL) description (to obtain
functional information) and gate-level net list (to obtain functional and structural information);

iii) Information to evaluate potential unspecified interaction of sub-functions (dependent failures,
see section A.3.6);

iv) Layout information - only available in the final stage;

v) Information for the verification of diagnostic coverage with respect to some specific fault models

such as bridging faults. This can be applicable to only some cases like the points of comparison

between a part and its corresponding safety mechanism; and
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vi) Expert judgement supported by rationale and careful consideration of the effectiveness of the
system-level measures.

NOTE 1 The analysis of dependent failures is performed on a qualitative basis because no general and sufficiently
reliable method exists for quantifying such failures.

NOTE 2  This information can be progressively available during the microcontroller development phase. Therefore, the
analysis could be repeated based on the latest information.

EXAMPLE 1 The evaluation of dependent failures starts early in design. Design measures are specified to avoid and
reveal potential sources of dependent failures or to detect their effect on the “System on Chip” safety performance. Layout
confirmatior{ 1S USed In the Tinal design stage.

EXAMPLE During a first step of the quantitative analysis, a pre-DFT pre-layout gate-level net list could be\availap
while later the analysis is repeated using post-DFT and post-layout gate-level net list (DFT = Design for Test).

e,

c) Since |the parts and sub-parts of a microcontroller can be implemented in a single physical componént,
both dependent failures analysis and analysis of independence or freedom fromQinterference pre
important analyses for microcontrollers. See paragraph A.3.6 for further details.

A.3.3 A method for failure rates computation of a microcontroller

A.3.3.1 Ggneral

Requiremgnts and recommendations for the failure rates computation.n‘general are defined in ISO 26262
and requir¢gments about the computation of metrics are given in its Annex C.

1
o

Following [the example given in ISO 26262-5:2011, Annex Ethe failure rates and the metrics can|be
computed |n the following way for microcontrollers:

— First, the microcontroller is divided into parts or sub-parts.
NOTE 1 IAssumptions on the independence of identified-parts are verified during the dependent failure analysis.

NOTE 2 [The necessary level of detail (e.g. if {0 stop at part level or if to go down to sub-part or elementary sub-part
level) can depend on the stage of the analysis and on the safety mechanisms used (inside the microcontroller or at|the
system levey).

EXAMPLE 1 If the functionality of the CPU is monitored by a different CPU running in lockstep, the analysis does|not
need to congider each and every CRU"internal register while more detail can be needed for the lock-step comparator. If on
the other hgnd the functionality of-the' CPU is monitored by a SW self-test, a detailed analysis of the various CPU dub-
parts can bg appropriate.

EXAMPLE 2 The confidence of the computation is proportional to the level of detail: a low level of detail could be
appropriate [for analysjs~at concept stage while a higher level detail could be appropriate for analysis at the development
stage.

NOTE 3 |Dué ‘to the complexity of modern microcontrollers (hundreds or thousands of parts and sub-parts)| to
guarantee qompleteness of the analysis, it is helpful to support the division process with automatic tools. Care is takep to
ensure microcontroller level analysis across module boundaries. Partitions are done along levels of RTL hierarchy if RTL
is available.

— Second, the failure rates of each part or sub-part can be computed using one of the following two
methods:

1) If the total failure rate of the whole microcontroller die (i.e. excluding package and bonding) is given
(in FIT), then the failure rate of the part or sub-part could be assumed to be equal to the occupying
area of the part or sub-part (i.e. area related to gates, flip-flops and related interconnections) divided
by the total area of the microcontroller die multiplied by the total failure rate.
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NOTE 1 For mixed signal chips with power stages, this approach is applied within each domain, as the
rate for the digital domain can be different from the analogue and power domain.

NOTE 2 A detailed knowledge of the microcontroller can be useful.

total failure

EXAMPLE If a CPU area occupies 3 % of the whole microcontroller die area, then its failure rate could be assumed

to be equal to 3 % of the total microcontroller die failure rate.

2)

If the base failure rates, i.e. the failure rate of basic sub-parts like gates of the microcontroller, are

given, then the failure rate of the part or sub-part could be assumed to be equal to the sum of the

number of those basic sub-parts multiplied by its failure rate.

EX
saf

sigificantly increase the probability of violation of the safety goal.

EX
par]
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NO|
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NO|

computation and be usedor verification of the amount of safe faults and especially of the failure mode co

par|
des

A.3

NOTE 1 A detailed knowledge of the microcontroller can be useful.
NOTE 2 See paragraph A.3.4 for examples for how to derive the base failure rate values.

The evaluation is completed by classifying the faults into safe faults, residual faudlts, detected
faults and latent dual-point faults.

AMPLE Certain portions of a debug unit implemented inside a CPU are safety-rélated (because the
bty-related), but they themselves cannot lead to a direct violation of the safety goal or their occurre

Finally, the failure mode coverage with respect to residual dnd latent faults of that part or
determined.

A\MPLE The failure mode coverage associated with a cerfain failure rate can be computed by divid

into smaller sub-parts, and for each of them compute the expected capability of the safety mechanisms tq
-part. For example, the failure mode coverage of a failuré in the CPU register bank can be computed by
ster bank into smaller sub-parts, each one related to the specific register (e.g. RO, R1,...), and computin
e coverage of the safety mechanism for each of them, e.g. combining the failure mode coverage for
esponding low-level failure modes.

TE 1 The effectiveness of safety mechanisms could be affected by dependent failures. Adequate m
sidered as listed in section A.3.6.

TE 2  Since the fault detection ability of the vehicle driver cannot be considered at this level of analysis,

erceived fault is not applicable_at-microcontroller level. See paragraph A.3.9 for further details about how
rocontroller level information.with the application.
TE 3  Due to the complexity of modern microcontrollers (millions of gates), fault injection methods c4

hgraph A.3.8.2 for“further details. Fault injection is not the only method, and other approaches are
cribed in paragraph’' A.3.8.2.

.3.2 How to consider transient faults

seen in Note 2 of ISO 26262-5:2011, 8.4.7, the transient faults are considered when shown to

dual-point

CPU itself is
nce cannot

sub-part is

ng the sub-
cover each
dividing the
g the failure
each of the

pasures are

the concept
to combine

n assist the
erage. See
possible as

be relevant
verifying a

When the quantitative approach is used, failure rates and metrics for transient faults can be computed the
following example given in ISO 26262-5:2011, Annex E, supported by the following method:

NO

First, the microcontroller is divided into parts or sub-parts as for paragraph A.3.3

TE Due to the amount and density of memory elements in RAM memories, the resulting failure rates

for transient

faults can be significantly higher than the ones related to processing logic or other parts of a microcontroller. Therefore, as
recommended in Note 1 of ISO 26262-5:2011, 8.4.7, it can be helpful to compute a separate failure rate (and metric) for
RAM memories and for the other parts of the microcontroller.
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— Second, the failure rates of each part or sub-part are computed using the base failure rate for transient
faults.

EXAMPLE Following the method defined in A.3.3, the base failure rate can be computed as a function of the base
failure rate with respect to single-event upset and single-event transient and the related interested portion of circuit (for
example expressed in number of flip-flops and gates). See paragraph A.3.4 for examples of how to derive the base failure
rate values.

— Finally, the evaluation is completed by classifying the faults into safe faults and residual faults, i.e. the
amount of safe faults related to the failure rate of that part or sub-part.

NOTE For estimations of the amount of safe transient faults, when there is a clear dependency from the application
software anfd if that software is not available during the microcontroller development, a 50 %-50 % estimation_ceuld be
acceptable.|When the application software is available or if there is a direct dependency on microcontroller architecturg, a
specific analysis to determine this value could be preferable.

EXAMPLE A fault in a register storing a safety-related constant (i.e. a value written only once but' read at each clock
cycle and, if wrong, violating the safety goal) is never safe. If instead, for example, the register is written every 10 ms|but
used for a safety-related calculation only once, 1 ms after it is written, a random transient fault inthe‘register would ressult
in 90 % saf¢ faults because in the remaining 90 % of the clock cycles, a fault in that register will.not cause a violatiop of
the safety gpal.

NOTE 1 As seen in Note 2 of ISO 26262-5:2011, 8.4.7, transient faults can be addreSsed via a single-point fault mefric.
Transient fdults are not considered as far as latent faults are concerned. No failure*‘mode coverage for latent faults is
computed fgr transients because the root cause rapidly disappears (per definition of transient). Furthermore, it is assumed
that in the gfeatest majority of the cases, the effect will rapidly be repaired, e.g{by*a following power-down cycle remoying
the erroneouis state of the flip-flop or memory cell that was changed by the transient fault, before a second fault can cause
the occurrehce of a multiple-point failure. In special cases, this could“not be valid and additional measures can| be
necessary, fhough these can be addressed on a case by case basis.

NOTE 2 Transient faults are contained within the affected sub-part and do not spread inadvertently to other sub-parts if
they are not{logically connected.

NOTE 3 [Some of the coverage values of safety mechanisms defined in tables from D.2 to D.14 of ISO 26262-5:2(011,
Annex D arg valid for permanent faults only. This impertant distinction can be found in the related safety mechanfsm
description, [in which it is written how the coverage value can be considered for transient faults.

EXAMPLE The typical value of the coverage of RAM March test (ISO 26262-5:2011, Table D.6) is rated HIGH.
However in |the related description (ISO 26262-5:2011, D.2.5.3), it is written that these types of tests are not effectivg for
soft error ddtection. Therefore, for example;-the coverage of RAM March test with respect to transient faults is zero.

When the qualitative approach s used, a rationale is given based on the verification of the effectiveness of the
safety meghanisms implemented (either internal to the microcontroller or at system level) to cover [the
transient fqults.

EXAMPLE For datacpath elements, time-redundancy in processing of data (i.e. process the same information more
than once) Would alréady guarantee a high level of protection against transient faults.

A.3.4 How.toderive base failure rates that can be used for microcontrollers

A.3.4.1 General

As seen in ISO 26262-5:2011, 8.4.3, failure rates data can be derived from a recognized industry source. The
following list gives an example of standards and handbooks from which it is possible to derive the base failure
rates for the method defined in paragraphs A.3.3 and A.3.3.2:

— for permanent faults: data provided by semiconductor industries or use of standards such as
IEC/TR 62380 [8]; SN 29500 [6];

NOTE For permanent faults: data provided by semiconductor industries can be based on the number of (random)
failures divided by equivalent device hours. These are obtained from field data or from accelerated life testing (as defined
in standards such as JEDEC and AEC) scaled to a mission profile (e.g. temperature, on/off periods) with the assumption
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of a constant failure rate (random failures, exponential distribution). The numbers can be provided as a maximum FIT

bas

ed on a sampling statistics confidence level.

— for transient faults: data provided by semiconductor industries derived from JEDEC standards such as

NOTE

JESDA89; International Technology Roadmap for Semiconductor (ITRS).

If properly supported by evidence, the base failure rates derived from standards and handbo

oks can be

shaped by considering other factors such as density of registers and probability of occurrence of permanent faults
between key-on and key-off, etc.

A.3.4.2 Example of microcontroller die FIT rate calculation per IEC/TR 62380

ISQ 26262-5:2011, 8.4.3 states that failure rates data can be derived from a recognized industry
example IEC/TR 62380, IEC 61709, MIL HDBK 217 F notice 2, RIAC HDBK 217 Plus. Thhe-folld
exgmple of estimation of hardware FIT rate as needed to support quantitative analysis~using th

de
rat
0V

NO|

A.J

To
cofl

Th
M

Se
des
DR

Ta
the

iled in IEC/TR 62380 [8]. The FIT rate model for a semiconductor per IEC/TR 62380 considers
e of the device to be the sum of three subcomponents: microcontroller die, package and interfag
r-stress effects.
TE 1 FIT corresponds to 1 failure per 10° hours of device operation.
.4.2.1 Example of microcontroller die failure rate calculation

compute the base microcontroller die FIT rate component (i.e~béfore application of de-rating fo
ditions), it is necessary to consider four key elements:

M\, the basic FIT rate per transistor, based by the process technology;
N, the number of implemented transistors;

a, a de-rating factor for process maturity; as\process technology matures, per-transistor failure
to reduce exponentially to an asymptotic (ével; and

pse factors are combined using, the formula in clause 7.3.1 of IEC/TR 62380:2004 [8] (“MATH
DEL”).

ection of parameters can be done based on the process technology and type of circuitry utili
ign. Values are available in Table 16 of [8] for CMOS logic, analogue and multiple memory typ
AM, EEPROM, flash-EEPROM, etc.).

ble A.2 shows<the computation of the failure rates used in the quantitative example of paragraph
processnaturity de-rating factor, 2008 is considered as manufacturing year.

Table A.2 — Example of the computation of the failure rates

A2, the process technology driven ElT-rate that does not scale with number of transistors or agd.

source, for
wing is an
e methods
the failure
e electrical

r operating

rate tends

EMATICAL

zed by the
es (SRAM,

A.3.5. For

NO

Circuit Element A1 N a A Base FIT
50k gate CPU 3,4x10° 200000 10 1,7 | 1,72
(4 transistors/gate)
16kB SRAM 1,7 x 107 786432 10 8,8 | 8,802
(6 transistors/bit for a
low-consumption SRAM)
Sum 10,52
TE 1 Multiple values of A1 and A, can be valid for a given circuit type. In such case, the party performing the

estimation ensures the value selected best matches the metrics for the specific manufacturing technology utilized and
provides appropriate rationale.
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NOTE 2  To simplify calculation, estimation can be done using a single selection of A; and A, for the entire device.

NOTE 3  The process maturity de-rating factor was introduced considering Moore’s law and the fact that device failure
rates are more or less constant. If the failure rate per transistor would have stayed the same, the failure rate would have
increased according to Moore’s law. This was not observed. Therefore, the transistor failure cannot stay constant when
changing process nodes. [8] suggests using the manufacturing date. Optionally, to reflect process technology changes,
the year of first introduction of this particular technology node can be used instead of its year of manufacturing. To achieve
independence from the silicon vendor, the year from the International Technology Roadmap for Semiconductor (ITRS) can
be used [9].

NOTE 4
The numbey

number of
contribution

NOTE 5
Circuits" ent
microcontro

NOTE 6
transistors @

Once the |
thermal eff

Juncti

p

An ap

ransistors per gate. When calculating the microcontroller die failure rate due to CMOS digital logic,
of each digital logic of the modules (e.g. CPU, CAN, Timer, FlexRay, SPI) is included in N.

For analogue parts or for the microcontroller built primarily on analogue process technologiés) the "Lin
ry of Table 16, "MOS : Standard circuits (3)" in [8] can be used, unless more precise data are,provided by
ler vendor.

For computation of I/O contribution to the FIT rate, they can be considered in terms, of humber of equiva
f CMOS digital logic as seen in Note 4, unless more precise data are provided by the microcontroller vendd

ase FIT rate for the microcontroller die has been generated, a de-rating factor is applied based
bcts and operating time. The de-rating factor is considered:

bn temperature of the microcontroller die, which is calculated’based on:

pwer consumption of the microcontroller die;

package thermal resistance, based on package type, number of package pins and airflow;

“on-ti

e” as a percentage of total device lifetime and an ambient temperature. [8] provides

automptive reference profiles: “motor control*and “passenger compartment”.

Activa

For this €
microcontr
exposed tq
26,27 °C.
of [8], this

ion energy and frequency per technology type to complete the Arrhenius Equation.

xample, we assume a CMQOS technology based MCU which consumes 0,5 W power.
bller die is packaged in a(144 pin quad flat package and cooled by natural convection. The MC\

the “motor control” temperature profile. The resulting increase of the junction temperature AT
A\n activation energy_of 0,3 eV is assumed for the Arrhenius Equation. Using the de-rating form
esults in a de-ratingfactor of 0,17.

When the dle-rating factof. is applied, we have an effective FIT rate per component as shown in Table A.3.

Table A.3 — Example of effective FIT rate per component

on

blication profile which defines 1 to Y usage-phases, each of which is composed of an application

WO

The

J is
j IS
ula

Circuit Element Base FIT De-rating for temp Effective FIT
50K gate CPU 172 017 029
16kB SRAM 8,80 0,17 1,50
Sum 1,79

NOTE

58

Data specific to the product under consideration, such as package thermal characteristics, manufacturing
process, Arrhenius equation, etc., could be used in replacement of the general factors in [8] to achieve a more accurate
estimation of FIT rate.
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A.3.4.2.2 An alternative calculation for the de-rating factor of IEC/TR 62380

Even though the failure rate provided by [8] is more in line with current reliability data, it can be useful to
provide more conservative data, e.g. to be more in line with older failure rate handbooks like the SN 29500.
This task can be achieved by a slight change of the used temperature de-rating factor.

The formula used in clause 7.3.1 of [8] (‘“MATHEMATICAL MODEL”) to calculate the temperature de-rating
factor 61 uses the following parameters:

(ﬂt )l.: it temperature factor related to the i junction temperature of the integrated circuit mission profile

T it working time ratio of the integrated circuit for the i junction temperature of the mission profile

y
7, - total working time ratio of the integrated circuit, with 7, = Zz’i
i=1

Top: time ratio for the integrated circuit being in storage (or dormant)

Tow t Top = 1

For the calculation of a conservative temperature de-rating facter, the off time T, can be set to zerp, resulting

in & slightly modified version of & for the temperature de-rating factor 6t conservative:

Y
(z,), %7,
i=1

5T conservative
7’-on

Applying these formulas leads to a temperature “de-rating” factor of 2,91, leading to results shown in Table
A4

TableA.4'— Example of effective FIT rate per component

Circuit Element Base FIT De-rating for temp Effective FIT
50k gate CPU 1,72 2,91 5,01

16kB SRAM 8,80 2,91 25,.61

Sum 30,62

A.3.4.2.3 _“Example of package failure rate

Th athematical

ex

b package failure rate is calculated using the formula shown in clause 7.3.1 of [8] (“M

7, . influence factor related to the thermal expansion coefficients difference between the mounting

substrate and the package material

(7Z'n )l. - i™ influence factor related to the annual cycles number of thermal variations seen by the package,

with the amplitude AT;

AT, : i" thermal amplitude variation of the mission profile
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A, base failure rate of the integrated circuit package

For this example, we assume a CMOS technology based MCU which consumes 0,5W power. The
microcontroller die is packaged in a 144 pin quad flat package and cooled by natural convection, leading to a
junction temperature increase of AT, = 26,27 °C. The MCU is exposed to the “motor control” temperature

profile.

The influencing factor n, is calculated using the formula shown in clause 7.3.1 of [8] (“Mathematical
expression of the influence factor"), with as, o, being the linear thermal expansion coefficients for the
substrate and the component respectively. In this example we assume FR4 as mounting substrate and a

plastic pac

Since for 4
7.3.1 of [8]
the amplity

To calculafe A3 in FIT, the formula for peripheral connections packages is used, using @ width of 20 mm an|

pitch of 0,5
Using the *
Apackage = 2
The packa
Aoin = 1,44

NOTE
the device f
FIT rate by

A.3.4.24
The failurg
clause 7.3

environme
direct conn

[8] offers
environme

Aros =20

This result

kage for which the table delivers the values as= 16 and o, = 21,5.

automotive profile the number of cycles/year < 8 760(r,); is calculated using the formula)in’cla
("Mathematical expression of the influence factor (ﬂ'n )i "), with 7, : Annual number,ofXcycles

de AT|

mm as shown in Table 17b of [8].

motor control” temperature profile, this results in a total failure rate for the package of

D7 FIT

pe failure rate can be equally distributed among the pins, leading to a pin failure rate of

FIT

Package failure rate estimation is based on the knowledge of the construction and thermal characteristic

ackage and the system’s printed circuit board. Instead of using [8], a joint conservative estimation of pack|
MCU supplier and system implementer can be used.

Example of failure rate resulting from electrical overstress
rate for whole device due to electrical overstress can be calculated using the formula showr
.1 of [8] (“MATHEMATICAL:-MODEL”).
nt, i.e. the device is an interface, r, is equal to one. If the device is not an interface, i.e. it has|

ection to the external environment, r, is equal to zero.

different Agos forNVvarious electrical environments. Unfortunately, an automotive electr|
nt is not given. Instead the “civilian avionics (on board calculators)” can be chosen:

FIT

5 in“a failure rate due to electrical overstress for the whole device of either

Ise
vith

5 of
age

in

If the device has a direct connection to the extefnal

no

cal

A

overstress

A

overstress

=20 FIT , if the device has a direct contact to the external environment, or

=0 FIT in every other case.

To forecast the impact of electrical overstress on the device is not trivial. If no particular impact can be argued,
then Aoverstress AN be added to A4 to increase the overall microcontroller die failure rate of the whole device.

NOTE

For some analysis standards, electrical over-stress can be considered a systematic failure mode and redu

to zero FIT for calculation of random failure metrics.

60

ced
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A.3.5 Example of quantitative analysis

0:2012(E)

The following is an example of a quantitative analysis using the method described in paragraph A.3.3.

NOTE 1

examples. They can vary from architecture to architecture.

NOTE 2

Numbers used in this example (e.g. failure rates, amount of safe faults and failure mode coverage) are

The following examples divide a portion of the microcontroller into the sub-parts level. As discussed in

paragraph A.3.3, the necessary level of detail can depend on the stage of the analysis and on the safety mechanisms
used.

NOJTE 3

val
rati

Th

a)

b)

NO|
har
tho
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NO|
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mig

Th

NO|
the
us§
the
pre

The following examples use the quantitative approach to compute a dedicated target “single-point
e for transient faults. As discussed in paragraph A.3.3.2, transient faults can be also addressed b
bnale.

b example considers a small portion of a microcontroller, i.e. only two parts:

sub-part is further divided in several sub-parts.

A 16KB of RAM divided in three sub-parts: cell array, address decoder,and logic for end-of-lin
management of spare rows (redundancies) of RAM.

TE 1
dling or overstress. They are given just as an example of a possibleymethod for FIT rate computation. For
e values are not comparable with FIT rates of a complete. packaged microcontroller as shown for
29500.

TE2 The aim of the following example is to avoid a{requirement that each smallest microcontroller
ressed in the system-level analysis. At system-level analysis, component or part level detail can be suffici
his example is to provide evidence that for a microcontroller at stand-alone level, a deeper analysis (e.g
l) can be needed in order to compute with the required accuracy the failure rates and failure mode cover
sub-parts, to be used afterwards by system engineers. In other words, without an accurate 3
rocontroller stand-alone level analysis, it can be very difficult to have good data for system-level analysis.

 following four safety mechanisms_are considered:

1) An HW safety mechanism'(SM1) performing a logical monitoring of program sequence of|
safety mechanism jis\able to detect with certain coverage the faults in the control logic
cause the software~to run out of sequence. However, this safety mechanism is poor g
faults (such as-wreng arithmetic operations) leading to wrong data.

TE In this example, it is assumed that each detected permanent single bit faults affecting the CPU is

of this signal{e.g. to enter a safe state and inform the driver). For suspect transient faults, the CPU can t
5e faults Dy a'reset. If the fault persists, it means it is permanent, and therefore it can be signalled to th
viously deéscribed. If the fault disappears (i.e. it was really transient), the CPU can continue.

fault metric”
qualitative

A small CPU, divided in five sub-parts: register bank, ALU, load-store unit, control logic and de¢bug. Each

e test, and

The FIT numbers shown in the example do not include peripherals or other features such @s package,

this reason,
example in

sub-part be
ent. The aim
at sub-part
age of parts
nd detailed

CPU. This
that could
t detecting

signalled to

system (e.g. by/activating an output signal of the microcontroller). A requirement is set at system level to ake proper

y to remove
e system as

2)) A software-based safety mechanism addressing random hardware failures (SM2) execute

J at key-on

NOTE

to verity The absence of latent faults in the Togical monitoring of program sequence of CPU
3) A Single-Error Correction and Double-Error Detection EDC for the RAM (SM3).

In this example, it is assumed that each detected permanent single bit fault — even if corrected by

(SM1).

the EDC —

is signalled to the SW (e.g. by an interrupt), and the SW reacts accordingly. A requirement is set at system level to make
proper use of this event (e.g. to go in a safe state and inform the driver). For suspected transient faults corrected by EDC,
the CPU can try to remove these faults by writing back in the memory the correct value. If the fault persists, it means it is
permanent and therefore is signalled to the system as previously described. If the fault disappears (i.e. it was transient),
the CPU can continue. To distinguish intermittent and transient faults, counting numbers of corrections could be a possible
method.
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4) A software-based safety mechanism addressing random hardware failures (SM4) executed at key-on
to verify the absence of latent faults in the EDC (SM3).

Table A5

s divided in three separated calculations for better visibility.

Table A.5 gives the view of failure modes at sub-parts level. Table A.6 shows how the low-level failure modes
can be identified and therefore how the overall failure distribution can be computed, following the approach
described in paragraph A.3.9.

EXAMPLE

FIT. Summi
ALU logic a
is possible {

NOTE 1
rates of diffg
especially if

EXAMPLE
failure rate
a permaner
available, th

NOTE 2
class contri

— fa

— af

Table A.6 shows that the failure rate of a permanent fault in the flip-flop X1 and its related fan-in is 0,01

ng each of those low-level failure modes, it is possible to compute the failure rate of a permanent fault of

the

5 a whole (0,07 FIT). With the same procedure, by summing each of the failure rates related to the subspa
b compute the FIT rate for a permanent fault in the ALU.

Going up in the failure modes abstraction tree (i.e. from the low-level failure modes to the higher-ones), fai
brent sub-parts failure modes could be combined to compute the failure rate for the higher-level failure mg
those higher-level failure modes are defined in a more generic way.

If a higher-level failure mode (e.g. at part-level) is defined as “wrong instruction,'processed by CPU”,
f this failure mode can be a combination of the failure rates of many failure modes at/sub-parts level, such
t fault in the pipeline, a permanent fault in the register bank, etc. Therefore, jf the low-level failure rates
e higher-level failure rate can be computed with a bottom-up approach (assumes‘independent faults).

Columns of Table A.5 and Table A.6 can be correlated to the flow diagram for fault classification and f
ution calculation described in 7.1.7:

lure rate (FIT) is equal to A;
hount of safe faults is equal to Fsare;
lure mode coverage with respect to violation of safety goal.is equal to Kruc rr;

sidual or single-point fault failure rate is equal to Agpr0r Arr depending on whether the failure is single-poir
sidual. In the example, no single-point faults are considered, so this failure rate is always equal to Arr;

lure mode coverage with respect to latent failures is equal to Kemc mer; and

ent multiple-point fault failure rate is equalto Ampr.

t, it

ure
de,

the

as

Ault

t or

62
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Table A.5 — Example of quantitative analysis (at sub-parts level)

Permanent failures Transient failures
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Register RO SR permanent fault 0.0029 0% | sSm1 40% 0.00174 SM1 [ 100% | 0.00000
transient fault 0.032005 0% | sSM1 0% 0.01920
. permanent fault 0.0029 0% | sSm1 40% 0.00174 SM1 [ 100% | 0.00000
Register R1 SR t ient fault 0.032005 0% SM1 10% 0.01920
Register ransient faul . /o o .
bank . permanent fault 0.0029 0% | sSM1 20% 0.00232 SM1 [ 100% | 0.00000
Register R2 SR
transient fault 0.032005 0% | SM1 0% 0.02880
t fault 0.0029 09 SM1 209 0.00232 SM1 | 1009 0.00000
Register R3 SR permanent fau % % %
transient fault 0.032005 0% | SM1 0% 0.02880
ALU SR permanent fault 0.0348 0% | sm1 20% 0.02784 SM1 [ 100% | 0.00000
transient fault 0.00038 20% | SM1 0% 0.00027
ALU MUL SR permanent fault 0.0290 0% | sm1 20% 0.02320 SM1 | 100% | 0.00000,
transient fault 0.00037 70% | SM1 0% 0.00010
DIV SR permanent fault 0.0232 0% | SM1 20% 0.01856 SM1 | 100% | 10.00000
transient fault 0.00036 70% | SM1 0% 0.00010
. permanent fault 0.0174 0% | SM1 90% 0.00174 SM1 [@00%] 0.00000
cpu Pipeline SR
transient fault 0.00103 20% | SM1 P0% 0.00008
Control permanent fault 0.0406 0% | SM1 90% 0.00406 SM1 [+100% | 0.00000
N Sequencer SR
logic transient fault 0.00307 50% | SM1 P0% 0.00015
permanent fault 0.0029 0% | SM1 70% 0.00087. SM1 [ 100% | 0.00000
Stack control SR
transient fault 0.000325 50% | SM1 10% 0.00010
. permanent fault 0.0174 0% | SM1 60% 0.00696 SM1 [ 100% | 0.00000
Address generation| SR
transient fault 0.00103 10% | SM1 0% 0.00037
Load Store]| N permanent fault 0.0145 0% sSM1 50% 0.00725 SM1 | 100% 0.00000
y Load Unit SR
Unit transient fault 0.000345 | 10% | SM1 | B0% | 0.00016
; permanent fault 0.0145 0% | SM1 50% 0.00725 SM1 [ 100% | 0.00000
Store Unit SR
transient fault 0.000345 10% | SM1 0% 0.00016
Debug Inner Logic | SR permanent fault 0.0058 20% | none 0% 0.00464 none
Debug transient fault 0.00017 20% | none 0% 0.00014
t fault 0.0783
Debug Interface NSR permanent faw
transient fault 0.001635
z 0.11049 0.00000 0.09764
Total failure rate 0:29000 Total failure rate 0.13708
Total Safety Related 0.21170 Total Safety Related 0.13545
Total Not Safety Related 0.07830 Total Not Safety Related 0.00164
Single Point Faults Metric 47.8% Single Point Faults Metric 27.91%
Latent Faults Metric  100.0%
o o o
RAM data bits |perm_anent fault 1.5000 0% | SM3 96.9% 0.04688 SM3 [ 100% | 0.00000
|tran5|ent fault 131.072 0% | SM3 | 99.69% | 0.40894
Volatile RAM Address Decoder SR ermanent fault 0.0087 0% | none 0% 0.00870
Memory | (16KB) transient fault 0.000335 | 0% | none | |0% 0.00034
ermanent fault 0.0058 50% | none 0% 0.00290
Test/redundang; SR I-;
Y transient fault 0.00033 90% | none 0% 0.00003
z 0.05848 0.00000 0.40931
Total failure rate 1.51450 Total failure rate 131.07
Total Safety Related 1.51450 Total Safety Related 131.07
Total Not Safety Related 0.00000 Total Not Safety Related 0.00
ingle Point Faults Metric 1% ingle Point Faults Metric .69%
Single Point Faults Metric 96.1% Single Point Faults Metric 99.69%
Latent Faults Metric  100.0%
o o Loai permanent fault 0.0029 0% SM2 | 90% | 0.00029
ogic SR
sw1 Transient fault U.000705
t fault 0.0029 50 SM2 | 90¥ 0.00015
Alarm Generation SR permanent fau % %
transient fault 0.000055
EDC Coder SR permanent fault 0.0029 0% | SM3 90% 0.00029 SM4 | 90% 0.00026
transient fault . /_| none o .
Safety ient faul 0.000325 | 0% 0% | 0.00033
Mech. EDC Decoder SR permanent fault 0.0029 0% | SM3 90% 0.00029 SM4 [ 90% 0.00026
sm3 transient fault 0.000325 0% | none 0% 0.00033
Alarm Generation SR permanent fault 0.0029 50% SM4 | 90% 0.00015
transient fault
9 o o
RAM EDC bits SR perm.anent fault 0.328125| 0% | SM3 96.9% 0.01025 SM4 | 90% 0.03179
ransient faul . o .69% | 0.
i t fault 28.6720 0% | SM3 | 99.69% | 0.08946
z 0.00058 0.03289 0.09011
Total failure rate 0.34263 Total failure rate 28.67281
Total Safety Related 0.34263 Total Safety Related 28.67281
Total Not Safety Related 0.00000 Total Not Safety Related 0.00000
Single Point Faults Metric 99.8% Single Point Faults Metric 99.69%

Latent Faults Metric  90.4%
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NOTE 1 The amount of safe faults is the fraction of the failure mode that has neither the potential to violate the safety
goal in absence of safety mechanisms nor in combination with an independent failure of another sub-part.

NOTE 2  The failure mode coverage is computed with a detailed analysis of the capability of SM1 to cover each sub-
part. In this example, RO and R1 are registers chosen by the compiler to pass function parameters, so they have a slightly
higher probability to cause a program sequence error detectable by SM1. The aim of this example is to provide evidence
that by means of a detailed analysis, it is possible to identify differences in the coverage of the sub-parts.

NOTE 3  The failure mode coverage of the EDC (SM3) is computed, for example, with a detailed analysis combining
the high probability of EDC of detecting single and double bit errors with the lower probability of detection (it could be less
than 90 %) of multiple-bit errors. This is shown in Table A.6.

NOTE 4 Certain sub-parts can be covered by several safety mechanisms: in such cases, the resulting failure mpde
coverage cdmbines the coverage for each failure mode determined by means of a detailed analysis.

NOTE 5 The example shows that without proper coverage of the EDC with respect to multiple bit errors,and ‘without|the
coverage of|the RAM address decoder, it can be difficult to achieve a high single-point fault metric.

NOTE 6 [The example shows that some safety mechanisms can cause a direct violation of the safety goal, and
therefore they are considered in the computation of residual faults. In this example, a fault in the EDC (SM3) can corfupt
the mission data without a corresponding fault in the memory.

NOTE 7  [The example shows that, in a microcontroller, sub-parts could coexist which potentially are not safety-relgted
but for whigh it is impossible to establish a clear separation or distinction from the Safety-related sub-parts (the depug
inner logic).| Instead, other parts (the debug interface) could be easily isolated ,and disabled in a way that they can be
considered pot safety-related without risks.

Table A.6 — Example of quantitative analysis (at low-level failures level)

Permanent failures Transient failures
=
N 2 | £ w | = 2 §
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permanent fault in the
flip-flop X1 and its fan- 0,0100 | 0% | SM1 | 20% | 0,00800 SM1|100%]| 0,00000
in
SEU and SET in the flip 00001 | 0% | sM1 | 10% | o0,000p9
flop X1 and its fan-in,
CPU ALU ALU | sr [permanent faultinthe
flip-flop X2 and its fan- 0,0150 | 0% | SM1 | 20% | 0,01200 SM1|100%]| 0,00000
in
SEU and SET in the flip o o
flop-X2‘and its fan-in 0,0001 70% | none 0% 0,000p3
ete.... . . . . . . . . .- .- . .
X 0,0348 0,02784 0,00000 0,00038 0,000p7
permanent fault
causing <2 bit errors in 1,3500 | 0% | SM3 |100,0%| 0,00000 SM3| 100% | 0,00000
same coded word
RAM <2 SEUs in same coded 12076128 0% | SM3 |100,00%| 0,00000
Volatile| RAM | "5 | o |word
Memory| (16KB) b?ta permanent fault
its causing >2 bit errors in 0,1500 | 0% | SM3 | 68,8% | 0,04688 SM3| 100%]| 0,00000
same coded word
>2 SEUs in same 1,31072 | 0% | sm3 | 688% | 040894
coded word

X 1,5000 0,04688 0,00000 131,0720 0,40894
NOTE 1 At this level of detail, it can be possible to find out that certain low-level failure modes (e.g. a single-event

upset and single-event transient fault in flip-flop X2 and its fan-in) are safe (e.g. because that bit is seldom used by the
ALU architecture).

NOTE 2  The failure rate of the memory for a single permanent fault causing n>2 bit errors is computed, for example,
considering memory layout information, structure of the address decoder, etc.
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The EDC (SM3) coverage for >2 bit errors is computed with a detailed analysis considering the nu

mber of bits

in each coded word (in this case 32) and the number of code bits (in this case 7). Depending on those parameters,
coverage can be much higher.

A.3.6 Example of dependent failures analysis

The general requirements and recommendations related to identification, evaluation and resolution of
dependent failures are respectively defined in ISO 26262-9.

The dependent failures analysis is structured into the following steps:

NO
qua

As

Identify parts which could be subject to dependent failures.

1)

NOTE 1 Structures of parts which are claimed to be independent to each other in the safety cor
microcontroller can be susceptible to dependent failure.

NOTE 2 The identification can be supported by deductive safety analyses: Events assumed to be inde
dual and multiple-point failures analysis provide useful information about parts vulnerableto dependent fa|

2) Identify sources for potential dependent failures.
The topics listed in this section and other foreseeable physical and fogical dependent faily
(shared logical parts and signals) are considered, including “effects due to the coe
functions with different ASILs.
3) Identify the coupling mechanism between the parts enabling dependent failures.
4) Qualitatively list and evaluate the measures to prevent the dependent failures.
5) AQualitatively list and evaluate the design measures taken to control the effect caus
remaining dependent failures on each structure of parts identified in step 1.
TE As stated in the Note of I1SO 26262-9:2011, 7.4.2, the analysis of dependent failures is perf
litative basis because no general and sufficiently reliable method exists for quantifying such failures.

written in Note 1 of ISO 26262-9(20411, 7.4.4, the evaluation of dependent failures can be su

cept of the

endent in a
lures.

re sources
istence of

ed by the

brmed on a

pported by

appropriate checklists, i.e. checklists based on field experience. Those checklists aim to provide the analysts

wit
cofl

Ta
Th

dependent failures-with examples for avoidance or detection measures.

NO|
def

N representative examples of«oot causes and coupling factors such as: same design, same pro
hponent, same interface and_proximity.

ble A.7 lists the topics.considered for dependent failures evaluation as seen in 1ISO 26262-9:2

b table also gives.‘a-non-exhaustive example of initiators and coupling mechanisms that co

TE The \listed measures are just some of the possible options. Other measures for avoidance or
endent fajlures are possible, e.g. based on system-level safety mechanisms.

[€SS, Ssame

011, 7.4.4.
uld lead to

detection of
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Table A.7 — Topics for dependent failures evaluation, potential initiators and related measures

Topics of ISO 26262-9:2011,
7.4.2.

3

Examples for potential initiators and
coupling mechanisms

Examples for measures

Hardware failures

Physical defects able to influence both a part
and its safety mechanism in such a way that a
violation of the safety goal can occur

Can be addressed by measures like
physical separation, diversity,
production tests, etc.

Development faults

Faults introduced within development which
have the capability to cause a dependent failure,
for example, crosstalk, incorrect implementation
of functionality, specification errors, wrong
microcontroller configuration, etc. (see also
A.3.7)

Can be addressed by measures like
development process definition,
diversity, design rules, configuration
protection mechanisms, etc.

Many

facturing faults

Fauis mtroduced WIthi manuractarng which

have the capability to cause a dependent failure,
for example, masks misalignment faults

Can be addressed by a thorough
production test of the microcontroller

Insta

ation faults

Faults introduced during installation which have
the capability to cause a dependent failure, for
example, microcontroller PCB connection,
interference of adjacent parts, etc.

Can be addressed by production‘test
of ECU, installation manuals, etc.

Repajr faults

Faults introduced during repair which have the
capability to cause a dependent failure, for
example, faults in memory spare columns/rows

Can be addressed by‘production
tests, repair mantals/ etc.

Envir

bnmental factors

Typical environmental factors are temperature,
EMI, humidity, mechanical stress, etc.

Can be addressed by measures like
qualificatientests, stress tests,
dedicated’sensors, diversity, etc.

and ¢

Failufes of common internal

xternal resources

For a microcontroller, typical shared resources
are clocks, reset and power supply, including
power distribution

Can beé addressed by measures like
clock-supervision, internal or external
supply supervision, diverse
distribution, etc.

situaf

Stresp due to specific

ons, e.g. wear, ageing.

Ageing and wear mechanisms are, for example,
electro migration, etc.

Can be addressed by design rules,
qualification tests, diversity, start-up
tests, etc.

Logical fail
or safety 1
standard q

EXAMPLE

Typical examples falling into this category are DMA controller, interrupt controllers and test/debug logi

A.3.7 Example of techniques or measures to detect or avoid systematic failures during

design of

The gene
respectivel
related to K

a microcontroller

al requirements and,recommendations related to HW architecture and detailed design
y defined in I1SO 26262-5:2011, 7.4.1 and ISO 26262-5:2011, 7.4.2. Moreover, requiremsg
W verification are:given in ISO 26262-5:2011, 7.4.4.

A microcontroller is developed based on a standardized development process. The two following approac

are examp
taken durir]

a) using

A checklist such as the one reported in Table A.8; and

les of how, to provide evidence that sufficient measures for avoidance of systematic failures
g the development of a microcontroller:

ures of shared resources with the potential capabilities of influencing the behaviour of several parts
nechanisms within an MCU are not includednin this section. They are considered as part of
palitative and quantitative analysis.

the

T

are
nts

nes
are

b) giving the rationale by field data of similar products which are developed based on the same process as
the target device.
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Table A.8 — Example of techniques or measures to achieve compliance with ISO 26262-5

requirements during the development of a microcontroller

1ISO 26262-5 requirement

Design phase

Technique/Measure

Aim

7.4.1.6 Modular design Design entry Structured description and The description of the circuit's functionality is structured
properties modularization in such a fashion that it is easily readable, i.e. circuit
function can be intuitively understood on the basis of
description without simulation efforts.
7.4.1.6 Modular design Design description in HDL Functional description at high level in hardware
properties description language, for example, VHDL or Verilog.
7.4.4 Verification of HW HDL simulation Functional verification of circuit described in VHDL or
degigr Veritog by TearTs of simatatior:
7.4.4 Verification of HW Functional test on module level | Functional verification "bottom-up".
degign (using for example HDL test
benches)
7.4.4 Verification of HW Functional test on top level Verification of the microcontroller (entire gircuit).
degign
7.42.4 Robust design Restricted use of Avoidance of typical timing anomalies dufing synthesis,
pripciples asynchronous constructs avoidance of ambiguity-during simulation{and synthesis
caused by insufficient' modelling, design for testability.
This does not exclude that for certain typgs of circuitry,
such as resét logic or for very low-power
microcontroellers, asynchronous logic could be useful: in
this casethe aim is to suggest additional| care to handle
and verify those circuits.
7.42.4 Robust design Synchronisation of primary Avoidance of ambiguous circuit behaviou as a result of
primciples inputs and control of set-up and hold timing violation.
metastability
7.4.4 Verification of HW Functional and structural Quantitative assessment of the applied verification
degign coverage-driven verification scenarios during the functional test. The farget level of
(with coverage of verification coverage is defined and shown.
goals in percentage)
7.42.4 Robust design Observation of-coding Strict observation of the coding style resylts in a syntactic
primciples guidelines and semantic correct circuit code.
7.4.4 Verification of HW Application of code checker Automatic verification of coding rules ("C¢ding style") by
degign code checker tool.
7.4.4 Verification of HW Dosumentation of simulation Documentation of all data needed for a spiccessful
degign results simulation in order to verify the specified gircuit function.
7.4.4 Verification of HW Synthesis Simulation of the gate netlist, to | Independent verification of the achieved {iming constraint

degign

check timing constraints, or
static analysis of the
propagation delay (STA - Static
Timing Analysis)

during synthesis.

7.4.4 Verification of HW
degign

Comparison of the gate netlist
with the reference model
(formal equivalence check)

Functional equivalence check of the synt
netlist.

hesised gate

7.4.1.6 Modular design
prdperties

Documentation of synthesis
constraints, results and tools

Documentation of each defined constrain
necessary for an optimal synthesis to ger
gate netlist.

t that is
erate the final

7.4.1.6 Modular-design
prdperties

Script based procedures

Reproducibility of results and automation
cycles.

of the synthesis

7424
primciples

Robust design

Adequate time margin for
process technologies in use for
less than 3 years

Assurance of the robustness of the imple]
functionality even under strong process g
fluctuation.

mented circuit
nd parameter

7.4.1.6 Modular design
properties (testability)

Test insertion
and test
pattern
generation

Design for testability
(depending on the test
coverage in percent)

Avoidance of not testable or poorly testable structures in
order to achieve high test coverage for production test or

on-line test.

7.4.1.6 Modular design
properties (testability)

Proof of the test coverage by
ATPG (Automatic Test
Pattern Generation) based on
achieved test coverage in
percent

Determination of the test coverage that can be expected
by synthesised test pattern (Scan-path, BIST) during the

production test.
The target level of coverage and fault mo
and shown.

del are defined
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7.4.4 Verification of HW
design

Simulation of the gate netlist
after test insertion, to check
timing constraints, or static
analysis of the propagation
delay (STA)

Independent verification of the achieved timing constraint
during test insertion.

7.4.4 Verification of HW

Comparison of the gate netlist

Functional equivalence check of the gate netlist after test

design after test insertion with the insertion.

reference model (formal

equivalence check)
7.4.4 Verification of HW Placement, Simulation of the gate netlist Independent verification of the achieved timing constraint
design routing, layout | after layout, to check timing during back-end.

generation constraints, or static analysis of
the propagation delay (STA)
7.4.4 Verificdtion of HW Analysis of power network Show robustness of power network and effectivengss of
design related safety mechanisms. Example: |R-drop test.
7.4.4 Verification of HW Comparison of the gate netlist | Functional equivalence check of the gate netlist after
design after layout with the reference | back-end.
model (formal equivalence
check)
7.4.4 Verificdtion of HW Design rule check (DRC) Verification of process design'rules.
design
7.4.4 Verificdtion of HW Layout versus schematic check | Independent verificatien/of the layout.
design (LVS)
7.4.5 Produgdtion, operation, | Safety-related | Determination of the Evaluation of thé.test coverage during production tests
service and special achievable test coverage of the | with respect to\the safety-related aspects of the
decommissigning characteristics | production test microcontroller.
during chip
9.4.2.4 Deditated production
measures
7.4.5 Produdtion, operation, Determination of measures to | Assurance of the robustness of the manufactured ¢hip. In
service and detect and weed out early most, but not each process, gate oxide integrity (GPI) is
decommissigning failures the key early childhood failure mechanism. GOI
childhood failures have many valid methods for
9.4.2.4 Dedig¢ated screening: high temp/high voltage operation (Burn{in),
measures high current operation, voltage stress, etc. Howevdr, the
same methods could have no benefit if GOl is not fhe
primary contributor to childhood failures in a process.
7.4.5 Produgtion, Qualification Definition and-execution of For a microcontroller with integrated brown-out
operation, service and of HW qualification-tests like Brown- detection, the microcontroller functionality is testeq to
decommissipning component out test, High Temperature verify that the outputs of the microcontroller are seft to a
Operating Lifetime (HTOL) defined state (for example by stopping the operatipn of
10 Hardwarg integration testiand functional testcases the microcontroller in the reset state) or that the bnown-
and testing out condition is signalled in another way (for example by
raising a safe-state signal) when any of the supplyf
voltages monitored by the brown-out detection redch a
low boundary as defined for correct operation.
For a microcontroller without integrated brown-out
detection, the microcontroller functionality is testeq to
verify if the microcontroller sets its outputs to a defined
state (for example by stopping the operation of thq
microcontroller in the reset state) when the supply,
voltages drop from nominal value to zero. Otherwige an
assumption of use is defined, and an external megsure
is considered.

Moreover, the following general guidelines can be considered:

c) the documentation of each design activity, test arrangements and tools used for the functional simulation

and the results of the simulation;

d) the verification of each activity and its results, for example by simulation, equivalence checks, timing
analysis or checking the technology constraints;

e) the usage of measures for the reproducibility and automation of the design implementation process (script

based, automated work and design implementation flow); and
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NOTE This implies ability to freeze tool versions to enable reproducibility in the future in compliance with the legal
requirements.
f) the usage — for 3rd party soft-cores and hard-cores — of validated macro blocks and to comply with each

constraint and proceeding defined by the macro core provider if practicable.
A.3.8 Microcontroller HW design verification
A.3.8.1 General

As seen in ISQO 26262-5:-2011 7441 the hardware design is verified as given in 1ISO 262

62-8:2011,

Clg
cof

use 9 (Evaluation of safety goal violations due to random hardware failures), for comp
hpleteness with respect to the hardware safety requirements.
Fault injection is just one of the possible methods for verification, and other approaches are)possiblg

EX
hig

AMPLE 1 Either usage of expert judgement or previous proven results when state(of'the art soluti
her level protocols on communication elements (e.g. SW layer on CAN communications_ as-defined in IEC 6

The choice and depth of verification can depend on the stage of the analysis)and on the safety m
used (inside the microcontroller or at the system level).

EX
usg
clo

AMPLE 2
ge of dual core lock step solutions in which each of the outputs of twe identical CPUs are compared by
k cycle), the verification of the failure mode coverage does not ne€d to’ consider each and every CPU inte

iance and

ns exist as
1784).

echanisms

Following the reasoning of Example 1 of paragraph A.3:3,'in the case of a full HW redundancy (e.g.

HW at each
nal register.

Insfead, a more detailed verification can be needed for the CPU intetfaces and for the lock-step comparator.

A.3.8.2 Verification using fault injection simulation

As|mentioned in ISO 26262-5:2011, Table 3, faultinjection simulation during development phasg is a valid
method to verify completeness and correctness ofsafety mechanism implementation with respect tp hardware
safety requirements.

This is especially true for microcontrollers for which fault insertion testing of single-event upset at HW level is
impractical or even impossible for cértain fault models. Therefore, fault injection using design miodels (e.g.

conisidered to be able.tg claim a high level of diagnostic coverage for certain elements when no other suitable
avdilable. It also describes that it is not intended to require an exhaustive analysis of those fault models
properly exercisedsmethods derived from stuck-at simulations (like N-detect testing, see references [3]-[5]) 4
be effective faf verification of d.c. fault models as well.

EXAMPLE™M A suitable way to simplify the verification of d.c. faults can be to provide evidence th
disfribution of stuck-open/bridging faults is a very limited portion of the whole d.c. fault models population, i.e.

event upset)

need to be
evidence is
and that, if
re known to

at the fault
much lower

thab-the-stuck-at 0/1 fault pr\pulghnn

EXAMPLE 2 Since exhaustiveness is not required, the d.c. fault models analysis can be applied to a sub-set of the
microcontroller sub-parts selected depending on their possible impact from d.c. fault models (for example comparators) or
on a statistical basis.

EXAMPLE 3 For N-detect testing, “properly exercised” means that N different detections of the same fault are
guaranteed by the pattern set (i.e. pattern richness). N can range from 5 to 10.

EXAMPLE 4 In general, HW safety mechanisms can be more effective to detect each kind of d.c. fault and easier to
be verified using e.g. the N-detect approach. On the other hand, in the case of a software-based safety mechanism
addressing random hardware failures, it can be difficult with the N-detect technique to gain a high level of confidence in
the pattern richness due to the possible change of the context between subsequent executions of the test at run time. In
this case, alternative solutions can be applicable (e.g. [7]).
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NOTE 3  Fault injection can also be used to inject bridging faults in specific locations based on layout analysis or to
verify impact of dependent failures such as injection of clock and reset faults.

Fault injection using design models can be successfully used to assist verification of safe faults and
computation of their amount and failure mode coverage, i.e. as seen in paragraphs A.3.3 and A.3.3.2.

EXAMPLE Injecting faults and determining in well-specified observation points if the fault caused a measurable
effect. Moreover, it can be used to assist the computation and to verify the values of failure mode coverage, i.e. injecting
faults that were able to cause a measurable effect and determining if those faults were detected within the fault tolerant
time interval by the safety mechanisms.

hnd

NOTE The confidence of the computaton and vermication with 1ault injection 1s_proportional 1o the qualty

completene
of the circui

EXAMPLE
methods co

bs of the test-bench used to stimulate the circuit under test, the amount of faults injected and the level of dé
representation.

Gate-level netlist is appropriate for fault injection of permanent faults such as stuck-at faults! FPGA f
uld be helpful in order to maximize test execution speed. “Register Transfer Level” is alse an accepta

ptail

ype

ble

approach fof stuck-at faults, provided that the correlation with gate level is shown.

A.3.9 How to adapt and verify microcontroller stand-alone analysis at system level

The adaptation and verification of the microcontroller stand-alone analysis at system level could be done by:

transforming the detailed failure modes of a microcontroller into the high-level failure modes needed qur-

ing the analysis at system level;

a)

din
ine

NOTE 1
paragraphs
them up to

This could be done with a bottom-up process (as shown in the following figure): using the method describe
A.3.2, A.3.3 and A.3.5, it can be possible to identify the detailed microcontroller failure modes and comf
he component level.
NOTE 2 Dr a
microcontro

Starting from a detailed level of abstraction makes pé@ssible a quantitative and precise failure distribution f
ler that otherwise is based on qualitative distributionnassumptions.

NOTE 3 on
the safety nj

As discussed in paragraph A.3.3, the necessary level of detail can depend on the stage of the analysis ang

echanisms used.

System Level Wrong actuator output

Component Level Wrong output from microcontroller

Part Level Wrong data generated by CPU

Sub-part.Level

Elementary sub-part Level

Figure A.2 — Example of bottom-up approach to derived system-level failure modes

b) the failure mode coverage computed at part or sub-part level could be improved by measures at the
application level; and
EXAMPLE At microcontroller stand-alone level, the failure mode coverage of an ADC peripheral has been

considered zero because no safety mechanisms are implemented inside the microcontroller to cover those faults.
However, at application level, the ADC is included in a closed-loop, and its faults are detected by a SW-based consistency
check. In this case, the failure mode coverage of that sub-part can be increased thanks to the application-level safety
mechanism.
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