INTERNATIONAL ISO
STANDARD 26262-9

Second edition
2018-12

Road vehicles — Functional safety —

Part 9:

Automotive safety integrity leve
(ASIL)-oriented and safety-oriented
analyses

Véhicules routiers —Sécurité fonctionnelle —

Partie 9: Analyses-iées aux niveaux d'intégrité de sécurité gutomobile
(ASIL) et a la sécurité

Reference number
1SO 26262-9:2018(E)

©1S0 2018



https://standardsiso.com/api/?name=840edbde258107d340461a4d0ad5e0ad

IS0 26262-9:2018(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2018

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=840edbde258107d340461a4d0ad5e0ad

IS0 26262-9:2018(E)

Contents Page
FOT@WOT .........oocccc e85 55858555555855 8 5555 \%
IIMETOUICEION. ..o vii
1 S0P ... 1
2 NOTINATIVE FEEETE@IICES ............ooooiooeee st 2
3 Terms aNd AefiMETIOMNIS ... 2
4 Reqtirementsforcompliance—
4.1 Purpose.......e
4.2 General requirements.........
4.3 Interpretations Of tabIES ... e
4.4  ASIL-dependent requirements and recommendations ...
4.5 Adaptation for MoOtorcyCles. ...
4.6  Adaptation for trucks, buses, trailers and semi-trailers
5 Requirements decomposition with respect to ASIL tailoring
5.1 ODJECEIVES....ooce e
5.2 (CT3 1 T=) ¢ |
5.3 Inputs to this clause. ...
5.3.1  PrereqUiSItes .oty oo seees e 5
5.3.2  Further supporting information.......... 8¢ e o 5
5.4 Requirements and recommendations
5.5 WOTK PIOAUCES ..o e
6 Criteria for coexistence of €lemEents ... J50 s 9
6.1 ODJECTIVES ..o st 9
6.2 GEIIETAL ..o AT e 9
6.3 Inputs to this clause .9
6.3. 1 Prer@qUISITES .....ooonferi it 9
6.3.2  Further supporting information...........es e 10
6.4 Requirements and re¢ommendations
0.5 WOTK PIOGUCES ..ot
7 Analysis of dependent faAllUIesS. ...
7.1 OB JECTIVES ... s
7.2 LT3 1<) - | OSSOSO
7.3 Inputs.to-this clause
7.3~ Prerequisites ...
74327 Further supporting information
7.4 Requirements and recommendations......
7.5 WWOTK PIOAUCES ...t
8 SATETY AMALYSES ...
8.1 ODJECEIVES ...
8.2 GEIIETAL b
8.3 Inputs to this clause...

8.3.1  Prerequisites
8.3.2  Further supporting information
8.4 Requirements and recommendations.......
8.5 WWOTK PIOAUCES ..o

Annex A (informative) Overview of and document flow of Automotive Safety Integrity Level
(ASIL)-oriented and safety-oriented analySes.................oiiimsss s 19

Annex B (informative) Example architectures for Coexistence of elements and
Decomposition of requirements

Annex C (informative) Framework for Identifying Dependent Failures ... 25

© 1S0 2018 - All rights reserved iii


https://standardsiso.com/api/?name=840edbde258107d340461a4d0ad5e0ad

IS0 26262-9:2018(E)

BIDIHOGTAPIY ... 29

iv © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=840edbde258107d340461a4d0ad5e0ad

IS0 26262-9:2018(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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procedures used to develop this document and those intended for its further maint
Cribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteriamee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives ).

bntion is drawn to the possibility that some of the elements of this documenb may be th
ent rights. ISO shall not be held responsible for identifying any or all such'patent rights
patent rights identified during the development of the document will-be“in the Introducf
he ISO list of patent declarations received (see www.iso.org/patents )

trade name used in this document is information given for theyeonvenience of users afj
stitute an endorsement.

an explanation on the voluntary nature of standardsf the meaning of ISO specific
ressions related to conformity assessment, as well .as information about ISO's adher¢
'1d Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see th
: www.iso.org/iso/foreword.html .

trical and electronic components and general system aspects.

5 edition of ISO 26262 series of standards cancels and replaces the edition ISO 26262:20

standards, which has been technicallyirevised and includes the following main changes:

requirements for trucks, buses; trailers and semi-trailers;
extension of the vocabwlary;

more detailed objectives;

objective orientéd confirmation measures;
managementof safety anomalies;

references to cyber security;

updated target values for hardware architecture metrics;
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ded for the
re with the

e subject of
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5 document was prepared by Technical Conamittee ISO/TC 22, Road vehicles, Subcommittee SC 32,

11 series of

guidance on model based development and software safety analysis;

evaluation of hardware elements;

additional guidance on dependent failure analysis;

guidance on fault tolerance, safety related special characteristics and software tools;
guidance for semiconductors;

requirements for motorcycles; and

general restructuring of all parts for improved clarity.
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

Alist of all parts in the ISO 26262 series can be found on the ISO website.
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Introduction

The ISO 26262 series of standards is the adaptation of IEC 61508 series of standards to address the
sector specific needs of electrical and/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised
of electrical, electronic and software components.

Safety is one of the key issues in the development of road vehicles. Development and integration of
automotive functionalities strengthen the need for functional safety and the need to provide evidence
thatfumnctionat safety objectivesare satisfied:

With the trend of increasing technological complexity, software content and ‘njechatronic
impllementation, there are increasing risks from systematic failures and random-hardwaye failures,
these being considered within the scope of functional safety. ISO 26262 series-of"'standar{ls includes
guidlance to mitigate these risks by providing appropriate requirements and processes.

To dchieve functional safety, the ISO 26262 series of standards:

a) |[provides a reference for the automotive safety lifecycle and supp6rts the tailoring of the activities
to be performed during the lifecycle phases, i.e., development,‘production, operation, §ervice and
decommissioning;

b) [provides an automotive-specific risk-based approach €0 determine integrity levels [Automotive
Safety Integrity Levels (ASILs)];

c) |uses ASILs to specify which of the requirements of ISO 26262 are applicable to avoid unjreasonable
residual risk;

d) |provides requirements for functional saféty management, design, implementation, vlerification,
validation and confirmation measures;,and

e) |provides requirements for relations between customers and suppliers.

The ISO 26262 series of standards is-Concerned with functional safety of E/E systems that fis achieved
through safety measures including safety mechanisms. It also provides a framework within which
safdty-related systems based on other technologies (e.g. mechanical, hydraulic and pneumatic) can be
confidered.

The achievement of .functional safety is influenced by the development process (incliiding such
activities as requiréments specification, design, implementation, integration, verification,| validation
and| configuration), the production and service processes and the management processes.

Safety is infertwined with common function-oriented and quality-oriented activities|and work
proflucts. The'ISO 26262 series of standards addresses the safety-related aspects of these activities and
worlk products.

F' 1 1 +1 11 i 4 £ 11 1CO 2D 3 £ 4 pa | pa | Tl 1CO ’)f’)fz 3 f
gUtre—TSIowSstire ovetrar Structureor tNt 10Uz 02 0Z—Ssertesor stantaras— e 15U—=z0z04 Series o

standards is based upon a V-model as a reference process model for the different phases of product
development. Within the figure:

— the shaded “V”s represent the interconnection among ISO 26262-3, ISO 26262-4, ISO 26262-5,
ISO 26262-6 and ISO 26262-7;

— for motorcycles:
— IS0 26262-12:2018, Clause 8 supports ISO 26262-3;
— IS0 26262-12:2018, Clauses 9 and 10 support ISO 26262-4;

— the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number
of the particular part and “n” indicates the number of the clause within that part.
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EXAMPLE

“2-6" represents [SO 26262-2:2018, Clause 6.

1. Vocabulary |

2. Management of functional safety

| 2-5 Overall sa

fety management | | 2-6 Project dependent safety management |

2-7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase 4. Product development at the system level Production, operation,
351 definiti eral topics for the product 4-7 System and item integr; servuze ?nd_
-5 Item definition ent at the system level and testing decommissioning
3-6 Hazard analysis and risk o 7-5 Planning for production,
assessment Y _I |4"B Safety validation operation, service and
decommissioning

| 3-7 Functiong

| safety concept |

| 7-6 Production Cb |
-

for

12. Adaptation of ISO 26262

7-7 Operation, se and |

12-5 General
for motorcycl|

12-6 Safety ¢

motorcycles decommissionipg,*
~)

topics for adaptation

T ©

Iture

12-7 Confirm|

htion measures archtectur; (L

12-8 Hazard
assessment

'
nalysis and risk i trics on
ftware unit vel

12-9 Vehicle
testing

ntegration and Ei A & v

12-10 Safety

alidation 11 Testing

verification software

8. Supporting processes \\‘

8-5 Interfaceq within distributed developments 8-9 Verification &\)‘ 8-14 Proven in use argument

8-6 Specificatjon and management of safety 8-10 Documentation management PR 8-15 Interfacing an application that is out of scope

requirements| 8-11 Confidence in the use of software tools <) of IS0 26262

8-7 Configurdtion management 8-12 Qualification of software components, ~ 8-16 Integration of safety-related systems not

8-8 Change mjanagement 8-13 Evaluation of hardware element$, developed according to 1SO 26262

N\ W
y— -
9. Automotive safety integrity level (ASIL‘ ented and safety-oriented analyses
[9-5 Requirenfents decomposition with respect to ASIL tailoring | [9-7 Analysis of dependent failures |
[9-6 Criteria fdr coexistence of elements 5{0 [9-8 Safety analyses |
~t

10 Guidelines on ISO 26262 |

AN
N

11. Guidelines on aﬁp}\cation of ISO 26262 to semiconductors |

.

Figure 1 — Ovéryiew of the ISO 26262 series of standards

viii
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Road vehicles — Functional safety —

Part 9:
Automotive safety integrity level (ASIL)-oriented and

sa

fety-oriented analyses

1

Thi
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Scope

5 document is intended to be applied to safety-related systems that include @ne’or mor
or electronic (E/E) systems and that are installed in series production fead vehicleg

mojppeds. This document does not address unique E/E systems in special vehicles such as E
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Thi
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Thi
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haz

Thi

gned for drivers with disabilities.

E Other dedicated application-specific safety standards exist and cafvcomplement the ISO %
andards or vice versa.

ems and their components released for production, or systems and their components alr
elopment prior to the publication date of this document, dre‘éxempted from the scope of t
5 document addresses alterations to existing systems and their components released for
r to the publication of this document by tailoring the“safety lifecycle depending on the
5 document addresses integration of existing systeiis not developed according to this doc
ems developed according to this document by tailoring the safety lifecycle.

5 document addresses possible hazards caused by malfunctioning behaviour of safety-1
ems, including interaction of these systems. It does not address hazards related to ele
smoke, heat, radiation, toxicity, flammability, reactivity, corrosion, release of energy :
hrds, unless directly caused by malfunctioning behaviour of safety-related E/E systems.

. document describes a framework for functional safety to assist the development

related E/E systems. This framework is intended to be used to integrate functional safet

intd

a company-specific develepment framework. Some requirements have a clear technid

impllement functional safetyinto a product; others address the development process and ca

be g
to f

Thi

Thi
safd

een as process requitements in order to demonstrate the capability of an organization w
Inctional safety:

5 document does not address the nominal performance of E/E systems.

b document specifies the requirements for Automotive Safety Integrity Level (ASIL)-ox
ty-oriented analyses, including the following:

e electrical
, excluding
E systems

6262 series

eady under
his edition.
production
alteration.
ument and

elated E/E
tric shock,
ind similar

of safety-
y activities
al focus to
h therefore
ith respect

iented and

requirements decomposition with respect to ASIL tailoring;

criteria for coexistence of elements;
analysis of dependent failures; and

safety analyses.

Annex A provides an overview on objectives, prerequisites and work products of this document.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 26262-
ISO 26262-
ISO 26262-
[SO 26262
[SO 26262-
ISO 26262

ISO 26262
decommiss

ISO 26262

3 Term

For the p
ISO 26262

ISO and IE
IEC Eld

4 Requ

4.1 Purpose

This clause

ISO Onlline browsing platform: available at https://www.iso.org/obp

1:2018, Road vehicles — Functional safety — Part 1: Vocabulary
2:2018, Road vehicles — Functional safety — Part 2: Management of Functional Safety

3:2018, Road vehicles — Functional safety — Part 3: Concept phase

4:2018, Road vehicles — Functional safety — Part 4: Product development at the system ey
5:2018, Road vehicles — Functional safety — Part 5: Product development at the hardware |
6:2018, Road vehicles — Functional safety — Part 6: Product development at the software |

17:2018, Road vehicles — Functional safety — Part 7: Production, opeération, service
oning

8:2018, Road vehicles — Functional safety — Part 8: Supporting processes

s and definitions

urposes of this document, the terms, definitions\'and abbreviated terms given
1:2018 apply.

[ maintain terminological databases for use in standardization at the following addresse|

ctropedia: available at http://www.electropedia.org/

jrements for compliance

describes how:

el
evel
evel

and

in

2]

a) to achieve compliancewith the ISO 26262 series of standards;

b) to interpret the tables used in the ISO 26262 series of standards; and

c) tointefpretithe applicability of each clause, depending on the relevant ASIL(s).
4.2 Generalrequirements

When claiming compliance with the ISO 26262 series of standards, each requirement shall be met,

unless one

of the following applies:

a) tailoring of the safety activities in accordance with ISO 26262-2 has been performed that shows

that th

e requirement does not apply; or

b) arationale is available that the non-compliance is acceptable and the rationale has been evaluated
in accordance with ISO 26262-2.

Informative content, including notes and examples, is only for guidance in understanding, or for
clarification of the associated requirement, and shall not be interpreted as a requirement itself or as

complete o

r exhaustive.
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The results of safety activities are given as work products. “Prerequisites” are information which shall
be available as work products of a previous phase. Given that certain requirements of a clause are
ASIL-dependent or may be tailored, certain work products may not be needed as prerequisites.

“Further supporting information” is information that can be considered, but which in some cases is not
required by the ISO 26262 series of standards as a work product of a previous phase and which may be
made available by external sources that are different from the persons or organizations responsible for

the

4.3

functional safety activities.

Interpretations of tables

Tab
con
met

a)
b)

For
the
not
corl
wit

For
ASI
diffi
be |
sing

NOT
for (

For
and

4.4

The
stat

es are normative or informative depending on their context. The different methods liSte
[ribute to the level of confidence in achieving compliance with the corresponding require
hod in a table is either:

a consecutive entry (marked by a sequence number in the leftmost columnge.g: 1, 2, 3), d
an alternative entry (marked by a number followed by a letter in the leftiiost column, e.g

consecutive entries, all listed highly recommended and recommended methods in accor

listed in the table, in this case, a rationale shall be given describing why these comp
‘esponding requirement. If a rationale can be given to comply with the corresponding r¢
hout choosing all entries, a further rationale for omitted anethods is not necessary.

alternative entries, an appropriate combination of methods shall be applied in accordan
|, indicated, independent of whether they are listed in the table or not. If methods are
erent degrees of recommendation for an ASIL, the.methods with the higher recommenda
preferred. A rationale shall be given that thesselected combination of methods or even
le method complies with the corresponding¥equirement.

E A rationale based on the methods listed in the table is sufficient. However, this does not
r against methods not listed in the table;

each method, the degree of recommendation to use the corresponding method depends
is categorized as follows:

“++” indicates that the method is highly recommended for the identified ASIL;

«w,n

+” indicates that the-method is recommended for the identified ASIL; and

“0” indicates thatthe method has no recommendation for or against its usage for the iden|

ASIL-dependent requirements and recommendations

requirements or recommendations of each sub-clause shall be met for ASIL A, B, C a1
ed-etherwise. These requirements and recommendations refer to the ASIL of the safety g

d in a table
ment. Each

r
2a, 2b, 2¢).

dance with

ASIL apply. It is allowed to substitute a highly recommended or‘vécommended method by others

y with the
tquirement

ce with the
listed with
tion should

a selected

imply a bias

bn the ASIL

kified ASIL.

nd D, if not
oal. If ASIL

decomposition ias been performed at an eariier stage of devetopment, im accordance witir Clause 5, the

ASIL resulting from the decomposition shall be met.

If an ASIL is given in parentheses in the ISO 26262 series of standards, the corresponding sub-clause
shall be considered as a recommendation rather than a requirement for this ASIL. This has no link with
the parenthesis notation related to ASIL decomposition.

4.5 Adaptation for motorcycles

For items or elements of motorcycles for which requirements of ISO 26262-12 are applicable,
the requirements of ISO 26262-12 supersede the corresponding requirements in this document.
Requirements of ISO 26262-2 that are superseded by ISO 26262-12 are defined in Part 12.
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4.6 Adaptation for trucks, buses, trailers and semi-trailers

Content that is intended to be unique for trucks, buses, trailers and semi-trailers (T&B) is indicated

as such.

5 Requirements decomposition with respect to ASIL tailoring

5.1 Objectives

If ASIL decnmpncih’nn is npp]ipd the nh}'p(‘fivpc of this clause are:

a) to enSlIlI‘e that a safety requirement is decomposed into redundant safety requirements at.the t|\ext

level o
b) toappl

NOTE ]
independen

5.2 Gen

The ASIL

developme
developme
requireme
safety requ
requireme

ASIL decon]
the safety
including t

to imp

to assi

If the arch
the archite

ASIL deco
hardware

In general,
several ele
goal. ASIL
is allowed

br

F detail, and that these are allocated to sufficiently independent design elements; and
y ASIL decomposition according to permitted ASIL decomposition schemas,

'he independence mentioned in this clause is technical independence and~not organizati
ce (see 1SO 26262-1:2018, 3.78)

bral

bf the safety goals of an item under development is propagated throughout the ite
ht. Starting from safety goals, the safety requirementsare’/derived and refined during
nt phases. The ASIL, as an attribute of the safety goal, is.inherited by each subsequent sa
nt. The safety requirements are allocated to architeétural elements, starting with functi
irements allocated to elements of system architectiral design and finally resulting in sa
hts allocated to the hardware and/or software gléments.

hposition is a method of ASIL tailoring during the concept and development phases. Du
requirements allocation process, benefit can be obtained from architectural decis
he existence of sufficiently independentarchitectural elements. This offers the opportun

ement safety requirements redundantly by these independent architectural elements, a
bn a potentially lower ASIL to(some of) these decomposed safety requirements.

tectural elements are fot sufficiently independent, then the redundant requirements
ctural elements inhefit the initial ASIL.

position is an@S$SIL tailoring measure that can be applied to the functional, techn
software safefy requirements of the item or element.

ASIL decomposition allows the apportioning of the ASIL of a safety requirement betw
ments that ensure compliance with the same safety requirement addressing the same sa
Hecomposition between an intended functionality and its corresponding safety mechan
Inder certain conditions (see 5.4.7).

pbnal

bm's
the
fety
nal
fety

ring
ons
ity

and

cal,

een
fety
ism

The requirements specific to the random hardware failures, including the evaluation of the hardware
architectural metrics and the evaluation of safety goal violations due to random hardware failures (see

ISO 26262-

5:2018, Clause 8 and Clause 9) remain unchanged by ASIL decomposition.

An example architecture decomposition is given in Annex B.
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Inputs to this clause

1 Prerequisites

following information shall be available:

— thesafetyrequirements at the level at which the ASIL decomposition is to be applied: vehicle, system,
hardware, or software in accordance with ISO 26262-3:2018, 7.5.1, or ISO 26262-4:2018, 6.5.1, or

ISO 26262-5:2018, 6.5.1 or ISO 26262-6:2018, 6.5.1; and

the architectural information at the level at which the ASIL decomposition is to be appli

ed: vehicle,

5.3
The

5.4

5.4/

5.4
indi

NOT
dec

5.4]
bei
ana
can
isc

NOT

reqyirements.

NOT
dev
the

suff]
stat]

2 Further supporting information

system, hardware, or software in accordance with ISO 26262-3:2018, 7.5.1, or I1SO 264
6.5.3, or ISO 26262-5:2018, 7.5.1, or ISO 26262-6:2018, 7.5.1.

following information can be considered:
item definition (see ISO 26262-3:2018, 5.5.1); and

safety goals included in the hazard analysis and risk assessment report (see ISO 26262-3:2

Requirements and recommendations
1 If ASIL decomposition is applied, all the requirements within this clause shall be comj
2 ASIL decomposition shall be performed“by considering each initial safety rq

vidually.

E1 Several safety requirements can be allocated to the same independent elements as the rq
mpositions of different initial safety requirements.

3 The initial safety requirement’shall be decomposed to redundant safety requirement
mplemented by sufficiently independent elements. These elements are sufficiently indepe
ysis of dependent failures-(see Clause 7) does not find a plausible cause of dependent f:
lead to the violation of dnjinitial safety requirement, or if each identified cause of depend
ntrolled by an adequate safety measure according to the ASIL of the initial safety require

E1 A given decemposed requirement can be the result of the decomposition of several i

E2  Thewse of homogenous redundancy to implement the decomposed requirements (e.g. b
ce or duplicated software) does not address the systematic failures of hardware and software. T
ASIL fsom being reduced, unless an analysis of dependent failures (see Clause 7) provides ey
cient independence (see 1SO 26262-1:2018, 3.78) exists or that the potential common causes l¢g

62-4:2018,

018,6.5.1).

blied with.

bquirement

sult of ASIL

5, that shall
ndent if the
hilures that
ent failures
ment.

hitial safety

 duplicated
his prevents
ridence that
ad to a safe
without the

p. Therefore, homogenous redundancy alone is, in general, not sufficient for reducing the ASIL

support of the analysis of dependent failures for the specific system context.

NOTE 3

in multi-channel architectural designs.

In general, ASIL decomposition does not apply to elements ensuring the channel selection or switching

5.4.4 Each decomposed safety requirement shall comply with the initial safety requirement by itself.

NOTE 1

NOTE 2

This provides redundancy by definition.

If a decomposed safety requirement is allocated to a safety mechanism, the effectiveness of this safety

mechanism is considered in the evaluation of the compliance of the decomposed requirement with the initial

safe

ty requirement.
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EXAMPLE An ASIL D requirement allocated to a given ECU might naively be decomposed between an
ASIL D requirement allocated to a simple watchdog in this ECU and a QM safety requirement allocated to the
microprocessor of the ECU. However, this simple watchdog is insufficient to cover the failure modes of a
microprocessor with regard to an ASIL D requirement. In this case, this watchdog does not effectively comply
with the initial safety requirement.

5.4.5 The requirements on the evaluation of the hardware architectural metrics and the evaluation
of safety goal violations due to random hardware failures in accordance with ISO 26262-5 shall remain
unchanged by ASIL decomposition.

7 the
ary,
eve

5-4‘-6 If . PDOS vy S—apPt T€—SO Wate -V--I iy
elements implementing the decomposed requirements shall be verified at th
additional [measures shall be taken at the software level, hardware level, or system level to“ach
sufficient independence.

5.4.7 If ASIL decomposition of an initial safety requirement results in the allocation-of decompqsed

requirements to the intended functionality and an associated safety mechanism, then:
a)

the asqociated safety mechanism should be assigned the higher decompaosed’ASIL; and

NOTE 1 ded

functio

In general, the safety mechanisms have a lower complexity andylower size than the inter
hality.

b) y requirement shall be allocated to the intended functiondlity and implemented applying the

ponding decomposed ASIL.

a safet
corres

NOTE 2
managy
the intg

hlity
dto

If the decomposition schema ASIL x(x) + QM(x).4s“Chosen, then QM(x) means that the qu
bment system is sufficient to develop element(s) that\implement the safety requirement allocatq
nded functionality.

5.4.8 Wh

a)
b)

en applying ASIL decomposition to a safety requirement:
ASIL decomposition shall be applied in aceerdance with 5.4.9;

ASIL decomposition may be applied more than once (in this case, the intermediate requirenpent
allocatfion step may be omitted);and

c) eachd
EXAMPLE

ecomposed ASIL shall-be-marked by giving the ASIL of the safety goal in parenthesis.

ent,
into

If an ASIL D requirement is decomposed into one ASIL C requirement and one ASIL A requiren

then these 4
one ASIL B 1
as “ASIL B(J]

5.4.9 On
the ASIL be

re marked as “ASIL’C(D)” and “ASIL A(D)”. If the ASIL C(D) requirement is further decomposed
equirement arid'ene ASIL A requirement, then these are also marked with the ASIL of the safety
)” and “ASIEA(D)".

e of the-following decomposition schemas outlined below shall be chosen in accordance ¥
fore’decomposition (as shown in Figure 2). A decomposition schema resulting in higher A

goal

vith
SILs

may also b

b 1<sed

NOTE 1

decomposition of the ASIL.

a) AnASI
1) on
2) on

L D requirement shall be decomposed as one of the following:
e ASIL C(D) requirement and one ASIL A(D) requirement; or

e ASIL B(D) requirement and one ASIL B(D) requirement; or

The step from one level of the selected decomposition schema to the lower next level defines one
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3) one ASIL D(D) requirement and one QM(D) requirement.

b) An ASIL C requirement shall be decomposed as one of the following:
1) one ASIL B(C) requirement and one ASIL A(C) requirement; or
2) one ASIL C(C) requirement and one QM(C) requirement.

c) An ASIL B requirement shall be decomposed as one of the following:

1) one ASIL A(B) requirement and one ASIL A(B) requirement; or

2) one ASIL B(B) requirement and one QM(B) requirement.

d) [An ASIL A shall only be decomposed, if needed, as one ASIL A(A) requirement.and jone QM(A)
requirement.
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9 Before decomposition

é Req. X Req. X Req. X

3 ASILD ASILD ASILD

g =EImt. E =Elmt. E =Elmt. E

g Clause Clause Clause

= 5.4.9 5.4.9 5.4.9

£ v ' v v

3 Req. X.1 Req. X.2 Req.X.1 Req. X.2 Req. X.1 Req. X.2

2 ASILD(D) | [ASIL QM(D) ASIL C(D) ASIL A(D) ASIL B(D) ASIL B(D)

= =Elmt. E.1 =Elmt. E.2 =Elmt. E.1 =Elmt. E.2 =Elmt. E.1 =Elmt. E.2

2 After decomposition

2 Before decomposition

é Req. X Req. X

S ASILC ASIL C

g =EImt. E =Elmt. E

g Clause Clause

g- 5.4.9 5.4.9

o y.

S ReqX1 Req.X.2 Req.X.1 Req.X.2 )"

2| AsiLc(c) | |ASILQM(C) ASILB(C) | | ASILA(C) %

3 [\=Elmt.E1) (=Elmt. E.2 =Elmt. E.1) \=Elmt. E.2 0O

7 \J

< %fter decomposition

9 Before decomposition

E Req. X Req. X

2 ASILB ASILB

5 =EImt. E =Elmt. E

i Clause

a. .

: 5.4.9 i o\ 54.9

o Req. X.1 Req. X.2 Req. X.1 Req. X.2

2 ASIL B(B) | |ASIL QM(B) ASIL A(B) ASIL APB)

= =Elmt. E.1 =Elmt. E.2 =Elmt. E.1 =Elmt: E.2

2 \O After decomposition

@ C)\‘\ Before decomposition

5 Req. X cL

B eq. .

S ASIL A @

g =Elmt. E 0O

£

& L]

3 Req. X.1

2 ASIL A(A)

= =Elmt. E.1

<2 After decomposition
Figure 2 — ASIL decomposition schemas

Key
Req. X ASIL D — Elmt.E means that the requirement X with the ASIL D attribute is allocated to the element E

EXAMPLE The cases described in 5.4.7, where QM is assigned to the intended functionality and an ASIL
equal to the initial ASIL is assigned to its associated safety mechanism, are shown in the leftmost column.

NOTE 2  The uppermost box of each decomposition step represents the ASIL before decomposition.

NOTE 3  Architectural elements E.1 and E.2 are sufficiently independent to comply with 5.4.3

5.4.10 When using any of the decomposition schemas given in 5.4.9, evidence for sufficientindependence
of the elements after decomposition shall be made available (see 5.4.3).
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5.4.11 The development of the decomposed elements at the system level and at the software level
shall be performed, as a minimum, in accordance with the ASIL requirements (after decomposition)
of ISO 26262-4 and ISO 26262-6. The development of the decomposed elements at the hardware level
shall be performed, as a minimum, in accordance with the ASIL requirements (after decomposition) of
ISO 26262-5, except for the evaluation of the hardware architectural metrics and the evaluation of safety
goal violations due to random hardware failures (see 5.4.5).

5.4.12 At each level of the design process at which decomposition is applied, the corresponding
integration activities of the decomposed elements and subsequent activities, including verification
and confirmation measures, shall be applied in accordance with the requirements of the ASIL before
decpmposition.

5.5/ Work products

5.5/1 Update of architectural information, resulting from 5.4.

S

5.5)2 Update of ASIL as attribute of safety requirements and elements,resulting from .4

6 [Criteria for coexistence of elements

6.1/ Objectives
Thif clause provides criteria for the coexistence within the same element of:
a) [safety-related sub-elements with non-safety-related sub-elements; and

b) |safety-related sub-elements that have different ASILs assigned.

6.2| General

By default, when an element is cqmposed of several sub-elements, each of those sub-glements is
developed in accordance with ¢he measures corresponding to the highest ASIL applicgble to the
elernent, i.e. the highest ASIL oftthe safety requirements allocated to the element.

In the case of the coexistence-of sub-elements that have different or no ASILs assigned, or the ¢oexistence
of ron-safety-related sub-elements with safety-related ones, it can be beneficial to avoid assigning
the|ASIL of the element to all the sub-elements. For this purpose, this clause provides gyiidance for
det¢rmining if sub-elements with different ASILs can coexist within the same element. Th‘I;s clause is
basgd on the analysis of interference of each sub-element with the other sub-elements of an glement.

In the contéxtof this clause, interference is the presence of cascading failures from a sub-element with
no ASIL assigned, or a lower ASIL assigned, to a sub-element with a higher ASIL assigned whjch leads to
the [vielation of a safety requirement of the element (see ISO 26262-1:2018, 3.65).

When determining the ASIL of sub-elements of an element, the rationale for freedom from interference
is supported by analyses of dependent failures (see Clause 7), focused on cascading failures.

6.3 Inputs to this clause

6.3.1 Prerequisites
The following information shall be available:

— thesafety requirements at the level at which the analysis is to be performed: system, or hardware, or
softwareinaccordance withISO 26262-3:2018,7.5.1,0r1S0 26262-4:2018,6.5.1,0rISO 26262-5:2018,
6.5.1, or ISO 26262-6:2018, 6.5.1;
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— the architectural information of the element at the level at which the analysis is to be performed:
system, or hardware, or software, in accordance with ISO 26262-3:2018, 7.5.1, ISO 26262-4:2018,
6.5.3,0or ISO 26262-5:2018, 7.5.1, or ISO 26262-6:2018, 7.5.1; and

— the allocation of the safety requirements to the element and sub-elements under consideration.

6.3.2 Further supporting information

None.
6.4 Req
6.4.1 Thi

allocation ¢

NOTE (
architectur

6.4.2 Thq

a) each s§

3 4. A dadi
UILICIIITIILS Allu 1 CTUUIIIIIITIIUAlivIiS

s clause may be applied at any refinement step during the design process, in parallehwith
f the safety requirements to the elements and sub-elements of an architecture.

riteria of coexistence are typically considered during system design, hardware désign, or softy
1 design, in accordance with ISO 26262-4, or ISO 26262-5, or ISO 26262-6.

 following shall be considered during the analysis of an element:

ifety requirement allocated to the element; and

b) each sfib-element that is part of the element.

6.4.3 Ifa
then the n
evidence i
any safety
interfere w

NOTE1 1
elements.

NOTE2 1]
software, o1

Otherwise
elements f{

6.44 If
QM(X) (seq

the

vare

non-safety-related sub-element and safety-related s@b-elements coexist in the same elemlent,

pn-safety-related sub-element shall only be treatéd as a non-safety-related sub-elemel
made available that this non-safety-related sub-element cannot, directly or indirectly, vig
requirement allocated to the element. That;is, this non-safety-related sub-element car
ith any safety-related sub-element of the element.

'his means that there are no cascading failures from this sub-element to the safety-related
'his can be achieved by design measures, such as those concerning the data flow and control floy
the input/output signals and«ontrol lines for hardware.

this sub-element shall be assigned the highest ASIL of the coexisting safety-related s
r which evidence of freedom from interference is not available.

nt if
late
Inot

sub-

y for

ub-

bafety-related (sub-elements implementing requirements with different ASILs, includling

5.4.9), coexistin the same element, then a considered sub-element shall only be treate

a sub-elemlent with,a lower ASIL if evidence is available that, for each safety requirement allocate
t, the cohsidered sub-element cannot, directly or indirectly, violate any safety requirenjent

the elemen
allocated t

0 thérsub-elements implementing higher ASIL requirements. Otherwise, the considé

i as
d to

red
hich

sub-elementsshall be assigned the highest ASIL of the coexisting safety-related sub-elements for w
evidence oheedem—#em—&ﬁe#e#eaee%—xﬁa#a#&bl-e—' i i -

NOTE The evaluation of the freedom from interference is commensurate with the highest ASIL requirements

allocated to

the coexisting sub-elements (see 7.4.8).

6.5 Work products

6.5.1 Update of the ASIL attribute of the sub-elements of the element, resulting from 6.4.

10
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Analysis of dependent failures

Objectives

The objectives of this clause are:

a)

b)

7.2

The scope of the analysis of dependent failures can be influenced by the technelogy o
elernents (e.g. software elements, hardware elements, or a mix of hardware and Software
and|by the safety requirements involved.

Figure 3 describes the relationship. between dependent failures, freedom from interfe

tech

Fre
ASI

Fre
wh

NOT
inst
safe

NOT

to confirm that a required independence or freedom from interference is sufficiently achieved in

the design by analysing their potential causes or initiators; and

to define safety measures to mitigate plausible dependent failures, if necessary.

General

Absence of dependent failures
1SO 26262-1:2018, 3.29

Absence of cascading failures Absence of common cause failures
IS0 26262-1:2018, 3.17 1SO 26262-1:2018, 3.18

v
Property of freedom from interference
1SO 26262-1:2018, 3.65

Property of (technical)drdependence
1SO 26262-%:2018, 3.78

Figure 3 — Relationship between the different classes of dependent failures

inical independence.

edom from interference is used to justify the coexistence of elements with different, or n
|, (See Clause 6).

bdom from interference and absence of common cause failures are used to justify ind
n performing ASIL-decomposition (See Clause 5).

E1  Other systém properties can also require independence and, thus, absence of dependent
hnce, the analysis of dependent failures can be used to support the demonstration of effectiv
ty mechaniisims to avoid single-point faults and latent faults (e.g. see 1ISO 26262-5:2018, Clause 8)

E 2, \Fhe analysis of dependent failures can be applied at various design levels of the system ot

The

[ the given
elements),

rence, and

0, assigned

ependence

failures. For
bness of the

the item.

analysis of dependent failures considers architectural features such as:

similar and dissimilar redundant elements;

different functions implemented with identical software or hardware elements;
functions and their respective safety mechanisms;

partitions of functions or software elements;

physical distance between hardware elements, with or without a barrier; and

common external resources.

© ISO 2018 - All rights reserved
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Independence is threatened by common cause failures and cascading failures, while freedom from
interference is only threatened by cascading failures.

EXAMPLE1 A high intensity electromagnetic field that causes different electronic devices to fail in a way that
depends on design and use, is a common cause failure.

EXAMPLE 2 Erroneous vehicle speed information transmitted to other vehicle functions and thus, affecting
their behaviour, is a cascading failure.

EXAMPLE 3 A monitor designed to detect anomalous behaviour of a function can be rendered inoperative
some time before the monitored function fails if both the monitor and the monitored function are subjected to
the same event or cause, which is a common cause failure.

An examplg framework for identifying dependent failures is given in Annex C.
7.3 Inpyts to this clause

7.3.1 Prerequisites
The follow{ng information shall be available:

— the independence requirements at the level at which the analysis of dependent failures is applied:
systeny, hardware, or software in accordance with IS0 26262-3:2018, 7:5.1, IS0 26262-4:2018, 6|5.1,
ISO 26P62-5:2018, 6.5.1, or ISO 26262-6:2018, 6.5.1;

— the fr¢edom from interference requirements at the leveliat which the analysis of dependent
failurefs is applied: system, hardware, or software in accordance with ISO 26262-3:2018, 7|5.1,
ISO 26pR62-4:2018, 6.5.1, ISO 26262-5:2018, 6.5.1, or ISQ26262-6:2018, 6.5.1;

— the architectural information at the level at which-the analysis of dependent failures is applied:
systen}, hardware, or software in accordance withS0O 26262-3:2018, 7.5.1, ISO 26262-4:2018, 65.3,
ISO 26p62-5:2018, 7.5.1, or ISO 26262-6:2018, 7:5.1; and

NOTE1 The architectural information is:used to determine the boundary of the analysis of depenflent
failureg.

— the saffety plan in accordance withSO 26262-2:2018, 6.5.3.

NOTEZ The objectives and scape of a dependent failure analysis depend on the sub-phase and the leviel of
abstradtion at which the analysisis performed. This information is defined prior to conducting the analysis,
for instlance in the safety plam;

7.3.2 Further supporting information

None.

7.4 Reqpirements and recommendations

7.4.1 The potential for dependent failures shall be identified from the results of safety analyses in
accordance with Clause 8.

NOTE1 Both systematic failures and random hardware failures have the potential to be dependent failures.

NOTE 2  The identification of the potential for dependent failures can be based on deductive analyses, e.g.
examination of cut sets or repeated identical events of an FTA.

NOTE 3  The identification of the potential for dependent failures can also be supported by inductive analyses,
e.g. similar parts or components with similar failure modes that appear several times in an FMEA.

NOTE4 Examples of analyses of dependent failures applied on semiconductors can be found in
ISO 26262-11:2018, 4.7.
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7.4.2 Each identified potential for dependent failures shall be evaluated to determine its plausibility,
i.e. if a reasonably foreseeable cause exists which leads to the dependent failure and consequently
violates a required independence, or freedom from interference, between given elements.

NOTE When quantification of random hardware failures is required, as for the evaluation of the safety goal
violations due to random hardware failures (see ISO 26262-5), the contribution of common cause failures and
cascading failures is estimated on a qualitative basis because no general and sufficiently reliable method exists
for quantifying such failures.

7.4.3 This evaluation shall consider the operational situations as well as the different operating modes
of the item or element being analysed

7.4 This evaluation shall consider the following topics, as applicable:

NOTE1 The evaluation of the plausibility of the potential dependent failures can be supported by jappropriate
chegklists, e.g. checklists based on field experience. The checklists provide the analysts with representative
exainples of root causes and coupling factors such as same design, same process, samé ¢omponent, sarhe interface,
proximity. Annex C can be used as a basis to establish such checklists.

NOTE 2  This evaluation can also be supported by the adherence to proceSs ;guidelines which are|intended to
preyent the introduction of root causes and coupling factors that could lead t6"dependent failures.

a) [random hardware failures;

EXAMPLE1  Failures of common blocks such as clock, testlogic and internal voltage regulators in large
scale integrated circuits (microcontrollers, ASICs, etc.).

b) |development faults;

EXAMPLE 2  Requirement faults, design faults;*implementation faults, faults resulting from the use of
new technologies and faults introduced when niaking modifications.

¢) |manufacturing faults;

EXAMPLE 3  Faultsrelated to precesses, procedures and training; faults in control plans and irf monitoring
special characteristics; faults related to software flashing and end-of-line programming.

d) |installation faults;

EXAMPLE 4  Faults related to wiring harness routing; faults related to the interchangeabilfty of parts;
failures of adjacent items or elements.

e) [service faults;

EXAMPLE 5 Faults related to processes, procedures and training; faults related to troublle-shooting;
faults related to the interchangeability of parts and faults due to backward incompatibility.

f) |enyvironmental factors;

EXAMPLE 6 Temperature vibration pressure humidity/candensation pollution corrosion,
contamination, EMC.

g) failures of common external resources or information;
EXAMPLE 7  Power supply, input data, inter-system data bus and communication.
h) stress due to specific situations; and

EXAMPLE 8  High operational loads, extreme user inputs or requests from other systems, thermal impact,
and mechanical shocks.

i) ageing and wear.
7.4.5 Rationale for the plausibility of dependent failures and their impact shall be made available.
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NOTE
revealedar

easonably foreseeable cause.

Plausible dependent failures are those for which the evaluation performed according to 7.4.2 has

7.4.6 Measures for the resolution of plausible dependent failures shall be specified during the

developme

nt phase, in accordance with the change management in ISO 26262-8:2018, Clause 8.

7.4.7 Measures for the resolution of plausible dependent failures shall include the measures for

preventing

EXAMPLE

their root causes, or for controlling their effects, or for reducing the coupling factors.

Diversity is a measure that can be used to prevent, reduce or detect common cause failures.

7.4.8 Th{
the achieve

NOTE (
analysis of ¢

the ASI

the deg

the pro

the nun

7.4.9 Th{
Clause 9.

7.5 Wor
7.5.1 De

7.5.2 De

8 Safet)

8.1 Obje

The object

faults or random hardware faults is sufficiently low. Depending on the application, this is achieved |

identiff

the technology; and

e analysis of dependent failures shall have a level of detail and rigor suitable to demonst|
ment of the required level of independence or freedom from interference.

riteria that can be used to justify the suitability with respect to depth and rigorf-a perfor
ependent failures include:

L;
ree of independence between elements required in the safety concept;

duct complexity;

hber and degree of adverse environmental and other stress.factors

e analysis of dependent failures shall be verifiéd“in accordance with ISO 26262-8:2

k products
pendent Failures Analysis, resulting from 7.4.

pendent Failures AnalysisVerification Report resulting from 7.4.9.

y analyses

ctives

ve of safety analyses is to ensure that the risk of a safety goal violation due to system

yirigsnew hazards not previously identified during the hazard analysis and risk assessmsg

rate

med

18,

atic
Dy

nt;

respec

provid

tively;

identifying their potential causes;

supporting the definition of safety measures for fault prevention, or fault control, respectively;

ing evidence for the suitability of safety concepts; and

requirements and test requirements.

14

identifying faults, or failures, that can lead to the violation of a safety goal, or a safety requirement,

supporting the verification of safety concepts, safety requirements, and the identification of design
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In the ISO 26262 series of standards, systematic faults are not analysed with a probability of

occurrence. However, the measures against systematic faults contribute to the reduction of the overall risk of
safety goal or safety requirement violation.

8.2
The

General
scope of the safety analyses includes:
the validation of safety goals and safety concepts;

the verification of safety concepts and safety requirements;

Safd

development phases. Quantitative analysis methods predict the€requency of failures while

ana
met]

Qu4d

NOT
soft

Qu3

har
and|
fail

Qu4

the identification of conditions and causes, including faults and failures, that could
violation of a safety goal or safety requirement;

the identification of additional safety requirements for detection of faults or failures;

are complied with, including safety-related vehicle testing.

lysis methods identify failures but do not predict the freguency of failures. Both types
hods depend upon a knowledge of the relevant fault types and fault models.

litative analysis methods include:

qualitative FMEA at system, design or processievel;
qualitative FTA;

HAZOP; and

qualitative ETA.

E1 The qualitative analysis-miethods listed above can be applied to software where no more
ware-specific analysis methads exist.

ntitative safety andlyses complement qualitative safety analyses. They are used t
Hware design against defined targets for the evaluation of the hardware architectu
the evaluatiop~0f’safety goal violations due to random hardware failures (see ISO 262

re rates of\the hardware elements.

ntitative analysis methods include:

ead to the

the determination of the required responses (actions/measures) to detected faults or fajlures; and

the identification of additional measures for verifying that the safety\goals or safety requirements

ty analyses are performed at the appropriate level of abstraction during the concept apd product

qualitative
of analysis

appropriate

o verify a
ral metrics
62-5:2018,

Cla:tse 8 and Clause 9). Quantitative safety analyses require additional knowledge of the guantitative

quantitative FMEA;

quantitative FTA;
quantitative ETA;
Markov models; and

reliability block diagrams.

NOTE 2  The quantitative analysis methods only address random hardware failures. These analy
are not applied to systematic failures in the ISO 26262 series of standards.
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Another way to classify the safety analyses is by the way they are conducted:

— inductive analysis methods are bottom-up methods that start from known causes and identify
possible effects;

— deductive analysis methods are top-down methods that start from known effects and seek
possible causes.

Inductive analyses and deductive analyses complement each other and therefore increase the coverage
of their result.

NOTE MEA JA_LTA s 3 11 £ A aad e 1 N LTA 2| Lokl Ll le s
MEA—ardFEFA—are—typieallyperformed—induetively—whereasFHA—and—relabiity bloek—diagram

analyses ar¢ typically performed deductively.

A further classification of safety analyses is whether the chosen method is capable of identifying sinjgle-
point or miiltiple-point faults in order to address latent faults according to ISO 26262-4:2018, 6.4.2,jand
SO 26262+5:2018, 7.4.3.

8.3 Inpuyts to this clause

8.3.1 Prerequisites
The follow|ng information shall be available:

— thesafptyrequirements atthelevel at which the safety analysisisto be performed: system, hardwjare,
or software in accordance with ISO 26262-3:2018, 7.5.1, [SQ.-26262-4:2018, 6.5.1, ISO 26262-5:2018,
6.5.1, qr ISO 26262-6:2018, 6.5.1; and

— theardhitecturalinformation ofthe elementatthelevelatwhich the safetyanalysisistobeperformed:
systen}, hardware, or software in accordance with €SO 26262-4:2018, 7.5.2, IS0 26262-5:2018, 7|5.1,
or ISOR6262-6:2018, 7.5.1.

NOTE The architectural information is usedto determine the boundaries of the safety analyses.

8.3.2 Further supporting information
The follow|ng information can be cofisidered:

— fault njodels (from external'spurces).

8.4 Requiirements and recommendations

8.4.1 Th¢ safety analyses shall be performed in accordance with appropriate standards or guideljnes
and the defined objectives, for instance in the safety plan.

NOTE 1 helevel of detail of the analysis is appropriate to the level of detail of the design. The fault models
depend on the-deseriptiontevel-of the-design-on-which-the-analysisisbased{System;Hardware-Seftware)) and
on the safety requirements being implemented. For semiconductor failure modes, ISO 26262-11:2018, 4.3.2 can
be considered.

NOTE 2  Such standards and guidelines can include criteria for defining the depth and rigor of a safety analysis.
These criteria can depend on the ASIL, complexity or experiences with a specific item, and its field of application.

NOTE3  The objectives and scope of the safety analyses depend on the sub-phase and the level of granularity
at which itis applied.

8.4.2 The results of the safety analyses shall indicate if the respective safety goals or safety
requirements are complied with or not.
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8.4.3 If a safety goal or a safety requirement is not complied with, the results of the safety analyses
shall be used for deriving prevention, detection, or effect mitigation measures regarding the faults or
failures causing the violation.

8.4.4 The measures derived from the safety analyses shall be implemented as part of the product
development at the system level, at the hardware level, or at the software level, in accordance with
ISO 26262-4, or ISO 26262-5, or ISO 26262-6 respectively.

8.4.5 Hazards newly identified by safety analyses during product development which are not
already covered shall be included in an updated hazard analysis and risk assessment according
to ISO 26262-3:2018, Clause 6. The corresponding changes shall be managed in accerlance with
1SO|26262-8:2018, Clause 8.

8.416 The fault models used for the safety analyses shall be suitable for the level of detail beipg analysed
in a|given development sub-phase and shall be used consistently within that subzphase.

NOTE1  Sub-phasesinclude hardware design, evaluation of the hardware architéctural metrics anfl evaluation
of safety goal violations due to random hardware failures in 1ISO 26262-5, oy’ Seftware architecturjal design in
accqrdance with ISO 26262-6.

NOTE 2  For the safety analyses at software architectural level, see 1S0.26262-6:2018, Annex E.

8.4)7 Additional safety-related test cases shall be determinted by using the fault models and| the results
of the safety analyses, if necessary.

8.4)8 The safety analyses and their outcomes shallbe verified in accordance with ISO 26262-8:2018,
Clayse 9.

8.4{9 The qualitative safety analyses shalldnclude:

a) |a systematic identification of faultS,or failures that could lead to the violation of safety goals or
safety requirements, originating in:

— the item or element itself}
— the interaction of the item or element with other items or elements; and
— the usage of thejitem or element.

b) |the evaluatioh of the consequences of each identified fault to determine the potential to violate
safety goals'or safety requirements;

c) [the identification of the causes of each identified fault; and

d) |the‘identification, or the support for the identification, of potential safety concept weaknesses,
; ; ineffecti o ' ' j alie as—lakent faults,

NOTE The interactions with other items or elements, internal and external to the item, are examined to
assess the degree of independence and interference.

8.4.10 If quantitative safety analyses are used to complement the qualitative safety analyses, then they
shall include:

a) the quantitative data to support the evaluation of the hardware architectural metrics and the
evaluation of safety goal violations due to random hardware failures (see ISO 26262-5:2018,
Clause 8 and Clause 9);
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b) a systematic identification of faults or failures that could lead to violation of safety goals or safety
requirements;

c) theevaluation and ranking of the potential safety concept weaknesses, including the ineffectiveness
of safety mechanisms; and

d) the diagnostic test time interval, the emergency operation time interval, and the time between
fault detection and repair.

8.5 Work products

8.5.1 Saiiety analyses, resulting from 8.4.

8.5.2 Safety analyses verification report, resulting from 8.4.8.
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Annex A
(informative)

IS0 26262-9:2018(E)

Overview of and document flow of Automotive Safety Integrity
Level (ASIL)-oriented and safety-oriented analyses

Tab|
safe

e A.T provides an overview of objectives, prerequisites and work products of ASIL-oniented and
ty-oriented analyses.

Table A.1 — Overview of and document flow of ASIL-oriented and safety-oriented analyses

Clause

Objectives

Prerequisites

Work profucts

5

Requirements de-

composition with
respect to ASIL
tailpring

If ASIL decomposition is ap-
plied, the objectives of this
Clause are:

a) toensurethata
safety requirement
is decomposed into
redundant safety
requirements at the
next level of detail,
and that these are
allocated to sufficiently
independent design
elements; and
b) toapply ASIL
decomposition
according to permitted
ASIL decomposition
schemas:

The safety requirements

at the level at which the
ASIL decomposition j$tg

be applied: vehicle,system,
hardware, or softWware

in accordance-with

ISO 26262:3;2018, 7.5.1, or
[SO 26262-4:2018, 6.5.1, or
ISO 26262-5:2018, 6.5.1 or
ISO 26262-6:2018, 6.5.1; and

The architectural
information at the

level at which the ASIL
decomposition is to be
applied: vehicle, system,
hardware, or software

in accordance with

ISO 26262-3:2018, 7.5.1, or
ISO 26262-4:2018, 6.5.3, or
ISO 26262-5:2018, 7.5.1, or
ISO 26262-6:2018, 7.5.1.

5.5.1 Update of grchitec-
tural information, result-
ing from 5.4.

5.5.2 Update of ASIL as
attribute of safefy re-
quirements and |elements,
resulting from 5.4.

© ISO 2018 - All rights reserved
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Table A.1 (continued)

Clause

Objectives

Prerequisites

Work products

6

Criteria for
coexistence of
elements

This Clause provides criteria
for the coexistence within
the same element of:

a) safety-related sub-
elements with non-
safety-related sub-
elements; and

the safety requirements

at the level at which the
analysis is to be performed:
system, or hardware, or
software in accordance with
ISO 26262-3:2018, 7.5.1, or
ISO 26262-4:2018, 6.5.1, or
ISO 26262-5:2018, 6.5.1, or

6.5.1 Update of the ASIL at-
tribute of the sub-elements
of the element, resulting
from 6.4.

b) safety-related sub-
elements that have
different ASILs
assigned.

OO e e Dot e
TS0 26262-672016,65°1;

the architectural
information of the element
at the level at which the
analysis is to be performed:
system, or hardware, or
software, in accordance
with ISO 26262-3:2018,
7.5.1,1S0 26262-4:2018,
6.5.3,0r IS0 26262-5:2018;
7.5.1, or ISO 26262-6:2018;
7.5.1; and

the allocation of the safety
requirements to.the
element and sub-elements
under considération.

20

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=840edbde258107d340461a4d0ad5e0ad

Table A.1 (continued)
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pendent failures

a) to confirm thata
required independence
or freedom from
interference is
sufficiently achieved in

Clause Objectives Prerequisites Work products
7 The objectives of this Clause |— The independence 7.5.1 Dependent Failures
Analysis of de- are: requirements at the level Analysis, resulting from 7.4.

at which the analysis

of dependent failures is
applied: system, hardware,
or software in accordance
with ISO 26262-3:2018, 7.5.1,
SO 26262-4:2018, 6.5.1,

7.5.2 Dependent Failures
Analysis Verification Re-
port resulting from 7.4.9.

the design by analysing
their potential causes
or initiators; and

b) to define safety
measures to mitigate
plausible dependent
failures, if necessary.

O e D pr e
150 26262-572018;6-5-1;or

ISO 26262-6:2018, 6.5.1;

The freedom from
interference requirements
at the level at which the
analysis of dependent
failures is applied: system,
hardware, or software

in accordance with

ISO 26262-3:2018, 7.5.1,
ISO 26262-4:2018;6:5.1,
ISO 26262-5:2018, 6.5.1, or
ISO 26262-6:2018, 6.5.1;

The architectural
information at the level
atwhich the analysis
of\dependent failures is
applied: system, hardware,
or software in accordance
with ISO 26262-3:2018,
7.5.1,1S0 26262-4:2018,
6.5.3,1S0 26262-5:2018,
7.5.1, or ISO 26262-6:2018,
7.5.1; and

The safety plan in
accordance with
ISO 26262-2:2018, 6.5.3.
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Table A.1 (continued)

Clause Objectives Prerequisites Work products
8 The objective of safety anal- |— The safety requirements at |8.5.1 Safety analyses, re-
Safety analyses  |ysesis to ensure that the the level at which the safety |sulting from 8.4

risk of a safety goal violation analysis is to be performed: 8.5 2 Saf |
due to systematic faults or system, hardware, or 8.0.2 Salety analyses ver-
. : ification report, resulting
random hardware faults is software in accordance from 8.4.8
sufficiently low. Depending with ISO 26262-3:2018, —
on the application, this is 7.5.1,1S0 26262-4:2018,
achieved by: 6.5.1,1S0O 26262-5:2018,
6-5-5;0115626262-6:20618;
— identifying new 6.5.1; and
hazards not previousl .
identified dul:'ing the 7 |- The architectural
hazard analysis and information ofthg element
risk assessment: at the level at which
’ the safety analysis is to
— identifying faults, be performed: system,
or failures, that can hardware, or software
lead to the violation in accordance with
of a safety goal, or a SO 26262-4:2018, 7.5.2,
safety requirement, SO 26262-5:2018, 7.5.1, or
respectively; [SO 26262-6:2018, 7.5«
— identifying their
potential causes;
— supporting the
definition of safety
measures for fault
prevention, or fault
control, respectively;
— providing evidence for
the suitability of safety
concepts; and
— supporting the
verification ¢f safety
concepts,safety
requirements, and the
identification of design
requirements and test
requirements.
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