INTERNATIONAL ISO
STANDARD 26262-8

Second edition
2018-12

Road vehicles — Functional safety —

Part 8:
Supporting processes

Véhicules routiers — Sécuritéfonctionnelle —

Partie 8: Processus d'appUi

Reference number
1SO 26262-8:2018(E)

©1S0 2018


https://standardsiso.com/api/?name=36c16d16ac8a071420fa6ec6cc0ffd8c

IS0 26262-8:2018(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2018

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=36c16d16ac8a071420fa6ec6cc0ffd8c

Contents

IS0 26262-8:2018(E)

Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 vi
IIMETOUICEION. ..o viii
1 S0P ... 1
2 NOIIMATIVE FEERTEIICES .........cccooii et 2
3 Terms and defiNITIONIS ... 2
4 Reqtirementsforcompliance—
4.1 Purpose.......e
4.2 General requirements.........
4.3 Interpretations of tablesS ...y e
4.4  ASIL-dependent requirements and recommendations ...
4.5 Adaptation for motorcycles
4.6  Adaptation for trucks, buses, trailers and semi-trailers
5 Interfaces within distributed developments 4
5.1 ODBJECHIVES....ooooosee s 4
5.2 General......cn 4
5.3 Inputs to this clause.... 4
5.3.1  PrereqUiSItes .oty oo seees e 4
5.3.2  Further supporting information.......... 8¢ e o 5
5.4 Requirements and recommendations -
5.4.1  Application of requirements..........>. )
5.4.2  Supplier selection Criteria. . o s .5
5.4.3  Initiation and planning of distributed development .6
5.4.4  Execution of distributed development ..., w7
5.4.5 Functional safety assessment activities in a distributed development..}................. 8
5.4.6  Agreement for produetion, operation, service and decommissioning....}............... 8
5.5 WOTK PIOAUCES .....oooovpes e s 8
6 Specification and management of safety requirements
6.1 ODJECTIVES...cc S bt
6.2 General... 7N OO
6.3 Inputs to thisTlatse. ...
6.3.1  Prerequisites ...
6.3.2 _EFurther supporting information
6.4 Requirements and recOmMmMENAAtioNS.............ovrrirriesieesess s
6.41) Specification of safety requirements
6,4.2  Attributes and characteristics of safety requirements
6.4.3  Management of safety requirements...
6.5 WOTK PIOAUCES ..o
7 Configuration ManNAGEIMIEINT ... 14
71 Objectives
7.2 GIBIETAL ..
7.3 INPULES t0 ThIS CLAUSE ..o
7.3.1  PrerequiSites ...
7.3.2  Further supporting information
7.4 Requirements and recommendations.........
7.5 WOTK PIOAUCES .t
8 Change MANAGEIMEIIE ...
8.1 ODJECHIVES ..o
8.2 GENETAL...oooo e
8.3 Inputs to this clause. ...,
8.3.1  PrerequiSites ...

8.3.2  Further supporting information

© 1S0 2018 - All rights reserved iii


https://standardsiso.com/api/?name=36c16d16ac8a071420fa6ec6cc0ffd8c

IS0 26262-8:2018(E)

10

11

12

13

8.4 Requirements and recommendations...........ce.
8.4.1 Planning and initiating change management..
8.4.2  Change reqUEeSTS ...
8.4.3  Change reqUeSt aNALYSIS ..o
8.4.4  Change request eVaAlUAtION ...t
8.4.5 Implementing and documenting the change...
8.5 Work products
VTIEICATIONN ...
9.1 Objectives.......
9.2 General......ccooon
9.3 Inputs to this clause........
9.3.1 Prerequisites
9.3.2  Further supporting information..........ccee L) e .
9.4 Requirements and recommendations.......
9.4.1  Verification planning................
9.4.2  Verification specification ...
9.4.3  Verification execution and evaluation.... ;
9.5 WOTK PIOAUCES ....ooooieeees s ssssssssssssesssssssssssssssessssssessssses oSy sssse s ssssssessssseesssoe .
Dodumentation ManagemIENt. .. ... NGt .
T10.1  ODJECTIVES ..o ) B .
O A =3 41 v OO 4 oSS .
10.3 Inputs to this clause........
10.3.1 Prerequisites
10.3.2 Further supporting information
10.4 Requirements and recommendations....... .
TO.3  WOTK PIOAUCES ..ot B oot .
Confidence in the use of SOftWare OIS ..., s .
11.1  ODbDJECHIVES. .o
11.2  General.....
11.3 Inputs to this clause........
11.3.1 Prerequisites
11.3.2 Further supporting information
11.4 Requirements and reCOMMENAAtIONS. ... .
11.4.1  General reqUEIFEMIENT ...
11.4.2 Validity of predetermined Tool Confidence Level or qualification
11.4.3 Software(tool compliance with its evaluation criteria or its qualification........ .27
11.4.4 Planning/of usage of a software tool
11.4.5 Evaltation of a software tool by analysis...
11.4.6 Qualification of @ SOftWare t00] ... .
11.4.7. \Increased confidence from USE.............iiseeeesesee s .
11.4:8./ Evaluation of the tool development process .
1149 Validation of the SOftware tOO0L. ... ;
T1T A WOTK PIOAUCES e .
Qualification of software components

12,1 ODJECHIVES. .o

12.2  General

123 INPULS T0 ThS ClAUSE ..o
L12.3. 1 PTEIEQUISIEES ...oooooieeiei ettt
12.3.2 Further supporting information..

12.4 Requirements and reCOMMENAAIONS. ...
L2041 GEIIETAL oo
12.4.2 Specification of software component qualification...........
12.4.3 Verification of qualification of a software component

12,5 WOTK PIOAUCES ..o

Evaluation of hardware @lementS ... e

G 700 R )0 =Tt LT3

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=36c16d16ac8a071420fa6ec6cc0ffd8c

IS0 26262-8:2018(E)

13.2  General......oe.
13.3 Inputs to this clause.....
13.3.1 Prerequisites

13.3.2 Further supporting information ...
13.4 Requirements and recOMMENAATIONS. ...
13.4.1  General ..

13.4.2 Evaluation of class I hardware elements

13.4.3 Evaluation of class Il hardware elements............ceesieeeee
13.4.4 Evaluation of class Il hardware elements.
L35 WOTK PIOAUCES ...
14 Proven In USe @rZUIMEIIT ... ...y
T4 1T ODJECTIVES ..o S
B €= 4 V<) - | OSSOSO o Yo SO
14.3 Inputs to this clause.....
14.3.1 Prerequisites
14.3.2 Further supporting information
14.4 Requirements and recommendations......
14.4.1  General....snnen
14.4.2 Proven in use Credit. ... G s
14.4.3 Minimum information on candidate ... e
14.4.4 Analysis of modifications to the candidate
14.4.5 Analysis of field data. ... e
145 WOTK PIOAUCES ..ot ettt
15 Interfacing an application that is out of scope ©fISO 26262..............cccvvcncfiiici,
15.1 Objectives
15.2 General.....oes
15.3 Inputs to this clause
15.3.1  Prere@qUISIEES oo a0 e
15.3.2 Further supporting information
15.4 Requirements and recommendations......
155 WOTK PIOAUCES ..o et
16 Integration of safety-related-systems not developed according to ISO 26262......}.............
16.1  Objectives
16.2 General
16.3  INPULS t0 TRISWCIAUSE ...cocco e
16.3.1  PREFEQUISIEES ..oooiieriei st
16.3.2_~Further supporting information
16.4 Requifements and recommendations......
16.5  WOLR PIOAUCES ...t
Annex A (infoymative) Overview of and workflow of supporting processes............co
Annex Bi(informative) Development Interface Agreement (DIA) example............co i
BIDJHOGIAPIY . ...

© ISO 2018 - All rights reserved



https://standardsiso.com/api/?name=36c16d16ac8a071420fa6ec6cc0ffd8c

IS0 26262-8:2018(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedlures used to develop this document and those intended for its further maintenanee
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

Alist of all parts in the ISO 26262 series can be found on the ISO website.
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Introduction

The ISO 26262 series of standards is the adaptation of IEC 61508 series of standards to address the
sector specific needs of electrical and/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised
of electrical, electronic and software components.

Safety is one of the key issues in the development of road vehicles. Development and integration of
automotive functionalities strengthen the need for functional safety and the need to provide evidence

that functi
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htion, there are increasing risks from systematic failures and random hardware’failu
b considered within the scope of functional safety. ISO 26262 series of standards inclu
mitigate these risks by providing appropriate requirements and processes

functional safety, the ISO 26262 series of standards:

ks a reference for the automotive safety lifecycle and supports thé-tailoring of the activi
erformed during the lifecycle phases, i.e., development, produétion, operation, service

[nissioning;
S

Integrity Levels (ASILs)];

SILs to specify which of the requirements of ISO_ 26262 are applicable to avoid unreason
h1 risk;

ks requirements for functional safety management, design, implementation, verificat
ion and confirmation measures; and

s requirements for relations between customers and suppliers.

262 series of standards is concerned with functional safety of E/E systems that is achid
fety measures including safety mechanisms. It also provides a framework within w}
fed systems based on otherntechnologies (e.g. mechanical, hydraulic and pneumatic) cat

rement of functiofial safety is influenced by the development process (including s
s requirementstspecification, design, implementation, integration, verification, valida
iration), the production and service processes and the management processes.

ntertwided with common function-oriented and quality-oriented activities and W
he ISO:26262 series of standards addresses the safety-related aspects of these activities
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nt. Within the figure:

262-6 and ISO 26262-7;

torcycles:

[SO 26262-12:2018, Clause 8 supports ISO 26262-3;
[SO 26262-12:2018, Clauses 9 and 10 support [SO 26262-4;

of the particular part and “n” indicates the number of the clause within that part.

viii

the shaded “V”s represent the interconnection among ISO 26262-3, ISO 26262-4, 1SO 26262-5,

the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number
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EXAMPLE

“2-6" represents [SO 26262-2:2018, Clause 6.

IS0 26262-8:2018(E)
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Oﬁigure 1 — Overview of ISO 26262
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INTERNATIONAL STANDARD

ISO 26262-8:2018(E)

Road vehicles — Functional safety —

Part 8:
Supporting processes

1

Thi
and

Scope

5 document is intended to be applied to safety-related systems that include one or-mor
or electronic (E/E) systems and that are installed in series production road)vehicleg

mojpeds. This document does not address unique E/E systems in special vehicles such as E

des

NOT
of st

Sys
dev
Thi
prid
Thi
syst

Thi
syst
fire
haz

Thi

gned for drivers with disabilities.

E Other dedicated application-specific safety standards exist and can .complement the ISO 3
andards or vice versa.

ems and their components released for production, or systems and their components alr
elopment prior to the publication date of this document, are €xempted from the scope of t|
5 document addresses alterations to existing systems and-their components released for
r to the publication of this document by tailoring the safety lifecycle depending on the
b document addresses integration of existing systems.not developed according to this dog
ems developed according to this document by tailexing the safety lifecycle.

b document addresses possible hazards caused by malfunctioning behaviour of safety-1
ems, including interaction of these systemszit does not address hazards related to ele
smoke, heat, radiation, toxicity, flammability, reactivity, corrosion, release of energy :
hrds, unless directly caused by malfunetioning behaviour of safety-related E/E systems.

5 document describes a framewerk for functional safety to assist the development

related E/E systems. This framework is intended to be used to integrate functional safet

intg

a company-specific development framework. Some requirements have a clear technig

impllement functional safety into a product; others address the development process and ca

be g
to f

Thi
Thi

een as process requirerents in order to demonstrate the capability of an organization w
inctional safety:.

5 document doesniot address the nominal performance of E/E systems.
5 document spécifies the requirements for supporting processes, including the following
interfaces’'within distributed developments;

overall management of safety requirements;

e electrical
, excluding
E systems

6262 series

eady under
his edition.
production
alteration.
ument and

elated E/E
tric shock,
ind similar

of safety-
y activities
al focus to
h therefore
ith respect

configuration management;

change management;

verification;

documentation management;
confidence in the use of software tools;
qualification of software components;
evaluation of hardware elements;

proven in use argument;
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— interfacing an application that is out of scope of ISO 26262; and

— integration of safety-related systems not developed according to ISO 26262.

Annex A provides an overview on objectives, prerequisites and work products of this document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requlrements of thlS document For dated references only the edition c1ted applles For

undated r
1SO 26262+
1SO 26262
1SO 26262
1SO 26262
SO 26262-
1SO 26262+

ISO 26262
decommiss

ISO 26262¢

(ASIL)-orie

3 Term

For the p
ISO 26262

ISO and IE
IEC Elg

— ISO Onfline browsing platfepm: available at https://www.iso.org/obp

4 Requ

4.1 Purpose

This clausd
a) toachi
b) tointe

<)

to inte

ferences;thetatesteditiomrof thereferenced-documentfinchrdinganyamendmentsiapp
1, Road vehicles — Functional safety — Part 1: Vocabulary

2:2018, Road vehicles — Functional safety — Part 2: Management of functional sdfety
3:2018, Road vehicles — Functional safety — Part 3: Concept phase

4:2018, Road vehicles — Functional safety — Part 4: Product development.at the system ley
5:2018, Road vehicles — Functional safety — Part 5: Product development at the hardware |
6:2018, Road vehicles — Functional safety — Part 6: Product development at the software |

17:2018, Road vehicles — Functional safety — Part 7<Production, operation, service
oning

9:2018, Road vehicles — Functional safety — Part 9: Automotive Safety Integrity L
hited and safety-oriented analyses

[rposes of this document, the terms, definitions and abbreviated terms giver
1 apply.

and definitions

[ maintain terminological databases for use in standardization at the following addresse|

ctropedia: available at http://www.electropedia.org/

jrements for compliance

describes how:

ies.

el
evel
evel

and

evel

2]

eve compliance with the ISO 26262 series of standards;
rpret the tables used in the ISO 26262 series of standards; and

rpret the applicability of each clause, depending on the relevant ASIL(s).

4.2 General requirements

When claiming compliance with the ISO 26262 series of standards, each requirement shall be met,

unless one
a)

that th
2

of the following applies:

e requirement does not apply; or

tailoring of the safety activities in accordance with ISO 26262-2 has been performed that shows

© ISO 2018 - All rights reserved
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b) arationale is available that the non-compliance is acceptable and the rationale has been evaluated
in accordance with ISO 26262-2.

Informative content, including notes and examples, is only for guidance in understanding, or for
clarification of the associated requirement, and shall not be interpreted as a requirement itself or as
complete or exhaustive.

The results of safety activities are given as work products. “Prerequisites” are information which shall
be available as work products of a previous phase. Given that certain requirements of a clause are

ASIL-dependent or may be tailored, certain work products may not be needed as prerequisites.

“Fu
req
mag
the

4.3

Tab
con
met

a)
b)

For
the
not
corl
wit

For
ASI
diff]
be j
sing

NOT
for (

For
and

FTher Supporting information 1S Information that can be considered, but which I some
lired by the ISO 26262 series of standards as a work product of a previous phase and.wh
le available by external sources that are different from the persons or organizations.resy
functional safety activities.

Interpretations of tables

es are normative or informative depending on their context. The different methods liste
[ribute to the level of confidence in achieving compliance with the ¢osresponding require
hod in a table is either:

a consecutive entry (marked by a sequence number in the leftmost column, e.g. 1, 2, 3), d
an alternative entry (marked by a number followed by.a letter in the leftmost column, e.g

consecutive entries, all listed highly recommended,and recommended methods in accor

listed in the table, in this case, a rationale shall be given describing why these comp
‘esponding requirement. If a rationale can;be/given to comply with the corresponding r¢
hout choosing all entries, a further rationale for omitted methods is not necessary.

alternative entries, an appropriate cgmbination of methods shall be applied in accordan
. indicated, independent of whether they are listed in the table or not. If methods are
brent degrees of recommendationfor an ASIL, the methods with the higher recommenda
preferred. A rationale shall.be given that the selected combination of methods or even
le method complies with the corresponding requirement.

E A rationale basédyon the methods listed in the table is sufficient. However, this does not
r against methods netlisted in the table.

each method,.the degree of recommendation to use the corresponding method depends
is categorized as follows:

“++” indicates that the method is highly recommended for the identified ASIL;

«,n

+” indicates that the method is recommended for the identified ASIL; and

rases is not
ich may be
onsible for

d in a table
ment. Each

r
2a, 2b, 2¢).

dance with

ASIL apply. It is allowed to substitute a highly.¥écommended or recommended method by others

y with the
equirement

ce with the
listed with
tion should
a selected

imply a bias

bn the ASIL

4.4

“0” indicates that the method has no recommendation for or against its usage for the identified ASIL.

ASIL-dependent requirements and recommendations

The requirements or recommendations of each sub-clause shall be met for ASIL A, B, C and D, if not
stated otherwise. These requirements and recommendations refer to the ASIL of the safety goal.
If ASIL decomposition has been performed at an earlier stage of development, in accordance with
[SO 26262-9:2018, Clause 5, the ASIL resulting from the decomposition shall be met.

If an ASIL is given in parentheses in the ISO 26262 series of standards, the corresponding sub-clause
shall be considered as a recommendation rather than a requirement for this ASIL. This has no link with
the parenthesis notation related to ASIL decomposition.
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4.5 Adaptation for motorcycles

For items or elements of motorcycles for which requirements of ISO 26262-12 are applicable,
the requirements of ISO 26262-12 supersede the corresponding requirements in this document.
Requirements of [SO 26262-2 that are superseded by ISO 26262-12 are defined in Part 12.

4.6 Adaptation for trucks, buses, trailers and semi-trailers

Content that is intended to be unique for trucks, buses, trailers and semi-trailers (T&B) is indicated

as such.

5 Inter{

5.1 Obje
The object

faces within distributed developments

ctives

ves of this clause are:

a) to define the interactions and dependencies between customers and suppliers for development

activit
b) to desq

c) to ider
elemer]

5.2 Gen

The custo
jointly con
developme
developme
Subcontrag
planning,

procedure
applies for

NOTE1 1
the customse

NOTE2 1
supplier, ind

NOTE3 1
base vehicle
a base vehid

es;

ribe the allocation of responsibilities; and

itify the work products to be exchanged for distributed developments of an item and its

1ts.

bral

mer (e.g. vehicle manufacturer) and the csuppliers for item or element developments
Iply with the requirements specified in the ISO 26262 series of standards for distribyted
nts. Responsibilities are agreed between the customer and the suppliers for the condept,
nt, production, operation, service and decommissioning phases of the safety lifecycle.
tor relationships are permitted-"The customer has safety-related procedures concerping
execution and documentation “for in-house item developments, therefore comparable

apply for co-operation with the supplier on distributed item developments. The same

item developments wheré€ the supplier has the full responsibility for functional safety.

'he Development Interface Agreement (DIA) aims to describe the roles and responsibilities between
r and supplier. Conséquently the safety planning by the customer and supplier is in line with the PIA.

'his clause is not relevant for the procurement which do not place any responsibility for safety on the

luding standard-components and parts or development commissions.

'his noteé\applies to T&B: this clause is not relevant for body builder equipment being integrated|into
s. Clause 15 applies when integrating body builder equipment developed according to ISO 26262|into
le-which is in scope of another standard. Clause 16 applies when body builder equipment develgped

according tq

another standard is integrated into a base vehicle developed according to ISO 26262.

5.3 Inputs to this clause

5.3.1 Prerequisites

See applicable prerequisites of the relevant phases of the safety lifecycle for which a distributed
development is planned and carried out.
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2 Further supporting information

following information can be considered:

— any applicable supporting information of the relevant phases of the safety lifecycle for which a

5.4

distributed development is planned and carried out; and

the supplier’s tender based on a request for quotation (RFQ) (from an external source).

Requirements and recommendations

5.4/

5.4,

with the ISO 26262 series of standards, except for off-the-shelf elements nothuilt-to-org

spe

a)

b)

c)

NOT
inde

EXA

NOT

5.4,
toe

NOT
sub

NOT
5.4/

5.4]
and|
ISO

1 Application of requirements

1.1 The requirements of this clause shall apply to each item and element developéd in

Cific safety requirements, if one of the following applies:

the off-the-shelf hardware element is qualified according to well-established procedurs
quality standards (e.g. AEC standards for electronic components),.and is evaluated a
Clause 13,

the off-the-shelf software component is qualified accordingde Clause 12, or
the off-the-shelf hardware element or software componentis developed as an SEooC.

E1  Off-the-shelf hardware elements or software components not built-to-order can be
pendent SEooC, with project-specific modification coyéted by the specification of the element.

MPLE Communication stack, operating systeims or software libraries are off-the-shelf elemg

E2 The SEooC assumptions are validated in'its target application according to ISO 26262-2:2

1.2 Requirements on the customeérirsupplier relationship (interfaces and interactions)
ach level of the customer-suppliér relationship.

E1 This includes subcontracts taken out by the supplier or subcontracts taken ou
ontractors, etc.

E 2 Internal suppliérs)can be managed in the same way as external suppliers.

2 Supplier selection criteria

2.1 Thesupplier selection criteria shall include an evaluation of the supplier's capability
if applieable, produce items and elements of comparable complexity and ASIL accor
26262 series of standards.

hccordance
er to fulfil

s based on
cording to

i customer-

nts.

D18, 6.4.5.7.

shall apply

t by those

to develop
Hing to the

NOT

©IS

I Q 1. 1 o —te - . 'l 1
L OUPPIICT STITULIVIT CTILET Id TTILIUUT,
evidence of the supplier's quality management system,

the previous performance and quality of the supplier,

the confirmation of the supplier's capability concerning functional safety as part of the supplier’

results of previous functional safety assessments according to ISO 26262-2:2018, 6.4.12, or

recommendations from the development, production, quality and logistics departments of
manufacturer as far as they impact functional safety.
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5.4.2.2 The RFQ from the customer to the supplier candidates shall include:

a)
b)

d)

5.4.3 Initiation and planning of distributed development

5.4.3.1 The customer and the supplier shall specify a DIA including the following:

a)
b)

c)

d)

f)

g)

h)

a formal request to comply with ISO 26262;
the specification of the scope of supply;

NOTE The specification of the scope of supply defines the functions, properties and boundaries of the
items or elements requested from the supplier.

the safety goals or the set of relevant safety requirements including their assigned ASIL, if already
available, depending on what the supplier is quoting for; and

NOTE If the ASIL is not known at the time of supplier selection, a conservative assumption can bemjade.

the element target values for failure rates and diagnostic coverage according to 1SO 26262-4:2(18,
6.4.5.3| if already available, depending on what the supplier is quoting for.

the appointment of the customer’s and the supplier’s safety managers;
the joint tailoring of the safety activities in accordance with 1SO 26262-2:2018, 6.4.5;

the actjivities of the safety lifecycle to be performed by the customer and the activities of the safety
lifecycle to be performed by the supplier;

NOTE1 The joint planning of activities, including responsibilities related to functional safety assessment
and furfctional safety audits according to ISO 26262-2, is-Considered.

the infprmation and the work products to be shared, including distribution and reviews;

NOTEZ This includes an agreement on theétdocumentation to be provided for the completion off the
customier's and supplier's safety cases.

NOTE3 The information exchangedincludes the safety-related special characteristics.

NOTE4 The relevant parts of the-work products necessary for the activities of the development parties
involved can be identified and.exchanged.

the regponsibility assigned‘to each party for each activity;

», », « ”

NOTEJ This respoOnsibility can be expressed as “Responsible”; “Accountable”; “Support”; “Infopm”;
“Consult”.

the communication or confirmation [see 5.4.2.2 d)] of the target values, derived from the sysftem
level targéts; to each relevant party in order for them to meet the target values for single-ppint
fault metric and latent fault metric in accordance with the evaluation of the hardware architectfiral
metrics and the evaluation of safety goal violations due to random hardware failures (see
ISO 26262-5);

the interface-related processes, methods and tools needed for the collaboration between customer
and supplier;

NOTE 6  Versions and Revisions of processes and tools and tool configuration could be relevant.

the agreement on which party (supplier or customer) performs the safety validation in accordance
with ISO 26262-4;

NOTE 7  If the supplier performs the vehicle integration and validation, an agreement on the capabilities

and resources needed by the supplier is important since safety validation requires the integrated vehicle
(see ISO 26262-4).
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i) the functional safety assessment activities, in accordance with ISO 26262-2, regarding the elements
or work products developed by the supplier;
NOTE 8 These functional safety assessment activities of the elements or work products developed by the
supplier can be performed by the supplier itself, by the customer, or by an organization or person designated
by the customer or by the supplier.
j)  the planning of the supplier's functional safety assessment report; and
NOTE9  The DIA includes the minimum contents, its version and the milestones of the report(s).
NOTE 10 Anexample ofa DIA is given in Annex R
k) |the agreement between customer and supplier(s) that allows a customer assigned|auditor to
perform functional safety audits at the supplier's premises.
5.4;3.2 If the supplier conducts the hazard analysis and risk assessment, thencthe hazard apalysis and
riskf assessment shall be provided to the customer for verification and approval.
5.4)3.3 The party responsible for the concept phase shall create the/functional safety [concept in
accordance with ISO 26262-3.
5.44 Execution of distributed development
5.44.1 The customer shall ensure that the supplier receives the information and data required for
performing the safety activities agreed in the DIA in a timely manner.
5.4/4.2 The supplier shall report to the customer issues that can increase the risk of notl complying
with the provisions of the DIA.
5.4/4.3 The supplier shall report to the:¢gustomer safety anomalies which occur during the d¢velopment
actiyities in their area of responsibility:or in that of their subcontractors.
5.44.4 The identified safety anomalies that potentially impact the deliverables from the supplier shall
be gnalysed and actions shall be taken to resolve them. An agreement between both parties shall be

rea

5.4/
and

app

5.4,
eler]
ens

hed on who performs the’actions required.

4.5 The supplier'shall determine whether the safety requirements from the customer
whether 6.4.1<and 6.4.2 are satisfied. If not, the safety requirements shall be re-examined
ropriate, modified by the customer to ensure the correct specification of safety requireme

4.6 The supplier shall communicate to the customer the safety requirements of th
nents ‘of the item that are outside of its responsibility, but that the supplier deems as n

hire feasible
and, where
nts.

e supplied
bcessary to

ire the achievement of functional safety.

5.4.4.7 Both parties should consider previous experience gained in similar developments in accordance
with ISO 26262-2:2018, 5.4.2.6, when deriving safety requirements for the current development.

5.4.4.8 The supplier shall report the progress achieved against the tasks and milestones defined in the
safety plan to the customer. The contents of the report and the delivery dates shall be agreed between the

sup

©IS

plier and the customer.
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5.4.5 Functional safety assessment activities in a distributed development

5.4.5.1 For an element which the highest ASIL of the allocated safety requirements is an ASIL (B), C
or D, the DIA shall specify which organization performs the functional safety assessment activities, in
accordance with [SO 26262-2, regarding the elements or work products developed by the supplier.

NOTE 1

These functional safety assessment activities of the elements or work products developed by the

supplier can be performed by the supplier itself, by the customer, or by an organization or person designated by
the customer or by the supplier.

NOTE 2

5.4.5.2 F
D, the DIA ;
NOTE ]
5.4.5.3 F
D, the supj
supplier's ¢

All of these are agreed with the customer during the DIA approval.

pr an element which the highest ASIL of the allocated safety requirements is an ASIl(B),
hall specify the planning of the supplier's functional safety assessment activities,

'he planning includes the minimum contents and the milestones of the report(s).

br an element which the highest ASIL of the allocated safety requirementsis an ASIL (B),
lier shall provide functional safety assessment reports to the customer, which includes

customer and if the implemented processes meet the criteria to achieve funetional safety.

5.4.54 F
or D, the r{

bsults of the supplier's functional safety assessment agtivities shall be made available to

customer and the supplier.

54.6 Ag

5.4.6.1 T
is being m
Clause 5 an

NOTE H

5.4.6.2 A
for functio
each party.

NOTE )i
5.4.6.3 T
records be
analysis of

reement for production, operation, service and decommissioning

he supplier shall provide evidence to the customer that the production process capab
bt and maintained in accordance with"ISO 26262-2:2018, Clause 7, and ISO 26262-7:2
d Clause 6.

or guidance on production of semiconductors, refer to ISO 26262-11:2018, 4.9.

supply agreement between the customer and the supplier shall address the responsibil

or guidance ondisttibuted development of semiconductors, refer to ISO 26262-11:2018, 4.10.

he supplyyagreement shall define the access to, and exchange of, production monito
tweensthé parties for the safety-related special characteristics and the results of fai
returned parts from the customer.

NOTE

bvaluation if the developed elements comply with the safety requirements received from

br an element which the highest ASIL of the allocated safety requirements is an ASIL (H

hal safety in accordance with ISO 26262-2:2018, 7.4.2.1, and define the safety activities

C or

C or
the
the

), C
the

ility
)18,

ties
for

ring
ure

q . N H 1 I . | ] gl 11 A RN " 4
ULIMTOPILS TN dITTauy DT dUTYUALTTy TOVETTU U Y JUAIIL y TITAITdgTIITITITU dS T TTTITTIILS .

5.4.6.4 The supply agreement shall define the timely communication channels related to the exchange
of safety-related events and required analysis. The analysis of these events shall be done, for field issues,

according t

NOTE

o the established field monitoring process.

5.5 Work products

5.5.1 Supplier selection report resulting from requirements 5.4.2.1 and 5.4.2.2.

This analysis includes similar items and other parties which are potentially affected by similar events.
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Development interface agreement (DIA) resulting from requirements 5.4.3, 5.4.5.1 and 5.4.5.2.

5.5.3 Supplier's safety plan resulting from requirements 5.4.3 and 5.4.4.

5.5.4

5.5.5 Supply agreement resulting from requirements 5.4.6.1 to 5.4.6.4.

6 Specification and management of safety requirements

6.1
The

a)
b)

6.2
Saff

fungtional safety.

Dun
The
illus

The

Objectives
objectives of this clause are:

to ensure the correct specification of safety requirements with respeét to their atty
characteristics; and

to ensure consistent management of safety requirements throughoytthe entire safety li

General

ty requirements are requirements aimed at achieving and ensuring the requirsg

ing the safety lifecycle, safety requirements are spécified and detailed in a hierarchica

trated in Figure 2. The safety requirements-are allocated or distributed among the elem

Functional safety assessment report resulting from requirements 5.4.5.3 and 5.4.5.4.

ibutes and

fecycle.

d level of

structure.

structure and dependencies of safety requirements used in the ISO 26262 series of standards are

ents.

management of safety requirements includes obtaining agreement on them, obtaining cojmmitments
from those implementing the safety requirements, and maintaining traceability.

In ¢rder to support the management of safety requirements, the use of suitable requirements

mamnagement tools is recommended.

The
levd

specific requirements concerning the content of the safety requirements at different h
Is are listed in ISO 2626243, ISO 26262-4, ISO 26262-5 and 1SO 26262-6.

ierarchical
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3-6 Hazard analysis and
risk assessment

Hazard analysis and risk
assessment

!

3-6 Hazard analysis and
risk assessment

Specification of safety goals

!

3-7 Functional safety

LoIieept

Concept phase

Specification of functional
safety requirements

4-6 Technical safety
concept

Specification of technical
safety requirements

Specification and management]of safety requirements

'

8-6 Specification and management of safety requirements

5-6 Specification of hard- 6-6 Specification of soft-
ware safety requirements ware safety requirements
Hardware safety requirements Software safety requirements

( Product development <<

after release
for production

NOTE Within the figure, the specific clatises of each part of ISO 26262 are indicated in the following
manner: “mfn”, where “m” represents the nttimber of the part and “n” indicates the number of the clause, e.g. |3-7”
represents ISO 26262-3:2018, Clause 7.

Figure 2 — Structure of safety requirements

6.3 Inpyts to this clause

6.3.1 Prerequisites

The follow]niginformation shall be available:

— organization-specificrules and processes for functional safety in accordance with ISO 26262-2:2018,
5.5.1; and

— applicable prerequisites of the relevant phases of the safety lifecycle in which safety requirements
are specified or managed.

6.3.2 Further supporting information

See applicable further supporting information of the relevant phases of the safety lifecycle in which
safety requirements are specified or managed.
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Requirements and recommendations

1 Specification of safety requirements

To achieve the characteristics of safety requirements listed in 6.4.2.4, safety requirements shall be
specified by an appropriate combination of:

a)
b)

natural language; and

methods listed in Table 1.

Table 1 — Specifying safety requirements

ASIL

Methods

A B

D

la

Informal notations for requirements specificationa b +4 ++

+

1b

+ +

Semi-formal notations for requirements specificationab,c.d

++

1c

+ +

Formal notations for requirements specification 2

+

a

cha
of t
spe
b

and|
wit
C

or §
rep
voc
d

spe
nec

An appropriate selection of methods for the specification of safety requirement.considers their adequacy t
Facteristics of safety requirement according to 6.4.2 for a specific issue to be-Specified, its complexity or th
he persons specifying or managing safety requirements. Examples include’the use of state graphs or ¢
Cifying the complex behaviour of software or hardware including many states or/and complex transitions.

For higher level safety requirements (e.g. safety goals, functional.and technical safety requirements) natu
other types of informal notations are the most appropriate forms,'though some requirements may be be
1 semi-formal notations.

Semi-formal notation formulates requirements using watural language that is supplemented by nf
fraphical elements such as equations, graphs, diagrams,”flow charts, timing diagrams, and many ot}
esentation (e.g. UML® and SysML™). Examples include-model-based techniques and applying templates ar
hbulary for requirement sentences in natural language.

For lower-level safety requirements wheresprecise hardware and software behaviours and capabilj
tified, semi-formal notations are more appropriate due to greater clarity. However, even here it may not b
pssary to use semi-formal techniques for.every requirement.

b achieve the
e knowledge
iagrams for

ral language
tter handled

hathematical
ter forms of
d controlled

ties may be
e possible or

6.4,

6.4,

NOT

2 Attributes and characteristics of safety requirements

2.1 Safety requirements shall be unambiguously identifiable as safety requirements.

E In order to comply with this requirement, safety requirements can be listed in a separat

Ifs

6.4,

be iélfentified explicitly by using a special attribute as described in 6.4.2.5.

ety requirements-and other requirements are administered in the same document, safety requi

2.2 Safety requirements shall inherit the ASIL from the safety requirements from whi

b document.
rements can

Ch they are

t the safety

dertved, except if ASIL decomposition is applied in accordance with ISO 26262-9.
NOTE As safety goals are the top level safety requirements, the inheritance of ASILs starts 4
goal level.

6.4.2.3 Safety requirements shall be allocated to the item or element which implements them.

6.4.

NOTE 1

2.4 Safety requirements shall have the following characteristics:

The characteristics for safety requirements enable clear communication to the stakeholders. They

are the principle means of communicating the safety requirements to those who must implement them. The
characteristics cited below are consistent with those referenced by ISO/IEC/IEEE 29148 (see Reference [8]).

a)

©IS

unambiguous;
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b)

d)

f)

g)

h)

j)

NOTE2 A requirement is unambiguous if there is a common understanding of the meaning of the
requirement.

comprehensible;

NOTE3 A requirement is comprehensible if the stakeholders and the consumers of that requirement
understand its meaning.

atomic (singular);

NOTE 4  Safety requirements at one hierarchical level are atomic when they are formulated in such a way
that they cannot be divided into at least two independent safety requirements at the considered level. The
achievgment of this characteristic could contradict the achievement of the other essential characteristi¢s of
safety requirements. In such a case, atomicity can be considered as having less importance.

internally consistent;
NOTEY Arequirementis internally consistent if it contains no contradictions within itse]f.
feasible and achievable;

NOTE 4 Arequirementis feasible if it can be implemented within the constraints of the item developrhent
(resour]ces, state-of-the-art, etc.).

NOTE7 A requirement can be accomplished technically, it does notrequire major technology advarces,
and fitd within item constraints (e.g., cost schedule, technical, legal, zegulatory, etc.) acceptably.

verifiaple;

NOTEH Arequirement is verifiable if means, at the level' where it is specified, are available to check[that
the requirement is fulfilled.

NOTE9 Collected evidence pertaining to an itefr shows the corresponding requirement has leen
satisfie{d. Verifiability is enhanced when the requinément is measureable.

necessfry;
NOTE 10 The requirement defines an essential capability, characteristic, constraint, and/or quality faftor.
If it is removed or deleted, a deficieney Wwill exist which is not fulfilled by other capabilities of the produ¢t or

procesg.

NOTE 11 The requirement ig currently applicable and has not been made obsolete by the passage of time.
Requir¢ments with planned-expiration dates or applicability dates are clearly identified.

implementation free;
NOTE 12 The requirement, while addressing what is necessary and sufficient for the item, avoids placing

unnecefssary constraints on the architectural design. The objective is to be implementation independent.
The requirentent states what is required, not how the requirement should be met.

complg¢teand

NOTE 13 The stated requirement is clear without further amplification because it is measureable and
sufficiently describes the capability and characteristics required to meet the stakeholder’s need.

conforming.

NOTE 14 The stated requirement conforms to applicable government, automotive industry and product
standards, specifications and interfaces for which compliance is required.

6.4.2.5 Safety requirements shall have the following attributes:

a)

12

a unique identification remaining unchanged throughout the safety lifecycle;
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EXAMPLE1 A unique identification of a requirement can be achieved in a variety of ways, such
as subscripting each instance of the word “shall”, e.g. “The system shallg7g2 check ..”, or numbering
consecutively each sentence containing the word “shall”, e.g. “9782 In the case of ... the system shall check...”.

b) astatus; and
EXAMPLE 2 A status of a safety requirement can be “proposed”, “assumed”, “accepted”, “reviewed”,
“delivered” or “verified”.

c) anASIL.

6-4’-3 Pvl{auasculcut Uf oafct_y I Cl—ll—l;l Clllclltﬂ

6.4)3.1 The set of safety requirements for an item, an element, which are derived frem ohe or more

safgty goals shall have the following properties:

a) |hierarchical structure;
NOTE1 Hierarchical structure means that safety requirements are structured in several succgssive levels
as presented in Figure 2. These levels are always aligned to comply with the corresponding design phases. It
is possible that there could be several levels of hierarchy within any of the’design phases of Figufre 2.

b) [organizational structure according to an appropriate grouping-scheme;
NOTE 2  Organization of safety requirements means thab safety requirements within ea¢h level are
grouped together, usually corresponding to the architecture.

c) |completeness;
NOTE3 Completeness means that the safety\requirements at one level fully implemenft all safety
requirements of the previous level.

d) |external consistency;
NOTE 4  Unlike internal consistency-in which an individual safety requirement does not contfradict itself,
external consistency means that multiple safety requirements do not contradict each other.

e) [no duplication of information'within any level of the hierarchical structure; and
NOTES5 No duplication.of information means that the content of safety requirements is not repeated
in any other safety réquirement at one single level of the hierarchical structure and this is frue at each
hierarchical level.

f) [maintainability
NOTE 6 ¢ “Maintainability means that the set of requirements can be modified or extengled, e.g. by
the introduction of new versions of requirements or by adding/removing requirements t¢ the set of
requirements.
NOTE 7 Mninfninnhilify is facilitated when each rpnlnirr-\mpnf meetsall of the pninf< aof 6 4 2 4 and the set

of requirements meets 6.4.3.1.

6.4.3.2 Safety requirements shall be traceable with a reference being made to:

a) each source of a safety requirement at the next upper hierarchical level;

b) each derived safety requirement at the next lower hierarchical level, or to its realisation in the
design; and

c) the verification specification in accordance with 9.4.2.

NOTE1 Various types of traceability records such as requirement management system, electronic materials,

etc., can be used.

© ISO 2018 - All rights reserved
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NOTE 2  Traceability supports:
— the achievement of consistency between a requirement, its realisation and verification,
— the effectiveness of an impact analysis if changes are made to particular safety requirements, and

— the execution of confirmation measures (e.g. functional safety assessment to evaluate the achieved functional
safety).

6.4.3.3 An appropriate combination of the verification methods listed in Table 2 shall be applied to
verify that the safety requlrements comply with the requlrements in this clause and that they comply

o £ £ £, £l £l
Wlth the S C\,lll\, lC\.iull Clllcllto UIl LIIC vUel lllLClLlUll Ul DCllUL_y lUbl\flll ClllCllLD VVlLlllll LIIT ICDPCLLIVU Pcll S Of

the ISO 26262 series of standards where safety requirements are derived.

Table 2 — Methods for the verification of safety requirements

ASIL
Methods

A B C D
la |Verifigation by walk-through = + o
1b |Verifitation by inspection + ++ ++ 4+
1c |Semi-formal verificationa + + ++ 4+
1d |Formal verificationa o + + "
a  Verificafion can be supported by executable models.

6.4.3.4 Spfety requirements shall be placed under configuration management in accordance With
Clause 7 to|maintain consistency throughout the safety lifecycle.

EXAMPLE When the safety requirements at a lowerZlevel are consistent with the higher level sdfety
requirements, the configuration management can define-a baseline as the basis for subsequent phases of the
safety lifecycle.

6.5 Work products

None.

7 Configuration manageément

7.1 Objectives
The object]ves of this elause are:

a) toensuyre thatthe work products, items, elements and the principles and general conditions of their
creatign.can'be uniquely identified and reproduced in a controlled manner at any time; and

b) to ensure that the relations and differences between earlier and current versions can be traced.

7.2 General

Configuration management is a well-established practice within the automotive industry and can be
applied according to e.g. ISO 10007, Automotive SPICE®Y, the ISO/IEC 33000 series of standards, ISO/
IEC/IEEE 15288 [4], and ISO/IEC/IEEE 12207.

Each work product of the ISO 26262 series of standards is subject to configuration management.

1) Automotive SPICE® is an example of a suitable product available commercially. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO of these products.
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The
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Inputs to this clause

1 Prerequisites

following information shall be available:

safety plan in accordance with ISO 26262-2:2018, 6.5.3;

— organization-specificrules and processes for functional safety in accordance with ISO 26262-2:2018,

5.5.1; and

7.3
Nor

7.4

7.4/
NOT

iden
rele

7.4
a)
b)

NOT
ISO

NOT

7.4
eler]

applicable prerequisites of the relevant phases of the safety lifecycle where go
management is planned or managed.

2 Further supporting information

€.
Requirements and recommendations

1 Configuration management shall be planned.

tification of configuration item and naming convention, access‘rights, baseline with schedule, pr
hse/approval.

2 The configuration management process shall eomply with:
the respective requirements of a quality maniagement system standard; and
the specific requirements for softwaredevelopment.

E1 Specific requirements for software configuration management for software development
IEC/IEEE 12207.

hents shall be baselined and placed under configuration management according to the co

management strategy.

7.4,
the
rep

4 The counfiguration management strategy shall define the conditions or purposes
safety lifecycle for which work products, items and elements need to be uniquely ide
roduded:

EXA

MBLE Conditions or purposes for creating a configuration of work products, items and e

hfiguration

E The configuration management plan can include responsibilities and resources, tools and epositories,

cedures for

are given in

E2 The configuration management process can be adapted to the corresponding phase of deyelopment.

3 The work products required by the safety plan and those needed to reproduce thg items and

nfiguration

throughout
ntified and

ements can

take place before they are exchanged as part of a safety activity in customer-supplier relationships.

7.4.5 Configuration management shall be maintained throughout the entire safety lifecycle.

7.5

7.5.

Work products

1 Configuration management plan resulting from requirements 7.4.1 to 7.4.5.
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8 Change management

8.1 Objectives

The objective of change management is to analyse and control changes to safety-related work products,
items and elements throughout the safety lifecycle.

8.2 General

Change management ensures the systematic planning, control, monitoring, implementation and

documentdtion of changes, while maintaining the relevant functions and properties of the-work

products, ifem and elements throughout the safety lifecycle.

NOTE (hange is understood as modification due to: anomalies, removals, additions, enhafhceménts,

obsolescende of components or parts, etc.

Change mgnagement is a well-established practice within the automotive industry;and can be applied

according to e.g. ISO 10007, Automotive SPICE®2), the ISO/IEC 33000 series of standards, ISO/IEC/

IEEE 15288 [4], or ISO/IEC/IEEE 12207.

8.3 Inpyts to this clause

8.3.1 Prerequisites

The follow{ng information shall be available:

— confighiration management plan in accordance with 7.5.%;

— safety plan in accordance with ISO 26262-2:2018,6:5.3;, and

— organization-specific rules and processes’ for functional safety in accordance with
ISO 26262-2:2018, 5.5.1.

8.3.2 Further supporting information

None.

8.4 Reqliirements and recommendations

8.4.1 Planning and initiating change management

8.4.1.1 The change’management process shall be planned and initiated before changes are madg to

work prodiicts,

NOTE nnfignrm’inn management and (‘h;mgel management are interrelated Interfaces bhetween theltwo

processes are defined and maintained to enable the effectiveness of change management.

8.4.1.2 The work products, items and elements to be subject to change management shall be identified in
the change management plan and shall include those work products, items and elements required in 7.4.3.

8.4.1.3 The schedule for applying the change management process shall be defined for the identified
work products, items and elements.

2) Automotive SPICE® is an example of a suitable product available commercially. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO of these products.

16
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8.4.1.4 The change management process shall include:

a) the change requests in accordance with 8.4.2;

b) the analysis of change requests in accordance with 8.4.3;

c) the decision and rationale regarding change requests in accordance with 8.4.4;

d) the implementation and verification of the accepted changes in accordance with 8.4.5; and

e) the documentation in accordance with 8.4.5.

NOTE1 The change management process can be adapted to the corresponding phase of developmient.

NOTE 2  Several changes can be handled within one change request.
8.42 Change requests
8.4{2.1 A unique identifier shall be assigned to each change request.

8.412.2 As a minimum, every change request shall include the following information:
a) [the date;

b) [the reason for the requested change;

c) |the exact description of the requested change; and

d) [the configuration on which the requested change'is based.
8.4{3 Change request analysis

8.4[3.1 An impact analysis on the item or element involved, its interfaces and connectdd items or
elernents, shall be carried out for each,change request. The following shall be addressed:

a) [the type of change request;

EXAMPLE Possible types of changes include: error resolution, adaptation, elimination, ethancement,
prevention.

b) |the identification~of the work products, items and elements affected and the work products, items
and elementstobe changed;

c) [the identification and responsibilities of the parties involved, in the case of a gistributed
develepnrent;

d) |the potential impact of the change on functional safety; and

e) the schedule for the realisation and verification of the change.

8.4.3.2 Each change to a work product shall initiate the return to the applicable phase of the safety
lifecycle. Subsequent phases shall be carried out in compliance with ISO 26262.

8.4.4 Change request evaluation

8.4.4.1 The change request shall be evaluated using the results of the impact analysis in compliance
with 8.4.3.1 and a decision regarding acceptance, rejection or delay shall be made by the authorized
persons.

EXAMPLE Typically, the authorised persons include:
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project

person

NOTE

manager;

safety manager;

in charge of quality assurance; and

developers involved.

The accepted change requests can be prioritised and combined with related accepted change requests.

8.4.4.2 For each accepted change request it shall be decided who shall carry out the change and when

est.

4.9

p for

also

the Change isdue This decision shall considerthe interfaces inuvolved in r‘nrrying outthe r‘hnngn reqi

8.4.5 Implementing and documenting the change

8.4.5.1 The changes shall be implemented and verified as planned.

8.4.5.2 Iff the change has an impact on safety-related functions or properti€s) the assessmenlt of

functional pafety and the applicable confirmation reviews, in accordance with [SO 26262-2:2018, 6

and ISO 26P62-2:2018, 6.4.10, shall be updated before releasing the item.

8.4.5.3 The documentation of the change shall contain the followingififormation:

a) the ligt of changed work products, items and elements.dt an appropriate level including
confighirations and versions, in accordance with Clause 7;

b) the defails of the change carried out; and

c) the planned date for the deployment of the change;

NOTE1 Inthe case of a change request relating to a change that is expected to be temporary, the rational

this changerequest and the period during which thechange will persist (if known) are explicitly indicated.

NOTE 2  Inthe case of arejected change request; the change request and the rationale for the rejection are

documented.

8.5 Work products

8.5.1 Change managementplan resulting from requirements 8.4.1.

8.5.2 Change requestresulting from requirements 8.4.2.

8.5.3 Impact analysis and change request plan resulting from requirements 8.4.3 and 8.4.4.

8.5.4 Change report resulting from requirement 8.4.5.

9 Verification

9.1 Objectives

The objective of verification is to ensure that the work products comply with their requirements.

18
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General

Verification is applicable to the following phases of the safety lifecycle:

a)

b)

NOT
ISO
pro

9.3

9.3,
The

in the concept phase, verification ensures that the concept is correct, complete and
with respect to the boundary conditions of the item, and that the defined boundary
themselves are correct, complete and consistent, so that the concept can be realised;

in the product development phase, verification is conducted in different forms, as descri

consistent
conditions

bed below:

— In the design phases, verification is the evaluation of the work products, such as requirement

prLifiLdLiUll, dl LhiLELLul dl dcbigu, lllUdElb, Ul bUfLWdlE LUL‘[E, Lllub CIISUI illg Llldl, L
with previously established requirements for correctness, completeness andte
Evaluation can be performed by review, simulation or analysis techniques. The ey
planned, specified, executed and documented in a systematic manner.

NOTE Design phases are ISO 26262-4:2018, Clause 6, ISO 26262-5:2048; Clause 7,
6:2018, Clause 7 and ISO 26262-6:2018, Clause 8.

— Inthe test phases, verification is the evaluation of the work products, items and elem
a test environment to ensure that they comply with their reqivements. The tests a
specified, executed, evaluated and documented in a systematic manner.

In the production and operation phase, verification ensures,that:
— the safety-related special characteristics are appropriately met during production,

— the safety-related information is appropriately,provided in the user manuals and if
and maintenance instructions; and

the production process.
E This is a generic verification jprocess that is instantiated by phases of the safety

26262-3, 1SO 26262-4, 1SO 26262-5,150°26262-6 and I1SO 26262-7. Safety validation is not addr¢
ess. See IS0 26262-4:2018, Clause 8,for further details.

Inputs to this clause

1 Prerequisites
following infarmation shall be available:

organization-specific rules and processes for functional safety in accordance with ISO 262
5.5.1; and

applicable prerequisites of the relevant phases of the safety lifecycle in which verification

ey comply
pnsistency.
aluation is

ISO 26262-

bnts within
e planned,

the repair

— the safety-related properties of the itefi@are met by the application of control measijres within

lifecycle in
ssed by this

62-2:2018,

is planned

or.carried out.

9.3.

2 Further supporting information

See applicable further supporting information of the relevant phases of the safety lifecycle in which
verification is planned or carried out.
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9.4 Requirements and recommendations
9.4.1 Verification planning

9.4.1.1 The verification planning shall be carried out for each phase and sub-phase of the safety
lifecycle and shall address the following:

a) the content of the work products to be verified;

b) the objective of the verification;

c¢) the mdthods used for verification;
d) the pass and fail criteria for the verification;
e) the verification environment, if applicable;
NOTE A verification environment can be a test or simulation environment.
f) the eqhipment used for verification, if applicable;
EXAMHLE Test tools or measurement equipment.
g) theredources needed for verification, if applicable;
h) the actlions to be taken if anomalies are detected; and
i) theregression strategy.
NOTE A regression strategy specifies how verification is repeated after changes have been made tq the

item or{element. Verification can be repeated fully orp@btially and can include other items or elements [that
might gffect the results of the verification.

9.4.1.2 The planning of verification should censider the following:

a) the ad¢quacy of the verification methods to be applied;

b) the complexity of the work prodtictto be verified;

c) prior experiences related tgthe verification of the subject material; and

NOTE This includes Service history as well as the degree to which a proven in use argument has peen
achievdd.

d) the degree of maturity of the technologies used, or the risks associated with the use of these
technalogies.

9.4.2 Verification specification

9.4.2.1 The verification specification shall specify the methods to be used for the verification, and shall
include:

a) review or analysis checklists, or
b) simulation scenarios, or

c) testcases, test data and test objects.

9.4.2.2 For testing, the specification of each test case shall include the following:

a) aunique identification;
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b) the reference to the version of the associated work product to be verified;

c) the preconditions and configurations;
NOTE If a complete verification of the possible configurations of a work product (e.g. variants
of a system) is not feasible, a reasonable subset is selected (e.g. minimum or maximum functionality
configurations of a system).

d) the environmental conditions, if appropriate;

NOTE Environmental conditions relate to the physical properties (e.g. temperature) of the surroundings
in which the testjs conducted oris simulated as part of the test

e) [the input data, their time sequence and their values;

f) [the expected behaviour which includes output data, acceptable ranges of output values, time
behaviour and tolerance behaviour; and

NOTE1 When specifying the expected behaviour, it can be necessary to spegify the initial oftput data in
order to detect changes.

NOTE 2 It can be necessary to use an unambiguous reference to aveid the redundant specification and
storage of preconditions, configurations and environmental conditiofs used for various test casgs.

g) |the criteria to determine the test case as passed or failed.

9.4)2.3 For testing, test cases shall be grouped according-to the test methods to be applied, ¢onsidering
the following aspects:

a) [the required test equipment or test environment;
b) [the logical and temporal dependencies; and

c) [theresources.

EXAMPLE Grouping of test cases for regression testing vs. full testing.

9.412.4 For testing, test casestshould be reviewed by a different person regarding the authpr(s) of the
wortlk product to be verified,

9.4)3 Verification ekxecution and evaluation

9.4{3.1 The verification shall be executed as planned in accordance with 9.4.1 and specified in
accordance with9.4.2.

9.4{3.2, \The verification should be performed by a different person regarding the author(s) pf the work
proguct to be verified.

9.4.3.3 The evaluation of the verification results shall contain the following information:
a) the unique identification of the verified work product;
b) the reference to the verification plan and verification specification;

c) the configuration of the verification environment and verification tools used and the calibration
data used during the evaluation, if applicable;

d) thelevel of compliance of the verification results with the expected results;
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an unambiguous statement of whether the verification passed or failed; if the verification failed the

statement shall include the rationale for failure and suggestions for changes in the verified work
product; and

NOTE

The verification is evaluated according to the criteria for completion and termination of

verification [see 9.4.1.1 d)] and to the expected verification results.

f)

the reasons for any verification steps not executed.

the

9.4.3.4 The test equipment used for verification shall be able to deliver valid and reproducible results
and shall be controlled in accordance with the applied quality management system.

9.5 Wor
9.5.1 Vel
9.5.2 Vel

9.5.3 Vel

10 Docu

10.1 Obijq

The object
order to fa

10.2 Gen

Document
applied in {
standard (¢

The docuni
on layout a

The inforn
various fon

EXAMPLE

What is d
the extent

k products

rification plan resulting from requirements 9.4.1.1 and 9.4.1.2.

rification specification resulting from requirements 9.4.2.1 to 9.4.2.4.

rification report resulting from requirements 9.4.3.1 to 9.4.3.4.

mentation management

ctives

ive is to develop a documentation management.strategy for the entire safety lifecycl
filitate an effective and repeatable documentation management process.

bral

ition management is a well-established practice within the automotive industry and cai
iccordance with a quality management system (e.g. IATF 16949 [6] or ISO 9001[3]) or rel3
.. 1ISO/IEC/IEEE 12207 or ISO/IEC/IEEE 15288 [4]).

entation requirements jn'the ISO 26262 series of standards focus mainly on content, and
Ind appearance.

nation need not-be-made available in physical documents. The documentation can t
ms and structures and tools can be used to generate documents automatically.

Possible'ferms are: paper, electronic media, databases.

bemed“adequate information depends on a variety of factors, including the comple;
ofAhe safety-related systems/subsystems, and the requirements relating to the spe

h be
ted

not

ake

Kity,
cial

applicatior].

Duplication of information within a document, and between documents, should be avoided to aid
maintainability.

NOTE
directing th

22

e reader to the information source document.

An alternative to duplicating information is the use of a cross-reference within one document,
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10.3 Inputs to this clause

10.3.1 Prerequisites
The following information shall be available:

— organization-specificrules and processes for functional safety in accordance with ISO 26262-2:2018,
5.5.1; and

— safety plan in accordance with ISO 26262-2:2018, 6.5.3.

10.3.2 Further supporting information

Norfe.
10.4 Requirements and recommendations

10.4.1 The documentation management process shall be planned in jordér to make docimentation
avallable:

a) |during each phase of the entire safety lifecycle for the effeCtive completion of the phases and
verification activities;

b) [for the management of functional safety; and

c) |as aninput to the confirmation measures.

10.4.2 The identification of a work product in the;ISO 26262 series of standards shall be interpreted as
a rgquirement for documentation containing the' information concerning the results of the|associated
requirements.

NOTE The documentation can be in the;form of a single document containing the complete infarmation for
the work product or a set of documentsthat together contain the complete information for the work product.

10.4.3 The documents should-be:

a) |precise and concise;

b) |structured in a clear manner;

c) |easy to undepstand by the intended users;
d) [verifiablejand

e) |maintainable.

10.4.4 The structure of the entire documentation should consider in-house procedures and working
practices. It shall be organized to facilitate the search for relevant information.

EXAMPLE Documentation tree.

10.4.5 Each work product or document shall be associated with the following formal elements:
a) the title, referring to the scope of the content;

b) the author and approver;

c) unique identification of each different revision (version) of a document;

d) the change history; and
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NOTE

The change history contains, per change, the name of the author, the date and a brief description.

e) the status.

EXAMPLE “Draft”, “released”, “active”, “expired”.

10.4.6 It shall be possible to identify the current applicable revision (version) of a document or item of
information, in accordance with Clause 7.

10.5 Work products

10.5.1 Do

10.5.2 Do

11 Confi

11.1 Objg
The object

a) to prg
applic{
b) to pro
eviden

by the
tool fo

11.2 Gen

A software

ce that the software tool is suitable to be used\to support the activities or tasks requ
[SO 26262 series of standards (i.e. the user can‘rely on the correct functioning of a softw
" those activities or tasks required by the 1SO"26262 series of standards).

bral

tool used in the development of‘a/system or its software or hardware elements can supj

the activit

es and tasks required by [S0.26262. In such cases, confidence is needed that the softw

tool effectipely achieves the followinggoals:

a) the rigk of systematic faults\in the developed product due to malfunctions of the software
leading to erroneous outputs’is minimized; and

b) the defelopment pracess is adequate with respect to compliance with the ISO 26262 serie
standdrds, if activities or tasks required by the ISO 26262 series of standards rely on the cor
functigning of the'software tool used.

NOTE 1

“software tool” can vary from a stand-alone software package to a suite of software tools integr

into a tool-chain:

cumentation management plan resulting from requirement 10.4.1 and 10.4.2.
cumentation guideline requirements resulting from requirements 10.4.3 to 10:4:6.

dence in the use of software tools

ctives

ves of this clause are:

vide criteria to determine the required level of corfidence in a software tool when
ible; and

yide means for the qualification of the software®@ool when applicable, in order to cr

pate
red
rare

bort
rare

tool

s of
rect

hted

EXAMPLE 1
by the user.

Commercial tools, open source tools, freeware tools, shareware tools or tools developed in-house

To determine the required level of confidence in a software tool used within development under the

conditions

mentioned above, the following criteria are evaluated:

— the possibility that the malfunctioning software tool and its corresponding erroneous output can
introduce or fail to detect errors in a safety-related item or element being developed; and

— the confidence in preventing or detecting such errors in its corresponding output.

The tool may pre-exist or be developed upon request, based on the tool user requirements.

24
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The confidence in the use of software tools is composed of two groups of activities which are shown in
Figure 3:

a)

Tool usage aspects

Evaluation of the software tool usage is based on the tool’s required functions and

properties.

The determination of the corresponding Tool Confidence Level (TCL) isbased on analysis classes,
Tool Impact (TI), and Tool error Detection (TD). The determination of TI and TD depends on the

development process of the element developed and/or verified with the tool.

Integration of the software tool into the user’s environment according to the results of the

b)

The

NOT
for

app

Tool qualification aspects

rigour of requirements placed uponthe tool should not be biased by whether the tool
or if custom-made. Instead, the requirements depend on the role of the tool, the risks rel3
failyres and the maximum ASIL of the)item or element.

E?2
E/E systems. It also aims-te_reduce any bias from the assumption that pre-existing tools do
‘opriate rigour of requirements.

evaluation and qualification (see 11.4.Z and 11.4.5].

EXAMPLE 2 The tool could need to be integrated with configuration managemerit\tool
tools or compilers.

Verify that the tool is working appropriately in the user environment, Gheck the
the predetermined Tool Confidence Level or qualification (11.4.2)‘dnd if requirg
qualification procedures in the user environment.

EXAMPLE 3  Test of the tool performed in the user environment forrepresentative use cz

EXAMPLE 4 Run the tool validation test suite.

Appropriate usage of the tool: operating the tool in_the user environment for perf
development/verification tasks that this tool automates according to the defined
(see 11.4.3).

Tool qualification is carried out based-on given or assumed information regardi
usage (e.g. use cases, user requirements, TCL, ASIL).

This approach aims tofavoid excessive requirements for tools with low impact developed

Tool

(" User Environment

evaluation

Selection of an existing Tool integration
tool or request for and qualification
anew tool in user environment

5, authoring

validity of
d perform

Ses.

brming the

procedure

hg the tool

pre-exists
ted to tool

specifically
not require

Use case, TCL, ASIL ‘
| |

|

i

)

I

;.._.._.._..t_.._.._.._.._.._..__.._.._.._/
— T T T T T T T T T Tt T T/ T
Tool with its documentation
Tool development . e
. d . ——/ (may include pre-qualification .
( and maintenance evidence) J
. Development of general purpose or specific tool

Figure 3 — Overview of Tool Confidence activities
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To evaluate the confidence in prevention or detection measures, measures internal to the software
tool (e.g. monitoring) as well as measures external to the software tool (e.g. guidelines, tests, reviews)
implemented in the development process of the safety-related item or element are considered and
can be assessed. The tool evaluation process, determination of its Tool Confidence Level (TCL) and
corresponding qualification are shown in Figure 4.

If indicated
both the Tq
or element

11.3 Inpy

11.3.1 Pr

The follow

Tool
Confidence

Level

safety

organi
5.5.1; ¢

(TCL)

Tool [error]
Detection
(TD)

Yes

Quality tool
ASIL with appropriate
degree of rigour

Qualification
Required?

End

that are developed using the softivare tool.
ts to this clause

brequisites
ng information shall be available:

plan in accofdance with [SO 26262-2:2018, 6.5.3;

nd

applicd

Figure 4 — Tool evaluation and qualification flow

\ble)prerequisites of the phases of the safety lifecycle where a software tool is used.

by the Tool Confidence Level, appropriate qualification methods are applied to comply With
ol Confidence Level and the maximuin ASIL of the safety requirements allocated to the item

zation-specific rules and processes for functional safety in accordance with ISO 26262-2:2018,

11.3.2 Further supporting information

The following information can be considered:

26

pre-determined maximum ASIL;

user manual for the software tool (from an external source); and

environment and constraints of the software tool (from an external source).
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11.4 Requirements and recommendations

11.4.1 General requirement

If the safety lifecycle incorporates the use of a software tool for the development of a system, or its
hardware or software elements, such that activities or tasks required by the ISO 26262 series of
standards rely on the correct functioning of a software tool, and where the relevant outputs of that tool
are not examined or verified for the applicable process step(s), such software tools shall comply with

the

11.4

If th
the
Too
dev|

NOT
qua

11,1

Wh
fun
qua

EXA
imp

output, as documented in the qualification report forthis software tool.

11,

11,

requirements of this clause.

.2 Vvalidity of predetermined Tool Confidence Level or qualification

ie confidence level evaluation or qualification of a software tool is performed independ
development of a particular safety-related item or element, the validity of &his” pred
| Confidence Level or qualification shall be verified prior to the software tool being u
elopment of a particular safety-related item or element.

E The collection of information about the software tools, the confidence level evaluat
ification can be a cross-organizational activity, thus facilitating the effort for each development

L.3 Software tool compliance with its evaluation criteria orits qualification

bn using a software tool, it shall be ensured that its usage, its determined environ
ctional constraints and its general operating conditions‘comply with its evaluation cr
flification.

MPLE Use of identical version and configuration settings for the use cases togethe
emented measures for the prevention or detection” of malfunctions and their correspondin

t.4 Planning of usage of a software tool

t.4.1 The usage of a software to6l shall be planned, including the determination of:

ently from
letermined
sed for the

on and the
project.

ental and

;I?eria or its

r with the
b erroneous

a) [the identification and version'number of the software tool;

b) |the configuration of the.software tool;

EXAMPLE1  The‘configuration of a compiler is defined by setting compiler switches and “#pragma”
statements in a C'source file.

c) [the use cases of the software tool;

NOTE 4\ VUse cases can describe the user’s interactions with a software tool and the applied qubset of the
software tool’s functionality when performing activities of the safety lifecycle.

NOTE 2 Use cases caninclude requirements for the configuration of the software tool and the gnvironment
in which the software tool is executed.

d) the environment in which the software tool is executed;

EXAMPLE 2 Resources, infrastructure or runtime environment needed for executing the software tool,
process activities preceding the activity that is performed by applying the software tool or subsequent
process activities that are related to the verification of the outcomes of the software tool.

e) the maximum ASIL of all the safety requirements allocated to the item or the element that can
directly be violated if the software tool is malfunctioning and producing corresponding erroneous
output; and
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f)

NOTE3  The maximum ASIL can be determined with regard to a specific development, or an assumption
can be made with regard to the generic usage of the software tool. In the case of an assumed pre-determined
ASIL, such an assumption is verified.

the methods to qualify the software tool, if required, based on the determined level of confidence
and ASIL.

11.4.4.2 To ensure the proper evaluation or usage of the software tool, the following information shall
be available:

a)
b)
‘)
d)

f)

11.4.5 Evaluation ofasoftware tool by analysis

11.4.5.1 The deseription of the usage of a software tool shall contain the following information:

a)

b)

28

a description of the features, functions and technical properties of the software tool;

the us¢r manual or other usage guides, if applicable;
a description of the environment required for its operation;

a description of the expected behaviour of the software tool under anomalous operating conditipns,
if applicable;

EXAMHLE1  Anomalous operating conditions can be prohibited combinationg™of compiler switcheg§, an
enviropment not complying with the user manual or an incorrect installation.

EXAMHLE 2  Expected behaviour under an anomalous operating conditiofi'can be a suppression of ouftput
generation, a user indication or a user report.

a description of known software tool malfunctions and the appropriate safeguards, avoidancg or
workaround measures, if applicable; and

EXAMHLE 3  Usage guidelines or workarounds addregsinig known malfunctions, limitation of ¢ode
optimigation by compilers or the use of a limited set of building blocks for modelling.

EXAMHLE 4  Safeguards include prevention through.usage constraints, detection, reporting of all knpwn
malfunftions and issues, and provision of safe alternate techniques to perform the corresponding activity.

the measures for the prevention or detection of malfunctions and the corresponding errondous
output of the software tool identified during the determination of the required level of confidgnce
for thi$ software tool.

NOTE 1 Measures for the preventiph or detection of erroneous corresponding outputs can address both
knownfand potential errors in the gutput of software tools.

EXAMHLES5  Comparisons-of outputs of redundant software tools, tests performed, static analyses or
review$, analyses of log files of the software tool, avoidance of functionalities with known issues.

the intended purpose;

EXAMPLE 1 Simulation of a function, the generation of source code, or the test of embedded software,
the tailoring of the safety-lifecycle or the simplification or automation of activities and tasks required by
1SO 26262.

the inputs and expected outputs; and

EXAMPLE 2  Data required as input for a subsequent development activity, source code, results of a
simulation, results of a test, or other work products of ISO 26262.

the usage procedure, environmental and functional constraints, if applicable.
EXAMPLE3  Embedding the software tool into the development processes, the usage of shared data by

different software tools and other usage conditions, process measures to prevent or detect malfunctions
placed around the software tool.
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11.4.5.2 The intended usage of the software tool shall be analysed and evaluated to determine:

a)

b)

the possibility that a malfunction of a particular software tool can introduce or fail to dete

cterrorsin

a safety-related item or element being developed. This is expressed by the classes of Tool Impact (TI):

— TI1 shall be selected when there is an argument that there is no such possibility;

TI2 shall be selected in all other cases.

the confidence in measures that prevent the software tool from malfunctioning and

producing

corresponding erroneous output, or in measures that detect that the software tool has

NOT
tool

NOT
ther

1C. iy | a1 a | | A 4 e Tl o o .1
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of Tool error Detection (TD):

TD1 shall be selected if there is a high degree of confidence that a malfuncti
corresponding erroneous output will be prevented or detected;

TD2 shall be selected if there is a medium degree of confidence that-a malfunct

corresponding erroneous output will be prevented or detected;
TD3 shall be selected in all other cases.

E1 Prevention or detection can be accomplished through processsteps, redundancy in tasks
5 or by rationality checks within the software tool itself.

E2 TD3 typically applies if there are no systematic measutes in the development process a¥y
efore malfunctions of the software tool and their corresponding erroneous outputs can only

randlomly.

NOT
bety
sele
of c

NOT
the

EXA

E3 If a software tool is used to verify the output from another software tool, the inter]
veen those software tools is considered when evaluating the subsequent software tool and an ad
rted for the software tool used subsequently. Forinstance, interdependency between tools can e
mmon components or shared resources.

E4  The level of detail for such a usdage analysis only needs to permit the proper determinati
Classes of Tl and TD.

MPLE 1 TD1 is selected for a.code generator when the generated source code is verified in

with ISO 26262. TD3 is selected(fora code generator when the generated source code is not verified.

EXA
cony

EXA
by z
tool

11,
con

MPLE 2 Usage guidetines prevent malfunctions such as the incorrect or ambiguous interpretd
tructs by a compiler,

MPLE 3  TD2ds\selected for a tool that statically verifies the absence in source code of potentia
ero if testingds-also applied for this purpose. TD3 is selected if absence of division by zero is ve
alone.

1.5.3 \If"the correct selection of TI or TD is unclear or doubtful, TI and TD should b4

the classes

on and its

ion and its

or software

railable, and
be detected

dependency
pquate TD is
Kist because

n of both of

accordance

tion of code

for division
Fified by the

estimated

servatively.

11.4.5.4 Based on the values determined for the classes of TI and TD (in accordance with 11.4.5.2, or
11.4.5.3), the required software Tool Confidence Level shall be determined according to Table 3.

Table 3 — Determination of the Tool Confidence Level (TCL)

Tool error detection
TD1 TD2 TD3
. TI1 TCL1 TCL1 TCL1
Tool impact
TI2 TCL1 TCL2 TCL3
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11.4.6 Qualification of a software tool

11.4.6.1 For the qualification of software tools classified at TCL3, the methods listed in Table 4 shall be
applied. For the qualification of software tools classified at TCL2, the methods listed in Table 5 shall be
applied. A software tool classified at TCL1 needs no qualification methods.

Table 4 — Qualification of software tools classified TCL3

ASIL
Methods

A B C D
la |Incrdased confidence from use in accordance with 11.4.7 ++ ++ + I+
1b  |Evalyation of the tool development process in accordance with 11.4.8 ++ ++ + -
1c |Validation of the software tool in accordance with 11.4.9 + + +¥ 1+
1d |Development in accordance with a safety standarda + + ++ 1+
a  No safetly standard is fully applicable to the development of software tools. Instead, a relevant subset of requirements
of the safety|standard can be selected.
EXAMPLE Development of the software tool in accordance with ISO 26262, IEC 61508, EN)50128 or RTCA DO-178C.

Table 5 — Qualification of software tools classified TCL2

ASIL
Methods
A B C D
la |Incrdased confidence from use in accordance with 11.4.7 ++ ++ ++ +
1b  |Evalyation of the tool development process in accordance:with 11.4.8 ++ ++ ++ +
1c |Validation of the software tool in accordance with 11.49 + + + ++
1d |Development in accordance with a safety standarda + + + +

a

of the safety|standard can be selected.

EXAMPLE Development of the software tookimaccordance with ISO 26262, IEC 61508, EN 50128 or RTCA DO-178C.

No safetly standard is fully applicable to the development'of software tools. Instead, a relevant subset of requirements

11.4.6.2 The qualification of the software tool shall be documented including the following:

a)
b)

c)

d)
e)
f)
g)
h)

the unjque identification and version number of the software tool;

the maximum Tool Confidence Level for which the software tool is classified together with a
reference to its evaluation analysis;

for thd considered-use cases the pre-determined maximum ASIL, or specific ASIL, of any safety
requirgment which might directly be violated if the software tool is malfunctioning and prodyces
corresponding érroneous output;

the configuration and environment for which the software tool is qualified;

the person or organization who carried out the qualification;
the methods applied for its qualification in accordance with 11.4.6.1;
the results of the measures applied to qualify the software tool; and

the usage constraints and malfunctions identified during the qualification, if applicable.

11.4.7 Increased confidence from use

11.4.7.1 Ifthe method “Increased confidence from use” in accordance with Table 4 or Table 5 is applied for
the qualification of a software tool, the qualification shall comply with the requirements of this sub-clause.

30
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11.4.7.2 A software tool shall only be argued as having increased confidence from use, if evidence is
provided for the following:

NOTE The requirements of the proven in use argument from Clause 14 are not applicable to this sub-clause.

a) the software tool has been used previously for the same purpose with comparable use cases, with a
comparable determined operating environment and with similar functional constraints;

b) the justification for increased confidence from use is based on sufficient and adequate data;

NOTE Data can be obtained through accumulated amount of usage (e.g. duration or frequency).

c) [the specification of the software tool is unchanged; and

d) |the occurrence of malfunctions and corresponding erroneous outputs of the software topl acquired
during previous developments are accumulated in a systematic way.

11.4.7.3 The experience from the previous usage of the software tool during given d¢velopment
actiyities shall be analysed and evaluated by considering the following information:

a) [the unique identification and version number of the software tool;
b) |the configuration of the software tool;

c) |the details of the period of use and relevant data on its use;

EXAMPLE1  Used features of the software tool and freguency of their use for relevant use [cases of the
software tool.

d) |the documentation of malfunctions and corresponding erroneous outputs of the software tool with
details of the conditions leading to them;

e) [the list of the previous versions memitored, listing the malfunctions fixed in eadh relevant
version; and

f) |the safeguards, avoidance measurées or workarounds for the known defects, or detectiop measures
for a corresponding erroneous output, if applicable.

EXAMPLE 2 Sources for'the usage report can be a log-book, the version history provided by [the supplier
of the software tool, published errata sheets.

11.4.7.4 The increased confidence from use argument shall only be valid for the evaluated vefsion of the
software tool.

11.4.8 Evaluation of the tool development process

11.4.8.1 If the method “Evaluation of the tool development process” in accordance wi
T i i ifi i A = ifi ion sha leththe

or lLable applied [0 he @

requirements of this sub-clause.

11.4.8.2 The development process applied for the development of the software tool shall comply with
an appropriate standard.

NOTE For open source developments, some of the standards used by those communities can also be
appropriate.

11.4.8.3 The evaluation of the development process applied for the development of the software tool
shall be based on an appropriate national or international standard and provide evidence that a suitable
software development process has been applied.
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NOTE This evaluation covers the development of an adequate and relevant subset of the features of the
software tool.

EXAMPLE Using an assessment method based on Automotive SPICE®3), the ISO/IEC 33000 series of
standards or CMMI.

11.4.9 Validation of the software tool

11.4.9.1 If the method “Validation of the software tool” according to Table 4 or Table 5 is applied for the
qualification of a software tool, the qualification shall comply with the requirements of this sub-clause.

11.4.9.2 The validation of the software tool shall meet the following criteria:

a) the validation measures shall provide evidence that the software tool complies withispecified
requirgments to its purpose as specified in the classification;

NOTE1 The validation provides evidence that the assessed tool errors either do-not occur or will be
detectqd.

NOTEZ The validation can be performed either by using a customized test sditg developed by the us¢r or
by the fool vendor (if the test suite of the vendor includes the tool use cases of:the user).

EXAMHLE1  The standard for a programming language helps to definé the requirements for validating
the asspciated compiler.

b) the mdlfunctions and their corresponding erroneous outputs\of the software tool occurring duting
validation shall be analysed together with information gn“their possible consequences and with
measufes to avoid or detect them; and

c) theredction of the software tool to anomalous operating conditions shall be examined.

EXAMHLE 2  Foreseeable misuse, incomplete input data, incomplete update of the software tool, uge of
prohibited combinations of configuration settings.

11.5 Work products

11.5.1 Software tool criteria evaluation report resulting from requirements 11.4.1 to 11.4.5.

11.5.2 Software tool qualification report resulting from requirements 11.4.6 to 11.4.9.

12 Qualification ofsoftware components

12.1 Objectives

The object|vedf the qualification of software components is to provide evidence for their suitability for
re-use in items developed in compliance with the ISO 26262 series of standards.

12.2 General

The use of qualified software components avoids re-development of existing software components
with identical functionalities or properties or enables the use of general purpose commercial off-the-
shelf (COTS) software.

NOTE Software components are understood to include source code, models, pre-compiled code, or compiled
and linked software.

3) Automotive SPICE® is an example of a suitable product available commercially. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO of these products.
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EXAMPLE Software components addressed by this clause include:
— software libraries from third-party suppliers [commercial off-the-shelf (COTS) software];
— already existing SW components not developed according to ISO 26262;

— in-house components already in use in electronic control units.
12.3 Inputs to this clause

12.3.1 Prerequisites

The following information shall be available:

— |organization-specific rules and processes for functional safety in accordance with [SO 26262-2:2018,
5.5.1; and

— [requirements of the software component (from an external source).

12.3.2 Further supporting information
The| following information can be considered:
— |design specification of the software component (from an.éxternal source); and

— |results of previous verification measures of the software component (from an external $ource).
12.4 Requirements and recommendations

12.4.1 General
To he able to consider a software companent as qualified, the following shall be available:
a) [the specification of the software component in accordance with 12.4.2.1;

b) [evidence that the software.component complies with its requirements in accordance with 12.4.2.2,
12.4.2.3,and 12.4.2.4;

c) |evidence that the software component is suitable for its intended use in accordance with 12.4.3;

d) |evidence that the 'software development process for the component is based on an gppropriate
national or international standard (e.g. ISO/IEC/IEEE 12207); and

e) |aplan forthe qualification of the software component.

NOTE Some re-engineering activities can be performed in order to comply with this sub-clause ip the case of
preyiously developed software components.

12.4.2 Specification of software component qualification

12.4.2.1 The specification of the software component qualification shall include:
a) the unique identification of the software component;

b) the maximum target ASIL of any safety requirement which might be violated if the software
component performs incorrectly;

c) the activities that shall be carried out to qualify the software component;

d) therequirements of the software component;
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EXAMPLE Requirements can include:
— functional requirements;
— already known safety requirements;

— accuracy of algorithm or numerical accuracy, where accuracy of algorithm considers procedural errors,
which only provide approximate solutions and numerical accuracy considers rounding errors, resulting
from computational inaccuracy, and truncation errors caused by the approximate representation of
functions in the electronic control unit;

— behaviour in the case of failure;

— regponse time;

— regource usage;

— requirements on the runtime environment; and

— behaviour in an overload situation (robustness).
e) therequirements of the intended use of the software component;
f) the description of the configuration;

NOTE For software components that contain more than one software unit, the description of| the
configyration includes the unique identification and configuration of€ach software unit.

g) the description of required and provided interfaces and shared resources, if any;
h) the application manual, where appropriate;
i) the ingtructions for a correct software componentdintegration;

NOTE This description includes configurationarameters of the development tools required to progerly
integrafte and use the software component.

j) theredctions of the implemented functions under anomalous operating conditions; and
EXAMHLE Reaction to re-entrant.calling of a non-re-entrant software function.

k) adescription of known anomalies with corresponding workaround measures.

12.4.2.2 Tp provide evidenceéthat a software component complies with its requirements the verificafion
of this softyvare componentshall:

a) show g requirement coverage in accordance with ISO 26262-6:2018, Clause 9;

NOTE This.verification is primarily based on requirements-based tests. The results of requiremgnts-
based tests‘ofithe software component executed during its development or during previous integration 1ests
can be nsed.

EXAMPLE Application of a dedicated qualification test suite, analysis of all the tests already executed
during the implementation and any integration of the software component.

b) cover both normal operating conditions and behaviour in the case of failure; and

c) display no known errors that may lead to a violation of safety requirements allocated to this
software component.

12.4.2.3 This requirement applies to ASIL D, in accordance with 4.4: the structural coverage shall be
measured in accordance with ISO 26262-6:2018, Clause 9, to evaluate the completeness of the test cases.
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12.4.2.4 The verification in accordance with 12.4.2.2, shall only be valid for an unchanged
implementation of the software component.

12.4.2.5 The qualification of a software component shall be documented including the following
information:

a) the unique identification of the software component;
b) the unique configuration of the software component;

c) the person or organization who carried out the qualification;

d) |the environment used for qualification;
e) [the results of the verification measures applied to qualify the software component! and

f) |the maximum ASIL of the safety requirements allocated to the software comaponent .

12.4.3 Verification of qualification of a software component

The results of qualification of a software component together with' the validity of these results
regarding the intended use of the software component shall be verified in accordance with (lause 9.

12.b Work products
12.5.1 Software component documentation resulting from requirement 12.4.2.1.

12.5.2 Software component qualification report resulting from requirements 12.4.2.2 to 12.4.2.5.

12.5.3 Software component qualification verification report resulting from requirement|12.4.3.

13 |Evaluation of hardware elements

13.1 Objectives

The objective of this clause is to ensure that the functional behaviour is adequate to meet the allocated
safgty requirements afid therefore the risk of a violation of a safety goal or of a safety requirement, due
to g systematic faultof the hardware element, is sufficiently low. Suitability for use based pon random
fault management\is established by the integrator of the evaluated hardware element, at the next
higlest level of ' design integration.

NOTE 1 _ Meeting the requirements of the safety concept includes providing information on failur¢ modes and
failyre mode distribution of the hardware element, suitable to conduct hardware failure analysis.

NO'}E 2 It ;D LlUt thc Ubjcbt;vc Uf th;D \.lauoc tU CIIourcT thc ou;tab;l;t_y Uf thc hcu dVValC C}Clllcllt Concerning
its robustness in its intended environmental conditions or its reliability. This is addressed for every hardware
element within ISO 26262-5:2018, Clause 10.

In this clause, the use of the term “hardware element” refers either to COTS hardware components or
parts, or to custom hardware components or parts, that:

— are not originally developed or designed according to the ISO 26262 series of standards; and

— are considered to be safety-related within the context of the ISO 26262 compliant item or element
into which they are to be integrated.

More precisely, the evaluation of hardware elements is an alternative means of compliance with
ISO 26262-5. The hardware elements eligible for evaluation can either be specific to an application
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or standard elements. Such elements are often developed for use across many industries either for
automotive application or non-automotive application.

13.2 General

The following goals are achieved by the evaluation of hardware elements:

is suitable to provide its intended function as required by the hardware design;

a)
b)
quanti
test, et
c) identif
d) provid

requir
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J:ardware elements are integrated according to [SO 26262-5:2018, Clause 10.
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ication of new or confirmation of known limits of use for hardware elements; and

bment due to systematic faults is sufficiently low.

evaluation of hardware elements the hardware element under. consideration is classi
lass I, class II or class IIl element depending on its propetties. These classes reflect

safety concept.

on its class, different requirements to evaluate the hardware element are given. As a {
levant requirements for the hardware element.ate specified and its safety related fai
identified.

hluation of class I elements it is sufficient to test the hardware element into which

ion of class Il elements can be doné.with a combination of tests and analyses.

luation of class Il elements, in addition to the evaluation activities necessary for a cla
h argument is added showing'that the risk of a safety goal violation or the risk of a sa
nt violation is sufficiently low.
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zation-specific rules and processes for functional safety in accordance |

provide evidence that the hardware possesses an adequate functional performance and therefore

identification of new or confirmation of known failure modes and models (including the
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262-2:2018, 5.5.1;

the safety requirements related to the considered hardware element;

element specification (from an external source).

13.3.2 Further supporting information

The following information can be considered:

criteria for design verification (analysis and tests) in accordance with ISO 26262-5:2018, Clause 6; and

the manufacturer's hardware element specification, or, if unavailable, the assumptions on hardware

— further supporting information for the phases of the safety lifecycle where the evaluation of

hardw
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13.4 Requirements and recommendations

13.4.1 General

13.4.1.1 Classification of the evaluated hardware element

The hardware element shall be classified as one of the following classes:

a) Classlif:

b)

tha alamant haoc o tha s vimaiin o fovy ctatac yvwhich con bha Folly charactaeiznd
eaaete

tested and

Class II if:

— the element has e.g. few operating modes, smallivalue ranges, few parameters 3

— available documentation allows valid assumptions supporting evaluation of systema

Class III if:

— the element has e.g. many operating modes, wide value ranges or many parameters

I CTCIIICTIC Tt Ot CI O IO T I T S T T T O TO VY Ot ce I vy TITCIT Coir T Totty TTZCty

analysed from a safety perspective;

safety related failure modes can be identified and evaluated without knowléedge ah
of the implementation and the production process of the element; and

the element has no internal safety mechanisms which are relevantor’the safety
control or detect internal failures.

NOTE This does not include safety mechanisms that monitor properties outside of the

EXAMPLE Resistor, capacitor, transistor, diode, quartz, resonator:

analysed from safety perspective without knowitg implementation details;

testing and analysis without knowledge-about details of the implementation and the
process of the element; and

EXAMPLE Datasheets, user manuals, application notes.

the element has no internatl safety mechanisms which are relevant for the safety
control or detect internal failures.

NOTE This does notinclude safety mechanisms that monitor properties outside of the

EXAMPLE Fuel pressure sensor, temperature sensor, stand-alone Analog Digital Conv
without interndl'safety mechanisms relevant for the safety concept.

impossible to analyse without knowing implementation details,

sources for systematic faults can only be understood and analysed by knowledge abg

out details

concept to

blement.

ind can be

ic faults by
production

concept to

blement.

erter (ADC)

which are

ut detailed

implementation, the development process and/or the production process, or

or detect internal failures.

EXAMPLE Microprocessor, microcontroller, Digital Signal Processor (DSP).

— the element has internal safety mechanisms which are relevant for the safety concept to control

13.4.1.2 The requirements for the hardware element resulting from the allocated safety requirements
and the safety concept shall be specified.

NOTE

For class [ elements this usually coincides with the specification of the hardware element,

value and tolerances for a resistor.
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13.4.1.3 The failure modes or faults of the hardware element and their distribution concerning random
hardware faults shall be identified.

13.4.1.4 The safety related failure modes or faults of the hardware element shall be identified. The
analysis shall provide evidence that the requirements resulting from ISO 26262-5:2018, 7.4.3, Clauses 8
and 9 are met.

13.4.2 Evaluation of class I hardware elements

Due to the simplicity of the functionality of a class I element, it does not need to be evaluated by itself;
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13.4.3.3.2 The comprehensive argument of 13.4.3.3.1 shall be based on a combination of the following
types of information:

a)
b) datafr

<)

13.4.3.3.3
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analytical methods and assumptions used;

om operational experience; and

existing testing results.

A rationale for each assumption, including extrapolations, shall be given.
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13.4.3.4 Evaluation by analyses

13.4.3.4.1 The result of the analysis shall be provided in a form that is comprehensive and can be
verified by persons who are qualified in the relevant engineering or scientific disciplines.

NOTE Analytical methods that can be used include design verification methods, e.g. extrapolations,
mathematical models, damage analysis or similar methods, and process gap analysis in order to show sufficient
evidence for systematic failure avoidance will be available.

13.4.3.4.2 The analysis shall consider all the environmental conditions to which the hardware element
: . | 1. - Ll h | =l h IR 1 A ) . 1 dn L

1S €XpUSTU; CITC IIITITS OT tITTST COITUITIONS alTt OtITeT atdItiodar Stresses reratet to operatiomn (¢)8. expected
switch cycles, charging and discharging, long turn-off times).

13.4.3.5 Evaluation by testing

13.4.3.5.1 A test plan shall be developed which contains the following information:
a) |adescription of the functions of the hardware element;

b) |allocated safety requirements;

c) [the specification and sequence of tests to be conducted;

d) [the traceability between tests and safety requirements;

e) |the requirements for assembly and connections;

f) |the operating and environmental conditions te be simulated;

g) [number of elements tested;

h) [pass and fail criteria;

i) |environmental parameters to be'measured; and

j) |requirements for the testinglequipment, including accuracy.

13.4.3.5.2 The test to verify robustness of the hardware element under evaluation against external
stresses shall be done in'accordance with ISO 26262-5:2018, 10.4.6.

EXAMPLE This-specification can be based on the ISO 16750 series of standards or equivalent company
standards.

13.4.3.5.3_The test shall be conducted as planned and the resulting test data shall be made ayailable.

13.4.3:5.4 The integration into the ISO 26262 compliant element shall comply with ISO 26262-5:2018,
Clause 10 or1S0 26262472018, Clause 7-

13.4.3.6 Evaluation report

13.4.3.6.1 The evaluation report shall state whether the hardware element has passed or failed
the evaluation, based on the performed analyses and testing, with respect to the safety requirements
specified and allocated to it, including its operating range and conditions.

NOTE The evaluation report can consist of a set of documents that includes reports on findings and notes on
interpretation.

13.4.3.6.2 The evaluation report shall be verified in accordance with Clause 9.
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13.4.4 Evaluation of class III hardware elements

13.4.4.1 Class Il hardware elements should be developed in compliance with ISO 26262.

NOTE
next version

of the hardware element is planned to be developed in compliance with ISO 26262.

This means that the “evaluation of class IIl elements” is not the preferred approach and therefore the

13.4.4.2 For the evaluation of the class Il hardware elements the requirements stated in 13.4.3
shall be met.

13.4.4.3 A
risk of a sa

NOTE1 [
that using t
for all appli

NOTE 2

a)
b)

N

field ex]

NOTE
proven

superv
modes;

NOTE
d) develof
13.5 Wor
13.5.1 Ha
13.5.2 Ha

13.5.3 Ha
13.4.1.1, 19

dditional measures shall be provided to argue that the risk of a safety goal violation @r]

he class 11l element in the context of the given application is safe. However the argument is not y

leasures can include but are not limited to:
verifiability of the safety related functionality;

perience/“well-trusted component”;

ety requirement violation due to systematic faults is sufficiently low.
epending on the combination of arguments provided, the result of the hardware evatuation sh

ations.

Field experience can be used as a partial supporting argumentfor hardware evaluation. For 4
in-use argument, ISO 26262-8:2018, Clause 14 is followed instead of this clause.

sion by an independent diverse element with the capability to detect the safety related fail
and

ment compliant with a different safety standard with a comparable integrity level.

k products

rdware element evaluation plan resulting from requirement 13.4.3.2.
rdware element testplan if applicable, resulting from requirement 13.4.3.5.1.

rdware element-evaluation report for hardware elements resulting from requirem
.4.3.6 and 13:4.4.3, if applicable.

14 Proved

14.1 Obj

n in use argument

the

ows
alid

full

lure

A Dependent Failure Analysis compliant with IS026262-9:2018, Clause 7, shows the independerjce.

ents

ctives

The objective of this clause is to provide guidance for a proven in use argument. A proven in use
argument is an alternate means of compliance with the ISO 26262 series of standards that may be used

in the case

40

of reuse of existing items or elements when field data is available.
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2 General

A proven in use argument can be applied to any type of product whose definition and conditions of use
are identical to or have a very high degree of commonality with a product that is already released and

ino

NOTE 1

peration. It can also be applied to any work product related to such products.

Proveninuseargumentisnotinter-changeability: one product, with alternate design orimplementation,

that is intended to replace a proven in use product cannot be considered to be proven in use because it fulfils the

orig

inal functional requirements, unless this product meets the criteria specified in this clause.

An item or an element, such as system, function, hardware or whole software product, can be a

can
A cd
The

a)

b)
‘)
d)
e)

The
con
inci

Ond
imp

NOT
syst

Usipg proven inAlse items or elements does not exempt those items or elements from th

pro

date fora provenr im use argurmeTttt:
ndidate can also refer to a work product such as a technical safety concept.

motivation for using the argument for proven in use includes:

another target, or

a candidate being in the field prior to the release of the ISO 26262 series of standards, ot
a candidate being used in other safety-related industries,or
a candidate being a widely used COTS product not necessarily intended for automotive aj

proven in use argument is substantiated by.‘@ppropriate documentation on the
figuration management and change management records, and field data regarding saf
dents.

e a candidate has been defined (see 14.4:3) with the expected proven in use credit (see ]
ortant criteria need to be consideredwhen preparing a proven in use argument:

the relevance of field data during the previous evaluation period of the candidate (see 1

the changes, if any, that could*have impacted the candidate since its previous evaluation
14.4.4).

E2  With regard td the relevance of field data, the proven in use argument is intended
ematic and random«failures of the candidate; it does not address failures related to ageing of the
ect-dependent safety management activities:

the preven in use credit is described in the safety plan; and

the data and work products resulting from the proven in use argument are part of the

an automotive application in commercial use intended to be partly or completely carrjied over to

an Electronic Control Unit (ECU) in operation intended to implementan additional function, or

bplications.

candidate,
ety-related

4.4.2), two

1.4.5); and
period (see
to address
candidate.

b following

safety case

and cubhiacttn canfirmatinn o~ cirac
T oo e T TO-COTTIT T IO oo uTrtoT

14.3 Inputs to this clause

14.3.1 Prerequisites

The

following information shall be available:
regarding the intended use of a candidate:
— candidate specification;

— applicable safety goal(s) or safety requirement(s) with corresponding ASIL(s); and
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— foreseeable operational situation and intended operating modes and interfaces;

— regard

— fie

ing the previous use of a candidate:

ld data from the service period (from an external source).

14.3.2 Further supporting information

The following information can be considered regarding the previous use of a candidate:

— safety

case in accordance with ISO 26262-2:2018, 6.5.4.

NOTE H
products, c3
178C), somg
data resulti

14.4 Reqy

14.4.1 Ge
The follow

14.4.2 Pr
14.4.2.1 A

14.4.2.2 T
with ISO 24

14.4.2.3 T
by the proy

14.4.2.4 1

t
the approplllriate level in accordanceith ISO 26262-4:2018, Clause 8.

EXAMPLE
to a new ap
this hardwsg

the proven in use credit camalso be applied to the software sub-phases and activities.

14.4.2.5 S
accordancs

or a candidate not developed in accordance with the ISO 26262 series of standards (e;g:(C
ndidates developed under a safety standard other than ISO 26262, such as IEC 61508 or RTCA
work products of the safety case may not be available, in which case they are substituted by availl
ng from the development of the candidate.

hirements and recommendations

neral

ng sub-clauses refer to the ASILs applicable to the future use ofthe candidate.

bven in use credit

he proven in use credit resulting from a provenin use argument shall be planned in accord3
262-2:2018, 6.4.5.

he proven in use credit shall be limited-to the safety lifecycle sub-phases and activities covg
en in use argument of the candidate:

egration measures of proven in use elements in an item or element shall be carried oy

The hardware of an ECU has a satisfactory field history and is intended to be 100 % carried
blication. The provenin use credit can be applied to the sub-phases and activities of developme
re element. Similarly, if the software is a 100 % carryover with a satisfactory service history,

hfety validation of an item which embeds proven in use elements shall be carried ou
withiISO 26262-4:2018, Clause 9.

proven in use credit shall be used only when the candidate complies with 14.4.2 to 14.4.5.

0TS
DO-
able

nce

red

tat

bver
ht of
hen

14.4.2.6 Th

the

afizeima ol oon s 3 £ o 3ot b o b o Ao o B—i | PPN Loll Baid
ITCCOTITIT I IO HITCASUT CS~OT a1l TCCTIT trat CIIToCUS PTroOvVeTT T ST CTCTITCTICS - STrarr CUTISTOCT

proven in use arguments and related data in accordance with ISO 26262-2:2018, 6.4.9 and 6.4.10.

14.4.2.7 Any modification to a proven in use item or element shall comply with 14.4.4 for the
corresponding proven in use credit to be maintained.

NOTE
incident.

42

This clause applies to any type of modification including those initiated as a result of a safety-related
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14.4.3 Minimum information on candidate

A description of the candidate and its previous use shall be available, and includes:

a)

the identification and traceability of the candidate with a catalogue of internal elements or

components, if any;

b) the corresponding fit, form and function requirements that describe, if applicable, interface and
environmental, physical and dimensional, functional and performance characteristics of the

candidate; and

A

14.

14.1

Moq
14.4

NOT
resy

chamges do not affect specification or performance of the candidate but only its implementati

Imp

NOT
whe

NOT
app
of v
in it|
14.1

Moq
con|

14.

Moq
wit

14.1

Mo(

t.4 Analysis of modifications to the candidate

1.4.1 Proven in use candidates

lifications to candidates and their environment shall be identified An accordance with

4+ Lot s i £ 41 il o £l H s ) A
LT SAITLYy TTUUITTIIITIILS U UIIT LAIIUTUAtT I LT PJITVIUUS UST 4dlltl LT CUTTTSPUITUIT

available.

4.3.

E1 Modifications to candidates address design changes and implémentation changes. Design
It from modification of requirements, functional enhancements orpérformance enhancement. Imp

ementation changes can result from software corrections oruse of new development or productiog

E2 Changes to configuration data or calibration data‘are considered as modifications to th
n they impact its behaviour with regard to the violationof the safety goals.

E3 Changes to the environment of a candidate can result from use of this candidate in a
ication with different safety goals or requireniénts, its installation in a new target environment
bhicle, range of environmental conditions) ofythe upgrading of the components interacting with
5 vicinity.

1.4.2 Modifications to items introduced for a future application

lifications to items and theix'environment introduced for the purpose of a future applic
ply with ISO 26262-2:2018; 6.4.3.

t.4.3 ModificationS'to elements introduced for a future application

lifications to~elements and their environment introduced for the purpose of a future
hin a different item shall comply with ISO 26262-2:2018, 6.4.4.

L.4.4Modifications to candidate independent of future application

g ASILs, if

14.4.4.2 to

changes can
lementation
bn features.
n tools.

e candidate

hew type of
(e.g. variant
it or located

ation shall

hpplication

lifications to a candidate introduced after its evaluation period, independent of future a

pplications,

shall provide evidence that the proven in use status remains valid.

14.4.5 Analysis of field data

14.4.5.1 Configuration management and change management

Evidence shall be provided that the candidate has been kept under configuration management and
change management during and after its evaluation period so that the current status of the candidate

can

be established.
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14.4.5.2 Target values for proven in use

NOTE When any ASIL is not yet assigned to the candidate, ASIL D target is selected conservatively.

14.4.5.2.1 The rationale for the calculation of the evaluation period of the candidate shall be available.

14.4.5.2.2 The evaluation period of the candidate shall result from the addition of the observation
period of all the specimens taken in reference in accordance with 14.4.5.2.3.

14.4.5.2.3 The observation period of each specimen with the same specification and realization as the

candidate {
considered

14.4.5.2.4
demonstra
Table 6 wit]

NOTE1 H

to the manuffacturer and caused by the candidate with the potential to lead to the viélation of a safety goal.

NOTE2 1
of the safety

NOTE3 ]
is necessary

ind running in a vehicle shall exceed the average yearly vehicle operating time before-b
in the analysis of the evaluation period of the candidate.

For a proven in use status to be obtained by the candidate, its evaluation period $
fe compliance with each safety goal that can be violated by the candidate in(accordance ¥
h a single-sided lower confidence level of 70 % (using a chi-square distribution).

or the purpose of the proven in use argument, an observable incident means a failure that is repo

Table 6 — Limits for observable incidentrate

ASIL Observable incident'rate
D <10-9/h
C <10-8/h
B <108/h
A <10-7/h

'he character and rate of observable incidents are interpreted when analysing the potential viold
goals in the field.

[able 7 gives an example of the required minimum service period without observable incident w|
to achieve 70 % confidence.

Table 7 — Targéts for minimum evaluation period of candidate

Minimum evaluation period without observable
ASIL s
incident
D 1,2x10%h
C 1,2 x 108 h
B 1,2 x 108 h
A 1,2x 107 h

bing

hall
vith

rted

tion

hich

NOTE4 1

:l 11 . =1 £ h 1 1 11 Frh | : 1 e
OUSCI VAUIT HITIUTIILS dI'T TOUITU TIT ULIIT TUIITTLLTU Udld Ul UIT SPTUIIIITILS, UIT TITCTS5d4ly I

evaluation period, tservice, can be adjusted as follows:

tservice = tMTTF x

44
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2
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where

14.4.5.2.5 The application of the proven in use credit may be anticipated provisionally, before

use
sha

with Table 8 with a single sided lower confidence level of 70 % (using a chi-square distributia

14.4.5.2.6 In the case of any observed incidefit in the field during the interim period d
14.4.5.2.5, the following shall be complied with?

CL is the confidence level as an absolute value (e.g. 0,7 for 70 %);
tMTTF is the mean time to failure (1/failure rate);
f is the number of safety-related incidents;

\ 2

status is obtained (in accordance with 14.4.5.2.4). In this case, the evaluation period of th
1 demonstrate compliance with each safety goal that can be violated by the,éandidate in

Table 8 — Limits for observable incident rate (interim period)

ASIL Observable incident rate
D <3 x 109/h
C <3 %x1058/h
B <3>10-8/h
A <3 x 10-7/h

to stop using Table 8 for the obseryable incident rate and to use Table 6 for the ca
alternatively

to provide evidence that thetroot cause of the observed incident is fully identified and eli
accordance with the 1SO26262 series of standards, and to keep on counting the cumul
for the candidate, to reSet the counter of cumulated hours for this specific root cause an|
this evidence in the §afety case.

(
(Ao ) 1S THE CNI-Squdred distribution with error probpabpllity a and v degrees ol Ireedormn.

a proven in
b candidate
hccordance

n).

bscribed in

ndidate, or

minated in
ated hours

d to record

14.4.5.2.7 In the_edse of a candidate with a non-constant failure rate, additional measurges shall be

app

NOTE Thiese measures apply to candidates with failure rates significantly dependent on facf

weq
ora

lied for the pfoven in use argument, for instance in the case of damage resulting from fatig

I, ageing.or operating hours regarding the lifetime of the item. They can include dedicated endy
longer observation period.

ue.

ors such as
rance tests,

14.4.5.3 Field problems

The problem reporting system shall ensure that any observed incident with potential safety impact
caused by the candidate in the field, is recorded and retrievable during the period of operation of the
candidate (see [SO 26262-2:2018, 7.4.2.3).

14.

5 Work products

14.5.1 Description of candidate for proven in use argument resulting from requirement 14.4.3.

14.5.2 Proven in use analysis reports resulting from requirements 14.4.4 to 14.4.5.
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15 Interfacing an application that is out of scope of ISO 26262

15.1 Objectives
This clause applies to T&B, where the objective is to achieve confidence that an application that is out

of scope of ISO 26262 is not able to violate the safety goals of the base vehicle or item that has been
developed in accordance with the ISO 26262 series of standards.

15.2 General

The application of this clause is intended for commercial vehicle business models where a company
assembles [or integrates a complete vehicle that is not in scope of ISO 26262 but to which_another
standard applies. The relationship between the application and item according to ISO 26262 ds'depi¢ted

in Figure 5

Application according to another standard

Figure 5 — Item developed according to ISO 26262 used in scope of another standard

EXAMPLE 1] A body builder, as an integrator, assembles a compléte vehicle by integrating a base velicle
developed dccording to the ISO 26262 series of standards with body builder equipment developed according to
the Machindry Directive.

EXAMPLE 2| A manufacturer of agricultural equipment infegrates a brake system developed according tq the
ISO 26262 deries of standards into agricultural equipment'developed according to standards for machinery for
agriculture pnd forestry.

15.3 Inpuyts to this clause

15.3.1 Prerequisites

The follow|ng information shall be\available:

— item definition in accordamce with ISO 26262-3:2018, 5.5.1

15.3.2 Fufrther suppotrting information

None.

15.4 Requirements and recommendations

15.4.1 The requirements in 15.4 shall be applied to T&B.

15.4.2 The base vehicle manufacturer or supplier of an item or element shall communicate information
to the integrator identifying the modifiable systems and components and the permitted system safety
limits/requirements of the modifications.

15.4.3 The base vehicle manufacturer or supplier of an item shall communicate the safety measures
required to be applied by the integrator.

NOTE1 Itisassumed thatthe integrator has the necessary capability to realize the safety measures.

EXAMPLE 1  Criteria for the capability of an integrator can be:
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compliance with other safety standards,
an appropriate safety culture, and

an established quality management system.

The base vehicle manufacturer or supplier of an item or element makes assumptions about intended

integrator use cases together with the safety requirements. For exceptions, the integrator contacts the base

vehi

EXA

cle manufacturer or supplier of the item or element for safety requirements.

MPLE 2 A body builder contacts a base vehicle manufacturer to request PTO activation dur

ing driving.

The body builder uses ISO 13849 and both agree on an ASIL to ISO 13849. The base vehicle manufacturer

com
theg
fund

15.

15.}

16

16.

Thi
isn
safd

16.

The
whil
ISO
rel

t
de;lcted in Figure 6.

municates the salety requirements (with ASIL) regarding the PTO request, the body builder, cq
e requirements (with agreed Performance Level). The base vehicle manufacturer enables the.ret
tion for the body builder.

5 Work products

b.1 Base Vehicle Manufacturer or Supplier guideline resulting from requirements 15.4.2

Integration of safety-related systems not developed according to ISO 2

1 Objectives

5 clause applies to T&B, where the objective is to achieve confidence that a system or comj
pt developed according the ISO 26262 series of standards satisfies the required level of
ty needed for the integration into an item develeped according to the ISO 26262 series of

P2 General

application of this clause is intended for commercial vehicle business models where
ch follows ISO 26262 integrates a.System or component which is not developed accor
26262 series of standards, but which has been developed according to another sta
ionship between the application and item according to the ISO 26262 series of st

System according to
another standard |

Figure 6 — Integration of a system developed according to another standarg

mplies with
uested PTO

and 15.4.3.

6262

bonent that
functional
standards.

A company
Hing to the
hdard. The

andards is

NO

E ¥ Since this business model can demand higher effort and development costs for the integ

ator due to

additional safety activities, a conventional ISO 26262 development is favoured.

NOTE 2

NOTE 3

A business model for commercial vehicles could be series production with low quantities.

Company specific processes could also be used for the integration.
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