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ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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national Electrotechnical Commission (IEC) on all matters of electrotechnical standardization:

rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, P
main task of technical committees is to prepare International Standards. Draft International
bted by the technical committees are circulated to the member bodies for voting. Public

rnational Standard requires approval by at least 75 % of the member bodies casting a vote.

ntion is drawn to the possibility that some of the elements of this document may be the subjg
s. ISO shall not be held responsible for identifying any or all such patent rights.

26262-5 was prepared by Technical Committee ISO/TC'22, Road vehicles, Subcomnj
trical and electronic equipment.

Part 1: Vocabulary

Part 2: Management of functional safety

Part 3: Concept phase

Part 4: Product development at the system level
Part 5: Product development’at the hardware level
Part 6: Product development at the software level
Part 7: Productionand operation

Part 8: Supporting processes

Part 9-Automotive Safety Integrity Level (ASIL)-oriented and safety-oriented analyses

26262 consists of the following parts, under the general title Road vehicles — Functional safety:
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Introduction

ISO 26262 is the adaptation of IEC 61508 to comply with needs specific to the application sector of elect
and/or electronic (E/E) systems within road vehicles.

rical

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised of

electrical, e[ectronic and software components.

Safety is one of the key issues of future automobile development. New functionalities not only in areas 3
as driver assistance, propulsion, in vehicle dynamics control and active and passive safety” syst
increasingly touch the domain of system safety engineering. Development and integration of th
functionalities will strengthen the need for safe system development processes and the(méed to pro
evidence thpt all reasonable system safety objectives are satisfied.

With the trepd of increasing technological complexity, software content and mechatronic implementation, t
are increasing risks from systematic failures and random hardware failures. 1ISO\26262 includes guidang
avoid these|risks by providing appropriate requirements and processes.

System sa
technologie

ty is achieved through a number of safety measures, which) are implemented in a variet

(e.g. mechanical, hydraulic, pneumatic, electrical, electronic, programmable electronic)
applied at the various levels of the development process. Although\SO 26262 is concerned with functi
safety of B/E systems, it provides a framework within which safety-related systems based on o
technologiep can be considered. ISO 26262:

a) providgs an automotive safety lifecycle (managemeént, development, production, operation, ser
decommissioning) and supports tailoring the necessary activities during these lifecycle phases;

b) providds an automotive-specific risk-based approach to determine integrity levels [Automotive Sg
Integrity Levels (ASIL)];

c) uses APBILs to specify applicable requirements of ISO 26262 so as to avoid unreasonable residual riskK;

d) providgs requirements for validation and confirmation measures to ensure a sufficient and accept
level of| safety being achieved;

e) providgs requirements forrelations with suppliers.
Functional [safety is influenced by the development process (including such activities as requirem
specification, designi, implementation, integration, verification, validation and configuration), the produg

and service|processes and by the management processes.

Safety issugs-are intertwined with common function-oriented and quality-oriented development activities

uch
ems
ese
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work products. TSO 26262 addresses the safety-related aspects of development activities and work products.

Figure 1 shows the overall structure of this edition of ISO 26262. ISO 26262 is based upon a V-model as a

reference process model for the different phases of product development. Within the figure:

ISO 26262-6 and ISO 26262-7;

particular part and “n” indicates the number of the clause within that part.

EXAMPLE “2-6” represents Clause 6 of ISO 26262-2.

the shaded “V’s represent the interconnection between [SO 26262-3, 1SO 26262-4, I1SO 26262-5,

the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number of the

vi © 1S0O 2011 — All rights reserved


https://standardsiso.com/api/?name=a42f8d9da1b992f791d0c36e81472f4f

2011(E)

ISO 26262-5

€9¢9¢ OS] uo auljsping "ol

sasAleue Ajajes g-6

SJUBWID|S JO DOUBISIXS0D 10} BLIBYID w.m_

salin|ie} Juspuadap Jo SISAleuy -6

pbulojiey ISV 03 }0oadsal Yjim uoljisodwodap sjuswalinbay m-m_

juswnblie asn ul UaAold P1-8

UONEOUIIS/ 6-8

sjusuodwod.aiemp.ey JO UoledHIIEND €1-8

Juswab

euew abueyn g-g

S)UsUOdWIOD B1eM}JO0S JO UOHEDIIEND Z1-8

Juswabeuew

uoneinbyuo) 2-g

I

100} 81eM0s'J0 §SNn 8y} Ul 90UBPHUOD |-

sjuswalinbal Ajajes Jo Juswabeuew pu

b UO1Jeol|0adS 9-8

uonejuswnaod QL-8

sjuswidojeAsp panguisip Ul

s seoepa)u| -8

sassao0ud Buipoddng g

Kyajes aiemyjos Jo uoneayay 11-9

sldawalinbal

pue uoleibajul a1emyoS O~

Bunssl

N
Bunsa) jun alemyos m.m

A4
\

pue

uonejuswsa|dwi

ubBisap [enjos)yole SIeMiOS /-9

ubisap jiun siemyos g-9 /

[9A8] ©1eM}jOS 2} 1B Jusidojonap

Joipoid jo uoneniu| G-9

|9A3] alem)yjos
ayj je jualudol|aAap 3onpo.d ‘9

.,

Bunse)
pue uoneibajul aiempieH 0L-§

sainjey
2JempJey Wwopuel 0} 8np suone|OIA
|eob A1ajes ay) O uonenieAd -G

SolJoW [einjosiyole
alempley ayy jo uolenjen g-g

ubisep aiempleH /-G

y) Sjuswaiinbai Ayajes
Qm\sEmfoco_«moz_owaww-m

1oA8] &..@Ewc ayhie Juswdojaasp
)19npo.d o uoneniu| G-G

[9A3} a1empJey
ay} Je Jud an?.% jJonpoid 'S
]

_ Buise] pue uoneibaiul way| w-v_

Bujuoissiwwodap
pue ‘(sredal pue adueusjuiew
9o1M8s ‘uonesado 9-/]

uonepljea Ajojes mé_

_EwEmmwmmm Ayages [euoiound 0 _‘.v_

uononpold §-4

uonelado pue uononpoid L

_ uononpoud Joj aseajey :-w_

nem.
) ]

1deouod

1onpoud Jo uoneni] G-

— Aydies [euonjoun4 g-¢

_ cm_wmt.Gng n-w_
——-- JusWISSasse
§ 3SU pue sigAjeue piezeH /-¢

mucmeh_:cM@mm
E91UUYO9) B4} JO UCHEIUIBSHS 9 ajokoayl| Ajejes U} JO UOHENIU] 9-€

s

[9A8] Wis)sAs ay) Je JusudojeAsp \rm UOIIULEP WS} G-€

|9A3] wd)sAs ay) je Juswdojaaap }onpoud ‘¥

<

aseyd jds

)OU0) ¢

asea|al s, W)l 8y} Jaye Juawab|

uononpoud 4oy
puew Ajojes -z

juswdojanap 1onpoud ay} pue
aseyd 1deouoo sy} Buunp juswabeuew Ajgjes 9-g

Juswsbeuew

Aiajes ||etanQ G-

Ayajes [euonouny jo Juswabeuely g

Kieinqesop °L

Figure 1 — Overview of ISO 26262
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Road vehicles — Functional safety —

Part 5:
Product development at the hardware level

1
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suc
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dev
pub

ISO

incliiding interaction of these systems. It does not address hazards related to electric shock, fire, s

radi
cau

ISO
perfi
Ada

This
autg

Scope

26262 is intended to be applied to safety-related systems that include one |or more elect
tronic (E/E) systems and that are installed in series production passenger)cars with a max
cle mass up to 3 500 kg. ISO 26262 does not address unique E/E systems in special purpd
n as vehicles designed for drivers with disabilities.

ems and their components released for production, or systems“and their components alr
blopment prior to the publication date of 1SO 26262, are™exempted from the scope.
plopment or alterations based on systems and their components released for production
ication of ISO 26262, only the modifications will be developed in accordance with ISO 26262.

rical and/or
mum gross
se vehicles

eady under
For further
prior to the

26262 addresses possible hazards caused by malfunctioning behaviour of E/E safety-relat¢d systems,

htion, toxicity, flammability, reactivity, corrosion;>release of energy and similar hazards, un
5ed by malfunctioning behaviour of E/E safetysrelated systems.

26262 does not address the nominal “performance of E/E systems, even if dedicateq
prmance standards exist for these.systems (e.g. active and passive safety systems, bral
ptive Cruise Control).

part of ISO 26262 specifies* the requirements for product development at the hardwa
motive applications, including the following:

requirements for thelinitiation of product development at the hardware level,
specification of\the hardware safety requirements,
hardware design,

hardware architectural metrics, and

moke, heat,
ess directly

| functional
e systems,

e level for

evaluation of violation of the safely goal due to random hardware Tfailures and hardware integration and

testing.

The requirements of this part of ISO 26262 for hardware elements are applicable both to non-programmable
and programmable elements, such as ASIC, FPGA and PLD. Furthermore, for programmable electronic
elements, requirements in ISO 26262-6, 1SO 26262-8:2011, Clause 11, and ISO 26262-8:2011, Clause 12,
are applicable.

© 1SO 2011 — All rights reserved
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2 Norm

ative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 26262-

1:2011, Road vehicles — Functional safety — Part 1: Vocabulary

ISO 26262-2:2011, Road vehicles — Functional safety — Part 2: Management of functional safety

1ISO 26262-4:2011, Road vehicles — Functional safety — Part 4: Product development at the system level

ISO 26262-

ISO 26262-

ISO 26262-

ISO 26262-
oriented an

3 Terms, definitions and abbreviated terms

For the purposes of this document, the terms, definitions and abbreviated terms given in ISO 26262-1:2
apply.

4 Requirements for compliance

4.1 Geng¢ral requirements

When clainping compliance with ISO 26262,\each requirement shall be complied with, unless one of
following agplies:

a) tailoring of the safety activities in accordance with 1ISO 26262-2 has been planned and shows that

5:2011, Road vehicles — Functional safety — Part 6: Product development at the software lev:
7:2011, Road vehicles — Functional safety — Part 7: Production and operation
8:2011, Road vehicles — Functional safety — Part 8: Supporting processes

D0:2011, Road vehicles — Functional safety — Part 9: Automotive Safety, Integrity Level (A
 safety-oriented analyses

~

N

BIL)-

011

the

the

requirement does not apply, or
b) a ratiofale is available thatthe non-compliance is acceptable and the rationale has been assessed in
accordance with ISO 26262-2.
Information|marked as,a “NOTE” or “EXAMPLE” is only for guidance in understanding, or for clarificatign of
the associajed requirement, and shall not be interpreted as a requirement itself or as complete or exhaustije.
The results| of.safety activities are given as work products. “Prerequisites” are information which shall be
available as—werk—preducts—ef a—previeusphase—Given—thatcertainrequirements—ofa—<clause—are—ASIL-

dependent or may be tailored, certain work products may not be needed as prerequisites.

“Further supporting information” is information that can be considered, but which in some cases is not required
by I1ISO 26262 as a work product of a previous phase and which may be made available by external sources
that are different from the persons or organizations responsible for the functional safety activities.
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4.2

ISO 26262

Interpretations of tables

-5:2011(E)

Tables are normative or informative depending on their context. The different methods listed in a table
contribute to the level of confidence in achieving compliance with the corresponding requirement. Each
method in a table is either

a)

a consecutive entry (marked by a sequence number in the leftmost column, e.g. 1, 2, 3), or

b) an alternative entry (marked by a number followed by a letter in the leftmost column, e.g. 2a, 2b, 2c).

For consecutive entries, all methods shall be applied as recommended in accordance with the ASIL. If

met
reqy

For
indi
deg
ratig
requ

NOT
agai

For

hods other than those listed are to be applied, a rationale shall be given that these fulfil the co
irement.

alternative entries, an appropriate combination of methods shall be applied in accordance w
tated, independent of whether they are listed in the table or not. If methods.‘are listed W
rees of recommendation for an ASIL, the methods with the higher recommendatjon should be
nale shall be given that the selected combination of methods compli€s” with the co
irement.

E A rationale based on the methods listed in the table is sufficient. Howéver, this does not imply
hst methods not listed in the table.

each method, the degree of recommendation to use the corresponding method depends on th

is categorized as follows:

4.3

The|
stat
dec

“++” indicates that the method is highly recommended-for the identified ASIL;
“+” indicates that the method is recommended for-the identified ASIL;

“0” indicates that the method has no recommendation for or against its usage for the identified

ASIL-dependent requirements.and recommendations

requirements or recommendations of each subclause shall be complied with for ASIL A, B, C
bd otherwise. These requirements and recommendations refer to the ASIL of the safety g
bmposition has been performed at an earlier stage of development, in accordance with ISO 26

Cladse 5, the ASIL resulting\from the decomposition shall be complied with.

If a
recq
to A

5

n ASIL is given inyparentheses in ISO 26262, the corresponding subclause shall be cons
mmendation rather than a requirement for this ASIL. This has no link with the parenthesis nots
SIL decomposition.

Initiation of product development at the hardware level

rresponding

th the ASIL
ith different
oreferred. A
rresponding

a bias for or

e ASIL and

ASIL.

and D, if not
pal. If ASIL
P62-9:2011,

dered as a
tion related

5.1

Objectives

The objective of the initiation of the product development for the hardware is to determine and plan the
functional safety activities during the individual subphases of hardware development. This also includes the
necessary supporting processes described in ISO 26262-8.

This planning of hardware-specific safety activities is included in the safety plan (see ISO 26262-2:2011, 6.4.3,
and ISO 26262-4:2011, 5.4).

© 1SO 2011 — All rights reserved
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5.2 General

The necessary activities and processes needed to develop hardware that meets the safety requirements are
planned. Figure 2 illustrates the hardware level product development process steps in order to comply with the
requirements of this part of ISO 26262, and the integration of these steps within the ISO 26262 framework.

The necessary activities and processes for the product development at the hardware level include:

— the hardware implementation of the technical safety concept;

— the analysis of potential hardware faults and their effects; and

the cog

By contrast

rdination with software development.

to the software development subphases, this part of ISO 26262 contains two claus€s’ descri

bing

the

k of
-set
fety

quantitative|evaluations of the overall hardware architecture of the item.
Clause 8 dgscribes two metrics to evaluate the effectiveness of the hardware architectare-of the item ang
implemented safety mechanisms to cope with random hardware failures.
As a complement to Clause 8, Clause 9 describes two alternatives to evaluate whether the residual rig
safety goal|violations is sufficiently low, either by using a global probabilistic approach or by using a cu
analysis to |study the impact of each identified fault of a hardware element upon the violation of the sz
goals.
1ISO 26262-5: Product development atthe hardware level
4.7 System Design
r Scope of ISO 262625 |
I ] |
I Initiation of product development
5.5 at the hardware level I
Specification of hardware safety I
I 5.6 requi t
quirements I
7.5 Production I l
57 Hardware design g------ I...............l
Jperation, service (maintenangé I '
7.6 arld repair), and decommissioning | I H
I _»| 5.8 Evaluation of the hardware I E
architectural metrics H
I Evaluati f safet | violati I ;
—> 5.9 valuation ot sarety goa vpa ons 8.13 Qualification of hardware
I due to random hardware failures I components
1
! I
! ! | |
I 5.10 Hardware integration and testing i: 4.8 |tem integration and testing
| - - — - — — — —_ 4
NOTE Within the figure, the specific clauses of each part of ISO 26262 are indicated in the following manner: “m-n”,

ISO 26262-4

where “m” represents the number of the part and “n” indicates the number of the clause, e.g. “4.7” represents Clause 7 of

Figure 2 — Reference phase model for the product development at the hardware level

© 1S0O 2011 — All rights reserved
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5.3

ISO 26262-5:2011(E)

Inputs to this clause

5.3.1 Prerequisites

The

following information shall be available:
project plan (refined) in accordance with ISO 26262-4:2011, 5.5.1;

safety plan (refined) in accordance with ISO 26262-4:2011, 5.5.2; and

5.3.

The

5.4

5.4.

app
levd

5.4.
be ¢
sub
dev

5.4.
perf
Figd

5.4.4 The reuse of hardware components, or the use of qualified hardware components or pa

ider

5.5

5.5.

6

6.1

Y HY e ol ' Il Vo A ] HT laYaWaVaYaVaYa W WaYaV W
NI ITNCyYraturt arfud tCotlny pialt (TTTicUu ) T avtLUrudiivt Wil 1oV 20 Z0L=5%.ZU T

55730
P Further supporting information

following information can be considered:

qualification report (of hardware components or parts), if applicable (see 1ISQ26262-8:2011, 1

Requirements and recommendations
1 The safety plan in accordance with ISO 26262-2 shall be-detailed, including deter
Fopriate methods and measures, with respect to the activities for,the product development at th
I, consistent with the planning of activities in ISO 26262-6.
P The hardware development process for the hardware’ of the item, including methods and
onsistent across all subphases of the hardware development, and consistent with system a
phases, so that the requirement flow retains, its accuracy and consistency during thg
Blopment.

B The tailoring of the safety lifecycle agtivities for product development at the hardware le

prmed in accordance with ISO 26262-2:2011, 6.4.5, and based on the reference phase mo
re 2.

tified and the resulting tailoring-of the safety activities shall be described.

Work products

1 Safety plan_(refined) resulting from requirements 5.4.1 to 5.4.4.

Specification of hardware safety requirements

Objectives

3.5.3).

mination of
e hardware

tools, shall
nd software
b hardware

vel shall be
del given in

rts, shall be

The first objective of this clause is to specify the hardware safety requirements. They are derived from the
technical safety concept and system design specification.

The second objective is to verify that the hardware safety requirements are consistent with the technical safety
concept and the system design specification.

A further objective of this phase is to detail the hardware-software interface (HSI) specification initiated in

ISO

26262-4:2011, Clause 7.

© 1SO 2011 — All rights reserved
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6.2 General

The technical safety requirements are allocated to hardware and software. The requirements that are
allocated to both are further partitioned to yield hardware only safety requirements. The hardware safety
requirements are further detailed, considering design constraints and the impact of these design constraints
on the hardware.

6.3 Inputs to this clause

6.3.1 Prerequisites

The followir
— safety
— technig
— system

— hardwg

6.3.2 Further supporting information

The followir

— softwale safety requirements specification (see 1ISO 26262-6.2011, 6.5.1).

6.4 Requ

6.41 ANh
from the ted

6.4.2 The
to safety, in

NOTE 1 1
the effectiver]

a) the har
of the
shown
EXAMP|

b) the han

g information shall be available:

blan (refined) in accordance with 5.5;

al safety concept in accordance with ISO 26262-4:2011, 7.5.1;

design specification in accordance with 1ISO 26262-4:2011, 7.5.2; and

re-software interface specification in accordance with ISO 26262-4:2011; 7.5.3.

g information can be considered:

irements and recommendations

ardware safety requirements specification for the hardware elements of the item shall be der
hnical safety requirements allocated to*hardware.

hardware safety requirements specification shall include each hardware requirement that rel
cluding the following:

he hardware safety requirements described in bullets a), b), c), or d) include the attributes needed to en
ess of the above safety mechanisms.

dware safety requirements and relevant attributes of safety mechanisms to control internal fail
hardware of thé.element, this includes internal safety mechanisms to cover transient faults W
to be relevant‘due, for instance, to the technology used;

| E 1 _Attributes can include the timing and detection abilities of a watchdog.

dware safety requirements and relevant attributes of safety mechanisms to ensure the eleme

ved

ates

sure

Ures

hen

nt is

toleran

tofaitures extermattotheetement;

EXAMPLE 2 The functional behaviour required for an ECU in the event of an external failure, such as an open-
circuit on an input of the ECU.

c) the hardware safety requirements and relevant attributes of safety mechanisms to comply with the safety
requirements of other elements;

EXAMP

LE 3 Diagnosis of sensors or actuators.

d) the hardware safety requirements and relevant attributes of safety mechanisms to detect and signal
internal or external failures; and
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NOTE 2 The hardware safety requirements described in bullet d) include safety mechanisms to preve
being latent.

-5:2011(E)

nt faults from

EXAMPLE 4 The specified fault reaction time for the hardware part of a safety mechanism, so as to be consistent

with the fault tolerant time interval.
the hardware safety requirements not specifying safety mechanisms.
EXAMPLE 5 Examples are:

requirements on the hardware elements to meet the target values for random hardware failures as desc

ribed in 6.4.3

6.4.
conm
con

NOT
ISO

6.4.4 This requirement applies to ASIL (B), C, and\P~6f the safety goal. The target values

conj
con

NOT
ISO

6.4.
6.4.
env
mis

a)

b)

6.4.
me(

and 644,

requirements for the avoidance of a specific behaviour (for instance, “a particular sensor shall nof
unstable output”);

requirements allocated to hardware elements implementing the intended functionality; and

requirements specifying design measures on harnesses or connectors.

B This requirement applies to ASIL (B), C, and D of the safety, goal. The target values
ply with ISO 26262-4:2011, Clause 7, for the metrics of Clause8\of this part of ISO 262
sidered when deriving values for the hardware elements of the item.

E This activity can include a split of target values in the‘Case of a distributed development
26262-8:2011, Clause 5.

ply with ISO 26262-4:2011, Clause 7, for the procedures of Clause 9 of this part of ISO 264

sidered when deriving values for the hardware elements of the item.

E This activity can include a split of {arget values in the case of a distributed development
06262-8:2011, Clause 5.

b The hardware safety requirements shall be specified in accordance with ISO 26262-8:2011
b The criteria for design yerification of the hardware of the item or element shall be specifig
ronmental conditions (temperature, vibration, EMI, etc.), specific operational environment (sup
sion profile, etc.) and cemponent specific requirements:

for verification by qualification for hardware components or part of intermediate complexity,
shall meet the ©ieeds of ISO 26262-8:2011, Clause 13, and

for verification by testing, the criteria shall meet the needs of Clause 10.

/ he hardware safety requirements shall comply with the fault tolerant time interva
hanisms as specified in ISO 26262-4:2011, 6.4.2.3.

produce an

specified to
62 shall be

as given in

specified to
62 shall be

as given in
, Clause 6.
d, including

ply voltage,

the criteria

for safety

6.4.8 The hardware safety requirements shall comply with the multiple-point fault detection interval as
specified in ISO 26262-4:2011, 6.4.4.2.

NOTE 1

In the case of ASIL C and D safety goals, and if the corresponding safety concept does not pres

cribe specific

values, the multiple-point fault detection intervals can be specified to be equal or lower than the item's “power-up to
power-down” cycle.

NOTE 2

Appropriate multiple-point fault detection intervals can also be justified by the quantitative an

occurrence of random hardware failures (see Clause 9).
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6.4.9 The hardware safety requirements shall be verified in accordance with ISO 26262-8:2011, Clauses 6
and 9, in order to provide evidence of their:

a) consistency with the technical safety concept, the system design specification and the hardware
specifications;

b) completeness with respect to the technical safety requirements allocated to the hardware element;

c) consistency with the relevant software safety requirements; and

d) correctness and accuracy.

6.4.10 Thg HSI specification initiated in ISO 26262-4:2011, Clause 7, shall be refined sufficiently to.allow for

the correct
dependenc

6.4.11 The
verification

6.5 Work products

6.5.1
from requirg

6.5.2

NOTE T

6.5.3 Harndware safety requirements verification report-resulting from requirement 6.4.9.

7 Hardware design

7.1 Obje

The first ob
and the har

The secong
and the har

7.2 Geng

Hardware
architectur:

detailed desie

Hardware safety requirements specification (including test and qualification criteria) resu

Hardware-software interface specification (refined) resulting from requirements 6.4.10 and 6.4

control and usage of the hardware by the software, and shall describe each safety-rel
between hardware and software.

persons responsible for hardware and software development shall be jointlycreésponsible for
bf the adequacy of the refined HSI specification.

ments 6.4.1 to 6.4.8.

his work product refers to the same work product as given-indSO 26262-6:2011 6.5.2.

ictives

ective of this clause is to.design the hardware in accordance with the system design specifica
Hware safety requirements-

objective of this clause is to verify the hardware design against the system design specifica
Hware safety requirements.

ral

desigh’~includes hardware architectural design and hardware detailed design. Hardy

hted

the

ting

tion

tion

vare
vare

| desrgn represents all hardware components and the|r mteractlons W|th one another Hardv

parts composing the hardware components

ware

In order to develop a single hardware design both hardware safety requirements as well as all non-safety
requirements have to be complied with. Hence, in this subphase, safety and non-safety requirements are

handled wit

hin one development process.
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Inputs to this clause

7.3.1 Prerequisites

The

following information shall be available:
hardware safety requirements specification in accordance with 6.5.1;

hardware-software interface specification (refined) in accordance with 6.5.2;

7.3.

The

H oNna4
LI

4 ol H H b H ol [TaYaWaYaYaVYaYa W] o 2
SYSWCTIT UTSIYTT SPTUIlLativim It aLLuUTuarivce Wit 1o\ £2020L75%.2U T

o0 pu |
T 1.9.2, and

safety plan (refined) in accordance with 5.5.
P Further supporting information
following information can be considered:

software safety requirements specification (see 1ISO 26262-6:2011, 6.5:1)-

7.4| Requirements and recommendations

7.4.1 Hardware architectural design

7.4.0.1 The hardware architecture shall implement the, hardware safety requirements defined |n Clause 6.
7.4.0.2 Each hardware component shall inherit the highest ASIL from the hardware safety requirements it
implements.

NOTE Each characteristic of the hardware<eomponent will inherit the highest ASIL from the harglware safety
requirements that it implements.

74.1.3 If ASIL decomposition ‘is/ applied to the hardware safety requirements during hardware
archjitectural design, it shall be applied in accordance with ISO 26262-9:2011, Clause 5.

7.4.01.4 If a hardware elemeént is made of sub-elements that have different ASILs assigned, or sub-
elements that have no ASih\assigned and safety-related sub-elements, then each of these shall ke treated in
accprdance with the highest ASIL, unless the criteria for coexistence in accordance with ISO 26262-9 are met.
7.4.0.5 The traceability between the hardware safety requirements and their implementatipn shall be
maintained down to the lowest level of hardware components.

NOTE Thetraceability is not required down to hardware detailed design and no ASILs are assigned|to hardware
parts.

7.4.%-6 t-order-to-avoid—faitures—resulting—from—high-comptexitythe—-hardware—arehitectura-design shall
exhibit the following properties by use of the principles listed in Table 1:

a) modularity;

b) adequate level of granularity; and

c) simplicity.
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Table 1 — Properties of modular hardware design

ASIL
Properties
A B C D

1 Hierarchical design + + + +

2 Precisely defined interfaces of safety-related hardware components ++ ++ ++ ++

3 Avoidance of unnecessary complexity of interfaces + + + +

4 Avoidance of unnecessary complexity of hardware components + + + +

5 Maintdinability (Service) + ¥ ¥ F

6 Testabhility? + + ++ +Ht

@  Testabiliy includes testability during development and operation.
7.41.7 Non-functional causes for failure of a safety-related hardware component\shall be considéred
during hardware architectural design, including the following influences, if applicable:<temperature, vibratipns,
water, dust| EMI, cross-talk originating either from other hardware components of the-hardware architecture or
from its envjronment.
7.4.2 Hardware detailed design
74.21 In order to avoid common design faults, relevant lessons\learned shall be applied in accordance
with ISO 26R62-2:2011, 5.4.2.7.
7.4.2.2 Non-functional causes for failure of a safety-related hardware part shall be considered dyring
hardware detailed design, including the following influences; if applicable: temperature, vibrations, water, qust,
EMI, noise factor, cross-talk originating either from other\hardware parts of the hardware component or from

its environnent.

7.4.2.3
with the spe

74.24
NOTE A

EXAMPLE

7.4.3 Safety analyses

7.4.3.1
shall be apq

The operating conditions of the hardware parts used in the hardware detailed design shall cor
cification of their environmental and operational limits.

Robust design principles sheuld be considered.
obust design principles ean be shown by use of checklists based on QM methods.

Conservative specification of components.

liedtinfaccordance with Table 2 and 1SO 26262-9:2011, Clause 8.

NOTE 1

nply

Safetysanalyses on hardware design to identify the causes of failures and the effects of faults

hemitratpurpose of the safety amatysesisto-support the-specificatiornmof the-hrardware design.—Subseque

the safety analyses can be used for verification of the hardware design (see 7.4.4).

NOTE 2
sufficient.

10

ntly,

In its aims of supporting the specification of the hardware design, qualitative analysis can be appropriate and
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Table 2 — Hardware design safety analysis

ASIL
Methods
A B C D
1 | Deductive analysis? o + ++ ++
2 | Inductive analysis? + + —+ i
NOTE The level of detail of the analysis is commensurate with the level of detail of the design. Both methods can, in certain cases,

be carried out at different levels of detail.

a A-typicaldedustive-analysis-method-is-FFA
tre-arahysis-methedHs+H-
b

A typical inductive analysis method is FMEA.

7.4.8.2 This requirement applies to ASIL (B), C, and D of the safety goal.-For each safety-related
hardware component or part, the safety analyses shall identify the following.for”the safety [goal under
consideration:

a) |safe faults;
b) [single-point faults or residual faults; and
c) |multiple-point faults (either perceived, detected or latent).

NOTE 1 In most of the cases, the analysis can be limited to dualpoint faults. But sometimes multiple-pojnt faults of a
higher order than two can be shown relevant in the technical safety concept (e.g. when implementing redyndant safety
mechanisms).

NOTE 2  The intention of the identification of dual-point faults is not to require a systematic analysis of eyery possible
compination of two hardware faults but, at a minimum, to consider combinations that derive from the tedhnical safety
congept (for instance the combination of two faulfs’where one fault affects a safety-related element and |Janother fault
affegts the corresponding safety mechanism intehded to achieve or maintain a safe state).

7.4B8.3 This requirement applies to“ASIL (B), C, and D of the safety goal. Evidence of the effeftiveness of
safdty mechanisms to avoid single“point faults shall be made available.

For that purpose:
a) |evidence of the abhility of the safety mechanisms to maintain a safe state, or to switch safely into a safe
state, shall be made available (in particular, appropriate failure mitigation ability within the fault tolerant
time interval);~and

b) [diagnostic coverage with respect to residual faults shall be evaluated.

NOTE 1 A fault that can occur at anytime (e.g. not only at power-up) cannot be considered as being effectjvely covered
if its|diagnostic test interval, plus the fault reaction time of the associated safety mechanism, is longer thar] the relevant
faulttoferant-time-mntervat:

NOTE 2 If a fault is such that it is possible to demonstrate that it occurs at power-up only and its probability of
occurrence is negligible during the duration of the vehicle trip, then for those faults to execute a test at start-up after
power-on is acceptable.

NOTE 3  An analysis such as FMEA or FTA can be used to structure the rationale.

NOTE 4  Depending on the knowledge of the failure modes of the hardware elements and their consequences at higher
levels, the evaluation can be either a global diagnostic coverage of the hardware element, or a more detailed failure mode
coverage evaluation.

NOTE S5 Annex D can be used as a starting point for diagnostic coverage (DC) with the claimed DC supported by a
proper rationale.
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7434 This requirement applies to ASIL (B), C, and D of the safety goal. Evidence of the effectiveness of
safety mechanisms to avoid latent faults shall be made available.

For that purpose:
a) evidence of the failure detection, and the ability to notify to the driver, within the acceptable multiple-point
fault detection interval for latent faults, shall be made available in order to determine which faults remain

latent and which faults are not latent; and

b) diagnostic coverage with respect to latent faults shall be evaluated.

NOTE 1 A fault cannot be considered covered if its diagnostic test interval, plus the fault reaction time of the assoclated
safety mechgnism, is longer than the relevant multiple-point fault detection interval for latent faults.

NOTE 2  An analysis such as FMEA or FTA can be used to structure the rationale.
NOTE 3  Annex D can be used as a starting point for DC with the claimed DC supported by a propefationale.

NOTE 4 Depending on the knowledge of the failure modes of the hardware elements and their consequences at higher
levels, the ejaluation can be either a global diagnostic coverage of the hardware element, or @ more detailed failure mode
coverage evaluation.

7.4.3.5 If applicable, evidence that the hardware design is compliant with its requirements| on
independenice shall be provided based on an analysis of dependent failures in accordance with
ISO 26262-P:2011, Clause 7.

7.4.3.6 If new hazards introduced by the hardware design are'not already covered by an existing safety
goal, they ghall be introduced and evaluated in the hazard analysis and risk assessment in accordance with
the change |management process in ISO 26262-8.

NOTE Newly identified hazards, not already covered by .an-existing safety goal, are usually non-functional hazards.
Non-functionpl hazards are outside the scope of ISO 26262; but they can be annotated in the hazard analysis and risk
assessment with the following statement “No ASIL is assighed to this hazard as it is not within the scope of ISO 26262".
However, an|ASIL can be assigned for reference purposes.

7.4.4 \Verification of hardware design
7.4.41 The hardware design shall*be verified in accordance with 1ISO 26262-8, Clause 9, for complignce

and complgteness with respect to~the” hardware safety requirements. To achieve this, the methods listgd in
Table 3 sh4ll be considered.

Table 3 — Hardware design verification

ASIL
Methods

A B Cc 1)
1a |Hardware-design walk-through? ++ ++ o] q
1b | Hardware design inspection? + + ++ ++
2 Safety analyses In accordance with 7.4.3
3a | Simulation? ) + + +
3b | Development by hardware prototypingb o] + + +
NOTE The scope of this verification review is technical correctness of the hardware design.
@  Methods 1a and 1b serve as a check of the complete and correct implementation of the hardware safety requirements in the
hardware design.
b Methods 3a and 3b serve as a check of particular points of the hardware design (e.g. as a fault injection technique) for which
analytical methods 1 and 2 are not considered to be sufficient.
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7.4.4.2 If it is discovered, during hardware design, that the implementation of any hardware safety
requirement is not feasible, a request for change shall be issued in accordance with the change management
process in ISO 26262-8.

7.4.5 Production, operation, service and decommissioning

7.4.51 Safety-related special characteristics shall be specified if safety analyses have shown them to be
relevant. Attributes of safety-related special characteristics shall include:

a) the verification measures for production and operation; and

b) |the acceptance criteria for these measures.

EXAMPLE A safety analysis of hardware design that relies on new sensor technologies (€.9.,”canjera or radar
sengors) can reveal the relevance of special installation procedures for these sensors. In such a cade, additional
veriflcation measures for these components can be necessary during the production phase.

7.4.5.2 Instructions for assembly, disassembly and decommissioning~'of ~safety-related hardware
elements shall be specified, if these operations can impact the technical safety.concept.

7.4.5.3 The traceability of safety-related hardware elements shall\be ensured, in accofdance with
1SO|26262-7:2011, 5.4.1.2.

NOTE This can include adequate labelling or other identificatiomyof/hardware elements to indicate that they are
safely-related.

7.4.p5.4 Instructions for the maintenance of safety-related hardware elements shall be spegified, if the
maiptenance can impact the technical safety concept.

7.5 Work products

7.5.1 Hardware design specification resulting from requirements in 7.4.1 and 7.4.2.
7.5.2 Hardware safety analysis report resulting from requirements in 7.4.3.

7.5.p Hardware design verification report resulting from requirements in 7.4.4.

7.5.4 Specification of requirements related to production, operation, service and decommissioning
resylting from requirements-in 7.4.5.

8 |Evaluationof the hardware architectural metrics

8.1| Objectives

Thel objective of this clause is to evaluate the hardware architecture of the item against the requirements for
fault handling as represented by the hardware architectural metrics.

8.2 General

This clause describes two hardware architectural metrics for the evaluation of the effectiveness of the
architecture of the item to cope with random hardware failures.

These metrics and associated target values apply to the whole hardware of the item and are complementary
to the evaluation of safety goal violations due to random hardware failures described in Clause 9.
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The random hardware failures addressed by these metrics are limited to some of the item's safety-related
electrical and electronic hardware parts, namely those that can significantly contribute to the violation or the
achievement of the safety goal, and to the single-point, residual and latent faults of those parts. For
electromechanical hardware parts, only the electrical failure modes and failure rates are considered.

NOTE Hardware elements whose faults are multiple-point faults with a higher order than two can be omitted from the
calculations unless they can be shown to be relevant in the technical safety concept.

The hardware architectural metrics can be applied iteratively during the hardware architectural design and the
hardware detailed design.

The hardwdre architectural metrics are dependent upon the whole hardware of the item. Compliance With

target figur

s prescribed for the hardware architectural metrics is achieved for each safety goal in which

item is involved.

These hardware architectural metrics are defined to achieve the following objectives:

— be objgctively assessable: metrics are verifiable and precise enough to differentiate “between diffe
architegtures;

— suppor} evaluation of the final design (the precise calculations are done ‘with the detailed hardy
design];

— make gvailable ASIL dependent pass/fail criteria for the hardware architecture;

— reveal

iwhether or not the coverage by the safety mechanisms, to.prevent risk from single-point or resi

faults im the hardware architecture, is sufficient (single-point fault metric);

— reveal
hardwg

— addres
— ensure
— be limit

— suppor]
elemen

EXAMPLE

8.3 Inpu

whether or not the coverage by the safety meeghanisms, to prevent risk from latent faults in
re architecture, is sufficient (latent-fault metric),

5 single-point faults, residual faults and. latent faults;
robustness concerning uncertainty of‘hardware failure rates;
ed to safety-related elements;and

usage on different element levels, e.g. target values can be assigned to suppliers' hardy
ts.

To facilitate distributed developments, target values can be assigned to microcontrollers or ECUs.

s of this clause

the
the

rent

vare

dual

the

vare

8.3.1 Pre1equisites

The following information shall be available:

— hardware safety requirements specification in accordance with 6.5.1;

— hardware design specification in accordance with 7.5.1; and

— hardware safety analysis report in accordance with 7.5.2.

14
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8.3.2 Further supporting information
The following information can be considered:
— technical safety concept (see ISO 26262-4:2011, 7.5.1); and

— system design specification (see ISO 26262-4:2011, 7.5.2).

8.4 Requirements and recommendations

8.4. i1 diagnostic
coverage, single-point fault metric and Iatent fault metric, in accordance W|th Annex C,, shall apply to
requirements 8.4.2 to 8.4.9.

8.4.2 This requirement applies to ASIL (B), C, and D of the safety goal. The diagnostic/coverage of safety-
relafed hardware elements by safety mechanisms shall be estimated with respect _to-residual faults and with
respect to relevant latent faults.

NOTE 1 For this purpose, Tables D.1 to D.14 can be used as a starting point with the claimed DC supported by a
proper rationale.

NOTE 2 Depending on the knowledge of the failure modes of the hardware elements and their consequences at a
highgr level, the evaluation can be either a global diagnostic coverage of thé.hardware element, or a more dgtailed failure
modg coverage evaluation.

8.4.8 This requirement applies to ASIL (B), C, and D of\the safety goal. The estimated failuyre rates for
hargware parts used in the analyses shall be determined:

a) |using hardware part failure rates data from a recognised industry source, or

EXAMPLE Commonly recognised industry, sources to determine the hardware part failure rates and the failure
mode distributions include IEC/TR 62380, IEC61709, MIL HDBK 217 F notice 2, RIAC HDBK 217 PIJs, UTE C80-
811, NPRD 95, EN 50129:2003, Annex ClEC 62061:2005, Annex D, RIAC FMD97 and MIL HDBK 338.

NOTE 1 The failure rate values given-in these databases are generally considered to be pessimistic.

b) |using statistics based on field returns or tests. In this case, the estimated failure rate shodild have an
adequate confidence level,or

c) |using expert judgement founded on an engineering approach based on quantitative and qualitative
arguments. Expertjudgement shall be exercised in accordance with structured criteria as a basis for this
judgement. These criteria shall be set before the estimation of failure rates is made.

NOTE 2.4The criteria for expert judgment can include field experience, testing, reliability analysis, apd novelty of
design:

Th|s requwement applles to ASIL (B), C and D of the safety goal. If suff|C|ent evidgnce of the

means shall
be proposed (e.g. add safety mechamsms to detect and control this fault).
NOTE Sufficient evidence means, for instance, that evidence is given that the failure rate has been determined using

one of the methods listed in 8.4.3.

8.4.5 This requirement applies to ASIL (B), C, and D of the safety goal. For each safety goal, a quantitative
target value for the “single-point fault metric” as required in 1ISO 26262-4:2011, 7.4.4.2, shall be based on one
of the following sources of reference target values:

a) derived from the hardware architectural metrics calculation applied on similar well-trusted design
principles, or
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NOTE 1

b) derived

5:2011(E)

Two similar designs have similar functionalities and similar safety goals with the same assigned ASIL.

from Table 4.

Table 4 — Possible source for the derivation of the target “single-point fault metric” value

ASIL B ASIL C ASILD

Single-point fault metric

290 % 297 % 299 %

NOTE 2  This quantitative target is intended to provide:
— design guidance; and
— evidenck that the design complies with the safety goals.
8.4.6 This requirement applies to ASIL (B), (C), and D of the safety goal. For\€ach safety gogl, a
quantitative| target value for “latent-fault metric” as required in 1SO 26262-4:2011, 7-4.4.2 shall be based on
one of the fpllowing sources of reference target values:
a) deriveq from the hardware architectural metrics calculation applied 6n" similar well-trusted design
principles; or
NOTE 1 Two similar designs have similar functionalities and similar safety goals with the same assigned ASIL.
b) derived from Table 5.
Tiable 5 — Possible source for the derivation of the target “latent-fault metric” value
ASIL B ASIL C ASILD
Latent{fault metric 260 % 280 % 290 %
NOTE 2  This quantitative target is intended-to' provide:
— design guidance; and
— evidencp that the design complies with the safety goals.
8.4.7 This requirement applies to ASIL (B), C, and D of the safety goal. For each safety goal, the whole
hardware of the item shall comply with one of the following alternatives:
a) to meef the target “single-point fault metric” value, as described in 8.4.5, or
b) to mee ply

with the single-point fault metric's target value assigned to the whole hardware of the item, given in
requirement 8.4.5, with the rationale for compliance with these targets at the hardware element level.

NOTE 1

If an item contains different kinds of hardware elements with significantly different failure rate levels, the risk

exists that compliance with the hardware architectural metrics only focus on the kind of hardware elements with the
highest magnitude of failure rates. (One example where this can occur is for the single-point fault metric for which
compliance can be achieved by considering the failure rates for failures of wires / fuses / connectors, while disregarding
the failure rates of hardware parts with significantly lower failure rates.) The prescription of appropriate metric target values

for each kind

16

of hardware helps to avoid this side effect.
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NOTE 2  The transient faults are considered when shown to be relevant due, for instance, to the technology used. They
can be addressed either by specifying and verifying a dedicated target “single-point fault metric’ value to them (as
explained in NOTE 1) or by a qualitative rationale based on the verification of the effectiveness of the internal safety

mechanisms implemented to cover these transient faults.

NOTE 3

NOTE 4

If the target is not met, the rationale for how the safety goal is achieved will be assessed as given

in4.1.

Some or all of the applicable safety goals can be considered together for the determination of the single-point

fault metric; but in this case the metric's target to be considered is that of the safety goal with the highest ASIL.

8.4.8 This requirement applies to ASIL (B), (C), and D of the safety goal. For each safety goal, the whole

har

a)

b)

NOT

supq
thes|

pos{

NOT
mec

NOT
exis
high
com
the f
for ¢

NOT

NOT

metiic; but in this'case the metric's target to be considered is that of the safety goal with the highest ASIL.

8.4.
the
corr

ware of the item-shall r‘nmply with-one of the fnlln\ming alternatives:

to meet the target “latent-fault metric” value, as described in 8.4.6, or

to meet the appropriate targets prescribed at the hardware element level which arésufficier
with the latent-fault metric's target value assigned to the whole hardware of thesitem as d
requirement 8.4.6 and to provide the rationale for compliance with these targets at the hardw
level, or

to meet the target values for the diagnostic coverage, with respect to“atent faults, identical

hardware element with faults that can lead to the unavailability of a’safety mechanism (to pre
from violating the safety goal). This alternative applies when each safety mechanism, whose u
can contribute to the violation of the safety goal, is based on fault detection,

E1 Alternative c) is limited to the cases where each relevant safety mechanism is based on fault d
osed that in this case the potentially latent faults of the iftended functionality are alerted through the
e safety mechanisms. In other cases this alternative ¢annot be applied and alternatives a) and b)
ibilities.

E2 In the case of c), a metric is not calctlated, only the coverage of the hardware elemen
hanisms with respect to latent faults is evaluated:

E3 If an item contains different kindsof hardware elements with significantly different failure rate Ig
s that compliance with the hardware “architectural metrics only focuses on the kind of hardware elem
bst magnitude of failure rates. (One example where this can occur is for the single-point fault met
bliance could be achieved by considering the failure rates for failures of wires / fuses / connectors, while
pilure rates of hardware parts with significantly lower failure rates.) The prescription of appropriate metric
ach kind of hardware helps, toavoid this side effect.

E4  If the targetis not met, the rationale for how the safety goal is achieved will be assessed as given

E5 Some ¢r-all of the applicable safety goals can be considered together for the determination of ti

D This requirement applies to ASIL (B), C, and D of the safety goal. A verification review of
applied methods in 8.4.7 and 8.4.8 shall be performed in order to provide evidence of i

t to comply
escribed in
are element

o the target

value given in reference 8.4.6 for the latent-fault metric (treated‘®as' a diagnostic coverage), for each

vent a fault
navailability

etection. It is
detection of
are the only

ts by safety

vels, the risk
ents with the
ric for which
disregarding
target values

in4.1.

e latent-fault

the result of
ts technical

pctness and completeness in accordance with ISO 26262-8:2011, Clause 9.

NOTE

Careful verification of the single-point fault metric ensures that only failure rates of safety-related hardware

elements are taken into consideration, so that the metric is not inappropriately skewed by unnecessary safety-related
hardware elements without the potential for having single-point faults or residual faults (e.g. by adding unnecessary

hard

8.5

8.5.1

ware elements to a safety mechanism).

Work products

failures resulting from requirements 8.4.1 to 8.4.8.
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random hardware failures resulting from requirement 8.4.9.

9 Evalu

9.1

ation of safety goal violations due to random hardware failures

Objectives

Review report of evaluation of the effectiveness of the architecture of the item to cope with the

The objective of the requirements in this clause is to make available criteria that can be used in a rationale
that the residual risk of a safety goal violation, due to random hardware failures of the item, is sufficiently low.

“

NOTE

9.2 General

ufficiently low” means “comparable to residual risks on items already in use”.

Two alterngtive methods (see 9.4) are proposed to evaluate whether the residual risk of safety goal violatjons

is sufficientl

Both methos evaluate the residual risk of violating a safety goal due to single-point faults, residual faults,
plausible ddial-point faults. Multiple-point faults can also be considered if shown'to”be relevant to the s3
concept. Infthis analysis, coverage of safety mechanisms will be considered, forresidual and dual-point fa
and exposure duration will be considered as well for dual-point faults.

The first method consists of using a probabilistic metric called “Probabilistic Metric for random Hardy

Failures” (
and to com

The second
dual-point f
considered

NOTE I
the occurren

The choser
detailed deq

The scope
analyses a
electrical fa

9.3 Inpu

9.3.1 Prel

low.

MHF), to evaluate the violation of the considered safety.goal using, for example, quantified
pare the result of this quantification with a target valueg

method consists of the individual evaluation of ‘®each residual and single-point fault, and of ¢
bilure leading to the violation of the considered safety goal. This analysis method can alsq
to be a cut-set analysis.

n the context of reliability analysis, a cut-set/in a fault tree is a set of basic events whose occurrence lea
Ce of the top event.

method can be applied iteratively during the hardware architectural design and the hardy
gn.

pf this clause is limited 10 the random hardware failures of the item. The parts considered in
e the electrical andZelectronic hardware parts. For electromechanical hardware parts, only|
lure modes and.failures rate are considered.

s to this-clause

equisites

and
fety
ults,

vare
FTA
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s to
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The followi
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hardware safety requirements specification in accordance with 6.5.1;
hardware design specification in accordance with 7.5.1; and

hardware safety analysis report in accordance with 7.5.2.
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9.3.2 Further supporting information
The following information can be considered:
— technical safety concept (see ISO 26262-4:2011, 7.5.1); and

— system design specification (see ISO 26262-4:2011, 7.5.2).

9.4 Requirements and recommendations

9.4. General

Thig requirement applies to ASIL (B), C and D of the safety goal. The item shall comply with either 9.4.2 or
9.4.B.

9.4. Evaluation of Probabilistic Metric for random Hardware Failures (PMHF)
9.4.2.1 This requirement applies to ASIL (B), C, and D of the safety goal. Quantitative targgt values for
the maximum probability of the violation of each safety goal due to random hardware failures ag required in
1SO|26262-4:2011, 7.4.4.3, shall be defined using one of the sources a)y.b).or c) of reference targegt values, as
outlined below:

a) |derived from Table 6, or

b) |derived from field data from similar well-trusted design principles, or

c) |derived from quantitative analysis techniques applied to similar well-trusted design principles Wising failure
rates in accordance with 8.4.3.

NOTE 1 These quantitative target values derived.from sources a), b), or c) do not have any absolute sighificance and
are pnly useful to compare a new design with existing ones. They are intended to make available design|guidance as
desgribed in 9.1 and to make available evidence;that the design complies with the safety goals.

NOTE 2  Two similar designs have similarfunctionalities and similar safety goals with the same assigned ASIL.

Table 6 — Possible source for the derivation of the random hardware failure target values

ASIL Random hardware failure target values
D <108 h!
C <10~ h!
B <107 h!
NOTE The\guantitative target values described in this table can be tailored as specified in 4.1 to fit specific uses of the item (e.g. if
the item is able to violate the safety goal for durations longer than the typical use of a passenger car).

9.4.2.2 This requirement applies to ASIL (B), C, and D of the safety goal. Quantitative target values of
requirement 9.4.2.1 shall be expressed in terms of average probability per hour over the operational lifetime of
the item.

9.4.2.3 This requirement applies to ASIL (B), C, and D of the safety goal. A quantitative analysis of the
hardware architecture with respect to the single-point, residual and dual-point faults shall provide evidence
that target values of requirement 9.4.2.1 have been achieved. This quantitative analysis shall consider:

a) the architecture of the item;

b) the estimated failure rate for the failure modes of each hardware part that would cause a single-point fault
or a residual fault;
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e)

NOTE 1
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the diagnostic coverage of safety-related hardware elements by safety mechanisms; and

the exposure duration in the case of dual-point faults.

the estimated failure rate for the failure modes of each hardware part that would cause a dual-point fault;

Failure modes of hardware elements that can cause a failure of a safety-related hardware element and its

safety mechanism simultaneously are considered in the quantitative analysis. They can be single-point faults, residual
faults or multiple-point faults.

Exposure duration starts as soon as the fault can occur and includes:

NOTE 2

a) the mulf]
fault is 1

b) the max

c) the ave
the vehi

Therefore, e
driver monitd
milliseconds
lifetime when

Example of g
200 veh
50 vehi
20 vehi
one veh
The time takg
The mean dU
NOTE3 |
the quantitat
can be nece

based on red

NOTE4 H
evaluate the

q
J

NOTE 5

ple-point fault detection interval associated with each safety mechanism, or the lifetime of the vehicle®i
ot indicated to the driver (latent fault);

imum duration of a trip (in the case that the driver is requested to stop in a safe manner); and

age time interval until the vehicle is at the workshop for repair (in the case that the driver is alerted to
Cle repaired).

posure duration depends on the type of monitoring involved (e.g. continuous, monitoring, periodic self-t
ring, no monitoring) and the kind of reaction when the fault has been detetted. It can be as short as 3
in the case of a continuous monitoring triggering a transition to a safé, state. It can be as long as the
there is no monitoring.

ssumptions on the average time to vehicle repair, depending on the fault type:
icle trips for reduction of comfort features;

le trips for reduction of driving support features;

le trips for amber warning lights or impacts on, driving behaviour;

icle trip for red warning lights.

en for repair is usually not considered (except to evaluate hazards that can expose maintenance personng

ration of a vehicle trip can be-coensidered as being equal to 1 h.

h most cases, multiple~point failures of a higher order than two have a negligible contribution with respe
ve target values. However, in some particular cases (very high failure rate or poor diagnostic coverag
Esary to provide two-redundant safety mechanisms to reach the target. When the technical safety conce
undant safety mechanisms, multiple-point failures of a higher order than two are considered in the analys

or safety.‘mechanisms using integrated diagnostics, Tables D.1 to D.14 can be used as a starting poi
diagnostic coverage of these safety mechanisms, with the claimed DC supported by a proper rationale.

ituations when the item is in power-down mode are not included in the calculation of the average proba

f the

nave

psts,
few
car

Bl).

ct to
e), it
ptis
is.

nt to

bility

per hour, th
operational 1

NOTE 6

NOTE 7

Teby preventing the artifictal reduction of the average probabiiity per hour. Thus, for an ftem that 1S
h each day, the remaining 23 h are not considered in the calculation of this operational target value.

If the target is not met, the rationale for how the safety goal is achieved will be assessed as given in 4.1.

only

Depending on the knowledge of the failure modes of the hardware elements and their consequences at a

higher level, the evaluation can be either a global diagnostic coverage of the hardware element, or a more detailed failure

mode covera

9.4.2.4

ge evaluation.

This requirement applies to ASIL C and D of the safety goal. A single-point fault occurring

hardware part shall only be considered acceptable if dedicated measures are taken.

20
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NOTE Dedicated measures can include:

a) design features such as hardware part over design (e.g. electrical or thermal stress rating) or physical separation (e.g.
spacing of contacts on a printed circuit board);

b) a special sample test of incoming material to reduce the risk of occurrence of this failure mode;
c) aburn-in test;

d) adedicated control set as part of the control plan; and

e) |assignment of safety-related special characteristics.

9.4.p.5 This requirement applies to ASIL C and D of the safety goal. A hardware partshall be dealt with
by dedicated measures (the note in 9.4.2.4 lists examples of dedicated measures) if its-diagnostic coverage
(with respect to residual faults) is lower than 90 %.

NOTE The proportion of safe faults of the hardware part can be considered when.determining the coyerage of the
safefy mechanisms. In this case the calculation of the coverage is done analogously to the calculation of th¢ single-point
faultjmetric, but at the hardware part level instead of at the item level.

9.4.p.6 This requirement applies to ASIL (B), C, and D of the safety.goal. The failure rates for hardware
parts used in the analyses shall be estimated in accordance with 8.4¢3.

9.4.p.7 This requirement applies to ASIL (B), C, and D of the safety goal. In order to avoid bias in the
quatification, if failure rates from multiple sources are combined, they shall be scaled using a scaljng factor to
be ¢onsistent. Scaling is possible if a rationale for the scaling factor between two failure ratg sources is
avallable.

NOTE Guidance is given in Annex F on the application of scaling factors.

9.4[3 Evaluation of each cause of safety goal violation

9.4.8.1 A method for evaluation of ‘each cause of a safety goal violation due to random hardware failures
is illustrated by flowcharts in Figures3 and 4. Each single-point fault is evaluated using criteria on the
occyirrence of the fault. Each residual fault is evaluated using criteria combining the occurrence|of the fault
and|the efficiency of the safety meéchanism.
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Meet failure rate class
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I

Single-point fault?
/ No

Add safety mechanism
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ngle-point fault (Table 7

Yes

Residual fault?
No

Yes

Evaluation procedure

for dual-point failures

to mitigate fault

No

Meet failure rate class
and DC with respect to
residual fault (Table 8)

Yes

End

Potential for
dependent failures ?
(see I1SO 26262-9:—,
Clause 7)

No

Plausible dual-
point failure?

Figure 3 — Evaluation procedure for single-point and'residual faults

ure to be applied for dual-point failures is illustrated by the flowchart in Figure 4. Each dual-
5t evaluated regarding its plausibility. A dual-point failure.js considered not plausible if both faults
he failure are detected or perceived in a sufficiently>short time with sufficient coverage. If
pilure is plausible, the faults causing it are then evaluated using criteria combining occurrenge of
d coverage of the safety mechanisms. The evaluation procedures described in Figures 3 and 4
hardware parts (transistors, etc.) level.

Improve saféety
mechanism

oint

the

or complex hardware parts like microcontrollers, it can be appropriate to apply this procedure on a more
like CPU, RAM, ROM, etc.

of dependent failures
(see ISO 26262-9:—,
Clause 7)

Evaluation and resolution

Yes

Meet failure rate class
and DC with respect to
latent fault (Table 9)

End

Add or improve
safety mechanism

Figure 4 — Evaluation procedure for dual-point failures
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9.4.3.2 This requirement applies to ASIL (B), C, and D of the safety goal. An individual evaluation of each
single-point fault, residual fault and dual-point failure violating the considered safety goal shall be performed at
the hardware part level. This evaluation shall provide evidence that each single-point fault, residual fault and
dual-point failure violating the considered safety goal is acceptable in accordance with requirements 9.4.3.3 to

9.4.3.12.
NOTE 1 This analysis can be viewed as a review of cut sets where absence or incompleteness of coverage is treated
as a fault.
NOTE 2 In most cases, multiple-point failures of a higher order than two are negligible. However, in some particular
cases (very high failure rate or poor diagnostic coverage), it can be necessary to provide two redundant safety
mechanisms—TFherefore-itis necessary to—considet |||u:t;p:c pu;llt faitures—of-a h;th| order-thartwo-in-the a|ySiS when
the fechnical safety concept is based on redundant safety mechanisms.
NOTE 3  For complex hardware parts like microcontrollers it can be appropriate to apply this .procedure at a more
detajled level like CPU, RAM, ROM, etc.
9.48.3 This requirement applies to ASIL (B), C, and D of the safety goal. The failure rate class ranking
for a hardware part failure rate shall be determined as follows:
NOTE 1 The failure rate classes 1, 2 and 3 are introduced to address the failufe-0ccurrence rates. Thes¢ classes are
analpgous to the occurrence levels 1, 2 and 3, respectively, used in an FMEA, where a 1 is assigned to fpilure modes
whigh have the lowest occurrence rate.
a) |the failure rate corresponding to failure rate class 1 shall be‘less than the target for ASIL O} divided by
100; unless 9.4.3.4 is applied;
NOTE 2 The target values given in Table 6 can be used.
b) [the failure rate corresponding to failure rate class\2 shall be less than or equal to 10 times thg failure rate
corresponding to failure rate class 1;
c) |the failure rate corresponding to failure rate class 3 shall be less than or equal to 100 time$ the failure
rate corresponding to failure rate class 1; and
d) |the failure rate corresponding, to failure rate class i, i > 3 shall be less than or equal to 100! times the
failure rate corresponding tofailure rate class 1.
NOTE 3 The failure rate class assignment is based upon the hardware part failure rate.
NOTE 4 For the case-where a small number of parts (such as a microcontroller) have failure rates higher than the
failure rate class.i.upper limit, then these parts can be assigned a class i occurrence if the resulting ajerage failure
rate of parts assigned class i is lower than failure rate class i's upper limit.
9.4.8.4 If a'rationale is provided, the failure rate class ranking may be divided by a number lower than
100| In this<case, it shall be ensured that a correct ranking is maintained while considering the [single-point
faulis, résidual faults and higher degree cut-sets together.
EXAMPLE The rationale can be based on the number of minimal cut-sets.
9.4.3.5 This requirement applies to ASIL (B), C and D of the safety goal. A single-point fault occurring in

a hardware part shall only be considered as acceptable if the corresponding hardware part failure rate ranking
complies with the targets given in Table 7.
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Table 7 — Targets of failure rate classes of hardware parts regarding single-point faults

ASIL of the safety goal Failure rate class

D Failure rate class 1 + dedicated measures?

Failure rate class 2 + dedicated measures?
C or
Failure rate class 1

Failure rate class 2
B or
Failure rate class 1

a The not¢ in requirement 9.4.2.4 gives examples of dedicated measures.

NOTE When assessing the failure rate class, the proportion of safe faults of the hardware part can be considered.

9.4.3.6 This requirement applies to ASIL (B), C, and D of the safety goal. A residuahfault occurringlin a
hardware part shall be considered acceptable if the failure rate class ranking complies.with the targets givgn in
Table 8 for the diagnostic coverage (with respect to residual faults) of the corresponding hardware part.

NOTE 1 The considered failure rate is the hardware part failure rate and does not take into account the effectiveneps of
the safety mg¢chanisms.

Table 8 — Maximum failure rate classes for a.given diagnostic
coverage of the hardware part — residual faults

ASIL of the safety Diagnostic coverage with respect to residual faults
goa >99,9 % >99 % >90 % <90 %
. . . Failure rate class 1 + dedicate¢d
D Failure rate class 4 | Failure rate class.3 | Failure rate class 2 measures?
C Failure rate class 5 | Failure rate\class 4 | Failure rate class 3 Failure rate class 2 +aded|cate d
measures
B Failure rate class 5 | Failure rate class 4 | Failure rate class 3 Failure rate class 2

a

The notelin requirement 9.4.2.4 gives examplés of dedicated measures.

NOTE 2  Table 8 specifies the-connection between maximum failure rate class allowed given the target ASIL and the
diagnostic cdverage. Lower failure‘rate classes are acceptable but not required.

NOTE 3 “Lower failure\rate classes” means failure rate classes with a lower number. For example, “lower failure|rate
classes” with|respect to\failure rate class 3 means failure rate classes 2 and 1.

NOTE 4  Theproportion of safe faults of the hardware part can be taken into account when determining the coverage of
the safety r;!echanisms. In this case, the calculation of the coverage is done analogously to the calculation oj the
single-point ; ;

9.4.3.7 This requirement applies for ASIL C and D of the safety goal. For failure rate classes i, i > 3, a
residual fault shall be considered as acceptable if the diagnostic coverage is greater than or equal to
[100 — 10(3-)] % for ASIL D or greater than or equal to [100 — 10(4-)] % for ASIL C.

NOTE 1 The considered failure rate is the hardware part failure rate, and does not take into account the effectiveness
of the safety mechanisms.

NOTE 2  The proportion of safe faults of the hardware part can be taken into account when determining the coverage of
the safety mechanisms. In this case the calculation of the coverage is done analogously to the calculation of the
single-point fault metric, but at the hardware part level instead of at the item level.
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9.4.3.8 This requirement applies to ASIL D of the safety goal. A dual-point failure shall be
plausible if
a) one or both hardware parts involved has a diagnostic coverage (with respect to the latent fa

than 90 %, or

considered

ults) of less

b) one of the dual-point faults causing the dual-point failure remains latent for a time longer than the
multiple-point fault detection interval as specified in requirement 6.4.8.
NOTE The proportion of safe faults of the hardware part can be taken into account when determining the coverage of

the safety mechanisms. In this case the calculation of the coverage is done analogously to the calculation of the latent

fault

9.4.
play

a)

b)

NOT
the
fault

9.4.
play

9.4.
harg
corr
cov

NOT
of s

metric, but at the hardware part level instead of at the item level.

3.9 This requirement applies to ASIL C of the safety goal. A dual-point failure shall be
sible if

one or both hardware parts involved has a diagnostic coverage (with respect.to the latent fa
than 80 %; or

one of the dual-point faults causing the dual-point failure remains latent for a time long
multiple-point fault detection interval as specified in requirement 6.4,8:

E The proportion of safe faults of the hardware part can be taken into account when determining thg
tafety mechanisms. In this case the calculation of the coverage is.done analogously to the calculation

metric, but at the hardware part level instead of at the item level.

B3.10 This requirement applies to ASIL C and D of\the safety goal. A dual-point failure
sible shall be considered compatible with the safety.goal target and thus acceptable.

B.11 This requirement applies to ASIL C.and D of the safety goal. A dual-point fault oc
ware part and contributing to a plausible\dual-point failure shall be considered accep
esponding hardware part complies with. the targets for the failure rate class ranking ang
brage (with respect to latent faults) giver.in Table 9.

E1 The considered failure rate is the hardware part failure rate. Therefore, it does not consider the
fety mechanisms.

[able 9 — Targets of failure rate class and coverage of hardware part regarding dual-poi

considered

ults) of less
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b coverage of
of the latent

that is not

curring in a
able if the
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effectiveness

nt faults

Diagnostic coverage with respect to latent faults

ASIL of safety goal

>=99 % >=90 % <909

0

D Failure rate class 4 Failure rate class 3 Failure rate

class 2

C Failure rate class 5 Failure rate class 4 Failure rate

class 3

NOT

E-2) Table 9 specifies the maximum failure rate class allowed given the target ASIL level and the level

of diagnostic

cov!

NOTE 3

rage achieved. Lower Tailure rate classes are acceptable but not required.

classes” with respect to failure rate class 3 means failure rate classes 2 and 1.

NOTE 4

“Lower failure rate classes” means failure rate classes with a lower number. For example, “lower failure rate

The proportion of safe faults of the hardware part can be taken into account when determining the coverage of

the safety mechanisms. In this case the calculation of the coverage is done analogously to the calculation of the latent

fault

9.4.3.12

metric, but at the hardware part level instead of at the item level.

This requirement applies to ASIL (B), C, and D of the safety goal. The failure rate class ranking of

the hardware part failure rate used in the analyses shall be justified by using sources of failure rates described
in 8.4.3. If failure rates from multiple data sources are used in the analyses, then the rates shall be scaled as
described in 9.4.2.7.
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9.4.4 \Verification review

This requirement applies to ASIL (B), C, and D of the safety goal. A verification review of the analysis resulting
from the set of requirements 9.4.2 or 9.4.3 shall be performed in order to provide evidence of its technical

correctness

and completeness in accordance with ISO 26262-8:2011, Clause 9.

9.5 Work products

9.5.1

9.4.20rin 9.4.3.

Analysis of safety goal violations due to random hardware failures resulting from requirements in

9.5.2 Sp&cification of dedicated measures for hardware, if needed, including the rationale regarding

effectiveneq

9.5.3 Rey
from requirg

10 Hardware integration and testing

10.1 Objectives

The objecti

hardware safety requirements.

The requirements in 10.4.1 to 10.4.6 apply to the hardware of an_€lement.
10.2 General
The activitigs described in this clause aim at integratifg hardware elements and testing the hardware de

to verify its
Hardware
1ISO 26262

component
I1ISO 26262.

10.3 Inpu

10.3.1 Prel
The followir]

safety

s of the dedicated measures, resulting from requirements 9.4.2.4, 9.4.2.5, 9.4.3.5 and 9.4:.3.6.

yiew report of evaluation of safety goal violations due to random hardware failures resu
ment 9.4.4.

ve of this clause is to ensure, by testing, the compliance/of\the developed hardware with

compliance with the hardware safety requirements in accordance with the appropriate ASIL.
ntegration and testing differs from the qualification of hardware components activity

8:2011, Clause 13, which gives evidence of the suitability of intermediate level hardy
b and parts for their use as~parts of items, systems or elements developed in compliance

s of this clause
equisites
g information shall be available:

blan \(refined) in accordance with 5.5;

the

ting

the

Sign

of
vare
with

item integration and testing plan (refined) in accordance with ISO 26262-4:2011, 5.5.3;
hardware safety requirements specification in accordance with 6.5.1; and

hardware design specification in accordance with 7.5.1.

10.3.2 Further supporting information

The following information can be considered:

project

26

plan (refined) (see ISO 26262-4:2011, 5.5.1); and

hardware safety analysis report (see 7.5.2).
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10.4 Requirements and recommendations

10.4.1 Hardware integration and testing activities shall be performed in accordance with ISO 26262-8:2011,

Clause 9.

10.4.2 Hardware integration and testing activities shall be coordinated with the item integration and testing

plan given in ISO 26262-4:2011, 5.5.5.

NOTE If ASIL decomposition is applied, as defined in 1ISO 26262-9:2011, Clause 5, the corresponding integration

activities of the decomposed elements, and the subsequent activities, are applied at the ASIL before decomposition.

10.4.3 The test equipment shall be subject to the control of a monitoring quality system.

10.4.4 To enable the appropriate specification of test cases for the selected hardware integratio

casgs shall be derived using an appropriate combination of methods listed in Table 10.

Table 10 — Methods for deriving test cases for hardware integration testing

n tests, test

ASIL
Methods

A B Cc D
1a || Analysis of requirements ++ ++ ++ ++
1b || Analysis of internal and external interfaces + ++ ++ ++
1c || Generation and analysis of equivalence classes? + + ++ ++
1d || Analysis of boundary values® + + ++ ++
1e || Knowledge or experience based error guessing® ++ ++ ++ ++
1f || Analysis of functional dependencies + + ++ ++
1g || Analysis of common limit conditions, sequencesand sources of dependent failures + + ++ ++
1h || Analysis of environmental conditions and operational use cases + ++ ++ ++
1i || Standards if existing? + + + +
1j || Analysis of significant variants® ++ ++ ++ ++

@ |In order to derive the necessary tegstcases efficiently, analysis of similarities can be conducted.

supported by FMEA.
d  |Existing standards include ISO 16750 and ISO 11452.

€ |The analysis-of significant variants includes worst-case analysis.

b [For example, values approaching’and crossing the boundaries between specified values, and out of range values.

€ |“Error guessing tests” can-be based on data collected through a lessons learned process, or expert judgment, or b

oth. It can be

10.4.5-The hardware integration and testing activities shall verify the completeness and correciness of the

Implementation ot the satety mechanisms with respect to the hardware satety requirements.

To achieve these objectives, the methods listed in Table 11 shall be considered.
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Table 11 — Hardware integration tests to verify the completeness and correctness of the safety
mechanisms implementation with respect to the hardware safety requirements

ASIL
Methods
A B (o D
1 Functional testing? ++ ++ ++ ++
2 | Fault injection testing® + + o+ | ++
3 Electrical testing® ++ ++ ++ ++

a

of the tem have been a aved e o given Inou

Functiong ng aim FITyIT s [ Aracte 3 : jata,
which adequgtely characterises the expected normal operation. The outputs are observed and their response is compared, with |that
given by the gpecification. Anomalies with respect to the specification and indications of an incomplete specification are analysed:

b Fault injgction testing aims at introducing faults in the hardware product and analysing the response. This testing isvappropfiate
whenever a dafety mechanism is defined. Model-based fault injection (e.g. fault injection done at the gate-level petlist level) is |also
applicable, especially when fault injection testing is very difficult to do at the hardware product level. For example, showing the resppnse
of safety mechanisms to transient faults inside hardware parts, such as a microcontroller, is very difficult to do_with fault insertion af the
hardware prodluct level since it would require irradiation tests.

€ Electrica| testing aims at verifying compliance with hardware safety requirements within the specifiéd (static and dynamic) voltage
range.

10.4.6 Thg hardware integration and testing activities shall verify robusiness of hardware against extgrnal
stresses.

To achieve fthese objectives, the methods listed in Table 12 shall be considered.
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Table 12 — Hardware integration tests to verify robustness and operation under external stresses

Methods ASIL

A B C D
1a Environmental testing with basic functional verification? ++ ++ ++ ++
1b Expanded functional test? o + + ++
1c Statistical test’ o o + ++
1d | Worst case testd o o o +
1e Over limit test® T T + +
1f Mechanical testf + R -+ —
19 Accelerated life test9 + + ++ ++
1h Mechanical Endurance testh ++ ++ ++ ++
1 EMC and ESD testl | o+ ||+ | o+
1 Chemical test | o+ | o4+ | |++ | 4+

a
whi
b

only
conm

c

of t
faily

d

thei
con

e

valy
roby

f

9

stre
acc

h
can

ESI

During environmental testing with basic functional verification the hardware is put undérvarious environmental con
h the hardware requirements are assessed. ISO 16750-4 can be applied.

Expanded functional testing checks the functional behaviour of the item in respense to input conditions that are expg
rarely (for instance extreme mission profile values), or that are outside the spegcification of the hardware (for instancq
mand). In these situations, the observed behaviour of the hardware elemgntds compared with the specified requireme

Statistical tests aim at testing the hardware element with input data selected in accordance with the expected statistid
e real mission profile. The acceptance criteria are defined so thatthe statistical distribution of the results confirmg
re rate.

Worst-case testing aims at testing cases found during worst-case analysis. In such a test, environmental conditions a
highest permissible marginal values defined by the specification. The related responses of the hardware are i
pared with the specified requirements.

In over limit testing, the hardware elements are(submitted to environmental or functional constraints increasing pr
les more severe than specified until they stop- wiorking or they are destroyed. The purpose of this test is to determine
stness of the elements under test with respectto the required performance.

Mechanical test applies to mechanical,properties such as tensile strength.

5ses higher than those expected during its operational lifetime. Accelerated testing is based on an analytical model o
leration.

The aim of these tests'is {0 study the mean time to failure or the maximum number of cycles that the element can w
be performed up to faillre or by damage evaluation.

1ISO 7637-2, 1ISO/7637-3, ISO 10605, ISO 11452-2 and ISO 11452-4 can be applied for EMC tests; ISO 16750-2 can
tests.

For chemical tests, ISO 16750-5 can be applied.

Accelerated life test aims at predicting the behaviour evolution of a product in its normal operational conditions by submitting it to

ditions during

cted to occur
, an incorrect
hts.

al distribution
the required

re changed to
hspected and

bgressively to
the margin of

f failure mode

ithstand. Test

be applied for

10.5 Work products

10.5.1 Hardware integration and testing report resulting from requirements 10.4.1 to 10.4.6.
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Annex A

(informative)

Overview of and workflow of product development at the hardware level

Table A.1 provides an overview of objectives, prerequisites and work products of the particular phases of
product development at the hardware level.

Table A.1 — Overview of product development at the hardware level

development
at the

the functional safety activities during
the individual subphases of

Clause Objectives Prerequisites Work products
5 The objective of the initiation of the | Project plan (refined) (in 5.5 Safety plah|(refined)
Initiation of | | product development for the accordance with
product hardware is to determine and plan ISO 26262-4:2011, 5.5.1)

Safety plan (refined) (in
accordance with

requirementp

system design specification.

The second objective is to verify that
the hardware safety requirements
are consistent with the technical
safety concept and the system
design specification.

A further objective of this phase is to
detail the hardware-software
interface (HSI) specification initiated
in ISO 26262-4:204.1,.Clause 7.

hardware hardware development. This also ISO 26262-4:2011, 5.5.2)
level includes the necessary supporting . . T

processes described in Item integration and testing plan

ISO 26262-8. (refined) (in accordance with

. . . ISO 26262-4:2011, 5.5.5)

This planning of hardware-specific

safety activities is included in the

safety plan (see ISO 26262-2:2011,

6.4.3 and ISO 26262-4:2011, 5.4).
6 The first objective of this clause is to | Safety plan (refined) (in 6.5.1 Hardware safety
Specification | specify the hardware safety accordance with 5.5) requirements specification
of hardware requiremgnts. They are derived from Technicalsafety concept (in (ir"nclu'ding test and qualification
safety the technical safety concept and accordance with criteria)

ISO 26262-4:2011, 7.5.1)

System design specification (in
accordance with
ISO 26262-4:2011, 7.5.2)

Hardware software interface
specification (in accordance with
ISO 26262-4:2011, 7.5.3)

6.5.2 Hardware-software
interface specification (refin

11%

d)

6.5.3 Hardware safety
requirements verification report

7 The first objective-of this clause is to | Hardware safety requirements 7.5.1 Hardware design
Hardware design the hardware with respect to | specification (in accordance with | specification
design the systemidesign specification and |6.5.1) 7.5.2 Hardware safety analysis
the hardware safety requirements. Hardware-software interface report
The-second objective of this clause |specification (refined) (in 7 H .
is‘to'verify the hardware design accordance with 6.5.2) Vé?iﬁcaag?]vx;zrpeoge&gn
e e e e | Systom desin spectcation (0| 6.4 speoeatons
accordance wi .
safety requirements. A requirements related to
ISO 26262-4:2011, 7.5.2) production, operation, service
Safety plan (refined) (in and decommissioning
accordance with 5.5)
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Clause

Objectives

Prerequisites

Work prod

ucts

8

Evaluation of
the hardware
architectural

The objective of this clause is to
evaluate the hardware architecture
of the item against the requirements
for fault handling as represented by

Hardware safety requirements
specification (in accordance with
6.5.1)

Hardware design specification (in

8.5.1 Analysis of the
effectiveness of the

architecture of the i
with the random ha

tem to cope
rdware

The requirements in 10.4.1 to 10.4.6
apply to the hardware of an element.

(refined).(in accordance with
1SO.26262-4:2011, 5.5.5)

Hardware safety requirements
specification (in accordance with
6.5.1)

Hardware design specification (in
accordance with 7.5.1)

metrics the hardware architectural metrics. accordance with 7.5.1) failures
Hardware safety analysis report 2\2% ;Rt%vr:ec\:g trﬁgzrf:‘gtiveness
(in accordance with 7.5.2) of the architecture of the item
10 cope with Tthe rafidom
hardware failures
9 The objective of the requirements in | Hardware safety requirements 9.5.1 Analysis_of sgfety goal
Evdluation of | this clause is to make available specification (in accordance with | violations dué to random
safg¢ty goal | criteria that can be used in a 6.5.1) hardware-failures
;'Ol ttlons ratflotnale tr:at. tret.resgualtnsk o(f:'ja Hardware design specification (in | 9.5.2 Specification pf dedicated
uqto safety goal violation, due 1o random | 5ecordance with 7.5.1) measures for hardyare, if
ranglom HW | hardware failures of the item, is needed. including the rationale
faildres sufficiently low. Hardware safety analysis report di ! th ﬁg ; f
(in accordance with 7.5.2) regarding the etlecyiveness o
the dedicated measures
9.5.3 Review report of
evaluation of safety goal
violations due to rapdom
hardware failures
10 The objective of this clause is to Safety plan (refined) (in 10.5 Hardware integration and
Hardware ensure, by testing, the compliance of | accordance Wwith 5.5) testing report
|ntegratlpn the developed hardwgre with the ltem integfation and testing plan
andtesting | hardware safety requirements.
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Annex B
(informative)

Failure mode classification of a hardware element

Failure modes of a hardware element can be classified as shown in Figure B.1. The flow diagram shown in
Figure B.2 describes how a failure mode of a hardware element can be placed into one of these classifications.

Failure mode of an HW element

—

Failure n{des ofa non Failure modes of a safety-

safetyyelated HW related HW element
ellement

Safe Safe Detected Perceived Latent multiple- Residual fault
fault fault multiple- multiple- point fault I single-poirt
point fault pointfault fault

Figure B.1 — Failure mode classifications of a hardware element
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Failure mode

Potential to violate
a safety goal if no
safety mechanism is present
to control this particular
failure?

Safety-related
HW element to be
considered in the
analyses??

Can lead to the violation
of the safety goal only
in combination with an
independent  failure?

Is there any safety

To contror
failure modes of the
HW element?

Is a safety mechanism
preventing the considered failure
mode from violating the
safety goal?

Is the failure
mode detected?

Is the failure mode
perceived?

4 3 A
Safp fault (not to
be ¢onsidered Single-Point  Fault Residual Fault

in the analyses)

h 4

Safe fault

MPEP, detected MPF?®, perceived

The elements with failures that do not.significantly increase the probability of the violation of a safety|goal can be
omitfed from the analyses and their failuré modes can be classified as safe faults, e.g. hardware elements|whose faults
only|contribute to multiple-point failures with »>2 unless shown to be relevant in the technical safety concept.

MPF stands for multiple-point fault;

NOTE 1 Multiple-point faults with n>2 are considered as safe faults unless shown to be relevant in the teg¢hnical safety
congept.

NOTE 2  The same fault.can be placed in different classes when being considered for different safety goalg.

Figure B.2 — Example of flow diagram for failure mode classification
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Annex C
(normative)

Hardware architectural metrics

C.1 Fault classification and diagnostic coverage

C.1.1  Thi$ requirement applies to ASIL (B), C, and D of the safety goal. Hardware architectural metrics shall
be defined for the hardware of an item and shall address only safety-related hardware elements that.havg the
potential to contribute significantly to the violation of the safety goal.

EXAMPLE Hardware elements whose faults are multiple-point faults with »>2 can be omittedfrém the calculations
unless showi to be relevant in the technical safety concept.

C.1.2 Thi$ requirement applies to ASIL (B), C, and D of the safety goal. Each fault occurring in a safety-
related hardqware element shall be classified, as illustrated in Figure B.1, as:

a) single-point fault;
b) residudl fault;

EXAMPLE A hardware element that can have “open”, “short te ground”, and “short to high” faults, but only the
“open” @nd “short to ground” faults are covered by safety mechaniSms. The “short to high” fault is a residual fault,
since it |s not covered by a safety mechanism, if it leads to the vjolation of the specified safety goal.

c) multiplg-point fault;
d) safe faylt.

Figure C.1 pives a graphical representation_of-fault classification of safety-related hardware elements of an
item:
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Figure C.1 — Fault classification of safety-related hardware elements of an item

is graphical representation:

the distance n represents the number of independent faults present at the same time th

faults with distance equal to n are located in the area between the circles » and »n-1; and

multiple-point faults of distance strictly higher than n=2 are to be considered as safe faults un
to be relevant in the technical-safety concept.

E1 In the case of a transient fault, for which a safety mechanism restores the item to a fault free statq
be considered as a detected ‘multiple-point fault even if the driver is never informed of its existence.

MPLE In the €ase of an error correction code used to protect a memory against transient faultg
red to a fault free ‘state if the safety mechanism — in addition to delivering a correct value to the CPU
ent of the flipped-bit inside the memory array (e.g. by writing back the corrected value).

ation (C.1) (assuming all failures are independent and follow the exponential distribution), as fg

A= Agpg + Agg + /1|\4p|: +Ag

where

Agpg  is the failure rate associated with hardware element single-point faults;
ARF is the failure rate associated with hardware element residual faults;
Avpe I8 the failure rate associated with hardware element multiple-point faults;

As is the failure rate associated with hardware element safe faults.

© 1SO 2011 — All rights reserved

at cause a

violation of the safety goal (n = 1 for single=point or residual faults, n = 2 for dual-point faults, efc.);

less shown

, such a fault

, the item is
- repairs the

llows:

failure <rate, A, of each safety-related hardware element can therefore be expressed according to

(C.1)
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The failure rate associated with hardware element multiple-point faults, 4),pg, can be expressed according to
Equation (C.2), as follows:

AMPF = AMPF,DP + AMPF L (C.2)
where

Ampepp IS the failure rate associated with hardware element perceived or detected multiple-point faults;

AMPF.L is the failure rate associated with hardware element latent faults.

The failure| rate assigned to residual faults can be determined using the diagnostic coverage of. sgfety
mechanismp that avoid single-point faults of the hardware element. Equation (C.3) gives a conservative
estimation qf the failure rate associated with the residual faults:

A
KDC,R: = (1—%] x100

Kpc,rr
A S|4 =Ax|1-—>
RF RF,est [ 100

(.3)

where

ARF est| is the estimated failure rate with respect to residual faults;
Kpc re| is the diagnostic coverage with respect to residualfaults, expressed as a percentage.

The failure| rate assigned to latent faults can be determined using the diagnostic coverage of sgfety
mechanismp that avoid latent faults of the hardware _element. Equation (C.4) gives a conservative estimgtion
of the failur¢ rate associated with latent faults:

A
KDC,M bE L = [1 ——MP';L’eSt J x100

© (€4
AMPF | < AMPF Lest = 4% [1 —%]
where
AvprLbst IS the Estimated failure rate with respect to latent faults;
Kpc mAF,L ~ iI+the diagnostic coverage with respect to latent faults, expressed as a percentage.
NOTE 2  Her—this—purpese—AnnexbD—ean—be—used—as—a—basisfer—diagnostie—coverage{(BS)—with—the—elaimed DC

supported by a proper rationale.

NOTE 3  If the above estimations are considered too conservative, then a detailed analysis of the failure modes of the
hardware element can classify each failure mode into one of the fault classes (single-point faults, residual faults, latent,
detected or perceived multiple-point faults or safe faults) with respect to the specified safety goal and determine the failure
rates apportioned to the failure modes. Annex B describes a flow diagram that can be used to make the fault classification.
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C.2 Single-point fault metric

C.2.1 This metric reflects the robustness of the item to single-point and residual faults either by coverage
from safety mechanisms or by design (primarily safe faults). A high single-point fault metric implies that the
proportion of single-point faults and residual faults in the hardware of the item is low.

C.2.2 This requirement applies to ASIL (B), C, and D of the safety goal. The calculation in Equation (C.5)
shall be used to determine the single-point fault metric:

D (AspF + ARF) > (Ampr +4s)

QpIna Qo thag
T ™~ T

T—2 ”Zﬂ =3 ”Zﬂ (C.5)

SR,HW SR,HW

whdre Z Ay is the sum of 4, of the safety-related hardware elements of the item %0 ,be considered for the
SR,HW
metfics.

NOTE 1 Only the safety-related hardware elements of the item whose faillres” have the potential fo contribute
signfficantly to the violation of the safety goal are considered for this metric.

EXAMPLE Hardware elements whose faults are multiple-point faults-with » > 2 can be omitted from the calculations
unleps shown to be relevant in the technical safety concept.

NOTE 2  Figure C.2 gives a graphical representation of the single-point fault metric.

NOTE 3  An example of calculation of “latent-fault metric” is'given in Annex E.

Safefanlt

Single-Point Fault Metric

Multiple: Pt fapdfs NN

- DyhLPoint faules”

R

Single-Poi

Figure C.2 — Graphical representation of the single-point fault metric
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C.3 Latent-fault metric

C.3.1

This metric reflects the robustness of the item to latent faults either by coverage of faults in safety

mechanisms or by the driver recognizing that the fault exists before the violation of the safety goal, or by
design (primarily safe faults). A high latent-fault metric implies that the proportion of latent faults in the

hardware is

low.

C.3.2 This requirement applies to ASIL (B), (C), and D of the safety goal. The calculation in Equation (C.6)
shall be used to determine the latent-fault metric:

N o \ N o 42
Z- VNPT atent / Z_ V*NMPF,perceived or detected  °S/
1- SB,HW _ SRHW (C.6)
L (- 2spr — Are) Y. (A= Aspr ~ Arf)
SR,HW SR,HW
where z Ay is the sum of 4, of the safety-related hardware elements of the item to beConsidered forf the
SR,HWV
metrics.
NOTE 1 Only the safety-related hardware elements of the item whose failures have the potential to contripute

significantly {

EXAMPLE

p the violation of the safety goal are considered for this metric.

Hardware elements whose faults are multiple-point faults with#)>2 can be omitted from the calcula

unless showi to be relevant in the technical safety concept.

NOTE2 R

NOTE3 A

igure C.3 gives a graphical representation of the latent-faultmetric.

n example of calculation of “latent-fault metric” is given.in Annex E.

Latent-Fault metric

Latent AMultiple-Point fault

ions

38

Figure C.3 — Graphical representation of the latent-fault metric
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Annex D
(informative)

Evaluation of the diagnostic coverage

D.1 General

Thid annex is intended to be used as:
a) |an evaluation of the diagnostic coverage to produce a rationale for:
1) the compliance with the single-point fault and latent-fault metrics defined imClause 8;

2) the compliance with the evaluation of the safety goal violations due-to random hardwarg failures as
defined in Clause 9;

b) |a guideline in order to choose appropriate safety mechanisms to beimplemented in the E/E jarchitecture
to detect failures of elements.

Figyre D.1 shows the generic hardware of an embedded system. Typical faults or failures of the hardware
elements of this system are shown in Table D.1 which alsotincludes guidelines for diagnostic covérage. Each
element listed in the leftmost column is associated with one or more faults which are captured in the columns
to the right of the element. The listing does not claim exhaustiveness and can be adjusted based gn additional
known faults or depending on the application.

Addijtional detail on the safety mechanisms associated with these element faults are referenced jn each row
(Tables D.2 to D.14). The effectiveness of\these typical safety mechanisms for the given glements is
catggorized according to their ability to cover the listed faults to achieve low, medium or high diagnostic
coverage of the element. These low,/medium and high diagnostic coverage rankings correspornd to typical
coverage levels at 60 %, 90 % or 99 %, Tespectively.

The| assignment of the faults_and their corresponding safety mechanisms to diagnostic coverage levels can
vary from that listed in Table D.1 depending on:

c) |variations in the source of the fault type detected by the diagnostic
d) |the effectiveness of the safety mechanism
e) |the specific implementation of the safety mechanism

f) |the‘execution timing of the safety mechanism (periodicity)

g) the hardware technologies implemented in the system
h) the probability of the failure modes, based on hardware in the system

i) a more detailed analysis of the faults and their classification into several subclasses with different
diagnostic coverage levels.

In summary, Table D.1 provides guidelines which are adapted based on analysis of the system elements.
These guidelines do not address specific constraints that can be specified in the safety concepts in order to

avoid the violation of the safety goals. These constraints, such as timing aspects (periodicity of diagnostic) for
example, are not considered when evaluating the generic typical diagnostic coverage by the safety
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mechanism. They will be considered when evaluating the specific diagnostic coverage by a safety mechanism
used in the item to avoid the violation of the safety goals.

EXAMPLE

A safety mechanism can have a high generic typical diagnostic coverage in this annex but if the

diagnostic test interval used is longer than the diagnostic test interval needed to comply with the relevant fault tolerant time
interval, the specific diagnostic coverage with respect to the avoidance of violation of the safety goal, will be much lower.

Therefore Tables D.1 to D.14 can be used as a starting point to evaluate the diagnostic coverage of these
safety mechanisms with the claimed DC supported by a proper rationale. In addition, the given information is
intended to help define the faults or failure modes of the element; however the relevant failure modes are
ultimately dependent on the application in which the elements are used.

Tables D.2
Tables D.1
support the
100 % for s

D.9 Power Supply D.2 E/E System
- D.7 Digital L

Connector

D.3

D.3 Relay
D.4
Processing Unit
d i Diﬁ'tal 0.
= D.7 Analogue

Connector
D.8 Bus
1 interface Analogue O.
\

D.3

Q.
$
D.2E/E Sys}el@$
4\
O
N

o

O
Figure D.1 —@‘-eric hardware of a system

fo D.14 support the informati f Table D.1 by giving guidelines on techniques for diagnostic tests.
to D.14 are not exhaustiv other techniques can be used, provided evidence is available to
claimed diagnostic con;age. If justified, higher diagnostic coverage can be estimated, up to
mple or complex elenents.

40

© ISO 2011 — All rights reserved


https://standardsiso.com/api/?name=a42f8d9da1b992f791d0c36e81472f4f

ISO 26262-5:2011(E)

Table D.1 — Analyzed faults or failures modes in the derivation of diagnostic coverage

Analyzed failure modes for 60 %/90 %/99 % DC

control interface, lines
and logic

within same block) and
control interface, lines

and logic

See
Element Tabl
ables Low (60 %) Medium (90 %) High (99 %)
General elements
No generic fault No generic fault model |No generic fault model
model available. available. available.
E.E Systems D.2 ) ) ) ] ) )
Detailed analysis Detailed analysis Detailed analysis necessary.
necessary. necessary.
Electrical elements
Does not energize or | Does not energize or Does not enérgize or de-
Rel de-energize. de-energize. energize,
elays
y Welded contacts Individual contacts Individual contacts welded
welded
Open Circuit Qpen Circuit
D3 Short Circuit to Ground) | Contact Resistancg
' Open Circuit (d.c Coupled) Short Circuit to Ground
Harhesses including P Short Circuit to-Vbat (d.c Coupled)
splite and connectors onort Cireuit to Short Cireui between | Short Circuit to Vbat
neighbouiring pins Short Circuit betwegn
neighbouring pins
Resistive drift betwgen pins
. No generic fault model | No generic fault mqdel
No generic fault avaﬁable Detailed available. Detailed finalysis
model available; . ; :
- \ lysis necessary. necessary. Typical failure
Detailed analysis _fi\_na_y | fail g modes to be covergd include
: N necessary( Typical ypical fallure modes
S\iﬁzﬁ;sslncludlng signal D11 failure mgdesy?o be |to be covered include Out-of-range
covered include Out-of-range Offsets
Outof-range Offsets Stuck in range
Stuckin range Stuck in range Oscillations
Fingl elements rl:l}cgg;n:vr;l;ablfg No generic fault model |No generic fault mddel
(actuators, lamps, D.12 - y available. Detailed available. Detailed ganalysis
Detailed analysis .
buzer, screen...) analysis necessary. necessary.
necessary.
General semiconductor elements
Drift Drift and oscillation
Under and over
Power supply D.9 Voltage Under and over Under and over Voltage
Voltage Power spikes
d-U. fau:t IIIUdU:h
Clock D.10 Stuck-at? d.c. fault model® Incorrect frequency
Period jitter
d.c. fault model® for d.c. fault model® for data,
Stuck-at? for data and | data and addresses addresses (includes address
Non-volatile memory D5 addresses and (includes address lines |lines within same block) and

control interface, lines and logic
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Table D.1 (continued)

previous classes

Soft error model® (for
sequential part)

| ¢ See Analyzed failure modes for 60 %/90 %/99 % DC
emen
Tables Low (60 %) Medium (90 %) High (99 %)
d.c. fault model® for d.c. fault model® for data,
data, addresses addresses (includes address
(includes address lines |lines within same block and
SctjléCk-ata for ddata, within same block and | inability to write to cell) and
; addresses an inability to write to cell) | control interface, lines and logic
Volatile memory D6 control interface, lines | and control interface, )
and loaic linee and lanice Soft error model° for bit cells
Soft error model° for bit
cells
. . d.c. fault model® d.c. fault model® (including
Diital 1O S_tUCkl'?ta ('nC|L:d_L;19 ¢ |inciuding signal lines signal lines oufsidé of the
Igita signal lines outsiae o i microcontroll€n
the microcontroller) oqt3|de O{ th”e )
microcontroller) Drift and, éscillation
D.7
d.c. fault model® d«c.fatlt model® (including
Stuck-at? (including (including signal lines e N .
. . . . signal lines outside of the
Analogue I/Q signal lines outside of | outside of the microcontroller)
the microcontroller) rg;;{c;cnodnggcl;lieh;)tion Drift and oscillation
Specific semiconductor elements
d.c. fault model®
ALU - Data Path D.4/D.13 | Stuck-at? Stuck-at¥at gate level | 5ot error model® (for
sequential parts)
Registgrs (general d.c. fault model® including np,
purposg registers Stuck-at? at gate level |wrong or multiple addressing of
bank, QMA transfer D.4 Stuck-at? registers
. C
registers...), Soft error model
internall RA Soft error model®
Address calculation d.c. fault model® including ng,
(Load/§tore Unit, Stuck-at* at gate level |\ 5n g or multiple addressing
DMA adldressing D.4/D.5/D.6 | Stuck-at? Soft error modele (for .
Ioglq, memory and sequential parts) Soft error model (for
bus intgrfaces) sequential parts)
2 Omission of or continuous
5 interrupts
Omission of or .
o ; . Incorrect interrupt executed
% Int  handii B4/D.10 Omission of or continuous interrupts o
@ nterrugt handling S continuous interrupts | incorrect interrupt Wrong priority
8 executed Slow or interfered interrupt
o handling causing missed or
delayed interrupts service
Control|logic N e e g Wrong coding or no Wrong coding, wrong or no
(Sequencer, coding TYOTEORETEAT TR execution execution
;rl(ljuz)i(r?g l;lt:;n logic | p4p.qo |Bxecutiontooslow gy eqution too slow Execution out of order
i Stack Execution too fast or too slow
registers and stack overflow/underflow Stack
control) overflow/underflow Stack overflow/underflow
Configuration Corruption of registers (soft
igurati _ - errors
Registers D.4 Stuck-at? wrong value )
Stuck-at? fault model
Other sub-elements d.c. fault model®
not belonging to D.4/D.13 | Stuck-at? Stuck-at? at gate level
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Table D.1 (continued)

£l . See Analyzed failure modes for 60 %/90 %/99 % DC
emen
Tables Low (60 %) Medium (90 %) High (99 %)
d.c. fault model® (data d.c. fault model° (data, control,
control. address and * | address and arbitration signals)
On-chip eatio o
o Stuck-at? (data, arbitration signals) Time out

'corlnrglunlcatlon D.14 control, address and Ti t )

including arbitration signals) Ime ou No or continuous or wrong
g bus-arbitration No or continuous arbitration
"E arpitration Soft errors (for seqliential part)
§ Failure of
E communication peer
o | Data transmission i i +
8| to be analysed Message corruption | Previous Previle +

with D.8 Message delay Resequencing o g

6 asqueradin
/Isnon 62)? 2DE)32 6:2011, Message loss Insertion of message J
Unintended message
repetition

NOTE 1 Higher DC can be claimed based on analysis. Likewise, lower coverage would result if the dominant failurg
listef.

NOTE 2 Transient faults are considered when shown to be relevant due, for instance, to the technology used.

NOTE 3 Failure modes for Processing Units can be adjusted to recognize\a:c. fault models, such as transition faults (sl

slo

geolnetries. Usually tests for these types of faults are done at start-upgér power-down, or both, due to their intrusive ng
abilify to detect failures early with margin tests. Since they are hard*to quantify, these failure modes are generally not incl
rate|calculations.

NOTE 4 If properly exercised, methods derived from stuck-at simulations (e.g. N-detect testing), but executed
condlitions, are known to be effective for d.c. fault and transition models as well.

to fall nodes at application frequency) and path delays. Faults of this type are expected to be more prevalent with sr

t mode is not

pw to rise and
haller process
ture and their
ided in failure

bt application

a

elements which have element level pin interfaces.

b

impg¢dance outputs, as well as short circuits between signal lines. It is not intended here to require an exhaustive analysi
to rgquire the exhaustive analysis of bridging faults that can affect any theoretical combination of any signal inside a micro
a cgmplex PCB. The analysis focuses'on'main signals or on very highly coupled interconnections identified with a layout g

C

neufrons, etc. These transient-faults are also referred as Single Event Upset (SEU) and Single Event Transient (SET).

“Stuck-at”: is a fault category that can be described with continuous “0” or “1” or “on” at the pins of an element. It i

“d.c. fault model” (“direct current fault medel”) includes the following failure modes: stuck-at faults, stuck-open,

“soft error model”: soft errors (€.g. bit flips) are the results of transient faults caused by alpha particles from p4

valid only for

open or high
, for example
tontroller or in
vel analysis.

ckage decay,

Table D.2 — Systems

Safety See overview of | Typical diagnostic coverage
s . h . Notes
rpechanlsmlmeasure techniques considered achievable

Failure detection by on-line Depends on diagnostic coverage of

monhtorina D211 Low failure detection

Comparator D.2.1.2 High Depend§ on the quality of the
comparison

Majority voter D.2.13 High Depends on the quality of the
voting

Dynamic principles D.2.21 Medium Dgpends on Q|agnost|c coverage of
failure detection

Analogue signal monitoring

in preference to digital D.2.2.2 Low —

on/off states

Self-test by software cross
exchange between two D.2.3.3 Medium
independent units)

Depends on the quality
test

of the self
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Table D.3 — Electrical elements

See overview of

Safety

Typical diagnostic coverage

Notes

mechanism/measure techniques considered achievable
Failure detection by on-line . Depends on diagnostic coverage of
L D.211 High ; .
monitoring failure detection
NOTE This table deals only with safety mechanisms dedicated to electrical elements. General techniques like a technique based on

a data comparison (see D.2.1.2) are also able to detect failures of electrical elements but are not integrated in this table (already
included in Table D.2).

Table D.4 — Processing units

fety See overview of | Typical diagnostic coverage
. - . . Notes
mechanism/measure techniques considered achievable

Self-test by software: . )
limited number of patterns D.2.3.1 Medium tliéz;t)ends on thequality of the self
(one channg|l)
Self-test by goftware cross .
exchange bgtween two D.2.3.3 Medium tl:;i;t)ends of the quality of the splf
independen{ units
Self-test sugported by . Depends on the quality of the gelf
hardware (ohe-channel) D232 Medium test
Software diVersified Depquls on the quality of the

. diversification. Common mode
redundancy|(one hardware D.2.3.4 High ; : :

failures can reduce diagnostic
channel)
coverage

Reciprocal gomparison by D235 High Depend's on the quality of the
software comparison
HW redundgncy (e.g. Dual It depends on the quality of
Core Lockstep, asymmetric D236 High redundancy. Common mode
redundancy| coded e 9 failures can reduce diagnostic
processing) coverage
Configuration Register Test D.2.3.7 High Configuration registers only
Stack Qver/L nder flow D248 Low Stack boundary test only
Detection
Integ.rated Hardwarg D239 High Covergge for illegal hardware
consistency |[monitoring exceptions only
NOTE THis table deals ofly-with safety mechanisms dedicated to processing units. General techniques like one based on Hata
comparison ($ee D.2.1.2) areralso able to detect failures of electrical elements but are not integrated in this table (already includgd in
Table D.2).

Table D.5 — Non-volatile memory
Safety See overview Typical diagnostic coverage
. . h . Notes
mechanism/measure | of techniques considered achievable
Parity bit D.2.5.2 Low —
Memory monitoring using The effectiveness depends on the
error-detection-correction D.2.41 High number of redundant bits. Can be
codes (EDC) used to correct errors
e Depends on the number and location

Modified checksum D24.2 Low of bit errors within test area
Memory Signature D.24.3 High —
Block replication D.24.4 High —
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Safety
mechanism/measure

See overview
of techniques

Typical diagnostic coverage
considered achievable

Notes

RAM pattern test

D.2.5.1

Medium

High coverage for stuck-at failures. No
coverage for linked failures. Can be
appropriate to run under interrupt
protection

RAM March test

D.2.5.3

High

Depends on the write read order for
linked cell coverage. Test generally
not appropriate for run time

Parjty bit

D.2.5.2

Low

Meifnory monitoring using
errdr-detection-correction
codes (EDC)

D.2.41

High

The effectiveness.depends on the
number of redundant bits.|Can be
used to correct ‘errors

Blogk replication

D.24.4

High

Common-fdilure modes cgn reduce
diagnosticiCoverage

Running checksum/CRC

D.2.5.4

High

The-effectiveness of the signature
depends on the polynomigl in relation
to’the block length of the information
to be protected. Care needls to be
taken so that values used to
determine checksum are not changed
during checksum calculatipn

Probability is 1/maximum yalue of
checksum if random pattefn is
returned

Table D.7 < Analogue and digital I/O

Safety See overview Typical diagnostic coverage Notes
n1echanism/measure of techniques considered achievable

Failure detection by on- D d di " f
line|monitoring (Digital D.2:151 Low epencs on diagnostic coverage o
/0 failure detection
Test pattern D.2.6.1 High Depends on type of patternh
lC/)gc e protection for digjtal D.2.6.2 Medium Depends on type of coding
L\J/qutlpll;?hannel parallel D263 High .
Monitored-outouts D.2.6.4 High Only if dataflow changes within

T P T 9 diagnostic test interval
Inpu]nt comparison/voting b e gL . jithin
(1002, 2003 or better D.2.6.5 High (‘j’."" i “t‘.""’t"”;". “’t""‘"Ul‘” '
redundancy) iagnostic test interva

@  Digital I/0 can be periodic.

©1S0O 2011 — All rights reserved

45


https://standardsiso.com/api/?name=a42f8d9da1b992f791d0c36e81472f4f

ISO 26262-5:2011(E)

Table D.8 — Communication bus (serial, parallel)

Safety
mechanism/measure

See overview
of techniques

Typical diagnostic coverage
considered achievable

Notes

One-bit hardware

combination of these safety

redundancy D.2.7.1 Low o

Multi-bit hardware .

redundancy D.2.7.2 Medium —

Read back of sent D279 Medium .

message

Complete h:lrdware D273 High Common mode failures can reducg
redundancy B 9 diagnostic coverage

Inspection uping test D274 High .

patterns

Transmission . Depends on type of-redundancy.
redundancy D.2.7.5 Medium Effective only-against transient faylts
Information fedundancy D.2.7.6 Medium Depends on‘type of redundancy
Frame counger D.2.7.7 Medium —

Timeout mopitoring D.2.7.8 Medium —

N For systems without hardware
Qomblngtlor of redundancy or test patterns, high
information fedundancy, |D.2.7.6,D.2.7.7 . .

High coverage can be claimed for the
frame counter and and D.2.7.8

timeout monitoring mechanisms
Table D.9 — Power supply
Safety See overview Typical diagnostic coverage Notes
mechanispn/measure | of techniques considered achievable
Voltage or current
control (inpyt) D.2.8.1 Low -
Voltage or cprrent .
control (outqut) D282 High T
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Table D.10 — Program sequence monitoring/Clock

Safety
mechanism/measure

See overview
of techniques

Typical diagnostic coverage
considered achievable

Notes

Watchdog with separate

program sequences with
tim¢ dependency

time base without D.2.91 Low —
time-window
Watchdog with separate . I
time base and time- D.29.2 Medium ?epengjs on time restriction for the
h ime-window
window
Qnly effective against-clock failures if
external temporal evenits [nfluence
Lodical monitoring of the logical program-flow. Provides
rc? ram se uencge D.2.9.3 Medium coverage for internalhardware
prog q failures (such as!interrupt|frequency
errors) that ean-cause thg software to
run out of Seqlience
Combination of temporal
and| logical monitoring of D.2.9.4 High —
program sequence
Provides coverage for intérnal
hardware failures that can cause the
software to run out of sequence.
Corthbinati £t | When implemented with
O(n ina |?n 0 .te"?poraf asymmetrical designs, provides
anqlogical monitoring o D.2.9.5 High coverage regarding comr{unication

sequence between main
monitoring device

nd

NOTE Method to be Hesigned to
account for execution | jitter from
interrupts, CPU loading, efc.
Table D.11 — Sensors
Safety See overview Typical diagnostic coverage Notes
chhanism/measure of techniques considered achievable

Faillre detection by on- Depends on diagnostic cqverage of

. . D.211 Low : -

line|monitoring failure detection

Test pattern D.2.6.1 High —

Inpdit comparison/voting . s

(10122, 2003 or befter D.2.6.5 High Only if dataflow changes ithin

redfindancy) g

Serjsor validwrange D.2.10.1 Low Detects shorts to grognd pr power
and some open circuits

Serjsorcorrelation D.2.10.2 High Detects in range failures

Sensor rationality check D.2.10.3 Medium —

Table D.12 — Actuators

Safety
mechanism/measure

See overview
of techniques

Typical diagnostic coverage
considered achievable

Notes

Failure detection by on-

Depends on diagnostic coverage of

coherence control)

line monitoring D211 Low failure detection
Test pattern D.2.6.1 High —
Monitoring (i.e. D.2.11.1 High Depends on diagnostic coverage of

failure detection
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Table D.13 — Combinatorial and sequential logic

Typical diagnostic coverage
considered achievable Notes
(d.c. fault model)

Safety See overview
mechanism/measure | of techniques

Self-test by software D.2.3.1 Medium —

Effectiveness depends on the type
of self-test. Gate level is an
appropriate level for this test

Self-test supported by .
hardware (one-channel) D.23.2 High

Table D.14 — On-chip communication

Safety See overview Typical diagnostic coverage Notes
mechanisin/measure | of techniques considered achievable
One-bit harqware
redundancy D.2.7.1 Low 4

Multi-bit redundancy can achieve high
coveradeby proper interleaving of]

Multi-bit hargiware D.2.7.2 Medium data,taddress and control lines, ard if

redundancy combined with some complete
fedundancy, e.g. for the arbiter.
Complete hgrdware . Common failure modes can reduce
D.2.7.3 High : h
redundancy diagnostic coverage
Test pattern D.2.6.1 High Depends on type of pattern
NOTE THis table provides coverage for communication buses within microprocessors.

D.2 Overnview of techniques for embedded diagnostic self-tests

D.2.1 Elegtrical

Global obje¢ctive: To control failures in.electromechanical elements.

D.2.1.1 Failure detection by ©n-line monitoring
NOTE 1 This technique/méasure is referenced in Tables D.2, D.3, D.7, D.11 and D.12.

Aim: To dgtect failures by monitoring the behaviour of the system in response to the normal (on-|ine)
operation.

ime
the

)

Descriptio
behaviour o y - pte; d
expected time, a failure will have been detected. It is not usually possible to localize the failure.

}Under certain conditions, failures can be detected using information about (for example) the

cl WV O Tyl e

NOTE 2  In general, there is no specific hardware element for the realisation of the on-line monitoring diagram. On-line
monitoring detects abnormal behaviour of the system with respect to certain conditions of activation. For example, if such
parameter is inverted when the vehicle speed is different from zero, then detection of incoherence between this parameter
and vehicle speed leads to failure detection.

D.2.1.2 Comparator
NOTE This technique/measure is referenced in Table D.2.

Aim: To detect, as early as possible, (non-simultaneous) failures in independent hardware or software.
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Description: The output signals of independent hardware or output information of independent software, are
compared cyclically or continuously by a comparator. Detected differences lead to a failure message. For
instance: two processing units exchange data (including results, intermediate results and test data)
reciprocally. A comparison of the data is carried out using software in each unit and detected differences lead
to a failure message.

D.2.1.3 Majority voter
NOTE 1 This technique/measure is referenced in Table D.2.

Aim:_To detect and mask failures in one of at least three channels.

Description: A voting unit using the majority principle (2 out of 3, 3 out of 3, or m out of n)-is‘used to detect
and|mask failures.

NOTE 2  Unlike the comparator, the majority voter technique increases the availability by ensuring the fynctionality of
the fedundant channel even after the loss of one channel.

D.2|2 Electronic

Global objective: To control failure in solid-state elements.

D.2J2.1 Dynamic principles
NOTE This technique/measure is referenced in Table D.2.
Ain: To detect static failures by dynamic signal processing:

Dedcription: A forced change of otherwise static(signals (internally or externally generated) helps to detect
static failures in elements. This technique is often‘associated with electromechanical elements.

D.2j2.2 Analogue signal monitoring in-preference to digital on/off states
NOTE This technique/measure is referenced in Table D.2.

Ainm: To improve confidence in(megasured signals.

Description: Wherever there'is a choice, analogue signals are used in preference to digital on/off states. For
example, trip or safe_states are represented by analogue signal levels, usually with signal level tolerance
morjitoring. In the case of a digital signal, it is possible to monitor it with an analogue input. The technique

givegs continuity monitoring and a higher level of confidence in the transmitter, reducing the required frequency
of the periodic testperformed to detect failures of the transmitter sensing function.

D.2[3 Processing units

Globalbbiective: Ta d fail . . its which lead to i I
D.2.3.1 Self-test by software

NOTE This technique/measure is referenced in Tables D.4 and D.13.

Aim: To detect, as early as possible, failures in the processing unit and other sub-elements consisting of
physical storage (for example, registers) or functional units (for example, instruction decoder or an EDC
coder/decoder), or both, by means of software.

Description: The failure detection is realised entirely by software which perform self-tests using a data

pattern, or set of data patterns, to test the physical storage (for example, data and address registers) or the
functional units (for example, the instruction decoder) or both.
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EXAMPLE 1 The processing unit is tested for functional correctness by applying at least one pattern per instruction.
Instructions not executed in the safety-related path can be omitted from the test but coverage can be limited as not all
gates of the processing unit will be tested. In general it is possible that not all dedicated and special purpose registers,
core timers, and exceptions can be covered. Coverage for order dependencies, such as pipelines, or timing related fault
modes can be limited. Determining the actual coverage of the tested gates (in contrast to covered instructions) typically
requires extensive fault simulation. This test provides very limited or no coverage for soft errors.

EXAMPLE 2 In the case of sub-elements like an EDC coder/decoder, the software can read pre-written intentionally
corrupted words to test the behaviour of the EDC logic. Corrupted words can also be written by the software test itself if
the EDC and memory interface have an HW switch to access both data and code bits. Coverage depends on the amount
and richness of patterns. This test provides no coverage for soft errors.

D.2.3.2 Sglf-test supported by hardware (one-channel)
NOTE This technique/measure is referenced in Tables D.4 and D.13.

Aim: To dagtect, as early as possible, failures in the processing unit and other sub-elements, using spécial
hardware that increases the speed and extends the scope of failure detection.

Description: Additional special hardware facilities support self-test functions todetect failures in| the
processing [unit and other sub-elements (for example an EDC coder/decoder) ata,gate level. The test|can
achieve high coverage. Typically only run at the initialization or power-down ofithe processing unit due tp its
intrusive nafure. Typical usage is for multipoint fault detection.

EXAMPLE In the case of sub-elements like an EDC coder/decoder, a specialMHW mechanism, like a logic BIST| can
be added to| generate inputs to the coder-decoder and check for expectediresults. Typically inputs are generatefl by
random patt¢rn generators (e.g. MISR). Its coverage depends on the am@unt and richness of patterns — but usually the
coverage is quite high due to the automatic pattern generation. This test provides no coverage for soft errors.

D.2.3.3 Sglf-test by software cross exchanged between'two independent units
NOTE This technique/measure is referenced in Tables B.2 and D.4.

Aim: To deject, as early as possible, failures in thé,processing unit consisting of physical storage (for example
registers) apd functional units (for example, instruction decoder).

Description: The failure detection is_realised entirely by means of two or more processing units gach
executing gdditional software functions_which perform self-tests (for example walking-bit pattern) to tesf the

physical stqrage (data and address registers) and the functional units (for example instruction decoder). |The
processing pnits exchange the results. This test provides very limited or no coverage for soft errors.

D.2.3.4 Spftware diversified redundancy (one hardware channel)
NOTE 1 This technigue/measure is referenced in Table D.4.

Aim: To deject,asearly as possible, failures in the processing unit, by dynamic software comparison.

Descrlptlc 0 Thn Anolgn nnnolofe r\'F hur\ rarlllhdanf rll\laroa er\‘F‘huc\ra |mp|amnn|‘c\hr\no |n one horrl\ /are

channel. In some cases, using different hardware resources (e.g. different RAM, ROM memory ranges) can
increase the diagnostic coverage.

One implementation, referred to as the primary path, is responsible for the calculations that if calculated
erroneously can cause a hazard. The second implementation, referred to as the redundant path, is
responsible for verifying the primary path's calculations and taking action if a failure is detected. Often the
redundant path is implemented using separate algorithm designs and code to provide for software diversity.
Once both paths are complete, a comparison of the output data of the two redundant software
implementations is carried out. Detected differences lead to a failure message (see Figure D.2). The design
includes methods to coordinate the two paths and to resynchronise the paths for transient errors.
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Generally the comparison involves some type of hysteresis and filtering to allow for minor differences due to
the diverse software paths. Examples of algorithm diversity are: A+B=C versus C-B=A and one path using
normal calculations and the other path using two's complement mathematics. A redundant path can be as
simple as a magnitude or rate-limit check on the calculation of the primary path.

NOTE 2 Due to the potential common cause failures between the primary and redundant paths, an additional watchdog
processor can be used to verify the operation of the primary controller via a question and response diagnostic (see
Reference [21]).

Another version of this safety mechanism is to implement the redundant path as an exact copy of the primary
path (or to execute the primary path twice). This version, without software redundancy, only provides
coverage forsofterrors—Medium coverage tam be achieved if thectode s executeda thirdtimejwith known
inputs generating outputs to be verified versus a set of expected outputs. This technique results’infa very easy
pass-fail criterion (compared results are expected to agree exactly) and easy implementatién, (the redundant
path does not need to be designed) but the concept includes the preservation of history terms (g.g. dynamic
statgs, integrators, rate-limits, etc.).

Processipg
PrimaryPath > Unit

A 4

v

Redundant Path

\ 4
\ 4

Comparison —
Remedial Ac

on

Figure D.2 — Redundant software comparison same processing unit

D.2]3.5 Reciprocal comparison by software in separate processing units
NOTE This technique/measure is referenced in Table D.4.
Aim: To detect, as eatly as possible, failures in the processing unit, by dynamic software comparispn.

Description: Two processing units exchange data (including results, intermediate results and test data)
reciprocally. A~comparison of the data is carried out using software in each unit and detected differences lead
to 4 failuresméssage (see Figure D.3). This approach allows for hardware and software diversity if different
progessontypes are used as well as separate algorithm designs, code and compilers. The design includes
methods " to avoid false error detections due to differences between the processors (e.g.| loop jitter,

A 'Y Aal aitiali F'H AY
Corrlllulllballull Uclayo, PIU\/COOUI IIIIl.IClIILGLIUII,.

Paths can be implemented using separate cores of a dual core processor. In this case, the method includes
analysis to understand common cause failures modes, due to the shared die and package, of the two cores.
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_ Primary
Primary Path > Processing
Unit

y

Spcnndary

Processing
Unit

4

Redundant Path

h 4

v

Comparison ————
Remedial Action

Figure D.3 — Redundant software comparison different processing units

redundancy (e.g. Dual Core Lockstep, asymmetric redundancy, coded processing)

his technique/measure is referenced in Table D.4.

Aim: To detect, as early as possible, failures in the processiag unit, by step-by-step comparison of intern
external regqults or both produced by two processing units gperating in lockstep.

Description: In one version of this type of diagnostic’technique, the Dual Core Lockstep, two symmet

processing pnits are contained on one die (see Reference [22]). The processing units run duplicate operaions

in lockstep |(or delayed by a fixed period) and'the results are compared. Any mismatch results in an
condition apd usually a reset condition. This is’ very effective for transient errors and for ALU type faill
Depending |on the level of redundancy, Coverage can be extended to the memory addressing lines
configurati
required buf has the disadvantage of having two processing units providing only the performance of a si
processing |unit. In good designs,)common cause failures are understood and addressed (for exam
common clgck failure). This approach by itself does not provide diagnostic coverage for systematic errors.

Other typeq of HW redundancies are possible, such as asymmetric redundancy. In those architectures
Reference [25]), a diverse and dedicated processing unit is tightly coupled with the main processing unit
means of @n interface ‘enabling a step-by-step comparison of internal and external results. This is
effective fof both. '@ d.c. fault model and for soft errors: moreover, the interface reduces complexity
shortens efror~<detection latency, for example, for faults affecting the processing unit registers banki
separate cqde’is needed for the parallel path and the dedicated processing unit can be smaller than the n

Bl or

rical

rror
res.
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registers. The techniqué has the advantage that no separate code for the parallel path is

ngle
ple,

e.g.
5 by
very
and
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nain

one. The hardware diversity provides effective coverage tor common cause failures and systematic tailures.

The disadvantage of this approach is that it can require a detailed analysis to prove the diagnostic coverag

e.

Coded processing is also possible: processing units can be designed with special failure-recognising or failure

correcting circuit techniques. These approaches can guarantee high coverage for very small processors

with

limited functionalities or they can be suitable for processor sub-units like ALU (e.g. Reference [26]). Hardware
and software coding can be combined using approaches like the Vital Coded Processor (see Reference [27]).

A detailed analysis can be needed to prove the diagnostic coverage.
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D.2.3.7 Configuration register test
NOTE This technique/measure is referenced in Table D.4.

Aim: To detect, as early as possible, failures in the configuration resisters of a processing unit. Failures can
be hardware related (stuck values or soft errors induced bit flips) or software related (incorrect value stored or
register corrupted by software error).

Description: Configuration register settings are read and then compared to an encoding of the expected
settings (e.g. a mask). If the settings do not match, the registers are reloaded with their intended value. If the
error persists for a pre-determined number of checks the fault condition is reported.

D.2{3.8 Stack over/under flow detection

NOTE This technique/measure is referenced in Table D.4.

Aim: To detect, as early as possible, stack over or under flows.
Dedcription: The boundaries of the stack in volatile memory are loaded with~prédefined values. Periodically,

the Values are checked and if they have changed, an over or under flow ds-detected. A test is npt needed if
writgs outside stack boundaries are controlled by a memory management onit.

D.2{3.9 Integrated hardware consistency monitoring
NOTE This technique/measure is referenced in Table D.4.
Aim: To detect, as early as possible, illegal conditions in-thé processing unit.
Dedcription: Most processors are equipped with miechanisms that trigger hardware exceptions when errors
are |detected (division by zero and invalid op-cades, for example). Interrupt processing of thesg errors can
then be used to trap these conditions to isolatethe system from their effects. Typically, hardware monitoring is

usef to detect systematic failures but can also’be used to detect certain kinds of random hardwarg faults. The
technique provides low coverage for some.coding errors and is good design practice.

D.2/4 Non-volatile memory
Global objective: The detection of information corruption in the non-volatile memory.

NOTE Depending on“the type of memory implemented, a single fault can affect multiple memory Ipcations. For
example, an open row select line would prevent reading an entire row of memory. This type of failure can|be easier to
detert if multiple locations are tested.

D.2/4.1 Memory monitoring using error-detection-correction codes (EDC)

NOTE 1 This technique/measure is referenced in Tables D.5 and D.6.

Aim: To detect each single-bit failure, each two-bit fallure, some three-bit failures, and some all-bit failures in
a word (typically 32, 64 or 128 bits).

Description: Every word of memory is extended by several redundant bits to produce a modified Hamming
code with a Hamming distance of at least 4. Every time a word is read, checking of the redundant bits can
determine whether or not a corruption has taken place. If a difference is found, a failure message is produced.

The procedure can also be used to detect addressing failures, by calculating the redundant bits for the
concatenation of the data word and its address. Otherwise for addressing failures, the probability of detection
is dependent on the number of EDC bits for random data returned (for example, address line open or address
line shorted to another address line such that an average of the two cells is returned). The coverage is 0 % if
the addressing error leads to a completely different cell selected.
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For RAM cell write-enable failure, EDC can provide high coverage if the cell cannot be initialized. The

coverage is 0 % if the write-enable failure affects the entire cell after it has been initialized.
NOTE 2  This technology is often referred to as ECC (Error Correcting Code).

D.2.4.2 Modified checksum

NOTE This technique/measure is referenced in Table D.5.

Aim: To detect each single bit failure.

Descripti0||l: A checksum is created by a suitable algorithm which uses each of the words in a bloc
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test, a ched
defined valy
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more proba
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NOTE1 1

Aim: To de

Description: The contents of a memory block are compressed (using’either hardware or software) into on
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carried out
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CRCs are particularly effective in detecting burst.errors. The effectiveness of the signature depends on

polynomial
detection is

NOTE2

D.2.44 B
NOTE T

Aim: To de

Description: The’address space is duplicated in two memories. The first memory is operated in the no

manner. Th

Jock replication (forexample double memory with hardware or software comparison)

e checksum can be stored as an additional word in ROM, or an additional word can be-adds
block to ensure that the checksum algorithm produces a predetermined value. In a later-mern
ksum is created again using the same algorithm, and the result is compared withithe store
e. If a difference is found, a failure message is produced (see Reference [20]). The|probability
bction is 1/(2"size of checksum) if a random result is returned. If certain data“disturbances
ble, some checksums can provide a better detection ratio than the one for rapdom results.

emory signature

his technique/measure is referenced in Table D.5.

ect each one-bit failure and most multi-bit failures.
using, for example, a cyclic redundancy check (CRC)algorithm. A typical CRC algorithm treats
nts of the block as byte-serial or bit-serial data flowy”on which a continuous polynomial divisid
using a polynomial generator. The remainder of-the division represents the compressed merj

t is the “signature” of the memory — and is stored. The signature is computed once again in
mpared with one already stored. A failure message is produced if there is a difference.

in relation to the block length of the information to be protected. The probability of a mig
1/(2*size of checksum) if a random result is returned (see Reference [20]).

se of an 8 bit CRC is not generally considered the state of the art for memory sizes above 4k.

his technique/méasure is referenced in Tables D.5 and D.6.
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subsystem design, storage of inverse data in one of the two memories can enhance diagnostic coverage.
Coverage can be reduced if failure modes (such as common address lines, write-enables) exist that are
common to both blocks or if physical placement of memory cells makes logically distant cells physical
neighbours.

D.2.5 Volatile memory
Global objective: Detecting failures during addressing, writing, storing and reading.

NOTE Depending on the type of memory implemented, a single fault can affect multiple memory locations. For
example an open row select line would prevent reading an entire row of memory. This type of failure can be easier to
detect if multiple locations are tested.
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D.2.5.1 RAM Pattern test

NOTE 1 This technique/measure is referenced in Table D.6.

Aim: To detect predominantly static bit failures.

Description: A bit pattern followed by the complement of that bit pattern is written into the cells of memory.
RAM locations are generally tested individually. The cell content is stored and then all Os are written to the cell.

The cell contents are then verified by a read back of the 0 values. The procedure is repeated by writing all 1s
to the cell and reading the contents back. If a transition failure from 1 to 0 is a failure mode of concern, an

add|tional write and read of Os can be performed. Finally, original contents of the cell are relstored (see
Reference [20], Section 4.2.1). The test is effective at detecting stuck-at and transition failures| but cannot
detgct most soft errors, addressing faults and linked cell faults.

NOTE 2  The test is often implemented in the background with interrupt suppression duringcthetest of each individual
location.

NOTE 3  Because the implementation includes a read of a just written value, optimizing compilers have 3 tendency to
optirize out the test. If an optimizing compiler is used, good design practice _is to verify the test [code by an
assgmbler-level code inspection.

NOTE4 Some RAMs can fail such that the last memory access operation is echoed back as a read. If this is a
plaugible failure mode, the diagnostic can test two locations together, firstéwriting a 0 to 1 and then a 1 to the pext and then
verifying a 0 is read from the first location.

D.2)5.2 Parity bit

NOTE This technique/measure is referenced in Tables\D:5 and D.6.

Aim: To detect a single corrupted bit or an odd.\number of corrupted bits failures in a word (typjcally 8 bits,
16 Qits, 32 bits, 64 bits or 128 bits).

Degcription: Every word of the memory:is’extended by one bit (the parity bit) which completes e

an €
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unfs
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ven or odd number of logical 1s. The parity of the data word is checked each time it is read.
ber of 1s is found, a failure message is produced. The choice of even or odd parity ought
n that, whichever of the zere*word (nothing but Os) or the one word (nothing but 1s) i
vourable in the event of afailure, then that word is not a valid code.

ty can also be useddo, detect addressing failure, when the parity is calculated for the concater

word and its address. Otherwise, for addressing failures, there is a 50 % probability of d
om data returned (for example, address line open or address line shortened to another addre
an average Of the two cells is returned). The coverage is 0 % if the addressing error leads to &
rent cell selécted.

brage’is 0 % if the write-enable failure affects entire cell after it has been initialized.
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RAM ¢ell write-enable failure, parity can detect 50 % of failures if the cell is unable to be initjalized. The

D.2.

5.3 RAM March test

NOTE 1 This technique/measure is referenced in Table D.6.

Aim: To detect predominantly persistent bit failures, bit transition failures, addressing failures and linked cell
failures.

Description: A pattern of Os and 1s is written into the cells of memory in a specific pattern and verified in a
specific order.

A March test consists of a finite sequence of March elements; while a March element is a finite sequence of
operations applied to every cell in the memory array before proceeding to the next cell. For example, an
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operation can consist of writing a 0 into a cell, writing a 1 into a cell, reading an expected 0 from a cell, and
reading an expected 1 from a cell. A failure is detected if the expected “1” is not read. The coverage level for
linked cells depends on the write/read order.

Reference [20], Chapter 4, lists a number of different March tests designed to detect various RAM failure
modes: stuck-at faults, transition faults (inability to transition from a one to a zero or a zero to a one but not

both), address faults and linked cell faults. These types of tests are not effective for soft error detection.

NOTE 2  These tests can usually only be run at initialization or shutdown.

D.2.5.4 Running checksum/CRC

NOTE This technique/measure is referenced in Table D.6.

Aim: To deject single bit, and some multiple bit, failures in RAM.

Description: A checksum/CRC is created by a suitable algorithm which uses each of therwords in a blogk of
memory. The checksum is stored as an additional word in RAM. As the memory block,is)updated, the RAM
checksum/CRC is also updated by removing the old data value and adding in the new.ddta value to be stpred
to the memiory location. Periodically, a checksum/CRC is calculated for the data®lock and compared td the
stored chegksum/CRC. If a difference is found, a failure message is produced. The probability of a migsed
detection i 1/size of checksum/CRC if a random result is returned. DC caf)be reduced as memory [size
increases.

D.2.6 1/O-pnits and interfaces

Global obj¢ctive: To detect failures in input and output units (digital, analogue) and to prevent the sending of
inadmissibl¢ outputs to the process.

D.2.6.1 Test pattern

NOTE This technique/measure is referenced in Tables D.7, D.11, D.12 and D.14.

Aim: To deject static failures (stuck-at failures)-and cross-talk.

Description: This is a dataflow-indepéndent cyclical test of input and output units. It uses a defined |test
pattern to cpmpare observations with the corresponding expected values. Test coverage is dependent on the
degree of independence betweenthe test pattern information, the test pattern reception, and the test paftern
evaluation. In a good design, the-functional behaviour of the system is not unacceptably influenced by the|test
pattern.

D.2.6.2 Cpde protection

NOTE This teehnique/measure is referenced in Table D.7.

Aim: To dejecbrandom hardware and systematic failures in the input/output dataflow.

Description: This procedure protects the input and output information from both systematic and random
hardware failures. Code protection gives dataflow-dependent failure detection of the input and output units,
based on information redundancy, or time redundancy, or both. Typically, redundant information is
superimposed on input data, or output data, or both. This gives a means to monitor the correct operation of
the input or output circuits. Many techniques are possible, for example a carrier frequency signal can be
superimposed on the output signal of a sensor and the logic unit can then check for the presence of the carrier
frequency, or redundant code bits can be added to an output channel to allow the monitoring of the validity of
a signal passing between the logic unit and final actuator.
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6.3 Multi-channel parallel output

NOTE This technique/measure is referenced in Table D.7.

Aim: To detect random hardware failures (stuck-at failures), failures caused by external influences, timing
failures, addressing failures, drift failures and transient failures.

Description: This is a dataflow-dependent multi-channel parallel output with independent outputs for the
detection of random hardware failures. Failure detection is carried out via external comparators. If a failure
occurs, the system can possibly be switched off directly. This measure is only effective if the dataflow changes
during the diagnostic test interval.

D.2

NOT

Aim
drift

6.4 Monitored outputs
E This technique/measure is referenced in Table D.7.

: To detect individual failures, failures caused by external influences, timing failures, address
failures (for analogue signals) and transient failures.

Dedcription: This is a dataflow-dependent comparison of outputs with-independent inputs

con]
defe

D.2

NOT

Aim
drift

pliance with a defined tolerance range (time, value). A detected failuré cannot always be re
ctive output. This measure is only effective if the dataflow changesduring the diagnostic test i

6.5 Input comparison/voting
E This technique/measure is referenced in Tables D.7 and*D.11.

: To detect individual failures, failures caused by, external influences, timing failures, address
failures (for analogue signals) and transient failures.

Dedcription: This is a dataflow-dependent comparison of independent inputs to ensure compli
ned tolerance range (time, value). There will be 1 out of 2, 2 out of 3 or better redundancy. This measure

defi
iso

D.2

Glo

D.2

NOT

Aim

ply effective if the dataflow changes during the diagnostic test interval.
7 Communication bus
bal objective: To detect failures in the information transfer.

7.1 One-bit hardware redundancy
E This technique/measure is referenced in Tables D.8 and D.14.

: To detect/each odd-bit failure, i.e. 50 % of all the possible bit failures in the data stream.

De

cription: The communication bus is extended by one line (bit) and this additional line (bit

ing failures,

to ensure
lated to the
terval.

ing failures,

ance with a

is used to

detdctfailures by parity checking.

EXAMPLE Parity bit as implemented in a standard UART.

D.2.

7.2 Multi-bit hardware redundancy

NOTE This technique/measure is referenced in Tables D.8 and D.14.

Aim: To detect failures during the communication on a bus and in serial transmission links.

Description: The communication bus is extended by two or more lines and these additional lines are used in
order to detect failures by using Hamming code techniques.
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D.2.7.3 Complete hardware redundancy

NOTE This technique/measure is referenced in Tables D.8 and D.14.

Aim: To detect failures during the communication by comparing the signals on two buses.
Description: The bus is duplicated and the additional lines are used to detect failures.

EXAMPLE Dual channel FlexRay implementation: the bus is duplicated and the additional lines (bits) are used in
order to detect failures.

D.2.7.4 Inspection using test patterns
NOTE This technique/measure is referenced in Table D.8.
Aim: To deject static failures (stuck-at failure) and cross-talk.

Description: This is a dataflow-independent cyclical test of data paths. It uses a defined test patterp to
compare oljservations with the corresponding expected values.

Test coverage is dependent on the degree of independence between the test pattern information, the [test

pattern recgption, and the test pattern evaluation. In a good design, the functional behaviour of the system is
not unacceptably influenced by the test pattern.

D.2.7.5 Transmission redundancy
NOTE This technique/measure is referenced in Table D.8.
Aim: To deject transient failures in bus communication.

DescriptioI: The information is transferred several ¢imes in sequence. The technique is only effectivie in
detecting transient failures.

D.2.7.6 Infformation redundancy
NOTE 1 This technique/measure is referenced in Table D.8.

Aim: To detect failures in bus commmunication.

Description: Data is transmifted in blocks, together with a calculated checksum or CRC (cyclic redundancy
check) (seq References [28])and [29]) for each block. The receiver then re-calculates the checksum of| the
received data and compares the result with the received checksum. For CRC coverage depends on the lepgth
of the data o be covered, the size of the CRC (number of bits) and the polynomial. The CRC can be designed
to address [the moresprobable communication failure modes of the underlying hardware (for example Qurst

errors).

The message be-inctudedHn-thechec S =atcttationtoprovidecoverage-forcorruptionsin this
part of the message (masquerading).

a) Low diagnostic coverage: Hamming distance of 2 or less

EXAMPLE 1 CRC value for message information embedded in message; with a CRC size of 5 bits and a polynomial
0x12 results in a Hamming distance of 2 for a data length of less than 2 048 bits. The transmitter includes the CRC value
mentioned and the receiver confirms the data after calculating and comparing the CRC value.

b) Medium diagnostic coverage: Hamming distance of 3 or more

EXAMPLE 2 CRC value for message information embedded in message; with a CRC size of 8 bits and a polynomial

0x97 results in a Hamming distance of 4 for a data length of less than 119 bits. The transmitter includes the CRC value
mentioned and the receiver confirms the data after calculating and comparing the CRC value (typically used in a LIN bus).
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EXAMPLE 3 CRC value for message information and message ID embedded in the message; with a CRC size of
10 bits and a polynomial 0x319 results in a Hamming distance of 4 for a data length of less than 501 bits. The transmitter
includes the CRC value mentioned and the receiver confirms the data after calculating and comparing the CRC value.

EXAMPLE 4 CRC value for message information and message ID embedded in the message; with a CRC size of
15 bits and a polynomial 0x4599 results in a Hamming distance of 5 for a data length of less than 127 bits. As well, burst
errors of length up to 15 can be detected. The transmitter includes the CRC value mentioned and the receiver confirms the
data after calculating and comparing the CRC value (as used in CAN).

EXAMPLE 5 CRC value for message information embedded in the message, with a CRC size of 24 bits and a
polynomial 0x5D6DCB results in a Hamming distance of the CRC of 6 for a data length of less than or equal to 248 bytes
and a Hamming distance of the CRC of 4 for a data length of greater than 248 bytes. The transmitter includes the CRC

valu

for the frame CRC).

EXA
11 b
tran

mentioned and the receiver confirms the data after calculating and comparing the CRC value (as us€

MPLE 6 CRC value for message header including the message ID embedded in the message; with 3
ts and a polynomial 0x385 results in a Hamming distance of 6 for a data length of less than or equal tg
mitter includes the CRC value mentioned and the receiver confirms the data after calculating’and compa

d in FlexRay

CRC size of
20 bits. The
ring the CRC

valug (as used in FlexRay for the header CRC).
NOT
reac]
Spe

E 2 High coverage can be reached concerning data and ID corruption, howevey, overall high covera
hed by checking only the coherence of the data and the ID with a signature, Whatever the efficiency of t
ifically, a signature does not cover the message loss or the unintended message repetition.

je cannot be
he signature.

NOTE 3  If a checksum algorithm has a Hamming distance of less than\3, a high coverage concerning|data and ID

corryiption can still be claimed if supported by a proper rationale.

D.2]7.7 Frame counter

NOTE This technique/measure is referenced in Table D.8:
Aim
The

: To detect frame losses. A frame is a coherent set of data sent from one controller to other g
unique frame is identified by a message I[2:

ontroller(s).

transmitted
ssive frame
the counter

Description: Each unique safety-related-frame includes a counter as part of the message which is
on fhe bus. The counter is increménted (with roll-over) during the creation of each succe
tranpmitted. The receiver is then able to detect any frame loss or non-refreshment by verifying that
is incrementing by one.

reshment of
ed data, an

As
safe
indi

ecial version of the frameCounter would be to include separate signal counters tied to the ref
ty-related data. In this-situation, if a frame contained more than one piece of safety-relat
idual counter for each piece of safety-related data is provided.

D.2J7.8 Timeout monitoring

NOTE This technique/measure is referenced in Table D.8.

Aim: Te detect loss of data between the sending node and the receiving node.

Description: The receiver monitors each expected safety-related message ID for time between the receipt of
valid frames with this message ID. A failure would be indicated by too long a period elapsing between
messages. This is intended to detect continuous loss of a communications channel or the continuous loss of
one a specific message (no frames received for a specific message ID).

D.2.7.9 Read back of sent message
NOTE 1 This technique/measure is referenced in Table D.8.

Aim: To detect failures in bus communication.
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Description: The transmitter reads back its sent message from the bus and compares it with the original

message.

NOTE 2

NOTE 3

This safety mechanism is used by CAN.

High coverage can be reached concerning data and ID corruption, however, overall high coverage cannot be

reached by checking only the coherence of the data and the ID. Other failure modes like the unintended message
repetition are not necessarily covered by this safety mechanism.

D.2.8 Power supply

Global objective: To detect failures caused by a defect in the power supply.

D.2.81 V
NOTE T
Aim: To de

Description: Monitoring of input voltage or current.

D.2.8.2 V
NOTE T
Aim: To de

Description: Monitoring of output voltage or current.

D.2.9 Temporal and logical program sequence monitoring

bltage or current control (input)
his technique/measure is referenced in Table D.9.

ect as soon as possible wrong behaviour of input current or voltage values.

bltage or current control (output)
his technique/measure is referenced in Table D.9.

ect as soon as possible wrong behaviour of output current or voltage values.

NOTE This group of techniques and measures is referenced in Table D.10.

Global objective: To detect a defective program sequence. A defective program sequence exists if| the
individual elements of a program (for example, software modules, subprograms or commands) are procegsed
in the wrong sequence or period of timé, or if the clock of the processor is faulty.

D.2.9.1 Watchdog with separate’time base without time-window

NOTE This technique/measure is referenced in Table D.10.

Aim: To mqgnitor the belaviour and the plausibility of the program sequence.

Description: External timing elements with a separate time base (for example, watchdog timers)|are
periodically|triggered to monitor the processor's behaviour and the plausibility of the program sequence.|lt is
important that-the triggering points are correctly placed in the program. The watchdog is not triggered jt a

fixed period

, but a maximum interval is specified.

D.2.9.2 Watchdog with separate time base and time-window

NOTE

This technique/measure is referenced in Table D.10.

Aim: To monitor the behaviour and the plausibility of the program sequence.

Description: External timing elements with a separate time base (for example watchdog timers) are
periodically triggered to monitor the processor's behaviour and the plausibility of the program sequence. It is
important that the triggering points are correctly placed in the program (e.g. not in an interrupt service routine).
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