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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

End-of-life deployment activation of on-board pyrotechnic devices is a part of a wider regime designed
to ensure that road vehicles are scrapped in a safe and environmentally acceptable condition after their
use.

Newly designed products implement new security features like the authentication service. Such
vehicle PCU(s) can not be supported by pyrotechnic device deployment tools (PDTs) without security
implementation.

The 1SO 2p02 based on the Of S S ITITercont ' e mpdel
ISO/IEC 7498-1 and 1SO/IEC 10731[3], which structures communication systems intg sqven
en mapped on this model, the application layer protocol and data link layer framework
requirements specified/referenced in the ISO 26021 series are structured according to Figure’1.

Figure 1 illustrates a standard-based documentation concept, which consists of thé)following npain
clusters:

— vehiclg diagnostic communication framework: covers all relevant basic vehicle diagndstic
commyinication specifications of OSI layers 7, 6 and 5;

— vehiclg diagnostic communication use case framework: covers the’use cases and requirements of
the subject matter of OSI layer 7;

— presentation layer framework: covers all data-relevant specifications of OSI layer 6;

— conformance test plan: covers the conformance test plan requirements of the use cases fpnd
commyinication requirements of OSI layers 7, 6 and 5;

— lower PSI layer framework: covers all vehicle diagnostic protocol standards of OSI layers 4, 3, 2 and
1, whigh are relevant and referenced by the usg.case specific standard.

viil © IS0 2022 - All rights reserved
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Road vehicles — End-of-life activation of in-vehicle
pyrotechnic devices —

Part 1:
Application and communication interface

1

Thi
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Eoll

Thi
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con
req

Thi

PD
req

2

Scope

5 document is applicable to road vehicles, where the electronic vehicle interface of the
connector (DLC) is used to perform an end-of-life (EoL) activation of in-vehiadle'pyrotechi
rt from actual removal, this is the method to assure that no pyrotechnicisubstances ar
vehicle. On-board activation is an effective and safe method.

5 document describes use cases and specifies technical requiremerits in order to supp

munication over controller area network (DoCAN) anddnternet Protocol (DolP) alo
1ired provision of data definitions.

5 document comprises:
terminology definitions;
definition of end-of-life activation of in-vehiele pyrotechnic devices relevant use cases;

requirements for the establishment of‘communication between the pyrotechnic device d
tool (PDT) and the vehicle's pyrotechnic control unit(s) (PCU(s));

requirements for the optional-tsage of a credentials-based authentication and au
mechanism between the PDT\and the vehicle;

pyrotechnic devices;
PCU-relevant techhical requirements.

-relevant réquirements are specified in a test equipment-specific standard with P
1lirements:

Normative references

diagnostic
hic devices.
e left in an

t the end-

fe activation of in-vehicle pyrotechnic devices via the electrohic communication interface. This
ument references the ISO 14229 series unified diagnosti¢,services implemented on|diagnostic

g with the

eployment

horisation

requirements for the ptotection against tampering of the defined end-of-life activation df in-vehicle

DT-specific

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference Model: The
Basic Model

ISO/IEC 9834-1, Information technology — Procedures for the operation of object identifier registration
authorities: General procedures and top arcs of the international object identifier tree — Part 1:

ISO 11898-1, Road vehicles — Controller area network (CAN) — Part 1: Data link layer and physical

sign

alling

ISO 11898-2, Road vehicles — Controller area network (CAN) — Part 2: High-speed medium access unit
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IS0 13400-2, Road vehicles — Diagnostic communication over Internet Protocol (DolP) — Part 2: Transport
protocol and network layer services

ISO 13400-3, Road vehicles — Diagnostic communication over Internet Protocol (DolP) — Part 3: Wired

vehicle inte

rface based on IEEE 802.3

IS0 13400-4, Road vehicles — Diagnostic communication over Internet Protocol (DolP) — Part 4: Ethernet-

based high-

ISO 14229-

speed data link connector

1, Road vehicles — Unified diagnostic services (UDS) — Part 1: Application layer

DD L1IDC) D £2. C

ISO 14229

ISO 14229
CAN implen

ISO 142291
Internet Pr

ISO 14230+

ISO 15031
related diay

ISO 15765

Transport protocol and network layer services

SO 15765+
Specificatic

ISO 26021
definitions

3 Terms and definitions

For the put
the followi

ISO and IE
ISO On

IEC Elg

3.1
key
data value

= Lol Llaifiad Js £z 4 4 ] ;
5 IWOua vVETTICICS OUTTTCU utayrtoSTIC3CT VICCS (OO T UT T Z, OCSSTUTT Uy CTr—SCT VICTS

3, Road vehicles — Unified diagnostic services (UDS) — Part 3: Unified diagnostic service
hentation (UDSonCAN)

5, Road vehicles — Unified diagnostic services (UDS) — Part 5: Unified diagnostic service
ptocol implementation (UDSonIP)

1, Road vehicles — Diagnostic communication over K-Line (DoK-Line) ——Part 1: Physical lay

3, Road vehicles — Communication between vehicle and external.-equipment for emissi
ynostics — Part 3: Diagnostic connector and related electrical circuits: Specification and us4

2, Road vehicles — Diagnostic communication over Controlléx Area Network (DoCAN) — Pa

5, Road vehicles — Diagnostic communication over Controller Area Network (DoCAN) — Pa
n for an in-vehicle network connected to the diagngstic link connector

3,YRoad vehicles — End-of-life activation. qf ;on-board pyrotechnic devices — Part 3: I

poses of this document, the terms and definitions given in ISO/IEC 7498-1, ISO 14229-1
hg apply.

[ maintain terminology ‘databases for use in standardization at the following addresses:

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/

in order to

b On

TO

DNns-

R}

t2:

Y

t5:

ata

and

sent ffom the external test equipment to the on-board controller in response to the seed (3.9

gain access to the locked services

3.2

pyrotechnic control unit

PCU

electronic control unit in the vehicle network which controls the activation of pyrotechnic devices

3.3

pulse width modulation

PWM

signal linked by the ACL to the independent hardware path in the pyrotechnic control unit (3.2)

Note 1 to en

try: The PWM signal is active during the deployment session.

1) Second

2

edition under preparation. Stage at the time of publication: ISO/DIS 26021-3:2022.
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pyrotechnic device deployment tool
PDT

tool designed to be plugged into the OBD interface in order to communicate via the internal computer
network in an end-of-life vehicle with control units which are able to activate pyrotechnic devices

3.5

safing
mechanism whose primary purpose is to prevent an unintended functioning of the pyrotechnic control
unit (3.2) processor prior to detection of a crash situation

3.6
safi
par
mic

EXA

3.7

mo

3.8
scr

scrEpping program module

ng unit
L of the pyrotechnic control unit (3.2) that allows the pyrotechnic component d
roprocessor (iP) to deploy the pyrotechnic devices via the driver stage

MPLE An electromechanically operated switch or a separate processor.

ule responsible for firing the selected pyrotechnic device loops,one-by one

pping program module loader

eployment

modlule responsible for converting the scrapping program module (3.7) to an executable fornat

3.9

seed

psepido-random data value sent from the on-board controller to the external test equipment, which is
professed by the security algorithm to producecthe key (3.1)

4 |Symbols and abbreviated terms

4.1l Symbols

A delta

At] crient DelP-network design-dependent delays

Atods crient DolP network design-dependent extended delays

At, DoCAN network design-dependent delays

t time

ts3 fefvent client session timer

£s3 server server session timer

Cp2 Server Max server response timer maximum value

tp2* Server Max server extended response timer maximum value

£p3 Client Phys time between end of server response and start of new client request

4.2 Abbreviated terms

ACL additional communication line
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AL
APP
BP
CAN
CANID
DID
DLC
DLL
DoCAN
DolP
EoL
IDIS
10

LSb
LSB

M

MSb
MSB
MsgParam
N/A
NRC
NL

0

OBD
0SI
PCU
PDT
PDU
PHY
PL

application layer
application

basic principle
controller area network
CAN identifier

data identifier

diagnostic link connector

data link layer

diagnostic communication over CAN
diagnostic communication over internet protocol
end-of-life

international dismantling information system
input, output

least significant bit

least significant byte

mandatory

most significant bit

most significant byte

message parameter

not applicable

negativeJesponse code

network layer

optional

on-board diagnostic

alkalk-auctanac antarocaonina ob o

e
pyrotechnic control unit
pyrotechnic device deployment tool
protocol data unit

physical layer

presentation layer

PosRspMsgParam positive response message parameter
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PWM pulse width modulation

RAM random access memory

REQ requirement

ReqMsgParam request message parameter

RID routine identifier

SA source address

SL session layer

SI service interface

SIP service interface parameter

SPLJ scrapping program module loader
SPM scrapping program module

SRS supplemental restraint system

SF SubFunction

TA target address

TL transport layer

ucC microcontroller

UDS unified diagnostic services

VIN vehicle identification number

VM vehicle manufacturer

5 |Conventions

Thif document is based on OSI service conventions as specified in ISO/IEC 10731[1],
6 |[Basic principles and use cases overview
6.1| Basic principles

Basic principles are established as a guideline to develop this document.

— BP1: use cases describe the interaction between the PDT and the vehicle's pyrotechnic device(s)
utilising the vehicle's communication interface and/or additional communication line at the
diagnostic link connector.

— BP2: use cases of the same subject are combined in one use case group.
— BP3: use cases described in this document are described from a vehicle's point of view.
— BP4: use cases are described independently of the vehicle system group, e.g. safety systems.

— BP5: all communication messages comply with the ISO 14229 series.
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— BP6: all data definitions comply with the [SO 14229 series.

— BP7: fixed parameter values, for example, hardware deployment method, number of PCU(s), address
information, VIN, dismantling information, and routine controls are assigned to standardized
identifiers (DIDs, RIDs) and are mandatory for applicable use cases and interface requirements
unless otherwise noted.

— BP8: requirements inherit the classification of the corresponding use cases.

— BP9: a"REQ X.Y" requirement specifies a single requirement (not multiple).

— BP10: prly—diagnestie—services—and—data—thatare—within—the—secepe—of-the
guaranteed to work in the context of end-of-life deployment activation of on
devicep.

-board pyrotec

6.2 Use case groups and associated use cases

Table 1 prdvides an overview of the main use case groups, associated use cases.

Table 1 — Use case groups and associated use cas€s

Use case group (UCG) Use cas€é reference
1 |UCG 1| Perform communication interface UC 1.1 - Discover DoCAN‘communication interface
discovery UC 1.2 - Discover DoIP communication interface
2 |UCG-2|- Perform authentication UC 2.1 - Perform'PDT authentication

UC 2.2 - Perform fixed-address PCU/PCU(s) authenticatjon
3 |UCG 3} Perform system initialisation (Sys-In- |[UC 3.1 - Report PCU hardware deployment method

i9 UC 3.2'="Report number of PCU(s)
UC.3.3 - Report address information of PCU(s)

UC 3.4 - Report vehicle identification number

UC 3.5 - Report dismantling documentation of PCU
4 |UCG 4} Perform PCU initialisation (PCU-Init) |UC 4.1 - Report PCU deployment loop identification table

UC 4.2 - Initiate safetySystemDiagnosticSession
UC 4.3 - Keep-alive safetySystemDiagnosticSession
UC 4.4 - Unlock security of PCU

UC 4.5 - Execute PCU(s) scrapping program module loader

5 |UCG 5} Perform PGUrand ACL sequence (PCU- |UC 5.1 - Report ACL deployment sequence (ACL-Init)
and A(L-Scrapping)

UC 5.2 - Write dismantling documentation into PCU (D4
vice-Deploy)

UC 5.3 - Perform ACL deployment confirmation sequenge
(Devite-Depioy)

UC 5.4 - Perform PCU pyrotechnic device scrapping via
loop identification (Device-Deploy)

6 |UCG 6 - Terminate PCU pyrotechnic device UC 6.1 - Terminate PCU pyrotechnic device scrapping via
deployment (PCU-End) communication interface

UC 6.2 - Terminate PCU pyrotechnic device scrapping via
ACL
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7 Use cases definition (UC)

7.1 UCG 1 - Perform communication interface discovery

7.1.1 UC 1.1 - Discover DoCAN communication interface

Table 2 defines the UC 1.1 - Discover DoCAN communication interface.

Table 2 — UC 1.1 - Discover DoCAN communication interface

Item Description

Name UC 1.1 - Discover DoCAN communication interface

Goal The fixed-address PCU/gateway listens on the DoCAN communication interface cénnected to
the vehicle's diagnostic link connector to discover the PDT selected protecol.

Actlor PDT and fixed-address PCU/gateway

Input The fixed-address PCU/gateway listens on the DoCAN commumication interface for a request
message sent by the PDT.

Output Transmission of a positive response message on the DoCAN communication intejfface by the
fixed-address PCU/gateway

Function The fixed-address PCU/gateway (depends on in-vehiele network architecture implgmentation)
listens on the DoCAN communication interface(s)connected to the vehicle diagnostic link con-
nector according to ISO 15031-3 for a request méssage sent by the PDT.
The fixed-address PCU/gateway responds$with a positive response message on [the DoCAN
communication interface.

Claksification |Mandatory

7.1

Table 3 defines the UC 1.2 - Discover DolP.communication interface.

2 UC 1.2 - Discover DolP communication interface

Table 3 — UC.1.2 - Discover DolP communication interface

Item Description

Name UC 1.2 - Discover DolP communication interface

Gogl The fixed-address PCU/gateway listens on the DolP communication interface conngcted to the
vehicle's diagnostic link connector to discover the PDT selected protocol.

Actior PDT and fixed-address PCU/gateway

Input The fixed-address PCU/gateway listens on the DolP communication interface for a request
message sent by the PDT.

Output Transmission of positive response message on the DolP communication interface by the
fixed-address PCU/gateway

Funetion The-fixed-addressREU/gatewa{dependsoninehiclenetworkarchitecturetmplémentation)
listens on the DoIP communication interface connected to the vehicle diagnostic link connector
according to ISO 13400-4 for a request message sent by the PDT.
The fixed-address PCU/gateway responds with a positive response message on the DolP com-
munication interface.

Classification |Mandatory

7.2 UCG-2 - Perform authentication

7.2.1 UC 2.1 - Perform PDT authentication

Table 4 defines the UC 2.1 - Perform PDT authentication.
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Table 4 — UC 2.1 - Perform PDT authentication

Item Description

Name UC 2.1 - Perform PDT authentication

Goal Authenticate the PDT against the fixed address PCU/gateway/PCU(s)

Actor PDT and fixed-address PCU/gateway/PCU(s)

Input Valid credentials sent by the PDT to the fixed address PCU/gateway/PCU(s)

Output The fixed address PCU/gateway/PCU(s) send(s) the result of the authentication to the PDT.
A positive authentication response message confirms the authenticity.

Function The PDT uses credentials to authenticate against the fixed address PCU/gateway/PCU(s)
The fixed address PCU/gateway/PCU(s) respond(s) with the result of the authentication pnd
if successful, grant access rights to all diagnostic services and data necessary to, fulfil the juse
cases specified in this document.

Classificatjon |Optional

7.2.2 U(2.2 - Perform fixed-address PCU/PCU(s) authentication

Table 5 def

ines the UC 2.2 - Perform fixed-address PCU/PCU(s) authentication:

Table 5 — UC 2.2 - Perform fixed-address PCU/PCU(s) authentication

Item Description

Name UC 2.2 - Perform fixed-address PCU/PCU(s) authentication

Goal Authenticate the fixed address PCU(s)/gateway/PCU(s) against the PDT

Actor PDT and fixed-address PCU/gateway/PCU(s)

Input Valid credentials sent by the fixed address PCU(s)/gateway/PCU(s) to the PDT

Output The PDT sends the result of the authéntication to the fixed address PCU/gateway/PCU(s).
A positive authentication respense message confirms the authenticity.

Function The fixed address PCU(s)/gateivay/PCU(s) use(s) credentials to authenticate against the PPT.
The PDT responds with.the result of the authentication.

Classificatjon |Optional

7.3 UCG|3 - Perform system initialisation (Sys-Init)

7.3.1 UC
Table 6 def

3.1 - ReportPCU hardware deployment method

ines theUG 3.1 - Report PCU hardware deployment method.

Table 6 — UC 3.1 - Report PCU hardware deployment method

Item Description

Name UC 3.1 - Report PCU hardware deployment method

Goal The fixed-address PCU provides the hardware deployment method information upon request
by the PDT.

Actor PDT and fixed-address PCU(s)

Input Fixed-address PCU(s) receive(s) request message with DID = PCUHardwareDeploymentMethod.

Output Fixed-address PCU(s) transmit(s) the positive response message with DID = PCUHardwareDe-
ploymentMethod, its value, and the ACL type parameter to the PDT.

Function The PDT requests the PCUHardwareDeploymentMethod.
The fixed-address PCU(s) respond(s) with the PCUHardwareDeploymentMethod information.

8
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Table 6 (continued)

Item

Description

Classification

Mandatory

7.3.2 UC 3.2 - Report number of PCU(s)

Table 7 defines the UC 3.2 - Report number of PCU(s).

Table 7 — UC 3.2 - Report number of PCU(s)

Item Description

Name UC 3.2 - Report number of PCU(s)

Go*l The fixed-address PCU provides the number of PCU(s) information upon'request bl the PDT.

Actlor PDT and fixed-address PCU(s)

Inﬂut Fixed-address PCU(s) receive(s) request message with DID = NumberOfPCU.

Output Fixed-address PCU(s) transmit(s) the positive response message with DID = NumbefOfPCU and
its value to the PDT.

Function The PDT requests the NumberOfPCU.
The fixed-address PCU(s) respond(s) with the NumberOfPCU information.
The NumberOfPCU value specifies the outer loop)ofthe scrapping sequence, which {s stored for
later use in the sequence executed by the PDT:

Claksification |Mandatory

7.3]3 UC 3.3 - Report address information of RCU(s)

Tabje 8 defines the UC 3.3 - Report address information of PCU(s).

Table 8 — UC 3.3~ Report address information of PCU(s)

Item Description

Name UC 3.3 - Reportiaddress information of PCU(s)

Goal The fixed-address PCU(s) provide(s) the address information of PCUs upon request|by the PDT.

Actlor PDT and fixed-address PCU(s)

Input Fixed<address PCU(s) receive(s) request message with DID = AddressInfoOfPCUs

Output Fixed-address PCU(s) transmit(s) the positive response message with DID = AddressfnfoOfPCUs
and its information of each PCU installed in the vehicle to the PDT.

Function The purpose of this feature is to support the backward compatibility of used addrefsing meth-
ods implemented in PCUs.
The PDT requests the AddressInfoOfPCUs.
Thafivad 2ddeacce DCTIA »racnon Al ath thao AddracclnfoNfDCTIc 1nfoyin ating
The-fixed-addressPCH{s}respond{siwith-the-Addressinfo0fPCUs information:
The AddressInfoOfPCUs information consists of the data record PCU address format #1, PCU
request address #1, the PCU response address #1, up to PCU address format #N, PCU request
address #N, the PCU response address #N.

Classification |Mandatory

7.3.4 UC 3.4 - Report vehicle identification number

Table 9 defines the UC 3.4 — Report vehicle identification number.
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Table 9 — UC 3.4 - Report vehicle identification number

Item Description
Name UC 3.4 - Report vehicle identification number
Goal The fixed-address PCU(s) provide(s) the VIN.
Actor PDT and fixed-address PCU(s)
Input Fixed-address PCU(s) receive(s) request message with DID = VIN.
Output Fixed-address PCU(s) transmit(s) the positive response message with DID = VIN and its infor-
mation to the PDT.
Function The PD T Tequeststhe V-
The fixed-address PCU(s) respond(s) with the VIN.
The VIN is used to uniquely identify the vehicle.
Classificatjon |Mandatory
7.3.5 UdQ3.5 - Report dismantling documentation of PCU
Table 10 d¢fines the UC 3.5 - Report dismantling documentation of PCU.
Table 10 — UC 3.5 - Report dismantling documentation of PCU
Item Description
Name UC 3.5 - Report dismantling documentation of PCU
Goal The fixed-address PCU(s) receive(s) a request toseport the dismantling information fromf|the
vehicle's fixed-address PCU(s) protected, permanent memory.
Actor PDT and fixed-address PCU(s)
Input Fixed-address PCU(s) receive(s) requestimessage with DID = Dismantlerldentification.
Output The Dismantlerldentification number.the PCU deployment device identification value, the ygar,
month, and the day of deploymentis read from the fixed-address PCU's protected, permarfent
memory.
Function The PDT requests the Dismantlerldentification data.
The fixed-address PCUresponds with the Dismantlerldentification information.
Classificatjon |Mandatory
7.4 UCG|4 - Perform PCUnitialisation (PCU-Init)
7.4.1 Ud4.1 - ReportPCU deployment loop identification table
Table 11 dg¢fines the'UC 4.1 - Report PCU deployment loop identification table.
Table 11 — UC 4.1 - Report PCU deployment loop identification table
Item Description
Name UC 4.1 - Report PCU deployment loop identification table
Goal Determine the number and status of pyrotechnic devices supported in the vehicle.
Actor PDT and PCU #1 to #N
Input The addressed PCU #1 to #N listens on the supported communication interface for a ReadData-
Byldentifer request message with DID = NumOfDeployLoopTableRecAndStatus sent by the PDT.
Output Transmission of a ReadDataByldentifer positive response message with the DeploymentLoop-
IdTable on the communication interface supported by the PCU #1 to #N
10 © IS0 2022 - All rights reserved
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Table 11 (continued)
Item Description

Description The addressed PCU #1 to #N listens on the supported communication interface connected to
the vehicle diagnostic link connector according to either ISO 15031-3, ISO 13400-4 for a ReadD-
ataByldentifer request message with DID = DeploymentLoopldTable sent by the PDT.
The addressed PCU #1 to #N responds with a positive response message on the supported
communication interface.

Classification |Mandatory

7.4{2 UC 4.2 - Initiate safetySystemDiagnosticSession

Table 12 defines the UC 4.2 - Initiate safetySystemDiagnosticSession.

Table 12 — UC 4.2 - Initiate safetySystemDiagnosticSession

Item Description

Name UC 4.2 - Initiate safetySystemDiagnosticSession

Go+l Transit one of the PCUs into the safety system diagnosticsession

Actor PDT and PCU #1 to #N

Inﬂut The addressed PCU #1 to #N listens on the supportéd communication interface fof a Diagnos-
ticSessionControl request message with the SubFunction parameter set to safetySystemDiag-
nosticSession sent by the PDT.

Output The addressed PCU #1 to #N transmits a DiagnosticSessionControl positive resporlse message
on the communication interface.

Function The addressed PCU #1 to #N (dependsion in-vehicle network architecture implementaltion) listens
on the supported communicationdnterface connected to the vehicle diagnostic link connector
according to either ISO 15031-3,4S0 13400-4 for a DiagnosticSessionControl requ¢st message
with the SubFunction parameter set to safetySystemDiagnosticSession.

The addressed PCU #1 to'#N responds with a DiagnosticSessionControl positiye response
message on the supported communication interface.

Claksification |Mandatory

7.413 UC 4.3 - Keep-alive safetySystemDiagnosticSession
Tabje 13 defines the UC4:3 - Keep-alive safetySystemDiagnosticSession.

Table 13 — UC 4.3 - Keep-alive safetySystemDiagnosticSession

Item Description

Name UC 4.3 - Keep-alive safetySystemDiagnosticSession

Goal Keep-alive active safetySystemDiagnosticSession

Actor PO TamdPCH

Input The addressed PCU listens on the supported communication interface for any request message.

Output Transmission of a positive response message on the supported communication interface by
the addressed PCU

Description The addressed PCU (depends on in-vehicle network architecture implementation) listens on
the supported communication interface(s) connected to the vehicle diagnostic link connector
according to either ISO 15031-3, ISO 13400-4 for any request message.
The addressed PCU responds with a positive response message on the supported communication
interface which keeps the active diagnostic session alive.

Classification |Mandatory
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7.4.4 UC4.4 - Unlock security of PCU

Table 14 defines the UC 4.4 - Unlock security of PCU.

Table 14 — UC 4.4 - Unlock security of PCU

Item Description
Name UC 4.4 - Unlock security of PCU
Goal Enable security deployment with SecurityAccess service
Actor PDT and PCU
Input 1. Theaddressed PCU listens on the supported communication interface for a SecurityAcgess
request message with a SecurityAccessType set to RequestDeploymentSeed.
2. The addressed PCU listens on the supported communication intécface for a
SecurityAccess request message with a SecurityAccessType set to SendDéploymentKey
and the SecurityKey value required to successfully unlock the PCU.
Output 1. Transmission of a SecurityAccess positive response message with a SecuritySeed|for
RequestDeploymentSeed on the communication interface supported by the addregsed
PCU.
2. Transmission of a SecurityAccess positive response message with a SecurityAccessTlype
set to sendKey.
Function The SecurityAccess is a 2-step sequence between the PPand the PCU.
In the first step the addressed PCU (depends on in-vehicle network architecture implementa-
tion) listens on the supported communication interface connected to the vehicle diagnostic |ink
connector according to either ISO 15031-3, ISQA8400-4 for a SecurityAccess request mesgage
with a SecurityAccessType set to RequestDepleymentSeed sent by the PDT.
The addressed PCU responds with a Secu?ityAccess positive response message with a Secpiri-
tySeed for RequestDeploymentSeed.
In the second step the addressed PCU listens on the supported communication interface fpr a
SecurityAccess request messagewith a SecurityAccessType set to SendDeploymentKey and|the
SecurityKey value required t6 successfully unlock the PCU.
The addressed PCU respends with a SecurityAccess positive response message with a Secyrit-
yAccessType set to SendKey.
Classificatjon |Mandatory
7.4.5 Ud4.5 - Execute PCU[s) scrapping program module loader

Table 15 dg

fines the UG4.5 - Execute PCU(s) scrapping program module loader.

Table15 — UC 4.5 - Execute PCU(s) scrapping program module loader

Item Description
Name HEe4-5—FExecnte REH{sTserappinsprosranr-medidetoader
Goal PDT prepares the PCU for deployment of connected pyrotechnic devices.
Actor PDT and PCU
Input 1. The addressed PCU listens on the supported communication interface for a

RoutineControl request message with a routineControlType = startRoutine, a
routineldentifier = ExecuteSPL, and a routineControlOptionRecord = ExecuteSPL
parameter.

2. The addressed PCU listens on the supported communication interface for a
RoutineControl request message with a routineControlType = requestRoutineResult and

aroutineldentifier = ExecuteSPL.

12
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Table 15 (continued)

Item

Description

Output

1. Transmission of a RoutineControl positive response message on the communication
interface supported by the addressed PCU after the routine stops and the scrapping

module is in an executable form.

2. Transmission of a RoutineControl positive response message on the communication

interface is supported by the addressed PCU with a routineStatusRecord.

Function

The scrapping program module (SPM) is stored in a non-executable format. The scrapping

program loader (SPL) is responsible for converting the SPM into an executable format.

The PDT requests RoutineControl with ExecuteSPL to the PCU.

The SPL copies the SPM into a free RAM space. The RAM space is initialized ‘after § reset. The
SPL converts the SPM into an executable format, e.g. the SPL overwrites spme+values of the port

input/output or function addresses with the correct values.

Clapsification

Mandatory

7.5 UCG 5 - Perform PCU and ACL sequence (PCU- and ACL-Scrapping)

7.5]1 UCS5.1 - Report ACL deployment sequence (ACL-Init)
Table 16 defines the UC 5.1 - Report ACL deployment sequence (ACL-Init).

Table 16 — UC 5.1 - Report ACL deployment sequence (ACL-Init)

Item Description

Name UC 5.1 - Report ACL deployment sequence (ACL-Init)

Goal PCU(s) report(s) ACL deployment'sequence via ACL with bidirectional communicftion/PWM
signal.

Actlor PDT and PCU

Input UC 4.1 - Report PCU deployment loop identification table;
PCU receives an ACLrrequest for deployment message/signal code via the ACL.

Output PCU transmits the ACL command for deployment or signal code via the ACL.

Description

In this use case the fixed-address PCU reports via UC 4.1 - Report PCU deploymenit loop iden-
tification table that the vehicle architecture supports a PCU(s) with an ACL with bjdirectional

communication/PWM signal at the diagnostic link connector.

The PCU awaits reception of an ACL request for deployment message/signal code yia the ACL.

Then the PCU transmits the ACL command for deployment or signal code via the A[L.

Claksificatien

Optional

7.5]2_UC 5.2 - Write dismantling documentation into PCU (Device-Deploy)

Table 17 defines the UC 5.2 - Write dismantling documentation into PCU (Device-Deploy).

Table 17 — UC 5.2 - Write dismantling documentation into PCU (Device-Deploy)

Item Description
Name UC 5.2 - Write dismantling documentation into PCU (Device-Deploy)
Goal The fixed-address PCU receives a request to write the dismantling information in the protected,
permanent memory.
Actor PDT and fixed-address PCU
Input Fixed-address PCU receives a request message with DID = Dismantlerldentification.

© IS0 2022 - All rights reserved
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Table 17 (continued)
Item Description

Output The Dismantlerldentification data of the PDT, the PCU deployment device identification value,
year, month, and day of deployment is written into the fixed-address PCU's protected, perma-
nent memory.

Function The dismantler information is used to document the deployment process.
Once the dismantler information record is written to the protected, permanent memory of the
fixed-address PCU, such data become read-only.

Classification |Mandatory

7.5.3 U(Q5.3 - Perform ACL deployment confirmation sequence (Device-Deploy)

Table 18 d¢fines the UC 5.3 - Perform ACL deployment confirmation sequence (Device-Deploy).
Table¢ 18 — UC 5.3 - Perform ACL deployment confirmation sequence (Device-Deploy)
Item Description
Name UC 5.3 - Perform ACL deployment confirmation sequence (Device:Deploy)
Goal PCU reports the ACL deployment confirmation sequence via the*ACL with bidirectional cpm-
munication/PWM signal.
Actor PDT and PCU
Input UC 4.1 - Report PCU deployment loop identificationtable (e.g. hardware switch, ACL bidirec-
tional communication with or without DoCAN/DolR);
PCU receives an ACL deployment confirmation‘ntessage/signal code via the ACL.
Output PCU transmits the ACL deployment confirmation response message/signal code via the A(L.
Function In this use case the fixed-address PCU rgports via UC 4.1 - Report PCU deployment loop iden-
tification table that the vehicle architécture supports a PCU(s) with an ACL with bidirectignal
communication/PWM signal at the diagnostic link connector.
The PCU awaits reception of an'ACL deployment confirmation message/signal code via the ACL.
Then the PCU transmits the ACL deployment confirmation response message/signal code|via
the ACL.
Classificatjon |Optional
7.5.4 U(Q5.4 - Perform PCU pyrotechnic device scrapping via loop identification (Device-
Deploy)
Table 19 ddfines the UC'54 - Perform PCU pyrotechnic device scrapping via loop identification (Devfice-
Deploy).
Table 19.—< UC 5.4 - Perform PCU pyrotechnic device scrapping via loop identification
(Device-Deploy)
Item Description
Name UC 5.4 - Perform PCU pyrotechnic device scrapping via loop identification (Device-Deploy)
Goal Scrapping of PCU's connected pyrotechnic devices
Actor PDT and PCU
Input The requested input is based on the output of UC 4.1 - Report PCU deployment loop identifica-
tion table.
The addressed PCU listens on the supported communication interface for a RoutineControl request
message with aroutineControlType = startRoutine, a routineldentifier = DeployLoopRoutinelD,
and a routineControlOptionRecord with DeploymentLoopID information.
14
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Table 19 (continued)

Item

Description

Output

The PCU determines the number of internal loops to execute the firing of one or multip

including DeploymentLoopID information.

le pyrotech-

nic devices. The PCU transmits a RoutineControl positive response message with a routineCon-
trolType = startRoutine, a routineldentifier = DeployLoopRoutinelD, and a routineStatusRecord

Description

To support the work of the dismantler, it is necessary to identify the number and area of installed
PCU pyrotechnic devices. Every PCU can support a defined number, 1 to 255, of pyrotechnic devic-
es. There is no standardized allocation between the PCU channel and the type of PCU generator.

GllC Ul lllu‘ltip‘lt lJyl UtCL}llliL dcviuca dl'c LUllllCLth tU d PCU Vid lllcllJPCd FCU \,hauuc
has an internal loop identification table, which describes the link between the PCU
the system-specific allocation of the firing loops.

The PCU receives a request message RoutineControl with startRoutine, RID.= Exec
parameter loop ID to the PCU (for each pyrotechnic device connected to this PCU).

— The SPM fires the pyrotechnic device.
— The PDT receives the result.

— The SPM updates the LoopStatus.

— The PDT requests PCU-Reset, which cléars'the RAM and deletes the execuf

s.Each PCU
thannel and

uteSPL, and

able SPM.

Clagsification

Mandatory

7.6

UCG 6 - Terminate PCU pyrotechnic device deployment (PCU-End)

7.6{1 UC 6.1 - Terminate PCU pyrotechnie'device scrapping via communication interface

Table 20 defines the UC 6.1 - Terminate RCU pyrotechnic device scrapping via communicatio

h interface.

Taple 20 — UC 6.1 - Terminate PCU pyrotechnic device scrapping via communication|interface
Item | Description

Name UC 6.1 - Terminate PCU pyrotechnic device scrapping via communication interface

Godl After deployment of all PCUs, the deployment termination becomes active via the gommunica-
tion-intetface.

Actpr PDT and PCU

Input PCU does not receive any diagnostic messages for a timeout period specified in 1ISJ 14229-2 or
receives an ECUReset diagnostic request.

Oufput PCU ends the safetySystemDiagnosticSession.

Furlction To terminate the PCU pyrotechnic device scrapping via the communication interfgce, the PCU
doesnotreceive. Ry r“dgnncfif‘ messages foratimeout pm-inrl cpar‘ifinr‘ in IS0 1422912 or receive
an ECUReset diagnostic request. This causes the PCU to end the safetySystemDiagnosticSession.

Classification |Mandatory

7.6.2 UC6.2 - Terminate PCU pyrotechnic device scrapping via ACL

Table 21 defines the UC 6.2 - Terminate PCU pyrotechnic device scrapping via ACL.

Table 21 — UC 6.2 - Terminate PCU pyrotechnic device scrapping via ACL

Item

| Description

Name

|UC 6.2 - Terminate PCU pyrotechnic device scrapping via ACL

© IS0 2022 - All rights reserved
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Table 21 (continued)

Item Description

Goal After deployment of all PCUs the deployment termination becomes active via the ACL.

Actor PDT and PCU

Input PCU receives a deployment termination command via the ACL.

Output PCU ends the safetySystemDiagnosticSession.

Description To terminate the PCU pyrotechnic device scrapping via the ACL, the PCU receives a deployment
termination command via the ACL. This causes the PCU to end the safetySystemDiagnosticSession.

Classificatjomr—TOptiomnat

8 Application (APP)

8.1 APP|- Preconditions of end-of-life activation of pyrotechnic devices

Vehicle mgnufacturers require the fulfillment of preconditions to enable the end-of-life activation

of pyrotechnic devices. Such preconditions vary across brand, vehicle type; model year, and mddel.

Variations|are caused by technical design decisions related to the in-vehicle network and PCU

implement
deploymen

ption. This impacts the actions to be performed by the dismantler person prior to
t of pyrotechnic devices.

the

REQ | 8.1 APP - Preconditions of end-of-life activation of pyrotechnic devices - Access to vehicle inte1

ior

The vehicle
keyless ent

shall provide access to the vehicle interior, grant a suitable“identification method via ignition ke
'y unit, and shall be in standstill.

y or

NOTE1 1

NOTE 2
(2],

4

The vehiclg

[gnition on status is visualized by the instrumentpanel cluster.

\dditional handling information is given in the International Dismantling Information System (I

systems are switched into operational state.

DIS)

REQ (8.2

De

APP - Preconditions of end-of-life activation of pyrotechnic devices - Report PcuHardw3
ploymentMethodVersion

re-

The fixed-a
(PcuHardw

ddress PCU in the vehicle shall report PcuHardwareDeploymentMethod information
areDeploymentMethedVersion, PculdentificationString) upon request by the PDT.

The vehiclg
and model
deploymen

EXAMPLE

b manufacturer-documents preconditions required for each brand, vehicle type, model y
in the IDIS[ZDtd provide the information needed by the dismantler person to perform
t.

Vehicle-manufacturer specific information on IDIS:

discomllect/cutoffa diagnosable device as precondition;

ear,
the

belt buckle;
peripheral sensor;
other diagnosable devices;

network separation and security gateway (authentication, end to end security, etc.).

REQ

8.3 APP - Preconditions of end-of-life activation of pyrotechnic devices - Release loading of the
scrapping program module

When the fulfilment of the vehicle manufacturer specific requirements (see IDIS[2]) are detected by the PCU, the
PCU shall release the loading of the scrapping program module (SPM).

16
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REQ |8.4 APP - Preconditions of end-of-life activation of pyrotechnic devices - Reject loading of the
scrapping program module
When the fulfilment of the vehicle manufacturer specific requirements (see IDIS[2]) are not detected by the PCU,

the PCU shall not release the loading of the scrapping program module (SPM) and shall respond with a negative
response message including NRC = conditionsNotCorrect (see ISO 14229-1) information upon a RoutineControl

request message with the RID = ExecuteSPL.

8.2 APP - Overview of end-of-life activation of pyrotechnic devices sequence

The end-of-life activation of pyrotechnic devices sequence consists of the following subsequences:

— |APP - Discovery of communication interface (Com I/F-Discovery);

— |APP - Perform authentication - Optional (Sys-Auth);

— |APP - Perform system initialisation (Sys-Init);

— |APP - Perform PCU initialisation (PCU-Seq);

— |APP - Perform PCU and ACL scrapping (Device-Deploy); and

— |APP - Terminate PCU and ACL pyrotechnic device deployment (RCU-End).

Figlire 2 specifies the end-of-life activation of pyrotechnic device'sequence.

©1S0 2022 - All rights reserved 17
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Key

A
B

18

( Start )

®

Step 1 * Com I/F-Discovery
| | Perform communication interface discovery | |—NOT Ol(->< Requested information is not ISO 26021 compatible )
T

0K

© ®

Steps 2to3 * Sys-Auth
Opt. - Perform authentication (Sys-Auth) | |—NOT OK->< Continue with Step 4
T

T
OK
Steps 4 to 8 ¥ SysInit
Perform system initialisation (Sys-Init) NOT OK End if not supported
] , [Tsoroe=

OK

b

Steps9to 13 * PCU-Init PCY:Seq
| Report PCU deployment loop identification table
T

| Initiate safetySystemDiagnosticSession
T

| Keep-alive safetySystemDiagnosticSession

|Unlock security of PCU

| Execute PCU scrapping program module loader
I

Step 14 ACL-Init
Fa et e H
H ACL preparation H E-----YES---H : ACL step 1 - Report deployment sequence : H

T
/N!O\

Step 15 * Device-Deploy
| | Write dismantling documentation into PCU | } -ACL

Step 16 Device-Deploy

| | PCU performs device scrapping

Device scrapping successful?

YES

Next device

ACL step 2 - Confirm deployment sequence

Error message ->| | PDT - Display error message | |

Next

Finished,

©

PCU-E
Step 17 Terminate PCU CU-End

| | End PCU | |>----ACL--~>§ § ACL step 3 - Terminate deployment sequence

1
Next E

Next PCU -

Step 18 * Terminate system SysEnd
( End ) deployment

vehicle's fixed-address PCU listens to the DoCAN or DolP network for a diagnostic request message

vehicle's fixed-address PCU determines that the diagnostic request message on the DoCAN or DolP network is
not compatible with this document

vehicle's fixed-address PCU determines that the diagnostic request message on the DoCAN or DolP network is
compatible with this document

vehicle's fixed-address PCU determines that the authentication (optional) and the system initialisation is
successful

vehicle's PCU #1 to #N determines that the PCU initialisation is successful
vehicle's PCU #1 to #N determines that ACL is not supported
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PCU sequence reaches the state PCU-End, next PCU
PCU sequence reaches the state “finished”

Figure 2 — End-of-life activation of pyrotechnic device sequence

APP - Software provisions

1 APP - Scrapping program module (SPM)

Thd
sec

SPM is usually stored in a ROM/FLASH memory of the PCU. To reduce the RAM spag
irity-related part of the program, which enables the output stages, can be executedfrom|

e, only the
RAM.

RE

D |8.5 APP - Software provisions - APP - Scrapping program module (SPM)

The

SPM shall be stored in the PCU in a non-executable format.

8.3
The

2 APP - Scrapping program module loader (SPL)

SPL is responsible for converting the SPM format to an executable.format.

RE

D |8.6 APP - Software provisions - APP - Scrapping progranimodule loader (SPL)

The

SPL shall convert the SPM into an executable format.

8.3

To s
con

stapdardized allocation between the PCU channel and the type of PCU generator.

3 APP - PCU loop identification table

upport the work of the dismantler, it is necessary to identify the number and area of ing
ponents. Every PCU can support a defined@umber of pyrotechnic devices (1 to 255). ]

talled PCU
[here is no

RE

D |8.7 APP - Software provisions -APP - PCU loop identification table - Channel identific

ation

The
of t

APP - PCU loop identification table(shall include channel identification for the purpose of simple id|
he mapped PCU channels.

entification

RE

D |8.8 APP - Software provisions - APP - PCU loop identification table - Loop identifier

Ead
the

h PCU shall have ai-internal APP - PCU loop identification table, which specifies the link between f
system-specifi¢.allocation of the firing loops identified by the loop identifier (see Figure 3).

he PCU and

©IS

02022 - All rights reserved
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PCU #1 PCU #2
Channel 1 ——® Passenger Channel 1 —® Driver
Channel 2 —————e Driver Channel 2 Pretensioner

driver side

Channel 3 ————° g;ie‘:z:;gzer Channel 3 ——® Passenger

Channel 4 | . Pretensioner Channel 4 Pretensioner

Key
1 loopid

The PCU lo
an identifi
and descri
recycler to

EXAMPLE 1

PCU #1 sup
side frontal

EXAMPLE 2

PCU #2 sup
frontal 1st g

The PCU #

CH#| PCU#1 PCU #2
- -
1 [ 0A16 0116 3 1
i v
2 .01, 12,
|
3| 112, 0A, !
1 |
| .
4 '\1816 181/6'/
Loop identification table

entifier
Figure 3 — PCU loop identification table

pbp identification table contains one er.multiple PCU-specific channels. Each channel cont
er of a connected pyrotechnic dévice. A list of connected pyrotechnic device identif
ption is specified in ISO 26021-3.)The description provides an explanation to enable ey
find the relevant pyrotechnig device in the vehicle.

ports channel 1 with.the/loop identifier 0A,¢. The loop identifier 0A,4 defines the “Airbag passe
1st stage” (see IS0.26031-3).

borts channgl 1 with the loop identifier 01,4". The loop identifier 01,4 defines the “Airbag driver
tage” (see¥SO 26031-3).

p firing sequence is defined by the order of each loop identifier. PCU #2 uses AutoMode to

the conned

hins
lers
ery

ger

side

fire

a) 01442

ed pyrnfpr‘hnir‘ devicesin the Fn]]n‘/m'ng sequence:

irbag driver side frontal 1st stage;

b) 12,4 1st pretensioner — driver side;

c) 0A,4: airbag passenger side frontal 1st stage;

d) 1844: 1st pretensioner — passenger side.

8.4 APP

- Mapping of use cases to requirements

Table 22 provides an overview about the technical requirements, associated requirement number and
use case coverage. The "SEQ" column represents the order of requirements as they should occur in the

20
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communication between the vehicle and the PDT external test equipment. The "REQ" column shows
the requirement number for reference purposes by other documents. The "Technical requirement title"
column contains the main title of the related requirement. The "Use case # and name" column lists all
use cases related to the requirement in the same row.

Table 22 — Mapping of use cases to requirements

scrapping via ACL

Use case # and name REQ Technical requirement title
UC 1.1 - Discover DoCAN communication inter- |8.10 to 8.20 | APP - Setup DoCAN communication interface
face
UC[L.2 - Discover DoIP communication interface [8.21 to 8.28|APP - Setup DolIP communication,inferface
UCPR.1 - Perform PDT authentication 8.30to |APP - PDT authentication against fijed-address
8.33 PCU - Optional (Sys-Auth)
UCR.2 - Perform fixed-address PCU/PCU(s) 8.34 APP - Fixed-address PCU authenticafion
authentication against PDT - Optionaty(Sys-Auth)
UCB.1 - Report PCU hardware deployment meth- 8.35 APP - Report PcuHatdwareDeploymentMethod
od
UCB.2 - Report number of PCU(s) 8.36 APP - Reportnumber of PCUs
UCB.3 - Report address information of PCU(s) 8.37to |APP - Report DoCAN address infornfation of
8.39 PCUs
8.40 to 8.42 | APP 3 Report DolP address informatjon of PCUs
UCB.4 - Report vehicle identification number 8.43 APP - Report vehicle identification number
UCB.5 - Report dismantling documentation of 8.44 APP - Report dismantling documentption of
PCU PCU
UCH.1 - Report PCU deployment loop identifica- 8.45 APP - Report PCU deployment loop ifdentifica-
tion table tion table
UC .2 - Initiate safetySystemDiagnosticSession 8.46 APP - Initiate safetySystemDiagnostficSession
UC f.3 - Keep-alive safetySystemDiagnosticSes~ 8.47 APP - Keep-alive safetySystemDiagrosticSes-
siom sion
UC .4 - Unlock security of PCU 8.48 APP - Unlock security of PCU
UC}.5 - Execute PCU(s) scrapping program mod- 8.49 APP - Execute PCU scrapping progrgm module
ulefloader loader
UCP.1 - Report ACL deployméent sequence 8.50 APP - Report ACL deployment sequejnce
(A]L-Init)
UCp.2 - Write dismantling documentation into 8.51 APP - ACL-Prep - Write dismantler information
PCU (Device-Deploy) into PCU
UC p.3 - Perforn\A€L deployment confirmation 8.53 APP - Device-Deploy - Confirm ACL Heploy-
sequence (Devige=Deploy) ment sequence
UC p.4 - Perform PCU pyrotechnic device scrap- 8.54to |APP - Device-Deploy - Perform devige scrap-
ping via le0p identification (Device-Deploy) 8.56 ping
APP - Device-Deploy - Evaluation of|device
scrapping
APP - Device-Deploy - Next pyrotechnic device
UC 6.1 - Terminate PCU pyrotechnic device 8.57 APP - Terminate PCU pyrotechnic device scrap-
scrapping via communication interface ping
UC 6.2 - Terminate PCU pyrotechnic device 8.58 APP - Terminate PCU pyrotechnic device scrap-

ping via ACL

8.5 APP - Application timing definition

REQ | 8.9 APP - Application timing definition - tp; ¢1;.ne pys timing specification

The tps c1ient pnys time between end of server responses and start of new client request shall be set to 100 ms.

© IS0 2022 - All rights reserved
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8.6 APP

- Discovery of communication interface (Com I/F-Discovery)

8.6.1 APP - Overview of discovery of communication interface (Com-Discovery)

Figure 4 sh

PDT

é:(a

ows the discovery of communication interface - (Com I/F-Discovery).

et

b

DoCAN DolP

PDT

E‘:(c

n g

UC 1.2 Discover DolP
communication interface

UC 1.1 Discover DoCAN
communication interface

C C

F—11-b:

—29-

k CAN ID physical request to fixed address PCU—»|
Positive response from fixed-address PCU

Physical request to fixed-address PCU ——————»

1 [«——— Positive response from fixed-address PCU

it CAN ID physical request to fixed addres PCU—>
Positive response from fixed-address PCU

t t

Communication interface discovery finished

time

Set-up
Set-up
Set-up
Set-up

8.6.2 AP

The requil
framework

Applicable

PDT DolP data link interface.
ehicle's DolP communication interface.

he PDT DoCAN data link interface.
he vehicle's DoCAN communication interface.

Figure 4 — Discovery of communication interface (Com I/F-Discovery)

P - Setup DoCAN communication interface

ements specified in this subclause are, applicable if a DoCAN communication inter
is used for the deployment of pyrotechnic devices.

use case: UC 1.1 - Discover DoCAN‘communication interface

o)

d

Face

REQ |8.1|0 APP - Setup DoCAN communication interface - DoCAN diagnostic link connector

The vehicle

shall meet the requirementsstated in ISO 15031-3.

REQ [8.1

1 APP - Setup.DoCAN communication interface - DoCAN connection on diagnostic link connec

tor

The vehicld

The vehicle

transport and netwdrklayer.

shall supp@rt'the ISO 11898-1, ISO 11898-2 CAN, ISO 15765-5 data link and ISO 15765-2 Do(

shall'bave installed the diagnostic link connector and pin assignment to support DoCAN.

ISO 15

D3153;

Pin 6: CAN_H line; and

Pin 14: CAN_L line.

AN

2 APP - Setup DoCAN communication interface - DoCAN network bit rate

REQ [8.1
The vehicle
22

shall only support one arbitration bit rate:
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REQ |8.12 APP - Setup DoCAN communication interface - DoCAN network bit rate

250 kbit/s;
500 kbit/s.

Requirements to support either bit rate are specified in ISO 15765-5.

REQ | 8.13 APP - Setup DoCAN communication interface - DoCAN configuration of 11-bit CANID protocol

The vehicle shall support the 11-bit CAN identifiers as specified in Table 23 if REQ 8.14 is not supported.

Table 23 — Specification of 11-bit CAN identifier format - Normal addressing

<

Mepsage type Bit10to 0 Description
Physical request 7F144 Physical request CAN identifier from the PDT to thefixed-address PCU
Physical response 7F9¢ Physical response CAN identifier from the fixed-address PCU tp the PDT

RE

D | 8.14 APP - Setup DoCAN communication interface - DoCAN cenfiguration of 29-bit CANID protocol

The

vehicle shall support the 29-bit CAN identifiers as specified in Table 24 if REQ 8.13 is not supporfted.

Table 24 — Specification of 29-bit CAN identifierformat - Normal fixed addresging

Megsage type Bit 28 to | Bit23 to | Target'ad- Source ad- Description
24 16 dress.(TA) dress (SA)
Physical request 1846 DA4q 5346 F14¢ TA = Fixed-addres§ PCU
SA=PDT
Physical response 1846 DA Fli6 5346 TA=PDT
SA = Fixed-addres$ PCU

RE

) |8.15 APP - Setup DoCAN communication interface - DoCAN addressing formats during initialisa-
tion configuration

The
the
tol

50 15765-5.

CAN communicatjoninterface shall support either the normal addressing format with 11-bit CAN {dentifier or
normal fixed addressing format with 29-bit CAN identifier during the communication initialisatiop according

RE

D |8.16 APP - Setup DoCAN communication interface - Support of "Classical CAN"

Thd

CAN communication interface shall support "Classical CAN" ;lr‘{‘m‘ding to ISQ 15765-5

REQ | 8.17 APP - Setup DoCAN communication interface - DoCAN 29-bit CANID maximum number of ECUs

The vehicle shall have equal or less than 240 PCU-relevant servers/ECUs installed.

REQ |8.18 APP - Setup DoCAN communication interface - DoCAN physical addressing

The PCU(s) shall support physically addressed request messages (TAtype = physical).

© IS0 2022 - All rights reserved
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REQ |8.19 APP - Setup vehicle's DoCAN data link framework - Size of A_PDU in the request message
The PCU(s) shall be able to process physically addressed services (request message) with only one DID.

REQ |8.20 APP - Setup DoCAN communication interface - DoCAN application message timing

The DoCAN application message timing specification shall be in accordance with ISO 14229-2 and REQ 8.9 ¢,,
client pnye timing specification. N

8.6.3 APP-Setup DolP communication interface

The requifements specified in this subclause are applicable if a DolP communication intefface
framewor} is used for the deployment of pyrotechnic devices.

Applicablefuse case: UC 1.2 - Discover DolP communication interface

REQ |8.2 1 APP - Setup DoIP communication interface - DoIP diagnostic link connector

The vehicleg shall meet the requirements stated in ISO 13400-4.

REQ |8.2 2 APP - Setup DolP communication interface - DoIP configuration of protocol
The vehicleghall use the DolP configuration and shall meet the requirementsstated in ISO 13400-2 and ISO 1340p-3.

REQ |8.2 3 APP - Setup DolP communication interface - Eixed-address PCU DolP physical logical addiless

The vehiclq shall support the physical logical address assigaiment according to ISO 13400-2. According to this
document, the DolP physical logical source address andphysical target address for physical request and physjical
response njessages shall be implemented as specified'iir Table 25.

Table 25 — Fixed-address PCU - DolP physical logical address assignment

Addressing Target address Source ad- Description
message type (TA) dress (SA)
Physical refjuest E0024¢ 0E024 TA = fixed-address PCU/gateway
SA=PDT
Physical refponse 0E02 4 E0024 TA=PDT
SA = fixed-address PCU/gateway

REQ |8.2 4APP - Setup DolP communication interface - Any DolP PCU physical logical address

The vehicle's PCU(s) shall support the physical logical address assignments according to ISO 13400-2. According
to this document, the DolP physical logical source address and physical target address for physical request and
response messages shall be implemented as specified in Table 26.

Table 26 — Any PCU - DolP physical logical address assignment

Addressing Target address Source ad- Description
message type (TA) dress (SA)
Physical request YYXX;4? 0E024 TA = fixed-address PCU/gateway and any other PCU
SA=PDT
3 Any PCU address YYXX;, ranges from 0001, to ODFF;; or 10004 to 7FFF .
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Table 26 (continued)
Addressing Target address Source ad- Description
message type (TA) dress (SA)
Physical response 0E024¢ YYXX;62 TA=PDT
SA = fixed-address PCU/gateway and any other PCU

3 Any PCU address YYXX;, ranges from 0001, to ODFF,4 or 10004 to 7FFF 4.

|
RE ) |U.£b AFF - 5etup DolF communication interiace - DolF maximum number ol ECUs

Thg vehicle shall have equal or less than 240 PCU-relevant servers/ECUs installed.

REQ |8.Z6 APP - Setup DoIP communication interface - DolP physical addressing

Thq fixed-address PCU shall be able to process physically addressed services (request message).

REQ |8.27 APP - Setup DolP communication interface - Size of A_PDU in the request message

Th¢ fixed-address PCU shall be able to process physically addresséd)services (request message) with only one
DI[. The ECU can respond to longer requests, i.e. certificates.

REQ |8.28 APP - Setup DoIP communication intexface - DolIP application message timing spjecification
in defaultSession

Thg DolP application message timing specificatioirin the defaultSession shall be in accordance with the following
specifications.

For|the parameters which are standardis€édin ISO 26021-3, the vehicle shall be able to support an ekternal test
eqyipment with the following timings:

tp |Client = 5 000 ms,;

[e)}

tPG* Client — 10 000 ms.

For|vehicle manufacturér-specific diagnostic services, the communication parameters defined by the
vehjcle manufacturerare applicable.

These timings camonly be achieved if the total length of diagnostic request and responsq is smaller
thap 4 kbyte. Thus, ISO 26021-3 does not define standardised services greater than this boupdary.

Theg application message timing specification specified in this subclause ensure$ that an
[SO|26021-1-conformant vehicle can respond within its response performance required.

TCPisTstreanroriented protocotttis possible tiat more tiamome DotPrespomse mressagets sent via a
single TCP segment. Also, TCP uses acknowledging and automatic retries, which depend on the overall
network performance and reliability. Thus, it is not possible to map individual responses into individual
IP packets. Therefore, the message sequence charts only provide a logical view of multiple messages on
the Ethernet/IP/TCP side, which can differ from the actual IP packet transmission.

8.6.4 APP - Determination of DoCAN or DolIP communication interface in the vehicle

The requirement specified in this subclause is applicable to the mixture of pyrotechnic devices (PCUs)
across both communication interfaces, DoCAN or DolP.
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REQ |8.29 APP - Determination of DoCAN or DolP communication interface in the vehicle

The vehicle shall only listen to the communication interface selected by the PDT for all further requests as spec-
ified in this document.
Two PDTs, one connected to DoCAN communication interface and another connected to the DolP communication
interface shall not be supported by the vehicle.

8.7 APP - Perform authentication - Optional (Sys-Auth)

8.7.1 APP - Overview of the authentication - Optional (Sys-Auth)

Figure 5 sHows an overview of the authentication - Optional (Sys-Auth).

PDT I

rm

b —

2 PDT authentication against fixed-address PCU j

Y

3 Fixed-address PCU authentication against PDT ]

A

tV

Key
t time

8.7.2 AP

Figure 5 — Overview of the authentication - Optional (Sys-Auth)

P - PDT authentication against fixed-address PCU - Optional (Sys-Auth)

K

The implerhentation requirements of the PD Tyauthentication specify the message sequence and releyant

requireme

Applicable

nts.

use case: UC 2.1 - Perform PDT authentication

REQ |[8.3

0 APP - PDT authentication against fixed-address PCU - General requirement #1

“SecurityA

The authentication of the PDP-gagainst the ECU(s) shall be in accordance with ISO 14229-1 “Authentication| or

cess” services.

REQ |8.3

1 APP’=PDT authentication against fixed-address PCU - General requirement #2

Ifthe PDT s

pnds valid PDT credentials, the vehicle shall grant access rights to the PDT for at least the pyrotechnic

device relevant content, which is also used for end-of-Iife deployment of pyrotechnic devices. The vehicle shall
grant access to at least the activation of routine(s) as defined in ISO 26021-3.

NOTE All relevant credentials required by the PDT are delivered offline.

It is recommended to use the same algorithm as specified in ISO 14229-1 as for other diagnostic use

cases.

REQ

8.32 APP - PDT authentication against fixed-address PCU - Allowed security concepts for using
service “Authentication”

Authentication shall be implemented using PKI Certificate Exchange (APCE), see ISO 14229-1.
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REQ |8.33 APP - PDT authentication against fixed-address PCU - Publication of used algorithms

If an algorithm is used for authentication, its reference shall be published in the Object Identifier (OID) repos-
itory http://oid-info.com/ according to ISO/IEC 9834-1 under the node being used for vehicle system and PDT
authentication.

8.7.3 APP - Fixed-address PCU authentication against PDT - Optional (Sys-Auth)

Applicable use case: UC 2.2 - Perform fixed-address PCU/PCU(s) authentication

REQ

|8.34 APP - Fixed-address PCU authentication

The

authentication of the fixed-address PCU(s) against the PDT shall be in accordance with ISO 14220-1.

8.8

8.8

In s
har

Ins

valuie specifies the outer loop of the scrapping sequence, which is stored for later use in th
cuted by the PDT.

exe

Ins
to 4
net

In
VIN

In
infd

Hware deployment method contains:

tep 5 the vehicle's fixed-address PCU reports the number of PCU(s) information. The Nun
E sequence

tep 6 the vehicle's fixed-address\PCU reports the DoOCAN/DolP address information of ea

vork configuration.

tep 7 the vehicle's fixed*address PCU reports the vehicle identification number. The sup

btep 8 the vehicle's fixed-address PCU reports the dismantling information. The d

APP - Perform system initialisation (Sys-Init)

1 APP - Overview of the system initialisation (Sys-Init)

tep 4 the vehicle's fixed-address PCU reports the PCU hardware deployment method

PCU hardware deployment method version: the version identifies the edition of the ISO 2
document, e.g. ISO 26021-2 edition 1, ISO 26021-1 edition 2 (this document) to
preconditions (see 9.1), diagnostic protocol services (sees€lause 11), and the sequence u
PCU deployment (see 9.2),

PCU identification string, and

additional data for future use.

N). The address information.is used by the PDT to individually address each PCU on th¢

is optional.

rmation contains:
the PCU deployment device identification value,

theéyear, the month, and the day of deployment.

|. The PCU

021 series
determine
sed for the

hberOfPCU

ch PCU (#1
b identified

port of the

ismantling

FigUTe 6 SITOWS amm overview of the SyStent Initiatisation Sequence (Sys-1mnit:
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Report dismantling documentation of PCU
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Key

t time

8.8.2 AP
The fixed-

PDT. The PcuHardwareDeploymentMethod version-identifies the version of the diagnostic prot

services arj
fixed-addr

Applicable

Figure 6 — Overview of the system initialisation (Sys-Init)

P - Report PcuHardwareDeploymentMethod (Sys-Init)

hddress PCU provides the hardware deployiment method information upon request by

d the sequence used for the PCU deployfiient. The PCU identification string is assigned to
ess PCU by the vehicle manufacturer:

use case: UC 3.1 - Report PCU hardware deployment method

the
bcol
the

REQ [8.3

5 APP - Report PcuHardwareDeploymentMethod (Sys-Init) - PCU hardware deployment method

Upon reque
the deployr

st the fixed-address PCU shall report the PCU hardware deployment method to inform the PDT ah
hent method to be used.

out

8.8.3 AP

The PDT r
outer loop

A PCUont
PCU witho

P - Report numpber of PCUs (Sys-Init)

pquests théonumber of PCUs from the fixed-address PCU. This number, which specifies
pf the serapping sequence, is stored for later use in the sequence of the PDT.

he fhietwork/subnet is part of the reported count if it connects to a pyrotechnic device(§).

the

1t@) connected pyrotechnic device(s) is not counted.

Applicable

use case: UC 3.2 — Report number of PCU(s)

REQ |8.36 APP - Sys-Init - Report number of PCUs

Upon request the fixed-address PCU shall report the number of PCUs on the network/subnet which connects a
pyrotechnic device(s).

8.8.4 APP - Report DoCAN address information of PCUs (Sys-Init)

Upon request the fixed-address PCU reports by PCU address format identifier 01, to 06,4 the address
format used by each PCU. Both the request and the response address information of each PCU are
included in a 32-bit field.
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licable use case: UC 3.3 - Report address information of PCU(s)

REQ |8.37 APP - Sys-Init - DoCAN address mapping into 32-bit field

add

The fixed-address PCU shall report upon request the address format information for PCU #1 to #N, which use the

ress format identified by 01,4 to 06,4 as specified in Tables 27 and 28.

REQ |8.38 APP - Sys-Init - DoCAN format identifiers

The vehicle manufacturer shall only implement DoCAN format identifiers in the fixed-address PCU as specified

in’l

ables Z/ and 4o.

Thd
and|
des

diagnostic service and data record, which includes the addressFormatldPcu, requestM
responseMsgAddrPcu, is specified in 10.6. The following PCU address format ider
Cribed.

PCU address FMT ID 01:

In Table 27 the PCU address format identifier 01,4 specifies a DoCAN 11-bit address
(service primitive interface parameter N_AI). This N_AI[] format isused for the report of
and response CAN identifier of each PCU (see 10.6). The network architecture 'A’ is refe
other network architectures are possible and left to the diseretion of the vehicle manufa

PCU address FMT ID 024:

In Table 27 the PCU address format identifier 02,4 specifies a DoCAN 11-bit address
(service primitive interface parameter N_AI) and’a target address N_AI[TA] of a PCU
to the DoCAN subnet behind the gateway/fixed<address PCU. The N_AI[TA] format is u|
report of the request and response CAN identifier of each PCU (see 10.6). The network a
'B' is referenced but other network architectures are possible and left to the discre]
vehicle manufacturer.

PCU address FMT ID 03:

In Table 27 the PCU address format identifier 03,4 specifies a DoCAN 11-bit address
(service primitive interface parameter N_AI) and a target address N_AI[TA] of a PCU
to the DoCAN subnet behind the gateway/fixed-address PCU. The N_AI[TA] format is u|
report of the request and' response CAN identifier of each PCU (see 10.6). The network a
'B' is referenced but_other network architectures are possible and left to the discre|
vehicle manufacturer.

PCU address EMT ID 04:

In Tablé. 27 the PCU address format identifier 04, specifies a DoCAN 29-bit address
(service primitive interface parameter N_AI). The N_AI[TA] format is used for thg
thé\request and response CAN identifier of each PCU (see 10.6). The network archite

bgAddrPcu,
tifiers are

parameter
he request
renced but
cturer.

parameter
connected
sed for the
‘chitecture
tion of the

parameter
connected
sed for the
rchitecture
tion of the

parameter
report of
cture 'A' is

referenced but other network architectures are possible and left to the discretion of

the vehicle

©IS

manufacturer.
PCU address FMT ID 054:
In Table 27 the PCU address format identifier 05,4 specifies a DoCAN 29-bit address

parameter

(service primitive interface parameter N_AI) and a N_AI[TA] of a PCU connected to the DoCAN
subnet behind the gateway/fixed-address PCU. The N_AI[TA] format is used for the report of
the request and response CAN identifier of each PCU (see 10.6). The network architecture 'B' is
referenced but other network architectures are possible and left to the discretion of the vehicle

manufacturer.
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Table 27 — Mapping of DoCAN N_PDU parameters into the 32-bit address

PCU Network 32-bit field request/response address?
address architecture (see Bit 31 (MSb) Bit 0 (LSb)
Annex B) and
FMT ID addressing 31to 24 23to19 | 18to 16 | 15to 11 | 10to 8 7to0

01,4 |'A'(seeFigure B.1) 0046 0000 0, N_AI[TA/SA] FF6
DoCAN 11 bit normal (fixed-address DoCAN PCU)
addressing

02,6 |'B'(see Figure B.2) 004 0000 0, N_AI[SA] TA
[DoCAN 11 bit extended (fixed-address DoCAN PCU) (any othdr
addressing DoCAN)PEU)

0346 |[B' (see Figure B.2) 0046 0000 0, N_AI[TA/SA] AE
DoCAN 11 bit mixed (fixed address DoCAN PCU) (any othear
addressing DoCAN PCU)

04, |[[A' (see Figure B.1) 0044 N_AI[TA] N_AI[SA] FF
DoCAN 29 bit normal (fixed-address (DoCAN client HPDT)
fixed addressing DoCAN PCU and any

other PCU)

0546 'B' (see Figure B.2) 0044 N_AI[TA] N<AI[SA] AE
DoCAN 29 bit mixed (fixed-address (Do€AN'client 1 PDT)| (any othgr
addressing DoCAN PCU) DoCAN PCU)

a  Mapping of N_AI, N_TA, N_SA, and N_AE address information.
The diagngstic service and data record, which includes the addressFormatldPcu, requestMsgAddrPcu,
and resporfseMsgAddrPcu, is specified in 10.6. The PCU address FMT ID 06,4 is specified in Table 2§.

Table 2§ — Mapping of DoCAN unique addressing’N_PDU parameters into the 32-bit addregss

PCU Network 32-bit field request/response address?
address architecture (see . .
Annex B) and Bit 31 (MSb) Bit 0 (LSb)

FMT ID addressing 31to 24 23 | 22 21 tol1 10to 0

0644 DoCAN unique ad- 0076 1, 1, unique N_AI[TA/SA] unique N_AI[SA/TA]

dressing (DoCAN client 1 PDT)
a  Itis the mapping of N_AI[TA] and'N)AI[SA] address information.
REQ |8.3 9 APP - Sys-Init - DoCAN addressing format after initialisation configuration
After the inIltialisation configuration, the vehicle's fixed-address PCU shall support any vehicle manufacturer-4pe-
cific combipation-of.addressing formats as specified in REQ 8.37 and REQ 8.38.
8.8.5 APP-ReportDelPaddressinfgrmationefPCUs {Syclnig) |

Upon request the fixed-address PCU reports by PCU address format identifier 10,4 the address format
used by each PCU. Both the request and the response address information of each PCU are included in a

32-bit field.

Applicable use case: UC 3.3 - Report address information of PCU(s)

REQ |8.40 APP - Sys-Init - DoIP address mapping into 32-bit field

The fixed-address PCU shall report upon request the address format information for PCU #1 to #N, which use the
address format identified by 10,4 as specified in Table 29.
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REQ |8.41 APP - Sys-Init - DolIP format identifier

The vehicle manufacturer shall implement the DolP format identifier in the fixed-address PCU as specified in
Table 29.

The diagnostic service and data record, which includes the addressFormatldPcu, requestMsgAddrPcu,
and responseMsgAddrPcu, is specified in 10.6. The PCU address FMT ID 10, specifies the DolP
address parameter (service primitive interface parameter N_AI). The network architecture 'D' to 'F’
is referenced but other network architectures are possible and left to the discretion of the vehicle
manufacturer.

Table 29 — Mapping of DolP addressing N_PDU parameters into the 32-bit addrjess

PCU Network 32-bit field request/response address?
address architecture (see . .
Annex B) and Bit 31 (MSb) Bit. 0*(LSb)
FMT ID addressing 31to 16 15t0 0
[0, |'D'to'F'(see Figures 5 N_AI[TA] N_AI[SA]

to 7) DolP addressing (physical logical request address | (DdlPyrequest address clignt 1 PDT)

DoIP PCU and any other PCU) . .
(physical logical response address
(DolP response address client 1 DoIP PCU and any othg¢r PCU)
PDT)

a  |Itis the mapping of N_AI[TA] and N_AI[SA] address information.

REQ |8.42 APP - Sys-Init - DoIP addressing formatafter initialisation configuration

After the initialisation configuration, the vehicle's fixed-address PCU shall support the DolP addresping format
as dpecified in REQ 8.40 and REQ 8.41.

8.8)6 APP - Report vehicle identification number (Sys-Init)

Applicable use case: UC 3.4 - Reportwehicle identification number

REQ |8.43 APP - Sys-Init - Report vehicle identification number

Thq fixed-address PCU shall report the vehicle identification number (VIN) upon request by the PDT, if supported
by the vehicle.

8.87 APP - Report dismantling documentation of PCU (Sys-Init)

Applicable use'case: UC 3.5 - Report dismantling documentation of PCU

REQ |8.44 APP - Sys-Init - Report dismantler documentation of PCU

Thg fixed-address PCU shall report the dismantler documentation upon request by the PDT. The|dismantler
documentation shall contain the Dismantlerldentiiication data, the PCU deployment device identitication value,
the year, month, and the day of deployment. The dismantler documentation shall be stored in the fixed-address
PCU's protected, permanent memory.

8.9 APP - Perform PCU initialisation (PCU-Seq)

8.9.1 APP - Overview of the PCU initialisation (PCU-Seq)

In step 9 the vehicle's PCU #1 to PCU #N reports the PCU deployment loop identification table. The PCU
deployment loop identification table contains:

— whether an additional communication line (ACL) is used and what type of ACL configuration is
implemented in the vehicle,
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— the ACL method version,

— the number of loop table records,

— the loop identification #1 to loop identification #N, and
— the loop status #1 to loop status #N.

In step 10 the vehicle's PCU changes the diagnostic session to the safetySystemDiagnosticSession upon
request by the PDT.

Instep 11 ¢

In step 12 the vehicle's PCU security is changed to the unlock state upon request by the PDT.

In step 13 [the vehicle's PCU executes the scrapping program module loader (SPL). The SRL copies|the
SPM into free RAM space. The RAM space is initialised after a reset. The SPL converts.the scrapping
program nmjodule (SPM), which is stored in a non-executable format, into an executableform. The $PM
inside the PCU performs the steps to control the output stages, overrides the safiug unit (alternafive
use of ACL), and carries out the communication to the PDT. After a further communication sequgnce
of the PDT|with the PCU, the SPM communicates to the independent electrenie’safing unit (if no ACL
is availabl¢), activates the output stages and records this event for eachcdeployment loop. If an ACL
is present [in the vehicle, the unlock signal on this line is present during the deployment event pnd
evaluated py the independent safing unit to release the output. Aftér the deployment sequence is
completed |of this PCU, the PDT requests a reset of the PCU and the PCY exits the scrapping mode.

Figure 7 sHows an overview of the PCU initialisation (PCU-Seq}:

PDT]
| rete)
t

[ 9 Report PCU deployméntloop identification table ]

10 Initiate safetySystemDiagnosticSession J

A

11 Keep-alive safetySystemDiagnosticSession

[ 12 Unlock security of PCU ]

A

13 Execute PCU scrapping program module loader

A

Al

Key

t time

Figure 7 — Overview of the PCU initialisation (PCU-Seq)

8.9.2 APP - Report PCU deployment loop identification table (PCU-Seq)

Applicable use case: UC 4.1 - Report PCU deployment loop identification table

REQ |8.45 APP - PCU-Seq - Report PCU deployment loop identification table

The PCU in the vehicle shall report the deployment loop identification table upon request by the PDT. The de-
ployment loop identification table shall contain:
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REQ |8.45 APP - PCU-Seq - Report PCU deployment loop identification table

the type of ACL required by the diagnostic protocol services and the sequence used for deployment of the

pyrotechnic device,

the ACL method version,

the number of loop table records,
the loop identification #1,

the loop status #1,

the loop identification #N, and

the loop status #N.

8.9

Apq

3 APP - Initiate safetySystemDiagnosticSession (PCU-Seq)

licable use case: UC 4.2 - Initiate safetySystemDiagnosticSession

RE

D |8.46 APP - PCU-Seq - Initiate safetySystemDiagnosticSession

The

addressed PCU in the vehicle shall support the safetySystemDiagnosticSession upon request by

the PDT.

8.9

Apq

4  APP - Keep-alive safetySystemDiagnosticSession{PCU-Seq)

licable use case: UC 4.3 - Keep-alive safetySystemDiagnosticSession

RE

) |8.47 APP - PCU-Seq - Keep-alive safetySystemDiagnosticSession

The
keg
2b

addressed PCU in the vehicle shall keep the safetySystemDiagnosticSession active as long as it |
p-alive TesterPresent request messages in intervals of the tg5 ;... timerreload value specified in
F the PDT. -

eceives the
IS0 14229-

8.9

Thd
con

Apq

5 APP - Unlock security of PCU\(PCU-Seq)

securityAccess key value fram the PDT is used to enable the SPL to load the SPM into th|
vert the SPM to an executable format.

licable use case: UC 44 =Unlock security of PCU

e RAM and

RE

D |8.48 APP - PCU:Seq - Unlock security of PCU

The
“Se

addressed PCGU in'the vehicle shall support the security unlock sequence upon request by the PDT. §
CurityAccesss(enable scrapping)” for “requestSeed” and “sendKey” values.

ee Table 31

8.9

6 _APP - Execute PCU scrapping program module loader (PCU-Seq)

Ap

licable use case: UC 4.5 — Execute PCU(s) scrapping program module loader

REQ |8.49 APP - PCU-Seq - Execute PCU scrapping program module loader

the

The addressed PCU in the vehicle shall listen on the supported communication interface for a reception of a Rou-
tineControl request message with a routineControlType = startRoutine, a routineldentifier = ExecuteSPL, and a
routineControlOptionRecord = ExecuteSPL parameter.

Upon successful reception the PCU shall start the SPL to load the SPM into the executable RAM and shall convert

SPM to an executable format.

©IS
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8.10 APP - Perform PCU and ACL scrapping (Device-Deploy)

8.10.1 APP - Overview of the PCU- and ACL-Scrapping (Device-Deploy)

In step 14, the vehicle's fixed-address PCU reports to the PDT the PCU hardware deployment method
that the vehicle architecture supports. There are two hardware deploment methods: a PCU(s) with an
ACL supporting bidirectional communication or a PWM signal at the diagnostic link connector.

In step 15, the vehicle's fixed-address PCU(s) waits on the reception of a request to write the dismantling
information in the protected, permanent memory of the PCU. The dismantling information consists of:

— the PCU deployment device identification value,
— the year, the month, and the day of deployment.

In step 16, the vehicle's PCU determines the deployment communication method of pyrotechnic devjces
based on the PCU deployment loop identification table content. The deployment communication method
is either bgsed on the ACL deployment confirmation response message, the signal code via the ACIl, or
the suppoifted communication interface (DoCAN, DolP). The PCU determines, theshumber of intefnal
loops to execute the firing of one or multiple pyrotechnic devices. The PCU transmits a RoutineConjtrol
positive response message with a routineControlType = startRoutine;” a routineldentifief =
DeployLoopRoutinelD, and a routineStatusRecord including deploymentl{oopID information. After{the
device scrdpping finished successful the next PCU performs the same.device deployment.

Figure 8 sHows an overview of the PCU- and ACL-Scrapping (Deviee-Deploy).

ACL preparation i 5- ----- YES---» § ACL step 1 - Report deployment sequence
..... S -
NO
Step 15 i Device-Deplo
| Write dismantling documentation into PCU | |
ACL
1 Device-Deploy
| |< ------------- i E ACL step 2 - Confirm deployment sequence :
Error message ->| | PDT - Display error message | |

Key

E  vehicle's PCU determines that the PCU initialisation is successful
F  vehicle's PCU determines that ACL is not supported

G PCU sequence has reached the state PCU-End

Figure 8 — Overview of the PCU- and ACL-Scrapping (PCU- and ACL-Scrapping)

8.10.2 APP - Report ACL deployment sequence (ACL-Prep)

Applicable use case: UC 5.1 - Report ACL deployment sequence (ACL-Init)
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REQ |8.50 APP - ACL-Prep - Report ACL deployment sequence

The vehicle's fixed-address PCU shall report/transmit the ACL command for deployment upon a PDT request with
bidirectional communication or PWM signal code via the ACL.

8.10.3 APP - Write dismantling documentation into PCU (Device-Deploy)

The purpose of writing the dismantler documentation into the PCU's memory is to automatically detect
the in-vehicle configuration of the deployment method and version of the pyrotechnic devices. Writing
of the dismantler information is performed during activation of the first firing loop or during the
preparation of the deployment session. In case there is already a Dismantlerldentification data written
in the PCU's memory then the newly received updated information overwrites the stored information.

Appglicable use case: UC 5.2 - Write dismantling documentation into PCU (Device-Deploy)

REQ |8.51 APP - ACL-Prep - Write dismantler information into PCU

Thg vehicle's fixed-address PCU shall write the Dismantlerldentification data of the PDT, the PCU ¢leployment

deviice identification value, year, month, and day of deployment values into the fixed-address PCU'§ protected,
perjmanent memory.

REQ |8.52 APP - ACL-Prep - PCU restart of the deployment-pregram
Thq vehicle's fixed-address PCU shall support a restart of the deployment program upon request of the PDT.

After the PDT detects the PCU, the PDT carries out 8.10.44¢0'8.10.7 to perform the deployment{process. In
the[Sys-Init deployment process, the vehicle is requested to provide data on the specific conffiguration.
The PDT stores the data for later use in the sequence. The PCUs are handled in exactly the dequence in
which they are stored in the fixed-address PCU,

8.10.4 APP - Confirm ACL deployment sequence (Device-Deploy)

Applicable use case: UC 5.3 - PerformAEL deployment confirmation sequence (Device-Deplqy)

REQ |8.53 APP - Device-Deploy'= Confirm ACL deployment sequence

Thg vehicle's PCU shall transmit the ACL deployment confirmation via the bidirectional communicption or via
PWM signal code on the ACL.

8.10.5 APP - Perforin device scrapping (Device-Deploy)

Applicable use case: UC 5.4 - Perform PCU pyrotechnic device scrapping via loop identificatipn (Device-
Deploy)

REQ |8.54 APP - Device-Deploy - Perform device scrapping

Thq vehicle's PCU shall determine the number of internal loops to execute the firing of one or multiple pyrotechnic
devices.

The information is contained in the loop identification table.

8.10.6 APP - Evaluation of device scrapping (Device-Deploy)

Applicable use case: UC 5.4 - Perform PCU pyrotechnic device scrapping via loop identification (Device-
Deploy)

REQ |8.55 APP - Device-Deploy - Evaluation of device scrapping

The vehicle's PCU shall evaluate the pyrotechnic device scrapping of the independent safing unit during the de-
ployment event. If the deployment event is not successful, the vehicle's PCU shall send an error message to the PDT.
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8.10.7 APP - Next pyrotechnic device (Device-Deploy)

Applicable use case: UC 5.4 - Perform PCU pyrotechnic device scrapping via loop identification (Device-

Deploy)

REQ |8.56 APP - Device-Deploy - Next pyrotechnic device

The vehicle's PCU shall check whether the pyrotechnic device scrapping for the given PCU is completed. If not
completed the given PCU shall continue with the next pyrotechnic device by writing the dismantler information
into the PCU. If completed the given PCU shall end the pyrotechnic device scrapping for the given PCU.

8.11 APP

8.11.1 AP

In step 17
terminateg
PCU is pro

Figure 9 sh

= lermindte FuU and ACL pyrotecnnic device depioyment (FLU-EnNnd)

P - Overview of the PCU- and ACL-Termination (PCU-End)

the PCU terminates the device scrapping. If the optional ACL is implemented the PCU

ows an overview of the PCU- and ACL-Termination (PCU-End).

the ACL bidirectional communication/PWM signals. After termination ofthis PCU the 1
essed.

©)

hlso

ext

PCU-E

Step

17

Terminate PCU

End PCU | |>----ACL--->§

Next //’&\
Next PCU -

ACL step'3 - Terminate deployment sequence § i

Finished

hd

Key

vehicle
success

PCU se
PCU se

8.11.2 AP

The PCU tqg
oracomm

I

®

s fixed-address PCU determines that:the authentication (optional) and the system initialisatig
ful

uence has reached the state PCU<End
uence has reached the state.PCU-End

Figure 9 — @verview of the PCU- and ACL-Termination (PCU-End)

P - Terminate PCU pyrotechnic device scrapping (PCU-End)

rminatesthe safetySystemDiagnosticSession if either a reset command messsage is recej
nication interface timeout period is exceeded.

n is

ved

Applicable
Uce6.1

Uce6.2

HSe-cases:
- Terminate PCU pyrotechnic device scrapping via communication interface,

- Terminate PCU pyrotechnic device scrapping via ACL.

REQ |8.57 APP - PCU-End - Terminate PCU pyrotechnic device scrapping

The vehicle's PCU shall end the safetySystemDiagnosticSession after the reception of an ECUReset diagnostic
request message or if a communication interface timeout period, as specified in ISO 14229-2, is detected by the

application.

36
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8.11.3 APP - Terminate PCU pyrotechnic device scrapping via ACL (PCU-End)

To terminate the PCU pyrotechnic device scrapping via the ACL the PCU ends the
safetySystemDiagnosticSession.

REQ |8.58 APP - PCU-End - Terminate PCU pyrotechnic device scrapping via ACL

The PCU shall end the safetySystemDiagnosticSession after the reception of a deployment termination command
via the ACL.

8.12 APP - Terminate system deployment (Sys-End)
FigJ!re 10 shows the termination of the system deployment (Sys-End).

®

btep 18 ( Terminate system deplgyment
End )

Sys-End

Key
H [PCU sequence has reached the state PCU-End

Figure 10 — Terminate system deployment (Sys-End)

REQ |8.59 APP - Sys-End - Termination of deploymernt sequence
Thq vehicle shall terminate the sequence and end the process with documentation of the vehicle stafus.

REQ |8.60 APP - Sys-End - Deployment of remaining pyrotechnic devices

Thg remaining pyrotechnic devices shall be deployed in a conventional way (by physical removal) jor by using
andther method.

9 |Service interface (SF) definition between application and OSI layers

9.1 SI — A_Datacreq, A_Data.ind, and A_Data.conf service interface (SI)

The service interface defines the service and parameter mapping to the application and th¢ lower OSI
laygrs. FigurenIl shows the A_Data.req, A_Data.ind, and A_Data.conf service interface.
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Sender Receiver
1 1

(N + 1)-layer | SAP N-layer N-layer SAP | (N + 1)-layer
(service user) (provider) (provider) (service user)
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1

& ——Datareq———» —4__ | |
<4——Data.conf ° BT S Data.ind ———»

service interfacd
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O

-

Key
t time
1 servjce access point

Figure 11 — A_Data.req, A_Data.ind, and A_Data.conf\service interface

9.2 SI— A_Data.req, A_Data.ind, and A_Data.conf seryice interface (SI) parameter
mapping

This requjrement specifies the application serviceZinterface (SI) parameter mapping between
applicatior] and OSI layers.

REQ |0.1 SI - A_Data.req, A_Data.ind, and A_Data.conf service interface parameter mappjing
between application and OSI layers

Table 30 specifies the Data.req and Data.ind service interface parameter mapping between the app|
cation and OSI layers.

—
]

Table 30 — A_Data.req, A_Data.ind, and A_Data.conf service interface parameter mapping
between application and OSI layers

APP AL PL SL TL NL DLL Description

Mtype A_Mtype A_Mtype S_Mtype T_Ptype N_Ptype L_Ftype |message, paftk-
et, frame type
[DiagNormAddr,
DiagNormFixAdfir,
DiagExtAdd|r,

R SV alaal
oo STTT Ao aw mmy)

TAtype A_TAtype |A_TAtype |S_TAtype |T_TAtype |[N_TAtype |TAtype addressing type

[functional,

physical]
AE A_AE A_AE S_AE T_AE N_AE —a address extensionP
TA A_TA A_TA S_TA T_TA N_TA —a target address
SA A_SA A_SA S_SA T_SA N_SA —a source address
Length A_Length |A_Length |[S_Length |T_Length |N_Length |L_Length |length ofprotocol data
unit
PDU A_PDU A_PDU S_PDU T_PDU N_PDU L_PDU protocol data unit

a2 Notsupported = “—".

b Includes address extension if N_Ptype = remote diagnostics (RDiagMixAddr).
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Table 30 (continued)

APP AL PL SL TL NL DLL Description
Result A_Result A_Result S_Result T_Result N_Result L_Result |result of OSI layer
transaction

a2 Notsupported =“—".

b Includes address extension if N_Ptype = remote diagnostics (RDiagMixAddr).

9.3 Service interface parameters (SIP)

9.3]1 SIP - General

The following subclauses specify the service interface parameters (SIP) and data types, whi¢h are used
betveen application and OSI layer services.

9.3]2 SIP - Data type definitions

REQ | 0.2 SIP - Data type definitions
Thd data types shall be in accordance to:

— | Enum: 8-bit enumeration,

— | Unsigned Byte: 8-bit unsigned numeric value,
— | Unsigned Word: 16-bit unsigned numeric value,
— | Unsigned Long: 32-bit unsigned numeric value,

— | Byte Array: sequence of 8-bit aligned data,

— | Bit String: 8-bit binary coded.

9.3{3 SIP - Mtype, message type

REQ |0.3 SIP - Mtype, message'type

Thg Mt ype parameter shall be.of data type Enum and shall be used to identify the message type and fange of ad-
drefss information included ina/service call.

Rarge: [Diag]

9.3/4 SIP - TAtype, target address type

REQ |0.4 SIP - TAtype, target address type

Thg Tatype'parameter shall be of data type Enum and shall be used to identify the target address typg to be used
with therequest address.

Range: [physical]

9.3.5 SIP - AE, address extension

REQ |0.5 SIP - AE, address extension

The AE parameter shall be of data type Unsigned Word and shall be used to extend the available address range
for large networks and to encode both, sending and receiving network layer entities of sub-networks other than
the local network where the communication takes place. A is only part of the addressing information if Mtype
is set to remote diagnostics (RDiagMixAddr).

Range: [0000,, to FFFF, (]

9.3.6 SIP - TA, target address
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REQ |0.6 SIP - TA, target address
The Ta parameter shall be of data type Unsigned Word and shall contain the target address of the node.

Range: [0000,, to FFFF,]

9.3.7 SIP - SA, source address

REQ |0.7 SIP - SA, source address
The sa parameter shall be of data type Unsigned Word and shall contain the soure address of the node.

Range: [0000——tc—FEEE ]

9.3.8 SIP - Length, length of PDU

REQ |0.4SIP - Length, length of PDU

The Lengt}} parameter shall be of data type Unsigned Long and shall contain the length of the'PDU to be trgns-
mitted/recpived.

Range: [00¢0 0000, to FFFF FFFF,]

9.3.9 SIPF - PDU, protocol data unit

REQ |0.9SIP - PDU, protocol data unit

The pDU parameter shall be of data type Byte Array and shall containthe message data (PDU) content of|the
request or fesponse message to be transmitted/received.

Range: [00, to FF;(]

9.3.10 SIP - Result, result

REQ |0.10 SIP - Result, result

The Result parameter shall be of data type Bit\String and shall contain the status relating to the outcomje of
a service ejecution (request field and response-field sequence). If two or more errors are discovered at the sgme
time, then fhe application layer entity shalliset the appropriate error bit in the result parameter.

Range: [OK, Err AL Length, Err TL_PCD Type, Err TL PCI SF DL Value, Err NL AddrFmt, Err DLL Bj te]

The result pk shall be issued to the\service user when the service execution is successfully completed. Thg ok
shall be issfied to a service user@n-both the sender and receiver side.

The ERR_... phall be issued to the service user when an error is detected by a lower layer (provider). The ERR ...
shall be issfied to the seryice/user on both the sender and the receiver side.

10 Applicationlayer (AL)

10.1 AL -{Applicable 1ISO 14229-1 UDS functionality

The requirements specified in this subclause are applicable to the ISO 14229-1 UDS functionality.

REQ |7.1 AL - Applicable ISO 14229-1 UDS functionality - Pyrotechnical device applicable diagnostic
services

If implemented, the vehicle interface(s) to the PCU-related systems shall be in accordance to the services, sub-
Functions and data ranges as they are applicable for an implementation according to ISO 14229-3 UDSonCAN or
ISO 14229-5 UDSonlIP as specified in Table 31.
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REQ
mitCertificate

7.2 AL - Applicable ISO 14229-1 UDS functionality - No use of Authentication subFunction trans-

The ISO 14229-1 Authentication service, subFunction transmitCertificate shall not be used for the purpose of

this document.

Table 31 — ISO 14229-1 Unified diagnostic services applicable to pyrotechnic device

Diagnostic service name SubFunction de- safetySystem-Diag-
fault-Ses- nosticSession
sion
Authentication? All subFunctions except subFunction
. s 0 D
transmitCertificate
DiagnosticSessionControl (scrapping |defaultSession: 014
in grogress) . . . M M
safetySystemDiagnosticSession: 04
TesferPresent (scrapping in progress) |zeroSubFunction (00,) M M
SeclurityAccess (enable scrapping) requestSeed:  5Fq¢
N/A M
sendKey: 604
ReddDataByldentifier (report VIN, N/A
repprt number of PCUs, report ACL M M
verpion, ...)
Wr{teDataByldentifier (write disman-|N/A
: . N/A M
tlerlinformation)
RoytineControl (carry out scrapping) |startRoutine:  01;¢
stopRoutine: 02, N/A NP
requestRoutineResults: 034
EcyReset (end of scrapping) hardReset: 0144 N/A M
a | The Authentication service is specified in ISO*14229-1.
b |Secured routines require a SecurityAccess service in a non-default diagnostic session. A routine that rdquires to be
stopped actively by the PDT also requires ahon-default session.

10.

2 AL - PCU timing parameters

RE

D) | 7.3 AL - PCU timing parameters

The
in IFO 14229-2.

vehicle's PCU-related.systems shall be in accordance to the application layer timing parameters

hs specified

10.3 AL - Authentication

10.

B.1<AL - Requirements specification - PDT authentication

Thetmptementation of the PDTauthentication isoptiomat:

The implementation requirements of the PDT authentication specify the message sequence and relevant

requirements.

Applicable use case: UC 2.1 - Perform PDT authentication

REQ |7.4 AL - PDT authentication

- General requirement #1

service” or a later edition.

The authentication of the PDT against the PCU(s) shall be in accordance to ISO 14229-1:2020, “Authentication

NOTE Legacy PDTs not supporting PDT authentication are incompatible with PCU(s) supporting authentication.
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REQ |7.5 AL - PDT authentication - General requirement #2

If the PDT sends valid pyrotechnic device credentials, the vehicle shall grant access rights to the PDT for at least?
the safety-relevant content, which is used for end-of-life deployment activation of pyrotechnic devices including
the reading of:

— hardware deployment method,
— number of PCUs,
— PCU address information,

— VIN, and

— dismaLtler documentation,
and the writing of the dismantling documentation to the PCU.
The PCU(s)|shall grant access to the activation of routine(s) as defined in ISO 26021-3.

a2 More information beside safety-relevant content can be provided by the vehicle manufacturer for simplicity of PCU
implementations.

All relevanft credentials required by the PDT are delivered offline. It is recommended to use the same
algorithm 4s specified in ISO 14229-1 for diagnostic use cases.

REQ |7.6 AL - PDT authentication - Allowed security concepts for using sérvice “Authentication”
Authenticafion shall be implemented using PKI Certificate Exchange (APGE).as specified in ISO 14229-1:202p.

REQ |7.7 AL - PDT authentication - Publication of used algorithms

If an algorithm is used for authentication, its reference shall.be'published in the Object Identifier (OID) repogi-
tory http:/Joid-info.com/ according to ISO/IEC 9834-1 under'the node being used for PCU(s) and PDT authenti-
cation.

10.3.2 AL- Requirements specification - Fixed-address PCU/PCU(s) authentication

The implerhentation of the fixed-address PCU authentication is optional. All other PCUs can implenjent
the authenfication. The implementation‘requirements of the fixed-address PCU/PCU(s) authenticafion
specify thg message sequence andelevant requirements.

Applicablefuse case: UC 2.2 - Perform fixed-address PCU/PCU(s) authentication

REQ |7.8 AL - PCU authentication - Vehicle PCU authentication

The authenfication of thefixed-address PCU/PCU(s) against the PDT shall be in accordance to ISO 14229-1:2D20
“Authenticdtion seryice”.

NOTE Legafry PDTsnot supporting fixed-address PCU/PCU(s) authentication are incompatible with PCU(s) qup-
porting authentication.

10.4 AL - ReadDataByldentifier - Read PCU hardware deployment method

10.4.1 AL - Requirements specification - Read PCU hardware deployment method

The ReadDataByldentifier service is used to read the hardware deployment method and version of the
fixed-address PCU/server.

Applicable use case: UC 3.1 - Report PCU hardware deployment method

REQ |7.9 AL - ReadDataByldentifier - General requirement

The vehicle's PCU shall report the hardware deployment method information upon a PDT physical request message
using the ReadDataByldentifier service with the DID = PcuDeploymentMethod.
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REQ | 7.10 AL - ReadDataByldentifier - Request and response message processing

After the successful reception and processing of the ReadDataByldentifier request message the vehicle's PCU
shall send a ReadDataByldentifier positive response message as specified in Table 32.

REQ | 7.11 AL - ReadDataByldentifier - MsgParam - PcuHardwareDeploymentMethod

The DID PcuHardwareDeploymentMethod parameter shall be used to request the PCU hardware deployment

method InTormation.

REQ | 7.12 AL - ReadDataByldentifier - PosRspMsgParam - PcuHardwareDeploymentMethc

d version

Thg dataRecord parameter PcuHardwareDeploymentMethod version shall be used to.report the Pcy
DeploymentMethod version information.

Hardware-

REQ | 7.13 AL - ReadDataByldentifier - PosRspMsgParam - PculdéentificationString

vehlicle manufacturer.

Thg dataRecord parameter pculdentification shall be used to reportthe PculdentificationString assi

bned by the

10.4.2 AL - Message sequence requirements - Read PcuHardwareDeploymentMethod

Theg implementation requirements of a ReadDataByldentifier specify the message sequence and
relgvant requirements (see Table 32).

Table 32 — ReadDataByldentifier service - Read PcuHardwareDeploymentMethod

Content A_PDU definition REQ Cvt
1 byte ReadDataByldentifier request message SID 7110 M
2 byte DID = PctiHardwareDeploymentMethod 711 M
1 byte ReadDataByldentifier positive response message SID 710 M
2 byte DID)= PcuHardwareDeploymentMethod 711 M
— dataRecord = [ M
1 byte PcuHardwareDeploymentMethodVersion 7{12 M
9 byte PculdentificationString | 7113 M

10.4.3 LAL>- Message sequence example - Read PcuHardwareDeploymentMethod

Thd objective of this example is to show the message communication between the PDT and t

he vehicle's

PCU to report the hardware deployment method (see Tables 33 and 34).

Table 33 — Message sequence example - Read PcuHardwareDeploymentMethod with

Version = IS0 26021-2 Edition 1

Content A_PDU definition
2244 ReadDataByldentifier request message SID
FAO014¢ DID = PcuHardwareDeploymentMethod
624 ReadDataByldentifier positive response message SID
FAO1,, DID = PcuHardwareDeploymentMethod
— dataRecord = [
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Table 33 (continued)

Content A_PDU definition
0144 PcuHardwareDeploymentMethodVersion = ISO 26021-2 Edition 1

0045004500,500.500,4| PculdentificationString = default]

Table 34 — Message sequence example - Read PcuHardwareDeploymentMethod with
Version = IS0 26021-1 Edition 2

Contertt A—PPYdefimition
2244 ReadDataByldentifier request message SID
FAO14 DID = PcuHardwareDeploymentMethod
624 ReadDataByldentifier positive response message SID
FAO1,, DID = PcuHardwareDeploymentMethod
— dataRecord = [
0244 PcuHardwareDeploymentMethodVersion = ISO 26021-1 Edition 2
0045004500,500,500,4| PculdentificationString = default]
0014 00,4 0P44 0046

10.5 AL {ReadDataByldentifier - Read NumberOfPcu in vehicle

10.5.1 AL- Requirements specification - Read NumberOfPcu in vehicle

The ReadDataByldentifier service is used to read the NumberOfPcu installed in the vehicle of the fixed-
address P(U/server.

Applicablefuse case: UC 3.2 - Report number of PCU(s)

REQ |7.14 AL - ReadDataByldentifier - General requirement

The vehiclg's PCU shall report the number of P€Us in vehicle information upon a PDT physical request mesgage
using the ReadDataByldentifier service with the DID = NumberOfPcu.

REQ |7.15 AL - ReadDataByldentifier - Request and response message processing

After the sficcessful reception.and processing of the ReadDataByldentifier request message the vehicle's PCU
shall send 4 ReadDataByldentifier positive response message as specified in Table 35.

REQ |7.16 AL.—'ReadDataByldentifier - MsgParam - NumberOfPcu
The DID NumhberQfPcu parameter shall he used to report the numher of PCII information

REQ |7.17 AL - ReadDataByldentifier - PosRspMsgParam - NumberOfPcu
The dataRecord parameter numberOfPCUs shall be used to report the number of PCUs in the vehicle.

10.5.2 AL - Message sequence requirements - Read number of PCUs in vehicle

The implementation requirements of a ReadDataByldentifier specify the message sequence and
relevant requirements (see Table 35).
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Table 35 — ReadDataByldentifier service - Read number of PCUs in vehicle

Content A_PDU definition REQ Cvt
1 byte ReadDataByldentifier request message SID 7.15 M
2 byte DID = NumberOfPcu 7.16 M
1 byte ReadDataByldentifier positive response message SID 7.15 M
2 byte DID = NumberOfPcu 7.16 M
— dataRecord = [ M
1 byte NumberOfPcu | 7.17 M

10.5.3 AL - Message sequence example - Read NumberOfPcu in vehicle

The

vehjcle's PCU to report the NumberOfPcu installed in the vehicle (see Table 36).”In this e
NutphberOfPcu = 2.

objective of this example is to show the message communication between the POT and the

Table 36 — Message sequence example - Read NumberOfPcu in vehicle

kample the

Content A_PDU definition
224k ReadDataByldentifier request message SID
FAQO,4 DID = NumberOfPcu
624 ReadDataByldentifier positive response message SID
FAQO¢ DID = NumberOfPcu
— dataRecord = [
024 NumberOfPcu ]
10.6 AL - ReadDataByldentifier - Read PcuAddressinfo
10.6.1 AL - Requirements specifieation - Read PcuAddressinfo
Theg ReadDataByldentifier seryice is used to read the PcuAddressinfo installed in the vehicle of the
fixgd-address PCU/server.

Apq

licable use case: UC 3-3 - Report address information of PCU(s)

RE

) | 7.18 AL - ReadDataByldentifier - General requirement #1

The
phy

vehicle's fixed:address PCU shall report the address information of PCUs installed in the vehicleupon a PDT

sical requestmessage using the ReadDataByldentifier service with the DID = PcuAddressInfo.

RE

)] | 7.19 AL - ReadDataByldentifier - General requirement #2

The order of the PCU address information reported by the vehicle's fixed-address PCU shall correspond to the
order the PCU shall be communicated with.

REQ | 7.20 AL - ReadDataByldentifier - Request and response message processing

After the successful reception and processing of the ReadDataByldentifier physically addressed (normal addressing
format or normal fixed addressing format) request message the vehicle's fixed-address PCU/server shall send a
ReadDataByldentifier positive response message as specified in Table 37.
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REQ |7.21 AL - ReadDataByldentifier - MsgParam - PcuAddressInfo

The DID PcuAddressinfo parameter shall be used to request the PcuAddressinfo.

REQ |7.22 AL - ReadDataByldentifier - PosRspMsgParam - PcuAddressFormatld

The dataRecord parameter PcuAddressFormatld shall be used to report the address format of a PCU.

REQ |7.23 AL - ReadDataByldentifier - PosRspMsgParam - PcuRequestMsgAddr

The dataRgcord parameter PcuRequestMsgAddr shall be used to report the request message address ef aP(U.
REQ |7.24 AL - ReadDataByldentifier - PosRspMsgParam - PcuResponseMsgAddr

The dataRejcord parameter PcuResponseMsgAddr shall be used to report the response méssage address of a HCU.
10.6.2 AL]- Message sequence requirements - Read PcuAddressInfo of PCU
The implementation requirements of a ReadDataByldentifier specify the message sequence fpnd
relevant requirements (see Table 37).

Table 37 — ReadDataByldentifier service - Read PcuAddressinfo of PCU
Content A_PDU definition REQ gvt

1 byte ReadDataByldentifier request message SID 7.20 M

2 byte DID = PcuAddressInfo 7.21 M

1 byte ReadDataByldentifier positive response message SID 7.20 M

2 byte DID = PcuAddressInfo 7.21 M
— dataRecord = [ M
m x 1 byte PcuAddressFarmatld (#1 to #N) 7.22 M
m x 4 byte PcuRequestMsgAddr (#1 to #N) 7.23 M
m x 4 byte PcuResponseMsgAddr (#1 to #N) | 7.24 M
10.6.3 AL- Message sequence example - Read PcuAddressinfo of DoCAN PCU

The object]ve of this exdmple is to show the message communication between the PDT and the vehi¢le's
PCU to repprt the address information of PCUs installed in the vehicle. The example shown in Tabl¢ 38
reads addifess inférmation of one PCU. The example shown in Table 39 reads address informatioh of
two DoCAN PEUs.

Table 38 — Message sequence example - Read PcuAddressInfo of one DoCAN PCU
Content A_PDU definition

2246 ReadDataByldentifier request message SID

FA02¢ DID = PcuAddressInfo

624 ReadDataByldentifier positive response message SID

FA02, DID = PcuAddressInfo

— dataRecord = [

0144 PcuAddressFormatld #1; DoCAN normal addressing

00460716 F2,6 FF4 PcuRequestMsgAddr #1

0044 071 FA1 FF 46 PcuResponseMsgAddr #1 ]

46
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Table 39 — Message sequence example - Read PcuAddressInfo of two DoCAN PCUs

Content A_PDU definition
2246 ReadDataByldentifier request message SID
FA02¢ DID = PcuAddressinfo
624 ReadDataByldentifier positive response message SID
FA02, DID = PcuAddressInfo
— dataRecord = [
0146 PcuAddressFormatld #2; DoCAN normal addressing
00Q7 F2FF 4 PcuRequestMsgAddr #1
00Q7 FAFF 4 PcuResponseMsgAddr #1
024k PcuAddressFormatld #1; DoCAN extended addressing
0006 F177,4 PcuRequestMsgAddr #2
0096 77F14 PcuResponseMsgAddr #2 |
10.6.4 AL - Message sequence example - Read PcuAddressinfo of DolP PCU
The objective of this example is to show the message communication between the PDT and the vehicle's
PCU to report the address information of PCUs installed in the yvehicle. The example shown |n Table 40
reafls address information of one PCU. The example shown_in)Table 41 reads address infdrmation of
twd DolP PCUs.
Table 40 — Message sequence example - Read PcuAddressInfo of one DolP PQU
Content A_PDU definition
224 ReadDataByldentifier request message SID
FA(Q2¢ DID = PcuAddressInfo
624 ReadDataByldentifier positive response message SID
FAQ2, DID = PcuAddressinfo
— dataRecord =.[
104k PcuAddressFormatld #1; DolP addressing
E0Q2 0E02, PéuRequestMsgAddr #1
0EQ2 E00244 PcuResponseMsgAddr #1 ]
Table 41‘— Message sequence example - Read PcuAddressinfo of two DoIP PClUs
Content A_PDU definition
224 ReadDataByldentifier request message SID
FA(2.¢ DID = PcuAddressInfo
62 ReadDataByldentifier positive response message SID
FA0244 DID = PcuAddressInfo
— dataRecord = [
1046 PcuAddressFormatld #1; DolP addressing
E002 0E02, PcuRequestMsgAddr #1
0E02 E0024 PcuResponseMsgAddr #1
1044 PcuAddressFormatld #2; DolP addressing
E003 0E0244 PcuRequestMsgAddr #2
0E02 E0034 PcuResponseMsgAddr #2 ]
47
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10.7 AL - ReadDataByldentifier - Report VIN from PCU

10.7.1 AL - Requirements specification - Report VIN from PCU
The ReadDataByldentifier service is used to report the VIN stored in the fixed-address PCU/server.

Applicable use case: UC 3.4 - Report vehicle identification number

REQ |7.25 AL - ReadDataByldentifier - General requirement

At least one ECU shall report the vehicle identification number upon an PDT physical request message using the
the ReadDgtaBytdermtifrerservice withrthe DD—Vv1i\:

REQ |7.26 AL - ReadDataByldentifier - Request and response message processing

After the syccessful reception and processing of the ReadDataByldentifier physical request message the ECU shall
send a ReadDataByldentifier positive response message as specified in Table 42.

REQ |7.27 AL - ReadDataByldentifier - MsgParam - VIN

The DID VIN parameter shall be used to request the vehicle identification numiber. The DID value for VIN is spec-
ified in ISO|14229-1.

REQ |7.28 AL - ReadDataByldentifier - PosRspMsgParam+:dataRecord

The dataRgcord parameter vinData shall be used to report the vehicle identification number.

REQ |7.29 AL - ReadDataByldentifier - PosRspMsgParam - VinData
The vinDath shall contain the VIN.

10.7.2 AL - Message sequence requirements - Report VIN from PCU

Table 42 specifies the report VIN from PCU message sequence.

Table 42 5='ReadDataByldentifier service - Report VIN from PCU

Length A_PDU definition REQ gvt
1 byte ReadDataByldentifier request message SID 7.26 M
2 byte DID = VIN 7.27 M
1 byte ReadDataByldentifier positive response message SID 7.26 M
2 byte DID = VIN 7.27 M
— dataRecord = [ 7.28 M
17 byte VinData | 7.29 M

10.7.3 AL - Message sequence example - Report VIN from PCU

Table 43 gives an example of the report VIN from PCU message sequence.
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Table 43 — Message sequence example - Report VIN from PCU

A_PDU A_PDU definition
2246 ReadDataByldentifier request message SID
F190,4 DID = VIN
624 ReadDataByldentifier positive response message SID
F190,¢ DID = VIN
— dataRecord = |
57163046 4C16 3046 WOLO; VinData
304 3046 3014 3444 0004; VinData
334} 4D16 4214 3516 3MBS5; VinData
344k 3144 3316 3214 4132; VinData
364k 6]; VinData
NOTE If the server fails to respond with either a positive or negative responsethe client continfies with the
deployment sequence.

10.

10.
Thd

addjress PCU/server.

Apq

8 AL - ReadDataByldentifier - Report dismantler information

B.1 AL - Requirements specification - Report dismantley information

ReadDataByldentifier service is used to report thedismantler information stored in

licable use case: UC 3.5 - Report dismantling doeumentation of PCU

the fixed-

RE

D |7.30 AL - ReadDataByldentifier - General requirement

At]
ata

past one PCU shall report the dismantler infermation upon a PDT physical request message using
Byldentifier service with the DID = Dismantlerldentification.

the ReadD-

RE

D |7.31 AL - ReadDataByldentifier - Request and response message processing

Aft
sen

d a ReadDataByldentifien positive response message as specified in Table 44.

br the successful receptionand processing of the ReadDataByldentifier physical request message the PCU shall

RE

D |7.32 AL~ReadDataByldentifier - MsgParam - Dismantlerldentification

The
ide

DID Dismantlerldentification parameter Dismantlerldentification shall be used to request the
(tification number.

dismantler

REQ |7.33 AL - ReadDataByldentifier - PosRspMsgParam - dismantlerNumber

The dataRecord parameter dismantlerNumber shall contain the PDT dismantler number.

REQ |7.34 AL - ReadDataByldentifier - PosRspMsgParam - pdtDeviceldentification

The dataRecord parameter pdtDeviceldentification shall contain the identifier of the PDT.

©IS
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REQ |7.35 AL - ReadDataByldentifier - PosRspMsgParam - deploymentDate

The dataRecord parameter deploymentDate shall contain the deployment year, month, and day of the PCU de-
ployment.

10.8.2 AL - Message sequence requirements - Report dismantler information

Table 44 specifies the report dismantler information message sequence.

Table 44 — ReadDataByldentifier service - Report dismantler information

Length A_PDU definition REQ | (vt
1 byte ReadDataByldentifier request message SID 7.31 M
2 byte DID = Dismantlerldentification 7:32 M
1 byte ReadDataByldentifier positive response message SID 7.31 M
2 byte DID = Dismantlerldentification 7.32 M
— dataRecord = [ M
8 byte DismantlerNumber 7.33 M
4 byte PdtDeviceldentification 7.34 M
4 byte DeploymentDate ] 7.35 M

10.8.3 AL|- Message sequence example - Report dismantler inférmation

Table 45 specifies an example of report dismantler information. The parameters provide information
about the PismantlerNumber, PdtDeviceldentification, and DeploymentDate. The deployment date is
either equdl to the original production value or equal to the actual deployment date.

Table 45 — Message sequence example - Report dismantler information

Corntent A_PDU definition
2246 ReadDataByldentifiér request message SID
FAO7 ¢ DID = Dismantlerldentification
624 ReadDataByldentifier positive response message SID
FA07 ¢ DID = DismantlerNumber
— dataRecord = [
0044 0044 0P14 0044 DismantlerNumber #1 to #4
00140044 0P44 0046 DismantlerNumber #5 to #8
00140044 0P44 0046 PdtDeviceldentification #1 to #4
07,4 D646 DeploymentDate: Year (MSB, LSB); 2006
0544 DeploymentDate: Month; May
0144 DeploymentDaterDay} 01

10.9 AL - ReadDataByldentifier - Read deployment loop identification table

10.9.1 AL - Requirements specification - Read deployment loop identification table

The purpose of this service is to obtain the number of deployment loops installed in a PCU. One PCU can
be responsible for different deployment loop numbers.

The ReadDataByldentifier service is used to read the hardware deployment method and version from
the fixed-address PCU/server.

Applicable use case: UC 4.1 - Report PCU deployment loop identification table
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REQ | 7.36 AL - ReadDataByldentifier - General requirement

The vehicle's PCU shall report the deployment loop identification table information upon a PDT request message
using the ReadDataByldentifier service with the DID = DeploymentLoopldTable.

REQ | 7.37 AL - ReadDataByldentifier - Request and response message processing

After the successful reception and processing of the ReadDataByldentifier request message, the vehicle's PCU
shall send a ReadDataByldentifier positive response message as specified in Table 46.

REQ | 7.38 AL - ReadDataByldentifier - MsgParam - DeploymentLoopldTable

The

to the PCU, the communication type implemented, the communication version, and the status infor

DID DeploymentLoopldTable parameter shall be used to report the number of connected pyrotec;Lnic devices

ation.

The AclType identifies the ACL hardware interface type.

REQ | 7.39 AL - ReadDataByldentifier - PosRspMsgParam - AclType

The

dataRecord parameter AclType shall be used to report the additional communication line typg definition
infgrmation.

Thd

for PCU deployment.

AclMethodVersion identifies the version of the ACL diagfiostic protocol services and seq

lience used

REQ | 7.40 AL - ReadDataByldentifier - PosRspMsgPar¥am - AclMethodVersion

The
infq

andg

It shall be incremented every time an ACL protecol service or a data identifier changes in the ISO 2

dataRecord parameter AclMethodVersion shall be:used to report the additional communication Jine method

rmation.

is no longer backward-compatible.

b021 series

REQ | 7.41 AL - ReadDataByldeitifier - PosRspMsgParam - NumOfLoopTableRecords

The

dataRecord parameter NumOfLoopTableRecords shall be used to report the number of connected pyrotechnic
devfices to the PCU.

The

deplloyed, failure status.

DeploymentLoopStatus of a DeploymentLoopID reports, e.g. operating, deactivation, nd

t installed,

REQ | 7.42 ALi-ReadDataByldentifier - PosRspMsgParam - DeploymentLoopld, DeploymentlLoopStatus

The

ment loop(identification and deployment loop status information of a pyrotechnic device connected

dataRecord parameters DeploymentLoopld and DeploymentLoopStatus shall be used to report

the deploy-
fo a PCU.

10.9.2 AL - Message sequence requirements - Read deployment loop identification table

Table 46 specifies the message sequence requirements - Read deployment loop identification table.

Table 46 — Message sequence requirements - Read deployment loop identification table

Length A_PDU definition REQ Cvt
1 byte ReadDataByldentifier request message SID 7.37 M
2 byte DID = DeploymentLoopldTable 7.38 M
1 byte ReadDataByldentifier positive response message SID 7.37 M
2 byte DID = DeploymentLoopldTable 7.38 M
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Table 46 (continued)
Length A_PDU definition REQ Cvt
— dataRecord = [ M
1 byte AclTypeDefinition 7.39 M
1 byte AclMethodVersion 7.40 M
1 byte NumOfLoopTableRecords 7.41 M
k x 2 byte (#1 to #Kk) x (DeploymentLoopld, DeploymentLoopStatus)] 7.42 M

10.9.3 AL=MesSage SequUence exampie - Read deploymenttoop fdemtificatiomtable ]

Table 47 specifies the message sequence example - Read deployment loop identification tablé with

ACL = CommMode12V and one connected pyrotechnic device.

Tablle 47 — Message sequence example - Read deployment loop identification table

Content A_PDU definition
2244 ReadDataByldentifier request message SID
FA06,, DID = DeploymentLoopldTable
624 ReadDataByldentifier positive response message SID
FA06,, DID = DeploymentLoopldTable
0244 AclTypeDefinition = CommMode12V
0144 AclMethodVersion = 1
0144 NumOfLoopTableRecords = 1
— dataRecord = [
0544 DeploymentLoopld #1; airbag left side frontal 2nd stage; see ISO 26021-3
2044 DeploymentLoopStatus #1]; deployed, see ISO 26021-3
Table 48 specifies the message sequence example — Read deployment loop identification table with

ACL = CAN

Tablle 48 — Message sequence example - Read deployment loop identification table

only and three connected pyroteehnic devices.

Content A_PDU definition

2244 ReadDataByldentifier request message SID

FA06,¢ DID = DeploymentLoopldTable

6246 ReadDataByldentifier positive response message SID

FA06,¢ DID.# DeploymentLoopldTable

0144 AclTypeDefinition = No_ACL_Line

0144 AclMethodVersion = 1

0344 NumOfLoopTableRecords = 3

— dataRecord = [

A8q DeploymentLoopld #1; sidebaginside - driver side - seat mounted; see ISO 26021-
3

2044 DeploymentLoopStatus #1; deployed, see ISO 26021-3

A9, DeploymentLoopld #2; sidebag inside - passenger side - seat mounted; see
IS0 26021-3

0044 DeploymentLoopStatus #2; not deployed; see ISO 26021-3

ACyq DeploymentLoopld #3; farside (centre) airbag - 1st row; see ISO 26021-3

2044 DeploymentLoopStatus #3 |; deployed, see ISO 26021-3
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NOTE The order of the loop identifier in the table determines the order in which the PDT deploys the
pyrotechnic devices.

10.10 AL - DiagnosticSessionControl - safetySystemDiagnosticSession

10.10.1AL - Requirements specification - safetySystemDiagnosticSession

The safetySystemDiagnosticSession is initiated in the PCU/server with the DiagnosticSessionControl
service. This session is a timed session which requires a diagnostic request service to be sent by the
PDT for the session to stay active.

Applicable use case: UC 4.2 - Initiate safetySystemDiagnosticSession

REQ | 7.43 AL - safetySystemDiagnosticSession - General requirement

Thg vehicle's PCU shall transit into the SafetySystemDiagnosticSession upon a PDT requést message using the
DiagnosticSessionControl service with the DiagnosticSessionType = SafetySystemDiagnosticSession.

REQ | 7.44 AL - safetySystemDiagnosticSession - Request and respons€ message processing

Aftpr the successful reception and processing of the DiagnosticSessionControl request message the v¢hicle's PCU
shalll send a DiagnosticSessionControl positive response message as-specified in Table 49.

REQ | 7.45 AL - safetySystemDiagnosticSession - MsgParam - DiagnosticSessionType
Thg DiagnosticSessionType parameter shall be used torequest and confirm the SafetySystemDiagnopticSession.

REQ | 7.46 AL - safetySystemDiagnosticSession - PosRspMsgParam - data #1 to data #4

Thg sessionParameterRecord parameters.data #1 to data #4 shall be used to report the session spegific param-
etef values.

10.10.2AL - Message sequence requirements - safetySystemDiagnosticSession

Table 49 specifies the DiagnosticSessionControl - safetySystemDiagnosticSession service.

Table 49 =~DiagnosticSessionControl service - safetySystemDiagnosticSessign

Content A_PDU definition REQ Cvt
1 byte DiagnosticSessionControl request message SID 7144 M
1 byte DiagnosticSessionType = SafetySystemDiagnosticSession 7145 M
1 byte DiagnosticSessionControl positive response message SID 744 M
1 byte DiagnosticSessionType = SafetySystemDiagnosticSession 7.45 M
— sessionParameterRecord = [
1 byte data#1 7.46 M
— : 746 M
1 byte data#4] 7.46 M

10.10.3AL - Message sequence example - safetySystemDiagnosticSession

The objective of this example is to show the message communication between the PDT and the vehicle's
PCU to transit the PCU into the SafetySystemDiagnosticSession.

Table 50 provides an example of the DiagnosticSessionControl service message sequence.

© IS0 2022 - All rights reserved 53


https://standardsiso.com/api/?name=c53f262a3c878f5ac1e17152b6ddf288

IS0 26021-1:2022(E)

Table 50 — Example of the DiagnosticSessionControl service message sequence

Content A_PDU definition
1046 DiagnosticSessionControl request message SID
044 SF = DiagnosticSessionType: SafetySystemDiagnosticSession,
SuppressPosRspMsgindicationBit = FALSE
5044 DiagnosticSessionControl positive response message SID
0444 SF = DiagnosticSessionType: SuppressPosRspMsglndicationBit = FALSE

SafetySystemDiagnosticSession,

— sessionParameterRecord = [

0044 data #1; tpy server Max (MSB): 50 ms
3246 data #2; tpy server Max (LSB): 50 ms
0144 data #3; tpy+ server Max (MSB): 5000 ms
F4.¢ data #4; tpy+ server Max (LSB): 5 000 ms]

10.11 AL|- TesterPresent

10.11.1ALj- Requirements specification - TesterPresent

This servide is used to indicate to all PCUs that a PDT is still connected to the vehicle and that cerfain
diagnostic|services and/or communications, that have been previeusly activated, are to remain actiyve.

This servide is used to keep the selected PCUs in the safetySystemDiagnosticSession. This is either done
by periodi¢ TesterPresent request messages in case of absefce of other diagnostic services or by other
diagnostic|services to prevent the PCU/server from automatically returning to the defaultSession.

Applicablefuse case: UC 4.3 - Keep-alive safetySystemDiagnosticSession

REQ |7.4f7 AL - TesterPresent - General requirement

The vehiclels PCU shall keep the current diagnostic session active upon a PDT request message using the Tesfer-
Present service.

REQ |7.418 AL - TesterPresent'=- Request and response message processing

After the syccessful receptiortand processing of the TesterPresent request message the vehicle's PCU shall s
a TesterPregsent positive reSppnse message as specified in Table 51.

]
=
QL

REQ |7.419 AL “’TesterPresent - MsgParam - SuppressPosRspMsgIndicationBit

The supprgssPosRspMsglndicationBit parameter shall be used to control the transmission of a PCU's response
message.

10.11.2AL - Message sequence requirements - TesterPresent

Table 51 specifies the TesterPresent — zeroSubFunction service.

Table 51 — TesterPresent service - suppressPosRspMsglIndicationBit

Content A_PDU definition REQ Cvt
1 byte TesterPresent request message SID 7.48 M
1 byte SF = [suppressPosRspMsgIndicationBit, zeroSubFunction] 7.49 M
NOTE The TesterPresent positive response message is only sent if the suppressPosRspMsgindicationBit = FALSE.
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Table 51 (continued)

Content A_PDU definition REQ Cvt
1 byte TesterPresent positive response message SID 7.48 M
1 byte SF = [suppressPosRspMsglndicationBit, zeroSubFunction] 7.49 M
NOTE The TesterPresent positive response message is only sent if the suppressPosRspMsgIndicationBit = FALSE.

10.11.3AL - Message sequence example - TesterPresent

The objective of this example is to show the message communication between the PDT and the vehicle's
PCU to keep alive the current diagnostic session in the PCU.

Table 52 provides an example of the TesterPresent service message sequence with positive response.

Table 52 — Example of the TesterPresent service message sequence with'positive response

Content A_PDU definition
3Eq TesterPresent request message SID
004} SubFunction = [suppressPosRspMsglndicationBit ='FALSE, zeroSubFunctior)]
7Eg TesterPresent positive response message SID
004k SubFunction = [suppressPosRspMsglndicationBit = FALSE, zeroSubFunctior)]

10.12 AL - SecurityAccess

10.12.1AL - Requirements specification - SecurityAccess

Theg purpose of this service is to provide a medns to access diagnostic services which haveg restricted
access. This method is part of a set of provisions designed to fulfil security requirements.

The use of diagnostic services for scrapping pyrotechnic devices is a situation where secufrity access
is rpquired. To avoid the improperise of the scrapping mode without correct PDT impldmentation,
the[security concept uses a seed and-key relationship while a safetySystemDiagnosticSessiqgn is active.
It i required that the PDT firstiinitiates the safetySystemDiagnosticSession. This session|is a timed
sesgion which requires a diagnoestic request service to be sent by the PDT for the session to $tay active.
Aftér successful initiation\.of the safetySystemDiagnosticSession, the PDT sends a secyrityAccess
reqpest service with the "SecurityAccessType set to RequestDeploymentSeed. If it supports the
SecprityAccessType, value, the PCU shall respond with a securityAccess positive responsg message.
The positive response message shall also include the securitySeed value. The PDT th¢n sends a
SecprityAccess request message with the SecurityAccessType set to the SendDeploymentKey value and
thelsecurityKeyvalue required to successfully unlock the PCU. If the securityKey value recefved by the
PCU is incorrect, this shall be regarded as an erroneous attempt and shall be answered witH a negative
responsémessage including the appropriate negative response code. The negative response codes shall
be gpplied as specified in ISO 14229-1. There is no time period which needs to be insertdd between
access :\ffnmpfc

The implementation requirements of SecurityAccess specify the message sequence and relevant
requirements.

Applicable use case: UC 4.4 - Unlock security of PCU

REQ | 7.50 AL - SecurityAccess - General requirement

The vehicle's PCU shall report the SecurityAccess information upon a PDT request message using the SecurityAc-
cess service with the SecurityAccessType set to RequestDeploymentSeed.
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REQ |7.51 AL - SecurityAccess - Request and response message processing

After the successful reception and processing of the SecurityAccess request message the vehicle's PCU shall send
a SecurityAccess positive response message as specified in Table 53.

REQ |7.52 AL - SecurityAccess - MsgParam - SecurityAccessType RequestDeploymentSeed

The subFunction parameter SecurityAccessType RequestDeploymentSeed value 5F, shall be used in the Secu-
rityAccess request message to request the deployment seed value from the PCU #1 to PCU #N.

REQ |7.53 AL - SecurityAccess - MsgParam - DeploymentSeed value

The DeploymentSeed value shall consist of a 2-byte value.
The MSB v3lue 01,4 shall specify the PCU deployment method version.

The LSB value shall be any value between 00,4 and FF,¢ (e.g. random value or part of serial nuniber or fixed vajue)
for all PCUY.

REQ |7.54 AL - SecurityAccess - MsgParam - SecurityAccessType SendDeploymentKey

The subFurction parameter SecurityAccessType SendDeploymentKey valiie 60,4 shall be used in the SecurityAc-
cess requeqt message to send the deployment key value to the PCU #1 t0.PCU #N.

REQ |7.55 AL - SecurityAccess - MsgParam - DeploymentKey value

The DeploymentKey value shall consist of a 2-byte value ahd shall be the 1's complement of the DeploymentSeed
value.

REQ |7.56 AL - RoutineControl - PosRspMsgParam - RequestDeploymentSeed (#1 to #s)

The data pgrameter value DeploymentSeed (#1 to #s) shall be reported to the PDT in order to enable the PDT to
identify thq DeploymentKey value.

REQ |7.57 AL - Routine€ontrol - ReqMsgParam - DeploymentKey (#1 to #Kk)

The value (f the data parameter DeploymentKey (#1 to #k) shall be used to unlock the PCU #1 to PCU #N if|the
value matches the expgcted value.

10.12.2ALj—~Message sequence requirements - SecurityAccess

Table 53 specifies the SecurityAccess service with SecurityAccessType = RequestDeploymentSeed.

Table 53 — SecurityAccess service - SecurityAccessType = RequestDeploymentSeed

Content A_PDU definition REQ Cvt
1 byte SecurityAccess request message SID 7.51 M
1 byte SF = [SuppressPosRspMsglndicationBit, SecurityAccessType = RequestDe-| 7.52 M
ploymentSeed ]
1 byte SecurityAccess positive response message SID 7.51 M
1 byte SF = [SuppressPosRspMsglndicationBit, SecurityAccessType = RequestDe-| 7.52 M
ploymentSeed ]

56 ©1S0 2022 - All rights reserved


https://standardsiso.com/api/?name=c53f262a3c878f5ac1e17152b6ddf288

IS0 26021-1:2022(E)

Table 53 (continued)

Content A_PDU definition REQ Cvt
— dataRecord = [ M
s x 1 byte DeploymentSeed (#1 to #s)] 7.56 M
Table 54 specifies the SecurityAccess service with SecurityAccessType = SendKey.
Table 54 — SecurityAccess service - SecurityAccessType = SendKey
Content A—PDU-definition REQ Cvt
1 byte SecurityAccess request message SID 7151 M
1 byte SF = [SuppressPosRspMsgIndicationBit, SecurityAccessType = SendDeploy*Y 7{52 M
mentKey |
— dataRecord = [ M
k x[1 byte DeploymentKey (#1 to #k)] 7157 M
1 byte SecurityAccess positive response message SID 7151 M
1 byte SF = [SuppressPosRspMsglndicationBit, SecurityAccessType = SendDeploy-| 7{52 M
mentKey]
10.12.3AL - Message sequence example - SecurityAccessType = RequestSeed
The objective of this example is to request the DeploymentSeed value of the PCU.
Table 55 provides an example of the SecurityAccess setVice message sequence with SecurityfAiccessType
= RequestDeploymentSeed.
Table 55 — Example of the SecurityAccess service message sequence -
SecurityAccessType = RequestSeed
Content A_PDU definition
271k SecurityAccess request message SID
5F SF = SecurityAccessType = [SuppressPosRspMsgindicationBit = FALSE, ReqyestDeploy-
mentSeed]
674k SecurityAccess positive response message SID
5F SF(=SecurityAccessType = [SuppressPosRspMsgindicationBit = FALSE, ReqyestDeploy-
mentSeed]
— dataRecord = [
014}, (0044 to.EEf¢) DeploymentSeed (MSB, LSB)]
10.12.4AL- Message sequence example - SecurityAccessType = SendDeploymentKey
to unlock

Table 56 provides an example of the SecurityAccess service message sequence with SecurityAccessType
= SendDeploymentKey.

Table 56 — Example of the SecurityAccess service message sequence -

SecurityAccessType = SendKey

Content A_PDU definition
2716 SecurityAccess request message SID
6046 SF = SecurityAccessType = [SuppressPosRspMsgIndicationBit = FALSE, SendDeploymentKey]

dataRecord = [
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Table 56 (continued)
Content A_PDU definition
FE,, (00,4 to FF,) | DeploymentKey (MSB, LSB)]
6716 SecurityAccess positive response message SID
6046 SF = SecurityAccessType = [SuppressPosRspMsgIndicationBit = FALSE, SendDeploymentKey]

10.13 AL - WriteDataByldentifier - Write dismantler information

PCU

The requedt message contains the dismantler identification information dataRecord. The'dataRecoid is
identified by a dataldentifier (see ISO 26021-3 Dismantlerldentification).

10.13.2ALj- Message sequence requirements - Write dismantler identification information

Applicablefuse case: UC 5.2 - Write dismantling documentation into PCU (Device-Deploy)

REQ |7.58 AL - WriteDataByldentifier - General requirement

The vehiclels PCU #1 to PCU #N shall write the dismantler identification information upon a PDT physical addregsed
request megsage using the WriteDataByldentifier service with the DID= Dismantlerldentification.

REQ |7.59 AL - WriteDataByldentifier - Request and.résponse message processing

After the sficcessful reception and processing of the WriteDataByldentifier physical request message the PCU
shall send 4 WriteDataByldentifier positive response message as specified in Table 57.

REQ |7.6|0 AL - WriteDataByldentifiér+"MsgParam - Dismantlerldentification
The DID Dismantlerldentification paranréter shall be used to write the PDT dismantler identification numbdr.

REQ |7.61 AL - WriteDataByldentifier - ReqMsgParam - Dismantlerldentification

The dataRgcord parameter Dismantlerldentification shall contain the PDT dismantler number.

REQ |7.62 AL - WriteDataByldentifier - ReqMsgParam - PdtDeviceldentification
The dataRecord parameter PdtDeviceldentification shall contain the identifier of the PDT.

REQ |7.63 AL - WriteDataByldentifier - ReqMsgParam - DeploymentDate

The dataRecord parameter DeploymentDate shall contain the deployment year, month, and day of the PCU de-
ployment.

Table 57 specifies the write dismantler identification information message sequence.
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Table 57 — Message sequence requirements - Write dismantler identification information

Length A_PDU definition REQ Cvt
1 byte WriteDataByldentifier request message SID 7.59 M
2 byte DID = Dismantlerldentification 7.60 M
— dataRecord = [ M
8 byte DismantlerNumber 7.61 M
4 byte PdtDeviceldentification 7.62 M
4 byte DeploymentDate | 7.63 M
1 byte WriteDataByldentifier positive response message SID 7159 M
2 byte DID = Dismantlerldentification 7)60 M

10.13.3AL - Message sequence example - Write dismantler identification information

Thig example includes parameter values of the dismantlerNumber, pdtBeviceldentifidation, and
deploymentDate. The deployment date is either equal to the original production value ¢r equal to
the|actual deployment date. Table 58 specifies the message sequence example - Write dismantler
infdrmation.

Table 58 — Message sequence example - Write dismantler identification information

Content A_PDU\definition
2E 4 WriteDataByldentifier request message SID
FAQ744 DID = Dismantlerldentification
— dataRecord = [

004 00440044 0044 DismantlerNumber #1 to-#4

004} 0044 0044 0044 DismantlerNumber@5 to #8

004 00440044 0044 PdtDeviceldentification #1 to #4

074 D646 DeploymentDate: Year (MSB, LSB); 2006

054 DeploymentDate: Month; May

014} DeploymentDate: Day; 1

6E WriteDataByldentifier positive response message SID
FAQ744 DIP’= Dismantlerldentification

10.14 AL - RoutineControl

10.14.1AL<'Requirements specification - RoutineControl

Thgq RoutineControl service is used in the PCU to start the SPL or the SPM.

The PCU allows execution of the ExecuteSPL and DeployLoopRoutineld while unlocked by the
SecurityAccess services. The implementation requirements of ExecuteSPL and DeployLoopRoutineld
specify the message sequence and relevant requirements.

The PDT transmits a RoutineControl service request message to the PCU. The PCU accepts the request
and starts the SPL. The PCU does not send a positive response until the routine is stopped and the
scrapping program module (SPM) is in an executable form.

In testing use cases, the PDT requests routine results. The PDT transmits a RoutineControl service with
the SubFunction parameter set to requestRoutineResult request message to the PCU. The PCU accepts
the request and responds with the routineControlOption SPL number. The result is either 00,4 (SPL
without conversion) or 01, (SPL with conversion).

Applicable use case: UC 4.5 - Execute PCU(s) scrapping program module loader
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REQ |7.64 AL - RoutineControl - General requirement #1
The PCU shall activate the routine upon a PDT physical request message using the RID.

NOTE The description of necessary preconditions for the activation is not part of this document. If applicable,
they are documented by the vehicle manufacturer.

REQ |7.65 AL - RoutineControl - General requirement #2

Routines, which are available in the vehicle and are assigned to a standardized identifier (RID) shall be mandatory
for applicable use cases and interface requirements.

REQ |7.6|6 AL - RoutineControl - Vehicle status following routine activation

Routines, which are assigned to a standardized identifier (RID) shall return the control to the PCU afteractivatjon.

REQ |7.67 AL - RoutineControl - Request and response message processing

After the syccessful reception and processing of the physical RoutineControl requestmessage the PCU shall send
a RoutineC¢ntrol positive response message as specified in Table 59.

REQ |7.6|8 AL - RoutineControl - MsgParam - routineControlType

This subFulction parameter routineControlType (startRoutine, stopRoutine, requestRoutineResults) shal| be
used to selgct the control of the routine as specified by the RID.

REQ |7.69 AL - RoutineControl - MsgParam - RID
The paramegter RID shall determine the routine asspeécified in ISO 26021-3, which shall be started/stopped.

REQ |7.7[) AL - RoutineControl - RégMsgParam - routineControlOptionRecord[]

The paramgter routineControlOptienRéecord[] shall be implemented according to the specification in ISO 1422P-1.

REQ |7.7I1 AL - Routine€ontrol - ReqMsgParam - routineControlOption

The paramgter routinneControlOption shall be implemented according to the specification in ISO 26021-3.

Supported routineControlOption values:

— roytineControlOption #1: 00,5 — ExecuteSPL in RAM without conversion (testing use cases orjly);

— routineControlOption #1: 01,5 — ExecuteSPL in RAM with conversion (deployment process).

REQ |7.72 AL - RoutineControl - PosRspMsgParam - routinelnfo

The parameter routinelnfo shall be implemented according to the specification in ISO 14229-1.

REQ |7.73 AL - RoutineControl - PosRspMsgParam - routineStatusRecord[]
The parameter routineStatusRecord[] shall be implemented according to the specification in ISO 14229-1.
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REQ |7.74 AL - RoutineControl - PosRspMsgParam - routineStatus

The parameter routineStatus shall be implemented according to the specification in ISO 26021-3.

10.14.2AL - Message sequence requirements - RoutineControl

Table 59 specifies the RoutineControl message sequence.

Table 59 — RoutineControl message sequence

Content A_PDU definition REQ Cvt

1 byte RoutineControl request message SID (PCU #1 to #N) M
1 byte SF = [suppressPosRspMsgIndicationBit, routineControlType] M
2 byte RID = Routineldentifier M
— routineControlOptionRecord = [ M
k byte routineControlOption (byte #1 to #k)] C
1 byte RoutineControl positive response message SID (PCU #1 to #N) M
1 byte SF = [SuppressPosRspMsgIndicationBit, routineControlType] M
2 byte RID = Routineldentifier M
— routineStatusRecord = [ C
1 byte routineStatus #1 = routinelnfo: VM-specific C
m {1 byte routineStatus #m ] C
10.14.3AL - Message sequence example - ExecuteSPL with SF = startRoutine

Upd

If tH
con

n reception of a RoutineControl request message with the RID = ExecuteSPL:

the PCU copies the SPM into free RAM,space. This RAM space is initialised after reset;

or function addresses.

the PCU converts the SPM into an:executable format, e.g. the SPL overwrites some valueg of port-10

e belt buckle contact is intaet,the PCU responds with a negative response message including NRC =
ditionsNotCorrect information upon a RoutineControl request message with the RID = ExecuteSPL.

Table 60 specifies the\_message sequence example - ExecuteSPL with SF = startRqutine and

rou

LineControlOption=SPLConversionld:

Table 60 — Message sequence example - ExecuteSPL with SF = startRoutine

SPLConversionld used in deployment process: 01,4: ExecuteSPL into RAM with conversion.

SPLConversionld used during testing process: 00,4: ExecuteSPL into RAM without converting;

Content A_PDU definition
3144 RoutineControl request message SID
0146 SF = [suppressPosRspMsglndicationBit, startRoutine]
E20044 RID = ExecuteSPL
— routineControlOptionRecord = [
0146 routineControlOption = SPLConversionld ]; load SPM to RAM with conversion
7144 RoutineControl positive response message SID
0146 SF = [suppressPosRspMsglndicationBit, startRoutine]
E200,4 RID = ExecuteSPL
— routineStatusRecord = [
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Table 60 (continued)

Content A_PDU definition
0046 routineStatus #1 = routinelnfo: VM-specific
0144 routineStatus #2 = SPLConversionld ];  load SPM to RAM with conversion
7F 6 RoutineControl negative response message SID
3146 RoutineControl request message SID
2244 responseCode; conditionsNotCorrect
10.14.4AL= = =

The RoutirjeControl service is used by the PDT to address the PCU in order to start the SPL or the’'SEM.

The PCU allows execution of the ExecuteSPL and DeployLoopRoutineld routines while unlocked by|the
SecurityAccess service. The implementation requirements of ExecuteSPL and DeployLoopRoutineld
routines specify the message sequence and relevant requirements.

Upon reception of a RoutineControl request message with the RID = DeployLoopRoutineld and|the
parameter(DeploymentLoopld (for each pyrotechnic device connected to this’PCU):

— the SPM fires the pyrotechnic device;
— the PCU sends a response with the result;
— the SPM updates the DeploymentLoopld status.

When the PCU receives an EcuReset request message the:\RAM is cleared and the executable SPM is
deleted.

Table 61 syecifies the message sequence example - ExecuteSPL with SF = request routine results.

Table 61 — Message sequence example = ExecuteSPL with SF = requestRoutineResult

Content A_PDU definition
3144 RoutineControlrequest message SID
0344 SF = [SuppressRosRspMsglndicationBit, requestRoutineResult]
E200,4 RID = ExecuteSPL
7144 RoutineControl positive response message SID
0344 SE=|SuppressPosRspMsgIndicationBit, requestRoutineResult]
E20044 RID = ExecuteSPL
— routineStatusRecord = |
0044 routineStatus #1 = routinelnfo: VM-specific
0044 routineStatus #2 = # of ExecuteSPL ]

10.14.5AL - Message sequence example - DeployLoopRoutinelD with SF = startRoutine

The PCU allows execution of the DeployLoopRoutinelD routines while unlocked by the SecurityAccess
service. The implementation requirements of DeployLoopRoutineld specify the message sequence and
relevant requirements.

The DeployLoopRoutineld is selected by the routineControlOption. The DeploymentLoopld parameter
is specified in ISO 26021-3.

Table 62 specifies the message sequence example - DeployLoopRoutinelD with SF = startRoutine.
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Table 62 — Message sequence example - DeployLoopRoutinelD with SF = startRoutine

Content A_PDU definition

3144 RoutineControl request message SID

0146 SF = [SuppressPosRspMsgindicationBit, startRoutine]

E2014 RID = DeployLoopRoutineld

— routineControlOptionRecord = [

5344 routineControlOption = DeploymentLoopld |; kneebag — driver side (see ISO
26021-3:—, Table B.1?)

Seconmd—editiomr umder —preparatiomr—Stage —at—thre—time—of —publication:

ISO/DIS 26021-3:2021.
)

714k RoutineControl positive response message SID

01,44 SF = [SuppressPosRspMsgindicationBit, startRoutine]

E2(144 RID = DeployLoopRoutineld

— routineStatusRecord = [

004k routineStatus #1 = routinelnfo: VM-specific

534 routineStatus #2 = DeploymentLoopld

204 routineStatus #3 = DeploymentLoopldstatus |; “Deployed” (see ISO 26021-3:—,

Table B.2)

10.14.6 AL - Message sequence example - DeployLaeopRoutinelD with SF = requestRoutjneResult

Theg PDT transmits a RoutineControl service request message to the PCU. The PCU accepts the request
megsage and starts the routine. For reliability reasons, the scrapping program module (SPM) |s executed
out|of, e.g. RAM memory (see 8.9.6). The PCU does not send a positive response until thq routine is

stopped and the loop status is updated.

In grder to keep the communicatipn;with the client active, the PCU may need to transmfit negative
response messages including response code 78,4 (requestCorrectlyReceived-ResponsePendjng). When
theroutine is completely executed, the server transmits the RoutineControl positive responfe message

that includes the results of the ¢heck performed on the programming dependencies.

Table 63 specifiesthe me§sage sequence example - DeployLoopRoutineld with SF=requestRoutineResult.

Talble 63 — Message sequence example - DeployLoopRoutinelD with SF = requestRoufineResult

Content A_PDU definition
314 RoutineControl request message SID
034k SF = [SuppressPosRspMsglndicationBit, requestRoutineResult]
E2017, RID = DeployLoopRoutineld
— routineControlOptionRecord = [
0146 routineControlOption = DeploymentLoopld ]; airbag driver side frontal 1st stage
7144 RoutineControl positive response message SID
0344 SF = [suppressPosRspMsglndicationBit, requestRoutineResult]
E2014 RID = DeployLoopRoutinelD
— routineStatusRecord = [
0046 routineStatus #1 = routinelnfo: VM-specific
0146 routineStatus #2 = DeploymentLoopld; airbag driver side frontal 1st stage

2) Second edition under preparation. Stage at the time of publication: ISO/DIS 26021-3:2021.
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Table 63 (continued)

Content A_PDU definition

ternal deployment is required).

routineStatus #3 = DeploymentLoopStatus |; Failure: an electrical fault in the firing
loop, e.g. interrupted, short to ground, has deactivated this loop (CAUTION — ex-

10.15 AL - ACL request deployment sequence (optional)

10.15.1AL - Requirements specification - ACL request deployment sequence

The ACL tequest deployment sequence service is used to enable the PCU to report its inte

deployment ready status.

Applicablefuse case: UC 5.1 - Report ACL deployment sequence (ACL-Init)

‘nal

REQ |7.75 AL - ACL request deployment sequence (optional) - General requirement

The vehicle
sage using

s PCU shall report the ACL request deployment sequence response upon a PDT physical request npes-
he ACL request deployment sequence service.

REQ |7.76 AL - ACL request deployment sequence (optional) - ACLrequest deployment sequence -
quest and positive response message processing

Re-

After the syccessful reception and processing of the ACL request deployment sequence request message the
hicle's PCU[shall send an ACL request deployment sequence positivéresponse message as specified in Table p4

ve-

REQ |77
qu

7 AL - ACL request deployment sequence-(optional) - ACL request deployment sequence -
bst and negative response message processing

Re-

hicle's PCU
in case the

After the syccessful reception and processing ofithe ACL request deployment sequence request message the
shall send an ACL request deployment sequence negative response message (as specified in Table|64)
PCU cannot proceed to the activation process due to internal conditions.

ve-

10.15.2AL

The imple

- Message sequence requirements - ACL request deployment sequence

sequence and relevant requirements (see Table 64).

TFable 64 — ACL request deployment sequence service

mentation requirements of the ACL request deployment sequence specify the mesgage

Content A_PDU definition REQ Gvt
2144 ACL request deployment sequence request message SID 7.76 M
61,4 AChrequest-deploymentsequencepositive respense-message-Sib ara s |
7F 16 ACL request deployment sequence negative response message SID 7.77 M

10.16 AL - ACL confirm deployment sequence (optional)

10.16.1AL - Requirements specification - ACL confirm deployment sequence

The ACL confirm deployment sequence service is used to confirm to the PDT that the PCU is ready to
perform the deployment sequence.

Applicable use case: UC 5.3 - Perform ACL deployment confirmation sequence (Device-Deploy)

64
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REQ | 7.78 AL - ACL confirm deployment sequence (optional) - General requirement

The vehicle's PCU shall report the ACL confirm deployment sequence response upon a PDT physical request mes-
sage using the ACL confirm deployment sequence service.

REQ |[7.79 AL - ACL confirm deployment sequence (optional) - Request and positive response message
processing

After the successful reception and processing of the ACL confirm deployment sequence request message the ve-
hicle's PCU shall send an ACL confirm deployment sequence positive response message as specified in Table 65.

REQ [7.80 AL - ACL confirm deployment sequence (optional) - Request and negative responge message
processing
Aftpr the successful reception and processing of the ACL request deployment sequencelrequest mesgage the ve-
hicle's PCU shall send an ACL request deployment sequence negative response message (as specified |n Table 65)
in dase the PCU cannot proceed to the activation process due to internal conditions:

10.16.2AL - Message sequence requirements - ACL confirm deployment sequence (optjonal)

Theg implementation requirements of the ACL confirm depleyment sequence specify thHe message
seqpience and relevant requirements (see Table 65).

Table 65 — ACL confirm deployment sequence service (optional)

Cpntent A_PDU definition REQ Cvt
274 ACL confirm deployment sequence request message SID 7179 M
67k ACL confirm deployment sequence.p0sitive response message SID 7179 M
ﬂp ACL confirm deployment sequence negative response message SID 780 M

10.17 AL - ACL terminate deployment sequence (optional)

10.17.1AL - Requirements.specification - ACL terminate deployment sequence (optionpal)
Theg ACL terminate deployment sequence service is used to terminate the PCU deployment s¢quence.

Applicable use case:-UC 6.2 - Terminate PCU pyrotechnic device scrapping via ACL

REQ | 7.81 AL~ACL terminate deployment sequence (optional) - General requirement

Thg vehicle's.PCU shall report the ACL terminate deployment sequence response upon a PDT physical request
megsage Using the ACL terminate deployment sequence service.

REQ |[7.82 AL - ACL terminate deployment sequence (optional) - Request and positive response message
processing

After the successful reception and processing of the ACL terminate deployment sequence request message the
vehicle's PCU shall send an ACL terminate deployment sequence positive response message as specified in Table 66.

10.17.2AL - Message sequence requirements - ACL terminate deployment sequence

The implementation requirements of the ACL terminate deployment sequence specify the message
sequence and relevant requirements (see Table 66).
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Table 66 — ACL terminate deployment sequence service

Content A_PDU definition REQ Cvt
3044 ACL terminate deployment sequence request message SID 7.82 M
7044 ACL terminate deployment sequence positive response message SID 7.82 M

10.18 AL - EcuReset

10.18.1AL - Requirements specification - EcuReset

The EcuRepet service is used by the PDT/client to request a PCU/server reset. This message flow Shpws
the preferrled way of ending the diagnostic session “SafetySystemDiagnosticSession” in a PCU,

Applicablefuse case: UC 6.1 - Terminate PCU pyrotechnic device scrapping via communication interface

REQ |7.83 AL - EcuReset- General requirement
The vehicle's PCU software shall perform a reset upon a PDT request message using the EcuReset service.

REQ |7.84- AL - EcuReset- Request and response message processing

After the sficcessful reception and processing of the EcuReset request message the vehicle's PCU shall send an
EcuReset ppsitive response message as specified in Table 67.

REQ |7.85 AL - EcuReset- MsgParam - SuppressPosRspMsgIndicationBit

The ResetType parameter shall be used to set the type of res€tand to control the transmission ofa PCU's response
message via the SuppressPosRspMsglndicationBit.

10.18.2ALj- Message sequence requirements’ - EcuReset

Table 67 syecifies the EcuReset- ResetType service.

Tablé 67 — EcuReset service - ResetType

Cortent A_PDU definition REQ Gvt
1 byte EcuRe€set request message SID M
1 byte SE="ResetType = [SuppressPosRspMsgIndicationBit, HardReset] M
1 byte EcuReset positive response message SID M
1 byte SF = ResetType = [SuppressPosRspMsgindicationBit, HardReset] M
NOTE Th¢ EctiReset positive response message is only sent if the SuppressPosRspMsgIndicationBit = FALSE.

10.18.3AL - Message sequence example - hardReset

The objective of this example is to show the message communication between the PDT and the vehicle's
PCU to terminate the current diagnostic session in the PCU.

Table 68 provides an example of the EcuReset service message sequence with positive response.

Table 68 — Example of the EcuReset service message sequence with positive response

Content A_PDU definition

1146 EcuReset request message SID
0144 SF = ResetType = [SuppressPosRspMsgIndicationBit = FALSE, HardReset]
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Table 68 (continued)
Content A_PDU definition
5144 EcuReset positive response message SID
014 SF = ResetType = [SuppressPosRspMsgIndicationBit = FALSE, HardReset]

Table 69 provides an example of the EcuReset service message sequence without positive
response. The PDT/client requests not to receive a positive response message by setting the
SuppressPosRspMsgIndicationBit (bit 7 of the SubFunction parameter) to “TRUE” (“1”).

Content A_PDU definition
114k EcuReset request message SID
814 SF = ResetType = [SuppressPosRspMsgindicationBit = TRUE, HardReset]
11|Presentation layer (PL)

11.

1 PL - Data type UNUM8

REQ |6.1PL - Data type - UNUMS

Thg unuM8 data type shall be defined as an 8-bit unsigned numericvalue, which defines the range of

0, tO FF, .

11.

2 PL - Data type UNUM16

=

EQ |6.1PL - Data type - UNUM16

Thg unuM1 6 data type shall be defined as a 16-bitunsigned numeric value, which defines the range
FFHF, ..

f0000,, to

11.

3 PL - Data type UNUM32

REQ |6.1PL - Data type - UNUM32

Thg unuM32 data type shall be.défined as a 32-bit unsigned numeric value, which defines the range of 0
to JFFF FFEF,,.

000 000044

11.

4 PL - Data type UCHARS

=

EQ |6.1PL- Data type - UCHARS

Thq ucaARS data type shall be defined as an 8-bit unsigned character and is defined in the range of ¢

0,4 t0 FF .

12

Sessiomtayer(St)

12.1 SL - Timing parameters

RE

Q |5.1 SL - Timing parameters - 1SO 14229-2

The vehicle's PCU-related systems shall be in accordance to the session layer timing parameters as specified in

ISO 14229-2.

RE

Q | 5.2 SL - Timing parameters - Atp, timing

The At,, timing parameter shall be in the range between 0 ms and 500 ms.
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REQ |5.3 SL - Timing parameters - Monitor tg; g.,... timeout

The PDT shall monitor the diagnostic communication as soon as the safetySystemDiagnosticSession is confirmed
with a positive response message by the PCU.

With no diagnostic communication for more than the timeout value of t45 5., (55), the PCU in the vehicle shall
end the safetySystemDiagnosticSession. a

12.2 SL - Error detection

REQ | 5.4 SL - Error detection
SL timing parameter timeouts shall be detected and reported via the service primitive parameter Result.

The SL supports the following Result parameter values:

Range: [Ery SL SESSION TIMEOUT]

In the casg of a communication error, it is assumed that the PDT/client and the PQU/server implenjent
the applicdtion and session layer timing as defined in ISO 14229-2. The error Hahdling is implemented
in the PDT/client.

13 Transport layer (TL)

13.1 TL -|DoCAN

This requirement specifies the normative references to{PDoCAN TL standards applicable to fhis
document.

REQ |3.1 TL - DoCAN - Normative reference
The vehiclg PCU(s) shall support the requirements specified in ISO 15765-5 and ISO 15765-2.

13.2 TL -{DolP

This requifement specifies the normative references to DolP TL standards applicable to this documient.

REQ |4.2TL - DolP - Normative reference
The vehiclg PCU(s) shall suppert the requirements specified in ISO 13400-2.

14 Netwprk layer(NL)

14.1 NL 4 DoCAN

r\dﬂrr]r‘ annlicalhla o hlS

o oo apprcaortT o

ThlS requ ravant cnacifine +ha v\r\wvv\f\t!"vc rr\":nvr\nnr\ﬁ +tao-DNaC AN

TCTIICTIIC SpPpCTITIC oo o rrracrv A" e savivie aup v ey FavA Ty S v R a Y

document.

REQ |3.1 NL - DoCAN - Normative reference
The vehicle PCU(s) shall support the requirements specified in ISO 15765-5 and ISO 15765-2.

REQ |3.2 NL - DoCAN -1S0 15765-2 FC.WAIT
The NL in the PCU shall not transmit the FC.WAIT packets in the segmented response message.
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REQ |3.3 NL - DoCAN - IS0 15765-2 FC.BS non-zero block size

The NL in the PCU shall not transmit the FC packet with the non-zero block size (BS) parameter in the segmented
response message.

REQ |3.4 NL - DoCAN ISO 15765-2 FC.STmin non-zero separation time

The NL shall not transmit the FC packet with the non-zero separation time (¢4, ,:,) parameter in the segmented
response message. B

14.2 NL - DolP

Thip requirement specifies the normative references to DolP NL standards applicableto-this

document.

REQ |3.5 NL - DoIP - Normative reference

The

vehicle PCU(s) shall support the requirements specified in ISO 13400-2.

15

15.

CAN
bet

Data link layer (DLL)

1 DLL - CAN L_Data frame padding bytes

| frame padding bytes are used to achieve a consistent frame length to support a min
veen back to back CAN frames at the receiver side.

mum time

RE

D |2.1 DLL - CAN L_Data frame padding bytes —*CAN data length code (DLC)

The

vehicle PCU(s) shall add padding bytes into the frame to match the value included in the CAN DLC.

15.

15.

2 DLL - ACL with bidirectional communication

.1 DLL - tP4 sender timing specification

RE

D |Z.Z DLL - ACL with bidirectional communication - DLL - ¢, ¢4, timing specification

The

tp4 senqer iNter-byte timing parameter of the sender shall be setto: 1 ms < t;,; gopger <1000 ms

15.

P.2 DLL - Bit rate.and byte format specification

RE

D |2.3 DLL<ACL with bidirectional communication - Bit rate

Thg PCU shall'set the ACL bit rate to 10 400 kbit/s.
REQ | 2.4 DLL - ACL with bidirectional communication - ACL byte format and bit order
A bireeshallconsistefastartbitbitO-to-bitZandastepbitBitO-shaltbe the LShand-bit7shatbethe MSh. The

LSb shall follow the start bit. The MSb shall be followed by the stop bit (see Figure 12).

logic ‘1’

logic ‘0’

LSb MSb

start bit 0 bit 1 bit 2 bit 3 bit 4 bit 5 bit 6 bit 7 stop
bit bit

Figure 12 — DLL - ACL byte format and bit order
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16 Physical layer (PHY)

16.1 PHY - Connection between PDT and vehicle PCU(s)

The connection between the PDT and the vehicle's PCU(s) is realized via the diagnostic link connector
(DLC). Two communication links exist, either DoCAN or DolP. Optionally, the vehicle manufacturer can
implement an ACL with bidirectional communication.

REQ | 1.1 PHY - Connection between PDT and vehicle PCU(s) - DLC with DoCAN or DolIP hardware provision

The vehicle shall meet the requirements stated in ISO 15031-3 if ISO 15765 DoCAN is supported or it shall meet
the requirements stated in ISO 13400-4 if ISO 13400 DolP is supported.

REQ | 1.2 PHY - Connection between PDT and vehicle PCU(s) - DLC with optional ACL

If the vehicle supports an ACL with bidirectional communication or PWM signal, the ACL wife'shall be conndted
to pin 15 of{the ISO 15031-3 DLC.

This docurphent specifies the vehicle interface of the PCU(s) and the PDT. The/PEU(s) is (are) conne¢ted
with the v¢hicle's diagnostic link connector (DLC, see Figure 13 key 2). It is the vehicle manufacturer's
choice, whe¢ther ISO 15765 DoCAN or ISO 13400 DolP is supported by thevéhicle. The PDT communicates
with the PCU(s) and enables deployment with bidirectional communieation.

Depending| upon the vehicle-specific architecture, the communication link of the PCU(s) can be
connected via a fixed-address PCU (gateway, see Figure 13 key 8).to the DLC, thus a communication |ink
in the PCU|(see Figure 13 key a and 4) for the mandatory link{is not required.

Figure 13 key b represents the ACL with bidirectional communication, which is connected to the PCUs
(see Figurd 13 key 4 and key 5).

Figure 13 ghows the DLC with DoCAN, DolP, and ACL.
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