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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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5 document was prepared by Technical Committee ISO/TC 23, Tractors and machinery for
forestry, Subcommittee SC 19, Agricultural-electronics.

or revision. The changes compared.to the previous edition are as follows.
to be followed by the end-user about subsystems, elements, or components designed a
[SO 26262.

5t of all parts in the-1SO 25119 series can be found on the ISO website.

feedback or questions on this document should be directed to the user’s national standa
plete listinglef-these bodies can be found at www.iso.org/members.html.
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Cribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria nee
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Introduction

ISO 25119 (all parts) sets out an approach to the assessment, design and verification, for all safety life
cycle activities, of safety-related parts comprising electrical and/or electronic and/or programmable
electronic systems (E/E/PES) on tractors used in agriculture and forestry, and on self-propelled ride-
on machines and mounted, semi-mounted and trailed machines used in agriculture. It is also applicable
to mobile municipal equipment.

A prerequisite to the application of ISO 25119 (all parts) is the completion of a suitable hazard
identification and risk analysis (such as ISO 12100) for the entire machine. As a result, an E/E/PES
is frequently assigned to provide safety-related functions that create safety-related parts of centrol

systems (
a control s
function.

In general,
SRP/CS as

(or hazard
various me

ISO 25119
under forg
channel de

P/CS). These can consist of hardware or software, can be separate or integrated.parf
ystem, and can either perform solely safety-related functions or form part of an eperati

the designer (and to some extent, the user) will combine the design and validation of t}
bart of the risk assessment. The objective is to reduce the risk associated‘with a given haz
bus situation) under all conditions of use of the machine. This can be achieved by apply
asures (both SRP/CS and non-SRP/CS) with the end result of achieving a safe condition.

(all parts) allocates the ability of safety-related parts to perform a safety-related func

pends on several factors, including system structure (category), the extent of fault detec

mechanisms (diagnostic coverage), the reliability of components (mean time to dangerous fail

common-c
procedure
situations

In order to
performan
with differ

The perfor
machines:
well as to t
devices).

ISO 25119

means of s
by E/E/PE
(design, va
required fu

huse failure), design processes, operating stress, environmental conditions and opera
. Three types of failures that can cause E/E/PES malfunctions leading to potential hazard
hire considered: systematic, common-cause and random.

ouide the designer during design, verificatieityand to facilitate the assessment of the achig
ce level, ISO 25119 (all parts) defines an approach based on a classification of architect
ent design features and specific behayiour in case of a fault.

mance levels and categories can'be applied to the control systems of all kinds of mo
F'rom simple systems (such as auxiliary valves) to complex systems (such as steer by wire

all parts) adopts a risk-based approach for the determination of the risks, while providi
becifying the required performance level for the safety-related functions to be implemer
S safety-related. channels. It gives requirements for the whole safety life-cycle of E/E/
idation, produection, operation, maintenance, decommissioning), necessary for achieving
Inctional safety for E/E/PES that are linked to the performance levels.
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seeable conditions into five performance levels. The performance level of a controlled
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he control systems of protective equipment (such as interlocking devices, pressure sensitive

g a
ted
PES
the

The structpire of Safety standards in the field of machinery is as follows.

a) Type-4 standards (basic safety standards) give basic concepts, principles for design and gengral
aspectsthatcan be appiied to machinery.

b) Type-B standards (generic safety standards) deal with one or more safety aspect(s), or one or more
type(s) of safeguards that can be used across a wide range of machinery:
— type-B1standards on particular safety aspects (e.g. safety distances, surface temperature, noise);
— type-B2 standards on safeguards (e.g. two-hand controls, interlocking devices, pressure

sensitive devices, guards).
c) Type-C standards (machinery safety standards) deal with detailed safety requirements for a

particular machine or group of machines.

This document is a type-B1 standard as stated in ISO 12100.

Vi
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This document is of relevance, in particular, for the following stakeholder groups representing the
market players with regard to machinery safety:

— machine manufacturers (small, medium and large enterprises);
— health and safety bodies (regulators, accident prevention organizations, market surveillance, etc.).

Others can be affected by the level of machinery safety achieved with the means of the document by the
above-mentioned stakeholder groups:

— machine users/employers (small, medium and large enterprises);

— |machine users/employees (e.g. trade unions, organizations for people with special ne€ds);

e
<

— |service providers, e.g. for maintenance (small, medium and large enterprises);
— |consumers (in case of machinery intended for use by consumers).

The above-mentioned stakeholder groups have been given the possibility to/participate at the drafting
profess of this document.

In addition, this document is intended for standardization bodies elaborating type-C standafds.
Theg requirements of this document can be supplemented or modified by a type-C standard.

For|machines which are covered by the scope of a type-C stahdard and which have been defsigned and
built according to the requirements of that standard, the.requirements of that type-C stahdard take
prefedence.

© 1S0 2019 - All rights reserved vii
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Tractors and machinery for agriculture and forestry —
Safety-related parts of control systems —

Part 2:
Concept phase
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Scope

5 document specifies the concept phase of the development of safety-related parts
ems (SRP/CS) on tractors used in agriculture and forestry and on self-propeled ride-o}
mounted, semi-mounted and trailed machines used in agriculture. It can.also be applie
nicipal equipment (such as street-sweeping machines).

5 document is not applicable to:
aircraft and air-cushion vehicles used in agriculture;

lawn and garden equipment.

of control
1 machines
1 to mobile

5 document specifies the characteristics and categories required of SRP/CS for carrying out their

ty-related functions. It does not identify performance levels for specific applications.

E1 Machine specific type-C standards can spegify performance levels (AgPL) for safety-relat
achines within their scope. Otherwise, the specification of AgPL is the responsibility of the many

5 document is applicable to the safety-related parts of electrical/electronic/pro
tronic systems (E/E/PES), as these'telate to mechatronic systems. It covers the possil
sed by malfunctioning behaviour'ef £/E/PES safety-related systems, including interacti
ems. It does not address hazards related to electric shock, fire, smoke, heat, radiatig

flan
ma

hmability, reactivity, corrosion, release of energy, and similar hazards., unless directly]
functioning behaviour of(E/E/PES safety-related systems. It also covers malfunctioning

of §/E/PES safety-related\systems involved in protection measures, safeguards, or safi
funftions in response to(non-E/E/PES hazards.

Ex

ples included ¥ithin the scope of this document:
SRP/CS’s limiting current flow in electric hybrids to prevent insulation failure/shock ha
electremagnetic interference with the SRP/CS;

SRP/CS’s designed to prevent fire.

bd functions
facturer.

prammable
le hazards
pn of these
n, toxicity,
caused by
behaviour
pty-related

vards;

Examples not included within the scope of this document:

insulation failure due to friction that leads to electric shock hazards;
nominal electromagnetic radiation impacting nearby machine control systems;

corrosion causing electric cables to overheat.

This document is not applicable to non-E/E/PES systems (such as hydraulic, mechanic or pneumatic).

NOTE 2  Seealso ISO 12100 for design principles related to the safety of machinery.

This document is not applicable to safety-related parts of control systems manufactured before the
date of its publication.

© IS0 2019 - All rights reserved
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 25119-1:2018, Tractors and machinery for agriculture and forestry — Safety-related parts of control

systems —

Part 1: General principles for design and development

ISO 25119-3:2018, Tractors and machinery for agriculture and forestry — Safety-related parts of control

systems —

Part 3: Series development, hardware and software

[SO 25119
systems —

3 Terms and definitions

For the pui
[SO and IE
— IS0 On
— IECElIg

4 Abbr

For the pui

ADC
AgPL
AgPL.
Cat
CCF
CRC
DC

DC

avg

ECU

4:2018, Tractors and machinery for agriculture and forestry — Safety-related parts oficon
Part 4: Production, operation, modification and supporting processes

poses of this document, the terms and definitions in ISO 25119-1 apply
[ maintain terminological databases for use in standardization at.the following addresse

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at http://www.electropedia.org/

pviated terms

poses of this document, the following abbreviated terms apply.

analogue to digital converter
agricultural performance level
required agricultural performance level
hardware category

common-cause failure

cyclic redundancy check
diagnosticcoverage

average diagnostic coverage

electronic control unit

trol

1%2]

ETA
E/E/PES
EMC
FMEA
EPROM
FTA
HARA

event tree analysis
electrical/electronic/programmable electronic systems
electromagnetic compatibility

failure mode and effects analysis

erasable programmable read-only memory

fault tree analysis

hazard analysis and risk assessment

© ISO 2019 - All rights rese
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HIL hardware in the loop

MTTF mean time to failure

MTTFy mean time to dangerous failure

MTTFp mean time to dangerous failure for each channel

PES programmable electronic system

QM quality measures

RAM random-access memory

SOH start of production

SRII software requirement level

SRE/CS safety-related parts of control systems

Uo( unit of observation

5 [Concept — UoO

5.1 Objectives

The objective of this phase is to develop an adequatéiinderstanding of the UoO in order to sa
conjplete all of the tasks defined in the safety lifeigycle (see ISO 25119-1:2018, Figure 2). Fo
a syitable method shall be used to determine th€required performance level. Suitable meth
risK analysis (described below), other standards, legal requirements and test body exp
conjbination of these.

5.2
The

its interfaces, already-known'safety and reliability requirements and the scope of applicatio

5.3

5.3
The

Prerequisites

necessary prerequisites are-a description of the safety-related function to be provided |

Requirements

1 Basicreéquirements and ambient conditions
followinginformation shall be available for the safety-related function of the UoO:

thés€ope, context, purpose and known elements;

Lisfactorily
- each UoO,
bds include
brtise or a

by the UoO,
.

d)

runctondl requlremernts;

other requirements and ambient conditions that should be taken into account include:

— technical or physical requirements, such as operating, environmental and surrounding

conditions and constraints;

— legal requirements, especially safety-related legislation, regulations and standards (national

and international);

historical safety and reliability requirements and the level of safety and reliability achieved for

similar or related UoO.

© IS0 2019 - All rights reserved
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5.3.2 Limits of UoO and its interfaces with other UoO

The following information shall be considered in order to gain an understanding of the operation of the
UoO in its environment:

the limits of the UoO;

its interfaces and interactions with other UoO and components;

— requirements for the safety-related functions related to other UoO.

5.3.3 Md

The sourcg
including t

the int

stressg
reactiv

other

pping and allocation of relevant functions to involved UoU, sources of stress

s of stress which could affect the safety and reliability of the UoO shall be determi
he following:

eraction of different UoO;

ity, combustibility, etc.);
xternal events [temperature, shock, electromagnetic compatibility (EMC), etc.];
able foreseeable human operating errors;

bs originating from the UoO, and events triggering “failure (e.g. during assembly
nance).

— reason
— stress¢

maintg
534 A
In additio
implement

rlditional determinations

to the activities described in 5.3.2, the“following determinations or actions shal
pd:

ned,

s of a physical or chemical nature (energy content, toxicity, explosiveness, corrosivenless,

or

be

deternmination as to whether the UoO _.is"a new development or a modification, adaptation or

deriva
to adjy

prepat
define

definit
adequj
adequ

utiliza

Live of an existing UoO and, in thé case of modification, the carrying out of an impact anal
st the safety life cycle accordingly;

ing a plan and a specifidation to verify and validate the requirements regarding the |
in 5.3.1;

ion of project management for the appropriate phases in the life cycle;
ite input datafor the reliability assessment;
ite procedutes and application of tools and technologies;

Fion ofsuitably qualified staff.

/Sis

JoO

5.4 Wo

products

The work products if applicable of the UoO shall be:

a)
b)
‘)
d)
e)

elements included within the UoO;

specifi

cation of the basic requirements and ambient conditions;

limits of the UoO and its interfaces with other UoO;

sources of stress;

additional determinations.

© ISO 2019 - All rights reserved
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6 HARA — Determination of the AgPL,

6.1 Objectives

The main objectives are to analyse risks associated with a faulted UoO (one not performing safety-
related functions as intended, such as not stopping properly, propelling while in neutral, steering in
the wrong direction) and then, assign an appropriate AgPL,. Risk is defined as the combination of the
probability of occurrence of harm and the severity of that harm (see ISO 25119-1:2018, 3.39). When
considering the probability of the occurrence of harm, when appropriate, the probability of being
exposed to a hazardous situation with a faulted UoO can be taken into account.

The procedure described in 6.2 to 6.4 provides guidance for determining the AgPL . based on|the HARA.

6.2 Prerequisites

Thg UoO definition associated with each safety-related function.
6.3| Requirements

6.3{1 Procedures for preparing a HARA

Thg HARA shall take into account the entire safety-related function so that an appropriate sgecification
for the SRP/CS can be provided. If decisions are made later, in_the safety life cycle changing the scope of
application, the HARA shall be reworked accordingly. To identify the changes and their imppcts on the
wortk products, an impact analysis shall be carried out.in*accordance with ISO 25119-4.

6.32 Tasks in the HARA

Theg operating conditions, in which the malfunctioning behaviour of the UoO will result injhazardous
situations, when correctly used and when.incorrectly used in a reasonably foreseeable way, shall be
taken into account.

6.3{3 Participants in HARA
Theg HARA shall involve sufficient people to ensure that all relevant expertise is available.

NOTE Involving indjviduals from different disciplines often provides valuable input to the HARA.

6.3/4 Classification of a potential harm
The potential.séverity of harm shall be determined and documented.

Potentiallyzharmful effects shall be deduced by considering all hazardous situations resylting from
mallfunctions of the safety-related function in relevant operating conditions, modes and situptions.

A categorization shall be used in the description of the harm. For this reason, a classification of the
severity of harm is presented in four categories: SO, S1, S2 and S3 (see Table 1).

The actions of the operator of the involved machine and bystanders (e.g. people lending assistance,
other operators of machinery, other traffic participants, etc.) shall be taken into account and their
exposure to harm documented.

The objective of the assessment and classification of a potential harm shall be focused on and limited
to harm to people. If the analysis of the malfunction of the safety-related function is clearly limited to
property and does not involve harm to people, then these malfunctions need not be classified as safety-
related.

No advanced risk assessment need to be carried out for functions assigned to harm class SO.

© IS0 2019 - All rights reserved 5


https://standardsiso.com/api/?name=97ce2eea1e95d740695bd643f77c153f

ISO 25119-2:2019(E)

Table 1 — Classification of injuries

SO S1 S2 S3
No injuries, damage Light and moderate Severe and life-threatening |Life-threatening injuries
limited to property injuries, requires medical |injuries (survival prob- (survival uncertain), severe

attention, total recovery |able), permanent partial disability
loss in work capacity

6.3.5 Classification of exposure in the situation observed

A HARA s ted
function in all specific relevant regional working and operating conditions. These situations(gnge
from daily|routine activities to extreme, rare situations. The variable “E” shall be used to categorize
the differept frequencies or duration of exposure. Five categories, designated EO, E1, E2, E3 and| E4,
are used ($ee Table 2), where “E” serves as an estimation of how often and how long an leperatof or
bystander [is exposed to a hazard where a failure could result in harm to the operator‘or bystander.
The most appropriate method for each hazardous situation, frequency or duration, gshall be used forfthe
determinafion of AgPL,. When more than one category is determined to be appropriate for a particplar
hazardous|situation, the method returning the highest category shall be used,

NOTE A hazard capable of producing harm can result from a combination 6f machine conditions (such as
environmerjtal and/or operational).

Table 2 — Classification of exposure to the hazardous situation

Descriptjon EO E1l E2 E3 E4
o Improbfa ble Rare events Someétimes Often Frequentlyj
Definitioh of (theoretically
X (less than once | (morethan once | (more than once (almost everly
frequenicy possible; once :
per year) per year) per month) operation)

during lifetime)

Definitioh of

duratidn
0,01 % te'less 0,1 % to less 1% tolessthan | Greater thanlor
0 ) )
exp Lessthan 0,01% | "y . i than 1 % 10 % equal to 10 96
tavop

teyp €XpOSUTE time.

t,y op AVerage operating time.

6.3.6 Classification ofa'possible avoidance of harm

Assessing possible avgidance of harm involves appraising whether a typical trained machine opergtor
has a level of control over the harm that could arise and can avoid it or, the situation is complefely
uncontrollpble: Similarly, an untrained bystander may have a level of control to avoid a harmful
situation. The.variable C shall be used to classify the ability to avoid harm. The value of C for a posdible
aVOidance Jf hCll I1r oha}} \.Uuoidcx Ull}_y thC ab;};t_y ufycn oUI1O tU ClVU;d thc hcu 111 fU}}U \A4 ;lls thC ula}fuu\. :ion
of the safety-related function and shall not take into account the reliability or any measures provided
in the SRP/CS which mitigate risk in the event of a malfunction. The classifications C0, C1, C2 and C3

» o« » o«

represent “easily controllable”, “simply controllable”, “mostly controllable” and “none” (see Table 3).

6 © IS0 2019 - All rights reserved
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Co

C1

C2

Cc3

Easily controllable

The operator or bystander
controls the situation, and
harm is avoided.

Simply controllable

More than 99 % of people
control the situation. In
more than 99 % of the
occurrences, the situation
does not result in harm.

Mostly controllable

More than 90 % of people
control the situation. In
more than 90 % of the
occurrences, the situation
does not result in harm.

None

The typical trained oper-
ator or bystander cannot
generally avoid the harm.

6.3]7

Fi

NOTE

Selecting the AgPL;

re 1 gives guidance for the determination of AgPL, by combining the severity (S), exposyre (E), and
confrollability (C) values for each identified hazardous situation.

Experience of the safe use of the same or similar machinery and general competgnce in the
safeguarding of machinery is required to establish the AgPL . when applying Figure-1.

AgHL, are designated from AgPL_.=ato AgPL.=e. AgPL, = ahas the leastsstrihgent system requirements

and AgPL, = e has the most stringent system requirements. In addition to these levels,
ity measure designation, QM, which implicitly requires system development in accorflance with
a r¢cognized quality management standard (e.g. ISO 9001). QM applies only to functions

The

An

there is a

where the

is sufficiently low to allow the function to be classified asynon-safety-related for the gurposes of
25119 (all parts).
identified hazards that define the AgPL . related to the’safety-related function of the Uo( (see 7.3.2)
and|their associated AgPL, shall be described and doeimented in a HARA report.
pxample HARA and resulting AgPL, is given in"Annex G.
© IS0 2019 - All rights reserved 7
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Key

QM

ab,cde

NOTE

SO
QM QM QM QM
| | | | |
EO
QM QM QM QM
E1
QM QM QM QM
S1 E2
QM QM QM a
E3
QM QM a b
E4
QM a b c
| | | | |
EO
QM QM QM QM
E1
QM QM QM a
S2 E2
QM QM a b
E3
Qm a b c
E4
Qm b c d
| | | |
EQ
QM QM QM a
E1
Qm Qm a b
S3 E2
QM a b c
E3
QM b c d
E4
am T d e

severity

exposure to hazardous situation

controllability

quality measures

required agricultural performance level (AgPL,)

See 6.3.7 for the description of QM.

Figure 1 — Determination of AgPL

© ISO 2019 - All rights reserved


https://standardsiso.com/api/?name=97ce2eea1e95d740695bd643f77c153f

6.4
The

a)

ISO 25119-2:2019(E)

Work products
following shall be determined and documented:

HARA report.

NOTE Document retention per ISO 25119-4.

7

Functional safety concept

7.1

Der
defi

7.2

7.3

7.3

Eac
goa
con

NO1I
nee

7.3

Fun
safe
goal
safd

If f
fun

Safq
the

ived from the results of the previous phases, the objectives of the requirements ofythis p

Objectives

ne high level design concepts and requirements at the system level.

Prerequisites
Results of HARA.

AgPL, for the safety-related functions.
Requirements

1 Safety goals

h hazardous situation with an AgPL . greater than@M shall be associated with a safety go
| may address multiple hazardous situations..If similar safety goals are determined, th
bined into one safety goal.

E Safety goals are top-level safety objectives for the UoO. They lead to the functional safety rq
led to avoid an unreasonable risk for each-hazardous situation.

2 Functional safety requirenments

ctional safety requirements realize the safety goals in a more specific way ensuring the
ty of the respective UoO. Adequate functional safety requirements shall be derived fromn
|s. The functional sdfety requirements inherit the AgPL_ of the hazardous situations 3
ty goals.

inctional safety’ requirements address similar hazardous situations with different A
ctional safegyrequirements shall implement the highest AgPL..

states;if applicable, shall be evaluated for each functional safety requirement that is de

technical safety requirements.

relévdnt safety goal. The transition to and the maintenance of safe states shall be def

hase are to

al. A safety
bse may be

quirements

functional
the safety
nd related

gPL,’s, the

rived from
ned in the

When defining functional safety requirements, the following shall be considered:

systematic failure (see Annex E);

— the ability to perform a safety-related function under expected environmental conditions (such as

those set out in ISO 15003);

other typical functions (see Annex F).
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7.3.3 Value of MTTF,,

For the purposes of ISO 25119 (all parts), MTTF}, shall be:

— classified as low, medium or high;

— taken

into account for each safety-related channel of an SRP/CS individually (MTTFp).

It may be calculated directly per Table 4 or determined by methods found in Annex B.

NOTE

MTTFy is the reciprocal value of A,

Table 4 — Mean time to dangerous failure

Denotation MTTFp requirement
Low from 3 years to less than 10 years
Medium from 10 years to less than 30 years

High 30 years and greater

7.3.4 Value of DC

The value

bf DC shall be classified as low, medium or high for the purposes of ISO 25119 (all parts

may be calfulated directly per Table 5 or determined by methods found in Annex C.

NOTE 1

Ibiagnostic coverage can exist for the whole or parts of a high-risk functional system, e.g. for sen

and/or logiq system and/or final elements.

NOTE 2

For SRP/CS consisting of several parts, an average value, DC,,,, is used (see Annex C).

avg’

Table 5 — Diagnostic coverage (DC)

DC YApp/XAp x 100 %
Low from 0 % to less than 60 %
Medium from 60 % to less than 90 %
High 90 % and greater

7.3.5 Selection of categories; MTTF., DC and SRL

The AgPL ik a function of thefellowing four aspects:

— categofy (see AnnéxA);

—  MTTEF} (see Anwex B);

— DC (seg Afmex C);

). It

JO§

— SRL specified in ISO 25119-3:2018, Clause 7.

Additionally, the following items shall be considered during system design:

— CCF for categories 3 and 4 architectures (see Annex D);

“«_n

— modifications made to SRP/CS with an AgPL equal to “a” or higher should only be performed by
responsible persons (or service providers) authorized by the manufacturer of the system. Practicable
protection against unauthorized modification according to ISO 25119-4:2018, Clause 11 shall be
considered.

As indicated at Figure 2, it may be possible to use more than one combination of reliability (DC, SRL)
and architecture (Cat) to achieve the AgPL,. For example, it is possible for single-channel architecture

10
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of high reliability to achieve the same AgPL as that provided by dual-channel architecture of lower
reliability (see Figure 2).

SRL
AgPL

N|-~|T|®T

Key

L
L

Thd
axiyg
(M1
For

NOT

7.3

- high MTTFp

CatB Cat1 Cat2 Cat3 Cat4
DClow DCmed DCmed DCmed DC high

| low MTTF
| medium MTTFp

Figure 2 — Relationship between AgPL, categories, MTTF,., DC and SRL

AgPL is shown on the vertical axis of Figure 2. The hardware categories are listed on the
with each category having an associated diagnostic coverage (DC), mean time to dange
[TFp ) and software requirement level (SRL) fora'given AgPL.

the AgPL, the designer shall select one hardware category.

E Choosing a higher category for a givén AgPL could allow lower MTTFp,: and/or SRL.

6 Achieving the AgPL,

A s

or technologies that are based on E/E/PES. SRP/CS may be combined with safety measures

tec
NOT

The
CS

catg
con

tec}nologies available singuldarly, or in combination. Each element may consist of a different

fety-related function may béiniplemented by one or more SRP/CS. The designer may us¢

nologies such as meChanical safety functions (e.g. mechanically linked contacts).
E Failures ofinoh-E/E/PES are not within the scope of this document.

functional safety concept shall be developed by specifying the characteristics of indiy
br combinations of SRP/CS that meet the functional safety requirements. Selection of

bination SRP/CS meets or exceeds all AgPL s of the assigned functional safety require

horizontal
ous failure

 any of the
fechnology
from other

idual SRP/
hardware

goriess-MTTF, DC and SRL shall be made such that the resultant AgPL of the igﬁividual or

nts.

Aty

nical caontral bl it bc accn it d Al nntc bt gtraclead 0 e fasy o cofabyy ]t \d funCtion

PreaTr COTTT OT CITaTIiICT vy ICIT Teo oSOt tC O CTIe Tt Tt S O eI 5 ta o RC O toO peTToTIIr o Sarc Tty r oot

is shown in Figure 3, with input (1), E/E/PES (L), output/power control element (0) and interconnecting
means (e.g. electrical, optical). All interconnecting means are included in the SRP/CS.

EXAMPLE Input comprising a speed sensor linked to a light-activated signal converter.

©IS

02019 - All rights reserved
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logic

input device (e.g. sensor)

output device (e.g. actuator)

interco
interco

7.3.7 Co

The use of
Annex H.

7.3.8

Guidance j
Annex [.

7.39 Al

The altern
is practica

7.4 Wor
The work g

a) safety

b) functignal safety requirements and associated AgPL ;

selects

c)
d) CCFif

Joining E/E/PES

hnecting signal input
hnecting signal output

Figure 3 — Diagram of combination of safety-related parts

mpatibility with other functional safety standards

SRP/CS derived from the application of other functional safety stahdards is allowed only

ernate combinations of SRP/CS to achievé’overall AgPL

hite methods found in Annex ] shall be used for the determination of the overall AgPL whg
to join multiple SRP/CS with existing-separate AgPLs.

k products
roducts of functional saféty concept shall be:

ooals;

d categories;MTTF, DC and SRL;

hpplicabler

12

per

egarding the combination of E/E/PES (for example; tractor and implement) is found in

n it

© ISO 2019 - All rights reserved


https://standardsiso.com/api/?name=97ce2eea1e95d740695bd643f77c153f

ISO 25119-2:2019(E)

Annex A
(normative)

Designated architectures for SRP/CS

A.1l

Figuire 3 and Figures A.1 to A.3 define the architecture required for each respective hardwar

All

The
to 4

a)
b)

Ney
co

—

Thd
alw

General
=enera:

hrchitectures shall apply well-tried safety principles, such as:
avoidance of certain faults, e.g. avoidance of short circuit by separation;

reducing the probability of faults, e.g. over-dimensioning or derating of eomponents;

event of fault (normally open contact);
detecting faults prior to exposure to the hazard when practicable.

use of well-tried components is recommended for Category B and shall be provided for C
. A well-tried component for a safety-related application shall be a component which has

widely used in the past with successful results ‘it similar applications, or

made and verified using principles which démonstrate suitability and reliability for saf]
applications.

Vly developed components may be eansidered as being equivalent to well-tried compon
‘espond to b), above.

ays possible. Nevertheless, any deviation from these categories will require justification

ofa

NOTE1 Redundancy,such as redundant sensors, can be used to improve diagnostic coverage.

NOTE 2  Other hardware architectures can be found, for example, in IEC 61508-6:2010, Annex B.

A.

A.2. 1T General

propriate analytical tools, that the architecture meets the required category.

Category B (basic)

e category.

controlling the fault mode, e.g. by ensuring an open circuit when.if/is vital to remove p¢wer in the

htegories 1
been

ety-related

bnts if they

figures do not show examples but general architectures. A deviation from these architectures is

, by means

See

A2

Figure 3 for the designated architecture.

.2 Properties

DC =low.

MTTFp for channel = low to medium.

The consideration of common-cause failure is not relevant.

The occurrence of a single fault can lead to the loss of the safety-related function.

Not suitable for a single-point fail operational system.

© IS0 2019 - All rights reserved
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A.3 Category 1

A3.1 Ge

neral

See Figure 3 for the designated architecture.

A.3.2 Properties

MTTF

DC = medium.

e for channel = low to medium

Redun
Not su
Use of

The occury
safe state i

The single
at switch-g

The initiat
situation. 4

a)
b) gener3
Appropriat
safe st

operat]

The ccl*lsideration of common-cause failure is not relevant.

dant inputs can be required for diagnostic coverage.
table for a single-point fail operational system.
well-tried components.

ence of a single fault can lead to the loss of the safety-related funetion, but in some cas
5 achievable (for example, detected fault on the inputs).

fault is detected at, or before, the next demand upon the saféty-related functions by tes
n of the safety-related function and/or periodic testing, iPnécessary.

on of this check may be automatic or manual. The check itself shall not lead to a hazard
Any check of the safety-related function(s) shall either

allow ¢peration if no faults have been detected, or

te an output which initiates appropriate control action, if a fault is detected.
e control actions can include but ar¢-hot limited to:
hte;

Oor warning;

NOTE 1
detected.

NOTE 2

The occur

occurrence is lower

ng the function on startup.

o SRIy MTTFp, DC is allocated on the component(s) which provide(s) the operator warning.

[ing

ous

o SRL, MTEE}, DC is allocated on the component(s) which provide control actions after fault is

than for category B.

A.4 Category 2

A.4.1 General

See Figure A.1 for the designated architecture.

14
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TE® -0 OTE
Key
[ input device (e.g. sensor)
L logic
0 output device (e.g. actuator)
TE | testequipment (additional to logic)
OTH output of test equipment
S interconnecting signal input
So interconnecting signal output
m monitoring
a Required to provide diagnostic coverage on logic, butwiot necessarily a separate channel.

Figure A.1 — Designated architecture for category 2

A.42 Properties

— |Input sensor and output actuator faults are detected by the test equipment.
— |DC = medium.

— |MTTFp for channel(=Jow, medium, high.

— | The consideration of common-cause failure is not relevant.

— |Redundant iputs can be required for diagnostic coverage.

— | Outputiand output of test equipment may be arranged in series or parallel depending on the safe state.

— |Notsuitable for single-point fail operational system.

— Operator warning is required.
— Use of well-tried components.
— The MTTF of the OTE is considered.

— The occurrence of a single fault can lead to the loss of the safety-related function, but if the fault is
detected a safe state is achieved if practicable.

The single fault is detected at or before the next demand upon the safety-related functions by testing at
switch-on of the safety-related function and/or periodic testing, if necessary.

The initiation of this check shall be automatic so far as practicable or manual if not. The check itself shall
not lead to a hazardous situation. The checking equipment may be integral with, or separate from, the

© IS0 2019 - All rights reserved 15
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safety-related part(s) providing the safety-related function. Any check of the safety-related functio
shall either

a) allow operation if no faults have been detected, or

b) generate an output which initiates appropriate control action, if a fault is detected.

n(s)

Whenever possible, and with consideration of MTTF, and DC, this output shall initiate a safe state.
When it is not possible to initiate a safe state (for example, welding of the contact in the final switching

device), the output shall provide an operator warning of the hazard. After the detection of a fault,
safe state is initiated by the SRP/CS, the safe state shall be maintained until the fault is cleared.

if a

NOTE 1 IIn some cases, category 2 is not applicable because the checking of the safety-related function ca]mot

be applied tp all components and then DC is not achievable, for example, pressure switch or temperatufe,sen

NOTE 2  In general, category 2 can be realized with electric techniques (for example, in protective‘equipn
and in partifular control systems).

NOTE3  Yome components are of high reliability and only need to be checked periodically: Speed sensors
be checked pnly during operation (sensor is counting), but the functionality and line breakown can be che
during the dtart routine. Machines are normally started several times a day, allowing-multiple checks per daj

SOT.

hent

can

ked

V.

NOTE 4 In some cases, the operator makes a periodical manual test to check safety-related parts, for exanpple,

seat switchés.

NOTE 5 No SRL, MTTFp, DC is allocated on the component(s) which previde(s) the operator warning.

A.5 Cate¢gory 3

A.5.1 Geperal

See Figure|A.2 for the designated architecture.

m
S| < ———
I - L1 Se 01
A
(&
Y
m
S| - ———
2 - L2 So 02

[1,12  input device (e.g. sensor)
L1,L2 logic
01,0, outputdevice, e.g. actuator

S interconnecting signal input
So interconnecting signal output
m monitoring

c cross-monitoring

Figure A.2 — Designated architecture for category 3
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.2 Properties

Input sensor, logic and output actuator faults are detected in the control logic.
DC = medium.

MTTFp for channel = low, medium.

The consideration of common-cause failure is required (see Annex D).

Redundant inputs can be required for diagnostic coverage.

Wh
safd
if nd

The
not
saff
sha

a)
b)

Wh
Thd
det

Additional redundant outputs can be required for safe state.

Outputs 1 and 2 may be arranged in series or parallel depending on the safe state:
Suitable for a single point fail operational system with a redundant power supply.
Operator warning is required.

Use of well-tried components.

When a detected single fault occurs, the safety-related functiorkistalways performed or
fails to a safe state. An accumulation of undetected faults can‘lead to the loss of the saf]
function.

Enever reasonably practicable, the single fault is detected at or before the next deman
ty-related functions by testing at switch-on of the safety-related function and/or perio
bcessary.

initiation of this check shall be automatic so faras practicable or manual if not. The check
lead to a hazardous situation. The checking‘equipment may be integral with, or separat
ty-related part(s) providing the safety-related function. Any check of the safety-related
| either

allow operation if no faults havé been detected, or
generate an output which initiates appropriate control action, if a fault is detected.

enever possible, and withconsideration of MTTF, DC and CCEF, this output shall initiate g
system shall provide)a warning to the operator when a failure condition is detected
ection of a fault, if\aSafe state is initiated by the SRP/CS, the safe state shall be maintaing

fau

is cleared.

NOTE1 Some-components are of high reliability and only need to be checked periodically. Speed

be

ecked only during operation (sensor is counting), but the functionality and line breakdown car

during the start routine. Machines are normally started several times a day, allowing multiple check

NOTE2, "~ In some cases, the operator makes a periodical manual test to check safety-related pa
switehes:

the system
ety-related

1 upon the
Hic testing,

itself shall
e from, the
function(s)

safe state.
. After the
d until the

sensors can
be checked
per day.

ts, e.g. seat

NOTE 3

The requirement of single-fault detection does not mean that all faults will be detected. Consequently,

the accumulation of undetected faults can lead to an unintended output and a hazardous situation at the
machine. Typical examples of practicable measures for fault detection are the movement of relay contacts and the
monitoring of redundant electrical outputs.

NOTE 4 Itis preferable that the error condition(s) be stored for later appraisals.

NOTE 5

© IS0 2019 - All rights reserved
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A.6 Category 4

A.6.1 General
See Figure A.3 for the designated architecture.
m
S, -
1 > L1 So o1
A
o
Y
m
S -
12 > L2 So 02
Key
11,12 inptit device (e.g. sensor)
L1, L2 logi
01,0, outputdevice, e.g. actuator
S intgrconnecting signal input
So intgrconnecting signal output
m monitoring
c crogs-monitoring
NOTE Jolid lines for monitoring represent diagnostic coverage that is higher than in the designpted
architectur¢ for category 3.
Figure-A.3 — Designated architecture for category 4
A.6.2 Properties
— Input densor, lagic'and output actuator faults are detected in the control logic.
— DC =hjgh

18

MTTF p¢ forchanme="tow, mediumn; gl

The consideration of common-cause failure is required (see Annex D).

Redundant inputs can be required for diagnostic coverage.

Additional redundant outputs can be required for safe state.

Outputs 1 and 2 may be arranged in series or parallel, depending on the safe state.
Suitable for a single point fail operational system with a redundant power supply.
Operator warning is required.

Use of well-tried components.

© ISO 2019 - All rights reserved
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— When a single detected fault occurs, the safety-related function is always performed or the system
fails to a safe state. An accumulation of undetected faults can lead to the loss of the safety-related
function; however, the probability of occurrence is lower than for category 3.

The single fault is detected at or before the next demand upon the safety-related functions by testing at
the switching on of the safety-related function and/or by periodic testing, if necessary.

The initiation of this check shall be automatic so far as practicable or manual if not. The check itself shall
not lead to a hazardous situation. The checking equipment may be integral with, or separate from, the
safety-related part(s) providing the safety-related function. Any check of the safety-related function(s)
shall either

a) |allow operation if no faults have been detected, or
b) [generate an output which initiates appropriate control action, if a fault is detected\

Whenever possible, and with consideration of MTTFp,, DC, and CCF, this output shall initiate g safe state.
The system shall provide a warning to the operator when a dangerous failure condition is detected.
Aftér the detection of a fault, if a safe state is initiated by the SRP/CS, the safe“state shall be maintained
unt|l the fault is cleared.

NOTE1 Some components are of high reliability and need be checked 6nly periodically. Speed sempsors can be
cheg¢ked only during operation (sensor is counting), but the functiopality and line breakdown can|be checked
durjng the start routine. Machines are normally started several times a day, allowing multiple checks$ per day.

NOTE 2 In some cases, the operator makes a periodical manual test to check safety-related pafts, e.g. seat
swifches.

NOTE 3  The requirement of single-fault detection does\not mean that all faults will be detected. Cgnsequently,
the Jaccumulation of undetected faults can lead to_an unintended output and a hazardous situgtion at the
madhine. Typical examples of practicable measures for fault detection are the movement of relay contpcts and the
moijitoring of redundant electrical outputs.

NOTE 4 Itis preferable that the error condition(s) be stored for later appraisals.

NOTES5 No SRL, MTTFp, DC is allocdted on the component(s) which provide(s) the operator warnipg.
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Annex B
(informative)

Simplified method to estimate channel MTTF

B.1 General

This anne)]:llustrates the methods used to calculate the channel MTTF .

For dual channel architectures (categories 3 and 4), a symmetric channel MTTF. calculation fornpula
is provided.

For these cplculations, a ground mobile model is used when accessing component fajlure rate databafses.
Design, soffware and manufacturing problems are not considered.

When congidering the causes of failures in some components, it may be, possible to exclude certain
faults. In this case, supporting analysis or data should be provided (for-¢xample, over-dimensioned
conductor)|

NOTE §ee also ISO 13849-1:2015, Clause 7 and ISO 13849-2:2012, Annex D for useful information on fault

analysis and fault exclusions.

B.2 Conmpponent MTTF values

B.2.1 Determination of component MTTF, values from standards/databases

The follow|ng standards/databases, among others, provide values of MTTF for single components:
— MIL-HPBK-217F[2];

— SN 29400[19];

— RDF 2000011,
— IEC/TR 62380012];
—  FIDES [Guide 2004[13}

Software fools arel available for accessing these databases. When retrieving data from them,[the
designer should specify duty cycle and component stress level (thermal, power, etc.). For connectpors,
contactors| fuses, etc., special care should be taken when specifying duty cycle, as these compongnts
are often rpted in number of cycles (B;,p). Conductors are not included.

However, if the designer of the E/E/PES has reliable specific data on the components used, it is highly
recommended that this specific data be used instead of the above-listed references.

When converting MTTF to MTTF,, it is recommended to either

— evaluate the failure mode of each component using a hazard analysis in conjunction with a fault tree
analysis or equivalent to determine the actual percentage of dangerous failures, or

— use a conservative assumption that 50 % of all failures are dangerous.

A failure that is corrected before it generates any hazardous situation in an E/E/PES system can be
neglected. In controller memory, error correction code (ECC) is an example of a mechanism which

20 © IS0 2019 - All rights reserved
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corrects an error before it can cause any harm. Monitoring of ECC during operation and testing of the
correction mechanism during the boot phase of the controller memory is highly recommended.

MTTF, = MTTF/percentage of dangerous failures (see Table B.1).

The components should not be utilized in systems that operate beyond the limits specified by the
component manufacturer.

Alternatively, determination of the MTTF may be carried out using one or a combination of the following
methods:

: A 3 3 ol | 3 3 i
C) lJl UVULCITIII UoSUT UIlIivcl SlVbll CIIVIIUIIIIicIitdr d1iu Ut}\,l qullS I b\.iull CITICIILS,
d) |testing;
e) |analyses.

When testing, the electronic component is exposed to the environmental and epérational conditions for
which it is designed, and fulfilment of its requirements is verified.

B.2.2 Determination of component MTTF, values from provenin use componepts

Exigting hardware can use proven in use data in the following method to determine MTTF, for the
chapnel or system.

Usel data (such as incident reporting and analysis) from a.controlled process to calculate historically
achjeved MTTF, by:

a) |Determine statistical significant sample of the population:
1) Determine total time in use of the sample of the population (T);
2) Determine total number of dangerous failures of the sample of the population (r);
b) |The formula for confidence aroundMTTF, is as follows:
2T .
X2 (0r,2r+2))
2) XZ(4 or+2) = Chisquared distribution:

1) MTTFy =

i) X2is thesymbol for Chi-squared distribution;
ii) (a, 2t 2) define the parameters for calculating chi squared;
iii) = 1 - Confidence level;

3)A.Confidence level shall be 70 % or greater;

c) Tmpact analysis should be used to adjust nistorical data when the expected use environment is
more or less stressful.

1) This can be done with an acceleration model such as Arrhenius or inverse power law.

B.2.3 MTTF for components from B,

For electromechanical components (such as relays, contactors, switches, etc.), it can be difficult
to calculate the mean time to dangerous failure (MTTFp). Often, the manufacturers of these kinds
of components give only the mean number of cycles until 10 % of the components fail (B;,) or fail
dangerously (B;,p). The following describes a method for calculating an MTTF}, for components using
B, given by the component manufacturer.
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If the component manufacturer does not provide Byp, it is common to convert B, to B;,p by assuming
that 50 % of failures are dangerous:

Biop =2 By

MTTF}, can be approximated by using Formula (B.1):

MTTF,

Biop
0,1><nOp

(B.1)

To calculat]

e the number of operations, Ny

to be mad¢g. See Formula (B.2):
dop % hop %3 600
Nop = (
tcycle
where
hgp is the mean operation, in hours per day;
dop is the mean operation, in days per year;
teyce | is the mean time between the beginning of two successive cycles of the component (e.g.
switching of a valve), in seconds.
B.3 Parts count method
The generdl formula for N components is shown in Formula (B.3):
1| i 1 (
MTTEFye = MTTEF,
where
MTTFj. is for the complete channel;
MTTFy,; isthe MTTFof€ach component of the channel.
Care shoulfl be taken ta‘inelude only those components required for the safety-related function.
Formula (B.3) is netsuitable for complex electronic components or components in parallel channely.
NOTE ompléx electronic components include but are not limited to PLC, microprocessors and applicat

specific intd

some assumptions on the application of the componentneed

3.2)

3.3)

ion-

grated circuits.

For further guidance in evaluating MTTF,, see IEC 61508-6:2010 Annex B, IEC 62061 or use automated
computational tools.

An example calculation of the MTTF . is given in Table B.1.

22
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Table B.1 — Example MTTF, calculation of circuit board

Part MTTE; Dangerous Number
Part description (from '8 MTTFy; | 1/MTTFp; Total
number failures 1 I | of parts
database)
years % years 1/years
1 Transistor, bipolar, 1142 50 2284 0,000 438 2 0,000 876
low power
Resistor, carbon film| 11 416 50 22832 0,000 043 8 5 0,000 219
Capacitor, standard, 5708 50 11 416 0,000 087 6 4 0,000 350
no power
4 Relay (data coming 1256 30 4187 0,000 239 4 0,000 956
from component
manufacturer)
5 Contactor 32 20 160 0,006 25 1 0,006 25
Y(1/MTTFp) 0,008 65
MTTFpc=1/%(1/MTTFp)) in years 115,6

=
NN

]
o
=

wh

Formula (B.4) is not suitable for systems that are more complex. For further guidance in
['Fp, see IEC 61508-6:2010, Annex’B, IEC 62061 or use automated computational tools.

MT

is example gives an MTTF of 115,6 years.

1

1 1

+
MTTFpgi MTTFpc,

Calculation of symmetric MTTF for two-channel architectures

re MTTFp; and MTTF ., are the values’for two different redundant channels.

mula (B.4) is used to calculate a symmetric MTTF forsa two-channel system (categorie$ 3 and 4).

(B.4)

evaluating

© IS0 2019 - All rights reserved
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C.1 Gen

Annex C
(informative)

Determination of diagnostic coverage (DC)

ral

The requir
formula gij

For redund

[tis very in

C.2 Esti

The listing
micro-cont
effectivene
standards)

Only one 1

level selectled in Tables C.1 to C.7 (see the example in C.3).

ed DC can either be estimated by the use of the following tables or calculated using
ren in Table 5.

ant architectures, each channel should satisfy the required DC for AgPL..

hportant to consider each component of the focused safety-related function.

mation of the required DC

s in Tables C.1 to C.7 illustrate how to achieve the required DC. For channels with
rollers, use Table C.1. For channels with micro-controllers, ise Table C.2. In either case,
ss of the fault detection mechanism should be checked. The use of other methods (e.g. of
is also allowed, but should be documented in detail:

ethod is required for each SRP/CS, and the estimated channel DC is limited by the lowes

Table C.1 — Electrical subsystems (without micro-controllers)

the

out
the
her

DC

. Recommerided maximum
Terhnique/measure di . Example
iagnostic coverage
Failure detg¢ction by online monitoring Medium Indication lamp for turn-signal
Monitoring of relay contacts Medium Indication lamp for mechanical front wheel
drive (MFWD)
Comparatof Medium Indication lamp for charging system
Positive-acfivated switch High Switch with mechanical interlock

Table-C.2 — Electronic subsystems (with micro-controllers)

Tec

Recommended maximum

hnique/measure . .
diagnostic coverage

Example

Failure detg¢ction by online moni- Medium Monitoring feedback signal (within rarge)
toring (analegue-er-digitatl-signaly
Majority voter High Compare redundant signals

Tests by redundant hardware

Medium (for periodic tests) |Testat start-up (medium)

High (for continuous tests) |Watchdog (high)

Dynamic principles

Medium Test stimulus (see category 2)

Monitored redundancy

High Redundant micro controllers
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Table C.3 — Processing units

Recommended maximum

(on

e channel)

Technique/measure diagnostic coverage Example

Comparator High Compare output and/or synchronised
deterministic intermediate data of
redundant processors (see categories 2,
3 and 4)

Self-test by software: limited number High Walking bit

of patterns (one channel)

Sel . tCDt ]Lly DUftVVCll < (UllC b}lallllc‘l) LUVV IlltCl llCll VVCltL}ldUs

Self-test supported by hardware Medium External watchdog

Table C.4 — Invariable memory ranges

Recommended maximum

ming code with additional parity

Technique/measure diagnostic coverage Example
Wold saving multi-bit redundancy Medium Partidl-byte redundancy
Moflified checksum Low Memory block checksum
Sighature of one word (8 bit) Medium Memory block CRC (8 bit)
Sighature of a double word (16 bit) High Memory block CRC (16 bit)
Blogk replication High Dual memory (mirror)
RAM supervision with a Ham- High ECC included in a FLASH contfoller.

Refer to the safety manual of the control-

(SECDED) ler. Depending on the Hamming distance,
the DC can be higher; monito1fing of
errors corrected by this mechianism is
highly recommended.

Table'C.5 — Variable memory ranges
. Recommended maximum
Technique/measure di . Example
iagnostic coverage
Self-test by software (one channel) Medium Internal watchdog
RAM test (at start-up orperiodic) Medium “Checkerboard” or “march”
“Walk-path”
Parity bit
RAM supervisioh with a Hamming High ECCincluded in a RAM controllgr. Refer
code with additional parity (SECDED) to the “Safety Manual” of the coptroller.
Depending on the Hamming digtance, the
DC can be higher; monitoring of errors
corrected by this mechanism igthighly
recommended

Double RAM High Hardware or software comparison and

read/write test

Redundant channel High See categories 2, 3 and 4

©IS
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Table C.6 — I/0 units and interface (external communication)

Technique/measure

Recommended maximum
diagnostic coverage

Example

Failure detection by online moni- Medium Monitoring feedback signal (within range)
toring (analogue or digital input;
analogue or digital output)
Comparator High Compare output and/or synchronised
determmmisticimtermrediate dataof Tedqn-
dant processors (see categories 2, 3 and 4)
Message prjotection Medium 1) Checksum on selected message.data
bytes
Medium 2) Message enumeration (ingrementing
counter)
Low 3) Send frequency verification
High 1 to 3, combined
Reference densor High Measure a specified signal to check the ADC
and/or ECU
Majority vdter High Compareredundant signals
Separation of electrical energy lines High
from inforrhation lines
Spatial sepgration of multiple datalines High
Increase of|interference immunity High Shielding and/or twisted pair

Taple C.7 — Power supply (applies to system with and without micro-controllers)
. Recommended maximum
Teichnique/measure di . Example
iagnostic coverage

Overvoltage protection Low Load dump protection on alternator

Voltage soyrce control High Monitoring voltage and switching to
alternative power supply, if required
(operating limit is reached)

Power-down control Medium Monitoring key-switch (ignition-switdh)
voltage and initiating ECU shut-down,
saving data to memory
Shut system down when battery voltages
drops down
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Table C.8 — Program sequence monitoring

Program sequence
technique/measure

Recommended maximum
diagnostic coverage

Description

Wa

tch-dog with separate time

base without time-window

Low

External timing elements with a separate time
base (for example watch-dog timers) are peri-
odically triggered to monitor the computer’s
behaviour and the plausibility of the program

sequence. [tisimportant that the tr

ggering

points are correctly placed in thepy
The watch-dog is not triggered.at a

od, but a maximum intervalds specified.

ogram.
Fixed peri-

Wa
bag

fch-dog with separate time
e and time-window

Medium

External timing elements with a sef
base (for example watch=2dog timers
odically triggered té\monitor the co
behaviour and the“plausibility of thg
sequence. It isdmportant that the tr
points are e¢orrectly placed in the py
lower and upper limit is given for th
dog timér.'If the program sequence
longer or shorter time than expecte|
aetion is taken.

arate time
) are peri-
mputer’s

b program
ggering
ogram. A

e watch-
fakes a

d, remedial

Log
seq

ical monitoring of program
uence

Medium

The correct sequence of the individpial pro-

gram sections is monitored using sd
(counting procedure, key procedursg
external monitoring facilities. It is i
that the checking points are placed
gram correctly.

ftware

) or using
mportant
n the pro-

Ten
onl

\poral monitoring with
ne check

Medium

The temporal monitoring is checke
up, and a start is only possible if the
monitoring operates correctly. For 4
a heat sensor could be checked by a
resistor at start-up.

at start-
temporal
xample,
heated

Cof
log

hbination of temporal and
cal monitoring of pro-

gramme sequences

High

A temporal facility (for example a w

timer) monitoring the program seqyience is re-

triggered only if the sequence of the
sections is also executed correctly.

atch-dog

program

C3

Tabje C.9 gives an example for the estimation for channel DC. In this example, the resulting

cha

hnel is low.

Estimation of channel DC

Table C.9 — Estimated DC

DC for the

Description DC Method Table reference
Input/output (all) High Monitored redundancy Table C.2
Processor Low Internal watchdog Table C.3
Invariable memory Medium Word saving Table C.4
Variable memory High Double RAM Table C.5
Communication Medium Checksum Table C.6
Power supply Medium Power down control Table C.7

© IS0 2019 - All rights reserved
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C.4 Calculation of channel DC

In many systems, several measures for fault detection could be used. However, a single DC is calculated
for a given channel. According to Table 5, an average DC is calculated by Formula (C.1):

A
DC :Z PP %100% (1)

avg Z AD

where

App is|the probability of detected dangerous failures;
Ap is|the probability of total dangerous failures.

Here, all parts of the channel used in the MTTF calculation have to be considered and’summed| up.
Only parts|with failure detection contribute to the numerator (Ap) of Formula (C.1).

C.5 Example calculation of channel DC

Table C.10 gives an example for the calculation of channel DC. In this example, a DC,,,, 0of 86 % is realfzed
for the chaphnel, which corresponds to a DC of medium.

Table C.10 — Calculated DE

No. Cpmponent | MTTFy, | | /IV?'I]?TFD Detected H(;Zvrzgif:glon App DC,
year 1/year Y/N 1/year
1 Resistor 1 11 416 0,000 09 Y Redundant hardware |8,759 64 E-05
2 Resistor 2 11416 | 0,000 09 N 0
3 Transistor 1 1142 0,000 88 Y Monitor feedback 8,756 57 E-4
4 Micfoprocessor 1 900 0,001 11 Y External watchdog 1,111 111 E-3
5 (apacitor 1 5708 0,000.18 Y Redundant hardware | 1,751 93 E-4
6 (apacitor 2 5708 0,000 18 N 0
7 (apacitor 1 200 0,005 00 N 0
8 Contactor 2 32 0,031 25 Y Monitor feedback 3,125 E-2
M) 0,038 76 0,0335 86 %
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Annex D
(informative)

Estimates for common-cause failure (CCF)

This quantitative process should be applied to every part of the control system.

abje D.1 lists common design measures with associated values. Based on engineering judgllnent, these

T. !
val

es represent the contribution each measure makes in the reduction of common-caupe failures.
Qudntifying of CCF is shown in Table D.2.
Table D.1 — Scoring process for measures against CCE
No Measure against CCF : cozre
n Separation/segregation
Physical separation between signal and power paths? YES =15
E.g. separation in wiring NO=0
Sufficient clearances on printed-circuit boards
R Diversity
Different technologies/design or physical principlés applied? YES =20
E.g. first channel programmable electronic and second channel hardwired NO=0
E.g. measuring load by pressure x cylindeir~area and by strain gauge
E.g. digital and analogue
E.g. components of different mantfacturers
3 Design/application/experienc¢e
3.1 |Protection against overyoltage, non-electrical over-actuation, overcurrent? YES =15
NO=0
3.2 |Selected components are successfully proven for several years under consideration YES=5
of environmentalconditions? No=0
i3 Assessment/analysis
Are the ¥esults of a failure mode and effect analysis (FMEA) taken into account to YES =5
avoid’common-cause failures in design? No=0
b Competence/training
Are designers/technicians trained to understand the causes and consequences of YES =5
CUOIIIITIOII=CdUSsSc IdITUIrcs? NO — 0
6 Environmental
6.1 |EMC
Has the system been checked for EMC-aspects (e.g. as specified in relevant product YES =25
standards)? NO=0
6.2 |Other influences
Are the requirements for immunity to all relevant environmental influences, such as YES =10
temperature, shgck, vibration, humidity (e.g. as specified in relevant standards e.g. NO=0
IS0 15003) considered?
Total, S (max.lgf)hoi/:)vable

© IS0 2019 - All rights reserved
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Table D.2 — Quantifying common-cause failure

Total score
S

Measures to avoid CCF

65 9% or better

Meets the requirements

Less than 65 %

Process failed — apply additional measures

© ISO 2019 - All rights reserved
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Annex E
(informative)

Systematic failure

E.1

A sy
whi
ope

E.2

The

b)

d)

General
=enera:

stematic failure (see ISO 25119-1:2018, 3.52) is related in a deterministic way toca, cenf
ch can only be eliminated by a modification of the design or of the manufacturir
rational procedures, documentation or other relevant factors.

Procedure for the control of systematic failures
following measures should be applied.
Power loss

The safety-related function should be designed so that, with loss of its electrical supply,
of the machine can be achieved or maintained.

Safety-related function behaviour in response to“voltage loss, overvoltage and un
conditions should be predetermined so that the(safety-related function can achieve or
safe state of the machine.

For single-point fail operational systems-(stich as categories 3 and 4), a redundant powsg
required (as per A.5 and A.6).

Measures to control or avoid the’effects of the physical environment (such as te
humidity, water, vibration, dustj.corrosive substances, electromagnetic interference).

Safety-related function behaviour in response to the effects of the physical environm
be predetermined so thatthe safety-related function can achieve or maintain a safe
machine.

Measures to control the effects of errors and other effects arising from any data com
process (ISO 25119-3:2018, Annex B).

Program.sequence monitoring

Thiscshould be used with safety-related functions that contain software. A defectiy
sequence exists if the individual elements of a program (e.g. software modules, sub-p1

tain cause,
g process,

h safe state

dervoltage
maintain a

br supply is

mperature,

ent should
tate of the

munication

C program
ograms or

commands) are processed in the wrong sequence or period of time, or if the clock of thg

processor

E.3
The

a)

is faulty.

Table C.8 provides a list of techniques applicable for program sequence monitoring with, the

achievable diagnostic coverage.

Procedure for the avoidance of systematic failures
following measures should be applied.
Use of suitable materials and adequate manufacturing

Select material, manufacturing methods and treatment in relation to, for example, stress,
elasticity, friction, wear, corrosion, temperature, conductivity.

© IS0 2019 - All rights reserved
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b)

d)

f)

g)

h)

j)

32

Correct dimensioning and shaping

Consider, for example, stress, strain, fatigue, temperature, surface roughness, tolerances,
manufacturing.

Proper selection, combination, arrangement, assembly and installation of components, including
cabling, wiring and interconnections

Apply appropriate standards and manufacturer's application notes, such as catalogue sheets,
installation instructions, specifications, and use of good engineering practice.

+£aloal

Comp
Use co
Withst

Design
condit

Use components that are designed to an appropriate standard and have-their failure modes

define
Design

Use a
extent

1) th

number of parameters exchanged with other modules should be manageable and testable, :

2) th
m

Restri

The us

conver
1) be
2) Dbe

IS
Separ3

In sysf
safety

1t
LlUlllL)’
mponents with compatible operating characteristics.
anding specified environmental conditions

each safety-related function so that it is capable of working in specified environme
ons, e.g. temperature, humidity, vibration and electromagnetic compatibility (EMC).

.
modularization

hierarchical modularization of the system in smaller, ¢learly defined subunits to suck
that

b functional and physical interfaces of each modulé are kept as simple as possible, i.e.

e number of safety-related states (such as.start-up, operating, fault, etc.) for each module
inageable and testable.

[tive use of common resources

e of common resources, such as memory (RAM, EPROM) or memory partitions, of an |
ter by two and more modules,should either

avoided, or

done via standafdized or defined interfaces with appropriate control measures
D 25119-3:2018, €lauses 6 and 7).

tion of safety-related function and non-safety-related function

em design, a decision should be made whether a separation into safety-related and j
related modules is possible. The interfaces between the two should be clearly specifie

htal

vell

an

the
ind

are

\/D

see

on-
d. A

separe1tion can greatly reduce the time and effort for a development complying with this docunrent

1 o | 11 1 -~
and retucetheoveratt COTIPITXICY.

Limitation on the number of system states

The number of safety-related states that the UoO can have should be manageable and testable. This

can be

Use of

achieved, for example, through a hierarchical summary of module states.

proven design principles

To reduce the risk of unknown and first-time errors, proven design principles should be used in the
preparation of the technical safety concept. Examples of proven design principles are

1) proven safety architectures, and
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2) proven measures for fault detection and fault control.
k) Use of standardized interfaces

To reduce the risk of unknown and first-time errors, wherever possible, the interfaces used should
be defined in standards and should have been tried and tested in many applications.

In addition, one or more of the following measures should be applied, taking into account the
complexity of the safety-related function and its performance level.

1) Designreview

Carry out a design review to reveal discrepancies between the specification and implénjentation.
2) Computer-aided design tools capable of simulation or analysis

Perform the design procedure systematically and include appropriate attématic cqnstruction
elements that are already available and tested.

3) Simulation

Perform a systematic and complete inspection of the safety-relatéd function design in terms of
both the functional performance and the correct specification ef.components.
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Annex F
(informative)

Characteristics of safety-related functions that are often

fundamental to risk reduction

F1 Genleral

This annex
design of 3
mainly ser
attachmen

The desigy
of safety r
can reduce
for examp
controllabi

F.2 Star

Prevents s

provides typical safety-related functions to reduce risk, which should be considered in
safety-related control system. These are in contrast to those safety-related functions
ve the basic functions of the machine to perform tasks such as braking, steering, pra
I movement and implement functions.

bquired of the control system for the specific application. The presence of these funct

risks evaluated at the machine level, such as ISO 12100 when-annualizing operator er
e. But can also reduce the risk after a failure has occurred/for example by improving
lity or by reducing severity of the injury.

t interlock

hfety-related functions from starting up unintentionally.

F.3 Stop function

A stop fun
machine in

When a gr
signal to th

g

NOTE
can be com
function.

F.4 Mar

ction initiated by a protective devieé should, as soon as necessary after actuation, put
a safe state. Such a stop should have priority over a stop for operational reasons.

bup of machines is workingtogether in a coordinated manner, provision should be mad
e supervisory control and/or the other machines that such a stop condition exists.

Juch a stop can cause-operational problems and a difficult restart. In some applications, this fund

bined with a stop.for’ operational reasons to reduce the temptation to defeat the safety-rel

jual reset

Afterast
until the

0
rr]fanual reset function is actuated and safe conditions for restarting exist.

comimand has been initiated by a protective device, the stop condition should be mainta

the
that

pel,

er should include the necessary safety-related functions below té_achieve the measyres

ons
Fors
the

the

e to

tion
hted

ilned

The re-establishment of the safety-related function by resetting the protective device cancels the
stop command. If indicated by the risk assessment, this cancellation of the stop command should be

confirmed

by a manual, separate and deliberate action (manual reset).

The manual reset function should

a)

within

b)

the safety-related parts of the control system,

not possible, the reset should not be achieved,

A

34

not initiate motion or a hazardous situation by itself,

be provided through a separate and manually operated function, different from start and restart,

only be achieved if all safety-related functions and protective devices are operative and, if this is
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d) be activated only by deliberate action,
e) prepare the control system for accepting a separate start command, and
f) only be accepted by actuation of the actuator from its released (off) position.

The category of safety-related parts providing the manual reset should be selected so that the inclusion
of the manual reset does not diminish the performance level of the relevant safety-related function.

The reset actuator should be situated outside the danger zone and in a safe position from which there is
a good visibility for checking that no person is within the danger zone.

F.5| Start and restart

A rdgstart should take place automatically only if a hazardous situation cannot exist. These requirements
for gtart and restart should also apply to machines which can be controlled remotely.

F.6| Response time

The designer or supplier should declare the response time when¢the risk assessment of the safety-
reldted parts of the control system indicates that this is necessary.

NOTE The response time of the control system is divided intg three parts: failure recognitfion, initiate
megsures and reach safe state.

Theg required overall response time of the machine can influence the design of the safety-related part.

E.7| Safety-related parameters

When safety-related parameters (e.g. position, speed, temperature, pressure) deviate frpm pre-set
lim{ts, the control system should initiate appropriate measures (e.g. actuation of stopping, warning
signal, alarm). If errors in manual inputting of safety-related data in programmable electroric systems
can|lead to a hazardous situation, then a data-checking system within the safety-related control system
shopld be provided (e.g. check ofilimits, format and/or logic input values).

F.8| External contrel function

When a machine isccofitrolled externally, for example, by a portable control device or miaster-slave
system, the following should also apply:

a) [the means\for selecting external control are defined;

b) |switehing to an external control device does not create a hazardous situation;

c) |inease of loss of control of an external control device, the system goes to a defined state

d) when a machine is remote-controlled as one of several devices located on the machine, switching
between other control devices and remote control device does not create a hazardous situation.

F.9 Muting (manual suspension of safety-related functions)

Muting may be required for diagnostics or repair. During muting, safe conditions should be provided by
other means.

Other means may consist of:

a) instructions;
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b) disabling of all other control or operating modes;
c) permitoperation of hazardous functions only by control devices requiring sustained action;

d) permit the operation of hazardous functions only in reduced risk conditions while preventing
hazards from linked sequences;

e) prevent any operation of hazardous functions by voluntary or involuntary action on the machine's
Sensors.

At the end of muting, all safety-related functions should be reinstated.

F.10 Operator warning

A suitable pperator warning system should be considered as part of the safety-related function. Optical
and/or audio methods may be used.
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