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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The

des

diffi
edit

Attd

pat

anyj
on 4

Any
con

For

exp

Wo
.or

procedures used to develop this document and those intended for its further maint
Cribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria nee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bntion is drawn to the possibility that some of the elements of this document may be the
ent rights. ISO shall not be held responsible for identifying any or all such patent rightg
patent rights identified during the development of the document will.bée“in the Introduct
he ISO list of patent declarations received (see www.iso.org/patents}):

trade name used in this document is information given for the,eonvenience of users ar
Stitute an endorsement.

an explanation of the voluntary nature of standardsythe meaning of ISO specific
ressions related to conformity assessment, as well.as information about ISO's adherg
ld Trade Organization (WTQO) principles in the TFechnical Barriers to Trade (TBT) se
/iso/foreword.html.
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5 document was prepared by Technical Committee ISO/TC 23, Tractors and machinery for
forestry, Subcommittee SC 19, Agricultural-electronics.

5 second edition cancels and replacesithe first edition (1ISO 25119-1:2010), which has been
sed. The main changes compared-frem the previous edition are as follows:

the introduction has been modified to add specific information on safety standards;
Tables 1 to 3 have been-deleted and the succeeding tables have been renumbered;
Clause 5 (management'system) has been inserted and the succeeding clauses have beenre
in 8.5, work preducts from the safety management activities after SOP have been specif
Figure 2 hastbeen modified;

the document has been editorially revised.
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bt-of all parts in the ISO 25119 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

ISO 25119 (all parts) sets out an approach to the assessment, design and verification, for all safety life
cycle activities, of safety-related parts comprising electrical and/or electronic and/or programmable
electronic systems (E/E/PES) on tractors used in agriculture and forestry, and on self-propelled ride-
on machines and mounted, semi-mounted and trailed machines used in agriculture. It is also applicable
to mobile municipal equipment.

A prerequisite to the application of ISO 25119 (all parts) is the completion of a suitable hazard
identification and risk analysis (e.g. ISO 12100) for the entire machine. As a result, an E/E/PES is
frequently|assigned to provide safety-related functions that create safety-related parts of cenitrol

systems (
a control s
function.

In general,
SRP/CS as

(or hazard
various me

ISO 25119
under forg
channel d¢g

P/CS). These can consist of hardware or software, can be separate or integrated.parf
ystem, and can either perform solely safety-related functions or form part of an eperati

the designer (and to some extent, the user) will combine the design and validation of t}
bart of the risk assessment. The objective is to reduce the risk associated‘with a given haz
bus situation) under all conditions of use of the machine. This can be achieved by apply
asures (both SRP/CS and non-SRP/CS) with the end result of achieving a safe condition.

(all parts) allocates the ability of safety-related parts to perform a safety-related func

pends on several factors, such as system structure (categery), the extent of fault detec

mechanisms (diagnostic coverage), the reliability of components (mean time to dangerous fail

common-c
procedure
situations

In order to
performan
with differ

The perfor
machines:
to the cont

ISO 25119

means of s
by E/E/PE
(design, va
required fu

huse failure), design processes, operating stress, environmental conditions and opera
. Three types of failures that can cause E/E/PES malfunctions leading to potential hazard
hire considered: systematic, common-cause and random.

ouide the designer during design, verificatieityand to facilitate the assessment of the achig
ce level, ISO 25119 (all parts) defines an approach based on a classification of architect
ent design features and specific behayiour in case of a fault.

mance levels and categories can'be applied to the control systems of all kinds of mo
from simple systems (e.g. auxiliary valves) to complex systems (e.g. steer by wire), as we
ol systems of protective equipment (e.g. interlocking devices, pressure sensitive devices

(all parts) adopts a riskébased approach for the determination of the risks, while providi
becifying the requiréd performance level for the safety-related functions to be implemer
S safety-related chiamnels. It gives requirements for the whole safety life cycle of E/E/
idation, produetion, operation, maintenance, decommissioning), necessary for achieving
Inctional safetyfor E/E/PES that are linked to the performance levels.
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The structpire of safety standards in the field of machinery is as follows.

a) Type-4 standards (basic safety standards) give basic concepts, principles for design and gengral
aspectis€hat can be applied to machinery.

b) Type-B standards (generic safety standards) deal with one or more safety aspect(s), or one or more
type(s) of safeguards that can be used across a wide range of machinery:
— type-B1standards on particular safety aspects (e.g. safety distances, surface temperature, noise);
— type-B2 standards on safeguards (e.g. two-hand controls, interlocking devices, pressure

sensitive devices, guards).
c) Type-C standards (machinery safety standards) deal with detailed safety requirements for a

particular machine or group of machines.

This document is a type-B1 standard as stated in ISO 12100.

Vi
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This document is of relevance, in particular, for the following stakeholder groups representing the
market players with regard to machinery safety:

— machine manufacturers (small, medium and large enterprises);
— health and safety bodies (regulators, accident prevention organizations, market surveillance, etc.).

Others can be affected by the level of machinery safety achieved with the means of the document by the
above-mentioned stakeholder groups:

— machine users/employers (small, medium and large enterprises);

— |machine users/employees (e.g. trade unions, organizations for people with special need$);

e
<

— |service providers, e.g. for maintenance (small, medium and large enterprises);
— |consumers (in case of machinery intended for use by consumers).

The above-mentioned stakeholder groups have been given the possibility to/participate at the drafting
profess of this document.

In addition, this document is intended for standardization bodies elaborating type-C standafds.
Theg requirements of this document can be supplemented or modified by a type-C standard.

For|machines which are covered by the scope of a type-C stahdard and which have been defsigned and
built according to the requirements of that standard, the.requirements of that type-C stahdard take
prefedence.

© 1S0 2018 - All rights reserved vii
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INTERNATIONAL STANDARD

ISO 25119-1:2018(E)

Tractors and machinery for agriculture and forestry —
Safety-related parts of control systems —

Part 1:
General principles for design and development
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Scope

5 document sets out general principles for the design and development of safety-relat
frol systems (SRP/CS) on tractors used in agriculture and forestry and oh. self-propel
hines and mounted, semi-mounted and trailed machines used in agriculture. It can also|
hobile municipal equipment (e.g. street-sweeping machines).

5 document is not applicable to:
aircraft and air-cushion vehicles used in agriculture;

lawn and garden equipment.

ty-related functions. It does not identify performance levels for specific applications.

E1 Machine specific type-C standards can spegify performance levels (AgPL) for safety-relat
achines within their scope. Otherwise, the specification of AgPL is the responsibility of the many

5 document is applicable to the safety-related parts of electrical/electronic/pro
tronic systems (E/E/PES), as these'telate to mechatronic systems. It covers the possil
sed by malfunctioning behaviour'ef £/E/PES safety-related systems, including interacti
ems. It does not address hazards related to electric shock, fire, smoke, heat, radiatig

flan
ma

hmability, reactivity, corrosion, release of energy, and similar hazards, unless directly]
functioning behaviour of(E/E/PES safety-related systems. It also covers malfunctioning

of §/E/PES safety-related\systems involved in protective measures, safeguards, or safi
funftions in response to(non-E/E/PES hazards.

Ex

ples included ¥ithin the scope of this document:
SRP/CS limiting current flow in electric hybrids to prevent insulation failure/shock haz3
electremagnetic interference with the SRP/CS;

SRP/CS designed to prevent fire.

bd parts of
ed ride-on
be applied

5 document specifies the characteristics and categories required of SRP/CS for carrying out their

bd functions
facturer.

prammable
le hazards
pn of these
n, toxicity,
caused by
behaviour
pty-related

rds;

Exa

mples not included in the scope of this document:
insulation failure due to friction that leads to electric shock hazards;
nominal electromagnetic radiation impacting nearby machine control systems;

corrosion causing electric cables to overheat.

This document is not applicable to non-E/E/PES systems (e.g. hydraulic, mechanic or pneumatic).

NOTE 2

See also ISO 12100 for design principles related to the safety of machinery.

This document is not applicable to safety related parts of control systems manufactured before the
date of its publication.

© ISO 2018 - All rights reserved
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO 25119-2:2018, Tractors and machinery for agriculture and forestry — Safety-related parts of control

systems —

Part 2: Concept phase

ISO 25119-3:2018, Tractors and machinery for agriculture and forestry — Safety-related parts of control

systems —

Part 3: Series development, hardware and software

[SO 25119
systems —

4:2018, Tractors and machinery for agriculture and forestry — Safety-related parts oficon
Part 4: production, operation, modification and supporting processes

3 Terms and definitions

For the pui
ISO and [E
ISO On

IEC Ele

3.1
agricultur
AgPL

level whic
function u

Note 1 to e
five levels (4

poses of this document, the following terms and definitions apply.

[ maintain terminological databases for use in standardization at.the following addresse

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at http://www.electropedia.org/

al performance level

specifies the ability of safety-related parts.ef control systems to perform a safety-relz
der foreseeable conditions

htry: For the purposes of ISO 25119 (all parts), the performance for each function is divided

, b, ¢, d and e) where the functional safety-contributed by the SRP/CS in “a” is low and in “e” is high.

trol

1%2]

ted

into

ility

ous
the

3.2

required 3gricultural performance level

AgPL,

performanice level(s) (AgPL) requifed to be achieved for each safety-related function

Note 1 to enftry: Depending on the-potential behaviours of a faulted UoO, a safety-related function may have more
than one A'%;’Lr. For example, @partial loss of a function, the sudden complete loss of a function, and the inab
to enable a function, may have three different AgPL,’s.

3.3

category

classificatipn of the safety-related parts of a control system with respect to its resistance to danger
failures taking into account the subsequent behaviour in the fault condition, which is achieved by
structural errangement{architecture}oftheparts

3.4

channel

combination of input, logic and output elements necessary to perform a function(s)

3.5

common-cause failure

CCF

multiple failures within a UoO, resulting from a single event, where these failures are not consequences

of each oth

er

Note 1 to entry: Common-cause failures should not be confused with common-mode failures, as common-mode

failures can

result from different causes.

© ISO 2018 - All rights reserved
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3.6
controllability
involved individual's possibility of avoiding harm in the situation that is putting him/her at risk

3.7

dangerous detected failure rate

AbD

detected failure rate within the UoO which result in no or minimal increase in risk, but if undetected,
would result in an immediate increase in risk

3.8

dangerous failure
failyire (and multiple failures due to common cause) in which an SRP/CS is no longer abletp maintain
thelintended function and the resultant machine behaviour could result in a hazardous situdtion

3.9
dangerous failure rate
Ap
fradtion of all components with dangerous failure (3.8) per time unit

Note¢ 1 to entry: Ap is the reciprocal value of MTTFp.

fragtion of the probability of detected dangerous failures,”App, and the probability of total dangerous

intdrval between online tests used to detect‘faults in a safety-related system that have p specified

ation of safety-related functionis to electronic control units (ECU) and classification int¢ hardware

durption oftithe and frequency in which an individual is in a situation in which the potential hazard exists

failure
termination of the ability of an element within a UoO to perform as intended

Note 1 to entry: After a failure, the UoO will have a fault.
Note 2 to entry: “Failure” is an event, as distinguished from fault (3.16), which is a state.
Note 3 to entry: The concept as defined does not apply to a UoO consisting of software only.

3.16

fault

state of a UoO characterised by inability to perform a required function, excluding the inability during
preventive maintenance or other planned actions, or due to lack of external resources

Note 1 to entry: A fault is often the result of a failure (3.15), but can exist without prior failure.

© ISO 2018 - All rights reserved 3
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Note 2 to entry: For the purposes of ISO 25119 (all parts), a fault is a random fault.

3.17
function
defined behaviour of one or more electronic control units

3.18
functional requirement
requirement for an intended function of the E/E/PES system

3.19
functionalsafety
system thdt performs in a way that does not present an unreasonable risk of injury to operaterf or
bystanders

3.20
functional safety concept
entire collection of functional safety requirements (3.21) including their interactions to achjeve
functional gafety

Note 1 to enftry: It is developed during the concept phase of the safety life cycle.

3.21
functional safety requirement
requirement for a safety-related function of the E/E/PES system

3.22
hardware|safety requirement
requirement that applies to safety-related hardware and which is included as an element of a techriical
safety requirement

3.23
harm
physical injury or damage to health of persons

3.24
hazard
potential spurce of harm (3.23)

3.25
hazard anplysis and risk assessment
HARA
method tolidentify and(¢ategorize hazardous situations of the UoO and to specify safety goals, AgPLy,
related to f{he prevention or mitigation of the associated hazards in order to avoid unreasonable risk

3.26
hazardous situation
circumsta i ich a X
have immediate or long-term effects

can

3.27
intended use
<of a machine> use in accordance with the information provided in the operator's manual

3.28
inspection
systematic formal verification method used to review product quality

Note 1 to entry: During an inspection, the work product is checked by one or more assessors to see whether it

complies with the requirements. The inspection is organized and moderated by an inspection leader. The author
of the work product participates in the inspection but cannot lead the process.

4 © ISO 2018 - All rights reserved
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3.29

life of the machine

life cycle

time between production and decommissioning

3.30

manual reset

function within the SRP/CS used to manually restore one or more safety-related functions before
restarting the machine

3.31

mag¢hine manufacturer Jl
manufacturer of tractors for agriculture and forestry, self-propelled ride-on machines"and mounted,
senji-mounted and trailed machines used in agriculture, and of mobile municipal equipment]

Note 1 to entry: See also supplier (3.50).

3.32
mean time to dangerous failure

MT[TFp

avefage value of the expected time to a dangerous failure (3.8)

Note 1 to entry: MTTFp is the reciprocal value of Ap.

3.38
mohitoring

autpmatic monitoring
autpmatic function which ensures that a protective méasure (3.36) is initiated if the ability pf the SRP/
CS Yo perform a function is diminished, or if the process conditions are changed such that Hazards are
genprated

3.3
muting
temporary automatic suspension of a.safety-related function by safety-related parts of the confrol system

3.3p
programmable electronic system
PES
system for control, protection or monitoring which uses one or more programmable electronic devices

Note¢ 1 to entry: It comprises all elements of the system, including power supplies, sensors and |other input
devices, data highwaysand other communication paths, and actuators and other output devices.

3.3p
protective'tneasure
megsuretintended to achieve functional safety, as implemented by the designer (intrinfsic design,
safgguarding and complementary measures, information for use), and the user (organization, safe
working procedures, supervisi i porl additional safeguards, pe all protective
equipment, training)

3.37

reasonably foreseeable misuse

use of a machine in a way not intended by the designer, but which can result from readily predictable
human behaviour

3.38
response time
maximum time that can elapse between the occurrence of an error and the attainment of a safe state (3.43)

© IS0 2018 - All rights reserved 5
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3.39
risk

combination of the probability of occurrence of harm (3.23) and the severity (3.47) of that harm

3.40

risk analysis
combination of the specification of the limits of the machine, hazard identification and risk estimation

3.41

risk assessment
overall process comprising risk analysis (3.40) and risk evaluation (3.42)

3.42
risk evalu
judgment ¢

3.43
safe state

ation
n the basis of risk analysis as to whether a given risk is acceptable

operating mode of a system with an acceptable level of risk

EXAMPLE

3.44
safety go
descripti

EXAMPLE

Note 1 to e
safety-relat

Intended operating mode, back-up operating mode, or switched-off mxgdes.

o;:r of how a given hazard is to be avoided

Avoid propel when neutral is commanded.

htry: It is the top level objective as a result of the hazard analysis and risk assessment and w
bd functions are derived.

Note 2 to emtry: One safety goal can be related to severalhazards and several safety goals can be related

single hazai

3.45
safety-rel:
function of

d.

ited function
the machine whose failure can result in an immediate increase of risk

lere

to a

ted

hted
the

3.46

safety-related part of a controlsystem

SRP/CS

part or subpart of a contfel system that responds to input signals and generates safety-reld
output sighals

Note 1 to enftry: The combined safety-related parts of a control system start at the point where the safety-rel
signals are f[nitiated(e/g. the actuating cam and the roller of the position switch) and end at the output of
power contfol eleirents (e.g. the main contacts of the contactor), and include monitoring systems.

3.47

severity

degree of the most probable harm to an endangered individual, assuming harm has occurred

3.48

software requirement level

SRL

ability of safety-related parts to perform a software safety-related function (3.45) under foreseeable

conditions

Note 1 to entry: The SRL is categorized into four groups: SRL =B, 1, 2 and 3.

© ISO 2018 - All rights reserved
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3.49

software safety requirement

requirement that applies to safety-related software and that is included as an element of a technical
safety requirement (3.54)

3.50

supplier

manufacturer and distributor of new and spare parts for tractors for agriculture and forestry, self-
propelled ride-on machines and mounted, semi-mounted and trailed machines used in agriculture, and
municipal equipment

3.5
symmetric channel
numerical combination of single-channel MTTFp( for a dual- or redundant-channel system

3.52
systematic failure
failfire related in a deterministic way to a certain cause, which can only be gliminated by a mpdification
of fhe design or of the manufacturing process, operational procedures;, documentatioh or other
reldvant factors

EXAMPLE Human error in the safety requirements specification,the design, manufacture, jnstallation,
operation of the hardware, or the design and implementation of the séftware.

Notg 1 to entry: Corrective maintenance without modification wilusually not eliminate the failure qause.
Notg 2 to entry: A systematic failure can be induced by simulating the failure cause.

3.58
technical safety concept
entfre collection of technical safety requiremehts (3.54) necessary to implement the functional safety
congept (3.20)and to partition it on the system architecture

Note 1 to entry: It is part of the system specCification, specified during system design.

3.5¢
technical safety requirement
reqpiirement that applies to,the)SRP/CS as applied to a given technical safety concept (3.53)

3.5p
unif of observation
unifs of observation
Uo

eledtrical, electronic, electrically-programmable system or function and its scope, context amd purpose

Not¢ 1 to.entry: The UoO can encompass safety-related function(s) that may be distributed acr¢ss multiple
systems.ahd their safety-related interactions.

3.5
walk-through
systematic, informal verification method used to review product quality

Note 1 to entry: During a walk-through, the author of a work product provides a step-by-step report to one
or more assessors. The objective is to create a common understanding of the work product, and to identify
any errors, defects, discrepancies or problems in the work product. A walk-through is less stringent than an
inspection.

3.57
work product
output of a design or development activity

© ISO 2018 - All rights reserved 7
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4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.

AgPL
AgPL;
CAD
Cat
CCF
DC
DCavg
ECU
ETA
E/E/PES
EMC
FMEA
FSM
FTA
HARA
HIL
MTTF
MTTFp
MTTFpc
PES
QM
RAM
SOP
SRL
SRP/CS
UoO

agricultural performance level
required agricultural performance level
computer-aided design

hardware category

common-cause failure

diagnostic coverage

average diagnostic coverage

electronic control unit

event tree analysis
electrical/electronic/programmable electronic systems
electromagnetic compatibility

failure mode and effects analysis

functional safety management

fault tree analysis

hazard analysis and risk assessment

hardware in the loop

mean time to failure

mean time to dangeroug failure

mean time to dangerous failure for each channel
programmable’electronic system
qualityimeasures

random-access memory

x VR o A | 3
oldl L Ul lJl UUuulLLIivIll
software requirement level
safety-related parts of control systems

unit of observation
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Quality management system

A quality management system is an important part of functional safety. Users of this document shall
demonstrate conformance to Clauses 6 to 9 by

— applying the quality management principles, such as those found in ISO 9001 using Clauses 6 to 9 as

NOTE

guidance, or
applying the specific clauses in Clauses 6 to 9 as they are written in this document.

These options relate only to this document.

6

6.1

The
and
wit
of fi
safg

Thd
and
acc

NOTI
6.2

6.2

The
phal
det

all phases of the life cycle afe,a’central management task.

NO1
in I

6.2

Thd
con

(eg

Management during complete safety lifecycle

Objectives

main objective, set out in this clause, is to define the responsibilities ofthe persons, de

inctional safety for the UoQ, and to the confirmation measures endorsing that level of]
ty. Another objective is to define management activities during the complete safety life ¢

E/E/PES shall be designed and constructed so that the principles of risk analysis, risk :
an iterative process for the design of safety-related parts of control systems are fully

punt (see Figure 1).

E ISO 25119 (all parts) address only the evaluation of the safety aspects of the E/E/PES.

General

1 Introduction to the safety life cjcle concept

safety life cycle (see Figure 2) combines the most important safety-related activities in 4
se, during series development, and at the start of production (SOP). These activities are d
il in ISO 25119-2 and 1SO,25119-3. Planning, coordination and verification of these activ

E
0 25119-2,1S0 25119-3 and 1SO 25119-4.

2 External functional safety measures

se aresieéasures that cannot be influenced by the UoO but shall be taken into acco
struction of the UoO. External functional safety includes the characteristics of involv

organizations responsible for each phase during the overall safetyUife cycle or fof
hin the various phases. This relates to both the activities necessary’to ensure the required level

partments
activities

functional
ycle.

ssessment
taken into

he concept
pscribed in
ties across

The activitiesduiring the concept phase and series development and after SOP are descrilped in detail

unt by the
bd persons
and other

physical, language) or properties of the environment (e.g. EMC, temperature, moisture

pro

NOTE 1

NOTE 2

erties) The riskamnatysiscan give constderation to externat functionat safety:

Proof of the effectiveness of external functional safety is not within the scope of ISO 25119 (all parts).

Failures of other technologies such as mechanics and hydraulics are not taken into consideration

by ISO 25119 (all parts). Verification of the functional safety of these technologies is not within the scope of

ISO

6.3

25119 (all parts).

Prerequisites

A prerequisite to the application of ISO 25119 (all parts) is the completion of a suitable risk assessment

and

©IS

risk reduction (e.g. ISO 12100) for the entire machine.
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The necessary prerequisites to the design, manufacturing, service and decommissioning process are a
proven quality assurance plan (e.g. IATF 16949 or equivalent) and an overall project plan.

Do we
have a potential
safety-related electronic
control system?

ISO 25119 not applicable

Determination of the limits of the
safety-related function
1
Y
Risk identification
(see ISO 25119-2:2018, Clause 6)

New/amended
* legislation

Risk analysis
(see 1ISO 25119-2:2018, Clause 6)

f

For each selected function
identified by the HARA

specify the required -

classifications

\
Determine the required performance level AgPL ¢
(see 1SO 25119-2:2018, 7.2.1)

_ \
\
Functional and Technical Safety Concepts.

Idetify the requirements for the SRP/CS,whieh
carry out the safety-related functions

!

Determine the performancé-evel AgPL

Category MTTFy BC avg CCF

r————1 (see ISO (see ISO (see ISO (see ISO No

| | 25119-2:2018, | 25119-2:2018, ) "25119-2:2018, | 25119-2:2018,
For each Annex A) Annex~B) Annex C) Annex D)
selected 150-25119-2:2018, Clause 7

| safety-related | SRL (see 5119-2:2018, Clause 7)

| function | . and

L 3 systematic failure (see ISO 25119-2:2018, Annex E)

No

Verification:
is AgPL > AgPL?

Validation:
Are all requirements achieved?
(see 1ISO 25119-4:2018,
Clause 6)

Yes

Have
all safety functions

identified by the risk analysis
been analysed?

Figure 1 — Iterative process for design of SRP/CS

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=a2fc91414bc5adae727eb8178cf179b9

ISO 25119-1:2018(E)

6.4

6.4

The first number in this and the other toned boxes signifies the part of ISO 25119, while the sec

Concept of
2/5% p
/ unit of observation | -
New Modification/ I °
development | derivation | 5_:‘@
y : 2
. . Q
o 2/6 Risk analy51§ ar?d method - I e
S description | S
g |
= |
g ‘5 2/7 System design - |
= i requirements | |
2 g | |
k1 £ I | T
1 g y | |
j £ System design
= s | Ly g ol | y
I ' ' f ' :
: g RN A e IN | SO g
£ ] H i1~ External
£ § Operation Production and HW SW Other functional ! g
] o 4/10( 1/9 |installation of safety- ! rechnologibe & f : 2
i < p g related systems technologies i:*  safety °
E 3/6 3/7 || Laeeeees i L..E‘??E?El_r_fis.._ 2
¥ | | 4
4/8 Product release g |
€ g
Y _g
E]
> 4/9 Productiot B
= ~
* 4/11 Modification A" ‘gé
X - Modification B 5]
Operation/maintenance 2
16 1/7 »14/10| (sépryicing, repair and =
decommissioning) i::'

nd number,

separated from the first by a slash, signifies'the clause number of that part, e.g. “2/5” signifies [SO 25[119-2:2018,

Clause 5.

If machine functions are not affected, then go to ISO 25119-3:2018, Clause 5.
If machine functions are affected,-then carry out hazard and risk analysis according to ISO 25[119-2:2018,

Clause 6.

Figure 2 — Safety life cycle

Requirements — Functional safety management activities across safety life¢ cycle

1 Functional safety culture

Onq task of management and all members of staff shall be to create a culture in which functipnal safety
is g . o Thi ] hieved & o |

— by formulating the goals of functional safety and communicating them within the organization, and

— reviewing the status of processes for achieving functional safety.

6.4.2 Continuous improvement

Management shall facilitate processes for continuous improvement. Examples for doing this include

— the creation of company-specific procedures to fulfil the requirements of ISO 25119 (all parts),

— the provision of tools, templates, databases and other resources that will assist in performing
safety-related activities, and

© ISO 2018 - All rights reserved
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to the members of new project teams.

6.4.3 Training and qualification

obtaining feedback from safety-related parts findings from projects and transferring these findings

Performing the tasks in the safety life cycle requires appropriately qualified staff. The aim shall be to

maintain a

balanced degree of proficiency in

— technical safety concepts,

methodology, and

knowl

644 As

The plan

ni
the scope J?

responsibl

Initially, re
resulting f
the safety

In doing 5

competend
the comple

6.4.5 As

Functional
manager o

edge of the functional safety process and information related to requirements.

kignment of safety responsibilities

g and execution of activities that incorporate functional safety into projects falling wi
[SO 25119 (all parts) represent a central management task for the individual or organiza
e for the UoO.

sponsibility for incorporation of functional safety lies with the project manager. The t3
‘om this may be delegated. The lines of communication and decision-making with respec
blan and the remedying of safety-related deficits shall be cleatly defined.

o, it shall be ensured that individuals have sufficierit, documented qualifications
y for their assigned tasks. The required training and.experience can depend on the AgPL
xity of the UoO. Appropriately qualified individuals',can also carry out multiple tasks.

pignment of tasks

safety management tasks shall be the-responsibility of a product safety manager or
[ a safety team appointed by the project'manager.

A quality

safety mamagement tasks include the _prompt and proper delivery of the results of safety-relg

T
activities 1|

delegated.
6.4.6 PIg

6.4.6.1 (

The object
persons, dé

All safety

all phases of the development process. The implementation of individual tasks may

inning of all safetymanagement activities during development

feneral

ve shallbéto coordinate all safety related aspects during development between all invol
partnients and/or suppliers.

hctiyities during the development phases of safety life cycle shall be planned, includin

hin
fion

sks
tto

and
and

the

nagement system is essential for,carrying out the safety management activities. Functignal

ted
I be

ved

gat

least the f

Htowing:

— procedures and strategy for achieving functional safety;

specification of safety responsibilities between development partners;
provision for establishment of supporting processes within the project;

conducting risk analysis according to ISO 25119-2:2018, Clause 6;

[SO 25119-2:2018, Clause 7, and ISO 25119-3:2018, Clauses 6 and 7;

assessments, reviews and audits;

12

implementation of safety requirements in the context of development activities according to

confirmation by development partners that they have fulfilled the safety requirements by means of
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— verification and validation of safety requirements according to ISO 25119-4:2018, Clause 6;

— specification of activities for confirmation of functional safety (audit, review, assessment);

6.4.

inclusion of overall project safety activities into project-specific safety management.

6.2 Technical documentation

Refer to ISO 25119-4:2018, Clause 13 for documentation requirements.

6.4

6.3 Qafpfy plnn

6.4
The

The
pro

Safg

6.4

Safé
sha

6.4

The
cas

The

rather,than parallel descriptions of activities in multiple documents.

6.3.1 Objectives
safety plan shall be used for the systematic planning for safety-related activities:

safety plan shall be adapted to the project. Some activities could be uhnecessary fo1
ect or additional activities might have to be included.

6.3.2 Contents of the safety plan

ty-related activities shall be described in the safety plan: The following characteristics of]
| be specified as appropriate:

objective(s);

prerequisites (results needed from other activities, input documents);
person in charge;

necessary resources;

duration, deadline;

documentation of resulfts;

6.3.3 Format of safety plan

safety plan_ nlay be a stand-alone document or integrated into a general project plan. I
b, safety-related activities shall be labelled as such.

safety-plan may include references to other plans. In general, it is preferable to have

a specific

ty-related activities should be incorporated into overall project planiing and allocated the required
resurces.

an activity

n the latter

references

Th oafct_y P}all fUl lllat ohal} bC oubjcut tU vl D;Ull aud \.hausc uLauasClucut.
NOTE An example of a structure of a project-specific safety plan is given in Annex A.
6.4.6.4 Tailoring activities within processes (to AgPL)

The characteristic of all activities shall always be related to the AgPL and safety plan for each project.

In addition, activities and entire phases of the life cycle that do not apply to specific projects may be

omi

tted, with corresponding justification.

When compiling the safety plan, attention shall be paid to adapting the specific characteristic of all
activities to the AgPL and the circumstances in the project.

© ISO 2018 - All rights reserved
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In the quality management system, consider attaching milestones to the V model (see ISO 25119-3:2018,

Figure 1).

Consider refining the existing V model over the course of the project.

A clear justification shall be specified if individual activities are omitted or performed in a scaled-
down form.

6.5 Work products

The work products from management during the complete safety cycle shall be the following:

— safety

7 Assesq

7.1 Obje
The object

function implemented in it.

7.2 Gen

The organi
out an ass¢
to one pers
life cycle (6
release, pr
Uo0O. Thei
manufact

7.3 Prenequisites

a) Safety

b) As a npinimum, representatives from the following areas in the organizational unit in charg

develo

th

th

th

plan.

sment of functional safety

ctives

ve of this phase is to examine and assess the functional safety attained by the UoO and

bral

zational unit responsible for functional safety (e.g. machine manufacturer or supplier) car
bssment of functional safety. The implementation of this assessment may also be deleg:
on in charge of the assessment. The assessmentshidll cover all phases of the machine sa
.g. system and safety concept, design, implementation, test for all integration levels, sys
bduction, operation) for each of the organizational units involved in the development of

er/supplier or to the person in charge

plan.

pment shall take part in‘the safety assessment:
b person responsible for the system;
b system deveéloper;

e expert(s) on functional safety.

7.4 Req

the

ries
ted
fety
fem
the

volved organizational units shall disclose-all relevant assessment documents to the machine

1irements

7.4.1 Considerations for the assessment of the functional safety

These shall consist of the following requirements.

a)
b)

Management requirements for verification measures shall be in accordance with 7.4.2.

the safety assessment (sufficient preparation and availability of sufficient human resources).

<)

The organizational unit in charge of development shall provide an appropriate level of support for

The person performing the safety assessment shall have access to all individuals performing

activities in the entire hardware and software life cycle and to all relevant information and tools.

14
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d) The safety assessment shall include all phases of the machine safety life cycle (system and safety
concept, design, implementation, test for all integration levels, system release, production,

e)

f)
g)

operation) for each of the departments involved in the development of the UoO.

If tools are used for development, implementation or testing, their application shall be assessed or

verified.
The safety assessment may be performed in parallel with development or in a block.

The safety assessment shall take the following aspects into account:

1)

7.4
Thd

Ver
sha
ind

wh

Thd
acc
ind

If th
rep

Aud
The

a)
b)

£ ] £, d i L i +
J.) CIIC VWUI'IN Pbl ITUTITIICU OITICTU UIIT Pl CVIUUS doSOSUOSOITITIIL,
2) the planning/strategy for performing further assessments;

3) recommendations for acceptance, conditional acceptance, or rejection, which shall
the conclusion of the safety assessment.

2 Verification
following requirements apply to verification.

fication measures shall be included in the safety plan. The UeO as well as the form o

bpendent verification depends on the AgPL level (see Table 1).

Plaxning for verification shall be done by those who pérform the verification and accepts

are responsible for the scope to be verified.

eptance, conditional acceptance or rejection. Open items shall be documented, t
viduals shall be appointed, and resolutien shall be confirmed.

e UoO is altered after the conclusion6f reviews and assessments, the review or assessm
bated or amended.

its, walk-throughs, inspections and assessments shall be carried out with reference td
following activities shall(be reviewed regardless of the level of independence.

For QM and AgPL = & hazard and risk analysis.
Additionally, for”’AgPL = b:

— safety _requirements (functional, technical, hardware, and software) and the adeq
levelof detail for safety-related functions;

— , safety analyses, e.g. system FMEA, component FMEA.

be given at

the result

1 be defined. The independence of those performing verification shall be documented. Thie degree of

d by those

results of verification shall be documented. In particular, a statement shall be njade about

esponsible

ent shall be

the AgPL.

hacy of the

Additionally, for AgPL = c:

d)

— safety plan;

— quantitative safety analyses;

— safety tests and testing scope (validation and verification plan).
Additionally, for AgPL =d:

— safety analyses, e.g. FTA, FMEA;

— safety tests and testing scope;

— reference test cases to SRP/CS (safety audit).
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e) Additionally, for AgPL =e:

— safety analyses, using analytic techniques such as FMEA and FTA, taking the CCF mechanisms

into account;

— safety tests and testing scope (test case review to determine if all cases are included).

Table 1 — Degree of verification independence

Degree of verification independence

QM AgPL=a AgPL=b AgPL=c AgPL=d AgPL=e

Review of hazard and risk analysis

U1

2a

U2

U2

U3

U3

Review of pafety plan
independent of plan author

U1

U2

U3

Review of pafety requirements (functional,
technical, hardware, and software)
independent of author and implementer of safety
requirements

U1

U1

U1

U1

tion) plan

Review of V and V (verification and valida-
independent of plan author

U1

U2

U2

independent of author of analysis

Review of the safety analysis (e.g. FMEA, FTA)
independent of developer of UoO

S5\

U1

U1
U2

U1
U3

independent of planning and conducting of the

Review of pafety tests and testing scope
tests

U1

U1

U1

Safety audit
independent of those who work in association
with the prjpcesses required for functional safety

U2

U3

Ul Anotherperson

U2 Anotherteam (not the same direct supervisor)

a  Independent review is required, especially in situations assessed as CO or SO. See ISO 25119-2.

— No requirement for verification. The verification measur'es that will have to be carried out are governed in 7.4.2.

U3 Anothef department or third party (indepéndent of the developing department, e.g. independent managem
independenfresources, independent from peléase responsibilities, independent organization)

ent,

7.5 Work products

The work [products from”the assessment of functional safety are the results of the documer

verificatiof measures\(See ISO 25119-4:2018, Clause 13):

— acceptpnce;

— conditjonal acceptance;

ted

— rejection;
— open items;

— responsible persons.

8 Functional safety management activities after start of production (SOP)

8.1 Objectives

The objective of this phase is to define the responsibilities of the persons, departments and organizations
responsible for functional safety after SOP. This relates to general activities necessary to ensure the

16
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required level of functional safety for the UoO and to the confirmation measures endorsing that level of
functional safety.

8.2

See

8.3

General

Clause 5.

Prerequisites

The machine manufacturer shall implement a quality management system.

8.4

8.4

Int
fun
req
maq
wit

8.4

Thd
staf
and|

8.4
Thd

8.5

Requirements

1 Management of production and modification procedures

he life cycle phases following SOP, organizational measures shall be taken.in order to {
Ctional safety of all produced units and to maintain it for the life of"the machine. Th
1lirements for achieving and maintaining functional safety in all produced units for thg
hine are generally specified during the development of the UoO, anndmay be modified in
h a modification process.

2 Tasks for preparing and conducting production and end of line inspections

implementation of requirements for production/installation/adjustment and training

documentation shall be checked.

3 Tasks for safe machine operation, maintenance, repair and decommissioning
following tasks shall be carried out,
Draw up and include special content and warnings in the operating instructions.

List the requirements for ‘maintenance and qualifications for maintenance staff. M
machine manufacturer-ekecuted maintenance.

content in the repaininstructions.
Provide feedback on faults observed.

List the safety requirements for decommissioning (see ISO 25119-4:2018, Clause 10).

Work products

ichieve the
b technical

life of the
hccordance

of factory

f shall be listed and monitored. In addition, series-conformity with respect to safety requirements

onitor the

List the requirements, for repair and qualifications for repair staff. Draw up and inclfilde special

Th

work products fromnT the safety mmamagenent activities after SOPshattbeas foltows:
safety-related content and warnings for operating instructions;

safety-related content for repair, maintenance, and decommissioning instructions;
qualification of staff, where required;

safety-related content of the information made available to the user;

instructions regarding field observations.

© ISO 2018 - All rights reserved

17


https://standardsiso.com/api/?name=a2fc91414bc5adae727eb8178cf179b9

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Abbreviated terms
	5 Quality management system
	6 Management during complete safety lifecycle
	6.1 Objectives
	6.2 General
	6.2.1 Introduction to the safety life cycle concept
	6.2.2 External functional safety measures
	6.3 Prerequisites
	6.4 Requirements — Functional safety management activities across safety life cycle
	6.4.1 Functional safety culture
	6.4.2 Continuous improvement
	6.4.3 Training and qualification
	6.4.4 Assignment of safety responsibilities
	6.4.5 Assignment of tasks
	6.4.6 Planning of all safety management activities during development
	6.5 Work products
	7 Assessment of functional safety
	7.1 Objectives
	7.2 General
	7.3 Prerequisites
	7.4 Requirements
	7.4.1 Considerations for the assessment of the functional safety
	7.4.2 Verification
	7.5 Work products
	8 Functional safety management activities after start of production (SOP)
	8.1 Objectives
	8.2 General
	8.3 Prerequisites
	8.4 Requirements
	8.4.1 Management of production and modification procedures
	8.4.2 Tasks for preparing and conducting production and end of line inspections
	8.4.3 Tasks for safe machine operation, maintenance, repair and decommissioning
	8.5 Work products
	9 Plan for production and installation of safety-related systems
	9.1 Objectives
	9.2 General
	9.3 Prerequisites
	9.4 Requirements
	9.4.1 Production plan
	9.4.2 Test plan
	9.4.3 Production and testing
	9.4.4 Process capability
	9.4.5 Documentation
	9.4.6 Non-compliance
	9.4.7 Traceability
	9.4.8 Storage and transport conditions
	9.4.9 Modification
	9.5 Work products
	Annex A (informative)  Example of the structure of a project-specific safety plan
	Bibliography

