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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Background and motivation

There are two payment systems dealing with electronic fee collection (EFC). The first is the central
account system using a one-piece on-board unit (OBU) and the second is the on-board account system
using a payment media such as the integrated circuit card (ICC).

ICCs have been widely used for public transport cards such as subway and bus payment means and
electronic money cards for general purpose payments, as well as for credit cards and banking cards.

The

CC is expected to be nsed for EFC payment means nlnng with these glnhnl trends a

nd provides

conv,

Curr
centl

enience and flexibility.

ently, the descriptions in the existing EFC-related International Standards ate-foc
al account system, which is rather simple and gives more feasibility for EFCinteropei

the an-board account system, which is complex and has more items to be settled.

With
Inter
show|
calle

consideration of the widespread use for transport cards or electrohic money c
national Standard relating the on-board account system using these4ACCs is strongly
n in Figure 1. Furthermore, a state-of-the-art mobile phone integrated with ICC fun
d “mobile electronic purse”, has been used for public transpott or retail shopping a

means in some countries so rapidly that standardization on this¢heme is important and

cons

dering future EFC payment methods as well.

Use: Existing cards such as
public transport card or
credit card etc., or

1sed on the
rability than

hrds, a new
required as
ctions, a so-
5 a2 payment
pssential for

—
- \ < OBE main body >
< One-piece OBU > - Commun.icatlion control |
— Communication control — EFC application control
— EFC application control |:> — EFC-related data
— EFC-related data |
— Payment-related data Functionally @
separated It More
N / < IC card or other media > CRc?rsl:ier.lient
— Payment-related data I—‘t:> andlflexible
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Figure 1 — Motivation for on-board account using ICC
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Figure 2 shows the scope of the EFC standards, in which the OBU is used as a communication means and
the ICC carries the payment means.

PAYMENT SYSTEM A PAYMENT SYSTEM B

ISSUER

B | CLEARING _ | CLEARING |
L OADING CLEARING CLEARING

SERVICE
PROVIDER

./ CN/Gnsg

USER Dsrc

—
5]

IC card OBU

Figure 2 — Illustration of the s&&ie of the EFC standards

xO
Objecti o6
jective O

The objectiye of this document is to classify-data transfer models based on operational requirenpents
and define |a specific ICC access interface for on-board accounts using the ICC for each mpodel.
Furthermorg, this document provide ctical examples of transactions in Annex B, for considerption
and easy adpption by toll road oper&brs.

Use \%O

This documgent provides mmon technical platform for on-board accounts using ICCs to deal|with
various opgrational requirements and practical examples of on-board accounts actually usdd or
planned in severalé ries.

-

Each toll road ?’ator can establish their own specification by selecting an example of the mode¢ls in
this docums ke a tool box) so as to meet their requirements.
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Electronic fee collection — Interface definition for on-
board account using integrated circuit card (ICC)

1 Scope

This document defines the data transfer models between roadside equipment (RSE) and integrated
circytttard €€y amd theimterface descriptions between tire RSEamd om-board equipment (OBE) for
on-bpard accounts using the ICC. It also provides examples of interface definitions and\{ransactions
depl@yed in several countries.

This|document covers:

— dlata transfer models between the RSE and ICC which correspond to the-tategorized|operational
requirements and the data transfer mechanism for each model;

— ]:terface definition between the RSE and OBE based on each data transfer model;
interface definition for each model;

— flunctional configuration;

— ISE command definitions for ICC access;
ata format and data element definitions of RSE commands;
— atransaction example for each model in Annex B.

Figufe 3 shows the configuration of an on-board account and the scope of this doqument. The
descriptions in this document focus on:the interface between the RSE and OBU to access the ICC.

DSRC IC card I/F
Roadside
Central ) L
system equipment [< >|0n bg%r[‘lj unit IC card
L__(RsE) (OBU) v
Generic scope of this document

Hent

Figure 4 shows the layer structure of the RSE, OBU and ICC where the mid-layer of application interfaces
are denoted as the practical scope of this document.

NOTE The existing standards for physical and other protocol layers both between the RSE and OBE, and
between OBE and ICC, are outside the scope of this document. For example, DSRC-related items (L-1, L-2 and L-7)
and ICC-related items (ICC commands, data definition, etc.) are outside the scope of this document.

There are two types of virtual bridges contained in an OBU. The first type is Bridge-1 on which an RSE
command sent from the RSE is decomposed and the ICC access command contained in the application
protocol data unit (APDU) part of the RSE command is transferred to ICC I/F to access the ICC. The
second type is Bridge-2 in which an RSE command sent from the RSU is transformed to ICC access
command and transferred to ICC I/F to access the ICC.

© IS0 2017 - All rights reserved 1
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Bridge-1 corresponds to the transparent type and the buffering type defined in this document, whereas
Bridge-2 corresponds to the cashing type.

B Tcat
RSE OBU application 1CC 0S/
application A‘_g_’A application

Application interface|
bridge -1

SdCope oI this

L L document 4
- JL . . I |l -— -]
¥ ¥
DSRC < DSRC ICCI/F S—— ICCL/F
Figure 4 — Application interfaces of RSE, OBU and ISS and the scope-of this document
2 Normative references

The followi
constitutes
undated refi

ISO 14906,
communicat]

ISO 15628,
application |

3 Terms

For the purf
ISO and IEC
— IECEleq
ISO Onl

3.1

hg documents are referred to in the text in such,a way that some or all of their co
requirements of this document. For dated references, only the edition cited applieq

Electronic fee collection — Application\interface definition for dedicated short-i
fon
Intelligent transport systems —~Dedicated short range communication (DSRC) —

ayer

and definitions
oses of this document; the following terms and definitions apply.
maintain terminological databases for use in standardization at the following address

tropedia; available at http://www.electropedia.org/

ne browsing platform: available at http://www.iso.or

htent
. For

brences, the latest edition of the referenced document (including any amendments) applies.

ange

DSRC

dcCcess cre

entials

trusted attestation or secure module that establishes the claimed identity of an object or application

Note 1 to entry: The access credentials carry information needed to fulfil access conditions in order to perform
the operation on the addressed element in the OBE (3.10). The access credentials can carry passwords as well as
cryptographic-based information such as authenticators (3.3).

[SOURCE: EN 15509:2014, 3.1]

3.2
attribute

addressable package of data consisting of a single data element or structured sequences of data

elements

[SOURCE: IS

2

0 17575-1:2016, 3.2]

© ISO 2017 - All rights reserved
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ion content,

3.3

authenticator

data, possibly encrypted, that is used for authentication

[SOURCE: EN 15509:2014, 3.3]

3.4

channel

information transfer path

[SOURCE: ISO 7498-2:1989, 3.3.13]

3.5

cryptography

pringiples, means and methods for the transformation of data in order to hide its informat
prevent its undetected modification or prevent its unauthorized use

[SOURCE: EN 15509:2014, 3.6]

3.6

data|group

class|of closely related attributes (3.2)

[SOURCE: ISO 17575-1:2016, 3.10]

3.7

datalintegrity

property in which data has not been altered or destroy€d in an unauthorized manner
[SOURCE: 1SO 14906:2011, 3.10 — modified]

3.8

Elenjent

<DSRC> directory containing application.information in the form of attributes (3.2)
[SOURCE: ISO 14906:2011, 3.11]

3.9

issue¢r

entitly responsible for issuing the payment means to the user

[SOURCE: ISO/TS 16785:2014, 3.9]

3.10

on-bjoard equipment

OBE

all required equipment on-board a vehicle for performing required EFC functions and comimunication
services nll
3.11

on-board unit

single electronic unit on-board a vehicle for performing specific EFC functions and for communication

with

3.12

external systems

roadside equipment
equipment located along the road, either fixed or mobile

© ISO

2017 - All rights reserved
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secure application module

SAM
physical mo

[SOURCE: IS
3.14

dule that securely executes cryptographic functions and stores keys

O0/TS 19299:2015, 3.35]

service primitive
<communication> elementary communication service provided by the application layer protocol to the
application processes

[SOURCE: IS

3.15
transaction
whole of thd

[SOURCE: IS

3.16
transactior

functional model describing the general structure of electronic paymentfee collection transactionis

[SOURCE: IS
3.17

transport service provider

entity provi

4 Abbre

For the pury

AID
APDU
ASN.1
ATR
ATS
BST

0 14906:2011, 3.18]

exchange of information between two physically separated communication facilities

0 17575-1:2016, 3.21]

model

0 14906:2011, 3.25]

Hing a transport-related service, such as provision of roads

viated terms

oses of this document, the following’abbreviated terms apply unless otherwise specified.

Application Identifier

Application Protoc¢olData Unit

Abstract SyntaxNotation One (see ISO/IEC 8824-1)
Answer to Reset

Answer to Select

Beacon Service Table

DSRC

EAL

EFC

EID

ERP
EVENT-RT

MAC

Dedicated Short-Range Communication
Evaluation Assurance Level

Electronic Fee Collection

Element Identifier

Electronic Road Pricing

EVENT-Report (see ISO 15628)

Medium Access Control

© ISO 2017 - All rights reserved
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ICC Integrated Circuit(s) Card (IC card)
[FMS Interoperable Fare Management System
OBE On-Board Equipment

5 Data transfer models

5.1 General

Therg are three types of data transfer models for on-board accounts using the ICC tocdpe with the

operfptional requirements described in Annex A.

5.1.1 Transparent type

The [CC command data are transferred directly from the RSE to the ICC thtough the OE

U. The OBU

temporarily stores the ICC command data and response data in the buffermemory. See Figlire 5.

OBU

command command
RSE CPU > ICC

<
<

response response

Figure 5 — Generic strugture of transparent type

5.1.2 Caching type

The EFC-related data are read out from:the ICC at the presentation and stored in the SAM of the OBU. In
the DSRC communication, the EFC-related data in the SAM is transferred to the RSE. See Figure 6.

OBU
RSE - command R PU _, " , -
response
Figure 6 — Generic structure of caching type
5.1. Buffering type

The EFC-related data which is limited to non-sensitive data are read from the ICC at the presentation
and stored in the buffer memory in the OBU. In the DSRC communication, the EFC-related data in the

buffer memory is transferred to the RSE. See Figure 7.

© IS0 2017 - All rights reserved
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RSE

OBU
command command
p » CPU ) >
b response T response
Buffer
memory

ICC

Figure 7 — Generic structure of buffering type

5.2 Symbols

In the data fransfer mechanism of each model, the symbols given in Figure 8 are applied.

5.3 Transparent type

5.3.1 Genleral

Figure 8 — Definition of‘symbols

In this mod¢l, the maximum vehicle speéd depends on the data transfer rate between the ICC and{OBU
so that the vlehicle has to stop or go thronigh slowly under an RSE antenna in case a conventional coptact
ICC is used.|The feature of the transparent type is to make the OBU simple by eliminating the se¢cure
memory insfide of the OBU and tlie\performance will be improved according to the developing ICC|with

high transfer data rate.

5.3.2 Data transfer process

In this mod¢l, data exchanges between the RSE and ICC are processed directly after establishing DSRC
communication and authentication between the RSE and OBU is completed. Mutual authenticption
between th¢ ICC and RSE is processed directly before the application data are exchanged and value

data are accessed

In the reading sequence, the READ command is sent from the RSE to the ICC through the OBU to read
out the data set stored in the ICC. In the READ response, the data set stored in the ICC is transferred
from the ICC to the RSE through the OBU. In the writing sequence, the same procedure is processed. In
case of prepaid payment, the debit command is sent from the RSE and the same procedure is processed,

as shown in Figure 9.

© ISO 2017 - All rights reserved
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OBU

Authentication

===

Initialization

Read command

ICC

ICC

presentation

<

Vehicle

travel
(|

O

'( \‘ Dehlit command and data _

\ DC f >
L S U U ESY ISR W Ut U QU U AP [ -

(~ — -\ Write command and data

{(ps )} (DS
e | —_—p A

NOTH

5.4

5.4.1

In thfis model, the OBU reads out datasets from the ICC and stores them in a secure memof
upon insertion and completion of the atithentication. The feature of this type is that t
hnge rate between the RSE and OBWis performed even when the ICC with slow data
this caching type, maximum vehicle speed is enhanced up to DSRC communication j

OBU,
exch
With
irrel

5.4.2

In th
ensu

The
betw

Debit command is used in case of prepaid payment.

Figure 9 — Data transfer process of transparent type

Caching type

General

bvant to the data transfer rate of the ICC.

Data transfer procéss

is model, read out.data from the ICC is stored in a secure memory such as a SAM insid

re information security.

feature of this type is to cope with high vehicle speed by processing high data ex

een the RSE and OBU irrelevant to type of the ICC. See Figure 10.

y inside the
he high data
rate is used.
erformance

b the OBU to

change rate
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@D

Figure 10 — Data transfer process of caching type

5.5 Buffering type

5.5.1 Genleral

This bufferipg type has features of both the transparent type and the cashing type. However, dat
stored in thee ICC are limited to non-sensitive data not to be suffered from falsification or disclo|
In this buffering type, the data transfer method is the same as the cashing type and datasets g
out and stored in a buffer memorty inside the OBU when the ICC is inserted into the
red in the buffer memory are transferred to the RSE during DSRC read sequence. In
atasets of RSE are transférred to the OBU and stored in the buffer memory of the OBU

ICC are read
Datasets stq
of writing, d

then transfgrred to the ICC.

5.5.2 Data transfer process

The feature
Figure 11.

of this type is'to'be able to eliminate the SAM in the OBU and to use even low speed IC(.

ICC
OBU presentation
—————— Initialization
RSE : Secure : -t - <::I
| memory Authentication .
Secure DSRC I inSAM \{[ehlclle
(encryption, etc) | [:] Read command rave
—FT--—-—-—— -\ (]
I \ N
| X I;I
AN DS
EFC Authentication : :
application ! 1
< /“ne\  Repd data ! . 1
~— L |
! I
; I
_@ Write data : @ : .
1
! I
! I
: Write command
| at:ld Hata
| DS
I

hsets
sure.
f the
OBU.
case
J and

See
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ICC
presentation

|
I
1
|
I
1
Wrjite command
i data

Figure 11 — Data transfer process of buffering type

OBU
______ Initialization
RSE : Buffer ' @———-—--- <:l
, memory :
Secure DSRC I Dr{f@gﬁolm_ning S
(encryption, etc.) : : Vehicle
! @=| DS travel
| 1
| | 1 E
EFC Authentication ! I
application ¢ | : > M
’ /o) Read fata ' /The |
0 —&
[ 1
VDﬁ Debif command and data| 1 | R .
[ 1 v
AN ] _7
Writg data
@ @ V

ds the RSE
te operation

6 Interface definition for ICC access
6.1 | Transparent type
6.1.1 Functional configuration
Fungtional configuration of _the transparent type is shown in Figure 12. The RSE ser
command containing ICC acee$s commands in its ADPU so as to execute the ICC read/wri
diregtly.
The ¢ommand definition between the OBU and ICC should be based on ISO/IEC 7816-4.
OBU
command command
RSE - > CPU p > ICC
response — _l_ — response
| Transfer !
_ memory |

<&
<

>
»

RSE commands
defined by ISO 14906 containing ICC
access commands in ADPU

<&

>

<

>

ICC access commands defined by

ISO/IEC 7816-4

Figure 12 — Functional configuration of transparent type
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6.1.2 Command and response between the RSE and OBU

Transfer Channel defined by ISO 14906 is used as a basic RSE command to access ICC from RSE directly
with designating the channel ID in the Action Parameter as channel ID = ICC(3). Refer to Tables 1 and 2.

Table 1 — TRANSFER_CHANNEL.request

Parameter ASN.1 Type Value Remarks

Element Identifier EID |Dsrc-Eid

Action Type INTEGER(0..127,..) Transfer Channel

AccessCredeprtiats OCTETSTRING

ActionParanjeter ChannelRq:: = SEQUENCE { Always to be present
channelld Channelld, Channel ID = ICC (3)
apdu OCTET STRING
}

Mode BOOLEAN TRUE

The apdu in|ActionParameter shall contain the ICC command.

Table 2 — TRANSFER_CHANNEL.response

Parameter ASN.1 Type Value Remarks

ResponsePafameter ChannelRs:: = SEQUENCE { Always to be present
channelld Channelld,
apdu OCTET STRING
}

Return Codej(Ret) Return Status Optional use

The apdu in|ResponseParameter shall containsthe ICC response.

6.2 Caching type

6.2.1 Functional configuration

The functio

hal configuratierCof the caching type is shown in Figure 13. Datasets stored in th
are read ouft and cached)iry'the SAM of the OBU when the ICC is inserted to the OBU. During

e 1CC
DSRC

communication, the RSE-sends the RSE command including the SAM access command in its ADPU to
read data sdts cached.ih the SAM.

The comma

10

nd definition between the SAM and ICC should be based on ISO/IEC 7816-4.
OBU
command
RSE > »  CcPU »  SAM I (e
" response
< > «— «—
RSE commands defined ~ |SAM access commands! ICC access commands
by 1SO 14906  defined by individual | defined by
I specification | ISO/IEC 7816-4
' _ _(outofscope) _ i

Figure 13 — Functional configuration of caching type
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6.2.2 Command and response between the RSE and OBU

Transfer Channel defined by ISO 14906 is used as the basic RSE command to access SAM of OBU from
RSE directly with designating the channel ID in Action Parameter as channel ID = SAM1(1) or SAM2(2).

Refer to Tables 3 and 4.
Table 3 — TRANSFER_CHANNEL.request
Parameter ASN.1 Type Value Remarks
Element Identifier EID |Dsrc-Eid 0
Actign-Type INTFCPR(O 127 ) 8 Transfer Channel
AccejssCredentials OCTET STRING
ActignParameter ChannelRq:: = SEQUENCE { Always to be present
channelld Channelld, Channel ID = SAM1 (1) or SAM2(2)
apdu OCTET STRING
}
Modg BOOLEAN TRUE

The gpdu in ActionParameter shall contain the ICC command or its ddta elements.

Table 4 — TRANSFER_CHANNEL.response

Parameter ASN.1 Type Value Remarks
RespgonseParameter ChannelRs:: = SEQUENCE { Always to be present
channelld Channelld,
apdu OCTET STRING
}
Return Code(Ret) Return Status Optional use

The gpdu in ResponseParameter shall contain the ICC response or its data elements.

6.3 | Buffering type

6.3.1

The {
read

The

Functional configuration

rfommand definition between the OBU and ICC should be based on ISO/IEC 7816-4.
UBU
d
RSE _ command . CPU . comman R e
" response : response
Buffer
memory

RSE commands
defined by ISO 14906

< >
< »

ICC access commands
defined by ISO/IEC 7816-4

Figure 14 — Functional configuration of buffering type

© IS0 2017 - All rights reserved
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out and stored in the buffer memory of the OBU when the ICC is inserted to the OBU. [
comimunication, the RSE sends the RSE command to read datasets stored in buffer memory.
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6.3.2 Command and response between the RSE and OBU

Since in this buffering type necessary data sets stored in ICC are transferred to buffer memory of OBU,
GET or SET primitive is used as the RSE command. Furthermore, Debit or Credit of the EFC function
defined by ISO 14906 is used for the prepaid payment process. Refer to Tables 5 and 6.

Table 5 — DEBIT.request

Parameter ASN.1 Type Value Remarks
Element Identifier EID |Dsrc-Eid Unequal 0
Action Type INTEGER(Q 127 ) 13
AccessCredentials OCTET STRING Optional use
ActionParanpeter DebitRq:: = SEQUENCE { Always to be present
debitPaymentFee PaymentFee,
nonce OCTET STRING
keyRef INTEGER(0..255)
}
Mode BOOLEAN TRUE

Each paramgter in ActionParameter shall contain data elements of thé\debit command for ICC.

Table 6 — DEBIT.response

Parameter ASN.1 Type Value Remarks
ResponsePafameter DebitRs:: = SEQUENCE { Always to be present
debitResult ResultFin,
debitAuthenticator OCTET,STRING
}
Return Code|(Ret) Return Status Optional use

Each paramgter in ResponseParametershall contain data elements of the debit response for ICC.

12
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Annex A
(informative)

On-board account requirements

A.1 Operational requirements for on-board account
The major factors of operational requirements for EFC are vehicle speed and information security level
as sHown in Figure A.1, which both largely influence the design of the EFC system.\The finformation
security levels in Figure A.1, referred to as evaluation assurance levels (EALS); afe defined in the
ISO 15408 series.
Category-4 is performed by a specially designed security mechanism such as.-an SAM embeg¢dded in the
OBU(in addition to the ICC security mechanism, while Categories-1, -2 and *3 security mechanisms are
perfgrmed by the ICC.
Category-4 covers all EFC services with high security level. Category-1 covers parking payment and
driv¢-through payment where the vehicle stops for a moment‘n goes through at low spegd under the
roadpide antenna. Category-2 covers Category-1 and EFC setvices in a single lane. Categdry-3 covers
Category-2 and EFC/ERP in a multi-lane free flow, where the vehicle goes through at high $peed under
the rpadside antenna.
Information security level
A
e
EALS —| O atesory-4 |
\,'====‘—-=====\=>\=='===-=======——=========="I
EAL4 — ) ) N
:Category-ll ategory-2 [ Category-3 |
I ! I
i
EAL 3 \\ -_—_—_—_—_’l(: A " ’I
| |
l | Vehicl
for parking services etc. 80 km/h 160 km/h enicie
speed
ApplicaghoX for EFC services in single lane
for EFC/ERP services in multi-lane free flow
T
\
Figure A.1 — Operational requirements
A.2 Types of ICC

The ICC used for on-board accounts is classified as described in Figure A.2. The contact type ICC based
on the ISO/IEC 7816 series is largely used by financial cards, such as bank and credit cards. The contact-
less ICC based on the ISO/IEC 14443 series or ISO/IEC 18092 is largely used by the public transport
sector, as a payment means and for ticketing. The hybrid type ICC has both functions defined by the
ISO/IEC 7816 series and the ISO/IEC 14443 series or ISO/IEC 18092 as well and is used for multi-
function cards such as EFC cards and public transport cards.

© ISO
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There are several options when the ICC is used for EFC. One option is to use it just for payment. Another
option is to use it both for payment and data storage for EFC-related data.

( N |
i |

Contact type I Composed of an IC chip based !
|

ICC , on the ISO/IEC 7816 series
G U U U UG USUUR Upuy 1
~ < ' Composed of an IC chip based |
W Contact-less type 1on the ISO/IEC 14443 series |
e ] e 'or 1S0/IEC 18092 !
\ ) b e e e e e e e e - - - - - - - - 1

|
I Composed of an integrated chip.ox

Hybrid type : dual chips based on the [SO/IEC-7816
IcC I series and ISO/IEC 14443 séxies
Lor ISO/IEC 18092

Figure A.2 — Types of IC cards

A.3 Intenoperability requirements for the ICC

For its featyre of secure and portable aspects, the ICC is potentially required to have interoperability
with other gervices as a common payment means. The interoperability level required for the ICC is
assumed to pe classified into the following three levels.

Level-1:| Interoperability within the group of contracted toll road operators
Level-2; Interoperability expanded for public'transport applications
Level-3; Interoperability expanded further for retail applications

Especially with regard to Level-2, the interoperability scheme should be considered based on the
collaboratiojn with EFC architecture.and I[FMS architecture of public transport.

Annex C shqws the operationalinteroperability relation where the ICCs issued for EFC are requirgd to
be used for public transportiand/or retail applications.
A.4 Performange)of each transfer model

Table A.1 shows the relation with category domains defined from operational requirements and|data
transfer moféls.

Table A.1 — Relation with category domains and data transfer models

Data transfer model
Category - -
Transparent type Caching type Buffering type
Category-1 x
Category-2 x
Category-3 x X
Category-4 X

NOTE In the case of the transparent type, each category depends on the transfer rate of the ICC type.
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(informative)

Example of an ICC access method

Transparent type model

ISO 25110:2017(E)

B.1.

B.1.]

| Transparent type model-1 (for prepaid payment)

.1 General

As an example of this transparent type, the transparent type model-1, the IGG-is accessed py using the

tran;

B.1.1
a) 1

ICC
opC

b) 1
ICCy
opC

B.1.1

fer channel function defined in ISO 14906.

[ommand: TRANSFER_CHANNEL defined by ISO 14906
\ID: Electronic fee collection (EFC) as AID = 1 by ISO 14906
[hannel ID: ICC defined as ChannellD = icc(3) by ISO 14906

CC type: Contact-less type prepaid ICC

.2 Data type definition
Definition of APDU contents in TransferChannel.rq

ommand: : = SEQUENCE {
mmandBody OCTET STRING(—*ICC command ISO/IEC 7816-4

Definition of APDU contents in TransferChannel.rs

Fesponse:: =_SEQUENCE {
mmandBody <OCTET STRING - ICC response ISO/IEC 7816-4

3 \Transaction

B.1.1.3.1 ETC distance-based charging (closed system)

a) Entrance system

At the entrance, the mutual authentication between RSE and ICC is done, and entrance information is
recorded in the ReceiptServicePart of the OBU memory, see Figure B.1.
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RSE oBU icc
[ [ I eo
| | | Presentation
| BST I | E—
SELECT
ATRIATS
", .| .. A—
|
5 BST hl |
|
| —— L T A
| . | | QD
, | Get_Stamped.rg{ContractSerialNumber, etc) b\Q R
y_ _ _ _ _Cet Stampedrs(data) _ _ _ (O"L
il | e
| | Transfer_Channel.rg{internal_Authentication) o | O |
P Internal_AuthenticationC~
R N :'j
IS, ..... .3 o)\ —_—
" Transfer_Channel.rs(Response) Q |
| T QQ |
T | N |
| Transfer_Channel.rq(Get_Challenge) N N |
P ée ” Challenge
<]
o 20 Respomse :ﬂ
| Transfer_Channel.rs(Response) D |
g —— e ] )
| | R\ |
I'| Transfer_Channel.rq(External_Authentication) .. (O o |
\Eﬁ External_Authentication
Nl | Response(data) _ _ _ _jj
y_ T 'E”ifeL—Eha_’m_Q'iS@e_S@”Ee(dag’f |
I~ ===
T O§ | I
| O | |
I O | |
| N | |
| QQ) | |
| g qu ; . | |
i et_Stamped fy(ReceiptServicePart, efc.) |
L QO setstampears gl |
I~
|

Set_MMLrg{OK)

b) Exit system

Set_Mnl.rs

Figure B.1 — Sequence flow of entrance system

At the exit, RSE reads the entrance information from the OBU and keeps it in the memory of RSE and the
mutual authentication between RSE and ICC is done. RSE calculates the fee according to the entrance

16
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information, and sends the debit command to the ICC directly via OBU by using the transfer channel

function, see Figure B.2.
RSE OBU ICC
| [ [ oo
I | | Presentation
I BST I | e——
SELECT
o ____ _ATRATS
T f /\
T BST | Q'l\
PR — | 5
a I ,\'\ I
Get_Stamped.rg(ContractSerialNumber, etc) | ('ﬁo :
o cesamanusn ____]] O |
| | | g\\ |
|  Transfer_Channel.rgiinternal_Authentication) _ | @) |
Inte;@_Authentication
< — QVresponse _____ jj
Transfer_Channel.rs(Response) § |
_f """"""""" b |
lac? |
| Transfer_Channel.rq(Get_Challenge) S |
o Get_Challenge
S | 2 Response _ _ _ _ _ jj
o _ Transfer_ChannelrsResponse)) _ |
| | - O | |
| Transfer_Channel.rq(External (Aythentication) _ | |
= ( s Qﬁ )’— External_Authentication
N\ | _Responseat) _ _ __jj
_ Transfer_Chan frelResnonseqsatay _ |
':J Transfet"Channel.rq(Debit(Amount) ’J_ - :
(O‘ ehit for Purchase
QFQ TR Response _ _ _ _ _ :D
QY‘_ ransfer_ChannelrsResponse) _ __| | |
I I
L Transfer_Channel.rgq{Get(Balance
«\ = ol ) P Get Balance |
©  cewmsmue ]
_Transfer_Channel rs(Response(Balance)) | :
L] [
| Set_MMLrg(OK) i
Set_MMlrs
NP - s

Figure B.2 — Sequence flow of exit system
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B.1.2 Transparent type model-2 (for post payment)

B.1.2.1 General

As an example of this transparent type model-b, the ICC access method defined in the “DSRC basic
application interface” established by the ITS Forum in Japan is introduced.

The “DSRC basic application interface” is established so as to provide multiple information services such
as traffic and road information, traveller’s information and parking information, etc., with identifying
application ID as AID = 18 registered in ISO 15628. In addition to these major information services, the
ICC access is defined for parking payment application.

In this subc
equivalent 1

— Comma
Comma
AID: Ele
Channe

ICC typq

B.1.2.2 Dag
a) Definitior
CCAccess(
versid
accesq

}
Version: §

versid
fill

}
AccessCon

dummy

lause, Send Message defined in the “DSRC basic application interface” is introduced
hethod of Transfer Channel described in ISO 14906:2011, 7.1.

hd definition: Defined by DSRC basic application interface (ITS Forum RC-004"inh Japan
nd: TRANSFER_CHANNEL defined by ISO 14906

ctronic fee collection (EFC) as AID = 1 by ISO 14906

ID: ICC defined as ChannellD = icc(3) by ISO 14906

: Contact-type ICC with credit payment

ta type definition

of APDU contents in TransferChannel.rq

ommand: : = SEQUENCE {
nIndex Version,
Command AccessCommand

= SEQUENCE{
n INTEGER (0..15)%
BIT STRINGHSIZE (4)) -0 fill
mand: :{="'CHOICE{
[0] NULL,

AS an

1 5nhCommand nCommand

operat

accreditationInfoCommand[2]

dummy

obuDenialResponse

18

[11 Overati
=1 ™ 7

AccreditationInfoCommand,
[3-254] NULL,

[255] ObuDenialResponse
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operationCommand:: = SEQUENCE {
opCommandType  OpCommandType,
opSecurityProfileOpSecurityProfile,
opCommandBody OCTET STRING - ICC command/response ISO/IEC 7816-4

}

OpCommandType:: = ENUMERATED {
1CCCommand (0) — TICC command send
reservedForFutureUse (1),
¢ndRequest (2),
1nitRequest (3),
reservedForFutureUse (4-127),
1CCResponse (128), — ICC response send
reservedForFutureUse (129),
¢ndResponse (130),
1nitResponse (131),
reservedForFutureUse (1327255)

b) Ddfinition of APDU contents in TransfeChannel.rs

ICCAccessResponse:: = SEQUENCE {

YersionIndex Version,

fccessCommand ActessCommand

B.1.2.3 Transaction

B.1.2.3.1 \VParking system

a) Simble system (centre chaining method)
r J \Y (=] J

In this system, the parking fee should be paid by the credit card number registered to the centre
system in which the credit card number and the membership number are chained. In order to contract
membership and payment, the credit card number has to be registered to the centre system beforehand,

see Figure B.3.
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NOTE

I ICC
: Presentation

ATRIATS

] S S A n  ros i [T e e
| | I
| BST I | /\
{< ———————— B e j] | q,Q\
| N
: Authentication : <’3"L
I'< >| Oq/
! Transfer_Channel.rg{InitReq) l s\\CJ
_________________ o

\\ ¢ Transfer_Channel.rs(initRes(ATRIATS)) jj
|
|
|

Transfer_Channel.rg{(Select)

< Transfer_Channel.rs{Select)

Transfer_Channel.rg{Read Record) Read Record Req

QS
N\
C)\ Read Record Res j]

Transfer_Channel.rs(Read EI@__

I
I
| Transfer_ChannghaiEndReq) | |
I
I
- I
| ?\
The men'@nip number is contained in the Read Record Res.

?\

Figure B.3 — Sequence flow of simple system (centre chaining method)

b) Complex system (direct method)

In this system, the parking fee should be paid by the credit card number read out from the credit ICC
directly, see Figure B.4.
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0
m
O
(us]
C

O
o]

ATRIATS

ICC
. Presentation

t Authantication t

(€ >, W\

| . : | Q

i ransfer_Channel.rg{InitReq) (1/
Transfer_Channel.rs(InitRes(ATRIATS)) jj

Transfer_Channel.rg{internal_Authenticate Req_‘ J_]

N
WP

Intemal_Authentiqat‘@q

RN

Transer_Channelrs(ntemal_Authenticate Res) |

Transfer_Channel.rq(Get_Challenge Req) '

N/,
L L .

Transfer_Channel rs(Get Data Res)

”‘] \§G _Challenge Req
‘\0 Get_Challenge Res
Q- ————-
_Transfer_Channel rs(Get_Challenge Res) _| [x(N
| Transfer_Channel.rg{External_Authenticate Re Q}
P | External_Authenticate Req
O | | _ _Btemal punentisteRes
| Jransfer_Channel rs(Exemal st Res)|
- Transfer_Channel.r ge’ect Re |
- q’ 9 2 Select Req
N e SelectRes
Transferﬁ@@neLrs(Select Res)
K —— T
T Q |
Trang@g annel.rq(Read Record Re
: c)\v Ll D P Read Record Req
e _ _ _ ReadRecordRes
Transfer_Channelrs(Read Record Res) _ _|
Transfer_Channel.rq{Get Data Req) Get Data Reg
| [ S

NOTE

_ _ _ Transfer_Channelrs(EndRes)_ _ _

-f Transfer_Channel.rq(EndReq) jj

The credit card number is contained in the Read Record Res.

L = A R e N s == (A =

Figure B.4 — Sequence flow of complex system (direct method)
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B.2 Caching type model

B.2.1 General

As an example of this caching type model, the ICC access method used for Japanese ETC is described.
In Japanese ETC, distribution of the OBU is based on retailing at auto-shops and any manufacturer
can participate in the OBU market by getting type approval from the testing institute. Therefore, the
data security level for ICC and toll collection-related data stored in the OBU require high level and the
approved OBU manufacturers have to equip SAM provided from certified SAM manufacturers by the
trusted third party (see NOTE 1 below).

Comma

Comma

AID: Ele
by I1SO 1

— ICC typq
NOTE 1

to impld
contact-type

— to ensurd
OBU. The SA]
handing prod
— to maintd
NOTE2  Ej
— AID=14
— AID equg

interface for
fields are def

B.2.2 Dat

a) Definition

The reasons why the SAM is adopted in Japanese ETC are:

hd definition: Defined by the DSRC intertace standard (ETC-B02250P) using tfor Japangsg
hd: TRANSFER_CHANNEL defined by ISO 14906

ctronic Fee Collection (EFC) as AID = 1 or Multi-Purpose Payment (MPP) defined as AlD
4906 (see NOTE 2 below)

: Contact-type ICC for credit payment

ment a caching mechanism in the OBU to ensure high performance even when using low-s
[CC;

compatibility with regard to the ETC application and the sécurity mechanism between the RS
M contains not only a security mechanism but also an ETC application to perform caching and
esses with the ICC;

in competitiveness and to spread OBU nationwide‘quickly.

planation of AID = 14:

1sage is described in ISO 14906.

1 to 14 identifies the multi-purposepayment context. In Japan, ISO 14906 specifies the applid

ned through the BST).

a type definition

of ADPU content9in TransferChannel.rq

ETC

14

peed

E and
data

ation

DSRC used for multi-purpose payment (when the AID = 14 is used in Japan, the EID and parajneter

RSECommarnd: : = SEQUENCE {
eid Dsrc-EID,
paramgtier OCTET STRING —Parameter not included i
(SIZEXO- 25577, SUDCOommana
subCommandList SEQUENCE (0..255) OF -Sub command list
SubCommand
}
SubCommand:: = CHOICE({
dgetRg [0] DgetRg,
dgetRs [1] DgetRs,

dget instanceRqg

22

Dget instanceRq,
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dget instance Rs [3] Dget instanceRs,

dsetRqg [4] DsetRq,

dsetRs [5] DsetRs,

dendRg [6] DendRqg,

dendRs [7] DendRs,

dummy [8-31] NULL - Future use
}
DgetRqg:: = SEQUENCE {

fill BIT STRING (SIZE(3)),

DsetRqg:: = vSEQUENCE {
fill BIT STRING (SIZE(2)),
lelete BOOLEAN,
attributeIdList AttributeIdList,
latalist Datalist

}

DatglList:: = SEQUENCE (0..255) OF YData

Datg:: = OCTET STRING(1l..255)

AttributeIdList::

attributelID::

attributelIdList AttributeIdList

SEQUENCEIO .
INTEGER(O. . 127,

.255)0F attributelID
..)

b) Dgfinition of ADPU inTransferChannel.rs
RSECommand: : Z~SEQUENCE {
e¢id Dsrc-EID,
parameter OCTET STRING —-Excluded parameter [in Sub
(SIZE(0..255)), command
sTUpCommanma LI st SEOUENCEX 0255 0OF =STUb—Ccommarnd ISt
SubCommand
}
DgetRs:: = SEQUENCE {
fill BIT STRING (SIZE(3)),
ret INTEGER (0. .255),
datalist Datalist
}
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DsetRs:: = SEQUENCE {
fill BIT STRING (SIZE(3)),
ret INTEGER (0. .255),

}

B.2.3 Transaction example

B.2.3.1 ETC flat rate charging (open system) and credit payment

Refer to Figlire B.5.
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RSE oBU IcC
I | ' ee
| ' | Presentation
| | |
I I |
| ATR |
I r
I
I | Authentication
| - > |
I I I/\
| l Data Transfering ﬂ\
' < Sf
I I o
I I <O'\'\ |

B e e e *"[, ------ [--1-----

| Authentication

— Transfer Channelrs(DgetRs(Contra%Déta))

| Transfer_ Channels(DgetRs 08U dats, Trchisiy)

1 O

ﬂsf_er__Chan@(osetRs(rm.data, Updated Trchist

I Transfer_Channel.rq(DgetRg{Contract Data,*,@ j]

|  Transfer_Channel. rq(Dgeth(ORb@\j?aTa Tn. h|<3try)):|i|

|
Transfer_Channel. Ro(Tredata, Updated Trx.his

. Channel.rq({DsetRg(OBU indication), EndR
s)

Key

Data Tran:sfering*2

(MAC, etc)

*1 The following ICC datasets are transferred to the OBU after ICC Presentation Contract data, Transaction

history data (Trx histry).

*2 The following datasets are transferred to the ICC after completion of DSRC Transaction (Trx.) data, Transaction

(Trx) history data.
*3 The IC card number is included.

Figure B.5 — Sequence flow of ETC flat rate charging (open system) and credit payment
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B.2.3.2 ETC distance rate charging (closed system) and credit payment
Refer to Figure B.6.

a) Entrance transaction
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Key
*1

*2

*3

RSE 0BU IcC
[ I I 1cc
: : [ Presentation
| ATR |
| fg‘
|
| | Authentication
| € >|
| I |
| | Data Transfering ™ [
| o«
I I
I
[
|

I Authentication

I Transfer_Channel.rq{DgetRg{Contract Data > b}

Transfer_Channel.rs{DgetRs{Contract Data))

N

|  Transfer_Channel.rq(DyetRgq(OBU data, Trﬁo@r\ry))
-

_\'

| Transfer_Channel rs(DgetRs(0BY data@rchistry))

] »
Transfer_Channel.rg{DsetRg{Trx.data, Updated Tnchis

al

nsfer_ChanneI.rs(Ds@‘rx.data, Updated Trchis

Transfer_ChqnﬁQl(Dseth(OBU indication), EndR

:

\v
Fransfer@mel.rs(DsetRs(OBU indication), EndR
N

i

Data Transfering*2 (MAC, etc)

2

__t__
|
l
|
[
|
[
|
|
l
|
I
|
[
|
[
|
I
|
l
|
|
[
|
I
|
[
|

>
|

The following ICC datasets are transferred to the OBU after ICC Presentation Contract data, Transaction

history data (Trx histry).

The following datasets are transferred to the ICC after completion of DSRC Transaction (Trx.) data, Transaction

(Trx) history data.
The IC card number is included.

Figure B.6 — Sequence flow of entrance transaction
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