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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the
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Introduction

Hardening of water and wastewater infrastructure is one of the most crucial issues to address when
formulating and implementing a plan for assuring the security of water and wastewater systems. The
delivery of strong safety and security outcomes is essential to protect employees, the public and the assets
of the water utility. Securing the assets and operations, where these facilities constitute an essential element
of water service continuity or contain hazards or risks to the public, should be central to each water utility’s
safety and security programme and demonstrated through applied risk management principles, business
activities and associated corporate documentation. These assets are crucial to ensure service continuity

and minim

ize risks to the community.

Over the past few years there has been an increase in water and wastewater supply crisis events associated

with:

climat
cyberd
civil di
— terror
There has
Under thes

Hardening
infrastruct
electronic
intentional

Examples
rooms, rer
as event d
cyberattac|

Another ty

operationall parameters. This document only briefly refers to this type of protection. For more ir

see ISO/TS

e change;

ttacks on water infrastructure;

sruption;

st-related physical attacks on civil targets.

ilso been an increase in public awareness of water and wastewater incidents.

e circumstances, the protection of water and wastewaterinfrastructure is of critical ilmportance.

of water and wastewater infrastructures has the aim of enhancing the protectig
ures. Hardening consists of construction and creation of barriers, that can include p}
elements, personnel and organizational measures, with the purpose of making it
ly or unintentionally disrupt service continuity, supply and quality.

bf such barriers include fences, buildings,\eélectronic alarms and cameras connected|
hote valves, both manual and remotex¢ontrolled, backflow preventers, analysis soft
etection systems (EDS, as described in 1SO/TS 24522)[1] and software designed
Kks.

'pe of protective system iswthe installation of monitoring equipment for water ¢

24541121,
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Drinking water, wastewater and stormwater systems and
services — Guidelines for the planning and implementation
of infrastructure hardening for water and wastewater
systems

1 Scopé¢

This docun
wastewate
water utili

It applies t
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water and

This docun
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requireme
the latest ¢

ISO 24513
Vocabulary

3 Term

For the puj
ISO and IE
ISO On

IEC El¢

3.1
access poi
opening or

nent provides guidelines for the planning and implementation of hardening of different
r infrastructures aiming to improve the resilience of water and wastewater services p
fies through security measures.

b the determination of measures for the protection of water supply systems and sewe
bm unwanted or unplanned access, as part of risk management. This\document is applj
or wastewater utilities.

hent does not include guidelines for the protection of large water sources such as lakeg

ative references

ng documents are referred to in the text in such away that some or all of their content
hts of this document. For dated references, only the edition cited applies. For undated
dition of the referenced document (including'any amendments) applies.

Service activities relating to drinking~water supply, wastewater and stormwater

s and definitions
poses of this document,the' terms and definitions given in ISO 24513 and the followin
[ maintain terminology databases for use in standardization at the following addresse

line browsing platform: available at https://www.iso.org/obp

ctropediaxavailable at https://www.electropedia.org/

nt

aceessible opening in the perimeter of a site, building, structure or cabinet

water and
rovided by

- collection
cable to all

or rivers.

ronstitutes
references,

kystems —

b apply.

2]

3.2
alarm

audible and visual signal alerting a condition requiring immediate attention or user action

[SOURCE: 1
3.3

S0 8468:2007, 3.1.3[3]]

alarm response
type and timeframe of physical response to a designated site to enable an informed management decision in
response to an alarm (3.2) or other alert
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item of electronic hardware which transmits designated signals (e.g. fire or movement) under specified

environme

3.5
integrate

ntal conditions to a control panel

conceptual and physical linkage between the planning aspects of protective monitoring systems

EXAMPLE
and signalli

3.6

Fire systems linked to intruder alarm systems and access control systems, with common interphase

ng under prescribed conditions.

security
resistance

[SOURCE: ]

4 Prote

4.1 Gen
Hardening
— risk-bg

contin

securi

infrast

Hardening
and organ
disrupt the

For initial
used - e.g.
level of pra

to intentional acts designed to cause harm or damage

ction principles

eral

of assets should be based on the following principles:
sed approach;

ity and integration of water services;

y and safety of the community and employees;

assurance thatappropriate standardsand controlshave mitigated risksinherentto waterand v

ructure.

of water and wastewater infrastructure is divided into electronic and non-electronic

service supply and cause the quality to deteriorate.

Kecurity measures, a combinhation of physical measures (i.e. non-electronic measureg
fencing or other entry barriers. Where the physical protection measures do not meet t}
tection, electronic sécurity measures should be used. In particular, physical propertyj

measures primarily refer to buildings and above-ground facilities or to buildings with above-gro

As arule, {
assets.

The propel
based on {

should be
measures

ersonnel and organizational measures are required for the property protection of un

'ty protective measures should be based on a risk assessment approach and may als
he level*of hardening required. Basic protective measures in the event of increas
supplémented by additional prevention measures, depending on the situation. These

SO 28001:2007, 3.20, modified — the phrase “to or by the supply chain” was refroved[}

—

vastewater

personnel

zational measures, with the purpese of making it difficult to intentionally or unintentionally

) are often
le required
protective
ind access.
derground

be staged
ng danger
preventive
d to access

mnay consist of personnel or organizational measures. Personnel measures are relate

control, patrolling and guarding. Organizational controls relate to, for example, employment and periodic
safety visits and the conduct of exercises and post-security incident analysis.

4.2 General objective for water infrastructure hardening

Measures used to harden a water or wastewater facility should be conceived and revised in line with
evolving national security risk advice, national security guidelines, legal risk determinations and local and
regional risk conditions, as well as organizational and operational risk assessments.

© IS0 2024 - All rights reserved
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The general objectives for the hardening of water infrastructure should be:

— preventing or delaying unauthorized access to water and wastewater assets, to avoid destruction or
interference, creating the conditions for conveying to the relevant bodies immediate knowledge that
someone may have accessed a water infrastructure without authorization;

prosecution by law enforcement.

4.3 Main water and wastewater systems components

allowing the detention or identification of intruders and the initiation, if necessary, of subsequent

The main water and wastewater systems components which should be considered for hardening purposes

are:

— treatn]ent plants and their components;

— water and wastewater reservoirs and tanks (open and closed);

— water pbstraction and bulk water storage facilities, such as dams and groundwatérwells;

— water pupply off-takes and diversions;

— water pnd wastewater supply network infrastructure.

The application of risk-based benchmarked security and public safety principles and standards tp the water

and wasteyvater assets should be applied to achieve a cohesive protective security effect. The following key

principles should be considered:

a) The leyels of risk control should be determined using evidenced-based risk assessments.

b) Risk agsessments should be benchmarked against infraStructure, community security and ptiblic safety
risk exiperience.

Water utility managers should:

— identifly the risk to public safety and secutity;

— monit¢r conformity with safety and security standards;

— operate and maintain assets in-acdordance with corporate requirements;

— ensurg the applied public safety and security treatments are appropriate to the risk environiment.

5 Risk assessment

5.1 General

To formulate-a‘plan for the hardening of water system infrastructure, risk assessment of the sysfem should

be perfor i i i xtent, and to

establish a

priority order of implementation.

The risk management plan should be developed in a manner consistent with ISO 31000.[2] In the development
of a risk management plan, all stakeholders, including external regulators and institutions, should be
identified. Accountability for the risk management plan development, delivery and review should be clearly
designated.

To assist in developing the risk management plan, a system vulnerability investigation should be performed

onall thee

lements of the system mentioned in 5.2.

© IS0 2024 - All rights reserved
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5.2 Vulnerability investigation

5.2.1 General

A vulnerability investigation requires the development of a site security plan and undertaking of an “all
hazards” review (see 5.2.2 and 5.2.3).

5.2.2 Site security plan

The site security plan should document the current conditions of the installation in relation to security.

The site security plan should:

a)

document the layout (see ISO 24518[6] and ISO/TS 24520[Z1) and site security aspects of thg
facility being secured, including items such as:

water

tanks

wvells;

br reservoirs and other storage facilities;

hydrants, accessories, pipelines and connections;

open ¢

water

hannels;

[reatment plant components;

wasteywater treatment plant components;

note the requirements of relevant, occupational health  and safety, environmental an

legisla

fion;

identifly specific requirements of the water utility;ificluding provision for future expansion of]
and/or required augmentation to the existing system;

includ¢ critical details related to the “all hazards” risk management plan, including:

impacts on the community (see ISO 245186l and ISO/TS 24520[Z]);

alternative drinking water, wastewater, stormwater and non-drinking water services;

produ

t quality performance requirements;

quantity and reliability requirements;

outcomes from theasset risk classification;

document the §ecurity profile of the system, including an assessment of the local enviro
generdl area of influence, including:

geogrgphy;

system or

d security

the system

nment and

meteorology;

demography;

emergency, police, security and medical response services;

asset categorization of the site and its individual components;

operations of the site;

other equipment and assets;

© IS0 2024 - All rights reserved
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f)

necess
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total loss effect, redundancy capacity, depth of contingency planning and repair capacity;

ary by the water utility.

5.2.3 All hazards risk assessment

visible deterrence level required, versus the detection and response capacity available for the subject

document engagement with key stakeholders, including government officials and the police, as deemed

During the planning, concept and design phases of new, extended, upgraded and renewed water systems, a
practical and appropriately documented “all hazards” risk assessment should be undertaken in accordance
with ISO 31000.12] To ensure effective property protection, a precise analysis and evaluation of hazards of

both the individual infrastructure and the entirety of the water supply systems in accordanc

manageme

nt practices should be carried out on the basis of the protection objectives described

should inciﬁde recurring and event-related hazards and consider the nature and extent of the’haz

potential i

Risk shoul
consequen
should be

pact on the infrastructure (see Annex C).

l be defined by the components of likelihood (plausibility) and consequénee. In deter
ce, the vulnerability of the infrastructure, including functional susceptibility and rep
aken into account.

The functi
external ir:Erastructure and the intrinsic robustness of the water infrastructure against external

Replaceabi
to the dire

should be ¢
The “all ha
risk areas,
a) enviro
b) extern
1) naturd
2) humar
author
3) geogrd
— pr
— ny
— su
4) collate

ity includes aspects such as redundancy and the expected effort to restore services.
ct effects on the infrastructure, the effects on the whole or parts of the water sup
letermined and taken into account in the risk classification.

zards” risk assessment should qualitatively and‘quantitatively identify and assess th
s a minimum:

[hmental hazards;

] and internal human environment:
| hazards, e.g. fires or floods;

induced, e.g. vandalism, sabotage, terrorism (noting that this can require engagg
ities such as the police te'determine effectively);

phic environmental kisks:

pximity to population centres' direct and indirect risks to the population;
mber of people served by the relevant system element;

pply tosspécial type of users (e.g. hospitals, schools, key factories);

ral systems and operational effects:

b with risk
n 4.2. This
ard and its

mining the
laceability,

nal susceptibility includes aspects such as the dependence-or effect on other internal and

influences.
[n addition
ply system

e following

ment with

hy

or

op

physical conditions of the system, e.g. accessibility, level of protection;

draulic nature of the system, e.g. gravity, pressure, open channel;

distributed data collection;

erational, essential and emergency services and security response capabilities;

contingency bypass, replacement or recovery capability.

digital connectivity, e.g. manual operation, on-site automation, networked automation, centralized

Following risk assessment, an appropriate and cost-effective level of hardening and asset protection should
be determined for each asset category within the system using the asset risk categorization (see 5.3). These

© IS0 2024 - All rights reserved
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appropriate protection components or required design features should in turn be incorporated into the final
design of the infrastructure and reflected in the site security plan.

NOTE This approach assumes that consequence is the dominant variable in determining whether to harden a
facility. The likelihood of an event can be of lesser significance than the consequence and is used to determine the
aspects of the facility that require hardening. The reasoning is that if the potential consequence component of the
risk is deemed high or medium, then even though the likelihood of an event is low, consideration must be given to
hardening the installation. This is because the current environment of rapidly evolving threats, particularly terrorism
and cyberattacks, coupled with customer expectations and reputational damage from successful attacks on this
infrastructure area, means that compromise of the system is an unacceptable outcome.

5.3 Assetrisk categorization

Asset risk fategorization refates to the CONSEqUENCES Of asset TUNCTion 1053, It provides a basis far selection

of approprjate infrastructure protection treatments relevant to the impact on downstreammwater services
during a pgriod of disruption, taking account of the intrinsic ability to bypass the assetfunctignality and
continue tg deliver water services to achieve the required goals.

The water utility should define the asset categorization and the operational environfment based [on the risk
assessment (implementing criticality analysis methods).[8]

A complex|site (multiple functions and assets) may have an overall high rating with specific cpmponents
receiving differing ratings, dependent on their criticality. In such cases, security of specific assefts within a
site perimegter should be considered as more practicable than treating theentire site.

Table 1 provides guidance on assigning the level of hardening féldtive to the impacts of logs of asset
functionality.

Table 1 — Generic infrastructuréprotection guidance

Asset Shiggested
risk Description Loss effect (impact) hardening
level level

Critical operational site or component:
Identified by external and intepial . . . .
- 3 Community, commercial and industrial
stakeholders as critical for operation, loss. Maior contingency effort to
loss effect, community perception and ss- Ma) ntingency . .
A national defence or yR3>gic continue operations. Major media and High
requirements government attention, regulator
Critical to the contrehaid operational investigation and potential action.
integrity of the integrated services or supply.
Key opevational site. Potential il and
Key link in thé\integrated supply system. . otential commerciaiand
Significant or single source. industrial loss for the community.
May heremote with extended travel Significant contingency effort to
B £ihiés or no local community. continue operations. Medium
) . . Media and ministerial attention.
Located close to high-density population Regulator investigation and
atea. Essential supply link to important na- : ;
OO PPy S p “ potential action.
LIUIIAT UTITIICT UL 511 dLCle dSS5T1L.
Operational site. Short effect Minimal or zero commercial loss
R ' in the community.
C Or non-essential 51f';e. l'z/hnlmal or no loss Limited or zero media attention. Low
ettect. Regulator routine investigation.

Once the desired level of security is determined, the outcomes from the risk assessment should be used to
determine the necessity and priority for implementation of individual protective measures (see Annex A,
Annex B and Annex C for examples).

© IS0 2024 - All rights reserved
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6 Protective measures for infrastructure

6.1 General protective measures

The following provide general guidance for design treatments in relation to site hardening.

a)

b)

For properties adjacent to high-volume roads and sites subject to sustained construction, robust
security detection equipment should be adequate; in some instances, seismic detection equipment or

smoke

detection apparatus can be considered.

For agricultural, semi-rural and high crime areas, ballistically tolerant lighting fixtures, closed-circuit

televis

ion (CCTV) enclosures and detection apparatus should be adequate.

For as;j
be ade

For un
extern|

All ext
time p

water
tempe
UV (ul
wind (
dust lg

salinit

quate.

ban high-density population areas with evidence of repeated site intrusipn.'vandd
al lighting, CCTV and detection apparatus fixtures should be adequate.

ernal and internal infrastructure should take into account the extremes of weather oy
eriod appropriate to each country, e.g. 50 or 100 years. Consideratiohs)could include:

hnd flood levels, frequency and severity;
Fature extremes and ranges;

raviolet) levels;

prevailing, seasonal and maximal);

vels;

i levels;

condensation, cyclic, mist and ambient moisture levels;

fire ha|

seismi

The install

trees;

insects;

birds 3

large 4

zards;
C movement, volcanic actiyity:or tsunamis.

ptions should also consider adjacent foliage and fauna, including:

)

nd bats;

nd small burrowing animals;

anima

ets located near schools and places of mass gathering, greater levels of security treatment should

11-resistant

er a longer

s with the pn‘rpn’rinl to scale, burrow under or cross fences

6.2 Security protection methods

6.2.1 General

Security protection requires physical, personnel or organizational measures aimed at reducing risks to
acceptable levels. Specific risk-control measures should be prioritized, with a preference for those measures
that demonstrate high reliability and operational stability (e.g. low false reporting rate).

An integrated combination of physical, personnel and organizational measures offers the most effective
property protection.

© IS0 2024 - All rights reserved
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When defining the measures to be implemented, responsibilities and deadlines for their implementation
should be clarified.

It is advisable to employ suitably certified security officers in order to support the selection and
implementation of appropriate protective measures.

For examples of general protective elements for water and wastewater infrastructure, see Annex D.

6.2.2 Property protection by physical means

Property protection by physical means should include structural (e.g. building materials), mechanical (door
chains, box locks) and electronic security measures that increase the time to penetrate the infrastructure
by intrusion attempts. These measures are required to provide early and timely warning to the water utility

and may in

maxinj
injury

— delayil
faciliti

For furthet
protection

Where me
should be |

Particular
all mechar
together, ¢

6.2.3 Md

Detection
following v

a) Direct
ortres

them.

b) Indire

use of

Part o
detail,
ISO/IE

Part of

clude the following:

izing the structural integrity of external building surfaces (hardening the outerskin) t
to personnel and equipment within the structure;

g intrusion by making access difficult or preventing unauthorised accessito.the site, bu
S,

information on physical property protection measures and a compdrison of mechanic
security levels, see Annex A, Annex B and Annex C.

Chanical protection is not sufficient or cannot be achieved;additional electronic safe
Ised.

pttention should be paid to intercoupling the mechaniéal and electronic safety system
ical and electronic protective elements are coordinated with each other and work
bnsidering that the weakest link determines the“security level for the overall system.

nitoring and detection of intrusion

pf intrusion or compromise of the\facility and its associated water supply can od
yays:

detection of the intruder or trespasser, which can be of a physical or virtual nature. T
passer is observed and then'the appropriate countermeasures engaged, to delay, detair

't detection, whereadisruption to the normal performance of the system is detected t
sentinel monitoringSystems, such as the following:

[ the electrenic’cyber security system, whereby digital detection systems track, d¢
identify and remove the intrusion or report it to a relevant authority for manual in
C 27000Vand the IEC 62443 seriesl19 provide guidance on the relevant approaches.

the'water quality monitoring network, whereby online sensors or intermittent sampl

asyst

m-change requiring further investigation. ISO/TS 24541[2] provides guidance on the u

b minimize

ildings and

hl burglary

Ly systems

s such that
effectively

cur in the

e intruder
or remove

hrough the

tlay, decoy,
tervention.

ing detects
se of these

measu

res.

6.2.4 Property protection by human means

Property protection using personnel essentially includes the patrolling of the area, buildings and facilities
by the water utility's own personnel, a commissioned security service or the police.

It may also include the preparation and implementation of standard operational procedures (SOPs) in
password management and two-factor authentication (2FA), i.e. use of a password and code sent to a mobile
phone to allow access.

© IS0 2024 - All rights reserved
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6.2.5 Security zones

Plant-related security zones and the appropriate protection levels should be considered by the water utility
during planning for water and wastewater infrastructure using the appropriate risk management criteria.

Annex A, Annex B and Annex C provide some examples of detailed description of and proposals for the
elements that provide physical protection for the different infrastructure of water and wastewater systems.

6.2.6 Property protection by organizational means
Organizational infrastructure protection includes:

— access authorizations;

— action|plans for alarm response;

— agreerhents with the local police authorities and/or the fire brigade on joint proceduresiwhenfalarms are
raised

6.3 Protiection measure validation

All measuijes installed for protection purposes should be validated by a qualified person within the water
utility or a suitably qualified third-party organization. When undertaking the validation, th¢ following
should be ¢onsidered:

— theorettical approaches and calculations;
— simulation of specific hazard conditions;

— valuat]on of data or records collected from measures,implemented during normal operation,

6.4 Protection assessment

6.4.1 Gepneral

For reliable property protection, all recommended property protective security measures|should be
implemented. Once installed, their effectiveness in operation should be monitored, tested and audited.
In additiof, the effective interaction of each security measure should be assessed critically and for
interdependencies with other measures, confirmed and, if necessary, modified and optimized.

6.4.2 Ongoing review

The audit should be repeated periodically. The frequency of the auditing depends on the cond{tion of the
water system in relation to its environmental conditions (e.g. the need for protection or threats to the
infrastructure). If-critical changes occur in water and wastewater systems regarding legal requirements,
technical regulation or environmental threats, then the frequency of revision should change accordingly.

6.4.3 Corrective measures

If the protection level required is not achieved, appropriate corrective measures should be taken.

7 Documentation

The evaluation of water supply systems, the selected measures for risk control, the validation, the
implementation and operational monitoring of measures, the definition and implementation of corrective
measures and verification should be documented in a comprehensive manner (see ISO 24518l6] and
ISO/TS 24520[71).

© IS0 2024 - All rights reserved
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8 Infrastructure hardening examples and configurations

8.1 General

The hardening of an element in a water system may be achieved in a basic configuration or in a configuration

that includ

es additional hardening elements.

The decision on which configuration to choose should depend on:

— the level of risk to the specific water system being considered, as discovered during the investigation
described in 5.2 and 5.3;

— the budget and assets allocated to the water utility for the hardening of the water system.

8.2 Recommended configurations for the hardening of the different elementsofia

system

Annex A pj
practiced i

Annex B provides an example of the indicative asset security categorization and security

schedules §

Annex C pt
practiced i

q

NOTE

an integral
component
emergency

ovides an example of recommended configurations for water and wastewater infrast]
h [srael.

s practiced in Australia.

ovides an example of recommended configurations for watef and wastewater infrast
h Germany.

ecurity treatments can be permanent or temporary. Permanent security treatments are insta
component of the ultimate asset infrastructure. Tempgrary security treatments do not form
of the ultimate asset infrastructure and can be considered during construction periods
bvents.

water

ructure, as

treatment

ructure, as

lled to form
an integral
r following
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Annex A
(informative)

Example of recommended security measure configurations for water

A.1 Gen

and wastewater infrastructure as practised in Israel

eral

This annex
component

details recommended configurations for basic and additional security measures for\t}]
s of water and wastewater systems.

A.2 Water and wastewater treatment plants

The basic g
— periph
magne
autom
volum
video

cyber

online

All sensors
system or :

A.3 Clog
The basic g
— periph
magng

SENSOoI]

onfiguration consists of:

eral physical fence or electronic fence and gates;

tic sensors on all doors and openings;

htic outlet valves shut off when the sensors are tripped;

e detector;

ameras (drones can be considered);

becurity protection, hardened according to\the IEC 62443 series!10 and ISO/IEC 27000
water quality analysers.

should be monitored through @ centralised SCADA (supervisory control and data 3
iny other system that can receive the data and control the actions that have to be take

ed water reservoir.or tank

onfiguration consists of:

eral physicalfence or electronic fence and gates;
tic sensars,on all tank openings;

s on ladders;

autom

le different

9],

cquisition)
0.

htie’outlet valves on the tank that shuts off when the sensors are tripped

All sensors should be monitored through a central SCADA system or any other system that can receive the
data and control the actions that have to be taken.

Additional

periph

site security measures configuration options may include:

volume detector;

video cameras (drones can be considered);

eral beam detectors;

automatic operation of lighting system.

© IS0 2024 - All rights reserved
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A.4 Water reservoir

The basic configuration consists of:

— periph

eral physical fence or electronic fence and gates;

— automatic peripheral lighting that is activated when a sensor is tripped;

— video cameras (drones can be considered).

All sensors should be monitored through a central SCADA system or any other system that can receive the
data and control the actions that have to be taken.

Additional

volum

humarn

A.5 Ope
The basic g
physic
volum
autom
video

All sensor{
dataandc

site security measure configuration options include:

b detectors;

guards.

n channels

onfiguration consists of:

btric sensors for detecting unauthorized activity along the channel;
htic peripheral lighting that is activated when a senseris tripped;
ameras (drones can be considered).

should be monitored through a central SCADA system or any other system that can
ntrol the actions that have to be taken.

A.6 Water pipeline

The basic d
buryin

in the {
with a

contin

A.7 Air

onfiguration consists of:
g the pipeline 0,6 m to ' m-underground;

ectors of the pipeline.that have to be above ground, the protection should include a phy
hardened locked-gate;

1ous monitoring system and an EDS (to be considered).

releaSe valves, drain pipes, fire hydrants and other above-ground dey

The basic d

h] or electronic fence with hardened locked gates throughout the length of the channel;

b

receive the

rsical fence

ices

onfiguration consists of:

— the device should be surrounded by a physical fence with a hardened locked gate;

option

al: in vulnerable areas, the air release valve is enclosed in a special locked metal box;

— optional: in highly vulnerable areas, the air release valve is enclosed in a special locked metal box with

magne

tic sensors.
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A.8 Dosing pumps

The basic configuration consists of:

— dosing pumps installed in a locked room while the chemical tank is installed in a separate ventilated

locked

room;

— the entire system located in a fenced site with magnetic sensors on the doors and/or volume detectors.

A.9 Wells, water and wastewater pumping stations

The basic configuration consists of:

the w3
beam

openin
locked

option
locks 4
A.10SCA|
The basic g
— UPSbs
additid

hierar
that c3

cyberr]

A.11 Con
The basic g
— wirele
satellit

Intern

These syst

ter wells and water and wastewater pumping stations site enclosed in a fence withra
hlarm;

gs that allow access to the water or wastewater body, for level measurement@nd othe
and strengthened;

pl: the water well or pumping station enclosed in a conventional concrete’building wit]
nd magnetic sensors on the doors and/or volume detectors.

DA systems
onfiguration consists of:
ckup;

nal stand-alone computer;

Chy: central controller, secondary control ¢éntres (intercommunicating) and end infq
n work locally or remotely;

et protection, hardened according to,the IEC 62443 series[19 and ISO/IEC 27000[2].

imunication systems

ommunication systems\are:

ems,should be hardened according to the IEC 62443 series[1% and ISO/IEC 27000(2].

peripheral

" purposes,

n hardened

astructure

A.12 Internet of things (I0T) system security

There is a wide range of IoT devices and systems. These should be hardened according to the IEC 62443

series.[10]
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Annex B
(informative)

Example of the indicative asset security categorization and security

treatment schedules as practised in Australia

Security treatment schedule

Category 5: Category 4: Category 3: Category 2: Category 1:
very high-risk sites high-risk sites moderate-risk sites | mild-risk sites low-tigk sites
Indicative afset |— importantdams |— minordamsor |— minorstorage |— minor PSs = /pipe reserves
types or reservoirs reservoirs tanks
— minor PRVs — swaledrains
— major pumping |—  storage tanks — PRVs
stations — drainagebasins |— refreational-
— semi-major PSs |— important PSs type basins
— important (riverwise) —  steep:sided
communications |— important PRVs opendrains — pifsinisolated
facilities — minor logations
— important borefields —2\ small borefields
— operating borefields and ancillary and ancillary — fldod
centres and ancillary equipment equipment prptection
equipment stfuctures
— important — minor GWTRs |— small with valves
WWTPs and — important operations thptrelease
WTPs GWTPs — major office depots water
complex
—  critical office —  minor WWTPs ineorporating — drpinage drop
complex and WTPs an operations stfuctures
depot eafsily accessed
— regional by the public
office, major
operations — drpinage
depots menitoring
stations

Key

ADWG Austr
GWTP groun|
PRV pressurg
PS pumping §
WPS water p,
WTP water t
WWPS wastd
WWTP wast
NOTE For th

reducing

tation

(dwater treatment plant

valve

Limp station

Featment plarnit

water punip,station
bwater\frreatment plant

b ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) us

hlian drinking water guidelines

ed to inform

this hardenir

3 : PN TS 76 B 1 Rt 491 yat
5 SPELILILALIVLL STT HT UTUNIUET APy RNCITITIHLCS T1IZT WU [ 74 1.
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Security treatment schedule

Category 5:
very high-risk sites

Category 4:
high-risk sites

Category 3:
moderate-risk sites

Category 2:
mild-risk sites

Category 1:
low-risk sites

Physical barriers

Category 4
requirements, plus:
Consider multiple
barriers and/or levels
of hardened protec-
tion.

Category 3
requirements, plus:
Strong deterrent
fencing considered
(palisade, electric,
razor wire).

or

Substantially engi-
neered structures
and operating equip-
ment enclosures

Category 2
requirements, plus:
Door plates of sub-
stantial thickness.
Hinges and locks pro-
tected, enclosed and
intruder-resistant.
Secure profile keying
to critical site ele-
ments.

Eencinginstalled to

Category 1
requirements, plus:
Basic fencing 1,8 m
chain mesh with
barbed wire top and
bottom or inherent
exclusion provision
from operational
units (i.e. install
equipment in pits
with manhole covers,

Child exclusion
fencing, where
appropriate (1,2 m
chain mesh).

Child safety barriers
on structures.

Design out of unsafe
features, i.e. use

of swale drains

and other velocity
minimization tech-

with substantial en-
gineered preventive
mechanism placed
on access and entry
points.

Consider vehicle
penetration and
perimeter bollards

or similar controls
considered to prevent
damage to buildings
and operating equip-
ment.

Drinking water
storage hatches to be
alarmed.

Dams - hardened
locking, hinge fittings
and door or grill
access to gallery and
tunnel.

Consider intruder
alarm on major,exter-
nal valveppits'and
control cubicles.

Consider chain mesh

minimum 1,8 m high
with three strands of
barbed wire.

Buildings, structures
and operating equip-
ment provided with
hardened protection.
Drinking water
storage hatches to
be alarmed, where
practicable.

cabimg i conauit,
light covers locked).
Drinking water stor-
ages to have locked
hatches (padlocks to
be covered).

niques.

PitS)coviered, where
negessary.

Restric
locks o
hatchesd.

ed profile
all access

fencing higher than
1y8/m.
Lighting Category 4 Category 3 Where appropriate,
requirements, plus=’ |requirements, plus: |all-night building
Strong comprehen- |Movement sensor perimeter lighting on
sive and building switched lighting to all_doors and access
permanént'perimeter |key access areas with | Points.
lighting.installed short strike rate.
wheére practicable
invandal-resistant
econtainers.
Key

ADWG Australian drinking water guidelines

GWTP groundwater treatment plant

PRV pressure reducing valve

PS pumping station

WPS water pump station

WTP water treatment plant

WWPS wastewater pump station

WWTP wastewater treatment plant

NOTE For the ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) used to inform
this hardening specification, see in bibliography References [12] to [92].
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Security treatment schedule

Category 5: Category 4: Category 3: Category 2: Category 1:
very high-risk sites | high-risk sites moderate-risk sites | mild-risk sites low-risk sites
Electronic Category 4 Category 3 Category 2 All exposed
requirements, plus: requirements, plus: |requirements, plus: |externally run
Consider CCTV Monitored intruder |Monitored intruder communicatiqn§
integrated with pho- |alarms to asset phys- |alarms to buildings ~ |cabling ar_1d wiring
toelectric external ical perimeterand / |and operational enclosgd mvan-
perimeter beams or critical buildings |equipment, where dal-resistant conduit.
with offsite control. |and operational appropriate.
equipment. Consider | Consider movement
CCTV access control | detectors as part of
to entrance points, alarm system.
where appropriate. Monitored smoke
detection alarm
installed, where
appropriate.
Community Category 4 Category 3 Category 2 Signage identifies atl-
requirements, plus: |requirements, plus: |requirements hours emergency(and

Regular regional and
district police and
emergency services
liaison.

Regular active utility
and stakeholder li-
aison occurring (e.g.
rangers)

Active local commu-

nity watch operating.

Regular community
watch stakeholder
briefings occur.

security number

Access contl

ol

Category 4
requirements, plus:
Site access restricted
to operational and
necessary access
only, at all times.

Category 3
requirements, plus:
Specific site access
control management
procedures apply.
Consider electric
(auto) gates at
treatment plants and
major depots.

Active identifica®
tion pass system in
place wheréintruder
alarms e%ist.

All contractors and
visiters require entry
authorization and
notification.

Key

ADWG Austr
GWTP groun|
PRV pressurg
PS pumping {
WPS water p
WTP water t
WWPS wastg
WWTP wast

NOTE For th
this hardeni

tation

dwater treatment plant

reducing valve

Limp station

Featment plant

water pump station
bwater treatmertit plant

p ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) uged to inform
g specification, see in bibliography References [12] to [92].

hlian drinking water guidelines
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Security treatment schedule

Category 5:
very high-risk sites

Category 4:
high-risk sites

Category 3:
moderate-risk sites

Category 2:
mild-risk sites

Category 1:
low-risk sites

Information Category 4 Category 3 Category 2 Perimeter signage re-
requirements, plus:  |requirements, plus: |requirements, plus: |stricted to ownership
Signage or communi- |Plans on site to be se- |Clear perimeter and speci.fic hazar.d
ty-based corporate cured and controlled. [ownership and de- warning information.
information reviewed | A]] emergency plans |terrentsignage onall | Documented security
for sensitive opera- and manifests se- perimeter fence pan- |systems plans, alarm
tional information. cured within a desig- |€els or buildings and  |response measures,
Site plans, opera- nated building within | Structures, where no |commissioning cer-
tional procedures the perimeter. fence exists, which tificates and mainte-
and processes are are readily viewable |nance requirements.
all available, marked by the community
for sensitivity and . 1uvmetres
actively controlled. apart, 50 metres
recommended).
All emergency
manifests secured
within the external
perimeter.
Response Category 4 Category 3 Category 2 Reactive response
requirements, plus: |requirements, plus: |requirements, plus: |only based/on local
On-site static security |24/7 response Corporation security information or
guards when advised. |applies. response in tandem | Teports.
Contingency plan in- |Enhanced response with contract securi- /| Security response
tegrated and actively |from: ty response. wher.1 advised Of.
practised with emer- |gp-site security confirmed security
gency services and alarm breach.
resp(_)nse agencies. police
Contmgency TeSOUrc- | o1y ergency services
es readily availa- ) F if
ble and routinely co;poratlon stafh 1
checked. sale
detailed and prac-
ticed active contin-
gency plan.
Procedural Category 4 Category 3 Category 2 Routine documented
requirements, plus:  |requirements;plus: |requirements, plus: |safety assessment
Site operations and Site-specific safety Site specific annually |conducted with
safety strictly con- and security briefing. | reviewed site safety documented safety
trolled. Sit&entry and exit and security assess- proa_edure where
Site visits closely repbrting and docu- | ment conducted and required.
monitored and con- \|mented. documented.
trolled. Contractor inde-
Specific safety.train- |pendent attendance
ing requiredwhere documented and
applicable; monitored.
Annual protective
systems testing and
review programme.
Key
ADWG Australian drinking water guidelines

GWTP groundwater treatment plant

PRV pressure reducing valve

PS pumping station

WPS water pump station

WTP water treatment plant

WWPS wastewater pump station

WWTP wastewater treatment plant

NOTE For the ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) used to inform

this hardening specification, see in bibliography References [12] to [92].
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Security treatment schedule

Category 5: Category 4: Category 3: Category 2: Category 1:
very high-risk sites | high-risk sites moderate-risk sites | mild-risk sites low-risk sites
Maintenance Category 3 Category 3 Category 2 Active annual
requirements, plus: requirements apply |requirements, plus: |maintenance
Any security systems Review of designated |Programme.
and physical control physical security
failures to be inves- controls (i.e. fences,
tigated, documented gates and locks) and
and rectified as a security systems
priority maintenance to ensure they are
item. covered as part of
the automatic annual
maintenance plan.
Asset types — importantdams |[— minordamsor |— minorstorage |— minor PSs — (pipereserves
(indicative) or reservoirs reservoirs tanks
Refer to assét — minor PRVs ) “swale drains
category ratling — major pumping |— storage tanks — PRVs
table stations — drainage basinS)[— refreational-
— semi-major PSs |— important WPSs type basins
— important and WWPS —  steep-sided
communications |— important PRVs (riverwise) open drains —  pitsinisolated
or data facilities logations
— important — minor — _$mall borefields
— operation borefields borefields and ancillary — fldod
centres and ancillary and ancillary equipment prptection
equipment equipment structures
— major WTP or —  bridges and with valves
WWTP — important — minor WTRs drainage drop thpt release
WTPs and and GWTRs structures water
—  critical office GWTPs easily accessed
complex — major office by public — drpinage
—  minor WWTPs complex monitoring
ih€orporating stations
— regional office an operations
and major depots
operations
depots — individual bores
— important — minor
commutication communication
towers or nodes towers
— small
operations
depots
Key
ADWG Australian drinking water{guidelines
GWTP groundwater treatmerit plant
PRV pressurg¢ reducing valve
PS pumping gtation
WPS water ppmp‘station
WTP water tfeatihent plant

WWPS wastewater pump station
WWTP wastewater treatment plant

NOTE For the ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) used to inform
this hardening specification, see in bibliography References [12] to [92].
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Security treatment schedule

Category 5:
very high-risk sites

Category 4:
high-risk sites

Category 3:
moderate-risk sites

Category 2:
mild-risk sites

Category 1:
low-risk sites

Physical

Category 4
requirements, plus:
Consider multiple
barriers and/or levels
of hardened physical
protection.

Category 3
requirements, plus:
Consider strong de-
terrent fencing (e.g.
palisade, electric,
razor wire).

or

Substantially engi-
neered structures
and operating equip-
ment enclosures

Category 2
requirements, plus:
Door plates of sub-
stantial thickness.
Hinges enclosed or
intruder-resistant.
Secure profile keying
to critical site ele-
ments.

Fencing installed to

minimum-1.8m high

Category 1
requirements, plus:
Basic fencing 1,8 m
chain mesh with
barbed wire top

and bottom and/or
inherent exclusion
provision from oper-
ational units.

Install equipment in
pits with manhole

Public safety or
child exclusion
fencing where
appropriate (1,2 m
chain mesh).

Child safety barriers
on structures.
Design out of unsafe
features, i.e. use

of swale drains

and other velocity

with substantial en-
gineered preventive
mechanism placed
on access and entry
points.

Consider vehicle
penetration and
perimeter bollards
or similar controls to
prevent damage to
buildings and operat-
ing equipment.
Drinking water
storage hatches to be
alarmed.

Dam offtake tower
bridge: substantial
anti-climb protective
barriers above and
below the access
structure

Dams: hardened lock-
ing, hinge fittingsand
door or grill aédess to
gallery and.tunhel.
Consideriinfruder
alarm on major exter-
nakvalve pits and
dontrol cubicles.
Chain mesh fencing
higher than 2,1 m.

with three strands of
barbed wire.

or

Buildings, structures
and operating equip-
ment provided with

hardened protection.

Drinking water
storage hatches to
be alarmed, where
practicable.

Single emergency
action egress to all
perimeter and inter-
nal doors.

covers, cabling in
conduit, light covers
locked.

minimitation tech-
nigques:
Rits'Covlered where
necessary.
Graffitijresistant
treatmgnts.
Restricted profile
locks on all access
hatcheg

Key

ADWG Austr
GWTP groun|
PRV pressurd
PS pumping §
WPS water p,

hlian drinking waténguidelines
dwater treatment plant

reducing Valyve

Limp, station

WTP water t

reatment plant

WWPS wastewater pump station

WWTP wastewater treatment plant

NOTE For the ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) used to inform
this hardening specification, see in bibliography References [12] to [92].
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Security treatment schedule

Category 5:
very high-risk sites

Category 4:
high-risk sites

Category 3:
moderate-risk sites

Category 2:
mild-risk sites

Category 1:
low-risk sites

Lighting Category 4 Category 3 Where appropriate,
requirements, plus: |requirements, plus: |all night building
Strong comprehen- Movement sensor perimete.;r lighting
sive and building switched lighting on all primary access
permanent perimeter |to key access areas doors and emergen-
lighting. with short strike Cy access points.
activation. Installed where
practicable in envi-
ronmentally robust
and vandal-resistant
containers.
Electronic Category 4 Category 3 Category 2 All exposed exter-
requirements, plus:  |requirements, plus: |requirements, plus: |nally run commu-
Consider CCTV AS/NZS2201.11321  |Monitored intruder ~|nications cabling
integrated with pho- |compliant monitored |alarms to buildings ?nd wiring en.closed
toelectric external intruder alarms to and operational in vandal-resistant
perimeter beams asset physical perim- | equipment where and flr'e-re515tant
with offsite control. |eter and/or critical |assessed. conduit.
byildings z.and opera- | Multisector activa-
tional equipment. tion detectors to be
Consider external in- |installed.
truder alarm beams | Monitored smoke or
and technology. heat detection alarm
Consider remote installed, where
monitored, alarm appropriate.
integrated CCTV and
access control to en-
trance points where
appropriate.
Dams - intruder
alarms:
— atofftake
building
— gallery
and tunhel
entfances
Key
ADWG Australian drinking water guidelines
GWTP groundwater treatment plant
PRV pressur¢ reducing valve
PS pumping 4tation
WPS water ppmp station
WTP water tfeatment plant
WWPS wast¢water pump station
WWTP wast¢water treatment plant
NOTE For the ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) uded to inform

this hardening specification, see in bibliography References [12] to [92].
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Security treatment schedule

Category 5:
very high-risk sites

Category 4:
high-risk sites

Category 3:
moderate-risk sites

Category 2:
mild-risk sites

Category 1:
low-risk sites

Fire Category 2 Category 2 Category 1 Maximum distance
requirements, plus: |requirements, plus: |requirements, plus: |regulatory required
Consider require- Structures all built Flammable material |fire br.eaks and
ment for separate according to princi- |cabinets installed asset fire protec-
integrated fire panel |ples of AS 3959176l, where required. tion Zon[e;sil(see
and detection or Ember screens Fire fuel load, hazard |AS 3959'21)
alertsystems with | requirement and separation require-
direct brigade alarms | heat survivability ments assessed.
(DBA_S)' ) ) assessed. Building structure
Consider fire resist- | Active, externally re- |flammability, hazard
ance level (FRL) sep- |porting fire detection |separation require-
aration for walland  |systems installed to |ments assessed.
floor structures. electronic systems | Fjre thermal barrier
Consider independent | (intruder alarm). requirement for
fire SUPPF?SSiOH SYS- |Fire hose or hydrant |isolated assets risk
tems requirements. |requirement as- assessed
Consult with corpo- |sessed. Fire extinguishersas-
ration insurers. Consider AS compli- |sessed and installed
ant fire-rated door | to AS 2444[73F
requirements. Emergency exits and
emergency exit signs.
Community Category 4 Category 3 Category 2 Signage identifies all-
requirements, plus:  |requirements, plus: |requirements hours emergency and

Regular regional and
district police and
emergency services
liaison.

Regular active utility
and stakeholder li-
aison occurring (e.g.
police, rangers.)

Active local “com-
munity watch”
operating.

Regular “community
watch” stakeholder
briefings occur.

security number.

Access conty

ol

Category 4
requirements, plus:
Site access restricted
to operational and
necessary access
only, at all times.

Category 3
requirements, plus:
Specific site aceess
control management
proceduresjapply.
Consider.electric
(aute),gates at
treatment plants and
major depots.

‘Active identifica-
tion pass system in
place where intruder
alarms exist.

All contractors and
visitors require entry
authorization and
notification.

Key

ADWG Austr
GWTP groun|
PRV pressurg
PS pumping §
WPS water p,

WTP water t

tation

hlian drinking waterguidélines
dwater treatment'plant

reducing valve

impstation

Featent plant

WWPS wastewater pump station

WWTP wastewater treatment plant

NOTE For the ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) used to inform
this hardening specification, see in bibliography References [12] to [92].
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Security treatment schedule

Category 5:
very high-risk sites

Category 4:
high-risk sites

Category 3:
moderate-risk sites

Category 2:
mild-risk sites

Category 1:
low-risk sites

Information Category 4 Category 3 Category 2 Perimeter signage re-
requirements, plus: |requirements, plus: |requirements, plus: |stricted to ownership
Signage or communi- |Plans on site to be se- | Clear perimeter own- |and speci.fic hazar.d
ty-based corporate cured and controlled. |ership and deterrent |Warninginformation.
information reviewed | A]] emergency plans |signage onall perim- | Documented security
for sensitive opera-  |and manifests se- eter fence panels or |systems plans, alarm
tional information. cured within a desig- buildings and struc- |response measures,
Site plans and oper-  |nated building within |tures, where no fence |commissioning cer-
ational procedures the perimeter. exists, which are tificates and mainte-
and processes are readily viewable by  |nance requirements.
all available, marked the community (min.
for sensitivity and 1UU T dpalt, ouIn
actively controlled. recommended).
All emergency
manifests secured
within the external
perimeter.
Response Category 4 Category 3 Category 2 Reactive response
requirements, plus:  |requirements, plus: |requirements, plus: |only based ondocal
Onsite static security |24/7 response Corporation security |information or
guards when advised. |applies. response in tandem |TePOLtS.
Contingency planin- |Enhanced response |With contract securi-
tegrated and actively |from: ty response.
practised with emer-
gency services and
response agencies.
Contingency — on-site security Security response
resources readily alarm when advised of
available and routine- confirmed security
ly checked. — police breach.
— emergency
services
— corporatidn
staff, if.safe
Detailed and
practised active
contingency plan.
Key
ADWG Australian drinking water guidélines
GWTP groundwater treatment plant
PRV pressur¢ reducing valve
PS pumping gtation
WPS water ppmp statien
WTP water tfeatment-plant
WWPS wast¢water pump station

WWTP wastewater treatment plant

NOTE For the ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) used to inform

this hardening specification, see in bibliography References [12] to [92].
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Security treatment schedule

Category 5:
very high-risk sites

Category 4:
high-risk sites

Category 3:
moderate-risk sites

Category 2:
mild-risk sites

Category 1:
low-risk sites

Procedural Category 4 Category 3 Category 2 Routine documented
requirements, plus: |requirements, plus: |requirements, plus: |safety and security
Site operations and Site-specific safety Site-specific annually |assessment conduct-
safety strictly con- and security briefing. |reviewed site safety |ed with documented
trolled. Site entry and exit and security assess- |safety procgdure
Site visits closely reporting and docu- |ment conducted and where required.
monitored and con- |mented. documented.
trolled. Contractor inde-
Specific safety train- |pendent attendance
ing required where documented and
applicable. monitored.
Annual protective
systems testing and
review programme.
Maintenancg Category 3 Category 3 Category 2 Active annual main;
applies applies requirements, plus: |tenance programmnie.
Any security systems Review of designated |Compliant with.Aus-
and physical control physical security tralian or industry
failures to be inves- controls (i.e. fences, |standards:
tigated, documented gates and locks) and |pocufaented mainte-
and rectified as a security systems naficerequirements.
priority maintenance to ensure they are
item. covered as part of
the automatic annyal
maintenance plai/
Key

ADWG Australian drinking water guidelines

GWTP groundwater treatment plant

PRV pressurg

PS pumping gtation

reducing valve

WPS water pump station

WTP water tfeatment plant

WWPS wast¢water pump station

WWTP wast¢water treatment plant

NOTE For thg ASTM Standard, Australian Standards (AS), New Zealand Standards (NZS) and British Standards (BS) uged to inform
this hardening specification, see in bibliography References [12] to [92].
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Annex C
(informative)

Example of recommended security measure configurations for water
and wastewater infrastructure as practised in Germany

C.1 Outside building barrier layer element examples

C.1.1 Phlysical protection

— Burglar-resistant doors, windows (including glass) and access covers;
— window glass - cutting and breakage resistant;

— door lqcks;

— steel bar elements within doors, windows and walls.

C.1.2 Elgctronic protection

— Infrar¢d outdoor systems;

— video gensors;

— light barriers;

— high-speed auto dome cameras (drones can be considered);
— door monitors (e.g. magnetic sensors);

— window monitors (e.g. open-close sensers, breakage sensors).

C.2 Inside building barrierlayer element examples

C.2.1 Phyysical protection
— Door lpcks;

— steel bar elements'within doors, windows and walls.

C.2.2 Elegctrouic protection

— Infrared-Systems:
— movement Sensors;
— block lock systems;
— alarm systems;

— personnel access systems.
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C.3 Device barrier layer element examples

C.3.1 Sensors monitoring water flow
— Pressure;

— flow.
C.3.2 Sensors monitoring water quality
— Turbidity;

— disinfectant levels;

— dosing chemical monitors.
C.3.3 Sensors or process monitoring data
— Data gpality;

— digital|system integrity.
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Annex D
(informative)

Example of general protection elements for water and wastewater

infrastructure

D.1 Physical protection of infrastructure

D.1.1 Ge

This clausd

D.1.2 Welded mesh fence

The purpase of the welded mesh fence is to prevent unauthorized access-to/the area surro
different elements of the system. The welded mesh fence should be hooked, up-to a series of pillar
perimeter pf the site.

D.1.3 Pogsts

Posts shoyld be galvanized in hot zinc and covered by plastie)covers at their top. The posts|
sufficiently high to prevent jumping or climbing over the fence;

The upper part of the post should be manufactured so that it is bent at the top and installed so th

is facing o

Posts shoul
concrete fd

D.1.4 Pa

Exposed p
anchored i

The first 14|
of paint.

Painting sh
D.1.5 Ga

To allow fqg

neral

describes the key design aspects of gates and fences used in hardening a site;

twards from the site.

[[d have supports where necessary. Theposts and support should be installed on an 4
undation.

int work

hrts of the fence elements should be painted, including welding points. Steel areas t
h the concrete should netbe painted.

yer of paint shouldbe in an anti-corrosive primary colour and proceeded by two additi

ould be completed after any welding.

tes forxvehicle entrance

inding the
s along the

should be

ht the bend

ppropriate

hat will be

onal layers

rleperation and maintenance of the water system elements in the site, access should

be given to

vehicles inside the perimeter of the element.

Therefore, the fence should include a gate to allow entrance and outlet of the service vehicles. The width of

the gate sh

D.1.6 Ga

ould allow for the widest service vehicles to transit through the gate.

tes for pedestrians

To allow for operation and maintenance of the water system elements in the site, access should be permitted
to pedestrians inside the perimeter of the element.

Therefore,

the fence should include a pedestrian gate.
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D.2 Physical protection for covered water storages with hatch access and their

ladders

D.2.1 General

This clause describes physical protective measures using doors and hatches against unauthorized intrusion
inside the reservoir.

One of the main entries for the introduction of contaminants into a water storage reservoir is through the

reservoir's

openings.

All access points are to be considered and assessed for security and safety treatments.

These physical barriers associated with the reservoir openings should be designed and constructed in a

manner ¢
hazard, wh

For a huma
locks to co
delay ingre

In addition
site or aroy
notificatio]
and timely|

D.2.2 Le
Level of pr
estimg

smalle]

covert

Level of pr
— estimg
protec
thicke

recess

ether this is an environmental hazard such as ash from a fire or a human intruder

hn intruder, the level of barrier should depend on the criticality of the site‘and range
vered locks to prevent bolt cutters, through to doors with additional shielding and
ss and allow response by the water facility.

to the direct physical barrier, an early alert system may be used/to detect motion
ind the hatches. This may be augmented by video surveillance-and detection shields
1 if a door or hatch is being tampered with. Early detection ofthe intent will allow an 4
response.

yels of intrusion protection examples
btection 1 - basic:
ted time for intrusion: 2 min to 4 min;

r than level protection 2 thickness plate(to cover the access point for the reservoir;

aroundl the reservoir openings, a square.nietal frame anchored by internal anchors;

door hinges;

latch l¢ck to lock the door to the\frame.

btection 2 - high levé] of hardening:

ted time for intrusion: more than 5 min;

tion with special door, for example small safe box door that saves the need for the top
 than level protection 1 metal plate covering access point for the reservoir;

ed-frame into the safe box lintel anchored by internal anchors;

mmensurate with the risk. Openings should be designed to prevent the entry of the primary

from basic
barriers to

within the
that send a
ppropriate

brill;

covert

door hinges;

diameter;

strong

covert

bolts penetrating the frame and the concrete from both sides; lock and bolts;

and secure lock inside a protected box;

handle for opening and closing;

opening supported by two hydraulic pistons.
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