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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Information is a critical asset that is indispensable to support business processes and therefore, a
foundation for the success of any business activities. Due to numerous existing and emerging forms
and uses of information and information-related risks, organizations often struggle with implementing
consistent and comprehensive systems to store, retrieve, share and analyse information. The current
global digital transformation and the changes in societal expectations increasingly demand greater
transparency, accountability, data protection, security, interoperability and information sharing within
and between organisations. This trend requires a solid vision and strategy for Information Governance
that supports the business process at a strategic level including digital transformation initiatives. Many
govefnimental and Non-governmental organisations woridwide already perceive the ngcessity and
understand the benefits of coordinating at a strategic level the efforts of multiple informption-, data-
and knowledge-related disciplines.

This|document defines concepts and principles for Information Governance.

This|document provides guiding principles for members of governing bodies of organisations (which
can ¢omprise owners, directors, partners, executive managers, or similat) on the effectiye, efficient,
compliant, secure, transparent and accountable creation, use, mddintenance, presefvation and
dispﬂ;sition of information within their organisations.

Information Governance is an integral part of the overall governance of the organisation.|It identifies
cominon high-level principles and provides a framework enabling effective and efficient copperation of
all tHe information-related professionals, in support of themiission of an organisation and gchievement
of ity strategic goals. Stakeholders which are engaged in the collaboration include but are n¢t limited to:

— Data Management

— Information Management

— Records Management

— Knowledge Management
— Regulatory Compliance
— Digital Preservation

— Information Security

— [Enterprise Architecture
— Data Protection

— (penData

— Big-Data

— Artificial Intelligence (AI)
— Blockchain

— Business Processes

— Quality Management.

Information Governance requires coherence and integration with relevant Management System
Standards (MSS), such as ISO 9000, ISO/IEC 27000 and the ISO 30300 series.

Information Governance is a strategic framework for managing information assets across an entire
organisation to support its business outcomes and obtain assurance that the risks to its information,
and thereby the operational capabilities and integrity of the organisation, are adequately identified

© IS0 2022 - All rights reserved v
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and managed. Information Governance includes but is not limited to policies, processes, procedures,
roles and controls put in place to meet regulatory, legal, risk and operational requirements. Information
Governance provides an overarching high-level framework that:

— aligns all information-related activities with the mission and goals of an organisation, and its
business, legal and societal obligations,

— ensures a comprehensive and systematic approach to information by integrating processes relevant
to directing and controlling information,

— supports cooperation between stakeholders, and

— creates|a high-level basis for managing information regardless its form, type and format, infprms
educatipn, professional development of the workforce and awareness about informationtrelated
obligatipns, risks and possibilities.
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Information and documentation — Information
Governance — Concept and principles

1 Scope

This

document establishes concepts and principles for Information Governance.

This
assef
gove

document applies to the governance of the organisation's past, current and future
s. It applies to organisations of all sizes in all sectors, including public and private
Fnment entities, and not-for-profit organisations.

2 Normative references

Ther]

For t
ISO 4
— 1

3.1
3.1.1

e are no normative references in this document.

Terms and definitions

he purposes of this document, the following terms and:definitions apply.
nd IEC maintain terminological databases for use in standardization at the following 2
SO Online browsing platform: available at https://www.iso.or

EC Electropedia: available at https://www.electropedia.org/

Terms relating to concept of information

authentic (preferred term)

auth
prop

Note
creat

Note

enticity (admitted term)
erty of information (3.1:33) that can be proven to be what it purports to be

1 to entry: Authentieity implies that information has been created or sent by the agent purp
ed or sent it, and te’have been created or sent when purported.

2 to entry: When information can be proven to be what it purports to be it, it can be cal

information
companies,

ddresses:

brted to have

ed authentic

“Authentic”

information.

Note B toefitry: See Figure A.1 in Annex A.

[SOURGE: I1SO 30300:2020, 3.2.2, modified — “records” has been replaced by "information”
has been replaced by “authenticity”. A new Note 2 to entry has been added.]

3.1.2

data

set of characters or symbols to which meaning is or could be assigned

Note

[SOU

©ISO

1 to entry: See Figure A.1 in Annex A.

RCE: ISO 30300: 2020, 3.2.4]
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information

data (3.1.2)

in context with a particular meaning

Note 1 to entry: See Figure A.1 in Annex A.

[SOURCE: IS
3.1.4

0 30300:2020, 3.2.7]

information asset

information

(3.1.3) that has value to the relevant stakeholder

Note 1 to ent
[SOURCE: IS

3.1.5
integrity
property of

Note 1 to ent

[SOURCE: IS

3.2 Term

3.21
compliancg
characterist

policy
Note 1 to ent

[SOURCE: I
definition. A

3.2.2
digital cont
ability to us

Note 1 to ent

3.2.3

disposition|
range of pr
information

ry: See Figure A.1 in Annex A.

0/TS 17573-2:2020, 3.95, modified — “information” is taken place of “knowledge,and d

information that is complete and unaltered

ry: See Figure A.1 in Annex A.

0 30300:2020, 3.2.8, modified — “records” has been replaced by "information".]

s relating to the concept of Information Governarice

ic of conformance to rules, such as those defined by a law, a regulation, a standard

"y: See Figure A.2 in Annex A.

O/IEC 20924:2021, 3.1.10, modified’— The word "characteristic" has been added i
note to entry has been added.]

inuity
e digital information (3.1:3) in the way that is needed, for whenever and wherever is ne

Fy: See Figure A.2 in\Afinex A.

pcesses ‘associated with implementing retention, destruction or transfer decisions 4
(3.1.3)

Note 1 to ent

hta”.]

or a

n the

eded

bout

Fy<See Figure A.2 in Annex A.

[SOURCE: ISO 30300:2020, 3.4.8, modified — “records” has been replaced by “information”, shortened
in words but keeping the meaning.]

3.2.4

e-discovery
process of identifying, collecting, preserving, reviewing and exchanging electronically stored

information

(ESI) for the purpose of using it as digital evidence

Note 1 to entry: E-discovery also known as ediscovery, eDiscovery, e-Discovery, e-discovery, electronic discovery.

Note 2 to entry: ESI includes, but not limited to electronic formats, emails, documents, presentations, databases,
voicemail, audio and video files.

© IS0 2022 - All rights reserved
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Note 3 to entry: E-discovery often refers to a form of digital investigation that attempts to find evidence in ESI in
response to a request for production in a law suit or investigation.

Note 4 to entry: See Figure A.2 in Annex A.

3.25
framework
structure composed of related parts designed to support the accomplishment of a specific task

Note

[SOU

1 to entry: See Figure A.2 in Annex A.

RCE: ISO 15638-6:2014, 4.30]

3.2.4
gove
pring

Note

[soy

pro

3.2.7
Info
strat
to en
the 1
orga

Note
contr

Note
Note

3.2.§
infol
pres

Note

[SOU

4 1

4.1

rnance
iples, policies and framework by which an organisation is directed and contrelled

1 to entry: See Figure A.2 in Annex A.

resses and specifications”]

'mation Governance
egic framework for governing information assets (3.1.4) aCross an entire organizat

hisation, are effectively identified and managed

ols put in place to meet regulatory, legal, risk and’operational requirements.
P to entry: Data is one form of information‘asset.

3 to entry: See Figure A.2 in AnnexA:

'mation security
prvation of confidentiality, integrity and availability of information (3.1.3)

1 to entry: See Figur€A-2 in Annex A.

RCE: ISO/IEC 27000:2018, 2.28]

Benefits.of Information Governance

General

RCE: ISO/IEEE 11073-10201:2020, 3.1.25, modified — “composed ofrelated parts” taking place of

on in order

hance coordinated support for the achievement of business outcomes and obtain as§urance that
isks to its information (3.1.3), and thereby the operation capabilities and integrity (B.1.5) of the

1 to entry: Information Governance includes (but:ishot limited to) policies, processes, procedufres, roles and

Information Governance is a strategic, multi-disciplinary framework enabling collaboration between
related professions. It considers information as a valuable corporate asset, and has the potential to
deliver the following benefits.

4.2

Strategic benefits

Information Governance:

a) Provides an overarching high-level governance framework that supports an organisation’s mission
and results in achieving economic and strategic benefits including, but not limited to:

1) maximisation of value derived from the information assets,

©ISO
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2) protection of the rights of the organisation and other stakeholders,

3) compliance with legal and regulatory requirements, and

4) promotion of openness, transparency and accountability;

Supports informed decision-making by providing timely access to authentic, reliable, relevant, full
and accurate, current and accessible information;

Reduces risk that could cause reputational damage, financial loss or penalties by

lying adequate security and protection to valuable information assets, and

Eliminaftes silos and professional frictions and encourages a cooperative and cross-discipli

strategic objectives and priorities;

it, and ltjow it should be.managed and controlled, resulting in valuable information which cg

froying or purging information that is no longer required to be retained;

s gaps in systems, policies, procedures and processes required to govern an organisa
tion assets effectively;

the organisation's policies are consistent and working in harmony withregards to sect
appraisal, preservation, disposition, discovery and disclosure of infermation;

s a mechanism for inclusion of all information assets in the governance program;

h in implementing innovative and emerging technologies that align to organisat

s ethical governance relating to existing and emesging technologies such as Al and |

htional benefits
Governance:

s a comprehensive and systenfatic approach to governing information that unde
nisation’s operation by integrating information management, information security
compliance, business continuity, disaster recovery, e-discovery and other aspects relg
ting and controlling information;

es what organisationaliinformation exists, where it is located, what actions can be tak{

reused manytimes;

ns systematic organisation of information assets, which allows increased availat
and collaboration, and provides faster search and retrieval of business information;

s the(framework for information assets maintenance to eliminate the loss of cn

ion’s

hrity,

nary

ional

block

"pins
and
vant

bn on
n be

ility,

ucial

S friformation;

Reduces costs associated with storing and the resources required to manage or discover
information by adopting a disposition program that destroys information no longer needed or
required to be retained;

Reduces the production cost for e-discovery and ensures that organisations are not creating
additional risk by producing and retaining more information than necessary;

Preserves corporate culture and memory by providing a foundation for enhancing the capability of
digital continuity collaboratively achieved at an enterprise level.

b)
c)
1) app
2) des
d) Identifi
informd
e) Ensureq
privacy
f) Providg
g)
approag
h) Support
chain.
4.3 Oper
Information|
a) Provideg
an orgdg
privacy,
to dired
b) Identifi
used an|
c¢) Underp
sharing
d) Provide
busines
e)
f)
g)
4
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5 Principles of Information Governance

5.1 Recognising information as a corporate, strategic asset

Information Governance considers the organisation’s information as an asset (as defined in 3.2.8).
Information is strategic for the future of any organisation and facilitates its long-term sustainability.

Information Governance acknowledges legal, business, historical and other value of information and
information assets, their essential role in business and governance, information-related benefits and
risks, and the potential of information assets to become a key competitive advantage.

Infor]
asw

5.2

Infor
infon
regu
and {

5.3

frameworks

Infor
corp
to an

Infor
gove
all i
envil
proc

Infor

including but not limited to,fecords management, data protection/privacy, informati

infor
e-dis

5.4

Senigr management should be committed to guide, lead and support Information Governanc

of th
accol

mation to be governed includes structured and unstructured, non-digital and digital
1l as the information in the heads of the people.

Designing Information Governance as a key element of corporate'strategy

mation Governance includes all the high-level, strategic aspects of (governing and
mation, such as the provision of infrastructure and systems for processing; compliance
atory requirements related to information; governance instruments-such as policies,
tandards; and people (resourcing, training and professional development).

Integrating Information Governance into the orgdnisation’s governance

brations are directed and controlled (see ISO/IEC38500), to achieve the organisation|
swer ethical requirements of integrity, memoxry and societal responsibility.

mation Governance forms an integral part'of, and should be integrated with, all the o
Fnance frameworks and management systems. Information Governance integ
hformation management frameworks and systems, such as financial, risk, secu
onmental, health and safety management processes and their operational requir

mation Governance should-encompass all information-centric governance facets

mation sensitivity, data management, enterprise content management, document
covery.

Securing senior management’s leadership and commitment

P organisation's senior management should be responsible for Information Governancg
intability, reporting to the most senior person or governance structure in the organisg

nformation,

controlling
to legal and
procedures,

mation Governance should be included into the* corporate governance: system by which

s goals, and

ganisation’s
rrates  with
ity, quality,
ements and

bdures. Information Governance'should be included in the integrated reporting of the grganisation.

or domains
bn security,
control and

e. A member
and ensure
tion.

The responsibilities of that Information Governance leader should include identifying the components of
the organisation’s Information Governance framework, defining the processes, procedures and driving
them, unlocking potential and emergent obstacles, communicating the goals and business objectives,
allocating the resources needed (team, structures, infrastructures) and keeping upper management
informed on progress.

The Information Governance leader oversees all these activities together in a coherent Information
Governance program.

In addition, the operational responsibility of Information Governance aspects can be delegated to an
Information Governance officer, and/or other staff members at an appropriate level.

© IS0 2022 - All rights reserved
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5.5 Building Information Governance in a collaborative way

Information Governance is understood primarily as a strategic multi-disciplinary framework that lays

the foundati

on for cooperation and synergy between numerous information-related professions.

A common goal of this cooperation is consistent and comprehensive governance and management of
diverse information assets across an entire organisation.

The specific

Inclusiv

sub-principles of Information Governance as a collaborative effort are the following:

eness — all stakeholders are included;

Compr

Policy

security, privacy, and compliance objectives;

suppor
betwee

5.6 Ensu
requireme

Information|
mandatory

5.7 Aligniing Information Governance to business objectives

Information

organisation and the business needs. Alignmentsshould be continuously monitored and revised 3

business ne

All stakeho
Governance

5.8 Ensu

Information
controls an
made availa

5.9 Ensu

Agility + proactive engagement with new information-related disciplines or stakeholders;

Cooperdtion - cross-discipline efforts and consensus-based decision-makirgyare encouraged

ensiveness - all information assets, existing and future ones, are covered;

nsistency - no weak links in preserving vital knowledge, information and data) to

ed; in the overlapping areas, collective efforts are preferable to drawing rigid bound
h disciplines.

ring Information Governance supports legal compliance and any mandator
nts

Governance supports and aims for compliance>with all applicable laws, regulaf
hind voluntary standards and codes of industry practice applicable to the organisation.

Governance should be aligned to strategic and operational goals and objectives o

bds and direction change.

der requirements and needs should be considered when developing the Inform
program.

Fing Information-Governance supports information security and privacy

Governance.‘should support and facilitate information security and privacy. A
permissiens should be established and implemented to ensure that information is
le to thase'with adequate authority.

ring. Information Governance supports information quality and integrity

meet

and
aries

y

ions,

f the
s the

htion

Ccess
only

Information

authent

Governance should seek to ensure information is:

ic;

trustworthy;

complete and consistent (managed throughout the whole organisation);
reliable;

relevant;

easy to retrieve and use;

accurate;
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— able to demonstrate integrity.

5.10 Fostering a collaboration and knowledge sharing culture

Effective and efficient Information Governance often requires the information to be treated as a
corporate resource rather than an asset controlled exclusively by specific business area/function or
individual."

Information Governance requires a cross-functional collaboration where appropriate, to maximise
information’s value.

Infoy i ' ' S dett .
made¢ available through multiple channels whilst always ensuring that conditions forco
privdcy and security are met.

Inforjmation systems (digital or not) and processes shall be designed to supportiinteroperability, thus
enablling collaboration and knowledge sharing.

5.11 Adopting a risk-based approach

Inforjmation Governance should adopt a risk-based approach and implement controls for|appropriate
information usage in compliance with laws, policies, regulatiorfin alignment with the o1nganisation’s
risk profile/appetite.

5.12 Ensuring the availability and accessibility ofiinformation to authorised stakeholder

Infojmation Governance should contribute to the organisation’s performance by ensuring that relevant
information is available at the right time, place and-format to authorised users/consumers af an efficient
cost.

It should support the competitive position and sustainability of the organisation.

The [nformation Governance program should continuously adapt to meet the organisatign’s internal
and ¢xternal evolving needs.

5.13 Governing information throughout its information lifecycle

Inforimation should becmanaged throughout the whole information lifecycle, from creation (and
somgtimes before: esg. development of policies and procedures, design of information [systems) or
receipt through to{ultimate disposition, and even after (some metadata could still be fetained for
com;ﬁiance purposes).

5.14 Supporting corporate culture

Inforimyation Governance should become embedded in the culture of the organisation and the behaviour
and attitude of people working for it.

Embedding Information Governance in the behaviour of the people working for an organisation
depends on leadership at all levels and clear values of an organisation, as well as an acknowledgement
and implementation of measures to promote Information Governance. If this is not the case at all levels
of an organisation, there is a risk of failure.

Information Governance programmes require a planned approach to adoption, change management
and awareness, ensuring that all Information Governance initiatives equip employees to comply with
the organisation’s Information Governance requirements.

©1S0 2022 - All rights reserved 7
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5.15 Supporting sustainability

Information Governance is part of socially responsible behaviour of organisations and contributes to
sustainable development.

8 © IS0 2022 - All rights reserved
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Annex A
(informative)

Concept diagrams

General

epts are not independent of one another. An analysis of the relationships among con
eld of Information Governance into a concept system is a prerequisite of a coherent'vo

an analysis was carried out in the development of the vocabulary defifted in thi
annex provides the concepts diagrams elaborated during the development process
rstanding of the vocabulary relationships.

rding to ISO 704, there are three forms of concept relationships use@in this annex.

4
q

\ssociative (with arrow). Associative relations are non-hierarchical. An associa]
bxists when a thematic connection can be established betWeen concepts by virtue o
[SO 704:2009, 5.5.3).

Partitive (without an arrow). Partitive relations are hierarchical. A partitive relation is
yhen the superordinate concept represents a whole, while the subordinate concep
parts of that whole. The parts come together to,form the whole (ISO 704:2009, 5.5.2.3.

Leneric (withoutan arrow). Generic relations:are hierarchical. A generic relation exists |

oncept plus at least one additional delimiting characteristic (ISO 704:2009, 5.5.2.2.1).

Concept diagrams

Il General

'es A.1 and A.2 show the concepts diagrams on which the thematic groupings of core {
oped, where the:term and vocabulary are associated with Information Governance
eworks.

e terms are repeated without the definition and any related notes, it is recommende
be 3 to.cohsult these elements.

repts within
cabulary.

. document.
for a better

ive relation
[ experience

said to exist
s represent

).

etween two

oncepts when the intension of the subordinate concept includes the intension of the superordinate

oncepts are
settings and

d to refer to
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A.2.2 Concepts relating to information

data

1

information

1

information
asset

N

authenticity integrity

Figure A.1 — Core concepts relating to information

A.2.3 Concepts relating to Information Governance

governance framework
digital

l ™ continuity
Information I

compliance -

= (Governance

information
security

disposition) - >

e-discovery

Figure A.2 — Concepts relating to Information Governance
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