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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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mental, in_fiaison with 150, also take part in the Work. 1SO colfaborates closely with
| Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Rart2.
sk of technical committees is to prepare International Standards. Draft International Stand
the technical committees are circulated to the member bodies for voting.. Publication as

| Standard requires approval by at least 75 % of the member bodies casting a-vote.

drawn to the possibility that some of the elements of this document miay be the subject of p3
shall not be held responsible for identifying any or all such patent rights.

P was prepared by Technical Committee ISO/TC 204, Intelligent transport systems.

consists of the following parts, under the general\title Intelligent transport system
tions access for land mobiles (CALM) — Application management:
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Introduction

This part of ISO 24101 is part of a family of International Standards for communications access for land mobiles
(CALM) which determine a common architecture, network protocols and air interface definitions for wireless
communications using cellular second generation, cellular third generation, 5 GHz, millimeter, and infrared
communications. Other air interfaces can be added at a later date. Air interfaces included in the CALM

Inte
com

The
mMoq

The
that
Figu

national Standards provide facilities for broadcast, pomnt-to-point, venicle-to-venicle, and ve
munications in the intelligent transport systems (ITS) sector.

application management (AM), as defined in 1ISO 24101-1:2008, is the function to~install, u
ify the ITS applications in a reliable and secure manner, and it addresses the following’ require

installation of applications on CALM equipment after the equipment has been deployed;

updating of applications, including uninstalling, on on-board equipment.(OBE) as well as wire
equipment (WAE) after the equipment has been deployed;

icle-to-point

hinstall and
ments:

€SS access

providing a standardized interface and functionality so that application developers and systeiqn operators

can successfully perform the functions in a) and b).

purpose of this part of ISO 24101 is to specify a standardized conformance test for the AM, w
the function of the developed AM complies with the,requirements specified in ISO 24101-1
re 1.

ISO 241011 ISO 24101-2
AM requirements Conformance test
e ISO 24101-1 specifies e ISO 24101-2 is used for verify
requirements for AM that the developed AM compli
e AM is developed-in accordance with ISO 24101-1

with 1SO 241041

AM

OBE/WAE

hich verifies
:2008. See

ing

© 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=ba948c2d60c01a5e487c87fadb1e1eff



https://standardsiso.com/api/?name=ba948c2d60c01a5e487c87fadb1e1eff

INTERNATIONAL STANDARD ISO 24101-2:2010(E)

Intelligent transport systems — Communications access for
land mobiles (CALM) — Application management —

Part 2:
Caonformance test

1 |Scope

Thig part of ISO 24101 specifies the test system, test cases, test conditions,-test’procedures and|test results
for examining the function of the communications access for land mobiles (CALM) application management
(AM).

NOTE Accreditation and certification are outside the scope of this part‘of ISO 24101.

2 |Normative references

The| following referenced documents are indispensable for the application of this document| For dated
references, only the edition cited applies. For undated references, the latest edition of the|referenced
docpment (including any amendments) applies.

ISO[24101-1:2008, Intelligent transport systems — Communications access for land mobiles| (CALM) —
Application management — Part 1: General‘ requirements

3 |Terms and definitions
For the purposes of this decument, the following terms and definitions apply.

31
communication station
wirdless stationthat communicates with the equipment under test (EUT) by using the communicatjons access
for land mobites(CALM) medium for the application management (AM) conformance test

3.2
normaloperation
coircidence of thetest resuttsand-the predetermimed-states; whicharedefimedbeforethetestwhen the test

application is executed on the equipment under test (EUT)

3.3

test applications

applications that are used for installing, uninstalling or modifying an application and are pre-installed in the
equipment under test (EUT) or the test installer for the application management (AM) conformance test

3.4

test installer
installer that is used for the application management (AM) conformance test

© 1SO 2010 — All rights reserved 1
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3.5
test operator
operator who operates the test installer for the application management (AM) conformance test

3.6

verification means

means that verifies the results of the application management (AM) conformance test and sets the equipment
under test (EUT) to the state defined by the test procedures

4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.

AM Application Management

AME Application Management Entity

AMT Application Management Table

API Application Programming Interface

BER Bit Error Rate

CALM Communications Access for Land Mobiles

CPU Central Processing Unit

ETSI European Telecommunications Standards Institute

EUT Equipment Under Test (ISO/IEC 9646-1:1994)

ICS Implementation Conformance Statement (ISO/IEC 9646-1:1994)
ITS Intelligent Transport Systems

ITU-T International Telecommunication Union — Telecommunication Standardization Sector
IUT Implementation Under'Test (ISO/IEC 9646-1:1994)

IXIT Implementation eXtra Information for Testing (ISO/IEC 9646-1:1994)
OBE On-Board Equipment

(O} Operating System

PER Packet Error Rate

RSSI Received signal strength indication

TS Test System

TTCN-3 Testing and Test Control Notation Version 3

URL Uniform Resource Locator
VM Virtual Machine
WAE Wireless Access Equipment

2 © 1SO 2010 — All rights reserved
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5 General

The methodology and concepts of the AM conformance test are based on ISO/IEC 9646-1:1994.

An AM is developed firstly by the service provider in accordance with ISO 24101-1:2008. The developed AM
is software and is installed in the equipment under test (EUT), i.e. on-board equipment (OBE) or wireless

access equipment (WAE), prior to the AM conformance test.

Figure 2 shows the basic approach to the AM conformance test.

Test applications Input Output o

(Test programs) EUT Verification means
Download,
install &
execute

Figure 2 — Basic approach to conformance test

The] basic approach is as follows:
a) |collect requirements and specifications for the EUT;

b) |prepare implementation conformance statement(s) (ICS)and implementation eXtra informatioh for testing
[IXIT(s)];

c) |prepare some test applications;

d) |prepare test suites, i.e. the set of basic tests and advanced tests, and test system including the
verification means, etc.;

e) |install the AM in the EUT, and install the test applications in the EUT and the test installer;
f) |perform the conformance test;

1) download and ingtall- the test application into the EUT for installation or modification,
2) execute the test application,

3) confirm. the results of the execution by the verification means, and compare the resylts with the
predetermined states, i.e. expected states;

i)~ when all results coincide with the predetermined states: verdict is set into pass,

1) ITthere are one or more difrerences: veraict IS set Into 1all;

4) send the command of uninstallation to the EUT and confirm the results of the execution by reading
the contents of the application management table (AMT) by the verification means, and

g) analyse results and prepare the conformance test report.

Figure 3 shows the conformance test process.

© 1SO 2010 — All rights reserved 3


https://standardsiso.com/api/?name=ba948c2d60c01a5e487c87fadb1e1eff

ISO 24101-2:2010(E)

ISO 241011

( Start )

!

Collect requirements and
specifications for EUT

!

ICS(s)
and
IXIT(s)

Prepare test suites
and test system

Prepare test
applications

Install AM in EUT,
install test applications
in EUT and test installer

!

Perform the conformance test

6 Test system

Figure 4 sh

Analyse results and prepare
conformance test report

End

Figure 3 — Conformance test process

bW the test system for the AM conformance test.

Test operations

© 1SO 2010 — All rights reserved
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Communication station

EUT Test installer Test operator

71

Tes
the

7.2

The
rest

7.3

7.3.

The

its

Verification means Test applications

Figure 4 — Test system

Functionality of entities

Test applications

} applications are pre-installed in the test installer for-installation or modification of applications,
FUT for uninstallation. See 9.1 and 9.5.

Test operator

test operator installs, uninstalls ormodifies the test applications via the test installer, and veri
Its by the verification means.

Test installer

1 OBE/WAE initiated"download case

test installer can be a test server in case of the OBE/WAE initiated download. See ISO 241014

ExtIrnaI human‘machine interfaces (e.g. keyboard and display) may be temporally connected to
xternalkiinterface (if necessary for the purpose of the AM conformance test) for providing the following

and also in

fies the test

1:2008.

he EUT via

opefator'schuman machine interfaces:

a)

b) display of the command execution results.

EXAMPLE “Under command execution”, “The command has successfully completed”, “Operator authentication

error” and “Manager certificate error” are examples of the display.

7.3.2 Installer initiated download case

In case of installer initiated download, the test installer has the functions specified in 7.3.1 inside.

© 1SO 2010 — All rights reserved
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7.4 \Verification means

The verification means has the following functions:

a) confirming the execution results of the installed or modified application in cooperation with the
communication station (e.g. the communication results with the communication station is displayed on the
verification means);

b) reading and confirming the AMT information of the EUT;

c) rewritin

g the AMT information for intentional error;

d) setting
e) setting

NOTE 1
debugger ha
address. Als

the clock data of the EUT for the scheduled update (T-10 in Table 1);

the test conditions in the EUT (optional, e.g. halt under program execution).

'he verification means can use a debugger, an emulator or a personal computer, ‘etc. For example, a
5 useful functions such as the break point function and the contents rewriting function'of a specified program

D, in a simple case, the verification means can be a test installer (e.g. use of the AMT reading function).

7.5 Communication station

The commu

communica

nication station is used for verifying that applications in the EUT) operate normally after installgtion

ion with CALM media.

7.6 Connection between entities

The conned

8 Testq

tion methods between entities are not specified<in this part of ISO 24101.

Lases

8.1 General

Test cases

are subdivided into basic'tests and advanced tests.

or modificalion of an application in cooperation with the verification means. The verification includes wireless

The basic tests verify the basic_ operations of the AM, and the advanced tests verify that the AM can detect

abnormality

8.2 Basi

Table 1 sp¢g

when the test system is set intentionally in abnormal state.

C tests

cifies the test cases of basic tests.

© 1SO 2010 — All rights reserved
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Test number Test name
T-1 Installation of application
T-2 Modification of application
T-3 Uninstallation of application
T-4 Function of reading application
T-5 Installation of common file
1-6 Madification of common file
T-7 Uninstallation of common file
T-8 Function of reading common file
T-9 Function of reading AMT information
T-10 Function of the scheduled update

Thel function of each test name is given in ISO 24101-1:2008.

8.3| Advanced tests

Table 2 specifies the test cases of advanced tests.

Table 2 — Advanced tests

Test number

Test name

T-11

Operator authentication

T-12

Manager‘certificate

T-13

The-same file name

T-14

Lack of sufficient available memory space

T-15

Prohibition of application management entity (AME) start while

an application is running

T-16

Prohibition of application start while AME is running

J=A7

Abnormal termination of download

T-18

Archival records

T-19

Restoration function

Thejfunction of each test name is given in ISO 24101-1:2008.

9 Test conditions

9.1 Test applications

Test applications shall have the following functions:

a) communicate with the CALM compliant communication station [CALM compliant];

b) meaning of normal operation is defined beforehand and the test applications are programmed according
to the definitions [Definitions in advance];

© 1SO 2010 — All rights reserved
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c) decision criteria of the test results are explicit [Unambiguity];

d) test applications are programmed so that the test results can be confirmed by communication with the
communication station and the verification means [Testability].

Test applications and verification means should co-operate with each other. Test applications should be
programmed to output or display the communication result with the communication station and the state of the
EUT to the verification means so that the test operator can confirm the test results by the verification means.

At least two applications with different manager certificates should be installed in the EUT for modification or
uninstallation, and at least two applications should be installed in the test installer for installation or

H 1 haf, +hh AN oforoa £ + O Takbl 2
modification-befere-the-AM-econformanee-test—SeeTable-3-

9.2 Common files

At least twg¢ common files should be installed in the EUT for modification or uninstallation, andvat least|two
common filg¢s should be installed in the test installer for installation or modification before the”AM conformance
test. See Table 3.

9.3 Secyrity information for operator authentication

Security infprmation (e.g. public key) that allows the test installer to authenticate a test operator is storgd in
the test insfaller in advance. Mutual authentication of the test operator and test installer shall precede |any
exchange of application information. See ISO 24101-1:2008, 8.3.1.

The details [of operator authentication are not specified in this part of ISO 24101.

9.4 Manager certificate for access control

Manager cgrtificate is a manager's security credential containing information used to verify the identity of the
source of the credential. For example a manager certificate is sent by the manager of an application to| the
OBE/WAE and is used by the AME to authenticate the manager. See ISO 24101-1:2008, 8.3.2.

At least six jnanager certificates may be set corresponding to the test applications and common files. See Table 3.

9.5 Compination example of test conditions

Table 3 shqws the kind of test applications and common files that are required for the conformance test, |and
also shows [the combination example of pre-installation place, manager certificate and test purpose for each kind.

Table 3 — Combination example of test conditions

Test anplicati_on or Pre-installation place Manager certificate Test purpose
conjmon file

testApplication=a Installer managerCertificate-a Installation
testApplication-b1 EUT managerCertificate-b Modification
testApptication-b2 trstettes menagerCertificate-b Medifieation

testApplication-c EUT managerCertificate-c Uninstallation
commonFile-a Installer managerCertificate-d Installation
commonFile-b1 EUT managerCertificate-e Modification
commonFile-b2 Installer managerCertificate-e Modification

commonFile-c EUT managerCertificate-f Uninstallation

NOTE 1

NOTE 2 The file names are representatively shown as testApplication-a, etc. The naming method of file names (i.e. identification of
the application program) is specified in 1ISO 24101-1:2008, 8.1, although the file names of test applications can be named by the
arbitrary method distinguished mutually if the test applications are test purpose only and they are not installed in the OBE/WAE
products. This is applicable also to common files.

The file names are shown as testApplication-a, -b, -c, etc. The number following it shows a version number.

8 © 1SO 2010 — All rights reserved
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Figure 5 shows the test purposes and corresponding pre-installations for test applications (testApplications)
and common files (commonFiles).

Test installer

(Pre-installation)

< Test purposes >

EUT
(OBE/WAE)

10

10.

Ann

10.

Ann

— Installation
testApplication-a
Installation
commonFile-a
(Pre-installation)
— Modification —
testApplication-b2 testApplicationsb1
Modification

commonFile-b2

Uninstallation

commonkile-b1

Uninstallation

testApplication-c

10.

commonkFile-c

Figure 5 — Test purposescand pre-installations

Test procedures

| Basic tests

P Advanced tests

B Notation fortest procedures

ex A specifies the test procedures. for each test case of the basic tests.

ex B specifies the testprocedures for each test case of the advanced tests.

Tes| procedures are specified in TTCN-3 in Annex A and Annex B. See ITU-T Recommendations Z.161
through t@-2:167 and ETSI ES 201 873-1 about TTCN-3.

T via a port
s compared

with the expected message and verdict is set according to the comparison result. On the other hand, a
debugger may be used, for example as the verification means as shown in 7.4 in the implementation. In such
a case, from a viewpoint of TTCN-3, it is considered that the connector which connects the debugger to EUT
corresponds to the port and it is abstracted that a message is transferred via the port.

10.4 Commands in test procedures

Annex C specifies the commands that can be used for installation, uninstallation and modification in the test

procedures of Annex A and Annex B.

© 1SO 2010 — All rights reserved
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11 Test results
Annex A also specifies the test results as the verdict in test procedures for each test case of the basic tests.

Annex B also specifies the test results as the verdict in test procedures for each test case of the advanced
tests.

12 Test documentation

12.1 Implgémentation conformance statement (ICS)
The implementation conformance statement (ICS) is a statement made by the supplier that claims
conformande to a certain specification. The ICS states which capabilities have been implemgnted in| the
specifications. The ICS also states possible limitations in the implementation of the specification:

This part of{ISO 24101 describes testing of implementations according to ISO 24101-1:2008.

Annex D cdntains the ICS proforma that shall be used for the ICS.

12.2 Implgmentation eXtra information for testing (IXIT)
The implemnentation eXtra information for testing (IXIT) is a statement made by the supplier or an implemegntor
of an implementation under test (IUT) which contains or references:all of the information, in addition to [that
given in the ICS, related to the IUT and its testing environment<IXIT enables a test laboratory or a|test
organization to run an appropriate test suite against the IUT.

The IXIT shall also contain further information and procedures that are not specified in ISO 24101-1:2008 but
are pre-reqliisites to perform the test.

Annex E coptains the IXIT proforma that shall be used-for the declaration of the IXIT.

12.3 Test|report

Each test carried out shall be documented. For each test a pass or fail verdict shall be given. The results qf all
tests shall form the conformance test report.

10 © 1SO 2010 — All rights reserved
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Annex A
(normative)

Basic tests

A.1 Installation of application

Table A.1 — Test number T-1

Test name
Installation of application

Purpose

Verifying that new application in EUT is installed by the command of installing'an application from the test
installer

TeIt conditions

Se¢ Clause 9.

Test procedures
mofdule TestSystem1 {
tyge port TestInstaller message {

out writelnstruction ; in resultWritelnstruction ;
out readlnstruction ; in resultReadlnstruction ;
out readAMTInstruction ; in resultReadAMTInstruction ;
}
tyge port ComStation message {
outa_command ; inza_response ;
}
tyge port VerificationMeans-message {
out a_date ; in a_testresult ;
out a_time;
out a_vcommand ;
}

tyge compoeneént TSState1 {

femplatée charstring a_command := "Start testApplication-a" ;

femplate charstring a_response := "Normal termination" ;

template charstring a_testresult := "Normal";

template charstring a_ OBEorWAEid ;= "???" ; // OBE/WAE identification code, implementation matter
timer t_installer ;

timert com;

timer t_vmeans ;
port TestInstaller pt_installer ;
port ComStation pt_ com;
port VerificationMeans  pt_vmeans ;
}

"

© 1SO 2010 — All rights reserved 11
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altstep alt_timeGuard ( inout timer p_t) { /I Common time-out process
[1 p_t.timeout { setverdict ( fail ) }
}
1
import from writelnstruction language "ASN.1:2002" all ; /l See 1ISO 24101-1:2008, Annex B.

import from resultWritelnstruction language "ASN.1:2002" all ;
import from readInstruction language "ASN.1:2002" all ;

import from resultReadlnstruction language "ASN.1:2002" all ;
import from readAMT Instruction language "ASN.1:2002" all ;
import fromrestitReadAMHastructiortanrguage—ASN42602al-

}

module TeptCase1 {

import from TestSystem1 all ;
modulepar { octetstring mp_applicationData_i1 } ; /I Contents of a new application file
modulepay { octetstring mp_managementData_i1}; // Contents of AMT

/I These module parameters shall be provided prior to the execution of the fest.case.

testcase t¢_t1 () runs on TSState1 {
/' Install the test application

sourceCode := "managerCertificate-a" ; // A component of writélnstruction. Proper certificate.
destinafionCode := a_ OBEorWAEid ;
controllglentifier := "installation" ;
aPLldentifier  := "testApplication-a" ;
applicannData := mp_applicationData_i1 ;
writelnsfruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & applicationData
writelnstruction :='01'0O & writelnstruction ; Il Message header addition
pt_irfstaller.send ( writelnstruction ) ;
t| installer.start( 300.0 ) ; /- The duration can be changed.

1
sourceCpde :=a_OBEorWAEid ;
destinatipnCode := "managerCertificate-a" ;
resultCode :="OK";

resultWijitelnstruction := soureeCode & destinationCode & controlldentifier & aPLIdentifier & resultCode;
resultWritelnstruction ;=“02'0 & resultWritelnstruction ;  // Message header addition
alt{
] pt_installeezreceive( resultWritelnstruction ) {
toinstaller.stop ;
setverdict( pass ) ;
}
Tpt_Installer.receive {
t_installer.stop ;
setverdict( fail ) ; Il Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;
}
/I Check the communication with CALM medium
pt_com.send( a_command ) ;
t com.start( 300.0 ) ;
t vmeans.start( 300.0 ) ;
alt{
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[1 pt_com.receive( a_response ) {
t_com.stop ;
setverdict( pass ) ;
}
[1 pt_com.receive {
t_com.stop ;
setverdict( fail ) ; /' Unexpected message received

}

[] alt_timeGuard (t_com ) ;

]
J

/[ ICheck the test result
alt {
[1 pt_vmeans.receive( a_testresult ) {
t_vmeans.stop ;
setverdict( pass ) ;
}
[1 pt_vmeans.receive {
t_vmeans.stop ;

setverdict( fail ) ; /' Unexpected message received
}
[] alt_timeGuard (t_vmeans ) ;
}
/I Check the AMT contents
sourceCode := "managerCertificate-a" ; i A component of readAMT Instruction.

destinationCode := a_ OBEorWAEiId ;
controlldentifier := "AMT" ;
readAMT Instruction := sourceCode &destinationCode & controlldentifier ;
readAMT Instruction :='05'0O & readAMT Instruction ; // Message header addition
pt_installer.send ( readAMTinstruction ) ;
t_installer.start( 300.0-) ;

1
sourceCode :=a_OBEorWAEid ;
destinationCode :="managerCertificate-a" ;

managementData;=mp_managementData_i1 ;
resultReadAMTIastruction := sourceCode & destinationCode & controlldentifier & managemeéntData ;
resultReadAMT Instruction :='06'O & resultReadAMTInstruction ; // Message header addition
alt{
[I\pt_installer.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdict( pass ) ;

)
J

[l pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;
}
}
}
NOTE The writelnstruction, etc., in the module test case 1 are used for the installer initiated download. Other

commands can be used for the OBE/WAE initiated download.
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A.2 Modification of application

Table A.2 — Test number T-2

Test name
Modification of application

Purpose

Verifying that the application in EUT is modified by the command of modifying application from the test
installer

Test condjtions
See Clausg 9.

Test proce¢dures
module TeptCase2 {

import from TestSystem1 all ; /l See T-1

modulepar { octetstring mp_applicationData_m2 } ; /l Contents of new application file

modulepar { octetstring mp_managementData_m2 }; // Contents of AMT aftermodification
/I These module parameters shall be provided prior to the execution‘ef the test case.

testcase t¢_t2 () runs on TSState1 { /I See T-1
/l Modify {he test application
sourceCode := "managerCertificate-b" ; // A component-ofwritelnstruction. Proper certificate.

destinafionCode := a_ OBEorWAEid ;
controlldentifier := "modification" ;
aPLIde;rtifier "testApplication-b2" ;
applicafjonData := mp_applicationData_m2 ;
writelnsfruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & applicationData
writelnstruction :='01'0O & writelnstruction ;;* // Message header addition
pt_irfstaller.send ( writelnstruction ),;

t| installer.start( 300.0 ) ; /I The duration can be changed.
I
sourceCpde :=a_OBEorWAEid ;
destinatipnCode := "managerCertificate-b" ;
resultCode :="OK";
resultWijitelnstruction/= sourceCode & destinationCode & controlldentifier & aPLIdentifier & resultCode|;
resultWijitelnstruction”:= '02'0 & resultWritelnstruction ; /l Message header addition

alt {
[] ptlinstaller.receive( resultWritelnstruction ) {
t. installer.stop ;
setverdict pass;
}
[1 pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;

}

/I Check the communication with CALM medium
a_command := "Start testApplication-b2" ;
pt_com.send( a_command ) ;
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t com.start( 300.0 ) ;
t vmeans.start( 300.0 ) ;
alt {
[1 pt_com.receive( a_response ) {
t_com.stop ;
setverdict( pass ) ;
}
[1 pt_com.receive {
t_com.stop ;
setverdict( fail ) ; [ Unexpected message received
}
[] alt_timeGuard (t_com ) ;
}
/[ ICheck the test result
alt {
[1 pt_vmeans.receive( a_testresult ) {
t_vmeans.stop ;
setverdict( pass ) ;
}
[1 pt_vmeans.receive {
t_vmeans.stop ;

setverdict( fail ) ; /I Unexpected messagedreceived
}
[1 alt_timeGuard (t_vmeans ) ;
}
/[ ICheck the AMT contents
sourceCode := "managerCertificatesh"’; /I A component of readAMT Instruction.

destinationCode := a_ OBEorWAEiId
controlldentifier := "AMT" ;
readAMT Instruction := sourceCode & destinationCode & controlldentifier ;
readAMT Instruction := '05'0-& readAMT Instruction ; // Message header addition
pt_installer.send ( readAMTInstruction ) ;
t_installer.start( 300.0 ) ;

1
sourceCode =a’ OBEorWAEid ;
destinationCode \;= "managerCertificate-b" ;

managementData := mp_managementData_m2 ;
resultReadAMT Instruction := sourceCode & destinationCode & controlldentifier & managemeéntData ;
resultReadAMT Instruction :='06'0O & resultReadAMT Instruction ; // Message header additjon
altf
[1 pt_installer.receive( resultReadAMTInstruction ) {
t installer.stop ;
setverdict( pass ) ;
}
[1 pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[l alt_timeGuard ( t_installer ) ;

}
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A.3 Uninstallation of application

Table A.3 — Test number T-3

Test name

Uninstallation of application

Purpose

Verifying that the application in EUT is uninstalled by the command of uninstalling application from the test
installer

Test condjtions

See Clausg 9.

Test procédures
module TeptCase3 {

import from TestSystem1 all ; /I See T-1
modulepar { octetstring mp_managementData_d1}; // Contents of AMT afteryuninstallation
/I The module parameter shall be provided prior to the execution of-the test case.

testcase t¢_t3 () runs on TSState1 { /[ See T-1
I/ Delete the test application
sourceCode := "managerCertificate-c" ; // A componentof writelnstruction. Proper certificate.

destinafionCode := a_ OBEorWAEid ;
controllgentifier := "uninstallation" ;
aPLIdentifier  :="testApplication-c" ;
writelnsfruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier ;
writelnstruction :='01'0O & writelnstruction ;) "// Message header addition
pt_installer.send ( writelnstruction )%

t| installer.start( 300.0 ) ; /I The duration can be changed.
1
sourceCpde = a_OBEorWAEId ;
destinatipnCode := "managerCertificate-c" ;
resultCode ="0K"
resultWiftelnstruction”:= sourceCode & destinationCode & controlldentifier & aPLIdentifier & resultCode|;
resultWritelnstruction :='02'0O & resultWritelnstruction ; /l Message header addition
alf{

[ 'pt_installer.receive( resultWritelnstruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /l Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;

}
/I Check the AMT contents
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sourceCode := "managerCertificate-c" ; /I A component of readAMT Instruction.
destinationCode := a_ OBEorWAEiId ;
controlldentifier := "AMT" ;
readAMT Instruction := sourceCode & destinationCode & controlldentifier ;
readAMT Instruction :='05'0O & readAMTInstruction ; // Message header addition
pt_installer.send ( readAMTInstruction ) ;
t_installer.start( 300.0 ) ;

I
sourceCode :=a OBEorWAEId ;
destinationCode :="managerCertificate-c" ;

managementData := mp_managementData_d1 ;
resultReadAMT Instruction := sourceCode & destinationCode & controlldentifier & managementData ;
resultReadAMTInstruction :='06' O & resultReadAMT Instruction ; // Messagéheader adgition
alt {
[l pt_installer.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;
setverdict( fail ) ; /I Unexpected message received

}

[] alt_timeGuard ( t_installer ) ;
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A.4 Function of reading application

Table A.4 — Test number T-4

Test name
Function of reading application

Purpose

Verifying that the resident application in EUT is read by the command of reading application from the test
installer

Test condjtions
See Clausg 9.

Test proce¢dures
module TeptCase4 {

import from TestSystem1 all ; /I See T-1
modulepar { octetstring mp_applicationData_m1 }; /I Contents of resident appglication file
/I The module parameter shall be provided prior to the execution of thectest case.

testcase t¢_t4 () runs on TSState1 { /I See T-1
// Read ouit the test application
sourceCode := "managerCertificate-b" ; // A component of readInstruction. Proper certificate.

destinafionCode := a_ OBEorWAEid ;
controllfentifier := "readout" ;
aPLldentifier  :="testApplication-b1";
readlInsfruction := sourceCode & destinationCode &controlldentifier & aPLIdentifier ;
readInstruction :='03'0O & readInstruction ; M (Méssage header addition
pt_ipstaller.send ( readInstruction ) ;
t_installer.start( 300.0 ) ; /I The duration can be changed.
I
sourceCpde :=a_OBEorWAEid\;
destinatipnCode := "managerCertificate-b" ;
applicatipnData := mp_applicationData_m1 ;
resultRepdInstruction := soufceCode & destinationCode & controlldentifier & aPLIdentifier ;
resultReadlnstructions=/resultReadInstruction & applicationData ;
resulfReadInstruction :='04'0O & resultReadInstruction ; // Message header addition
alt
[] pt._installer.receive( resultReadInstruction ) {
t_installer.stop ;

+ iatl AY
QULVUIUIUL\ PGOO } ]
[1 pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;

18 © 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=ba948c2d60c01a5e487c87fadb1e1eff

I1ISO 24101-2:2010(E)

A.5 Installation of common file

Table A.5 — Test number T-5

Test name

Installation of common file

Purpose

Verifying that new common file is installed in EUT by the command of installing common file from the test
installer

Telt conditions

Se¢ Clause 9. T-1 shall be executed before this test.

Test procedures

mofdule TestCase5 {

import from TestSystem1 all ; /I See T-1

madulepar { octetstring mp_commonFileData _i2 } ; I/l Contents of a‘new common file
ma@dulepar { octetstring mp_managementData_i2}; // Contents.of AMT

/I These module parameters shall be provided prior to thé/eXecution of the test case.

tegtcase tc_t5 () runs on TSState1 { /l See T-1

[/l Install the common file
sourceCode := "managerCertificate-d" ; // A-component of writelnstruction. Proper certificgte.
HestinationCode := a_ OBEorWAEId ;
Controlldentifier := "installation" ;

aPLIdentifier "commonFile-a" ;
applicationData := mp_commonFileData_i2 ;
writelnstruction := sourceCodet& destinationCode & controlldentifier & aPLIdentifier & applicatipnData ;
writelnstruction :='01'0O & writelnstruction ; // Message header addition
pt_installer.send ( writelnstruction ) ;

t installer.start(;300.0 ) ; /[ The duration can be changed.
/]
gourceCode = a_OBEorWAEId ;
destinationCode := "managerCertificate-d" ;
nesultCode ="0OK";
rnesultWritelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & resultCode ;
resultWritelnstruction := '02'O & resultWritelnstruction ; /l Message header addition
alt{

[] pt_installer.receive( resultWritelnstruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;
setverdict( fail ) ; /I Unexpected message received

}

[] alt_timeGuard ( t_installer ) ;

© 1SO 2010 — All rights reserved
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}

/I Check the communication with CALM medium
a_command := "Start testApplication-a with access to commonFile-a" ;
pt_com.send(a_command ); // Execution of the test application
t com.start( 300.0 ) ;
alt{
[] pt_com.receive( a_response ) {
t_com.stop ;
setverdict( pass ) ;
}
[] pt_com.receive {
t_com.stop ;
setverdict( fail ) ; /l Unexpected message received

}

[] alt_timeGuard (t_com ) ;

I/l Check the AMT contents
spurceCode := "managerCertificate-d" ; /I A component of readAMT Instruction.
destinationCode := a_ OBEorWAEId ;
cpntrolldentifier := "AMT" ;
r¢adAMT Instruction := sourceCode & destinationCode & cantrolldentifier ;
readAMT Instruction ;= '05'0 & readAMT Instruction ; -/ZMessage header addition
pt_installer.send ( readAMT Instruction ) ;
t_installer.start( 300.0 ) ;

1
sourgeCode :=a_OBEorWAEid ;
destipationCode := "managerCertificate-d™;

managementData := mp_managementData_i2 ;

resulfReadAMT Instruction := soureeCode & destinationCode & controlldentifier & managementData
resultReadAMT Instruction :=06°0 & resultReadAMT Instruction ; // Message header addition

alt{

[] pt_installer.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdiCt( pass ) ;
¥
[] pt_tinstaller.receive {
t_installer.stop ;

Qp’r\/prdir‘t( fail ) : [/ Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;

}
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A.6 Modification of common file

Table A.6 — Test number T-6

Test name

Modification of common file

Purpose

Verifying that the common file in EUT is modified by the command of modifying common file from the test
installer

Telt conditions

Se¢ Clause 9. T-2 shall be executed before this test.

Test procedures
mofdule TestCaseb {

import from TestSystem1 all ; /I See T-1

madulepar { octetstring mp_commonFileData m2 }; // Contents of mew common file
ma@dulepar { octetstring mp_managementData_m4 }; // Contents.of AMT after modification
/I These module parameters shall be provided prior to thé/eXecution of the test case.

tegtcase tc_t6 () runs on TSState1 { /l See T-1
/[ Modify the common file
sourceCode := "managerCertificate-e" ; // A-component of writelnstruction. Proper certificgte.

HestinationCode := a_ OBEorWAEId ;
controlldentifier := "modification” ;
aPLIdentifier "commonFile-b2".;
bpplicationData := mp_commonFileData_m2 ;
writelnstruction := sourceCodet& destinationCode & controlldentifier & aPLIdentifier & applicatipnData ;
writelnstruction :='01'0O & whitelnstruction ; /l Message header addition
pt_installer.send ( writelnstruction ) ;
t_installer.start(.:360.0 ) ; /I The duration can be changed.

ourceCode = a_OBEorWAEId ;
estinationCode := "managerCertificate-e" ;
nesultCode ="0OK";
rnesultWritelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & respltCode ;
résultWritelnstruction :='02'0O & resultWritelnstruction ; // Message header addition
alt {
[1 pt_installer.receive( resultWritelnstruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;
setverdict( fail ) ; /I Unexpected message received

}

[] alt_timeGuard ( t_installer ) ;

o ;=
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}
/I Check the communication with CALM medium
a_command := "Start testApplication-b2 with access to commonFile-b2" ;
pt_com.send(a_command ); // Execution of the test application
t com.start( 300.0 ) ;
alt{
[] pt_com.receive( a_response ) {
t_com.stop ;
setverdict( pass ) ;
}
[] pt_com.receive {
t_com.stop ;
setverdict( fail ) ; /l Unexpected message received

}

[] alt_timeGuard (t_com ) ;

I/l Check the AMT contents

spurceCode := "managerCertificate-e" ; /I A component of readAMT Instruction.
destinationCode := a_ OBEorWAEId ;
cpntrolldentifier := "AMT" ;
r¢adAMT Instruction := sourceCode & destinationCode & cantrolldentifier ;
readAMT Instruction ;= '05'0 & readAMT Instruction ; -/ZMessage header addition
pt_installer.send ( readAMT Instruction ) ;

t_installer.start( 300.0 ) ;

1
sourgeCode :=a_OBEorWAEid ;
destinationCode := "managerCertificate-e';
managementData := mp_managementData_m4 ;
resulfReadAMT Instruction := soureeCode & destinationCode & controlldentifier & managementData

resu|tReadAMT Instruction := '06'0O & resultReadAMTInstruction ; // Message header addition
alf{

[] pt_installer.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdiCt( pass ) ;
¥
[] pt_installer.receive {
t_installer.stop ;

Qp’r\/prdir‘t( fail ) : [/ Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;
}
}
}
22
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A.7 Uninstallation of common file

Table A.7 — Test number T-7

Test name

Uninstallation of common file

Purpose

Verifying that the common file in EUT is uninstalled by the command of uninstalling common file from the test
installer

Telt conditions

Se¢ Clause 9.

Test procedures
mofdule TestCase7 {

import from TestSystem1 all ; /I See T-1
madulepar { octetstring mp_managementData_d2 } ; // Contents of AMT after uninstallation
/I The module parameter shall be provided prior to the execution of the test case.

tegtcase tc_t7 () runs on TSState1 { /[ See T-1
[/l Delete the common ffile
sourceCode := "managerCertificate-f" ; // A component of writelnstruction. Proper certificafe.

HestinationCode := a_ OBEorWAEId ;

controlldentifier := "uninstallation” ;

bPLIdentifier  :="commonFile-c";

writelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier ;

writelnstruction :='01'0O & writelnstruction ; // Message header addition
pt_installer.send ( writelnstraction ) ;

t_installer.start( 300.00) /I The duration can be changed.
/
gourceCode = acOBEorWAEId ;
destinationCode :=*managerCertificate-f" ;
nesultCode = "OK";

resultWritelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & respltCode ;
rnesultWiritelnstruction :='02'0 & resultWritelnstruction ; // Message header addition
alt {
[1 pt_installer.receive( resultWritelnstruction ) {

t_installer.stop ;

setverdict( pass ) ;

}
[] pt_installer.receive {

t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;

}
/I Check the AMT contents
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sourceCode := "managerCertificate-f" ; /I A component of readAMT Instruction.

destinationCode := a_OBEorWAEid ;
controlldentifier :="AMT" ;

readAMT Instruction := sourceCode & destinationCode & controlldentifier ;
readAMTInstruction :='05'0O & readAMTInstruction ; // Message header addition

pt_installer.send ( readAMT Instruction ) ;
t_installer.start( 300.0 ) ;

1
sourceCode :=a OBEorWAEId ;
destipationCode := "managerCertificate-f" ;

managementData := mp_managementData_d2 ;

resul

alt {
[] pt_installer.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;

}

ReadAMTInstruction := sourceCode & destinationCode & controlldentifier & managementData
resultReadAMT Instruction := '06'O & resultReadAMT Instruction ; // Message header addition

24
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A.8 Function of reading common file

Table A.8 — Test number T-8

Test name
Function of reading common file

Purpose

Verifying that the resident common file in EUT is read by the command of reading common file from the test
instattet

TeIt conditions

Se¢ Clause 9.

Test procedures
mofdule TestCase8 {

import from TestSystem1 all ; /I See T-1

madulepar { octetstring mp_commonFileData_m1 }; /I Contents of resident common file
/I The module parameter shall be provided prior to the executionyof the test case.

tegtcase tc_t8 () runs on TSState1 { /[ See T-1
/l Read out the common file
sourceCode := "managerCertificate-e" ; // A component of readInstruction. Proper certificate.

HestinationCode := a_ OBEorWAEId ;
controlldentifier := "readout" ;
BPLIdentifier ;= "commonFile-b1";
readlInstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier ;
readInstruction :='03'0O & readInstruction; // Message header addition
pt_installer.send ( readInstruction+);
t_installer.start( 300.0 ) ; /I The duration can be changed.

ourceCode :=a_OBEofWAEId ;
estinationCode := "managerCertificate-e" ;
pplicationData := mp-eommonFileData_m1 ;
esultReadlnstruction::= sourceCode & destinationCode & controlldentifier & aPLIdentifier ;
resultReadlnstruction := resultReadlnstruction & applicationData ;
resultRead}nstruction :='04'0O & resultReadlInstruction ; // Message header addition
alt {
[1 pt_installer.receive( resultReadInstruction ) {
t_installer.stop ;

o T o L e W 7, Wy

+ aiatl AY
OULVUIUI\J[\ }JGOO , y
[1 pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[1 alt_timeGuard ( t_installer ) ;
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A.9 Function of reading AMT information

Table A.9 — Test number T-9

Test name
Function of reading AMT information

Purpose

Verifying that the AMT information in EUT is read by the command of reading AMT information from the test
installer

Test condjtions
See Clausg 9.

Test proce¢dures
module TeptCase9 {
import from TestSystem1 all ; /I See T-1

modulepar { octetstring mp_managementData_m1 }; // Contents of AMT
/I The module parameter shall be provided prior to the execution of the test case.

testcase t¢_t9 () runs on TSState1 { /I See T-1
// Read out the AMT contents
spurceCode := "managerCertificate-a" ; /I A component of readAMT Instruction.

destinationCode := a_ OBEorWAEId ;
cpntrolldentifier := "AMT" ;
r¢adAMT Instruction := sourceCode & destinationCode & controlldentifier ;
readAMT Instruction ;= '05'0 & readAMT|Instruction ; // Message header addition
pt_installer.send ( readAMT Instrugtion ) ;

t_installer.start( 300.0 ) ;

1
sourgeCode :=a_OBEorWAEId ;
destipationCode := "managerCertificate-a" ;

managementData := mp_(managementData_m1 ;

resulfReadAMT Instruction := sourceCode & destinationCode & controlldentifier & managementData
respltReadAMTIqgstruction := '06'0O & resultReadAMT Instruction ; // Message header addition

alt{

[] pt sinstaller.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;
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A.10 Function of the scheduled update

Table A.10 — Test number T-10

Test name

Function of the scheduled update

Purpose

Verifying that the application program in EUT is changed from the old one to new one after the scheduled
time and date

Telt conditions

Se¢ Clause 9.

Test procedures
module TestCase10 {

import from TestSystem1 all ; /I See T-1

madulepar { octetstring mp_applicationData_i3 } ; /I Contents of ainew application file
ma@dulepar { octetstring mp_managementData_i3}; // Contents-af AMT

/I These module parameters shall be provided prior to thé/eXecution of the test case.
template charstring a_date := "'yyyymmdd" ; I/l Date.after the scheduled time & date
template charstring a_time := ""hhmmss" ;

/[ '\ aiting function
function f_wait ( in float p_duration ) {
timert;
t.start ( p_duration ) ;
alt {
[1 ttimeout {};
[else ] {repeat}

}
return ;
}
tesjcase tc_t10()runs on TSState1 { /I See T-1
/l'Install the test application
sourceCode := "managerCertificate-a" ; // A component of writelnstruction. Proper certificgte.
estinationCode := a_ OBEorWAEId ;
controlldentifier :="installation" ;
aPLldentifier  := "testApplication-a1";

applicationData := mp_applicationData_i3 ;
writelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & applicationData ;

writelnstruction :='01'0O & writelnstruction ;  // Message header addition

pt_installer.send ( writelnstruction ) ;
t_installer.start( 300.0 ) ; /I The duration can be changed.

1
sourceCode :=a_OBEorWAEid ;
destinationCode := "managerCertificate-a" ;
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resultCode :="OK";
resultWritelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & resultCode ;
resultWritelnstruction := ' 02'0 & resultWritelnstruction ;  // Message header addition
alt{
[] pt_installer.receive( resultWritelnstruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[1 pt_installer.receive {
t_installer.stop ;
setverdict( fail ) ; /I Unexpected message received

}

[] alt_timeGuard ( t_installer ) ;

/I Change [the clock data
pt_vmeans.send( a_date & a_time ) ; // Setting the clock data
f wait (120.0); / New application program is activated within waiting duration
/I Check the communication with CALM medium
a_command := "Start testApplication-a1" ;
pt_com.gend(a_command ) ;
t _com.start( 300.0 ) ;
t vmeans.start( 300.0 ) ;
altf
[ pt_com.receive( a_response ) {
t_com.stop ;
setverdict( pass ) ;
}
[] pt_com.receive {
t_com.stop ;
setverdict( fail ) ; /I Unexpected message received

}

[] alt_timeGuard ({“com ) ;

I/l Check the test result
altf

[] pt .vmeans.receive( a_testresult ) {
t_vmeans.stop ;

em‘\/prdir‘t( pass ) :

}

[] pt_vmeans.receive {
t_vmeans.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard (t_vmeans ) ;
}
/I Check the AMT contents
sourceCode := "managerCertificate-a" ; /I A component of readAMT Instruction.
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destinationCode := a_ OBEorWAEid ;
controlldentifier := "AMT" ;
readAMT Instruction := sourceCode & destinationCode & controlldentifier ;
readAMTInstruction :='05'0O & readAMT Instruction ; // Message header addition
pt_installer.send ( readAMTInstruction ) ;
t_installer.start( 300.0 ) ;

I
sourceCode :=a_OBEorWAEid ;
destinationCode := "managerCertificate-a" ;

managementData := mp_managementData_i3 ;
resultReadAMT Instruction := sourceCode & destinationCode & controlldentifier & managementData ;
resultReadAMT Instruction := '06'O & resultReadAMT Instruction ; // Message header addglition
alt{
[] pt_installer.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;
}
}
}
NOJ'E The new application program shall*¢entain the scheduled time and date information. The application program

will|be activated after the scheduled time and\date and until then it remains inactive.
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Annex B
(normative)

Advanced tests

B.1 Operator authentication

Table B.1 — Test number T-11

Test name
Operator a

Lthentication

Purpose

Verifying th
security inf

at the test installer does not authenticate the test operator when the test ©Operator inputs wrong
brmation for operator authentication to the test installer

Test cond

tions

See Claus13 9.

module Te
type port
out a |
in a|
}
type com
templ
templ
timer
port

}

testcase t
pt_op
t_ope

alt {

[

Test proceldures

s5tCase11 {
Dperator message {
command ;
response ;

ponent TSState2 {

hte charstring a_response =
t_operator ;

Dperator pt_operator ;

"Operator authentication error" ;

c_t11 () runs on TSState2 {
erator.send ( a_command ) ;
rator.start( 300:0/) ;

pt_operator.receive( a_response ) ;
t toperator.stop ;
setverdict( pass ) ;

1

}

J

[1 pt_operator.receive {

t_operator.stop ;
setverdict( fail ) ;

}

[] t_operator.timeout {

setverdict( fail ) ;

}

NOTE In this test case, the test installer corresponds to EUT and the test operator corresponds to the test system,
respectively.
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B.2 Manager certificate

Table B.2 — Test number T-12

Test name

Manager certificate

Purpose

Verifying that the access is denied when the test operator sends the command of installing, uninstalling or
mofifying application by wrong manager certificate

Telt conditions

Se¢ Clause 9.

Test procedures

module TestCase12 {

import from TestSystem1 all ; /I See T-1

madulepar { octetstring mp_applicationData_i1 } ; /I Contents of aynew application file

ma@dulepar { octetstring mp_managementData_m1}; // Contents.of AMT
I/l These module parameters shall be provided prior to the’ execution of the test case.

tegtcase tc_t12 () runs on TSState1 { /I See T-4
/l'Install the test application
sourceCode := "managerCertificate-b" ; // Wrong manager certificate
HestinationCode := a_ OBEorWAEId ;
controlldentifier := "installation" ; /Knstallation can be replaced by modification or uninstallation

B PLIdentifier "testApplication-a" ¢

applicationData := mp_applicationData_i1 ;

writelnstruction := sourceCodet& destinationCode & controlldentifier & aPLIdentifier & applicatipnData ;

writelnstruction :='01'0O &wiitelnstruction ; // Message header addition
pt_installer.send ( writelnstruction ) ;

t_installer;start( 300.0 ) ; I/l The duration can be changed.
/
gourceCode = a_OBEorWAEId ;
destinationCode := "managerCertificate-b" ;
nesultCode := "Manager certificate error" ;

rnesultWritelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & resultCode ;
resultWritelnstruction :='02'0O & resultWritelnstruction ; // Message header addition
alt {
[] pt_installer.receive( resultWritelnstruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[l pt_installer.receive {
t_installer.stop ;
setverdict( fail ) ; /' Unexpected message received

}

[] alt_timeGuard ( t_installer ) ;
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}

/I Check the AMT contents
sourceCode := "managerCertificate-a" ; /I A component of readAMT Instruction.

1

destinationCode := a_OBEorWAEid ;
controlldentifier :="AMT" ;

readAMT Instruction := sourceCode & destinationCode & controlldentifier ;
readAMT Instruction := '05'0 & readAMTlInstruction ; // Message header addition

pt_installer.send ( readAMTInstruction ) ;
t installer.start( 300.0 ) ;

sourgeCode :=a_OBEorWAEIid ;
destinationCode := "managerCertificate-a" ;
manggementData := mp_managementData_m1 ;

resul
reg

At {
[] pt_installer.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;

}

ReadAMT Instruction := sourceCode & destinationCode & controlldentifier & managementData
ultReadAMT Instruction :='06'0O & resultReadAMTInstruction ; // Message header addition

32
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B.3 The same file name

Table B.3 — Test number T-13

Test name

The same file name

Purpose

Verifying that the installation of application is not executed when there is already the same file name in the
AMT

Telt conditions

Se¢ Clause 9.

Test procedures

module TestCase13 {

import from TestSystem1 all ; /I See T-1

madulepar { octetstring mp_applicationData_m1 } ; /I Contents of @ynew application file

ma@dulepar { octetstring mp_managementData_m1}; // Contents.of AMT
I/l These module parameters shall be provided prior to the’ execution of the test case.

tegtcase tc_t13 () runs on TSState1 { /I See T-1

/l'Install the test application
sourceCode := "managerCertificate-b" ; // Proper manager certificate
HestinationCode := a_ OBEorWAEId ;
controlldentifier := "installation" ;

B PLIdentifier "testApplication-b1!";

BpplicationData := mp_applicationData_m1 ;

writelnstruction := sourceCode'& destinationCode & controlldentifier & aPLIdentifier & applicatipnData ;

writelnstruction :='01'0O &wiitelnstruction ; // Message header addition
pt_installer.send ( writelnstruction ) ;

t installer.start(;300.0 ) ; /[ The duration can be changed.
/
gourceCode = a_OBEorWAEId ;
destinationCode := "managerCertificate-b" ;
rnesultCode := "The same file name error" ;

rnesultWritelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & resultCode ;
résultWritelnstruction :="'02'0 & resultWritelnstruction ; // Message header addition
alt {
[] pt_installer.receive( resultWritelnstruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[1 pt_installer.receive {
t_installer.stop ;
setverdict( fail ) ; /I Unexpected message received

}

[] alt_timeGuard ( t_installer ) ;
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}

/I Check the AMT contents

sourceCode := "managerCertificate-b" ; /I A component of readAMT Instruction.

destinationCode := a_OBEorWAEid ;
controlldentifier :="AMT" ;

readAMT Instruction := sourceCode & destinationCode & controlldentifier ;
readAMT Instruction :='05'0O & readAMT Instruction ; // Message header addition

pt_installer.send ( readAMTInstruction ) ;
t_installer.start( 300.0) ;

1
sourgeCode :=a_OBEorWAEid ;
destipationCode := "managerCertificate-b" ;

manggementData := mp_managementData_m1 ;

resulfReadAMT Instruction := sourceCode & destinationCode & controlldentifier & managementData
resultReadAMT Instruction := '06'O & resultReadAMT Instruction ; // Message header addition

alt{
[] pt_installer.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;
setverdict( fail ) ; /I Unexpected message received

}

[] alt_timeGuard ( t_installer ) ;

}

34
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B.4 Lack of sufficient available memory space

Table B.4 — Test number T-14

Test name

Lack of sufficient available memory space

Purpose

Verifying that the installation and modification of application are not executed when there is not sufficient
avgilable memory space in the EUT

Telt conditions

Se¢ Clause 9.

Test procedures
module TestCase14 {

import from TestSystem1 all ; /I See T-1

madulepar { octetstring mp_applicationData_i1 } ; /I Contents of ainew application file
ma@dulepar { octetstring mp_managementData_i}; // Contents-ofAMT

I/l These module parameters shall be provided prior to the’ execution of the test case.

tegtcase tc_t14 () runs on TSState1 { Il See T-1
/[ Rewrite the data on available memory space in AMT,
a_vcommand := "Set available memory space tozero" ;
a_testresult :="Executed";
pt_vmeans.send( a_vcommand ); // Rewrite the available memory space data
t vmeans.start( 60.0 ) ;
alt {
[ pt_vmeans.receive(ya_testresult ) {
t_vmeans.stop);
setverdict(‘\pass ) ;
}
[ pt_vmeans.receive {
t\wmeans.stop ;

setverdict( fail ) ; /' Unexpected message received
}
[] alt_timeGuard (t_vmeans ) ;
}
/I Check the available memory space error
sourceCode := "managerCertificate-a" ; // A component of writelnstruction. Proper certificate.

destinationCode := a_ OBEorWAEiId ;
controlldentifier :="installation" ;
aPLldentifier  := "testApplication-a" ;
applicationData := mp_applicationData_i1 ;
writelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & applicationData ;
writelnstruction :='01'0O & writelnstruction ; // Message header addition
pt_installer.send ( writelnstruction ) ;
t_installer.start( 300.0 ) ; /I The duration can be changed.
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/I Check the AMT contents

I

sourceCode :=a_OBEorWAEid ;

destinationCode := "managerCertificate-a" ;

resultCode := "Lack of sufficient available memory space" ;

resultWritelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & resultCode ;
resultWritelnstruction :='02'0O & resultWritelnstruction ;  // message header addition
alt{
[] pt_installer.receive( resultWritelnstruction ) {
t installer.stop ;
setverdict( pass ) ;
}
[] pt_installer.receive {
t_installer.stop ;
setverdict( fail ) ; /I Unexpected message received

}

[] alt_timeGuard ( t_installer ) ;

spurceCode := "managerCertificate-a" ; /I A component ofyreadAMT Instruction.
destinationCode := a_ OBEorWAEId ;
cpntrolldentifier := "AMT" ;
readAMT Instruction := sourceCode & destinationCode.& controlldentifier ;
rIadAMTInstruction :='05'0 & readAMT Instruction 5 “// Message header addition
pt_installer.send ( readAMTInstruction ) ;
t_installer.start( 300.0 ) ;

I
sourgeCode :=a_OBEorWAEid ;
destinationCode := "managerCertificate-a" ;

manggementData := mp_managementData_i ;

resulfReadAMT Instruction := seurceCode & destinationCode & controlldentifier & managementData
regultReadAMT Instruction~="06'O & resultReadAMTInstruction ; // Message header addition

At {

[] pt_installer.receive( resultReadAMT Instruction ) {
t_installer.stop ;
setverdict( pass ) ;
!

[l pt_installer.receive {

’r_inctallpr stop -

setverdict( fail ) ; /I Unexpected message received
}
[] alt_timeGuard ( t_installer ) ;
}
}
}
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B.5 Prohibition of AME start while an application is running

Table B.5 — Test number T-15

Test name

Prohibition of AME start while an application is running

Purpose

Verifying that the installation, uninstallation and modification of application are not executed while an

application is running in the EUT

Telt conditions

Se¢ Clause 9.

Test procedures
mofdule TestSystem?2 {

type port TestPort message {

inout TestMessage

}

type component ConcurrentTester {
port TestPort pt_installer ;

port TestPort pt_com ;

port TestPort pt_vmeans ;

}

type component EmptyComponent { }
type component TestEntity {

port TestPort pt ;

}
}
module TestCase15 {
import from TestSystem2 all;  // See above in this test procedure
import from functions all ; I/l See below in this test procedure

teptcase tc15/() runs on EmptyComponent
gystem€oncurrentTester {

zation

template charstring a_command := "Send back AMT contents" ;
template octetstring a_response := mp_managementData_i ;
template charstring a_rsp := "Application is running" ;
var integer v_para ;

timer t_guard ;

map( v_installer:pt, system:pt_installer ) ;

var_TestEntity v_installer := TestEntity.create ; /I Test component creation as initial
var TestEntity v_com _ := TestEntity.create ;

var TestEntity v_vmeans := TestEntity.create ;

modulepar { octetstring mp_managementData i} ; I/l Contents of AMT

/I The module parameter shall be provided prior to the execution of the test case.
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map( v_com:pt, system:pt com);

map( v_vmeans:pt, system:pt_vmeans ) ;
1

t_guard.start( 300.0 ) ;

v_com.start (f_com());

if ( v_com.running) {

v_installer.start ( f_installer()) ;
}
alt {

[1 pt_installer.receive( a_rsp ) {
setverdict( pass ) ;
}

[1 pt_installer.receive {
t_guard.stop ;
setverdict( fail ) ;

}

[l t guard.timeout {

setverdict( fail ) ;

}

/I Test application starts

/I Installation starts

1
v_mear}s.start( f_vmesans(a_command, a_response, v-para);
alt {

/I AMT contents

[Of if ( v_para ==1){

t _guard.stop ;

}

]| t_guard.timeout {

setverdict( fail ) ;

}

—

b

unmap
unmap
unmap(

v_installer:pt, system;pt, installer ) ;
v_com:pt, systempt com);
v_vmeans:pt, system:pt_vmeans ) ;

}

module furjctions ¥

I

function f_inqtnllpr () runs on TthFntify {
import from writelnstruction language "ASN.1:2002" all ;

modulepar { octetstring mp_applicationData_i1} ; /I Contents of application file

/l The module parameter shall be provided prior to the execution of the test case.

[/ Installation

i

sourceCode := "managerCertificate-a" ;

destinationCode := "OBEorWAEIid"; // OBE/WAE identification code, implementation matter
controlldentifier := "installation" ;

aPLldentifier  := "testApplication-a" ;
applicationData := mp_applicationData_i1 ;
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I
fu

1
fu

writelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & applicationData ;
writelnstruction :='01'0O & writelnstruction ; // Message header addition

pt_installer.send( writelnstruction ) ;
return ;

}

nction f_com () runs on TestEntity { // Communication
template charstring a comcommand := "Start testApplication-b1" ;

pt_com.send( a_comcommand ) ;

return ;
hction f_vmeans (in charstring p_command, /l AMT contents
in charstring p_response,
outinteger p_para ) runs on TestEntity {
p_para==0;
pt_ vmeans.send( p_command ) ;
alt {

[ pt_vmeans.receive( p_response ) {
setverdict( pass ) ;
p_para ==1;
}
[1 pt_vmeans.receive {
setverdict( fail ) ;

}

return ;
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B.6 Prohibition of application start while AME is running

Table B.6 — Test number T-16

Test name

Prohibition of application start while AME is running

Purpose

Verifying that an application is not started in the EUT while the command of installing, uninstalling or
modifying application is in execution in the EUT

Test condjtions

See Clausg 9.

Test procédures
module TpstCase16 {

import from TestSystem?2 all ; /I See T-15
import from functions all ; /l See T-15

testcasefic_16 () runs on EmptyComponent
system ConcurrentTester {
var TestEntity v_installer := TestEntity.create ; /I Test ggmponent creation as initialization
var TegstEntity v_.com  := TestEntity.create ;
var T¢stEntity v_vmeans := TestEntity.create ;
modulepar { octetstring mp_managementData_i1 }-\ // Contents of AMT
/I The module parameter shall be provided-prior to the execution of the test case.
template charstring a_command :="Send-back AMT contents" ;
template octetstring a_response := mp _managementData_i1 ;
template charstring a_rsp := "AME is running" ;
var infeger v_para ;
timer |_guard ;
map( \v_installer:pt, systent:ptinstaller ) ;
map( v_com:pt, system:pt_com ) ;
map( v_vmeans:pt,system:pt_vmeans ) ;
t gpard.start(.300.0 ) ;

1
v_installer.start( f_installer()) ; /Il Installation starts
f¢v_installer.running) {
v_com.start (f_com()) ; /I Test application starts while installation
}
alt {

[1 pt_com.receive(a_rsp){
setverdict( pass ) ;
}

[1 pt_installer.receive {
t_guard.stop ;
setverdict( fail ) ;

}
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[1 t_guard.timeout {
setverdict( fail ) ;

}

/1
v_means.start( f_vmesans(a_command, a_response, v-para )); // AMT contents
alt{
[l if (v_para==1){
t gquard.stop ;
}
[] t_guard.timeout {
setverdict( fail ) ;

}

}

unmap( v_installer:pt, system:pt_installer ) ;
unmap(v_com:pt, system:pt_com);
unmap( v_vmeans:pt, system:pt_vmeans ) ;
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B.7 Abnormal termination of download

Table B.7 — Test number T-17

Test name

Abnormal termination of download

Purpose
Verifying operation of the EUT when the download is abnormally terminated

Test condjtions

See Clausg 9.

Test procédures
module TestCase17 {

import from TestSystem?2 all ; /I See T-15
import from functions all ; /l See T-15
import from resultWritelnstruction language "ASN.1:2002" all ;

testcase fc_17 () runs on EmptyComponent
system ConcurrentTester {

var TgstEntity v_com  := TestEntity.create ;
var TegstEntity v_vmeans := TestEntity.create ;
modulepar { octetstring mp_managementData_i } ;
template charstring a_command :="Send back*AMT contents" ;
template octetstring a_response := mp_mahagementData_i ;
var infeger v_para ;
timer | _guard ;
map( \_installer:pt, system:pt_installer ) ;
map( v_com:pt,  system:pt.com ) ;
map( v_vmeans:pt, system:pt_vmeans ) ;
I
t_guafd.start( 300.9)
I Installafjon starts
v_installer.start:(f “installer( )) ;
f (¥.ihstaller.running) {

var TgstEntity v_installer := TestEntity.create ; /I Test@omponent creation as initialization

v_installer.stop : /[ Intentional and abnormal termination
}
I/l Confirm the result of writelnstruction

sourceCode := "OBEorWAEid";

destinationCode := "managerCertificate-a" ;

controlldentifier := "installation" ;

aPLlIdentifier := "testApplication-a" ;

resultCode := "Abnormal termination of download" ;

resultWritelnstruction := sourceCode & destinationCode & controlldentifier & aPLIdentifier & resultCode ;
resultWritelnstruction :='02'0 & resultWritelnstruction ;  // Message header addition

42
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"

alt {
[1 pt_installer.receive( resultWritelnstruction ) {
setverdict( pass ) ;
}
[l pt_installer.receive {
t guard.stop ;
setverdict( fail ) ;

}

[1 t quard.timeout {

setverdict( fail ) ;

}

}
AMT contents

V_means.start( f_vmesans( a_command, a_response, v-para )) ;
alt{
[ if (v_para==1){
t _guard.stop ;
}
[] t_guard.timeout {
setverdict( fail ) ;

}
}

unmap( v_installer:pt, system:pt_installer ) ;
unmap(v_com:pt, system:pt com);
unmap( v_vmeans:pt, system:pt_vmeans ),
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B.8 Archival records

Table B.8 — Test number T-18

Test name
Archival records

Purpose

Verifying that archival records are saved in the test installer

Test condjtions

See Claus¢ 9. T-2 shall be executed before this test.

Test proce¢dures
module TeptCase18 {

type port Dperator message {
out a [command ;
in a |response ;
}
type component TSState3 {

timer |_operator ;
port Qperator pt_operator ;

}

t opgrator.start( 300.0 ) ;
alt {

t_operator.stops,
setverdict((pass ) ;
}

] pt_operator.receive {
troperator.stop ;
setverdict( fail ) ;

hY

modulepar { octetstring mp_archivalRecords } ; /I Archival records with time stamp
/I The module parameter shall be provided prior to the execution of the test case.

template charstring a_command
template octetstring a_response

testcase fc_t18 () runs on TSState3 {
pt_opgrator.send (a_command ) ;

] pt_operator.receive(.a response ) ;

:= "Send back archival records" ;
:= mp_archivalRecordsy,

7
[1 t_operator.timeout {

setverdict( fail ) ;

}
}

in the test installer with time stamps.

respectively.

NOTE 1 The record of the operator authentication, all operations requested and the results of operations are recorded

NOTE 2 In this test case, the test installer corresponds to EUT and the test operator corresponds to the test system,
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B.9 Restoration function

Table B.9 — Test number T-19

Test name
Restoration function

Purpose
Verifying the restoration function when modification of an application or a common file has failed

Teit conditions

Se¢ Clause 9.

Test procedures
mpdule TestCase19 {

import from TestSystem?2 all ; /l See T-15
import from functions?2 all ;

—

gstcase tc_19 () runs on EmptyComponent
gystem ConcurrentTester {
var TestEntity v_installer := TestEntity.create ; I/l Test.component creation as initializatipn
var TestEntity v_com := TestEntity.create ;
var TestEntity v_vmeans := TestEntity.create ;
modulepar { octetstring mp_managementData_mi\}"; // Old data

/I The module parameter shall be provided:prior to the execution of the test case.
template charstring a_send1 := "Break atthe specified step" ;

/I A debugger may be used in implementation
template charstring a_send2 := "Rewrite the downloaded data" ;
template charstring a_send3 ="Continue the T-2 operation" ;
template charstring a_command “:= "Send back AMT contents" ;
template octetstring a_respense := mp_managementData_m1 ;
var charstring v_aplData-;
var integer  v_para-
timer t_guard ;
map( v_installef:pt, system:pt_installer ) ;
map( v_comipty system:pt com);
map( v_vmeans:pt, system:pt_vmeans ) ;

t guard.start( 600.0 ) ;

I/ Bave resident application and modify to new application
vV_instafterstart{ T instaftertv_aptData));
v_installer.done ; /l Wait until the component has terminated

1

pt_vmeans.send( a_send1); // Halt under program execution
I

pt_vmeans.send( a_send2 ) ;
1

pt_vmeans.send( a_send3 ) ;
1

v_installer.start( f_installer2( v_aplData )) ;

v_installer.done ;
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