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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO_ also take part in the wark SO collaborates closely with the
International |[Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International|Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part'2.
The main tagk of technical committees is to prepare International Standards. Draft International Stan@lards
adopted by fthe technical committees are circulated to the member bodies for voting.\Publication gs an
International|Standard requires approval by at least 75 % of the member bodies casting-a Vote.

Attention is qrawn to the possibility that some of the elements of this document may be the subject of gatent
rights. 1ISO shall not be held responsible for identifying any or all such patent rights.

ISO 24100 was prepared by Technical Committee ISO/TC 204, Intelligent trahsport systems.
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Introduction

Probe vehicle systems are being investigated and deployed throughout the world.

It is expected that the

number of practical systems will grow steadily over the next few years. In general, probe data collection
systems will incorporate extensive technical measures to minimize the use of personal data and protect any
personal data that are used Nevertheless because techmcal measures cannot address every

protection is particularly important because it is difficult to completely eliminate-any’ possil]
being linked to a particular person or vehicle. For example, consider a probe viehicle inform

e and ensure data integrity when collecting probe data. In this case,~even if personal
contgined in the collected probe data, probe data senders may still be identified. It is important tg
systgm to protect personal data and a set of basic principles that arevobserved by the p
information service providers to reassure probe data senders about their personal data and
creatjon of information services using useful probe data.

The gefinition of personal data refers to the OECD Guidelines on the Protection of Privacy and
Flow$ of Personal Data. The framework for describing the basic principles is adopted from the ei
of thg said recommendation. The basic principles in this International Standard are examined ar
on the basis of the results of the threat analysis.

This [International Standard is promulgated in order to promote the smooth deployment and
probe vehicle information services, in particular the following.

a) If the providers of probe vehicle information services are not consistent in their handling @
aspect of personal data, it could give,rise to confusion in the marketplace and generate pub
the services themselves. The development of this International Standard will facilitate the de
gtandard procedures common:taall probe vehicle information service providers.

b)
advance how probe data are to be collected and used, which will help dispel their anxieti
possible misuse of-theif personal data.

fHaving an International Standard will allow more efficient research and development wq

ehicle information systems and enhance the universality, commonality and interoperab
ervices,\thereby facilitating their smooth expansion.

q

J

situation, we
e to misuse.
| to address
a.

ility of probe
ation service

icate the data

data are not
have both a
robe vehicle
facilitate the

Transborder
ght principles
d developed

bxpansion of

f the privacy
ic mistrust of
velopment of

Increasing the transpareney of probe vehicle information services will enable drivers to kjow better in

es about the

rk on probe
lity of these

© 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=a37a11b388f3619515239cfcaf76762d



https://standardsiso.com/api/?name=a37a11b388f3619515239cfcaf76762d

INTERNATIONAL STANDARD ISO 24100:2010(E)

Intelligent transport systems — Basic principles for personal
data protection in probe vehicle information services

1 $cope

This |nternational Standard states the basic rules to be observed by service providers who handle personal
data |n probe vehicle information services. This International Standard is aimed at protecting the personal data
as well as the intrinsic rights and interests of probe data senders, i.e., owners and.drivers of ehicles fitted
with ip-vehicle probe systems.

2 ormative references

The following referenced documents are indispensable for the{@pplication of this document. For dated
refergnces, only the edition cited applies. For undated referénces, the latest edition of the¢ referenced
document (including any amendments) applies.

ISO 21217, Intelligent transport systems — Communications access for land mobiles (CALM) — Architecture

ISO 22837, Vehicle probe data for wide area commupnications

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1
authentication
ensufing that the identity ofia subject or resource is the one claimed

3.2
authentication data
data pised for the\purpose of authentication

33
collect
obtaip probe packages/data from vehicles

34
contextual data
not directly identifiable data to provide information about an individual in combination with other information

NOTE Contextual data require the same level of protection as do personal data.
3.5
cryptography

discipline which embodies principles, means and methods for the transformation of data in order to hide its
information content, prevent its unauthorized use, establish its authenticity, prevent its undetected modification,
and/or prevent its repudiation

© 1SO 2010 — All rights reserved 1
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3.6
data source
probe data sender from a vehicle to a probe data collector in a probe vehicle system

3.7
data subject
individual from whom personal data are collected, disclosed or used by a probe data collector

3.8
decryption
inverse function of encryption

3.9

encryption
function of tfansforming data by the discipline of cryptography so as to make the data undecipheralple to
anyone other than the legitimate sender and receiver

3.10
encryption data
data used fof the purpose of encryption

3.11
integrity
safeguardingd the accuracy and completeness of information and processing methods

3.12
personal data
data which pertain to an individual and can identify a particulariindividual, and are handled by probe vehicle
systems defiped in ISO 22837 when collecting probe data via-a communication network

NOTE It glso includes data that can be referred to other databases and thereby used to identify a particular indiyidual.

3.13
probe collegtion
land-side agtivity that receives probe messages sent by vehicles and extracts probe data from fhese
messages

3.14

probe data
vehicle senspr information formatted as probe data elements and/or probe messages that are procefsed,
formatted anf transmitted ta aytand-based centre for processing to create a good understanding of the dfiving
environment

3.15
probe data ¢ollector
party that is rlesponsible for receiving probe messages sent by a probe data sender

NOTE A probe data collector is responsible for probe data at any stage.

3.16
probe data sender
entity that is responsible for sending probe messages to a probe data collector

3.17
probe header
set of data required in order to effect a transmission

NOTE Itis (the information) processed at the communication layer, such as a unique communication ID, and includes
information on the transmitting/original entity. Personal data may be included depending on the communication medium
used.
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3.18

probe message

structured collation of data elements suitable to be delivered to the onboard communication device for
transmission to a land-based centre

NOTE A probe message should not contain any information that identifies the particular vehicle from which it
originated or any of the vehicle's occupants, directly or indirectly. In delivering a probe message to be transmitted by the
onboard communication device, the onboard data collection system will request that the message be packaged and
transmitted without any vehicle- or occupant-identifying information.

3.19

probe package
set of data blocks transmitted from vehicles to probe data collectors

NOTEH A probe package includes/constitutes a probe payload and a probe header. Figuré)1-shoys the overall
structpre of the probe package.

Probe package
A —

el N

—g

rope hoador " TGS
data message

. /)

~
Probe payload

Figure 1 — Model of data transmitted from vehicles

3.20
probg payload
set of data transmitted at the application layer from vehicles to probe data collectors

NOTEH A probe payload includes/constitutes probe messages and authentication data. A probe mes$age does not
include any personal data, however, personal data may be included in a probe payload.

3.21
probp processing
land-pide activity that receives collected probe data from probe collection and processes them

NOTH Probe processing does not receive any information from probe collection that identifies the vehidle or driver.

3.22
probp vehicle.system
systgm consisting of vehicles that collect and transmit probe data and land-based centres thgt collate and
procgss“data from many vehicles to build an accurate understanding of the overall roadway and driving
envirpnment

NOTE This International Standard does not refer to the function of “turn off” (sending the probe data by an individual)
since some probe vehicle systems have a switch to stop sending probe data and others do not.

3.23
provide
transmit, disseminate or transfer outside a country for disclosure of data

3.24

use

extracting probe data from probe packages, recording and carrying out other operations on probe data
including organization, retrieval, consultation and disclosure by providing

© 1SO 2010 — All rights reserved 3
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4 Privacy context for probe vehicle systems

This International Standard sets out the following items related to probe vehicle systems that collect probe
data from private vehicles and process the data statistically to generate useful information that is provided to

various end users.

A reference architecture for probe vehicle systems. This International Standard shows probe vehicle

systems in which personal data are handled at the time of probe data collection. It should be defined in
compliance with the reference architecture in ISO 22837.

Transboyder Flows of Personal Data (OECD Guidelines).

basic ru
They aré

Figure 2 dep

cts the context of this International Standard described above.

ISO 21217
CALM architecture

ISO 22837
Vehicle probe data

for wide area communications

P
«

refers to

a

Scope of this

a

The definition of personal data included in probe vehicle systems. This International Standard is defined
in reference 10 the recommendation of the OECD Guidelines on the Protection of Privacy

and

The basjc principles for personal data protection in probe vehicle systems. These principles‘set olit the
es for handling personal data properly which should be observed when colle¢ting probe
stipulated in compliance with the eight principles described in the OECD Guidelines.

data.
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Figure 2 — The relation between this International Standard and related documents
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The reference architecture for probe vehicle systems represents the initial categorization of system
components and the relationships among them, from a conceptual viewpoint.

Based on the reference architecture defined in 1ISO 22837, the components of the reference architecture in
this International Standard consist of the functions included in probe vehicle systems and the data transmitted
between them.

While the reference architecture defined in ISO 22837 forms the basis for the reference architecture in this
International Standard, that definition pertains only to probe messages.

cerns allthe

data (probe
des data for
be package,
ly, reference
he reference

Probe data col

ector

The feference architecture in this International Standard, on the other hand, con
package) transmitted from probe data senders to probe data collectors. A probe package ‘inclu
effecfing communication, authentication data and other data. In order to discuss the data in"a pr¢
it is mecessary to have reference architecture that includes all the related concepts,“According
archifecture that treats all the above-mentioned data should be newly defined by ‘extending t
archifecture described in ISO 22837.
Figure 3 shows the conceptual model of probe data collection.
+source  probe package  +target
Probe data sender g—>
0..* 0..*

Figur
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Onboard data source Other data sources
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Supplementary
data
0..*% +target
1“*

+source 1. 0.*

Original data

+target 1

Processed

Probe data element generation Probe processing

Figure 3 — The conceptual:model of probe data collection

e 4 shows the reference architecture for the’'basic principles that include the functions for tra
be message from a probe data sender-and receipt of the message by a probe data collector

nsmission of
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Figure 4 — The reference architecture for the basic principles

A hand-held mobile phone that has a secondary function as a traffic probe system of a mobile phone without

the function of gathering, processing and transmitting probe data in compliance with ISO 22837 is not considered to be a

probe

©I1SO
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Objects newly added to the reference architecture for the basic principles are listed in a) to d).
a) Probe package receiving

Probe package receiving receives the probe package transmitted by probe package sending, extracts the
probe payload, excluding the probe header, and sends it to probe payload processing.

b) Probe package sending

Probe package sending involves the creation of a probe package and its transmission via the
communication medium to a probe data collector. A probe package is created by addrng a probe header,
representing—the informationrneeded—forcommunicatior,—to—the probe—payload—restiting fror—probe
payload|generation. It manages the transactions that take place between the communication medium and
probe d4ta senders.

c) Probe pjayload processing
Accordirjg to the data contained in the probe payload received from probe pacKage receiving, probe
payload| processing first authenticates the probe data sender and ensures data integrity, and|then
extracts|the probe message for transmission to probe collection.

d) Probe playload generation
Probe payload generation generates a probe payload consisting«<of the data in the context df the

processing done in the application layer, such as the probe -message, authentication data, qtc. It
managep the authentication procedures for probe data senders and ensures data integrity.

6 Personal data included in probe vehicle systems

6.1 Persdnal data

Even if data|cannot identify an individual directly, if they can do so indirectly, they should be regard¢d as
personal datp to be specified in this International Standard as a target of protection, as is mentioned in the
OECD Guidglines.

It is thereforg necessary to define the personal data to be specified in this International Standard as follows:
Definition of personal data:
Personal data are data-that are handled by the probe vehicle systems defined in ISO 22837 when probe
data arg collected-via a communication network, and can identify a particular individual. Personal| data

also include data that can be referenced to other databases and thereby used to identify a partjcular
individugl.

Other databases should be classified into two groups. Table 1 gives the definitions and examples of lother
databases that should be provided in order to clarify the sentence mentioned in the definition of personal data
above: “Personal data also include data that can be referenced to other databases and thereby used to
identify a particular individual”.

6 © 1SO 2010 — All rights reserved
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Table 1 — Other databases

00:2010(E)

Category Internal database External database
A database? that contains information collected |A database made, managed and distributed by public
o, by probe data collectors when contracting probe |authorities or private sector organizations other than
Definition : .
data senders and owned by probe data probe data collectors, which contains generally
collectors. available information.
— Maps in which individual residences are
identifiable
—  Subscriber registration information — Address books
Examples Database-ofindividuals-and-theirpasswerds |—Yellow pages
— Whois DB®
— Zone database of Domain Name Se¢rver?

If should be examined if a database contains any information preserved by a probe data collector.

An Internet database of IP addresses and fully qualified domain names (FQDN) that can identify registered persons

and mangers.

Beca
stam
unde

6.2

Ther¢ are some encryption schemes that identify an individual in the encryption process and ot
that ¢
probe

In c4
Ordin
spec
encry

use a probe message, as defined in ISO 22837, is sent in combination with a timestamp a
b at the time probe data are collected, it is possible that a probe,data collector might have

Encryption data that can become personal data

o not. In cases where an individual is identifiedin the encryption process, the encryption
vehicle systems, when decrypting a received,probe message, can become personal data.

arily, encryption data consist of character strings (parameters) of symbols, numbers, etc.,
al meaning. Thus, encryption data’alone cannot directly identify a particular individual.
ption data can become personal data in the following situations:

\
individual directly;

vhen an individudls identified in the encryption process, but the encryption data alone cann
individual directly! However, it is possible when the encryption data are cross-checke
databases that allow comparisons with particular individuals. Such other databases are r
encryption data databases.

hd a location
ersonal data

- certain circumstances, such as a result of collecting probe data from a vehicle on private pfoperty. Such
probe data that are defined as contextual data also fall under the definition of personal data.

her schemes
jata used by

ses where encryption data can identify- a particular individual directly, they represent pérsonal data.

that have no
Accordingly,

vhen an individual is identified in the encryption process and the encryption data caf identify an

ot identify an
d with other
pferred to as

Definjitions ‘and specific examples of encryption data that can become personal data are given in Table 2.
Table 2 — Encryption data that can become personal data
Category Encryption data that can become personal data
In cases where an individual is identified in the encryption process:
Definitions (1) encryption data that can identify a particular individual directly or

(2)

though the encryption data cannot identify an individual directly.

encryption data used by someone possessing an encryption data database,

Specific examples of definition (2)

encryption data database in cases where the encryption scheme emplo
key established separately for each probe data sender.

Encryption data used in the decryption process by someone possessing an

yS a common
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6.3 Authentication data that can become personal data

Authentication is the function for establishing the validity of a claimed identity of a data source as a measure
against such threats as data source spoofing and denial of service (DOS) attacks. Authentication data
includes information identifying a particular data source.

In cases where authentication data can directly identify an individual, they constitute personal data. However,
when authentication data consist of character strings (parameters) of symbols, numbers, etc., without any
special meaning, those data alone cannot identify an individual directly. Accordingly, authentication data can
become personal data in situations like those noted below:

— when authenticatiomdata camidentify armimdividuatdirectty;

— when reference can be made to other databases that allow comparisons between authentication)data and
particulgr individuals although the authentication data alone cannot identify an individual-diréctly. |Such
other dafabases are referred to as authentication data database.

Definitions and specific examples of authentication data that can become personal data are given in Tablg 3.

Table 3 — Authentication data that can become personal data
Qategory Authentication data that can become personal data

(1) Authentication data that can identify an individual directly

Definitions (2) Authentication data obtained by $emeone possessing an authentication| data

database, though the authentication data cannot identify an individual directly

Specific example of (1):
authentication data used in-aspublic key encryption system, including a probe| data
sender's public key

Specific exanjples
Specific example of (2):
authentication data\used in a password authentication procedure and obtaingd by
someone possessing an authentication data database

7 The basic principles

7.1 General

The basic principles refer to.fundamental matters that shall be strictly observed in connection with the proper

handling of personal data,in"order to protect the personal data of probe data senders.

The basic principleszare’ examined and developed on the basis of the results of the threat analysis for pergonal

data in probg

vehicle systems; see Annex A.

The framewd
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7.2 Collection limitation principle

a)

(Limits to data collection)

S.

Before collecting personal data, such as when contracting with the data subject, a probe data collector
shall obtain the prior and unambiguous consent of the data subject or inform the data subject of the
collection of personal data and the indicated purposes of use and, where appropriate, take other
measures required under domestic regulations.

Choice of obtaining the consent or informing the data subject: from a viewpoint of probe vehicle systems,
consent is always required when personal data are used in commercial services. However, in cases of

© ISO 2010 — All rights re;
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safety and public services, consent is not necessarily required but the knowledge of the data subject may

be acceptable.

An example of withdrawing the data subject's consent after contracting: a data subject may
consent by switching off on-board equipment to send probe data, etc.

withdraw the

b) (Data collection methods)
A probe data collector shall not acquire personal data by fraudulent or other dishonest means.

c) (Data collection without consent)
The provision of a) shall not apply to cases in which the collecting of personal data is based on domestic
lBws.

d) (Exclusion of probe data capable of identifying an individual from collected probe data)
Probe data collectors shall take reasonable measures to avoid collecting data capable of identifying an
individual by referring to a database, in cases where such a possibility éxists, and take other measures
flequired under domestic regulations.
An example of a measure for avoiding collection of probe data capable of identifying an individual: probe
data is not collected for a certain distance from an origin in_order to avoid identification of the location
where an engine is started. All probe data stored in an in-véhicle system are deleted when|an engine is
turned off in order to avoid identification of a destination.

e) (Confirmation of a data subject's consent about probe~data collection)
A\ probe data collector should take suitable measures to confirm the consent of a data qubject about
probe data collection.
An example of a measure for confirming a data subject's consent about probe data collgction: an in-

ehicle system is equipped with a mechanism allowing data subjects to choose whether prolje data are to

be collected or not.

7.3 | Data quality principle

A prgbe data collector shall keep personal data accurate and up to date within the scope necessary for the

achigvement of the purpeses of use.

7.4 | Purpose specification principle

a) (Specification of the purposes of use)
[Vhen using personal data, a probe data collector shall specify the purposes of use of persongl data.

b) (Limits on changing the purposes of use)
A probe data collector shall not change the purposes of use beyond the scope in which new purposes
can reasonably be considered to be compatible with the original purposes.

c) (Change of the purposes of use requires prior consent)

Before a probe data collector changes the purposes of use beyond the scope in which new purposes can
reasonably be considered to be compatible with the original purposes, it shall inform a data subject of the

change or obtain prior and unambiguous consent.
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7.5 Use-limitation principle

a)

b)

7.6 Seculjity safeguards principle

(Use limitation)

A probe data collector shall not use personal data, without obtaining the prior consent of the data subject,
beyond the scope necessary for the achievement of the specified purposes of use.

(Restriction of disclosure to third parties)

A probe data collector shall not provide personal data to a third party without obtaining the prior consent
of the data subject.

(Use without consent)

The proyisions of a) and b) shall not apply to cases in which the using of personal data is” bas¢d on
domesti¢ laws. Probe data collectors should grant access only to law enforcementyauthoritigs as
authorized by a domestic court order or equivalent legal instrument.

Personal data should be protected by security safeguards against such risks as’loss or unauthorized access,

destruction, lise, modification or disclosure of data.

7.7 Openness principle

There shall pe a general policy of openness about developments, practices and policies with respgct to
personal datp. Means should be readily available of establishing the existence and nature of personal|data,

and the mair| purposes of their use, as well as the identity and-Usual residence of the data collector.

7.8

An individuallis entitled:

a)

b)

c)

d)

Individual participation principle

to obtair] from a probe data collector, orotherwise, confirmation of whether or not the probe data collector
has datq relating to him;

to have gommunicated to him,(data relating to him:
1) witHin a reasonable tinie;
2) at alcharge, if any; that is not excessive;

3) in a|reasenable manner;

4) in alforin that is readily intelligible to him;

to be given reasons if a request made under a) and b) is denied, and to be able to challenge such a
denial;

to challenge data relating to him and, if the challenge is successful, to have the data erased, rectified,
completed or amended.

7.9 Accountability principle

A probe data collector shall be accountable for complying with measures which give effect to the principles
stated above.
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Annex A
(informative)

Threats to personal data in probe vehicle systems

Examples of threats to personal data in the process whereby probe data collectors collect data from probe
data senders were identified on the basis of the reference architecture for the basic principles.

The’:rreats were examined in relation to the eight principles of the OECD Guidelines.
Exanpples of threats can be summarised in two ways:
a) threats to personal data in the context of probe vehicle systems;

b) threats occurring in information/communications systems in general and pet dependent on probe vehicle
gystems.

It is groposed that the threats in a) be examined toward developing the basic principles.
Tablg A.1 classifies examples of a) and Table A.2 classifies examples of b).
The pxamples of threats listed in Table A.1 are compared with the types of threat covered |by the eight

principles of the OECD Guidelines in order to identify threats that will require description in more concrete
detail. The result is given in Table A.3, detailed analysis‘ef threats.
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