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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenance
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed forj
different types of ISO documents should be noted. This document was drafted in accordance 'with

editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention i
patent righ
any patent
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Any trade
constitute

For an ex]
expression

5 drawn to the possibility that some of the elements of this document may.be the subjec
ts. ISO shall not be held responsible for identifying any or all such patentrights. Detail
rights identified during the development of the document will be in the Ihtroduction ang
ist of patent declarations received (see www.iso.org/patents).

hame used in this document is information given for the convenience of users and does
an endorsement.

planation of the voluntary nature of standards, the.meaning of ISO specific terms
s related to conformity assessment, as well as information about ISO's adherence to

World Trag
iso/forewo

e Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.d
rd.html.

This document was prepared by Technical Committee 1SO/TC 204, Intelligent transport systems
collaboratipn with the European Committee for Standardization (CEN) Technical Committee CEN
278, Intelligent transport systems, in accordance with the Agreement on technical cooperation betw
ISO and CEN (Vienna Agreement).

This third| edition cancels and replaces ‘the second edition (ISO 24014-1:2015), which has b
technically| revised.

The main dhanges compared to the previous edition are as follows:

in ordér to prepare compatibility of Interoperable Fare Management (IFM) systems with mob
platfoyms encompassing.the entire mobility service chain, functions and roles known from IFM
expandled; and

new rdles are introgduced to operate mobility platforms.

Alist of all[parts-in the ISO 24014 series can be found on the ISO website.
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Any feedbdckKor questions on this document should be directed to the user’s national standards bod

y. A

complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Fare management (FM) encompasses all the processes designed to manage the distribution and use of
fare products in a public transport environment.

Fare managementis called interoperable (IFM) when it enables the customer to use a portable electronic
medium (e.g. a contact/contactless smart card or a Near Field Communications mobile device) with
compatible equipment (e.g. at stops, with retail systems, at platform entry points or on board vehicles).
[FM concepts can also be applied to fare management systems not using electronic media.

add
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the
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con|
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con
spe
car

Not|
and|

itional modes of transportation and deliver the travel informatign across these integrate|
customer can benefit from seamless and well-guided multi-¢r inter-modal travel.

roperability of fare management systems also provides‘enefits to operators and the ot
lved. However, it requires an overall system architectuire that defines the system fund
actors involved and their roles, the relationships and'the interfaces between them.

roperability also requires the definition of a Security scheme to protect privacy, int
fidentiality between the actors to ensure fair-and secure data flow within the IFM syst
overall architecture is the subject of this document, which recognizes the need fo1

fares, one

on. Firstly,
the entire
V roles are
in the IFM

rstems and
d domains,

her parties
tionalities,

bority, and
em (IFMS).
legal and

mercial agreements between members_of an IFMS, but does not specify their form. Th technical

Cifications of the component parts and, particularly, the standards for customer media
1s) are not included.

e that there is not one singleJJFMS. Individual operators, consortia of operators, public :
private companies can manage and/or participate in [FMSs. An [FMS can span country |

(e.g. smart

yuthorities,
boundaries

and| can be combined with/other [FMSs. Implementations of IFMSs require security and registration

funttionalities. This document allows for the distribution of these functions to enable the coqrdination/

confergence of existinglFMSs to work together.

Thif document intehds to provide the following benefits:

a) [It defines.a’common definition of terms and roles that shall constitute the basis for the pther parts
of 1S0.24014 and technical specifications and technical reports from ISO/TC 204 which address
mobility platforms, fare management and interoperability between IFM and other systems.

b) Uf-provides a framework for an interoperable fare management implementation witl minimum
complexity.

c) Itprovides guidance on how IFM Managers can benefit from external devices and services and how
interoperability and appropriate security level can be established in cooperation with systems
from other markets.

d) Itaimstoshorten the time and lower the cost of [IFMS procurement as both suppliers and purchasers
understand what is being purchased. Procurement against an open standard reduces cost as it
avoids the need for expensive bespoke system development and provides for second sourcing.

e) Itaims to simplify interoperability between IFMSs to the benefit of all stakeholders.

In Annex A, this document provides a framework for mobility platforms that integrate fare management
and travel information for inter- and multimodal travel. This document also contains other informative
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annexes, which elaborate on some specific subjects of the document and offer some national examples
with regard to IFMS implementations (see Annex B, Annex C, Annex D and Annex E).
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Public transport — Interoperable fare management
system —

Part 1:
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1

Thi
pub
intg
Thi
Sys
Thi
imp
pur

Thi
tha
eled

Thd

if document defines the following main elements:

Scope

5 document gives guidelines for the development of multi-operator/multi;service int
lic surface (including subways) transport fare management systems (IFMSs) on a na
rnational level.

5 document is applicable to bodies in public transport and related services which agree
ems need to interoperate.

lementation. Any reference within this document to organizational or physical imple
ely informative.

are relevant for ensuring interoperability between several actors in the context of
tronic tickets.

IFMS includes all the functions involved in‘the fare management process, such as:
management of media,

management of applications,

management of products,

security management, and

certification, registration, and identification.

identification of the different sets of functions in relation to the overall IFMS and serviceg
from nenstransport systems which interact with fare management systems;

a_generic model of an IFMS describing the logical and functional architecture and the

eroperable
tional and

e that their

5 document defines a conceptual framework which is independent of organizational ?de physical

entation is

5 document defines a reference functional architecttir€ for IFMSs and establishes the requirements

the use of

and media

interfaces

within the system, with other IFMSs and with services and media from non-transport s

Fstems;

use cases describing the interactions and data flows between the different sets of functi

security requirements.

ons;

In its annexes, this document provides a framework for mobility platforms that integrate fare
management and travel information for inter- and multimodal travel (see Annex A). It also elaborates
on specific subjects covered in document and offers some national examples with regard to IFMS

imp

lementations (see Annex B, Annex C, Annex D and Annex E).

This document does not define:

— the technical aspects of the interface between the medium and the medium access device;
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https://standardsiso.com/api/?name=6629ca4681d216b7e79eb883c957fc88

ISO 24014-1:2021(E)

— the data exchanges between the medium and the medium access device;

NOTE

standardization committees.

The data exchanges between the medium and the medium access device are proposed by other

— the financial aspects of fare management systems (e.g. customer payments, method of payment,
settlement, apportionment, reconciliation).

2 Normative references

There are pe-nermativereferencesinthisdeetpert—m— @ — — M —— —

3 Terms and definitions

For the pui
ISO and [E
ISO On

IEC Ele

31

account-based ticketing

ABT
architectu
customer’s

Note 1 to e
references t

3.2

action list
list of iten
devices (3.
referenced

3.3

actor
person, org
with the IH

3.4
applicati

o
specificatirn of kmles in the application (3.7) contract for the use of the application with the Custome

defined by

poses of this document, the following terms and definitions apply.
[ maintain terminological databases for use in standardization at the following addresse

line browsing platform: available at https://www.iso.org/obp

ctropedia: available at http://www.electropedia.org/

ral approach that stores products (3.30) in the IFM (3.19) system’s back-office (i.e.
personal account or a temporary account) and notin the customer medium (3.12)

try: The customer medium carries authentication*credentials and an application (3.7) that cont
o the account-based products in the back-office.

s related to IFM (3.19) applications (3.7) or products (3.30) downloaded to medium ac

in the list is encountered by:that MAD

anization (3.25)yoranother (sub)system playing a coherent set of functions when interac
M system (3.2@) Within a particular use case (3.36)

rules

the application owner

122}

the

hins

Cess

24) (MADs) processed by the-MAD if and when a specific IFM application or prodluct

[ing

I’ as

3.5

application specification
specification of functions, data elements, and security scheme according to the application rules (3.4)

3.6

application template

executable

technical pattern of the application specification (3.5)
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3.7
application
implemented and initialized application template (3.6)

Note 1 to entry: The application may host one or more products (3.30) and may support functions which identify
and protect the access to these products. For ABT- and ID-based architectures, the application may reside partly
in the customer medium (3.12) (identification and access control function) and partly in the IFM (3.19) back-office
(products).

Note 2 to entry: The application is identified by a unique identifier.

2+ tryz- Th Licati h dycte (2 200 doth 41 | 13 1 41
Note to-entryr—The-appheationmay-house products J}-and-ether-optional-customerinformatio (customer

detdils, customer preferences).

Not¢ 4 to entry: The application can be fully installed on customer media or distributed on the-customer media
and|the [FM back-offices.

3.8
commercial rules
rulgs defining the settlement and commission within the IFMS (3.20)

3.9
comiponent
any|piece of hardware and/or software that performs one or more functions in the IFMS (3.40)

component provider
anypne who wants to bring a component (3.9) to the IFMS'(3.20)

4tion which

S. Accounts

huthenticity
primary ID.
pr licence or
governmental eID) shall not be exposed to an env1r0nment that doesn't support hlgh assurance levels

3.14

external

object which does not follow the rules of the IFMS (3.20) and for which special activities are necessary
to implement interoperability and security with the IFMS

© IS0 2021 - All rights reserved 3
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3.15

identity

ID

information that describes a specific person or object in a unique and unambiguous way

Note 1 to entry: For instance, a person can be described by the attributes name, birth date, sex, address, etc.
Unambiguous identification of a person typically needs, in addition, a unique identifier which is issued by the
Identity Provider. An object, e.g. a ticketing machine, can be described by owner, type, and software version. A
unique serial number could serve as identifier.

3.16
IFM functjomat modet
model to define functions of IFM roles (3.18) and how they interact

3.17
IFM policy
commercidl, technical, security, and privacy objectives of IFM (3.19)

3.18
IFM role
abstract object performing a set of functions in an IFM functional model (3.16)

3.19
interoperable fare management
IFM
all the funftions involved in the fare management process such~as management of application (3.7),
products (4.30), security and certification, registration, and identification to enable Customers to travel
with parti¢ipating Service Operators using a single portable-€lectronic medium (3.22)

3.20
interoperable fare management system
IFMS
all technicgl, commercial, security, and legal elemients which enable interoperable fare management (3.19)

3.21
level of assurance
LoA
level of resjlience of IFMS (3.20) components (3.9) and processes against a defined attack potential

Note 1 to efptry: to entry; Level gf-assurance is typically defined by the Security Manager for all components of
the IFMS an(d specified in the setof rules (3.33) for security certification.

3.22
medium
physical carrier of @pplications (3.7)

3.23
message
set of data elements transferred between two IFM roles (3.18)

3.24

medium access device

MAD

device with the necessary facilities (hardware and software) to communicate with a customer
medium (3.12)

3.25

organization

legal entity covering the functions and implied responsibilities of one or more of the following
operational IFM roles (3.18): Application Owner, Application Retailer, Product Owner, Product Retailer,
Service Operator, Collection and Forwarding, etc.

4 © IS0 2021 - All rights reserved
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3.26
pricing rule
rules defining the price and payment/billing relationships to the Customer

3.27
product rule
usage, pricing, and commercial rules (3.8) defined by the Product Owner

3.28

product specification
complete specification of functions, data elements, and security scheme according to the product
rulgs (3.27)

3.29
pr(ﬂlduct template
technical pattern of the product specification (3.28)

Note 1 to entry: The product template is identified by a unique identifier.

3.3D
duct

Note¢ 1 to entry: A product defines a commercial offer to the Custongér."By purchasing a product, the [Customer is

Note 2 to entry: It is identified by a unique identifier and enables the Customer to benefit from a service provided

reghlations for achieving IFM policies (3.17) expressed as technical, commercial, security, and legal

rule defining the usage time, the usage area, the personal status and the type ol service

3.36

use case

description of a process by defining a sequence of actions performed by one or more actors (3.3) and by
the system itself

© IS0 2021 - All rights reserved 5


https://standardsiso.com/api/?name=6629ca4681d216b7e79eb883c957fc88

ISO 24014-1:2021(E)

4 Abbreviated terms

KYC know your customer
NFC near field communication
PAYG pay-as-you-go

PT public transport

5 Requjrements

The purpose of the ISO 24014 series is to achieve interoperability throughout fare managementsyst
while makjng sure that participating companies in PT remain as commercially free as possibleto de
their own ijmplementation in pursuing their own business strategies.

In addition, interoperability between individual IFMS, with external systems and sérvices and also
integratior] of IFMS by so-called mobility platforms shall be specified.

Specific requirements of the IFMS model are as follows:

— A Custpmer shall be able to travel with all participating Service Operators (seamless journey) u
a single medium.

— There|shall be a capability to extract data appropriate toxthe revenue-sharing and statist
requirpments of the Service Operators.

— The same medium may carry additional applications innaddition to the [FM application. Convers
externpl media may carry the [FM application.

— The methods associated with the application shall offer the opportunity to reduce the current
taken fo enter/exit the PT system and may.reduce payment handling costs significantly.

— TheIFMS model shall provide the capability to accommodate new product specifications as requ
regardless of those already in existence.

— The IFMS model shall recognize(and prevent internal or external fraud attacks.

— The IHMS model shall facilitate a balance between measures for security and fraud avoida
agains} the need to offer.Clstomer convenience and performance.

— The IFMS model shallbave the capability to identify the Customer while protecting their privac
appropriate.

— The IFMS model'shall ensure the integrity of exchanged data.

S.model shall enable the implementation of additional services: loyalty programmes,

Pms
bign

the

bing

ical

ely,

ime

red

nce

y as

car

— The IFMS model shall provide interface definitions between identified functions within PT or other

modes of transportation to enable different operator networks to interoperate.

— The IFMS model shall describe interfaces which are essential to enable data-forwarding functions

between different operator networks allowing revenue-sharing agreements to be met.

— The IFMS model shall provide a framework from which commercial agreements may be developed.

— The IFMS model shall be neutral with regard to different technologies which can be deployed [e.g.
contact medium, contactless medium (short range, wide range), external devices, independent of

access technologies, account-, cloud- or ID-based concepts].

— The IFMS model shall be functionally neutral regarding specific transport organization structu

res.

6 © IS0 2021 - All rights reserved
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— ThelIFMS model shall supportthe introduction ofand migration to new technologies and architecture
concepts and interoperability with media, applications and systems from other market sectors.

6 System environment for IFMS

6.1 General

Previous editions of this document have focused on interoperability between fare management systems.
However, recent trends and market developments require enhancements of the IFMS architecture,

i > : j il vith-systems—eustemermedia and
r IFMS is illustrated in Figyre 1 below.

Mobile devices

Account-based Ticketing

Other external media IFM-internal ID-
management

Interoperability with external

systems and external IFM-internal PT Payment
applications and media schemes

Payment system ID syste{n\g\\ Authentication system
<

Figure 1 — Systei environment for IFMS

6.2| Mobility platforms

The approaches mentioned so far are’primarily related to IFMS. However, advanced travel ipformation
systems and complex mobility.platforms offer functionalities encompassing the entire service chain,
of which fare management is only a part. For the comprehensive modelling of the roles in the context
of fravel information systerms and their interdependencies, extensions are needed on|the travel
infdrmation side.

In grder to integraté) [FMSs in mobility platforms, functions and roles known from IFM| should be
exppnded. In additien, new roles are required to operate mobility platforms. These new roleg should act
with the roles defined in the [FM and enter into interface relations.

Thip docuiient defines a possible approach to mobility platforms in Annex A.

7 “Conceptuatframrework foriFMS
7.1 General

The IFMS may be operated by a single transport undertaking, a transport authority, an association of
public and private companies, or other groups.

An IFM Manager establishes and manages the IFM policies on behalf of the IFMS. These policies are
embedded in the set of rules.

To manage the elements of the IFMS dealt with in this document, the IFM Manager shall appoint:

— Security Manager, and

© IS0 2021 - All rights reserved 7
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— Registrar.

The functions and the responsibilities of the Security Manager and the Registrar can be distributed to
several organizations within an IFM.

Cooperation between several IFMS requires that the IFM Managers establish a joint set of rules and
synchronize the activities of the IFMS’s Security Managers and Registrars. Alternatively, the roles of
the Security Manager and the Registrar could be merged in order to serve all involved [FMS.

The [FM manager is also in charge if the IFMS wants to establish interoperability with external systems,
components or services. In such a case, the IFM Manager and the managers of the external systems have

to agree Ol SETS of rules that establisn and maintain 1nEeropera[illlfy between the IFMS and external

roles, services or components.

7.2 Desgription of IFM roles and external roles

IFM roles qre identified by capitalized initial letters of each word.

Account Prgvider The Account Provider supports the followingfunctions:
— provisioning and hosting of Customer accounts;
— creates and validates Customer login credentials for access|to a

customer online account.

Application Dwner The Application Owner holds:the application contract and specifieg the
application rules for the use 0f'the application with the Customer.

Application Retailer The Application Retailersells and terminates applications, collects value,
and refunds value toa Customer as authorized by an Application Owner.

The Application Retailer is the only financial interface between the Cus-
tomer and the IFMS related to applications.
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Collection and Forwarding (set of functions)The IFM role of Collection and Forwarding is the facilitation of data
interchanges of the IFMS. The general functions are data collection and

forwarding. They contain at least the following functions:
Functions of Collecting

— Receiving application template from Application Owner.
— Receiving product template from Product Owner.

— Receiving data from Service Operators.

— Receiving data from Product Retailer.

— Recelving data [Tom Appiication Retatier:
— Receiving data from Media Retailer.

— Receiving data from other collection and forwarding fun
— Receiving security list data from Security Manager.

— Receiving clearing reports from Product.Owner.

— Consistency and completeness check of the data collectg
nical level.

— Receiving the addresslist of all [EM roles in the IFM from t

Functions of Forwarding

Ctions.

d on a tech-

he Registrar.

— Forwarding “Not On Us*data to other collection and forwarding functions.

— Recording “Not Ori\Us” data.

— Forwarding data‘with a corrupt destination address to
Manager.

— Forwardifng “On Us” data to the Product Owner for clearing a

— Forwarding clearing reports, application template, prody
and s€curity list data to the Product Retailer and Service Oy

—Forwarding application templates and security list data
cation Retailer and Service Operator.

Within this context, the concept of this connectivity functi
follows.

— A specific Collection and Forwarding function is to colle
one IFM role and forward it to other IFM roles.

— Logically, there may be several Collection and Forwardi
within the IFM.

— IFM roles may be linked to different Collection and Forwj
tions, but each IFM-role may only be linked to one.

The concept of “On Us and Not On Us” addresses this conne
tionality:

— Data collected by a specific Collection and Forwarding

the Security
hd reporting.
ct template,
erator.

fo the Appli-
onality is as
Ct data from
hg functions
arding func-

ctivity func-

function ad-
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— Data collected by a specific Collection and Forwarding function ad-
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Customer

The Customer holds a customer medium with an application and acquires
products in order to use the PT services. In many cases, the Customer is
also a Passenger. The Customer may also hold a personal account and ex-
ternal media or applications which may be used for purposes of the IFMS.

The Customer may acquire customer media, applications and products
for himself/herself or other Passengers. Examples:

— Parents may act as Customers and purchase products for their chil-
dren.

— Enterprises may actas Customers while the employees take the role
of Passengers.

Customer S

Identity Proj

Media Provi

Media Retai

rvice

vider

der

”

Subject to commercial agreements, Customer Service may provide “helpline
and any similar facilities including replacement of stolen and-damgged
customer medium and consequent product reinstalling.

The Identity Provider is an IFM role which:

— establishes a trustworthy scheme for creating; managing and pro-
viding customer and media ID and related attribufes;

— ensures consistency of customer ID acfess the IFMS according t¢ the
set of rules;

— isresponsible for the enrolment-of customer data and the credtion
of derived customer ID (which may be used for customer media or appli-
cations) according to an assuramnce level as specified by the specifig set
of identity rules;

— provides authentication or identification mechanisms for use in} the
mobility platform andthe'[FMS according to the required assurance l¢vel;

— may use external ID services as sources of trustworthy custdmer
identities or autlientication or identification mechanisms;

External Idetitity Providers may offer external ID services which are fised
by the IFMiinternal Identity Provider as a source of trustworthy ID data.
The tole of Media Provider:
—, is to provide and release the media for use with one or more appli-

cations.

The role of the Media Retailer is required if the application requlests
special provisions, like a secure element that shall be supported by the
medium. The Media Retailer:

— holds the contract with the Application Retailer for the use of the
medium by the application template and the application;

— holds the contract and related customer service in relation td the
secure element community;

— loads the application template onto the medium or terminateq the

Passenger

10

1 43 s laoi
dPPITCatIOIT tCTITPTATTY

The Passenger uses a product to obtain the service provided by the Ser-
vice Operator.
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A Payment Provider is the party that provides the function to pay for

travel products with an electronic transaction.

This can be, for example, a bank account accessed by direct debit or
credit transfer, a payment card account accessed through an acquirer, a
transport purse held by a Product Owner, or a mobile network operator.

One or more Payment Provider may be proposed to the Customer by the
Product Retailer and the Customer chooses the one best suited for his/

her purposes.

This does not apply for virtual accounts which are activated by a contact-

less payment service. In such a case, the payment is condu

cted via the

Progluct Owner

Progluct Retailer

Payment Provider who is referenced by the contactless pay
The Account Provider makes payment requests to thePaym
on the basis of the travel consumed by the Passengen

The Product Owner is responsible for its produets.
Functions of ownership:

— Specifying pricing according to pricing rules, usage rul
mercial rules.

Functions of clearing:
— Trip reconstruction;

— Product aggregatiofi)based on received usage data us
definition rules (e.g. for usage-based products);

— Linking of aggregated usage data with acquisition data;
— Preparationof apportionment data based on product sp4
Functions;of reporting:

— Detailed:

—acquisition data with no link to usage data within the repo
== usage data with no link to acquisition data within the repo
— linked aggregated product data within the reporting pet]
— Summary:

— apportionment data and clearing report.

— Total acquisition data.

The Product Retailer sells and terminates products, collects,
value to a Customer as authorized by a Product Owner.

The Product Retailer is the only financial interface between t|
and the IFMS related to products.

Based on its Customer relationship, the role of the Product |
include the role of the Account Provider.

hent service.

bnt Provider

ks, and com-

ing product

cification.

ting period;
ting period;
iod.

and refunds
he Customer

Retailer may
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Registrar After certification, the Registrar issues unique registration codes for
organizations, components, application templates, and product templates.
The Registrar function also issues unique identifiers or rules for generating

unique identifiers for the applications, products and messages.

Security Manager The Security Manager is responsible for establishing and coordinating

the security policy and for:

— certification of organizations, application templates, components and

product templates;

— auditing of organizations, application templates/applications, compo-

mentsarrd-producttemplates/products;
— monitoring the system; and

— operation of the security of the IFMS, e.g. key management.

Service Opefator The Service Operator provides a service to the Customepagainst thq use

of a product.

7.3 Bas'lc framework of the generic IFM functional model

The links
in Figure 2. Roles that have been introduced in the third edition of this’document are indicate
shaded boxes.

Product Application
Owner Owner

Media Provider

Media Retailer

Identity Provider

Collection
and

| Application Retailer

Forwarding
/I Product Retailer
Payment Provider
| Customer |~
Account / | Service
q S
Provider /
Customer }‘ -
Service
[ Passenger | Operator |
| . N
Extepmal IFMS
Systems

Figure 2 — Links between operational roles

etween the operational roles of the IFMS and connected extefnal systems are illustrgted

1 in

These links represent information flows. Optional links and roles are drawn in dotted lines. Within an
[FMS, there may be several organizations performing the functions of the IFM roles. Also, IFM roles

may be aggregated by the particular [FM into own role definitions.
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Product Application ’

_ - Owner Owner
| Media Provider

| Media Retailer Security
Manager

Identity Provider Collection

| Application Retailer and
| | | | | J Forwarding
RraoductRatailasx
Payment Provider .
— -
/ | Customer | -~
Account /l_ Service _!
Provider Y
‘ egistrar
Customer Service
| Passenger Operator
Ext. System N
Mgrged for
Manager IFM Managers (per IFMS)
| : U IFMS

Figure 3 — Interaction of IFM domains and with external systems (operational pnd
management roles)

Figlire 3 also shows the two domains of IFM roles and‘the connection between them. It alsd shows the
intdraction with roles from external systems.

In gddition to the IFM role model which was déescribed in previous editions of this docurpent, there
are|new roles which are indicated in shaded boxes. The IFM manager has relationships yith Media
Retpilers. The Customer has a relationship*with the issuer of the customer medium that hel/she holds.
Alsg, the Application Owner has relationships with Media Providers.

Thq interactions between IFM roles are described in detail in Clause 8.

8 |Use case description for the IFM functional model

8.1 Description®ofIFM-roles and external roles

Thip clause deseribes use cases for the operation of an IFMS. The set of use cases descriped herein
proyides a toolbox for the implementation of an IFMS. Where processes described within a ufse case are
implemented'Wwithin an IFM, the use case is mandatory.

However, use cases may be adapted with modification dependmg on ways ofmanagement of applications
andlproducts.A : or-back-office
centric way. Any Varlatlon or comblnatlon between these two approaches may be p0551ble

Media centric management:

Main processes (e.g. fare calculation, billing) of management of the product are performed between
a Medium and MAD.

Back-office centric management / account-based ticketing:
Main processes of management of the product are performed in the back-office.

The following use cases describe functional aspects of the IFMS. Execution of each use case starts with
a trigger, as indicated in each use case description. Contractual matters are outside the scope of this
document, but are a prerequisite to implementation.

© IS0 2021 - All rights reserved 13
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8.2 Define set of rules

8.2.1 General

Each object to be brought into the IFM should meet the IFM requirements. The proof of conformance is
given by checking the object against a set of rules. This set of rules shall be defined as the first step of
the onboarding process.

Within the IFM, sets of rules are required for:

— organizations,

— components with specific demands for security or interoperability,
— Custorper accounts,

— media
— ID services,

— payment services,

— application specifications and templates, and
— produgt specification and template.

The IFM Mpnager or its representatives define the sets of rules;

8.2.2 Déefine set of rules for Customer accounts

Use case name Define set of rules for Customer-accounts
Outline Define set of rules for Custemer accounts
Triggered Ly [FM Manager

Actor(s) [FM Manager

Account Provider

Use case ddscription Definition of(a set of rules for Customer accounts or service which

- enforces interoperability with the components and applications of the IFMS; and

—.“enforces an LoA as requested by the IFMS for the targeted applications and
products.

8.2.3 Déefine setofrules for media

Use case name Define set of rules for media
Outline Defiie setof Tules for medta
Triggered by IFM Manager

Actor(s) [FM Manager

Media Provider

Use case description Definition of a set of rules for the media which:

- enforces interoperability with the components and applications of the IFMS; and

- enforces an LoA as requested by the IFMS for the targeted applications and
products.

14 © IS0 2021 - All rights reserved
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8.2.4 Define set of rules for ID services

Use case name Define set of rules for ID services
Outline Define set of rules for ID services
Triggered by IFM Manager
Actor(s) IFM Manager
Identity Provider
Use case description Definition of a set of rules for the ID application or service which:

- enforces interoperability with the components and applications of th¢ IFMS; and

- enforces an LoA as requested by the IFMS for the targeted applicatiorns and
products.

8.2]5 Define set of rules for payment services

Us¢ case name Define set of rules for payment services
Outline Define set of rules for payment services
Triggered by [FM Manager

Actor(s) IFM Manager

Payment Provider

Usd case description Definition of a set of rules for the payment application or service which:

- enforces interoperabilityxwith the components and applications of the¢ IFMS; and

- enforces an LoA astéquested by the IFMS for the targeted applicatiors and
products.

8.3| Certification

8.3]1 General

Each object to be brought into-the IFM should meet the IFM requirements. The proof of confprmance is
givén by checking the objectagainst a set of rules. This process is called certification.

Within the IFM, the certification certifies:

—

— |organizatiofs;
— | components with specific demands for security or interoperability,

— |media,

— TeIDServices,

— payment services,

— application specifications and templates, and
— product specifications and templates.

The IFM Manager is responsible for certifications. It may delegate security certifications to the Security
Manager.

© IS0 2021 - All rights reserved 15
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8.3.2 Certification of organizations

Use case name Certification of organizations

Outline Each organization which wants to participate in the IFM shall agree to abide by the
set of rules.

Triggered by Organization

Actor(s) I[FM Manager
Organization

Use case description If the [FM Manager confirms that the organization agrees to abide by the set of rules,

— the organization will be certified,

— else the organization will not be certified.

8.3.3 Certification of components

Use case npme Certification of components

Outline Each component to be brought into the IFM shall meet the IEM réquirements. Pro¢f
of this is given by checking this component against a set of rules.

Triggered Ry Component provider

Actor(s) IFM Manager

Component provider

Use case ddscription The IFM Manager checks the component against the set of rules.
If the component is conformant with the sét-of rules,

— the component will be certified,

— else the component will not be e&rtified.

8.3.4 Certification of media

Use case name Certification of media

Outline Each medium to be brought into the IFM shall meet the IFM requirements. Proof df
this is given byschecking this medium against a set of rules.

Triggered hy Media Proyider

Actor(s) IFM Manager

Medid Provider

Use case ddscription TheTFM Manager checks the medium against the set of rules.
Ifthe medium is conformant with the set of rules,
— the medium will be certified,

— else the medium will not be certified.

8-3-5 Ce tiﬁbatiuu Uf :D SOCI ViLCD

Use case name Certification of ID services

Outline Each ID service to be brought into the IFM shall meet the IFM requirements. Proof of
this is given by checking this elD service against a set of rules.

Triggered by Identity Provider

Actor(s) IFM Manager
Identity Provider
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Use case name

Certification of ID services

Use case description

The IFM Manager checks the ID service against the set of rules.
If the elID service is conformant with the set of rules,

— the ID service will be certified,

— else the ID service will not be certified.

8.3.6 Certification of payment services

Usgease-nmame——

P " :
rCertifieation-ofpaymentservices

Outline

Each payment service to be brought into the IFM shall meet the IFM requifements.
Proof of this is given by checking this payment service against a setefirulgs.

Triggered by

Payment Provider

Actor(s)

[FM Manager
Payment Provider

Usq case description

The IFM Manager checks the payment service against the set of rules.
If the payment service is conformant with the setofrules,

— the payment service will be certified,

— else the payment service will not be cerfified.

8.3]7 Certification of application specifications and templates

Usé¢ case name

Certification of application spe¢difications and templates

Outline Each application specification and template to be brought into the IFMS sHall meet
the IFM requirements. Pr@of of this is given by checking this application
specification and template against a set of rules.

Triggered by Application Owner

Actor(s) [FM Manager

Application Owner

Usd case description

The IFMt#Manager checks the application specification and template againkt the set
of rules:

If the’application specification and template is conformant with the set of fules,

= the application specification and template will be certified,

— else the application specification and template will not be certified.

8.3{8 Certification of product specifications and templates

Use¢ case name

Certification of product specifications and templates

Outline Each product specification and template to be brought into the IFM shall rheet the
M Tequirements—Proof of this s givermr by checking this productspecificdtion and
template against a set of rules.

Triggered by Product Owner

Actor(s) IFM Manager

Product Owner

Use case description

The IFM Manager checks the product specification and template against the set of
rules.

If the product specification and template is conformant with the set of rules,
— the product specification and template will be certified,

— else the product specification and template will not be certified.

© IS0 2021 - All rights reserved
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8.4 Interaction with external objects

8.4.1 General

Services, media and applications which are defined by other markets are of increasing importance for
[FMSs. These objects are typically specified and certified by non-IFMS stakeholders. In such cases, [IFMS
internal certification is typically not an option. However, it shall be ensured that these external objects
are also interoperable with the IFMS and do not infringe on the security of the IFMS. This should be
ensured by a dedicated onboarding and maintenance process between the IFMS and the stakeholders
which are responsible for the external object.

The alignnjent and the harmonization between specifications of the IFMS and those from other.mafket
sectors shduld be conducted by the relevant international standardization bodies. Ideally, the IEMScguld
reference dnd recognize certifications of the external object as criteria for onboarding to the IFM sysfem.
It should be¢ noted that terms and role definitions from non IFM system partners can ngtunatch the [FM
definitions| Therefore, these roles can only be named in a generic way as “System Manager”.
8.4.2 Interaction with external media
8.4.2.1 Hvaluate specifications of external media
Use case npme Evaluate specifications of external media
Outline Identify potential discrepancies between external media and set of rules for IFMS
internal media.
Triggered y [FM Manager
Actor(s) IFM Manager
System Manager (of the system-.that specifies the external media)
Use case ddscription Identify potential discrepancies between external media and set of rules for IFMS
internal media by:
1. reviewing specifications for the external media type and functional certificafion
concept,
2. evaludting security concept and the security certification requirements for the
external media type, and
3. ..comparing results with set of rules for IFMS-internal media types.
8.4.2.2 Align with the set of rules for external media
Use case name Align with the set of rules for external media
Outline Align with external System Manager on set of rules for interoperability and secur{ty
of the external media type with I[FMS components.
Triggered by IFM Manager
Actor(s) [FM Manager
System Manager (of the system that specifies the external medium)
18 © IS0 2021 - All rights reserved
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Use case name

Align with the set of rules for external media

Use case description

Agree on set of rules that includes:

1) rules for safeguarding interoperability with [FMS components (certification by

ext. System Manager),

2) rules for safeguarding required assurance level (certification by ext. System

Manager),

3) rules for operations (registration, black-listing, maintenance, updates), and

4) confirmation by the external System Manager that the set of rules arg
by the external media.

fulfilled

8.4]2.3 Maintenance of the set of rules for external media

Us¢ case name Maintenance of the set of rules for external media

Outline Continuous synchronization with external System Manager on set of ruleq for inter-
operability and security of external media with IFMS components.
If International Standards are used for external média and the IFMS, the mainte-
nance and harmonization work should be conducted by the responsible bgdies. This
is the most practical approach since the [EM’Manager and the System Manager sim-
ply need to follow the evolution of the International Standards.

Triggered by IFM Manager

Actjor(s) IFM Manager
System Manager (of the system.that specifies the external medium)

Usq case description Conduct continuous maintenance work that includes:

1) timely information exchange on plans for changes of specifications foj
external media or the set of rules of the IFMS, and

2) timely larmonization in order to avoid discrepancies between specif

r the

cations.

8.4

3 Interaction with external applications

8.413.1 Evaluate specifications of the external application

Us¢ case name Evaluate specifications of external applications

Outline Identify potential discrepancies between the external application and set pf rules for
[FMS internal applications.

Triggered by IFM Manager

Actjor(s) IFM Manager

Svustem Manager (ofthe sustem that snecifies the external anplication)
Y 5 Y T Y 2

Use case description

Identify potential discrepancies between the external application and set
the IFMS-internal application by:

1) reviewing specifications for the external application and its functional

certification concept,

2) evaluating security concept and the security certification requirements for the

external application, and

3) comparing results with the set of rules for IFMS-internal applications.

of rules for

© IS0 2021 - All rights reserved
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8.4.3.2 Align with the set of rules for the external application

Use case name

Align with the set of rules for the external application

Outline Align with external System Manager on set of rules for interoperability and security
of the external application with IFMS components.

Triggered by [FM Manager

Actor(s) I[FM Manager

System Manager (of the system that specifies the external application)

Use case description

Agree on set of rules that includes:

1) rules for safeguarding interoperability with IFMS components (certification Ly
ext. System Manager),

2) rules for safeguarding required LoA (certification by ext. System\Manager),
3) rules for operations (registration, black-listing, maintenanceyjupdates),

4) confirmation by the external System Manager that the set of rules are fulfilled

by the external application.

8.4.4 Inferaction with external ID services

8.4.4.1 Hvaluate specifications of the external ID service

Use case name

Evaluate specifications of external IDservice

Outline Identify potential discrepancies between the external ID service and set of rules fpr
the IFMS internal ID service.

Triggered hy [FM Manager

Actor(s) IFM Manager

Identity Provider

System Manager (of the system that specifies the external ID service)

Use case ddscription

Identify potential'discrepancies between the external elD service and set of rules|for
[FMS internal elD by:

1) reviewing specifications for the external ID service and its functional
eertification concept,

2)/ evaluating security concept and the security certification requirements for the
external ID service, and

3) comparing results with the set of rules for IFMS internal ID service.

8.4.4.2 Align with the set of rules for the external ID service

Use case name

Align with the set of rules for the external ID service

Outline Align with external System Manager on set of rules for interoperability and security
of the external ID service with IFMS components.

Triggered by IFM Manager

Actor(s) IFM Manager
Identity Provider
System Manager (of the system that specifies the external ID service)
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Use case name

Align with the set of rules for the external ID service

Use

case description

Agree on set of rules that includes:

1) rules for safeguarding interoperability with [FMS components and [FM internal

ID service (certification by ext. System Manager),

2) rules for safeguarding required assurance level (certification by ext. System
Manager),

3) rules for operations (registration, black-listing, maintenance, updates), and

4) confirmation by the external System Manager that the set of rules arg fulfilled
by the external ID service.

8.4

8.4

5 Interaction with external payment services

5.1 Evaluate specifications of the external payment service

Us¢ case name Evaluate specifications of external payment services

Oufline Identify potential discrepancies between the external payment service and set of
rules for IFMS internal payment services.

Triggered by IFM Manager

Actior(s) [FM Manager
System Manager (of the system thatspecifies the external payment servicg)

Usd case description Identify potential discrepancies'between the external payment service and set of

rules for IFMS internal payment (if available) by:

1) reviewing specifications for the external payment service and its funftional
certification concept,

2) evaluating Security concept and the security certification requirements for the

external payment service,

3) comparing results with set of rules for IFMS internal payment (if avajlable).

8.4|5.2 Align with the set-of rules for the external payment service

Usé¢ case name Align with the set of rules for the external payment service

Outline Align with external System Manager on set of rules for interoperability arld security
of the external payment service with IFMS components.

Triggered by IFM Manager

Actjor(s) IFM Manager

System Manager (of the system that specifies the external payment servicg)

Use case description

Agree on set of rules that includes:

1) rules for safeguarding interoperability with [FMS components (certification by

ext. System Manager),

2) rules for safeguarding required assurance level (certification by ext. System
Manager),

3) rules for operations (registration, black-listing, maintenance, updates), and

4) confirmation by the external System Manager that the set of rules are fulfilled
by the external payment service.
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8.5 Registration

8.5.1 General

Registration is necessary to ensure that each instance of an object is unique within the IFM. This is
guaranteed by a unique identifier. The process of managing these identifiers is called registration.

Objects and instances of objects within the IFM which have to be registered are:

— organizations,

— components,

— elD services,

— payment services,
— customer accounts,
— media
— application templates and applications, and
— produgt templates and products.

The Registrar of the IFM is responsible for the registration process.

8.5.2 Registration of organizations

Use case name Registration of organizations

Outline A unique identification is givento each organization. This includes external organf-
izations that provide elD ox.payment services, media or applications which shall be
used by the IFMS.

Triggered iy Organization

Actor(s) Registrar
Organization

Use case ddscription The organization sends the organization certification to the Registrar.
The Registrar returns a unique organization identifier to the organization.

8.5.3 Repgistration of components

Use case name Registration of components

Outline A unique identification is given to each component.
Triggered Ry Component provider

Actor(s) Registrar

Component provider

Use case description The component certification is sent to the Registrar.

The Registrar returns a unique component identifier to the organization which
requested registration.

8.5.4 Registration of ID services

Use case name Registration of elD services

Outline A unique identification is given to each ID service which has passed certification or
proved conformance with the set of rules which was defined for external elD services.

Triggered by Identity Provider or IFM Manager for external eID services
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Use case name

Registration of elD services

Actor(s)

Registrar
Identity Provider

Use case description

The elD service certification is sent to the Registrar.

The Registrar returns a unique elD service identifier to the organization which

requested registration.

8.5.5 Registration of customer accounts

8.5/5.1 General

It ifassumed that a Customer can have more than one account and that pseudonymous‘accoyints can be
ID service

reqpired. Therefore, the customer’s ID as provided by the Identity Provider’s IFMS-internal
can|not always be used as account ID.

8.5|5.2 Customer applies for a personalized account

Usé¢ case name

Customer applies for a personalized account

Outline Customer applies for registration with the Aceoint Provider.
Triggered by Customer
Actior(s) Customer

Account Provider

Identity Provider

Usd case description

Customer applies for registratien with the Account Provider:

- Customer completes.an application form (on site or online).

- Alternatively, the’customer uses an ID service to apply for an account]

8.5/5.3 Customer applies for a pseudonymous account

Usé¢ case name

Enrolment of pseudonymous data

Outline Collecting and validating pseudonymous ID and payment data
Triggered by Customer
Actior(s) Customer

Account Provider

Usq case description

Collecting and validating ID and payment data

- Customer provides pseudonymous data as requested by the set of rul

- Customer establishes anonymous or pseudonymous payment method.

- Customer accepts T&C.

Account Provider incorporates data and establishes account.

8.5.5.4 Activating the customer account

Use case name

Activating the customer account

Outline

Generate and register Account ID, activate customer account

Triggered by

Account Provider
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Use case name

Activating the customer account

Actor(s)

Account Provider
Registrar

Customer

Use case description

The Account Provider conducts the following activities:

- Generate and register Account ID.

- Incase of an Online customer account, the Account provider sends the login-

datatothe CustomeT:

8.5.6 Registration of payment services

Use case npme Registration of payment services

Outline A unique identification is given to each payment service which has.passed certifi-
cation or proved conformance with the set of rules which was defined for externa
payment services.

Triggered y Identity Provider or IFM Manager for external payment setvices

Actor(s) Registrar
Payment Provider

Use case d¢gscription The payment service certification or proof of cohfermance is sent to the Registrar
The Registrar returns a unique payment service identifier to the organization whjch
requested registration.

8.5.7 Registration of media

Use case napme Registration of media

Outline A unique identification is.given to each media type which passed certification or
proved conformance with the set of rules which was defined for external media.

Triggered iy Media Provider or IFM Manager for external media

Actor(s) Registrar
Media Providen

Use case d¢gscription The media certification or proof of conformance is sent to the Registrar.
The Registrar returns a unique media identifier to the organization which requested
registration.

8.5.8 Registration '0f customer media

Use case name Registration of customer media

Outline A unique identification is given to each customer medium after an application tenj-
y‘latc }lab bCCll iuota}}cd aud lJCl ouua}iz.cd.
This registration is typically only performed if the installation of the application will
result in substantial changes to the medium’s setup.

Triggered by Application Retailer

Actor(s) Registrar

Application Retailer

Use case description

Notice about installation of the application onto the customer medium is sent to the
Registrar.

The Registrar returns a unique customer medium identifier to the organization
which requested registration.
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8.5.9 Registration of application templates

Use case name Registration of application templates

Outline A unique identification is given to each application template.

Triggered by Application Owner

Actor(s) Registrar
Application Owner

Use case description The Application Owner sends the application template certification to the
Registrar.

The Registrar returns a unique application template identifier to the
Application Owner.

8.5]10 Registration of applications

Us¢ case name Registration of applications

Outline A unique identification is given to each instance of an dpplication.
Triggered by Application Retailer

Actor(s) Registrar

Application Retailer

Usd case description a) The Application Owner sends the(application template identificafion to the
Registrar and requests an application identification. The Registrpr sends a
unique application identifier tosthe Application Owner. This can be|performed
for a single identifier as well asfor a batch of identifiers.

b) The Application Retailer sends the application template identification to the
Application Owner through the Collection and Forwarding and requests an
application identification. The Application Owner sends the unique [application
identifier throughthe Collection and Forwarding to the Application Retailer.

The The processes.described in a) and b) could happen at any time in anyjorder.

8.5]11 Registration of product templates

Us¢ case name Registration of product templates

Outline A-unique identification is given to each product template.

Triggered by Product Owner

Actior(s) Registrar
Product Owner

Usq case deseription The Product Owner sends the product specification certification to the
Registrar.

The Registrar returns a unique product template identifier to the Product{Owner.

8.5.12 Registration of products

Use case name Registration of products
Outline A unique identification is given to each instance of a product.
Triggered by Product Retailer
Actor(s) Registrar
Product Retailer
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Use case name

Registration of products

Use case description

a)

b)

The Product Owner sends the product template identification to the
Registrar and requests a product identification. The Registrar sends a unique
product identifier to the Product Owner. This can be done for a single identifier
as well as for a batch of identifiers.

The Product Retailer sends the product template identification to the
Product Owner through the Collection and Forwarding and requests a
product identification. The Product Owner sends the unique product
identifier through the Collection and Forwarding to the Product
Retailer.

The processes described in a) and b) could happen at any time in any order.

8.6 Managing ID services

8.6.1 Gelneral

The use cape “Managing ID services” comprises:

— enrol]r-Ient and update of Customer ID data via an application foru;

— enrol

— updatq of Customer ID data via an online account;
— re-use|of incumbent Customer ID data;
— management and maintenance of ID data;

— providling the ID service to I[IFMS-internal and external organizations.

8.6.2 Enrolment and update of Customer ID data via an application form

ent and update of Customer ID data via an external ID-service;

Use case name

Enrolment.and update of Customer ID data via an application form

Outline Collecting and validating ID data via application form.
Triggered Qy Custonter
Actor(s) Customer

Identity Provider

Use case ddscription

Collecting and validating Customer’s ID attributes via application form:

Customer opts in.

Customer provides ID data as requested by the set of rules of a form

Customer can provide payment information (personalized or anonymously).
Customer accepts terms and conditions.

Identity Provider conducts validation of ID data. If successful, the Identity
Provider releases the Customer elD, the derived elD and incorporates ID data
into the IFMS internal eID service.

If applicable, the Identity Provider checks the Customer’s creditworthiness,
validity of driver licence, etc.
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3 Enrolment and update of Customer ID data via an external ID service

Use case name

Enrolment of ID data via an external ID service

Outline Collecting and validating ID attributes via an external ID service.
Triggered by Customer
Actor(s) Customer

Identity Provider

Use case description

Collecting and validating Customer’s ID and payment data via trustworthy ID ser-

vice:

- Customer opts in.

- Identity Provider checks if the LoA of the ID service is equal orhighe
LoA required for the IFMS internal ID service.

- Customer provides ID data as requested by the set of rules (ID data, 9
payment information, driver licence, etc.).

- Customer accepts terms and conditions.

- Identity Provider generates Customer ID, derived ID and incorporate
into the IFMS internal ID service.

- Ifapplicable, the Identity Providerchecks the Customer’s creditworthiness,

validity of driver licence etc.

than the

ptional

ID data

8.6/4 Update of Customer ID data via an online a¢count

Us¢ case name Update of Customer ID data via an online account

Outline After secure login to the'online account, the Customer may modify his/hef Custom-
er-related ID data.
The implementation of the elD service’s customer account makes sure thaf Custom-
er-related II) data that have a certain LoA may not be updated by a method which has
alower LoA.,
EXAMRPRLE To keep a high LoA, Customer-related ID data which have been|obtained
from a-trustworthy elD service can not be changed manually by the Customer. Any
chaiige shall use data from a source that provides the required trust level

Triggered by Customer

Actior(s) Customer
Identity Provider
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Use case name Update of Customer ID data via an online account

Use case description The Customer may change his/her Customer-related ID data in his/her online
account with the elD service. Alternatively, also another online account in the [IFMS
may be used for this purpose. The rights for changing the Customer-related ID data
depend on the LoA requirements of the existing ID data and the LoA which is provid-
ed by the login method and the method for updating the Customer-related ID data.

- Customer login to his/her online account.

- Identity Provider confirms validity of Customer’s login credentials

- Identity Provider grants access/rejects access according to the LoA which wds
presented during login.

- Identity Provider allows modification of Customer-related ID data according fo
the LoA of the login method.

- Depending on the required LoA for the Customer-related ID data, the Identity
Provider allows manual change or requests use of an external ID service wit}
the appropriate LoA for update of the Customer-relatedID data.

- Customer updates Customer-related ID data.

8.6.5 Refuse of incumbent Customer ID data

Use case npme Re-use of incumbent Customer ID data

Outline The IFMS may own a customer data base; The goal is to make this ID data available
for the ID service. This requires a validation and potentially a consolidation and
enhancement of the available data.

Triggered jy Identity Provider

Actor(s) Customer
Identity Provider

Use case ddscription The re-use of incumbént-Customer ID data requires the support for following fund-
tions:

IdentityProvider requests agreement from the Customer.
- Identity Provider incorporates the incumbent ID data.

- Identity Provider conducts validation of ID data. If successful, the Identity
Provider releases the Customer ID and derived ID and incorporates the ID intjo
the IFMS internal ID service.

- Ifrequired, the Customer is requested to provide updates or corrections.

8.6.6 Mdnagement and maintenance of Customer ID data

Use case name Management and maintenance of Customer ID data

Outline The Identity Provider shall manage the life cycle of the Customer ID data which is
available via this ID service and shall make sure that the data is accurate and up to
date. This applies in particular for ID attributes that can change on short notice (e.g.
possession of a valid driver licence, creditworthiness).

The identity Provider shall implement processes that identify issues with the ID data
and support updates and corrections.

Triggered by Identity Provider

Customer

Organizations that use the ID service
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Use case name Management and maintenance of Customer ID data
Actor(s) Identity Provider
Customer

Organizations that use the ID service

Use case description The management and maintenance of Customer ID data requires support for follow-
ing functions:

- Implementation of an information security management system for the ID
service in order to ensure the targeted assurance level.

- Implementation of interfaces to Customers and organizations that usg the ID.
services in order to obtain requests for updates or problem reports.

- Update of ID data by the Customer.
—  Deletion of ID data and ID account.

- ID data validation.

- Revocation and re-issuing of ID.

8.6]7 Providing the ID service to IFMS internal and external organizations

Us¢ case name Providing the ID service to IFMS internal and external organizations

Oufline The purpose of the ID service is toprovide trustworthy ID information and login
credentials to IFMS internal and®xternal organizations.

This requires that the requited processes and interfaces to these organizdtions be

implemented.
Triggered by Identity Provider

Organizations that usSe the ID service
Actjor(s) Identity Proyider

Customer

Orgamizations that use the ID service

Usd case description Providing the ID service to IFMS internal and external organizations requiires sup-
port for the following functions:

- Establishing commercial and legal agreements.

- Provisioning of login tools and login credentials for organizations thdt use the
ID service.

- Interfaces for supply of ID information.

- Interfaces for order, status and error management.

8.7 Management of customer accounts

8.7.1 General

The Management of customer accounts comprises:
— secure login to customer accounts;

— update of customer account data;

— connect system generated account with customer account;
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— connect/disconnect customer medium to/from the customer account;
— transfer of products between customer medium which are registered to the customer account; and

— termination of customer account.

8.7.2 Secure login to customer online accounts

Use case name Secure login to customer online accounts
Outline Secure sign-on to the customer online account by using an identification or authenti-
3 +lhad AN ratal A rdad tlha ld itz D |
CAUIUVIT ITICLUITUU VvV ILIT OllJlJl Ul_ll Iatc LuUry lJl uvidcu U)’ A2 24 =) lu\'llLlLy I'TUVIUCIT.
Triggered iy Customer
Actor(s) Customer

Account Provider

Identity Provider

Use case dgscription Secure sign-on to the customer online account by using an identification or authenti-
cation method with appropriate LoA provided by the Identity\Provider:

- Customer uses the elD service provided by the Identity Provider for secure lggin
to his/her online account.

- Identity Provider confirms validity of the €ystomer’s login credentials

- Account Provider grants access according to the assurance level which was
presented by the ID service or rejects access.

8.7.3 Copnect/disconnect customer media to/from the customer online account

Use case name Connect/disconnect customer media to/from the customer online account

Outline The Customer may conneét/disconnect existing customer media to/from his/her
customer online account-This means that the Customer shall be in a position to

upload or manage products to existing own customer media or to customer media
of family members, for example. A company may do the same for customer media pf
employees.

Connecting/disconnecting an existing customer media to a customer online accoynt
shall requijre that the customer media be physically available to the Customer and
that theyvalidity of the customer media may be checked via an electronic interfacq.

Ifthe Customer orders a new customer media via the customer online account, th¢
customer media shall by default be connected to the customer account.

Triggered iy Customer

Actor(s) Customer

Account Provider

Il PICPR o1 CE |
TUTIILILYy TTUVIUTI

Registrar
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Use case name

Connect/disconnect customer media to/from the customer online account

Use case description

The Customer connects/disconnects existing customer media to/from his/her
customer online account.

Customer conducts login to his/her customer online account with
appropriate LoA.

Customer starts the process for connecting/disconnecting the customer media
from the customer online account.

Customer connects the customer media via an electronic interface (e.g. online,

If the customer media to be connected/disconnected is registerediforfa person/
organization, this person/organization shall provide its consént-duripg the
process (e. g. by a PIN).

The Registrar checks the validity of the customer media'via the electfonic
interface.

If successful, the customer media will be connécted/disconnected to/ffrom the
customer account.

8.7/4 Transfer of products between connected customer meédia

Us¢ case name Transfer of products between connected customer media

Outline The Customer may transfer products between customer media which are fconnected
to his/her online account.
Transfer of products between connected customer media to a customer omline
account shall require thatboth customer media are physically available td the Cus-
tomer and that both customer media are connected to the customer onling¢ account
via an electronic intérface.

Triggered by Customer

Actjor(s) Customer
AccountProvider
Identity Provider
Registrar

Usq case description ~  The Customer connects/disconnects existing customer media to/from his/her

online account.
Customer conducts login to his/her online account with appropriate LoA.

Customer starts the process for transferring products from the customer online
account and selects customer medium A (source) and customer medifim B
(target).

Customer connects both customer media via an electronic interface (e.g. Online,
NFC, Bluetooth) to the customer online account.

If the involved customer media are registered for a person/organization, this
person/organization shall provide its consent during the process (e. g. by a PIN).

The Registrar checks the validity of both customer media via the electronic
interface.

If successful, the product is deleted from customer medium A and is uploaded to
customer medium B.
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8.7.5 Connect system generated account with a customer account

Use case name

Connect system generated account with a customer account

Outline

Based on the set of rules for certain applications, the system may automatically gen-
erate accounts in order to collect data from, for example, interactions with contact-
less payment cards for usage-based products.

The use case supports connecting these automatically generated accounts to the
customer’s online account.

Before this use case can be conducted, the Customer shall connect the customer
medium which holds the application to his/her online account

Triggered hy

Customer

Actor(s)

Customer
Account Provider
Identity Provider

Registrar

Use case ddscription

- Customer connects/disconnects existing customer media to/from his/her
online account.

- Customer conducts login to his/her online accouribwith appropriate LoA.

- Customer starts the process for connecting;automatically generated account
and selects the related customer media,

- Customer connects the customer mediavia an electronic interface (e.g. Onlin
NFC, Bluetooth) to the online account.

‘(U

- Ifthe involved customer medidiare registered for a person/organization, this|
person/organization shall ptevide its consent during the process (e. g. by a PIN).

- The Registrar checks the‘validity of the customer media via the electronic
interface.

- Ifsuccessful, the.automatically generated account will be connected to the
customer account.

8.7.6 Termination of

8.7.6.1 (eneral

The use cape “Terminatién’of customer accounts” comprises the following:

— regulaf termination

— forced|terfnination of a customer account.

customer.accounts

of customer account;

8.7.6.2 Regular termination of customer accounts

Use case name Regular termination of customer accounts
Outline A customer account is terminated in the IFM by request of the Customer.
Triggered by Customer
Actor(s) Customer
Collection and Forwarding
Account Provider
Registrar
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Use case name Regular termination of customer accounts
Use case description The Customer wants to terminate the customer account. This
comprises:

— distribution of the termination of a registered customer account to the
Account Provider;

and Forwarding to the Registrar.

— distribution of the termination of a registered customer account via Collection

8.7.

6.3 Forced termination of customer accounts

Usg¢

case name Forced termination of customer accounts

Out

line Termination of customer accounts by request of the IFM Manager.

Tri

boered by IFM Manager

Act

or(s) Account Provider

Use

case description The IFM Manager sends the request for termination of a customer account
Account Provider.

to the

8.8

8.8
Thd

8.8

8.8
The

8.8

Management of customer media

1 General
management of customer media comprises:
provisioning of media,

termination of customer media.
2 Provisioning of media

2.1 General
use case “Provisioning of customer media” comprises the following alternatives:
provisioning of IFMS-owhed media;

provisioning of a.Customer-owned media,

2.2 Provisioning of IFMS-owned media

Us¢

case naine Provisioning of IFMS-owned media

Ouf

line A medium which is owned by an IFMS stakeholder (e.g. the Application Re
provisioned with the application template.

tailer) is

Triggered by Application Retailer

Act

or(s) Application Retailer
Media Retailer

Collection and Forwarding
Registrar
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Use case name

Provisioning of IFMS-owned media

Use case description The Application Retailer wants the application template to be uploaded to the medi-
um. This comprises:
— dissemination of the application template to the Media Retailer;
— provisioning of the medium with the application template by the Media Retailer;
— Media Retailer requests registration as customer medium by the Registrar;
— delivery of the unpersonalized customer medium to the Application Retailer.
8.8.2.3 Rrovisioming of customer-owned media
Use case name Provisioning of customer-owned media
Outline A media which is owned by the Customer (e.g. a smartphone) is provisioned with fn
application template.
This requires that the media be registered by the Registrar.
Triggered y Customer
Actor(s) Application Retailer
Media Retailer
Collection and Forwarding
Registrar
Use case ddscription The Customer wants to use his/her mediumas customer medium. This comprises
— dissemination of the application template to the Media Retailer;
— provisioning of the media with the‘application template by the Media Retailer;
— Media Retailer requests registration as customer media by the Registrar;
— handover of access rights to the application template for personalization from {he
Media Retailer to the Application Retailer.
8.8.3 Termination of customer media
8.8.3.1 (eneral
The use cape “Termination of cystomer media” comprises the following:
— regulaf termination of customer media;
— forced|terminationfef-customer media,
8.8.3.2 Regular-termination of customer media
Use case npie Regular termination of customer media
Outline A customer medium is terminated in the IFM by request of the Customer.
Triggered by Customer
Actor(s) Collection and Forwarding
Registrar
Account Provider
Media Retailer
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Use case name

Regular termination of customer media

Use

case description

The Customer wants to terminate the customer medium. This
comprises:

— execution of the use case “Regular termination of application”;
— the Customer notifies the Media Retailer;

— distribution of termination of the registered customer medium to the Registrar
through the Collection and Forwarding; and

— distribution of termination of the registered customer medium to the Account
Provider through the Collection and Forwarding

8.8

3.3 Forced termination of customer media

Us¢

case name

Forced termination of customer media

Out

line

Termination of customer media by request of the IFM Manager.

Triggered by

Media Retailer

Actor(s)

Security Manager

Useé

case description

The Media Retailer sends the request for termination of a customer mediygm to the
Security Manager.

gl

The Security Manager notifies the Media/Retailer and the Account Providg

8.9

8.9
Thd

Onl

Upd

8.9

1 General

Management of applications

management of applications comprises:
dissemination of application templates,
acquisition of applications,

termination of application templates, and
termination of applications.

y certified and registered application templates shall be disseminated.

2 Dissemination of application templates

ating of applicatien consists of terminating an application and acquiring a new applicatipn.

Usg¢

casename

Dissemination of an application template

Out

line

Dissemination of an application template enables the authorized Application Retailer

to sell an application and an authorized Service Operator to access this application.

Triggered by

Application Owner

Act

or(s)

Application Retailer
Collection and Forwarding
Service Operator
Application Owner

Use case description

Dissemination of an application template comprises:

— distribution of registered application template by an Application Owner to the
Application Retailer through the Collection and Forwarding, and

— distribution of registered application template by Application Owner to the Ser-
vice Operator through the Collection and Forwarding.
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8.9.3 Acquisition of applications

Use case name

Acquisition of applications

Outline An application is loaded on the medium.
Triggered by Customer
Actor(s) Application Retailer
Application Owner
Collection and Forwarding
Customer
MediaRetailer
Use case ddscription The authorized Application Retailer initiates the installation of an instance ofa rejg-
istered application template on a medium.
The Application Retailer:
— initiates the installation of the instance of the registered application template by
the Media Retailer,
— initializes and personalizes the application template, and
— performs distribution of the application identifier and the application acquisitipn
data to the Application Owner through the Collection and‘Forwarding.
8.9.4 Termination of application templates
8.9.4.1 (eneral
The use cape “Termination of application templates” comprises the following:
— regulaf termination of application templates; and
— forced|termination of application templates.
8.9.4.2 Regular termination of application templates
Use case name Regular termination of application templates
Outline An applicationtemplate is terminated in the IFM by request of the Application Owher.
Triggered Qy Application Owner
Actor(s) Application Retailer
Collection and Forwarding
Service Operator
Product Retailer
Security Manager
Registrar
Application Owner
Media Retailer
36 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=6629ca4681d216b7e79eb883c957fc88

1SO 24014-1:2021(E)

Use case name

Regular termination of application templates

Use case description

The Application Owner wants to terminate the application template. This
comprises:

— distribution of termination of registered application template to the
Media Retailer through the Collection and Forwarding;

— distribution of termination of registered application template to the Service Oper-
ator through the Collection and Forwarding;

— distribution of termination of registered application template to the Product Re-
tailer through the Collection and Forwarding;

— distribution of termination of registered application template to the Sefurity
Manager;

— distribution of termination of registered application template to the
Registrar;

— (optional) distribution of termination of registered application templatfe to the
customer service through the Collection and Forwardingyand

— (optional) the MAD reports the application template identifier and application
template termination data to the Application Ownerand Security Managef through
the Collection and Forwarding.

8.9/4.3 Forced termination of application templates

Usé¢ case name

Forced termination of application‘templates

Outline Termination of an application template by request of the IFM Manager.
Triggered by IFM Manager
Actjor(s) Security Manager

Usq case description

The IFM Manager sends'the request for termination of an application template to the
Security Manager.

8.9]5 Termination of applications
The use case “Termination of applications” comprises the following:
— |regular termination of'applications; and

— |forced termination/f applications.

8.9/5.1 Regulartermination of applications

Usé¢ case name

Regular termination of applications

Outling An application is terminated on the Customer Medium.
Triggered by Customer
Actor(s) Application Retailer

Application Owner
Collection and Forwarding

Registrar

Customer
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Use case name

Regular termination of applications

Use case description

The Customer wants to terminate the application.
The Application Retailer;
— de-installs the application on the Customer Medium;

— sends the de-installed application identifier to the Application Owner through the
Collection and Forwarding.

The Application Owner sends application identifier to the Registrar.

8.9.5.2 Horced termimation of applications

Use case name

Forced termination of applications

Outline Application is put on a security list by request of the Application Owner.
Triggered Qy Application Owner
Actor(s) Application Owner

Collection and Forwarding

Security Manager

Use case ddscription

The Application Owner wants to terminate an application and sends the
application identifier to the Security Manager through the Collection and
Forwarding.

8.10 Manjagement of

The management of products comprises the following:
— dissenjination of product templates;
— termiration of product templates;

— management of action lists;

— acquisftion of produ

— modification of product parameters;
— termirlation of products;

— use anf inspection ofpreducts;

— collectfion of dataj

— forwarding data; an

— generdtion and distribution of clearing reports.

products

cts;

d

8.10.1 Dissemination of product templates

Use case name Dissemination of product templates
Outline Dissemination of registered product template enabling authorized actors to handle
the product.
Triggered by Product Owner
Actor(s) Collection and Forwarding
Product Retailer
Service Operator
Product Owner
38 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=6629ca4681d216b7e79eb883c957fc88

1SO 24014-1:2021(E)

Use case name Dissemination of product templates

Use case description Dissemination of product templates comprises the following:
— distribution of product templates by Product Owner to Collection and Forwarding;

— distribution of product templates by Collection and Forwarding to
authorized Product Retailers;

— distribution of product templates by Collection and Forwarding to
authorized Service Operators.

8.10.2 Termination of product templates

8.10.2.1 General
The use case “Termination of product templates” comprises the following:
— |regular termination of product templates,

— |forced termination of product templates.

8.10.2.2 Regular termination of product templates

Us¢ case name Regular termination of product templates

Outfline Termination of product templates on:decision of the Product Owner.
Triggered by Product Owner

Actor(s) Collection and Forwarding

Product Retailer
Service Operator

Product Owner

Usd case description Termination of product templates comprises the following:

— distributien of request for termination of product templates by a Prodyct Owner
to Collection and Forwarding;

— distpibution of request for termination of product templates by Collection and
Forwarding to authorized Product Retailers;

=~ distribution of request for termination of product templates by Collection and
Forwarding to authorized Service Operators;

— sending of the request for termination of product templates by a Produft Owner
to the Security Manager; and

— (optional) sending of the identifier of the terminated product template py the
Product Owner to the Registrar.

8.10-23—Ferced-termination-of preducttemplatess—————————————————————

Use case name Forced termination of product templates

Outline Termination of product templates on decision of the IFM Manager.

Triggered by IFM Manager

Actor(s) Security Manager

Use case description The IFM Manager sends the request for termination of a product template to the
Security Manager.
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8.10.3 Management of action lists

Use case name

Management of action lists

Outline Management of an action list enables actions related to products or applications.
Triggered by Application Retailer or Product Retailer or Customer
Actor(s) Application Retailer

Product Retailer
Collection and Forwarding
Customer

Use case description

Management of action lists cansists of
(=]

— adding an item to the action list, which will result in the one-time additioncof a
product or application to the Customer Medium;

— adding an item to the action list, which will result in the one-time remeval of a
product or application from the Customer Medium;

— removing an item from the action list;
— aggregation of action list data; and

— distribution of action list to any MAD, which is able to_Gpdate
products or applications into the Customer Medium thfough the Collection and
Forwarding.

After a Customer Medium is updated, the MAD.Sends information back to the ac{
tion list.

8.10.4 Acpuisition of products

Use case name

Acquisition of products

Outline Acquisition of products; enablirig:Customer to benefit from a transport service.
Triggered Qy Customer
Actor(s) Product Retailer

Collection and Forwarding
Product Owner
Customer

Use case ddscription

The authorized Product Retailer installs an instance of a registered product tem-
plate on.a registered Application.

The Product Retailer performs the following:

—detection and verification of registered application;

— verification of application according to security policies;

— installation of the instance of the registered product template; and

— distribution of product identifier and product acquisition data to the Product
Owner through the Collection and Forwarding.

8.10.5 Modification of product parameters

Use case name Modification of product parameters
Outline Modifying changeable product parameters for an existing product.
Triggered by Customer
Actor(s) Product Retailer
Collection and Forwarding
Product Owner
Customer
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Use case name

Modification of product parameters

Use case description

The authorized Product Retailer modifies changeable product parameters of an
existing product.

The Product Retailer distributes the product identifier and product modification
data to the Product Owner through the Collection and Forwarding,.

8.10.6 Termination of products

8.10.6.1 General

A product which can be extended or recharged is covered by 8.10.5. Once a product has been'terminated,

it shall not be extended or recharged.

When a product is terminated, it is always for a valid reason. For example, payment'was nof honoured
or the product was sold in error in the first place. To reactivate such a product weuld be to rfun the risk
that a security-related issue that may no longer be on record might be disregarded enabling|fraudulent
use| Best practice requires that terminated products cannot therefore be feactivated. Similgr products

may, of course, replace them.
Thd use case “Termination of product” comprises:
— |regular termination of product, and

— [forced termination of product.

8.10.6.2 Regular termination of products

Use¢ case name

Regular termination of products

Outline Termination of products by request of the Customer.
Triggered by Customer
Actior(s) Customer

Product Retailer
Collection and Forwarding
ProductOwner

Usd case description

The authorized Product Retailer de-installs/terminates a product.

The Product Retailer distributes the product identifier and product termipation data
to the Product Owner through the Collection and Forwarding.

8.10.6.3 Forced termination of products

Usé¢ case name

Forced termination of products

Outliné

The product is put on a security list by request of the Product Owner.

Product Qwner

Tri gprpd hy

Actor(s)

Product Owner
Security Manager

Collection and Forwarding

Use case description

The Product Owner wants to terminate a product and sends the product
identifier to the Security Manager through the Collection and Forwarding.

8.10.7 Use and inspection of products

Use case name

Use and inspection of products

Outline

The Service Operator checks and collects the data of a Customer Medium using the
PT service.
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Use case name Use and inspection of products
Triggered by Service Operator
Actor(s) Customer

Service Operator
Collection and Forwarding
Product Owner

Use case description A Customer who uses a product on PT.
The use case consists of several processes performed by the Service Operator:

— detection and verification of application;

— detection, selection and verification of product;

— verification of application and product according to security policies;
— processing of product data;

— communication between customer medium and MAD;

— computation of product rules;

— collection of the product usage and inspection data; and

— distribution of product usage and inspection data to the’Product Owner through
the Collection and Forwarding.

Inspection consists of:
— simple detection,

— detection and verification, or

— detection, verification and further, processing.

8.10.8 Collection of data

Use case npme Collection of data

Outline The Collection and Forwarding receives data and checks the completeness and infeg-
rity of the data.

Triggered iy Application Owner

Product Owner

Application Retailer
ProductRetailer
Servi€e-Operator

othier Collection and Forwarding
Seourity Manager

Registrar

Actor(s) Collection and Forwarding
Application Owner

Product Owner

Application Retailer

Pl Udu\'t Rcta;}cx

Service Operator

other Collection and Forwarding
Security Manager

Registrar
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Use case name

Collection of data

Use case description

The received data consist of administrative data and transaction data:
— receiving application template from Application Owner;

— receiving product templates from Product Owners;

— receiving data from Service Operators;

— receiving data from Product Retailer;

— receiving data from Application Retailer;

—recejving data from other Collection and Forwarding;
— receiving security list data from Security Manager;
— receiving clearing reports from Product Owner;

— completeness and integrity check of the data collected on a technical leel and the
acknowledgement of receipt to the sender; and

— receiving address list of all IFM roles in the IFM from theRegistrar.

8.10.9 Forwarding data

Usé¢ case name

Forwarding data

Outline The Collection and Forwarding forward$.data.
Triggered by Collection and Forwarding
Actjor(s) Application Owner

Product Owner

Application Retailer

Product Retailer

Service Operator

Collection and Forwarding
other Collection and-Forwarding
Security Manager,

Usq case description

The forwarding of data consists of the following:

— forwarding “Not On Us” data to other Collection and Forwarding;
— foerwarding “On Us” data to the Application Owner;

= forwarding “On Us” data to the Product Owner for clearing and reportihg;

— forwarding clearing reports, application template, product template and
security list data to the Product Retailer and Service Operator;

— forwarding application templates and security list data to the Applicatijon Retailer
and Service Operator; and

— forwarding forced termination requests to the Security Manager.

8.10.10Generation and distribution of clearing reports

Use case name

Generation and distribution of clearing reports

Outline The Product Owner performs the clearing procedure and distributes the results to
relevant [FM roles.

Triggered by Product Owner

Actor(s) Product Retailer

Service Operator
Collection and Forwarding
Product Owner
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Use case name

Generation and distribution of clearing reports

Use case de

scription

The generation and distribution of clearing reports consist of the following:

— clearing of the Product data (acquisition and usage data) and generating reports
for the Product Retailer and Service Operator by the Product Owner;

— distribution of the clearing report to the Product Retailer through the
Collection and Forwarding; and

— distribution of the clearing report to the Service Operator through the
Collection and Forwarding.

The distribution of clearing reports can also be performed by direct transmission

from the Product Owner.

8.11 Secu

8.11.1 Gejneral

rity management

The securify policy secures the assets in the IFMS, the privacy of the Customers, and the integrity pnd

non-repud

Conformarj
rules, by th

The Securi

The functi
delegation

ation of the transaction data.

Ly Manager is responsible for the operation of the security of the IFMS.

ce with the security policy is based on adherence to the set of rules, in particular the seculrity
e IFM members.

bns of Security Manager are performed by a centralbody in the IFM and, possibly and by
of this body, by other trusted organizations.

The Security Manager will be responsible for the implementation of the security policy by all acfors

concerned
Whenever
Security m
— monitg
— manag

— manag

8.11.2 Mg

The responsibility commences at the startof the IFMS.

A new actor joins the IFMS, he/she shall'accept and implement the IFM security policy.
anagement consists of:

ring processes,

ing security keys, and

ing security lists.

nitoring of IFM'processes and IFM data life cycle

Use case n

ame

Monitor IFM processes and IFM data life cycle

Outline

The monitoring of the processes and data life cycle (generation of data, movemen{ of

data, storage of data, use of data, changes of data, and deletion of data) shall
guarantee the secure operation of the IFMS providing the required trust by the

Customers and Service Operators concerning handhng and protectlon of assets and
sensitive information.

Triggered by

Security Manager

Actors

All

Use case description

The Security Manager participates in the collection of information regarding the
general security level from all organizations and audits both the processes and the
IFMS components from which the data are generated until they are deleted.

The Security Manager may collect targeted information from all the use cases and
may monitor both the processes as well as the life cycle of the IFM data.
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8.11.3 Management of IFM security keys

Use case name

Management of IFM security keys

Outline The generation, distribution, storage, and termination of IFM security keys.
Triggered by Security Manager
Actor(s) Security Manager

Organizations using IFM security keys

Use case description

Security keys management covers the generation, registration, certification,
deregistration, distribution, installation, storage, archiving, revocation, derivation,
and destruction of pnh]ir‘ arsecret l(nying materialin accordance with the IFM

security policy at the general security level.

The use case is triggered by any organization that will receive, install) Stofe, and use
IFM security keys or by the Security Manager as part of his/her secutity ilmplemen-
tation tasks.

The possibility of attacks shall be taken into consideration:

8.11.4 Management of security lists

8.11.4.1 Provision of security lists

Usé¢ case name

Provision of security lists

Outline Provision of a security list by the Security Manager.
Triggered by Security Manager
Actors Security Manager

Application Owner
Product Owner
Application Retailer
Product Retailer
Service Operator
Customer

Usd case description

The Security"Manager provides a new security list to:
— Application Owner,

— Product Owner,

—/ Application Retailer,

— Product Retailer,

— Service Operator,

— Registrar, and

— (optional) Customer Service

through the Collection and Forwarding.

8.11.4.2 Updating security list data

Use case name

Updating security list data

Outline

Aggregation of security list data concerning components, customer medium, in-
stalled products and installed applications.
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Use case name

Updating security list data

Triggered by

Security Manager
Organization
Application Owner
Product Owner
Application Retailer
Product Retailer
Service Operator
Customer

Actors

Security Manager

s L
T saulbauuu
Application Owner
Product Owner
Application Retailer
Product Retailer
Service Operator
Customer

Use case dgscription

The use case covers the activities of the Security Manager conéérning the generatfon
and maintenance of security lists.

8.11.4.3 Add or remove a component to/from a security list

Use case npme

Add or remove a component to/from a securitylist

Outline

The adding of a component to, or removing of'a component from, a security list.

Triggered Ly

Security Manager
Organization
Application Owner
Product Owner
Application Retailer
Product Retailer
Service Operator
Customer

Actors

Security Manager
Organization
Application Qwner
Product Owner
ApplicationRetailer
Product-Retailer
Service’Operator
Customer

Use case ddscription

An organization may request that a component be added to or removed from the
security list, e.g. a stolen card-issuing machine or a ticketing machine.

8.11.4.4 AddWrremove a customer medium to/from a security list

Use case name

Add or remove a customer medium to/from a security list

The adding of a customer medium to or removing of a customer medium from a

Outline security list.
Triggered by Media Retailer
Actors Security Manager

Use case description

A Media Retailer requests the addition/removal of the customer medium to/from a
security list.
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8.11.4.5 Add or remove an application template to/from a security list

Use case name

Add or remove an application template to/from security list

Outline The adding of an application template to or removing of an application template from
a security list.

Triggered by Security Manager

Actors Security Manager

Use case description

The Security Manager requests the addition/removal of an application template to/
from a security list.

NOTE Tn the case of a prohibition list, the [FM Manager later receives fronj the Secu-

rity Manager an acknowledgement of the termination.

8.11.4.6 Add or remove an application to/from a security list

Usé¢ case name

Add or remove an application to/from a security list

Oufline The adding of an Application to or removing of an Appli¢ation from a secufity list.
Triggered by Application Owner
Actrs Security Manager

Application Owner

Usd case description

An Application Owner requests the additiony/removal of the installed Application to/
from a security list.

NOTE In the case of a prohibition list;the Application Owner later receive§ through
Collection and Forwarding an acknowledgement of the termination by an Applica-
tion Retailer.

8.11.4.7 Add or remove a product template t6/from a security list

Use¢ case name

Add or remove a product template to/from a security list

Outline The adding of'a\product template to or removing of a product template from a
security list:

Triggered by Security'Manager

Actors Security Manager

Usd case description

ASecurity Manager requests the addition/removal of a product template §o/from a
security list.

NOTE In the case of a prohibition list, the Product Owner later receives thtough Col-
lection and Forwarding an acknowledgement of the termination.

8.11.4.8 Add’/or remove a product to/from a security list

Usé¢ case name

Add or remove a product to/from a security list

Outhimre The addmg of T product to or TEMOVINgE Of @ product {TOM a SECUTITy 15T
Triggered by Product Owner or Product Retailer
Actors Product Owner

Product Retailer
Security Manager

Use case description

A Product Owner or a Product Retailer requests the addition/removal of a product
to/from a security list.

NOTE In the case of a prohibition list, the Product Owner or the Product Retailer
later receives through Collection and Forwarding an acknowledgement of the
termination.
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8.12 Customer Service management (optional)

Use case name Customer Service management (optional)

Outline Customer Service provides a “helpline” and any similar facilities.

Triggered by Customer

Actor(s) Customer
Customer Service
Collection and Forwarding

Use case description Customer Service receives a request from a Customer. The Customer Service for-
wardsthe vnquocf— tothe rolouvant IEM ralag H'\rr\ngh the Collectionand Eorwardi g
and receives the reply.
Customer Service answers the request.

9 System interface identification

The interf4

10 Identjification

10.1 Gen

By identifi
unambigud
etc. to beu

and serial number. The term elD is used if identity and attributes are available as electronic data.

Identificat

— Securi
securi
authern

— Comm

ces with the Customer medium are out of the scope of this document.

bral

cation is meant a set of attributes that describe a specific person or object in a unique fand
us way. For instance, a person can be described by the attributes name, birth date, sex, addiess,
hiquely identified. An object, for example a ticketing machine, can be identified by owner, ffype

on is important in an IFMS for the following main reasons:

'y — Identification of IFM roles, objects, applications, products, etc. enables the usg¢ of
y lists, for example to record stolen’components. The identification can also be used i an
tication procedure by includinga-inique ID.

inication — In an [FM network, there are many entities like organizations, companies, pnd

components which act as a senderand/or areceiver of information. A unique identification is needed

for add

— Auditi
IFMS,
cleare
during
occury

Electronic

ressing the differententities in a communication network.

g — It is necessaly to be able to audit any transaction and any piece of information if an
for example folloWing a usage transaction from creation by the Service Operator until fit is
1 and refundedby the Product Owner. If something goes wrong or any information is charjged
its lifetimej it is important to be able to investigate what happened and where in the [FMS it
ed.

against mi!

identiti

es, id

entity at

tributes and data which ma

y be related to persons have to be protec

10.2 Numbering scheme

As a minimum, the following objects shall have a unique identity in an [FMS:

— all actors (organizations) involved in the [FMS, e.g. all Product and Application Owners, Retailers,

and Se
— allapp
— allapp

— allpro
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rvice Operators;
lication templates;
lications (instances of implemented and initialized application templates);

duct templates;
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all products (instances of product templates);
all customer media;
all media which have been issued within the IFMS;

all components.

10.3 Prerequisites

10.3. 1 _Thereisgne Dngicf‘r:\r‘ within the IEMS

10.

10.
tot

11

11.
IFM

secyirity policy for an IFMS shall enable the protection of the;public interests and the assets in

It ig
int

The

11.

The

valyies. Some overall principles of public interests are formulated below.

B.2 All objects, e.g. templates and components, have an owner who is one of the actors’in

B.3 The identification of the application and product shall be as short and compact as pog
he minimization of the transaction time between the customer medium andthe MAD.

Security in IFMSs

1 General

Ss are subject to fraud by Customers and Service Operatoérs, but also by people outside thd

recommended that the IFMS implements an Infofmation Security Management System
he ISO/IEC 27000 series.

following subclauses provide examples of points which should be considered by the IFM|

2 Protection of the interests of the public

public interests are founded not.only on quantifiable financial aspects, but also on humj

Quality of service — The-IFMS shall be used as an instrument to ensure that nation
service strategic goals dre met.

Fairness of payment — Customers shall be convinced that everyone is paying the corr
according to valid tariff principles.

Public trust=— Customers shall be convinced that they are paying the correct amount for
service:

Public moral — Deliberate sabotage and fraud should be discouraged and considered illg

the IFMS.

sible due

e [FMS. The
'he system.

as defined

v

in/cultural

hl/local PT

pct amount

he desired

gal. This is

related to the principles of fairness and public trust.

Privacy — Information generated by the IFMS shall be protected, taking into consideration

applicable laws.

These principles are of a general nature and are not further specified in this document, but should
nevertheless be accounted for and followed within any organization responsible for PT services.

Regarding privacy, international and European regulations impose restrictions on the collection,
storage, processing and dissemination of data relating to individuals and their behaviour. Some
countries require a fully anonymous system. For that reason, the IFMS shall safeguard users’ privacy.
To achieve this, at least the following rules apply:

— onlyrelevantpersonal dataneeded forthe operation of the IFMS shall berequested from the Customer

and stored, taking into consideration any requirements of local/regional privacy directi
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11.3 Asséts to be protected

the itemized disclosure of service consumption on an invoice shall be an option that can be chosen
by the Customer;

an IFM actor shall not disclose Customer-related information to third parties without specific
authorization from the Customer;

within the IFMS, the Customer-specific data shall be handled only in connection with the
identification number of the contract (implicit or explicit) between the Customer and Product
Owner. A link between the contract number and the name of the Customer can only be achieved by
the contractual partner at the request of the Customer.

The security architecture for an IFMS shall protect the assets in the IFMS. The assets can be cdategorized

as follows:

The infornjation assets can be further divided into the following catégories:

11.4 General IFM security requirements

An IFMS sHall fulfil the following general security requirements:

a)

b)

<)

d)

f)

50

Physicpl assets — Computers, servers, communication systems, storage media;~customer media,
ticketihg machines, validators, etc.;

Softw3re assets — All software in the [FMS, including software on the custemer media;

Infornjation assets — Information in databases, customer media, tieketing machines, validatjors,
systenp documentation, user manuals, procedures for operation, plans, etc.

publicfinformation, i.e. any information as regards the I[FMS.that is publicly known;

privat¢ information, i.e. information that is subject™to data protection in line with laws fnd
regulafions for privacy;

commé¢rcial information, e.g. information related to the operation of the system, Commercial Ryles,
clearirlg, and apportionment and financial trahsactions;

sensitive information, e.g. information related to security procedures and travel information| for
special persons;

very s¢nsitive information, e.g. Segurity keys.

provide the assurance that information is not made available or disclosed to unauthorjzed
individuals, entities, or processes (confidentiality);

provi(je the ‘confidence that information has not been altered or destroyed in an unauthorjzed
manndr (information integrity);

provide the confidence which ensures that the identity of a subject or resource is the one claimed
(authenticity). Authenticity applies to entities such as users, processes, systems, and information;

provide the confidence of protection against an entity’s false denial of having created the content of
a message (non-repudiation of creation), e.g. a Customer claiming that he has not benefited from a
transport service at a specific location and time;

provide the confidence of protection against a recipient’s false denial of having received the
message and recognized the content of the message (non-repudiation of delivery);

provide the confidence that each message is unique, e.g. a transaction describing the use of a
product;
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g) manage security keys, including the generation, registration, certification, deregistration,
distribution, installation, storage, archiving, revocation, derivation, and destruction of public or
secret keying material in accordance with the [FM security policy at the general security level;

h) manage security lists including, but not limited to:
1) add or remove component to/from security list,
2) add or remove customer medium to/from security list,

3) add or remove installed product to/from security list, and

4) add or remove installed application to/from security list.
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Mobility Platform - German example

f the holistic mobility service should be supported by a mobility platform (see Figute 4
plays a key role in the mobility service offer. It is therefore important to place the IFM

lation to the emerging mobility platforms and to identify and define the necessary new r
ting extended requirements for the roles of the [FM.
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Figure A.1 — Holistic mobility service
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s of the role model presented in this;document, an extended role-relationship model sh
ities and tasks in the field of offering mobility services. This role model forms the b
ign of possible cooperation scerarios between mobility service providers and disting
hriants.

re management is.only a part. For the comprehensive modelling of the roles in the con
formation system’s and their interdependencies, extensions are required regarding tr

[Iied roles are:

isien ‘of the Customer role,

hches mentioned are primarily related to an IFMS. However, advanced travel informati
systems and complex mobility (platforms offer functionalities encompassing the entire service ch

.1).
role
bles

DbW'S
NSis
tive

Media

(OT;

Information Service Manager (responsible for information),

Trip Information Provider,

services),

Expan

Service Provider (Extension of the role of the PT Service Operator), and

sion of the role Payment Provider.

Customer Contract Partner (merging the roles of Product Retailer and Account Provider for mobility

In the subsequent subclauses, the newly defined roles are described in more detail and the extensions
to the relationship diagram of IFM roles are presented.
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A.2.1 Customer

A.2.1.1 General

Considering the topic of mobility platforms, the Customer role is split into three roles:
— Booker,

— Payerand

— Mobility Service User.

All pf these three roles can be assumed by a single Customer, but also by different Customerg. A typical
example for the latter case would be the travel department in a company: a person cheesés the journey
and| performs the booking, a different person from the finance department is xesponsiple for the
payment and a third person from the customer service department finally goesyon the joufney as the
mobility service user.

A.2|1.2 Booker

The Booker is informed about the possibilities for using the mobility sérvices through participation in
themobility platform. It is possible that this contract is mediated by the Mediator.

Her, the Customer as a Booker primarily represents a centracting partner of usage coptracts for
mobility services based on products.

A.2{1.3 Payer

Thg Customer is, as the Payer, responsible for the settlement of claims arising from usagg contracts.
Thg Booker thus transfers the obligation to pay-to the Payer.

A.2]11.4 Mobility Service User

As the Mobility Service User, the Customer may use the purchased services, which are provided by the
Seryice Provider. During usage, usage data can arise (such as driven mileage or usage duratjon), which
are|gathered by the Service Provider and transferred to the Product Retailer for accounting purposes
baspd on defined productsof-a Product Owner. The mobility platform supports the Mobillity Service
Usefr during their journeywith relevant services with respect to travel assistance and provjides up-to-
date¢ information.

In this subrole, thé Mobility Service User acts in the role of the Passenger as defined in the [FM [role model.

A.2.l2 Mediator

Theg Medidtor provides contracts to Bookers. At this point, information about the Payer and ipvoice data
to théBayment Provider will be transferred.

The organization that acts as a Mediator can additionally act as an Information Service Manager and/or
Customer Contract Partner or operate independently.

The mediation can occur across electronic channels or via stationary devices (e.g. ticketing machine,
branch office).

A.2.3 Information Service Manager

The Information Service Manager provides trip information to the Customer/Mobility Service User
using intermodal travel options. For this purpose, today’s technological systems are interacting with
the Customer/Mobility Service User. The systems request the starting point and destination of the
trip, as well as further options and requirements of the Mobility Service User. These interactions can
be performed in browser-based applications, mobile applications, voice-controlled systems or in any
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other possible interaction system. Sensor data, which automatically record the context situation of the
Mobility Service User, are increasingly being used.

The services offered by the Information Service Manager include the connection search from a starting
point to a destination point, the price information or price estimate, the indication of current departure
times/arrivals at stops and stations, the locations of sharing vehicles and their availability, the locations
of parking objects and charging stations and their availability, the representation of routes on maps for
navigation on roads and in buildings during interchanges and many more.

The Information Service Manager offers the following services: trip calculation from start to destination
point, fare calculation or fare estimation, current departures/arrivals at stops/stations, locations and
availabilitips of shared vehicles, locations and availabilities of parking spaces and charging statipns,
display of foutes on maps for routing and indoor routing (interchanges) and others.

The data r¢quired by the Information Service Manager for providing his services, are souncéd from|the
Information Manager and other (remote) Information Dealers. Using real-time data is a tigpical exanple
for this cade. The real-time data are not presented to the Information Service Manager him/herself|but
provided bly another Information Dealer.

the

For trip ca
criteria of
optimizati
interchan

e
further crateria can be taken into account (e.g. floor-level access,aveidance of stairs, availabilit

lifts, etc.).

During the
Mobility Se
which mig
alternative

A24 Tr

culation, the Information Service Manager tries to optimize the result/which has to fulfil
[he Customer (or a combination of several criteria) in all of his/hertoles. Typical criteri
bn are: fastest connection, shortest distance, cheapest connection, shortest footpath, fey

s etc. Especially for persons with reduced mobility (e.g. wheelchair users, baby carri

trip, the Information Service Manager provides information (relevant for the trip) to
rvice User using the trip guidance service. This:¢an be navigation assistance or disrupt
ht concern/influence the trip. If necessary, the Information Service Manager provides
trip, which helps the Mobility Service Userto bypass the disruption.

p Information Provider

a of
Jest
hge)
y of

the
ons
an

The Trip Information Provider collects all@data which are necessary for a comprehensive, integrafed,

intermoda
of stops, p3
maps, etc.

These dataj
the Produd

trip- and fare calculation. This includes timetables and real-time information on locat
rking spaces, sharing stations; vehicles, charging stations, product definitions and fare d

are provided by the tespective Service Providers or, in the case of tariff and product datz
t Owner.

The Trip [

After receiving the data deliveries, the Trip Information Provider harmonizes the data and forw4
this integrated database to the Information Service Manager. The Trip Information Provider also chg

ons
ata,

, by

formation Provider monitors the data with regard to immediacy, correctness/plausibility,
completengss and consistence. The data collecting Service Providers or Product Owner receive feedh
for quality[improvement purposes.

ack

rds

cks

if the data is unique and eliminates double deliveries, for example, data on stops which are served and
used by several transport authorities and therefore where several Service Providers provide the data
(which might be inconsistent) to the Trip Information Provider. In Germany, for the area of PT data this
task is performed by the DELFI-data pool in connection with a central tariff station register.

A.2.5 Customer Contract Partner

The Customer Contract Partner regulates the Customer's sales, taking into account the contractual
dependencies towards the Application Owner and the Product Owner of a different mobility service.

In particular, the Customer Contract Partner is responsible for the accounting, ticketing and billing
of different mobility services to the Customer. This actor therefore takes on the role of the Product
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Retailer and Account Provider. As Account Provider, this actor uses the services of Payment Providers
of their choice with whom they are contractually bound.

In a basic sense, the Customer Contract Partner serves as an authority to conclude a mobility contract
with the Customer. In addition, they offer a Customer Service for matters relating to the conclusion of
the contract.

The Customer Contract Partner bundles the offered services under a customer identity and also

assumes the role of Identity Provider or commissions an external partner with the task.

A.2.6 Product Owner

The Product Owner defines the products which are intended to be issued/sold as entitlem
and provides them to the Customer Contract Partner in the form of product definitions’ang
to He sold. The products can be composed of several heterogeneous service types.

Furfhermore, the Product Owner is responsible for mapping and managing the effective cos
exefution of a travel chain (clearing).

A.2l.7 Service Provider

other services.

Its fask "collection of usage data" is enhanced by the task "acquisition of real-time data
"gathering of real-time data" refers-to-the acquisition of all real-time data of the provid
e.g.|timetable information in PT, current availability of common use of vehicles, current
of parking/status interruption‘ef’escalators and elevators. This real-time data is neec
Infqrmation Service Manager(to'generate travel information and travel assistance.

A.2l8 Payment Proyider

Theg Payment Providér organizes the settlement for the use of different mobility services b
r and the Gustomer Contract Partner or an Account Provider, who is integrated as 3
pargner of the Customer Contract Partner.

Theg Payment Provider offers secure and straightforward cashless payment processing for t

ent/tickets
templates

[s after the

. Examples
S.

h a Service
sharing, a
concerning

. The task
pd service,
hvailability
led by the

btween the
n external

e mobility

seryices_applications with all current payment systems and optimized multi-device s
Cusftomer/Payer end devices.

oIlutions for

The Payment Provider is also responsible for receivables management, including dunning. An exchange

of information with the Booker is possible via the Mediator.

The Payment Provider also offers a customer service around the payment processing.

A.3 Basic framework of the generic mobility platform functional model

The links between the operational mobility platform roles are illustrated in Figure A.2. These links

represent information flows.
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It is assumed that the Customer already has a medium with a mobility application or is provided with
one by the Customer Contract Partner. Within the mobility platform, there may be several organizations
performing the functions of the mobility platform roles.

Customer
Payer Booker Mobility Service User
y 4 /
y 4 7
Mediator Information Service Manager
Contract Trip Trip
/ mediation information assistance '\
' SV
Payment Provider .(1/
Trip Information Provider '\ ‘
Settlelnent Receivables b‘/
management Data Data |
- treatment provision N
Service Provider
Customer Contract Partner
Inspection
Product Owner \
Sales Customer ¢ -
Service |[T Product Data O\ Collection of
definition clearing usage data
Account - )
Collection
management l {)\) of real-time data
Mobility Mode Application Owner
Registration Security
management
Revocation Certification
service
@)

Figure A.2 — Interaction of actors within-a mobility platform (operational and management
maobility platform roles)

The Mediafor establishes and mamages the policies on behalf of the mobility platform. These policies
are embedfled in the set of rules:
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Annex B
(informative)

Pay-As-You-Go (PAYG) roles and relationships in an IFMS

B

Thi
cou
usa

CTTIOUTE

5 annex is for informative purposes only. Its purpose is to identify roles and relations

be-based tariffs, such as PAYG.

In donventional ticketing, the role of Payment Provider is simply to enable Customers to |
to funds to buy transport products. In PAYG, the role of the Payment Prowider is to provi

fun
are
sSm43
and
PAY,

The

s so that after a passenger has travelled, the Product Owner can claim dand receive pay
two PAYG methods currently used in fare management systems:the first is where
rtcard issuer (e.g. a transport operator or transport authority)}holds the passenger’s
the second is where a bankcard issuer holds the passenger’s‘debit or credit account,
G charges are deducted.

hips which

d be appropriate if the main body of this document were to be extended in a later' édition to include

ave access

access to
ent. There
transport
YG funds,
om which

following subclauses describe the roles for conventional retail ticketing (where a produgt is bought

befgre travel), PAYG with a transport smartcard issuer (Where the operator or authority issues a PAYG

sm4
the

rtcard and holds the PAYG balance) and finally RAYG with a bankcard issuer (where the
contactless bank card and where there is no speeific PAYG balance).

ank issues

Sonpe additional roles are introduced, building\on those described in main body of this document. These

are

The

NO1
that

Product Fulfiller, Merchant Acquirer, Bank Card Issuer and PAYG Balance Holder.
role of the Product Fulfiller is to:

implement the scheme security methods on its media readers, and

load products onto the Passenger media as instructed by the Product Retailer.
role of the MerchantAcquirer is to:

contract with thie-Product Retailer/Owner to pay authorized payment requests,
impose cardseheme commercial rules on the Product Retailer/Owner, and
certifythat the merchant system meets card scheme and PCI-DSS technical rules.

E PCI-DSS is the worldwide Payment Card Industry Data Security Standard that was set up t|
businesses process card payments securely in order to reduce card fraud. This is achieved throug

p make sure

bh enforcing

tight controls surrounding the storage, transmission and processing of cardholder data that businesses handle.

The

role of the Bank Card Issuer is to:

issue bank card to Passenger, including Know Your Customer (KYC) checks

agree with other issuing banks the card scheme commercial rules under which bankcard PAYG

takes place - in this case the Bank Card Issuer is the IFMS Media Provider
impose card scheme commercial rules on Passenger

charge Passenger for authorized payment requests from Product Retailer/Owner
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The role of the PAYG Balance Holder is to:

— meet appropriate regulatory requirements for PAYG balance deposit taking
— maintain an account system for Passenger payments and receipts

— carry out KYC checks if needed by regulation

— receive funds from PAYG Top-up Retailers

— contract with PAYG Product Owner to pay authorised payment requests

The reason for adding these roles is to demonstrate the significant difference in roles between \PAYG
with a transport smartcard issuer or PAYG with a bankcard issuer when compared against conyvéentignal
retail tickgting. With conventional retail ticketing and PAYG with a bankcard issuer the [FMS Paynjent
Provider i an external role, whereas with PAYG with a transport smartcard issuer the IFMS Paynjent

Provider i an internal IFMS role. An internal [IFMS Payment Provider can set its own commercial riles,
technology{ and governance, none of which are possible with an external IFMS Payment Provider.
B.2 Conypentional retail ticketing
Figure B.1 shows the roles involved in the conventional retail ticketing madel.

External to IFMS | Internal to IFMS

Payment Provider |

A |

| Merchant | | Praduct Owner

| Acquirer |

v | e i p—

Bank Card | . . Transport
I lssuer I | ProductRetailer | Product Fulfiller I Service Operator
| | 7___J
Passenger

Key
I:I basic ISO 24014-1 roles
[~ additional roles
L
|:| compasite 1SO 24014-1 roles

Figure B.1 — Conventional retail ticketing

The main business flows for this model are as follows:

1) The Product Owner agrees with the Transport Service Operator what retail transport products can
be created and sold.

2) The Product Retailer agrees with the Product Owner what products it can sell.

3) The Passenger buys a product - a defined entitlement to travel
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4) The product is loaded on to the media by either the Product Retailer or remotely by the Product
Fulfiller (who is usually but not always a Transport Service Operator).

5) Where a payment card is used the Product Retailer claims payment from the Merchant Acquirer
and settles with the Product Owner.

6) The Merchant Acquirer claims payment from the Card Issuer, who claims payment from the
Passenger.

7) The Passenger uses the product to travel on the Transport Service Operator.

rer forms of
e Payment

a) |The Payment Provider can be regarded as being external to the I[FMS.
b) |The IFMS Manager has no part in the governance of the Payment Providef.

c) |The IFMS Manager integrates the external media and the payment service provided by the Payment
Provider as described subclauses 7.3 and 7.4.

B.3 PAYG with a transport smartcard issuer

Figlire B.2 shows the roles involved in the PAYG with a transport smartcard issuer model.

External to IFMS | Internal to IFMS
! Payment Provider
| | | | |
| Merchant | | | PAYG Balance | PAYG Product
I Acquirer I . I Holder I Owner
-
| | | | I
| N PAYG Top-up | PAYG Top-up Transport
| Bank Card Issder | | Retailer | Fulfiller | Service Operator
_! | |

Passenger
Key
D basic ISO 24014-1 roles
= additional roles
L1
|:| composite ISO 24014-1 roles

Figure B.2 — PAYG with a transport smartcard issuer

The main business flows for this model are as follows:

1) The PAYG Product Owner agrees the PAYG rules and prices with the Transport Service Operator.
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2) There is no Product Retailer role for PAYG although both the Payment Provider and the PAYG
Product Owner are each obliged to perform an Account Provider role. The former is in respect of
transactions on the Passenger’s financial account and the latter in respect of the journeys made by
the Passenger.

3) The PAYG Balance Holder (usually a transport operator or a transport authority) agrees that the
PAYG Product Owner can use the Passenger’s PAYG balance (the Balance Holder and the Product
Owner are usually the same entity but do not need to be). The PAYG Product Owner can agree
to contract with several PAYG Balance Holders to allow the use of their funds for PAYG travel,
essentially providing PAYG roaming.

4) The PAYG Top-up Retailer agrees with the PAYG Balance Holder that it may sell PAYG top-ups;

5) The Passenger buys a PAYG top-up. In doing so, the Passenger explicitly contracts to.pay|the
fare onice travel is completed. Such a contract is subject to the Product Owner’s PAYG térms pnd
conditjons.

6) The value is loaded onto the media by either the PAYG Top-up Retailer or remotely-by the PAYG Top-
up Fulfiller, unless it is a server-based system, in which case no physical loading takes place.

7) Wherq a payment card is used for top-up, the PAYG Top-up Retailersclaims payment from|the
Merchant Acquirer.

8) The Merchant Acquirer claims payment from the Card Issuer;"who claims payment from [the
Passer]ger.

9) The Pqssenger uses their PAYG balance to travel on the Transport Service Operator.

10) The PAYG Product Owner may from time to time check with the PAYG Balance Holder that|the
Passerjger has sufficient PAYG balance to travel.

11) The Trpnsport Service Operator reports usageto the PAYG Product Owner.

12) The PAYG Product Owner calculates the price of travel, claims payment from the PAYG Balgnce
Holder and pays the Transport ServiceOperator for the travel undertaken.

In this model, the source of funds for travel is the PAYG Balance Holder (even if cash is being used to top-
up the balgdnce) and the PAYG Balance Holder is the Payment Provider.

a) The Pgqyment Provider can beyregarded as being internal to the [FMS.

b) The IFMS Manager nonmally participates in the governance of the Payment Provider, even if it|is a
Commpn Transport.Sepvice Account as defined in ISO/TR 21724-1.

c¢) The IFMS Manager integrates the Merchant Acquirer as described in subclauses 8.4 and 8.5.

B.4 PAY(,with a bankcard issuer

Figure B.3 shows the roles involved in the PAYG with a bankcard issuer model.
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External to IFMS Internal to IFMS

Payment Provider

Merchant
Acquirer

PAYG Product
Owner

Transport

The

1y
2)

3)

4)

Service Operator

—
|

I

I

I

L—

| I
— I

Passenger

basic ISO 24014-1 roles
additional roles

composite ISO 24014-1 roles

| — | — |-

Figure B.3 — PAYG with a bankcard issuer

main business flows for this model are as follows:
The PAYG Product Owner agrees with the Transport Service Operator the PAYG rules an

There is no Product Retailer-role for PAYG although both the Payment Provider ang
Product Owner are each obliged to perform an Account Provider role. The former is in
transactions on the Passenger’s financial account and the latter in respect of the journe
the Passenger.

the Bank Card-ssuer for PAYG travel. This agreement is included in the Product Owner’
contract with the Merchant Acquirer and it reflects the Transit Model rules of each
scheme used by the Bank Card Issuer.

The Passenger uses the Bank Card to travel on the Transport Service Operator. In dg
Passenger implicitly contracts to pay the fare once travel is completed. Such a contract i
the Product Owner’s PAYG terms and conditions.

d prices.

| the PAYG
respect of
’s made by

The Merchant Acquirer agrees that the PAYG Product Owner can take the Passenger’s mjoney from

5 acquiring
bank card

ing so, the
b subject to

5)

6)
7)

8)

The PAYG Product Owner may from time to time check with the Merchant Acquirer that the

Passenger has sufficient funds to travel.

The Transport Service Operator reports usage to the PAYG Product Owner.

The PAYG Product Owner calculates the price of travel, claims payment from the Merchant Acquirer

and pays the Transport Service Operator for the travel undertaken.

The Merchant Acquirer claims payment from the Card Issuer who claims payment from the

Passenger.
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In this model, the source of funds for travel is always the Bank Card Issuer (cash is never used in this
model). The Bank Card Issuer together with the Merchant Acquirer is the Payment Provider.

a) The Payment Provider can be regarded as being external to the I[FMS.
b) The IFMS Manager has no part in the governance of the Payment Provider.

c¢) ThelFMS Manager integrates the external media and the payment service provided by the Payment
Provider as described in subclauses 8.4 and 8.5.
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Annex C
(informative)

Mobility ID service example

C.1
Thi

par
thig

Thi
iy

2)

3)

4)

5)

C.2

The
ISO

management in transpoert and mobility.

5 annex provides an example on how identities that represent Customers and customerm
madle available, managed, maintained and provided for purposes of the IFMS and its' extern
Eners by using the definitions, functions and use cases which are documented in the m

5 example addresses the following scenarios:

lhfrndurti on

TITCT O CTTIOUTE

document.

The IFMS possesses a significant inventory of customer data and-an internal Identit
wants to use this data as a basis for its own, transport-specific ID'service.

The available customer data potentially have to be completed and consolidated in order
a defined LoA. This can require a cooperation with external elD services and data exch|
external elD media.

The IFMS-internal Identity Provider plans to offerthe ID service not only for internal pu
also to external partners of the IFMS.

The IFMS has issued media to its Customers,;which shall be used for ID-based mobility
the IFMS and its external service partners:

edia can be
al mobility
hin body of

y Provider

to support
Anges with

rposes but

services of

Defined levels of trust for identity iriformation and a scalable approach to assurance apd security

shall be implemented.

Definitions relevantfor this example

ISO/IEC 24760 series provides a framework for identity management. This exad
IEC 24760-1 as a geint of reference for terms and definitions concerning identities a

mple uses
hd identity

t existence

For|the purposetof-this example, the following terms and definitions apply:

entity item (person, organization, device etc.) that has recognizably disting
and may be identified

1d61 tlty DC‘L_ Uf Clttl ibutca I c}atcd tU dll Clltit_y

identity information

set of values of attributes optionally associated with any metadata in

an identity

NOTE InanIT system, an identity is present as identity information.

identifier unique identity information that unambiguously distinguishes one entity
from another
attribute characteristic or property of an entity that can be used to describe its state, appear-

ance, or other aspects (e.g. entity type, address information, telephone number)
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elD electronic identity card or service

NOTE This is typically issued by governments or their representatives. It typically
provides a defined level of trust and can serve as a trustworthy source of attribute

values for identities, e.g. in the mobility domain.

IDc customer identity which is defined and managed by the Identity Provider
IDx identity of customer media or applications issued by the Media or Application
Retailer

NOTE Any customer media or applications identity shall be uniquely identified by

A Taentifier and may (Tave a Set of additionar attributes.

derived elll ID attributes which are derived by the Identity Provider from governfienta
other external elD by using. for example, a unidirectional algorithm

provider’s service.

ISO/IEC 24760-1 supports the definition of identities not only per entity but als6 Jper market dom
This mean$ that a specific person may have different ID with a different selection of attributes, e.g
payment, fpr governmental purposes and for mobility and transport services.

ple, the role “Identity Provider” includes the ISO/IEC 24760-1 roles “Identify informa
nd also “Identify information authority” for the mobility andtransport domain.

In this exal
provider”

The custorper identity, IDc, is specifically designed by the IFMS forthe mobility and transport dom
It is generdted and maintained by the Identity Provider and inclirdes attributes which are required
the mobilitly services of the IFMS and its external service parthers. These attributes include the ng
address and payment data, as in most other application areas. In addition, there may be attributes
are specifif to transport: it may be useful to include ancattribute that notifies if the customer is elig
for speciall fare discounts or needs assistance when"travelling is specific to mobility. For mob
services, if would be instrumental to include an‘attribute that provides trustworthy informatig
the Customer has a valid driver licence. In both-examples, the attributes may not be managed by
Customer for security reasons. Instead, thereneeds to be a trustworthy external source of informa
and a frequent synchronization with these sources.

Figure C.1|provides an example for-a~customer identity, IDc, which is specifically designed for
mobility miarket.

lor

NOTE They represent these external elD for the purposes tof the Identity

Qin.
for

fion

ain.
for
me,
rhat
ible
lity
n if
the
[ion

the
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