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reword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Fare management (FM) encompasses all the processes designed to manage the distribution and use of
fare products in a public transport environment.

Fare management is called interoperable (IFM) when it enables the customer to use a portable
electronic medium (e.g. a contact/contactless smart card) with compatible equipment (e.g. at stops,
with retail systems, at platform entry points, or on board vehicles). IFM concepts can also be applied to
fare management systems not using electronic media.

Potential
medium fo

Interopera
involved. H
the actors

Interopera
confidentis
The overal
commercig
Specificati
cards) are

Note that {
and privat
and can bg

ENefits for the cusStomer IMmciude reductions 1n qUeuing, special and combined fares,
' multiple applications, loyalty programmes, and seamless journeys.

pility of fare management systems also provides benefits to operators and the gther par

owever, it requires an overall system architecture that defines the system functionali
nvolved and their roles, the relationships, and the interfaces between them!

pility also requires the definition of a security scheme to protect privacy, integrity,

lity between the actors to ensure fair and secure data flow within(the [FM system (IF]
architecture is the subject of this part of ISO 24014 which recognizes the need for legal
|1 agreements between members of an IFM, but does not specify their form. The Techn

hot included.

here is not one single IFM. Individual operators, consertia of operators, public authori
e companies can manage and/or participate in IFMSs.”An IFM can span country bounda
combined with other IFMSs. Implementations\of-IFMSs require security and registra

functionalities. This part of ISO 24014 allows for the distribution of these functions to enable

coordinati

n/convergence of existing [FMSs to work together.

This part gf ISO 24014 intends to provide three mdin benefits.
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to shorten the time and lower'the cost of IFM procurement as both suppliers and purcha
tand what is being purchased. Procurement against an open standard reduces cost 3
the need for expensiyve béspoke system development and provides for second sourcing.

to simplify interoperability between IFMSs to the benefit of all stakeholders.

as benefitedfrom the architecture work done in Electronic Fee Collection (CEN/TC 278/W
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ides a framework for an interopekable fare management implementation with mininjum

bers
s it

G 1)

face

Vi

ISO/TST7573; Electronic jee collection — Systems architecture jor vehicle-related tolling,

existing international data security standards.
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Public transport — Interoperable fare management
system —

Part 1:
Architecture

1 (Scope

Thig part of ISO 24014 provides the basis for the development of multi-gperator/myilti-service
Intgroperable public surface (including subways) transport Fare Management. Systems (IFMSs) on a
natjonal and international level.

Thip part of ISO 24014 is applicable to bodies in public transport and related services whichl agree that
thelr systems need to interoperate.

While this part of ISO 24014 does not imply that existing interoperable fare management sy$tems need
to be changed, it applies so far as it is practically possible to extensions of these.

Thip part of ISO 24014 covers the definition of a comnceptual framework which is irjdependent
of ¢rganisational and physical implementation. Any*reference within this part of ISQ 24014 to
orghnisational or physical implementation is purely.irformative.

The objective of this part of ISO 24014 is to define a reference functional architecture for{IFMSs and
to iglentify the requirements that are relevantt¢’ensure interoperability between several agtors in the
confext of the use of electronic tickets.

The IFMS includes all the functions invelyed in the fare management process such as
— |management of application,

— |management of products;

— [security management; and

— |certification, registration, and identification.

Thi part of ISO<24014 defines the following main elements:

— |identification of the different set of functions in relation to the overall fare management{system;

— |a generic model of IFMS describing the logical and functional architecture and the interfaces within
the system and with other IFMSs;

— use cases describing the interactions and data flows between the different set of functions;
— security requirements.

This part of [ISO 24014 excludes consideration of the following:

— the physical medium and its management;

— the technical aspects of the interface between the medium and the medium access device;
— the data exchanges between the medium and the medium access device;

NOTE The data exchanges between the Medium and the Medium Access Device are proposed by other
standardization committees.

© IS0 2015 - All rights reserved 1
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— the financial aspects of fare management systems (e.g. customer payments, method of payment,
settlement, apportionment, reconciliation).

2 Term

s and definitions

For the purposes of this document, the following terms and definitions apply.

2.1
action list

list of items related to IFM applications or products (2.24) downloaded to medium access devices (2.18)

(MADs) pr
encountersg

2.2

actor
person, an
interacting

2.3
applicatio|
application

2.4
applicati

o
specificatirn of functions, data elements, and security scheme aceerding to the application rules (2.3

2.5
applicatio|
executable

2.6
applicatio|
implement

bcessed by the MAD 1f and when a speciiic IFM application or product referenced in thell
d by that MAD

with the IFM system within a particular use case (2.30)

I rules
owner requirements

specification

n template
technical pattern of the application specification (2.4)

n
ed and initialised application template (2.5)

Note 1 to enftry: The application is identified by a unique identifier.

Note 2 to

try: The application houses/products (2.24) and other optional customer information (custo

details, cusfomer preferences).

Note3toe
and the IFM

2.7
commerci
rules defin|

2.8

ry: The application.can be fully installed on a customer media or distributed on the customer m|
back offices.

I rules
ing thessettlement and commission within the IFMS

bt is

organisation (2.19), or another (sub)system playing a coherent set of’fuinctions when

mer

bdia

componer

t

any piece of hardware and/or software that performs one or more functions in the [FMS

29

component provider

anyone wh

2.10

o wants to bring a component (2.8) to the IFMS

IFM functional model

model to de

2.11
IFM polici

fine functions of I[FM-roles (2.12) and how they interact

€S

commercial, technical, security, and privacy objectives of IFM
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2.12
IFM-role
abstract object performing a set of functions in an I[FM functional model (2.10)

2.13

interoperable fare management

IFM

all the functions involved in the fare management process such as management of application, products
(2.24), security and certification, registration, and identification to enable customers to travel with
participating service operators using a single portable electronic medium

rable fare

. customer

following
ct retailer,

2.22

product specification
complete specification of functions, data elements, and security scheme according to the product rules
(2.21)

2.23
product template
technical pattern of the product specification (2.22)

Note 1 to entry: The product template is identified by a unique identifier.

© IS0 2015 - All rights reserved 3
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2.24
product

instance of a product template (2.23) stored in an application (2.6)

Note 1 to entry: Itis identified by a unique identifier and enables the customer to benefit from a service provided

by a service

2.25
role

operator.

abstract object performing a set of functions

2.26

security pL)licy

objectives

2.27

set of rule|
regulation
requireme

2.28
trigger
event that

2.29
usage rule

pf the IFM to secure the public interests and the assets within the IFM

3
b for achieving IFM policies (2.11) expressed as technical, commercial,;security, and 1
ts and standards relevant only to the [FMS

rauses the execution of a use case (2.30)

S

rules definfing the usage time, the usage area, the personal statts; and the type of service

pgal

2.30

use case

description of a process by defining a sequence of actions performed by one or more actors (2.2) an
the system|itself

3 Abbreviated terms

I[FM Interoperable Fare Managenient

[FMS Interoperable Fare Management system
MAD Medium Access Deviee

PP Protection Profile

PT Public Transport

SSS Security SubSystem

TOE Target Of Evaluation

4 Requirements

The purpose of ISO 24014 is to achieve interoperability throughout fare management systems while
making sure that participating companies in public transport remain as commercially free as possible
to design their own implementation in pursuing their own business strategies.

Specific requirements of the IFMS model are as follows.

— A customer shall be able to travel with all participating operators (the seamless journey) using a

single

medium.

© ISO 2015 - All rights reserved
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5

Theg IFMS may berun by a single transport undertaking, a transport authority, an associatiq
and| private companies, or other groups.

An

To

emIedded in the set of rules.

1SO 24014-1:2015(E)

There shall be a capability to extract data appropriate to the revenue-sharing and
requirements of the transport operators.

statistical

The same medium may carry additional applications. Conversely, other media may carry the

[FM application.

The ticketing methods associated with the application shall offer the opportunity to

reduce the

current time taken to enter/exit the public transport system and may reduce payment handling

costs significantly.

The IFMS model shall comply with data protection and financial services laws/regulations (e.g.

privacy).

The IFMS model shall provide the capability to accommodate new product specifications
regardless of those already in existence.

The IFMS model shall recognize and prevent internal or external fraud attacks.
The IFMS model shall identify the customer while protecting their privaey as appropriaf
The IFMS model shall protect the privacy of the customer.

The IFMS model shall ensure the integrity of exchanged data.

The IFMS model shall enable the implementation of additional services: loyalty progr:
sharing, park and ride, bike and ride, etc.

The IFMS model shall provide interface definitions between identified functions wi
transport to enable different operator networksto interoperate.

The IFMS model shall describe interfaces.which are essential to enable data-forwardin
between different operator networks allowing revenue-sharing agreements to be met.

The IFMS model shall provide a framework from which commercial agreements may be

The IFMS model shall be neutral with regard to different technologies which can be de
contact medium, contactlessmiedium (shortrange, wide range), independent of access teg

The IFMS model shall be fuhctionally neutral regarding specific transport organization

Conceptual framework

[FM m@anager establishes and manages the IFM policies on behalf of the IFMS. These

s required

mmes, car

thin public

b functions

developed.

bloyed [e.g.
hnologies].

structures.

n of public

olicies are

a security manager, and

aregistrar.

all appoint

The functions and the responsibilities of the security manager and the registrar can be distributed to
several organisations within an IFM. This may be a necessary condition to allow the cooperation of
existing IFMSs. An example is shown in B.3. The example also shows how a new common set of rules for
the joint IFMS is built upon the existing sets of the cooperating IFMSs.

© ISO 2015 - All rights reserved
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5.1 Description of IFM-roles

[FM-roles are identified by capitalized initial letters.

Product
Owner

The Product Owner is responsible for his Products.
Functions of ownership:

— Specifying pricing, Usage Rules, and Commercial Rules.
Functions of clearing:

— Trip reconstruction

Product
Retailer

Application
Retailer

Collection
and

Forwarding

— Product aggregation based on received usage data using Product definition rules
— Linking of aggregated usage data with acquisition data;

— Preparation of apportionment data based on Product Specification.

Functions of reporting:

— Detailed:

— acquisition data with no link to usage data within the reporting
period;

— usage data with no link to acquisition data within th€ reporting
period;

— linked aggregated Product data within the reporting period.

— Summary:

— apportionment data and clearing report.

— Total acquisition data.

The Product Retailer sells and terminates Products, collects, and refunds
value to a customer as authorized by a Product Owner.

The Product Retailer is the énly financial interface between the customer
and the [FMS related to Rroducts.

The Application Retailer sells and terminates Applications, collects, and
refunds value toactiStomer as authorized by an Application Owner.

The ApplicatiertRetailer is the only financial interface between the

customer and’the IFMS related to Applications.

The [FM-role of Collection and Forwarding is the facilitation of data
intefchanges of the IFMS. The general functions are data collection and
ferwarding. They contain at least the following functions:

© ISO 2015 - All rights reserved
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Functions of collecting

— Receiving Application Template from Application Owner.
— Receiving Product Template from Product Owner.

— Receiving data from Service Operators.

— Receiving data from Product Retailer.

— Receiving data from Application Retailer.

— Receiving data from other Collection and Forwarding functions.

— Receiving security list data from Security Manager.
— Receiving clearing reports from Product Owner.

— Consistency and completeness check of the data collected on a
technical level.

— Receiving the address list of all [IFM-roles in the [FM from the’Registrar.

Functions of forwarding

— Forwarding “Not On Us” data to other Collection and'Forwarding
functions.

— Recording “Not On Us” data.

— Forwarding data with a corrupt destination address to the Security
Manager.

— Forwarding “On Us” data to the Préduct Owner for clearing and
reporting.

— Forwarding clearing reports, Application Template, Product Template,
and security list data to the Product Retailer and Service Operator.

— Forwarding Application Templates and security list data to the
Application Retailer and Service Operator.

NOTE The “ON US.and NOT ON US” concept is as follows.

— A specific Collection and Forwarding function is to collect data from
one [FM-role-and forward it to other IFM-roles.

— Logically, there may be several COLLECTION AND FORWARDING
functions within the IFM.

< FM-roles may be linked to different COLLECTION AND FORWARDING
functions, but each IFM-role can only be linked to one.

— The concept of “ON US and NOT ON US” addresses this connectivity
functionality: Data held by a specific COLLECTION AND FORWARDING
function is either “ON US” or “NOT ON US” data.

— Data collected by a specific COLLECTION AND FORWARDING function
addressed to IFM-roles directly linked to this COLLECTION AND
FORWARDING function is termed “ON US” data.

— Data collected by a specific COLLECTION AND FORWARDING
function addressed to IFM-roles not linked to this COLLECTION AND
FORWARDING function is termed “NOT ON US” data.

Service The Service Operator provides a service to the customer against the use
Operator of a Product.

Application  The Application Owner holds the Application contract for the use of the
Owner Application with the customer.

© IS0 2015 - All rights reserved 7
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Customer Subject to commercial agreements, Customer Service may provide
Service “helpline” and any similar facilities including replacement of stolen and
damaged Customer Medium and consequent Product reinstalling.

Customer The Customer holds an Application and acquires Products in order to use
the public transport services.

Security The Security Manager is responsible for establishing and coordinating the
Manager Security Policy and for

— certification of Organisations, Application Templates, Components,
and Product Templates,

— auditing of Organisations, Application Templates/Applications,
Components, and Product Templates/Products,

— monitoring the system, and

— operation of the security of the IFMS, e.g. key management.

Registrar After the certification, the Registrar issues unique registration ¢odes for
Organisations, Components, Application Templates, and Produc?
Templates. The Registrar function also issues unique identjfiers or rules
for generating unique identifiers for the Applications, Products, and
messages.

5.2 Basic framework of the generic IFM functional medel

The links petween the operational IFM-roles of the IFMS are illustrated in Figure 1. These llr:ks
represent |nformation flows. Optional links and [FM-rales are drawn in dotted lines. It is assuined
that the customer already has a medium or is provided“with one by the application retailer, therefpre,
the model| considers only application and product issues. Within an IFMS, there may be sevgral
organisati¢ns performing the functions of the IEM-roles.

Product [ Application |
Owner Owner

[ Application Retailer ] Collection
{ and >
[ Product Retailer J Forwarding
Ve
Customer )
9..S_er.v£._J
_/"

P E——
] OCIVILE
[ Customer J Operator

Figure 1 — Links between operational IFM-roles within the IFMS

An IFM manager establishes and manages the IFM policies on behalf of the IFM. These policies are
embedded in the set of rules. The [FM manager will have relationships with media issuers. The customer
will have a relationship with the issuer of the customer medium they hold. Also, the application owner
will have relationships with media issuers.

8 © IS0 2015 - All rights reserved
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To manage the elements, the [FM functional model includes two management IFM-roles:

— the registrar — the IFM-role for the identification of any organization, component, application
template and application, product template, and product involved in the IFMS;

— the security manager — the supporting IFM-role responsible for the secure operation of the [FMS.
Figure 2 shows the two domains of IFM-roles of the [FM and the connection between them.

The interactions between IFM-roles are described in detail in Clause 6.

——— — —_—_—————————— —_—————

Ve ~ 7 N\

/ [Product ] (Application)
Security
Manager

Owner Owner

; —
[Application Retailer]— Collection
and >

[ Product Retailer ]— Forwarding
7_—J

7

i

Registrar

' | Service
; [ Customer J] | Operatorl /

\ /
N e \ J

~N _ A - E

_\.v
N a
o &
<. 9
g E
LN

Figure 2 — Two IFM domains (operational and management IFM-roles)

6 |Use Case description for theIFM functional model

Thip clause describes Use Cases, for the operation of an IFMS. The set of Use Cases descriped herein
proyides a toolbox for the implémentation of an IFMS. Where processes described within a Use Case are
implemented within an IFM; the Use Case is mandatory.

However, Use Cases may be adapted with modification depending on ways of mandgement of
Applications and Preducts. An/A Application/Product can be managed either in a media| centric or
back-office centrigway. Any variation or combination between these two approaches may b¢ possible.

Media centric mranagement:

Main.processes (e.g. fare calculation, billing) of management of Application and Produg¢t are done
between a Medium and MAD.

BacK-ofTice centric management:
Main processes of management of Application and/or Product are done in the back-office.

The following Use Cases describe functional aspects of the IFM. Contractual matters are outside the
scope of this part of ISO 24014, but a prerequisite to implementation.

All Actors in the Use Cases are written in UPPER CASE characters.

6.1 Certification

Each object to be brought into the IFM should meet the IFM requirements. The proof of compliance is
given by checking the object against a Set of Rules. This process is called certification.

© IS0 2015 - All rights reserved 9
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Within the IFM, the certification certifies

— Organisations,

— security-related Components,

— Application Specification and Template, and
— Product Specification and Template.

The Security Manager is responsible for the certification.

6.1.1 Certification of Organization

Use Case npme Certification of Organization

Outline Each Organization which wants to participate in the IFM shall agree to<abide by tie
Set of Rules.

Triggered Hy ORGANIZATION

Actor(s) SECURITY MANAGER
ORGANIZATION

Use Case dgscription If the SECURITY MANAGER confirms that the Organization agrees to abide by the(Set
of Rules,
— the ORGANIZATION will be certified,
— else the ORGANIZATION will not be cerkified.

6.1.2 Certification of Components

Use Case npme Certification of Components

Outline Each Component to be brought into the IFM shall meet the IFM requirements. Propf
of this is given by checking this Component against a Set of Rules.

Triggered Hy COMPONENT PROVIDER

Actor(s) SECURITY MANAGER
COMPONENT PROVIDER

Use Case dgscription The SECURITY MANAGER checks the Component against the Set of Rules.
If the @omponent is compliant with the Set of Rules,

—the Component will be certified,

— else the Component will not be certified.

6.1.3 Certification of Application Specification and Template

UseCasename | Certification of Application Specification and Template |

Outline Each Application Specification and Template to be brought into the IFMS shall meet
the IFM requirements. Proof of this is given by checking this Application
Specification and Template against a Set of Rules.

Triggered by APPLICATION OWNER

Actor(s) SECURITY MANAGER
APPLICATION OWNER
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Use Case name Certification of Application Specification and Template

Use Case description

the Set of Rules.

— the Application Specification and Template will be certified,

— else the Application Specification and Template will not be certified.

The SECURITY MANAGER checks the Application Specification and Template against

If the Application Specification and Template is compliant with the Set of Rules,

6.1.4 Certification of Product Specification and Template

Us¢ Case name Certification of Product Specification and Template
Outlline Each Product Specification and Template to be brought into the IFM shall jmeet the
IFM requirements. Proof of this is given by checking this ProductSpecification and
Template against a Set of Rules.
Triggered by PRODUCT OWNER
Actpr(s) SECURITY MANAGER
PRODUCT OWNER
Usq Case description The SECURITY MANAGER checks the Product Specification and Template pgainst the
Set of Rules.
If the Product Specification and Templat€ is compliant with the Set of Rulds,
— the Product Specification and Template will be certified,
— else the Product Specification and' Template will not be certified.
6.2 Registration
Reistration is necessary to ensure that each*instance of an object is unique within the IFM. This is
guaranteed by a unique identifier. The process of managing these identifiers is called registijation.

Obj

bcts and instances of objects withifithe IFM which have to be registered are
Organisations,

Components,

Application Template and Application, and

Product Template’and Product.

The Registrar ofithe IFM is responsible for the registration process.

6.2{1  Registration of Organization

Uscd-Casennite———Registrationef Organization

Outline A unique identification is given to each Organization.

Triggered by ORGANIZATION

Actor(s) REGISTRAR
ORGANIZATION

Use Case description The ORGANIZATION sends the Organization certification to the REGISTRAR.
The REGISTRAR returns a unique Organization identifier to the ORGANIZATION.

© ISO 2015 - All rights reserved
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6.2.2 Registration of Component

Use Case name

Registration of Component

Outline A unique identification is given to each Component.
Triggered by COMPONENT PROVIDER
Actor(s) REGISTRAR

COMPONENT PROVIDER

Use Case description

The Component certification is sent to the REGISTRAR.

The REGISTRAR returnsa nnir}np anpnhpnf identifier to the ﬂrg:hi7:ﬂ'inh which

asked for registration.

6.2.3 Registration of Application Template

Use Case npme

Registration of Application Template

Outline A unique identification is given to each Application Template.
Triggered Hy APPLICATION OWNER
Actor(s) REGISTRAR

APPLICATION OWNER

Use Case dgscription

The APPLICATION OWNER sends the Application Template certification to the
REGISTRAR.

The REGISTRAR returns a unique Application' Template identifier to the
APPLICATION OWNER.

6.2.4 Registration of Application

Use Case npme

Registration of Application

Outline A unique identification is'given to each Application.
Triggered Hy APPLICATION RETAILER
Actor(s) REGISTRAR

APPLICATIONRETAILER

Use Case dgscription

a) The APPLICATION OWNER sends the Application Template identification to the
REGISTRAR and asks for an Application identification. The REGISTRAR sends a
unique_Application identifier to the APPLICATION OWNER. This can be done for a
single identifier as well as for a batch of identifiers.

b)The APPLICATION RETAILER sends the Application Template identification to the
APPLICATION OWNER throughthrough the COLLECTION AND FORWARDING and
asks for an Application identification. The APPLICATION OWNER sends the uniqu¢

Application identifier throughthrough the COLLECTION AND FORWARDING to th{
APPLICATION RETAILER.

Land) < 2l pa al 1) 11l 4 4 H <
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6.2.5 Registration of Product Template

Use Case name

Registration of Product Template

Outline A unique identification is given to each Product Template.
Triggered by PRODUCT OWNER
Actor(s) REGISTRAR
PRODUCT OWNER
12
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Use Case name

Registration of Product Template

Use Case description

The PRODUCT OWNER sends the Product Specification certification to the
REGISTRAR.

The REGISTRAR returns a unique Product Template identifier to the PRODUCT

OWNER.

6.2.6 Registration of Product

Use Case name

Registration of Product

Outlline

A unique identification is given to each Product.

Triggered by PRODUCT RETAILER
Actpr(s) REGISTRAR
PRODUCT RETAILER

Usg Case description

a) The PRODUCT OWNER sends the Product Template identification to the|
REGISTRAR and asks for a Product identification. The REGISTRAR sends 4 unique

Product identifier to the PRODUCT OWNER. This cajrbe'done for a single identifier
as well as for a batch of identifiers.

b) The PRODUCT RETAILER sends the Product-Femplate identification to fhe
PRODUCT OWNER throughthrough the COLLECTION AND FORWARDING §nd asks
for a Product identification. The PRODUGT'OWNER sends the unique Prodjuct
identifier throughthrough the COLLECTION AND FORWARDING to the PRODUCT
RETAILER.

The processes described in a) and b) could happen at any time in any ordef.

6.3| Management of Application

Thg Management of Application comprises

— |dissemination of Application Templates,
— |acquisition of Applications,

— |termination of Applicatiom\Templates, and
— |termination of Applications.

Only certified and registered Application Templates shall be disseminated.

Updating of Applieation consists of terminating an Application and acquiring a new Applicatjon.
6.3]1 Dissemination of Application Template
Us¢ Gase name Dissemination of an Application Template
Outline Dissemination of an Application Template enables the authorized Retailer to sell an
Application and an authorized Service Operator to access this Application.
Triggered by APPLICATION OWNER
Actor(s) APPLICATION RETAILER
COLLECTION AND FORWARDING
SERVICE OPERATOR
APPLICATION OWNER
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Use Case name Dissemination of an Application Template

Use Case description Dissemination of Application Template comprises

— distribution of registered Application Template by APPLICATION OWNER to the
APPLICATION RETAILER throughthrough the COLLECTION AND FORWARDING, and

— distribution of registered Application Template by APPLICATION OWNER to the
SERVICE OPERATOR through the COLLECTION AND FORWARDING.

6.3.2 Acquisition of Application

Use Case nhme Acquisition of Application

Outline An Application is loaded on the Customer Medium.
Triggered Hy CUSTOMER

Actor(s) APPLICATION RETAILER

APPLICATION OWNER
COLLECTION AND FORWARDING
CUSTOMER

Use Case d{

scription The authorized APPLICATION RETAILER installs an instance of a registered
Application Template on a Medium.

The APPLICATION RETAILER performs
— installation of the instance of the registered\Application Template, and

— distribution of the Application identifierand the Application acquisition data td
the APPLICATION OWNER throughthrough'the COLLECTION AND FORWARDING.

6.3.3 Te
The Use Ca

— regulaf termination of Application Template;

— forced

6.3.3.1 Regular termination of Application Template

fmination of Application Template

se “Termination of Application Template” comprises the following:

termination of Application Template.

Use Case npme Regulartermination of Application Template
Outline An‘Application Template is terminated in the IFM by request of the Application
Owner.
Triggered Hy APPLICATION OWNER
Actor(s) APPLICATION RETAILER
COLLECTION AND FORWARDING
SERVICE OPERATOR
PRODUCTRETAHER
SECURITY MANAGER
REGISTRAR
APPLICATION OWNER
14 © IS0 2015 - All rights reserved
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Use Case name

Regular termination of Application Template

Use Case description

The APPLICATION OWNER wants to terminate the Application Template. This
comprises

— distribution of Termination of registered Application Template to the
APPLICATION RETAILER through the COLLECTION AND FORWARDING;

— distribution of Termination of registered Application Template to the SERVICE
OPERATOR through the COLLECTION AND FORWARDING;

— distribution of Termination of registered Application Template to the PRODUCT
RETAILER through the COLLECTION AND FORWARDING;

— distribution of Termination of registered Application Template to the-SECURITY
MANAGER;

— distribution of Termination of registered Application Template'to'the
REGISTRAR;

— (optional) distribution of Termination of registered Application Templdte to the
CUSTOMER SERVICE through the COLLECTION AND FORWARDING;

— (optional) the MAD reports the Application Template identifier and Application
Template termination data to the APPLICATION OWNER and SECURITY MJANAGER
through the COLLECTION AND FORWARDING.

6.3]3.2 Forced termination of Application Template

Usg Case name

Forced termination of Application Template

Outlline Termination of Application Template by request of the IFM Manager.
Triggered by IFM MANAGER
Actpr(s) SECURITY MANAGER

Usq Case description

The IFM MANAGER«$ends the request for termination of an Application Tejmplate to
the SECURITY MAINAGER.

6.3/4 Termination of Application
Thg Use Case “Termination of Application” comprises the following:
— |regular terminationof Application;

— [forced terminatioh of Application.

6.3/4.1 Regular termination of Application

Usq¢ Case:name

Regular termination of Application

Outline An Application is terminated on the Customer Medium.
Triggered by CUSTOMER
Actor(s) APPLICATION RETAILER

APPLICATION OWNER
COLLECTION AND FORWARDING
REGISTRAR

CUSTOMER
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Use Case name Regular termination of Application

Use Case description The CUSTOMER wants to terminate the APPLICATION.
The APPLICATION RETAILER

— de-installs the Application on the Customer Medium;

— sends the de-installed Application identifier to the APPLICATION OWNER through
the COLLECTION AND FORWARDING.

The APPLICATION OWNER sends Application identifier to the REGISTRAR.

6.3.4.2 orced termination of Application

Use Case npme Forced termination of Application
Outline Application is put on a security list by request of the APPLICATION OWNER.
Triggered Hy APPLICATION OWNER
Actor(s) APPLICATION OWNER
COLLECTION AND FORWARDING
SECURITY MANAGER
Use Case dgscription The APPLICATION OWNER wants to terminate an Applieation and sends the
Application identifier to the SECURITY MANAGER throtgh the COLLECTION AND
FORWARDING.

6.4 Management of Product

The management of Product comprises the following:
— dissenjination of Product Template;
— termirjation of Product Template;
— management of Action List;

— acquisjtion of Product;

— modification of Product parameter;
— termirjation of Product;

— use anf inspection of Product;

— collectfion of data;

— forwarding data;

— generdtien‘and distribution of clearing reports.

6.4.1 Dissemination of Product Template

Use Case name Dissemination of Product Template
Outline Dissemination of registered Product Template enabling authorized Actors to handle
the Product.
Triggered by PRODUCT OWNER
Actor(s) COLLECTION AND FORWARDING
PRODUCT RETAILER
SERVICE OPERATOR
PRODUCT OWNER

16 © IS0 2015 - All rights reserved



https://standardsiso.com/api/?name=79f048f25294ca86ab708733e03f878b

1SO 24014-1:2015(E)

Use Case name

Dissemination of Product Template

Use Case description

Dissemination of Product Template comprises the following:

— distribution of Product Template by PRODUCT OWNER to COLLECTION AND FOR-
WARDING;

— distribution of Product Template by COLLECTION AND FORWARDING to
authorized PRODUCT RETAILER;

— distribution of Product Template by COLLECTION AND FORWARDING to
authorized SERVICE OPERATOR.

6.4)2 Termination of Product Template

Thd Use Case “Terminat

— |regular termination of Product Template,

— |forced termination

6.4{2.1 Regular termination of Product Template

ion of Product Template” comprises the following:

of Product Template.

Usg Case name

Regular termination of Product Template

Ouflline

Termination of Product Template on deeision of the PRODUCT OWNER.

Triggered by

PRODUCT OWNER

Actpr(s)

COLLECTION AND FORWARDING
PRODUCT RETAILER

SERVICE OPERATOR

PRODUCT OWNER

Us¢ Case description

Termination of Product Template comprises the following:

— distribution of request for termination of a Product Template by PRODUCT
OWNER to COLIEECTION AND FORWARDING;

— distribution of request for termination of Product Template by COLLEC[TION AND
FORWARDING to authorized PRODUCT RETAILER;

— distribution of request for termination of Product Template by COLLEC[TION AND
FORWARDING to authorized SERVICE OPERATOR;

+— sending of the request for termination of Product Template by the PRODPUCT
OWNER to the SECURITY MANAGER;

— (optional) sending of the identifier of the terminated Product Template|by the
PRODUCT OWNER to the REGISTRAR.

6.4{2.2, Forced termination of Product Template

Usé-€aserame—Foreedterminationrof Product Femplate

Outline Termination of Product Template on decision of the IFM Manager.
Triggered by IFM MANAGER

Actor(s) SECURITY MANAGER

Use Case description

The IFM MANAGER sends the request for termination of a Product Template to the

SECURITY MANAGER.

6.4.3 Management of Action List

Use Case name

Management of Action List

Outline

Management of an Action List enables actions related to Products or Applications.
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Use Case name

Management of Action List

Triggered by

APPLICATION RETAILER or PRODUCT RETAILER or CUSTOMER

Actor(s)

APPLICATION RETAILER
PRODUCT RETAILER
COLLECTION AND FORWARDING
CUSTOMER

Use Case description

Management of Action List consists of

— adding an item to the Action List, which will result in the one-time addition of a
Product/Application to the Customer Medium;

— adding an item to the Action List, which will result in the one-time removal ¢f-g
Product/Application from the Customer Medium;

— removing an item from the Action List;
— aggregation of Action List data;

— distribution of Action List to any MAD, which is able to update
Products/Applications into the Customer Medium through the/COLLECTION AND
FORWARDING.

After a Customer Medium is updated, the MAD sends information back to the Actipn
List.

6.4.4 Acpuisition of Product

Use Case npme

Acquisition of Product

Outline Acquisition of PRODUCT enabling CUSTOMER to benefit from a transport service.
Triggered Hy CUSTOMER
Actor(s) PRODUCT RETAILER

COLLECTION AND FORWARDING

PRODUCT OWNER

CUSTOMER

Use Case dgscription

The authorized PRODUCT RETAILER installs an instance of a registered Product
Template on a registered Application.

The Produget Retailer performs the following:

— detection and verification of registered Application;

— yeérification of Application according to Security Policies;

< Installation of the instance of the registered Product Template;

— distribution of Product identifier and Product acquisition data to the PRODUCT]
OWNER through the COLLECTION AND FORWARDING.

6.4.5 Madification of Product parameter

Use Case name

Modification of Product parameter

Outline Modifying changeable Product parameters for an existing Product.
Triggered by CUSTOMER
Actor(s) PRODUCT RETAILER

COLLECTION AND FORWARDING

PRODUCT OWNER

CUSTOMER

Use Case description

The authorized PRODUCT RETAILER modifies changeable Product parameters of an
existing Product.

The Product Retailer distributes the Product identifier and Product modification

data to the PRODUCT OWNER through the COLLECTION AND FORWARDING.

18
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6.4.6 Termination of Product

A Product which can be extended or recharged is covered by 6.4.5. Once a Product has been terminated,
it shall not be extended or recharged.

When a Product is terminated, it is always for a good reason. For example, payment was not honoured
or the Product was sold in error in the first place. To reactivate such a Product would be to run the risk
that a security-related issue that may no longer be on record might be disregarded enabling fraudulent
use. Best practice requires that terminated Products cannot therefore be reactivated. Similar Products
can, of course, replace them.

ThdUse Case "Termination of Product” comprises
— |regular termination of Product, and

— |forced termination of Product.

6.4/6.1 Regular termination of Product

Usg Case name Regular termination of Product
Outflline Termination of Product by request of the CUSTOMER.
Triggered by CUSTOMER
Actpr(s) CUSTOMER
PRODUCT RETAILER
COLLECTION AND FORWARDING
PRODUCT OWNER
Usg Case description The authorized PRODUCT RETAILER de-installs/terminates a Product.
The Product Retailer distributes the Product identifier and Product termihation data
to the PRODUCT OWNER through the COLLECTION AND FORWARDING.

6.4/6.2 Forced termination of Prodict

Usg Case name Forced termination of Product
Outflline Product is put on a security list by request of the PRODUCT OWNER.
Triggered by PRODUCT OWNER
Actpr(s) PRODUCT OWNER
SECURITY MANAGER

COLLECTION AND FORWARDING

Usq Case description The PRODUCT OWNER wants to terminate a Product and sends the Produft
identifier to the SECURITY MANAGER through the COLLECTION AND
FORWARDING.

6.417 Use and incpnr‘finn of Product

Use Case name Use and inspection of Product
Outline SERVICE OPERATOR checks and collects the data of a Customer Medium using the
public transport service.
Triggered by SERVICE OPERATOR
Actor(s) CUSTOMER
SERVICE OPERATOR
COLLECTION AND FORWARDING
PRODUCT OWNER
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Use Case name Use and inspection of Product

Use Case description A CUSTOMER who uses a PRODUCT on public transport.

The Use Case consists of several processes performed by the SERVICE OPERATOR:
— detection and verification of Application;

— detection, selection and verification of Product;

— verification of Application and Product according to Security Policies;

— processing of Product data;
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— computation of Product rules;
— collection of the Product usage and inspection data;

— distribution of Product usage and inspection data to the PRODUCT{OWNER
through the COLLECTION AND FORWARDING.

Inspection consists of
— simple detection,

— detection and verification, or

— detection, verification and further processing.

6.4.8 Co

llection of data

Use Case n|

hme Collection of data

Outline

The COLLECTION AND FORWARDING receives data and checks the completeness and
integrity of the data.

Triggered Hy APPLICATION OWNER

PRODUCT OWNER

APPLICATION RETAILER

PRODUCT RETAILER

SERVICE OPERATOR

other COLLECTION AND FORWARDING
SECURITY MANAGER

REGISTRAR

Actor(s)

COLLECTION AND FORWARDING
APPLICATION OWNER

PRODUCT OWNER

APPLICATION RETAILER

PRODUCT RETAILER

SERVICE OPERATOR

other COLLECTION AND FORWARDING
SECURITY MANAGER

REGISTRAR

20
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Use Case name

Collection of data

Use Case description

The received data consist of administrative data and transaction data:
— receiving Application Template from Application Owner;

— receiving Product Template from Product Owner;

— receiving data from Service Operators;

— receiving data from Product Retailer;

— receiving data from Application Retailer;

racaiuging data feopn athar Collactions and Dovyaeding.
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— receiving security list data from Security Manager;
— receiving clearing reports from Product Owner;

— completeness and integrity check of the data collected on atechnical lepel and the
acknowledgement of receipt to the sender;

— receiving address list of all IFM-roles in the IFM from the Registrar.

6.4)9 Forwarding data

Usq¢ Case name

Forwarding data

Ouflline

The COLLECTION AND FORWARDING forwards data.

Triggered by

COLLECTION AND FORWARDING

Actpr(s)

APPLICATION OWNER

PRODUCT OWNER

APPLICATION RETAILER

PRODUCT RETAILER

SERVICE OPERATOR

COLLECTION AND EORWARDING
other COLLECTION-AND FORWARDING
SECURITY MANAGER

Usg Case description

The forwarding of data consists of the following:
— forwarding “NOT ON US” data to other COLLECTION AND FORWARDIN[;
— forwarding “ON US” data to the APPLICATION OWNER;
~—~ forwarding “ON US” data to the PRODUCT OWNER for clearing and rep¢rting;

— forwarding clearing reports, Application Template, Product Template apd
security list data to the PRODUCT RETAILER and SERVICE OPERATOR;

— forwarding Application Templates and security list data to the APPLICATION
RETAILER and SERVICE OPERATOR;

— forwarding forced termination requests to the SECURITY MANAGER.

6.4.10 Generation and distribution of clearing reports

Use Case name

Generation and distribution of clearing reports

Outline

The PRODUCT OWNER performs the clearing procedure and distributes the results
to relevant IFM-roles.

Triggered by

PRODUCT OWNER

Actor(s)

PRODUCT RETAILER

SERVICE OPERATOR
COLLECTION AND FORWARDING
PRODUCT OWNER
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Use Case name

Generation and distribution of clearing reports

Use Case description

The generation and distribution of clearing reports consist of the following:

— clearing of the Product data (acquisition and usage data) and generating reports
for the PRODUCT RETAILER and SERVICE OPERATOR by the PRODUCT OWNER;

— distribution of the clearing report to the PRODUCT RETAILER through the
COLLECTION AND FORWARDING;

— distribution of the clearing report to the SERVICE OPERATOR through the
COLLECTION AND FORWARDING.

The-distributicn-ofclearinareportscanalso-bedone by directtransmissieonfromthe
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PRODUCT OWNER.

6.5 Secyrity management

The Security Policy secures the assets in the IFMS, the privacy of the customers, and. thé integrity pnd

non-repudjation of the transaction data.

Conformar]ce with the Security Policy is based on adherence to the Set of Rules, in particular|the

security ryles, by the IFM members.

The SECURITY MANAGER is responsible for the operation of the security of the IFMS.

The functipns of SECURITY MANAGER are performed by a central body in the IFM and, possibly andl by

delegation |of this body, by other trusted Organisations.

The SECURITY MANAGER will be responsible for the implemefitation of the Security Policy by all Actors

concerned] The responsibility will commence at the start ofthe IFMS.
Whenever p new Actor joins the IFMS, he will have to:a€éept and implement the IFM Security Policy
Security management consists of
— monitgring processes,

— managing security keys, and

— managing security lists.

6.5.1 Mgnitoring of IFM processes and IFM data life cycle

Use Case npme

Menitor IFM processes and IFM data life cycle

Outline

The monitoring of the processes and data life cycle (generation of data, movemen{ of
data, storage of data, use of data, changes of data, and deletion of data) shall
guarantee the secure operation of the IFMS, providing the required trust by the
customers and operators concerning handling and protection of assets and
sensitive information

Triggered by

SECURITY MANAGER

Actors

ALL

Use Case description

The SECURITY MANAGER participates in the collection of information regarding the
general security level from all Organisations and audits both the processes and the
[FMS Components from which the data are generated until they are deleted.

The Security Manager may collect targeted information from all the Use Cases and
may monitor both the processes as well as the life cycle of the IFM data.
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6.5.2 Management of IFM security keys

Use Case name

Management of IFM security keys

Outline The generation, distribution, storage, and termination of [FM security keys.
Triggered by SECURITY MANAGER
Actor(s) SECURITY MANAGER

ORGANISATIONS using IFM security keys

Use Case description

Security keys management covers the generation, registration, certification,
deregistration, distribution, installation, storage, archiving, revocation, derivation,

and destruction of public or secret Keying material in accordance with the
Security Policy at the general security level.

The Use Case is Triggered by any ORGANIZATION that will receive] install
use [FM security keys or by the SECURITY MANAGER as part of his'securi
mentation tasks.

The possibility of attacks must be taken into consideratign.

IFM

store, and
y imple-

6.5]3 Management of security lists

6.5]3.1 Provision of security lists

Usg¢ Case name

Provision of security lists

Outline

Provision of a security list by the Security Manager.

Triggered by

SECURITY MANAGER

Actprs

SECURITY MANAGER
APPLICATION OWNER
PRODUCT OWNER
APPLICATION RETAILER
PRODUCT RETAH/ER
SERVICE OPERATOR
CUSTOMER

Usg Case description

SECURITY. MANAGER provides a new security list to
— APPLICATION OWNER,

— PRODUCT OWNER,

— APPLICATION RETAILER,

— PRODUCT RETAILER,

— SERVICE OPERATOR,

— REGISTRAR, and

— (optional) CUSTOMER SERVICE

fhrmlgh the COLLECTION AND FORWARDING

6.5.3.2 Updating security list data

Use Case name

Updating security list data

Outline

Aggregation of security list data concerning Components, Customer Medium,

installed Products, and installed Applications.

© ISO 2015 - All rights reserved
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Use Case name Updating security list data

Triggered by SECURITY MANAGER
ORGANIZATION
APPLICATION OWNER
PRODUCT OWNER
APPLICATION RETAILER
PRODUCT RETAILER
SERVICE OPERATOR
CUSTOMER

Actors SECURITY MANAGER
ORGANIZATION
APPLICATION OWNER
PRODUCT OWNER
APPLICATION RETAILER
PRODUCT RETAILER
SERVICE OPERATOR
CUSTOMER

The Use Case covers the activities of the Security Manager concerning the generatfion
and maintenance of security lists.

Use Case dgscription

6.5.3.3 Add or remove a Component to/from security list

Use Case npme Add or remove a Component to/from security list

Outline The adding of a Component to, or removing.0f'a Component from, a security list.

Triggered Hy SECURITY MANAGER
ORGANIZATION
APPLICATION OWNER
PRODUCT OWNER
APPLICATION RETAILER
PRODUCT RETAILER
SERVICE OPERATOR
CUSTOMER

Actors SECURITY MANAGER
ORGANIZATION
APPLICATION.OWNER
PRODUCT OWNER
APPLICATION RETAILER
PROBUCT RETAILER
SERVICE OPERATOR
CUSTOMER

Use Case dgscription An ORGANIZATION may request that a Component be added to or removed from the
security list, e.g. a stolen card-issuing machine or a ticketing machine.

6.5.3.4 Addyor remove an Application Template to/from security list

Use Case name Add or remove an Application Template to/from security list

Outline The adding of an Application Template to or removing of an Application Template
from a security list.

Triggered by SECURITY MANAGER

Actors SECURITY MANAGER

Use Case description The SECURITY MANAGER requests the addition/removal of an Application Template
to/from a security list.

NOTE In the case of a prohibition list, the IFM Manager will later receive from the
SECURITY MANAGER an acknowledgement of the termination.
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6.5.3.5 Add or remove an Application to/from security list

Use Case name

Add or remove an Application to/from security list

Outline The adding of an Application to or removing of an Application from a security list.
Triggered by APPLICATION OWNER
Actors SECURITY MANAGER

APPLICATION OWNER

Use Case description

An APPLICATION OWNER requests the addition/removal of the installed Application
to/from a security list.

NOTE In the case of a prohibition list, the APPLICATION OWNER will later|receive
through COLLECTION AND FORWARDING an acknowledgement of the termination
by an APPLICATION RETAILER.

6.5]3.6 Add or remove a Product Template to/from security list

Usg¢ Case name

Add or remove a Product Template to/from securitylist

Outflline

The adding of a Product Template to or removing 6f-aProduct Template frpm a
security list.

Triggered by

SECURITY MANAGER

Actprs

SECURITY MANAGER

Usq Case description

A SECURITY MANAGER requests the:addition/removal of a Product Template to/
from a security list.

NOTE In the case of a prohibitionTist, the PRODUCT OWNER will later rec¢ive
through COLLECTION AND EORWARDING an acknowledgement of the termination.

6.5]3.7 Add or remove a Product to/from Security list

Usq¢ Case name

Add or remove'aProduct to/from security list

Outflline The adding of-a Product to or removing of a Product from a security list.
Triggered by PRODUET'OWNER or RETAILER
Actprs PRODUCT OWNER

PRODUCT RETAILER

SECURITY MANAGER

Usg Case description

A PRODUCT OWNER or RETAILER requests the addition/removal of a Profluct to/
from a security list.

NOTE In the case of a prohibition list, the PRODUCT OWNER or RETAILER|will later
receive through COLLECTION AND FORWARDING an acknowledgement of the
termination.

6 P yal = C 2 AA =l s A hY
0O CGUOSLUIIITT OTIVILT MidlldgTIIITIIU (UpPLIVUIldl)

Use Case name

Customer Service Management (optional)

Outline CUSTOMER SERVICE provides “helpline” and any similar facilities.
Triggered by CUSTOMER
Actor(s) CUSTOMER

CUSTOMER SERVICE

COLLECTION AND FORWARDING
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Use Case name Customer Service Management (optional)

Use Case description

forwards the request to the relevant IFM-roles through the COLLECTION AND
FORWARDING and receives the reply.

CUSTOMER SERVICE answers the request.

CUSTOMER SERVICE receives a request from a CUSTOMER. The CUSTOMER SERVICE

7 System interface identification

All interfaces described in Annex A, except those with the Customer Medium, will be specified in

further standards.

The interfz
the respon

8 Identification

8.1 Gen

By identifi
unambigud
uniquely id

Identificat

8.2 Numnpbering schenie

As a minin

Securi
lists, ¢
proced

Comm
Compg
is neeq

Auditi
inform
until it
is char
the IFN

all Act

ces with the Customer Medium are out of the scope of this part of ISO 24014 and-are ur
5ibility of other standardization committees.

eral
fation is meant a set of attributes that describes a specific per§on or object in a unique

entified. An object, e.g. a ticketing machine, can be identified by owner, type, and serial nu

on is important in an IFMS for the following main reasons:

.g. to record stolen Components. The identification may also be used in an authentica
ure by including a unique ID.

linication — In an IFM network, there willlbe many entities like Organisations, companies,
nents that will be acting as a sender-and/or a receiver of information. A unique identifica
ed for addressing the different entities in a communication network.

hg — There is a strong requirement on being able to audit any transaction and any pied
ation in an IFMS, e.g. following a usage transaction from creation by the service oper
is cleared and refunded by the Product Owner. If something goes wrong or any informa
ged during its lifetime) it is important to be able to investigate what happened and wher
1S it happened.

um, the-fellowing objects shall have a unique identity in an IFMS:

prs”(Organisations) involved in the IFMS, e.g. all Product and Application Owners, Retail

us way. A person can, for instance, be described by name, bifth date, sex, address, etc.;])bbe

der

and

er.

[y — Identification of IFM-roles, objects, Applicatiéns, Products, etc. enables the use of Seculrity

Fion

and
fion

e of
htor
[ion
e in

cr's,

and Se|

rvice Operators;

all Application Templates;

all Applications (implemented and initialised Application Templates);

all Pro

all Pro

duct Templates;

ducts (instances of Product Templates);

all Components.

8.3 Prerequisites

— There is one Registrar within the IFMS.
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Any object, e.g. Templates and Components, have an owner who will be one of the Actors i

n the IFMS.

The identification of the Application and Product shall be as short and compact as possible due to

the minimization of the transaction time between the Customer Medium and the MAD.

Security in IFMSs

[FMSs are subject to fraud by customers and operators, but also by people outside the IFMS. The Security
Policy for an [FMS shall enable the protection of the public interests and the assets in the system.

9.1
The

valges. Some overall principles of public interests are formulated below.

Thd
sho

trampsport services.

As

pro
req
thid

Protection of the interests of the public

public interests are founded not only on quantifiable financial aspects, but also an huimj{

transport service strategic goals are met.

Fairness of payment — Customers shall be convinced that everyone. is paying the corr
according to valid tariff principles.

Public Trust — Customers shall be convinced that they pay thé.correct amount for the desil

Public Moral — Deliberate sabotage and fraud should bé.discouraged and considered illg
related to the principles of fairness and public trust,.

Privacy — Information generated by the IFMS shdll be protected as required by applical

se principles are of general nature and arenot further specified in this part of ISO
1ld nevertheless be accounted for and folowed within any Organization responsible

or privacy, international and Eurepean regulations impose restrictions on the collectig
Cessing, and dissemination of data relating to individuals and their behaviour. Some
ire a fully anonymous system: For that reason, the [FMS has to safeguard users’ privacy.
, at least the following rule$apply:

onlyrelevant personal data needed for the operation of the IFMS shall be requested from thg

the itemised discloSure of service consumption on an invoice shall be an option that car
by the Customer;

an IFM Actor might not disclose Customer-related information to third parties withg
authorization from the Customer;

in/cultural

Quality of Service — The IFMS shall be used as an instrument to ensure that national/local public

pct amount

ed service.
gal. This is
ble laws.

24014, but

for public

n, storage,
countries
To achieve

Customer;

be chosen

ut specific

with the

within™ the IFMS, the Customer-specific data shall be handled only in connectio

9.2

identification number of the contract (implicit or explicit) between the Customer a
'D_A'I_Eb_ﬁfh_hrﬁ'm—ﬁrl,_ﬁl_glwnen INK between the contract number and the name o

d Product

€ Customer can only be achieved by

the contractual partner at the request of the Customer.

Assets to be protected

The security architecture for an IFMS shall protect the assets in the IFMS. The assets can be
categorised as follows:

— physical assets — Computers, servers, communication systems, storage media, customer media,

ticketing machines, validators, etc.;

software assets — All software in the IFMS including software on the customer media;
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— information assets — Information in databases, customer media, ticketing machines, validators,

system documentation, user manuals, procedures for operation, plans, etc.

The information assets can be further divided into the following:

public information, i.e. any information as regards the IFMS that is publicly known;

private information, i.e. information that is subject to data protection in line with laws
regulations for privacy;

and

commercial information, e.g. information related to the operation of the system, Commercial Rules,

1 i 2| 43 + €3 1ol A3
C earlr s’ allda quJUl CIUVITITICIIU AdITU TTIIATICIAI LT AdITSAdCLIVUILS,

sensitive information, e.g. information related to security procedures and travel information
special persons;

very s¢nsitive information, e.g. security keys.

9.3 General IFM security requirements

An IFMS sHall fulfil the following general security requirements:

a)

b)

c)

d)

f)
g)

h)

28

provide the confidence that information is not made available, or’disclosed to unauthor
individuals, entities, or processes (confidentiality);

provide the confidence that information has not been altered or destroyed in an unauthor
manngr (information integrity);

for

sed

sed

provide the confidence which ensures that the identity of a subject or resource is the one claimed

(Authdnticity) — Authenticity applies to entities suchias users, processes, systems, and informat

provide the confidence of protection against an.entity’s false denial of having created the conte(;t';of

a mesgage (non-repudiation of creation), e.g. a-customer claiming that he has not benefited fr
transplort service at a specific location andtime;

provide the confidence of protection“dgainst a recipient’s false denial of having received
message and recognized the contentof the message (non-repudiation of delivery);

ion;

a

the

provide the confidence that each message is unique, e.g. a transaction describing the use of a Prodjuct;

manage security keys, Gncluding the generation, registration, certification, deregistrat
distrifution, installatién, storage, archiving, revocation, derivation, and destruction of publi
secretfkeying materialin accordance with the IFM Security Policy at the general security level;

manage security\ists including, but not limited to

1) add opremove Component to/from security list,

ion,
C or

2) add er remove Customer Medium to/from security list

3) add or remove installed Product to/from security list, and

4) add or remove installed Application to/from security list.
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Annex A
(informative)

Information flow within the IFM

e
Thif Annex will describe the information flow in the [FM. A.2 deals with the interfaces to the general
IFM functions: certification and registration. The interfaces between the IFM-roles inside the IFM are
desfribed in A.3 to A.7.
A.2 Interface of the IFM-roles with the Security Manager and'the Registrar
The security Management comprises the certification and auditing of’the IFM and the Manpgement of
seclirity lists.
In the context of certification and auditing, the interfaces bétween the IFM-roles and tle Security
Mamager are on an organisational base. These processes aresspecified in 6.1.
In the context of security list management, the interfaces.described in Figure A.1 are relevant.
Product Owner Application Owner Security Managgr
1..i 1.
Z\Zb 1a  [1b  [8a |gb
a
- ) Y 3a r
[Apphcatlon Retailer 1..m In Collection and Forwarding b
Product Retailer 1..0 | L.n
[ ) 3b
6a 6b
[ NO B [ Service Operator]
. CAQustomer 1
NS B X
Figure A.1 — Interfaces between Security Management and the IFM-roles
Table A.1 — Interfaces between Security Management and the IFM-roles
Interface Use Case name Information flow
la Forced termination of Application: Application identifier
1b Forced termination of Application Template: 3b and/or 6b information
Forced termination of Application: 3b and/or 6b information
2a Forced termination of Product: Product identifier
2b Forced termination of Product Template: 3b and/or 6b information
Forced termination of Product: 3b and/or 6b information
3a 8a information
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Table A.1 (continued)
Interface Use Case name Information flow
3b Forced termination of Application Template: Application Template identifier and
Application Template termination data
Forced termination of Application: Application identifier and
Application termination data
Forced termination of Product Template: Product Template identifier and
Product Template termination data
Eorced termination of Product: Productidentifier and
Product termination data
6a 8a information
6b Forced termination of Application Template: Application Template identifier and
Application Template terminatign data
Forced termination of Application: Application identifier and
Application termination)data
Forced termination of Product Template: Product Template jdentifier and
Product Template Termination data
Forced termination of Product: Product identifier and
Product tetmination data
7 1a, 2a, 8b, 6b, 8a information (transfer of Not
On Us.data to On Us data COLLECTION AND
FORWARDING)
8a Provision of security lists: Sécurity lists
8b Forced termination of Application Template: 3b and/or 6b information
Forced termination of Application: la information
Forced termination of Product Template: 3b and/or 6b information
Forced termination of Product: 2a information
In the context of registration, all Organisations performing one or more functions of the IFM-roles pnd
Componengs within the I[FM will receive a unique identifier. These processes are specified in 6.2.1 pnd
6.2.2. Also)the information flow related to Application and Product will receive a unique identifier.

The data

different w
well as an
Collection

The interfq

ces for

— the TeT‘lplate registration processes are described in Figure A.2 and in Table A.2, and

exchange between-Application/Product Owner and the Registrar can be carried o
ays depending on theé organisational and technical structure of the IFM to allow an onli
offline registration process. The interfacing to the Registrar can be processed through
hnd Forwarding or through a direct link between each IFM-role and the Registrar.

— the Application and Product registration processes are described in Figure A.Z and in Table A.3.

Table A.2 — Interfaces for Template registration

i

the

in
as

Use Case name

Information flow Sequence

Registration of Application Template:

Application Owner request to Registrar:
— Application Template certificate
Return from Registrar:

— Application Template identifier

30
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Table A.2 (continued)

Use Case name Information flow Sequence

Product Owner request to Registrar: 1

) . o — Product specification certificate
Registration of Application Template: )
Return from Registrar: 2

— Product Template identifier

- N s T T T N
/ \
/ [ Praduct | 'Applirnfinn. \
Owner l Owner
2b (1a |1b
Application 2a
Retailer 33 [ Collection
Retailer »| Forwarding _
3b 7

{ | Service I
\ l Customer | Operater }
/

AN
N e Ny /

~ —

Figure A.2 — Interfaces between Registrar and Application Owner and Product Owner for the
registration of applications and products

Table A.3 — Interfaces for registration of application and registration of product

Interface Use Case name Information flow $equence
la Application identifier 3
1b 3b information 2
2a Product identifier 3
2b 3b information 2
3a 1la and 2a information 4
3b Registration of Application: Application Template identifier 1
Registration of Product: Product Template identifier

Send to Registrar:

A 1. e T lod = | Al
ﬂlJlJllLaLlUll lClllPlﬂLC IUTIILITITT
Return from Registrar:

— Application identifier

Send to Registrar:
— Product Template identifier
Return from Registrar:

— Product identifier
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A.3 Interface between the IFM-roles

Figure A.3 describes the interfaces between the IFM-roles inside an IFMS concerning the handling
of certified and registered Application Templates, Applications, Product Templates, and Products.

Interfaces

to the Security Manager and the Registrar are not considered.

[ Product Owner

Application Ownerl [ Security Manager ]

1.i 1]
2 1
Q
\ o]
Retailer 3 C;llectiogland ;
1..m orwarding
1.n
4 6

Customer 5 Service Operator
1.x 1.y

Figure A.3 — Interfaces between Actors within an IFMS

and

Each IFM-tole shall be connected to only one Collection and Forwarding. Several Collection
Forwardings can coexist in one IFMS.
A.4 Intdrfaces between IFM-roles for Application Template management
Product _] Application
L Owner _J Owner
la
ApplicationRetailer L 3a [ Collection and
| L Forwarding
6a
C Service
| ustomer | Operator
- . .. ) AN )
Figure A.4 — Application Template management
32
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Product j [ Application ]

Owner _J Owner
la
Application L 3a [ Collection and 7 Collection and
Retailer J‘ L Forwarding Forwarding

oa

[_ j Service
L Customer _J Operator

Figure A.5 — Application Template management with Not/On Us data

Table A.4 — Application Template management

. Sequence Segquence

Interface Use Case name Information flow Figure A.4 Figure A.5
la Dissemination of Applica- Application Template 1 1

tion Template:

Regular termination of Request for Termination of Appli-

Application Template cation Template
3a la information 2 3
6a 1a information 2 3
7 la'information (transfer of Not 2

On Us data to On Us data
COLLECTION AND FORWARDING)

A.5 Interfaces between IFM-roles for Application management

Product : [ Application \‘

Owner

1b
[ Application ] 3b ;[ Collection and ]
l Retailer J l Forwarding J

4b 4a

l ] [ serviee |
Customer :

Figure A.6 — Interfaces between IFM-roles for Application management
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........... N [

Application ]

Application
Owner

)
1b

3b

;[ Collection and

Retailer J

PR 4

1

Collection and ]

'l Forwarding Forwarding

4D

Customer ]

Figure A

.7 — Interfaces between IFM-roles for Application management with Not On Us data

Table A.5 — Interfaces between IFM-roles for Application‘'management

Interface Use Case name Information flow lf_equence S-equence
igure A.6 | Figure A.7
1b 3b information 4 5
3b Application identifier and 4b.information 3 3
4a Acquisition of Appli- |Application Template and
cation: Application identifier
Regular termination |Termination instruction 2 2
of Application:
4b Acquisition of Appli- |Medium identifier (optional),
cation: Application acquisition data
Regular termination |Application identifier, 1 1
of Application: Medium identifier (optional),
Application termination data of terminated
Application
7 3b information (transfer of Not On Us data to 4
On Us data COLLECTION AND FORWARDING)
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Interfaces between IFM-roles for Product Template Management
Product [_ Application j
Owner L Owner _J

2a
Product ]‘ 3a [ Collection and
Retailer J l Forwarding
6a
Service
; Customer
[ Operator ]

Figure A.8 — Product Template Management

: Application [ Product ]

L _Owrery Owner

2a
Product L 3a [ CoMectionand | 7 Collection and
Retailer J‘ l Forwarding Forwarding
6a
Service
; Customer ;
Operator

Figure A.9'— Product Template Management with Not On Us data

Table A.6 — Product Template Management

Interface Use Case name Information flow S_equence ?_equence
Figure A.8 | Figure A9
2a Dissemination of Product Product Template
Template:
" 1 1
Regular termination of Prod- |Request for Termination of Application
uct Template: Template
3a 2a information 2 3
6a 2a information 2 3
7 2a information (transfer of Not On Us
data to On Us data COLLECTION AND 2
FORWARDING)
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A.7 Interfaces between IFM-roles for Product management

Remark: According to the definition of Product, a Product can be a contract (i.e. charge to account

Product) as well as a Product in the classical sense (ticket).
For clarity, the interfaces for Product management are divided into two basic cases:
a) acquisition/modification/termination of a Product, and

b) using a Product and distribution of clearing reports.

A.7.1 Acfuisition/modification/termination of a Product

Product [_ Application j
Owner L Owner _J
2b
3b _[ Collection and

Retailer

[ Product ]

Ny

'l Forwarding

A
4b 4a

/
[ Customer ]

Figure A.10 — Interfaces for acquisition/medification/termination of a Product

[ serviee |
L Operator _J

: Application | Product
Owner Owner
2b
Product ] 3b J Collectionand | 7 Collection and
Retailer J 'l Forwarding Forwarding
b 43

[ Gustomer ]

Figure A.11 — Interfaces for acquisition/modification/termination of a Product with not on us

data

Table A.7 — Interfaces for acquisition/modification/termination of a Producta

Sequence

Information flow Figure A.10

Interface Use Case name

Sequence
Figure A.11

2b 3b information 4

5

a In this table, it is assumed that Product identifiers do not contain the Retailer and Product Owner information. If
these identifiers contain this information already, it is not necessary to provide Retailer and Product Owner ID separately.
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Table A.7 (continued)
. Sequence Sequence
Interface Use Case name Information flow Figure A.10 | Figure A.11
3b Product identifier and 4b information 3 3
4a Acquisition of Product: |Product Template and Product identifier |2 2
Modification of Product |Product parameter
parameter:
Regular termination of |Termination instruction
Product:
4b Acquisition of Pro- Product acquisition data 1 1
duct(optional):
Modification of Product |Product parameter
parameter:
Regular termination of |Product identifier
Product: Medium identifier (optional)
Product termination data of terminated
Product
7 3b information (transfer of Not On\Us 4
data to On Us data COLLECTION AND
FORWARDING)a

theq

In this table, it is assumed that Product identifiers do not contain the Retailer and Product Owner in
e identifiers contain this information already, it is not necessary to provide Retailer and Product Owner ID

formation. If
separately.

A.7

.2 Using a Product and distribution of clearing reports
Product [_ Application j
Owner L Owner _J
2a
2b
Preduct L 3a [ Collection and
Retailer J Forwarding
A
6a 6b
P ——— 5a 1
ervice
L Customer - Sb Operator ]

Figure A.12 — Interfaces for using a Product and distribution of clearing repo

"ts
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Owner

(_A_pprcat;j Product
L Owner _J

2b 2a
Product ]‘ 3a [ Collection and 7 Collection and
Retailer J‘ l Forwarding Forwarding
A
6a 6b
| Cust Service
' ustomer - 5b Operator

Figure A.13 — Interfaces for using a Product and distribution of clearing reports with Not On Us
data

Tlable A.8 — Interfaces for using a Product and distributien of clearing reports

. Sequence Sequende
Interface Use Case name Information flow Figure A.12 | Figure AJI3
2a Generation and dis- |Clearing reports 5 6
tribution of clearing
reports
2b Forwarding data 6b information
3a Forwarding data 2a information 6 7
5a Use and inspection |Application identifier, Product data (Retailer |1
of Product and Product'Owner identifier, Usage Rules,
etc)
5b Use and inspection |Usagedata (Product validation), service 2 2
of Product operator identifier
6a Forwarding data 2a information 6 7
6b Collection of data Application identifier, Product identifier, 3
Retailer identifier, 5b data objects, inspec-
tion data
7 6b information (transfer of Not On Us data 4
to On Us data COLLECTION AND FORWARD-
ING)
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Annex B
(informative)

Examples of implementation

Interonerabilitvin the O<lo region
HtHe-UsSio-¥

B.1
Thi

(Norway). There are two main operators in the region.

Eac
but
bet

Thd
Sec
whi

....... Perattitey CHTUTT

.1 General

5 example describes how the generic IFM functional model has been implemented in the

NSB Norske Statsbaner (Norwegian State Railways).

Dslo region

Major Public transport operator in the Oslo region consisting of previous Stor
Lokaltrafikk (Great Oslo local traffic) and OS - Oslo Sperveier (Oslo metro/tra

Ruter

h of the operators will have their own electronic ticketing system purchased from differe
they have both signed an agreement to adhere to a commoit specification ensuring inter
veen the two fare management systems.

two operators will together form the IFM Managér and they have appointed the funct
irity Manager and the Registrar to a common éntity called Oslo Interoperable Organiz
ch will have several other IFM functions as well (see B.1.2).

Oslo

1/ bus).
suppliers,

pperability

ions of the
htion (0i0)

Figlire B.1 shows the graphic presentation of the I[IFM-roles and their functions described bejow.

B.1]
Pro

Bot
Pro
Thd

0i0
The

.2 Operators and functions
duct Owners

h operators will function_as Product Owners with their own suite of Products includ
ducts that are to be interoperable Products. One of the functions of the Product Owner
two operators have decided to allocate all the clearing to OiO.

(Oslo Interoperable Organization)
0i0 covers-the functions of the following [FM-roles:

Registrar’ which is the IFM-role that will register all companies, Products, Applicatior]
equipment, ticketing equipment, networks, etc. that are involved and/or included
ibteroperable ticketing systems;

ing all the
is clearing.

S, security
n the two

Security Manager which is the [FM-role responsible for security in the two interoperable ticketing

systems, including security key management;

— Application Owner which is the IFM-role that owns the Application on the Customer Medium where

©IS

the two Product Owners will install their Products;

Collection and Forwarding which implies amongst other things the collection of all sale and use

transactions in both companies, passing on common data related to Applications, and Pr
passing on security lists. The Collection and Forwarding also includes communication
IFMSs (future solution);

02015 - All rights reserved
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with other
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— Part of the Product Owner functions which in this case mean that the 0iO performs the clearing
between the Product Owners, Retailers, and Service Providers involved in the Oslo region I[FM. All
Use, Price, and Commercial rules are stored in the 0iO enabling OiO to do the clearing.

Application Retailers

Both operators will function as Application Retailers, i.e. they will initialise the Customer Medium for
further issuing of Products from the two operators on the Customer Medium.

Product Retailers

Both opera

Products. This implies storing Pr

oduct data on the Customer Medium and changing these data)

storing eleftronic values on the Customer Medium or updating a period ticket.

Service Prjoviders

Both operdtors will function as Service Providers which means they will provide theytransport of|the

Customer from A to B. In addition to the two operators, Ruter will purchase senvices from other

operators ywho will act as if they were a Service Provider of Ruter in the [FMS.

Product Owner 1
NSB

Product Owner 2
Ruter

p
Application Retailer 1
NSB

p
Application Retailer 2

Ruter

Product Retailer~I
NSB

Product Retailer 2
Ruter

Application Owner

0io

Collectionand
Forwarding

Vs

Security Manager
0i0o

Registrar
0i0

Collection and
Forwarding
Other systems

Vs

Service Provider 1
NSB

Vs

Service Provider 2
Ruter

Vs

Service Provider n
XX on behalf of Ruter

bus

Figure B.1 — IFM functional model applied for an interoperable fare management system in Oslo

B.2 Interoperability in Paris (France) and its suburban region

B.2.1 General

This example describes how the generic IFM functional model has been implemented in Paris (France)

and its suburban region.
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In this area, the IFM Manager is STIF (Syndicat des Transports d’lle-de-France). It has responsibility for
organizing public transport in the Ile-de-France. Local Service Providers have signed an agreement
with STIF to ensure interoperability for the customers. These companies are

Fun

RATP (Régie Autonome des Transports Parisiens, Paris transport facilities company),
SNCF (Société Nationale des Chemins de fer Frangais, French railway company), and
OPTILE (Association of private bus companies).

ctions covered by each partner of the IFM are described in B.2.2.

B.2

B.2
STI

NOT

B.2

The

Application Retailers

All
furt

Pro

All
to t
dat

.2 Partners and functions

2.1 STIF
F is the [FM Manager. It covers the following functions:

Registrar which registers all companies, Products, Applications, security equipmen

systems;
Security Manager which is responsible for the security lists;

Application Owner and Product Owner which owns the/Application and Products that
customers to travel seamlessly among the networks provided by the three Service Prov

Collection and Forwarding which gathers data (aggregated use and acquisition data)
partners.

E The clearing function of Products is progessed by STIF.

2.2 Other partners (RATP, SNCF, and OPTILE)

functions covered by the other partners of the [IFMS are as follows.

three operators will funetion as Application Retailers, i.e. they will initialise Customet
her issuing of Produets from STIF on the Customer Media.

duct Retailers

fhree operators will function as Product Retailers for interoperable Products from STIF

h, e.g.storing electronic values on the Customer Medium or updating a period ticket.

[, ticketing

equipment, networks, etc. that are involved and/or included in the_three interoperable ticketing

will allow
ders;

from other

Media for

in addition

heir owrd\Products. This implies storing Product data on the Customer Medium and changing these

Pro

duct Owners

All three operators will function as Product Owners with their own suite of Products, but these

Pro

ducts give access only to the network owner.

Service Providers

All three operators will function as Service Providers which mean they will provide the transport for
the Customer Seamless Travel for interoperable Products and local travel for their own Products.

Collection and Forwardings

They gather acquisition and usage data related to interoperable Products. They aggregate the data and
transmit them to STIF.

©IS
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They are responsible for the security in their own ticketing and control systems including security

Security Managers
key management.
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Figure B.2 — IFM functional model applied for an interoperable fare management system,
Paris and Ile de France
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B.3 Interoperability in Japan

B.3.1 Interoperable states for a joint IFMS

The probable distribution of the functions and the responsibilities of the Security Manager and the
Registrar to several Organisations within an IFM are stated in Clause 5. It is also stated that this
distribution may be a necessary condition to allow the cooperation of the existing IFMSs. This may need
additional explanation to properly understand the meaning of these sentences. This Japanese example
is prepared for this purpose as stated in Clause 5 as well as to show the cooperation of the existing
[FMSs in Japan in accordance with this part of ISO 24014.

Anyf IFMS can be functionally described by a Set of Rules which are subdivided into a manmagement part
which relates to the management IFM-roles and an operational part which is the rest of the Set of Rules.

There should be a single management part of the Set of Rules of a functional TEMS whiich can be
distributed to the existing IFMSs for efficiency and effectiveness. On the other\hand, the ¢perational
part of the Set of Rules need not have a common part, although actual inferoperable sthte will be
exppnded by integrating the operational part of the Set of Rules of existing {FMSs, mainly an Integration
of Application/Product Specification/Templates. Figure B.3 explains this:

Operational Management
IFM-roles IFM-roles
T Y
.-~ Application .
__Owner _ Registrar

Security
Manager

Distribution and Integration
of Set of Rules

Common Set of Rules

Integration

Application/Product |
Specification/Template etc, |

Distribution Distribution
Existing Existing
IFMS 1 [FMS 2
Operational Managemenﬁ Operational Managg¢ment
IFM-roles IFM-roles IFM-roles [FM-1ples

S R 2

Set of Rules of
Existing IFMS

Colleetion and
Forwarding

Gomaring
oD
i

Collection and

Registrar .
5 Forwarding

Registra

Application
Owner

Security

Application
Manager

Owner

Security]
Managet]

il
I

Product Product
OWTITET owner

Application

Application
Retailer

Retailer

Product
Retailer

Product
Retailer

Service
Provider

Service
Provider

N\
[

\k

\

)/ \k - /)

Figure B.3 — Distribution and integration of the Set of Rules of an IFMS after coordination of
the existing IFMSs
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From this view point, there are several interoperable states of a joint (functional) IFMS that consists of
the cooperating existing IFMSs as shown in Figure B.4. Within a joint IFMS, one pair of existing [FMSs
may traverse each state to some other one whereas another pair of existing [FMSs may stay at one of
the states depending upon the environment and situation surrounding the joint IFMS.

Shared
Use of
Resources

“
o Q)
< Registry @
S Application ((
?5‘ Specifications v
&
Z
S
o
~
IS
QO
&S

Cpmmon
Set of Rules
bement part)

Figure B. erable states for an IFMS: Different pairs of existing IFMSs in Japan stay at

&?\ one of the states within a dotted circle

Interoperable states are as described below.
a) Common Set of Rules

For a joint IFMS, the management part of the Set of Rules is agreed and created considering those
of the existing IFMSs in most cases. The agreed Set of Rules can be distributed into the cooperating
existing [FMSs.

This is a basic requirement for an [FMS. From this state, there are several possibilities for change. Any
state can work as an [FMS.

NOTE State is defined by the extent of integration of a pair of the Set of Rules of existing IFMSs.

b) Common Application functions
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In addition to having the common management part of the Set of Rules, the cooperating existing IFMSs
can integrate their Application functions, e.g. by discussing the maximum set of Applications which can
be used at one of the cooperating existing I[FMSs. If they have this maximum set, they could agree with
the physical architecture of Customer Media and other functions in an IFMS for multiple Applications.

c) Co-existing multiple Applications/Products

This is the other way of introducing multiple Applications. Instead of the agreement of physical
architecture of an IFMS, all Applications can co-exist on a single Medium.

d) Registry for Application/Product Specifications and Templates

Actpal Applications and Products are registered as interoperable Specifications and Templates.
e) [Shared use of resources based upon the common Set of Rules

If possible, shared use of resources based upon the common Set of Rules, particularly<Applicatign/Product
Sperifications/Templates, reduces the introduction and maintenance costs: For exampl¢, common
soffware for MAD and shared use of resources for Collection and Forwarding’

f) |Single Application
B.3l2 Interoperability in Japan in accordance with this part of ISO 24014

B.3|2.1 General

Thip example describes how the generic IFM functional\model explained here can be impl¢mented in
Japan.

Thg IFM Manager is a committee representing most of the public transport in Japan. The namfe is IC Card
Intgroperability Committee (CIC) and it is re§ponsible for coordination in Japanese public|transport.
The existing IFMSs have signed an agreemient whereby they follow the rules and the decigions of the
CIC] These existing IFMSs are the followihg:

— |Suica (main operator: JR EAST);

— |PASMO (main operators: stbway/private railway/bus operators in Tokyo);
ICOCA (main operator: JR WEST);

— |PiTaPa (main operdtors: subway/private railway/bus operators in Osaka, Kyoto and Kolje).
Functions of the existing IFMSs are described in B.3.2.2.

NOTE As0£2013, the number of existing [FMSs becomes 10.

B.3|2.2¢ ‘Functions of the existing IFMSs

B.3.2.2.1 IC Card Interoperability Committee
IC Card Interoperability Committee is the IFM Manager.

IC Card Interoperability Committee covers the following functions which are actually distributed into
each existing IFMS:

— Registrarasacommittee — As a part of the Set of Rules, it decides fundamental rules for registration
of all companies, Products, Applications, security equipment, ticketing equipment, networks, etc.
that are involved and/or included in the existing [FMSs. Actual registrations are distributed to the
Registrar of each existing IFMS. Registration data are collected and forwarded;

— Security Manager, as a committee, is responsible for the security lists strategy and policy as a part
of the Set of Rules. Actual work is distributed to the Security Manager of each existing IFMS;
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Interoperable Application Templates and Product Templates are integrated and registered in a
registry;

Collection and Forwarding — In Tokyo Metropolitan area, all the messages are forwarded to
appropriate existing IFMSs through CIC in addition to Collection and Forwarding. Calculation of

clearing of interoperable Products is processed by CIC.

B.3.2.2.2

Other functions of existing IFMSs

The functions of the existing [IFMSs are as follows.

Applicatign Owners

The transgort operators, as a single company or a unity of them, function as Application Owneprs of]
existing IFMSs.

Applicatign Retailers

The transport operators in the existing IFMSs function as Application RetaileTs, i.e. they initig

Customer
Product O

The transp
with or wif

Product R

The transp
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Service Pr

The transp
the transp

own Products.
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The Collec
interopera
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ners
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hout their own modifications/additions and their own saite of Products.

ptailers

ort operators in the existing [FMSs function as Product Retailers for interoperable Prodj
to their own Products.

oviders

ort operators in the existing IFMSs function as Service Providers which means they proy
prt for the Customer Seamless Travel for interoperable Products and local travel for t
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5 — IFM functional model applied for the Japanese interoperable fare management
system

Figure B
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Annex C
(informative)

List of terms which are defined both in this part of ISO 24014
(IFMSA) and in APTA — UTFS

C.1 Genleral

The APTA (American Public Transportation Association) — UTFS (Universal Transit Farecand'Standafds)

programmeg develops a series of documents that provides industry guidance for the creation of an open
fare collection architecture that promotes greater access and convenience to the-public trans(r
the USA.

network i

Table C.1 presents terms which are defined both in this part of ISO 24014 (IFMSA) and in UTFS.

Table C.1 — Cross-reference list of terms defined in IFMSA and’in the APTA - UTFS

ort

IFMSA tefm IFMSA definition UTFS term UTFS definition

Action List |list of items related to IFM Action List JAlist of issued cards that are to havd
Applications or Products some action performed on them if
downloaded to Medium Access presented to any applicable Card
Devices (MADs), actioned by the Interface Device (CID) in the system.
MAD if and when a specific [IFM The Action List is distributed to the
Application or Product referenced necessary CIDs.
in the list is encountered by that
MAD

Applicatipn |implemented and initialised Application |Sometimes known as a client or an
Application Template on a “app”, this is a self-contained program
Customer Medium that performs a well-defined set of
NOTE 1 The Applicatignys tasks. The Application can reside on p
. . . ) i smart card, PC, browser, etc.
identified by a unique identifier.
NOTE 2 The Application houses
Products and‘ether optional
Customer information (Customer
details,,Customer preferences).

Medium physicdl carrier of Applications Proximity |A plastic card containing an integrated
Integrated |circuit with contacts or antenna for
Circuit Card |communications on and off the
(PICC) integrated circuit. This integrated
circuit can be microprocessor and/or

memory logic.

Medium Access

device with the necessary facilities

Card Interface

A device that allows cards to be read

Device (MAD) |(hardware and software) to Device (CID) |and encoded through a contactless
communicate with a Customer interface with the card. Also known as
Medium validators, readers, etc.

Product instance of a Product Template ona | Fare Product |A feature of the Transit Application
Medium stored in an Application cardholder (PICC) profile that
NOTE It is identified by a unique guthquses transp.o.rtatlo.n .Wlth
identifier and enables the customer individually specified privileges
. . X permitting the CID to determine any
to benefit from a service provided ial £ be ch d
by a Service Operator. special fares to be charged.
48 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=79f048f25294ca86ab708733e03f878b

	Foreword
	Introduction
	1	Scope
	2	Terms and definitions
	3	Abbreviated terms
	4	Requirements
	5	Conceptual framework
	5.1	Description of IFM-roles
	5.2	Basic framework of the generic IFM functional model
	6	Use Case description for the IFM functional model
	6.1	Certification
	6.1.1	Certification of Organization
	6.1.2	Certification of Components
	6.1.3	Certification of Application Specification and Template
	6.1.4	Certification of Product Specification and Template
	6.2	Registration
	6.2.1	Registration of Organization
	6.2.2	Registration of Component
	6.2.3	Registration of Application Template
	6.2.4	Registration of Application
	6.2.5	Registration of Product Template
	6.2.6	Registration of Product
	6.3	Management of Application
	6.3.1	Dissemination of Application Template
	6.3.2	Acquisition of Application
	6.3.3	Termination of Application Template
	6.3.4	Termination of Application
	6.4	Management of Product
	6.4.1	Dissemination of Product Template
	6.4.2	Termination of Product Template
	6.4.3	Management of Action List
	6.4.4	Acquisition of Product
	6.4.5	Modification of Product parameter
	6.4.6	Termination of Product
	6.4.7	Use and inspection of Product
	6.4.8	Collection of data
	6.4.9	Forwarding data
	6.4.10	Generation and distribution of clearing reports
	6.5	Security management
	6.5.1	Monitoring of IFM processes and IFM data life cycle
	6.5.2	Management of IFM security keys
	6.5.3	Management of security lists
	6.6	Customer Service Management (optional)
	7	System interface identification
	8	Identification
	8.1	General
	8.2	Numbering scheme
	8.3	Prerequisites
	9	Security in IFMSs
	9.1	Protection of the interests of the public
	9.2	Assets to be protected
	9.3	General IFM security requirements
	Annex A (informative)  Information flow within the IFM
	Annex B (informative)  Examples of implementation
	Annex C (informative)  List of terms which are defined both in this part of ISO 24014 (IFMSA) and in APTA — UTFS
	Annex D (informative)  Example of Action List processes
	Annex E (informative)  Security domain, threats, and Protection Profiles
	Annex F (informative)  Media centric management and back-office centric management
	Bibliography

