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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
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Introduction

With the development of digitalization, intelligence and the networking of ships, an increasing number of
control systems, communication and navigation systems, information management systems and equipment
are constantly connected to the ship network to access external information. The hidden danger of
shipborne equipment suffering from network threats is growing. Network security risk assessment uses
scientific methods and means to systematically analyse the threats faced by ship borne systems and their
existing vulnerabilities, assess the degree of harm that can be caused once the security time occurs, propose
targeted countermeasures and measures, and control the risks at an acceptable level.

Based on the urgent need to enhance the awareness of network risk threats, this document brings together
content from IEC 31010:2019, MSC-FAL.1/Circ 3. IACS Rec.171, IACS UR E26 and UR E27, to provide the

elements d
assessmen
recommen
can help i
including:

a) identif

b) evaluating the consequences and possibility of shipboard network security risks;

c) priorit

s
ded method of shipboard network security risk assessment which is specified-in-thig
nprove the ship's network security defence capability, and provide assistangeto st{

ying onboard network security risks;

izing shipboard network security risk disposal.

t shipboard network security risk assessment and the basic criteria for assessme
preparation, security risk identification, security risk analysis and security risk asses

ht process,
sment. The
document
1keholders,
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Ships and marine technology — Assessment of onboard cyber

101.

chnologies
hnagement
ht systems,
stems and

safety

1 Scope

This document establishes the elements of onboard cyber risk assessment and specifies requirements for
the assess . L IS . : . :

This docuiment applies to the risk assessment of onboard cyber systems based on network/te

which mainly include bridge systems, cargo management systems, propulsion and machinery m

and power|control systems, access control systems, passenger or visitor servicing and manageme
passenger-facing networks, core infrastructure systems, administrative and crew\welfare sy
communication systems.

2 Norm

The follow
requireme
the latest e

[SO 31000,
IEC 31010,

3 Term

For the pui
ISO and IE
ISO Ony

IEC El¢

3.1

onboard c
situation W
are protec
operates c

ative references

ng documents are referred to in the text in such a way thatsome or all of their content
hts of this document. For dated references, only the editioh cited applies. For undated
dition of the referenced document (including any amendments) applies.

Risk management — Guidelines

Risk management — Risk assessment techniqués

s and definitions
poses of this document, the following terms and definitions apply.

[ maintain terminology databases for use in standardization at the following addresse

line browsing platform¢ayailable at https://www.iso.org/obp

ctropedia: available-at https://www.electropedia.org/

yber safety

here the-hardware and software of the shipboard network system and the data in
red fromndamage, alteration and leakage due to accidental or malicious reasons, and
ntinuously, reliably and normally without interruption of network services

ronstitutes
references,

2]

the system
the system

3.2

onboard ¢

yber risk

combination of the likelihood and impact loss of a security incident

Note 1 to entry: In the onboard network system, damage can be caused to assets by taking advantage of the
vulnerabilities that exist in the system and by adopting specific means to attack the onboard network so that the
information in the onboard network is leaked, and the network functions are missing.
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yber risk assessment

entire process of risk identification, risk analysis and risk evaluation

Note 1 to entry: An onboard cyber risk assessment is performed by establishing the value of information assets;
identifying the existence (or potential existence) of applicable threats and vulnerabilities, existing controls and their
impact on the identified risks; and determining potential consequences. Finally, derive risks are prioritized and

ranked agai

3.4
onboard c
process of

Note 1 to e

nst the risk assessment guidelines in the environment creation.

yber risk identification
discovering, enumerating and describing the elements of onboard cyber risks (3.2)

trv: This involves identifving risk sources the scone of impact incidents and their causes a
4 ekl = Y T T 7

hd potential

consequenc
cyber syste
identificatid
occur.

3.5
onboard ¢
analysis of]

3.6
onboard ¢
risk metrid

3.7
onboard c
existing re

3.8

onboard ¢
potential ¢
the shipbo

3.9

onboard c
events tha
or the info
consequen

3.10
impact los
damage c

iy
resulting i

Note 1 to e
and elimina|

es that can have an impact on the ship's voyage. This helps to determine what can occlir
s that will result in potential loss, and also gives insight into how (threat identificatien);
n), and why (vulnerability identification, existing control measures identification) the)poten

yber risk analysis
the likelihood and impact loss of consequences for the security incident onboard

yber risk evaluation
s for accident scenarios encountered by the ship to assess;the risk level of the accident]

yber asset
sources that are valuable to the system onboard

yber threat
Auses of damage to the shipboard network system or environmental factors causing
hrd network

yber security incident

I have an actual or potential negative impact on shipboard systems, networks and
F'mation they process, store, or transmit, and that require response measures to elinj
Ces

s of consequénces of incident scenarios
sed by a se¢urity event to the software, hardware, functions and data of the onbog
interruption of system operations

tryx The severity of such loss depends primarily on the cost of restoring the system to norm

in onboard
Vhere (asset
ial loss will

situation

damage to

computers
inate their

rd system,

hl operation

ring the negative impact of the security incident.

4 Elements and process of risk assessment

4.1 Relationship of elements

The basic elements of risk assessment include assets, threats, vulnerabilities, and security measures. The
relationship of the basic elements is shown in Figure 1.
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protect

assets

exist
security measures

reduce
defend

utilize

vulnerabilities threats

Figure 1 — Relationships of risk assessment elements

The core o
more diffid
protection
into an onH

4.2 Prog

Onboard c
assessmen

f the risk element is the asset, but assets are vulnerable. Security measures are{uséed

ult for asset vulnerabilities to be exploited, to defend against external threats, andto ac
Threats cause risk by exploiting vulnerabilities created by assets. When @Fisk is t1
oard cyber security incident, it has an impact on the operational status ef the asset.

ess of risk assessment

ber risk assessment shall comply with ISO 31000 and IEC 31040; which includes four
L preparation, risk identification, risk analysis and risk evaliation (see Figure 2).

to make it
hieve asset
ansformed

processes:
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asset identification

!

i

threat
identification

existing control
measures identification

vulnerabilities
identification

Assessmer
assessmen
of each par

Risk identificationinCludes carrying out asset identification, threat identification, identification
pasuresand vulnerability identification.

security m

ty.

existing safety
measures

Figure 2(— Process of onboard cyber risk assessment

accept the
risk

develop risk treatment
plans and assess
residual risks

aceept
residual risk

implement risk
management

i
: risk analysis :
| |
L PRI VTR : 1 P !
| ITATIITITIUUU UT TIICITUTTIU lllll.labl, TUSS UT LUIIDC[{UCIILCD |
| scenarios of incident scenarios :
| L | I
I ¥ ]
|
| calculate risk score :
|
- C o | .
Communication B el Bl bbb Evaluation of
hnd negotiation e e 1 documentation
risk
evaluation determine risk level
maintain

bissihcludes the calculation of risk values based on the resnlts of identification

t preparation inclides the development of an assessment work plan, the formation of an
[ team according to the needs of the assessment work, and the clarification of the resp

pnsibilities

of existing

Risk analy

Risk evaluation includes determining the risk level based on risk evaluation guidelines.

Communication, negotiation, and evaluation of documentation for the evaluation process should be carried
out throughout the entire risk assessment process.

During the risk assessment, in the absence of relevant statistical data, experts are required to make
judgements based on experience for the process of risk identification and risk analysis. A judgement
matrix or other methods can be used to analyse whether the consistency of expert judgement meets the
requirements.

Risk assessment is an ongoing activity, and should be conducted again when the policy environment,
external threat environment, business objectives and security objectives of the assessment target change.

© IS0 2024 - All rights reserved

4


https://standardsiso.com/api/?name=fd648a20a90ad0c23ec1d1dfe065745f

ISO 23799:2024(en)

5 Assessment preparation

Determine the objectives of the risk assessment on the basis of the work form, the stage in the life cycle and
the safety assessment needs of the assessed unit.

The object, scope and boundaries of the risk assessment should be determined before the assessment.

According to the needs of the evaluation work, an evaluation team is formed; the evaluation methods are
clarified, and evaluation tools and manual methods should be used for evaluation.

Conduct preliminary research and analysis, including: reviewing detailed documentation of shipboard
system maintenance and support and analysing potential impact levels, identifying key manufacturers of
shipboard system equipment using a risk-based approach, identifying shipowners’ potential for onboard

network a

Risk asses{
6.4 to ensu
can be detd

Develop a
approval o

6 Riski{

6.1 Iden

Asset ident

Onboard c¢
technology
through d
software a

IT systemd
data trans]
by the net
security as

According
systems. P

ment criteria should be established and comply with the requirements of in ISO/IEC 2
re that risk assessment results can be graded and the organization's later risk contro
brmined.

f the organization's top management.

dentification

tification of asset

yber assets are generally classified as information technology (IT) systems and (
(OT) systems. IT systems are usually used*to manage data and support busines
ita; OT systems can directly control or-ionitor physical equipment and operatiof
nd hardware.

are more vulnerable to security.risks because they are usually associated with net
mission. Since the OT system cah_directly issue control commands to the ship, once it
iwvork, the navigation of the ship is affected, and has higher security requirements i
surance level.

Fo the difference of seeurity level and vulnerability, the assets are divided into IT systd
hysical assets, software assets and data assets are listed in Figure 3.

onboard cyber assets

!

physical assets

:

i

data assets

:

software assets

:

D.

7005:2022,
strategies

complete risk assessment plan, determine the assessment basis, and) ebtain the sypport and

ification should include physical, software and data assets throughout the shipboard network.

perational
functions
s through

works and
is attacked
n terms of

ms and OT

database data

network configuration
information

device side data

operation and maintenance
records

Touter

gateway

switch
workstation
network connected
device

power supply
connecting cable

operating system
database

system control software
protocol software

Figure 3 — Classification of onboard cyber assets

The identification of onboard cyber assets should be combined with the onboard environment and operating
business characteristics. At least nine categories of ship risk systems should be included, as shown in Table 1.

© IS0 2024 - All rights reserved

5


https://standardsiso.com/api/?name=fd648a20a90ad0c23ec1d1dfe065745f

ISO 23799:2024(en)

For different ship types, different technical characteristics and specific requirements, ship risk systems can
be supplemented in the subclass system.

Table 1 — Identification content of onboard cyber assets

Serial

Class Division
number

— integrated communication systems

— satellite communication equipment

C icati t
1 ommurzllffi(l)orl?)sys ®MS 1 yoice over internet protocols (VOIP) equipment

H 1 . 1 LIALL AN
VWIITICTOS TITLULVWUI NS L \ A4 unno)

— systems used for reporting mandatory information to public quthorities

— integrated navigation system

— positioning systems (GPS, etc)

— Electronic Chart Display Information System (ECDIS)

— Dynamic Positioning (DP) systems

— systemsthatinterface with electrenicnavigation systems and propulsion/
manoeuvring systems

Bridge systems

(om — Automatic Identification System (AIS)

— Global Maritime Distress and Safety System (GMDSS)

— radar equipment

— Voyage Data Recorders (VDRs)

— Bridge Navigational Watch Alarm System (BNWAS)

— Shipboard Security Alarm Systems (SSAS)

— engine governor
&) power management
— integrated control system

— alarm system
Propulsion, mtachinery
managementand power
contrel(systems

(0T)

— bilge water control system
— water treatment system

— emissions monitoring

— hnafing’ ventilation and :ﬁr-r‘nhdifinning mnnifnring

— damage control systems

— other monitoring and data collection systems e.g. fire alarms

Access control systems surveillance systems such as CCTV network

(IT) — electronic “personnel-on-board” systems

© IS0 2024 - All rights reserved
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Table 1 (continued)
Serial Class Division
number
— Cargo Control Room (CCR) and its equipment
— onboard loading computers and computers used for exchange of loading
information and load
— plan updates with the marine terminal and stevedoring company
Cargo managementsys- | — remote cargo and container tracking and sensing the system's level
5 tems indication system
(OT)
— valve remote CONntrol System
— ballast water systems
— reefer monitoring systems
— water ingress alarm system
— property management system (PMS)
— ship management systems (often including electronic health rpcords)
Passenger or visitor ser- | —  financial related systems
6 vicing and management
systems — ship passenger/visitor/seafarer Boarding access systems
IT
() — infrastructure support $ystems like domain naming system|(DNS) and
user authentication/authorization systems
— incident managemént systems
Passenger-facingnet- |~ Passenger wi-fiet Local Area Network (LAN) internet access}, e.g. where
7 works onboard personnel can connect their own devices
oy — guest entertainment systems
— security gateways
—._\routers
+— switches
Core infrastructure.) |— firewalls
8 systems
(IT and OT) — Virtual Private Network(s) (VPN)
— Virtual LAN(s) (VLAN)
— intrusion prevention systems
— security event logging systems
Administrative and crew |— FUTmTTStrative systenTs
9 welfare systems — crew Wi-Fi or LAN internet access, e.g. where onboard personnel can
(IT and OT) connect their own devices

According to the importance of the asset (economic value of the asset, the degree of impact on the business)
and security attributes, the onboard cyber assets are assigned values and divided into three levels. The
higher the level, the more important the asset is, as shown in Table 2.
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Table 2 — Assignment of assets value levels

Level Mark Class Description
The destruction of its security properties can cause very small losses, and
Not so the specific amount can be defined by each country. For example, the direct
1 Low . : - . N
important |economic loss is less than US $10 000, and the IT system is temporarily in-
terrupted.
The destruction of its security attributes can cause serious losses, and the
2 Moderate Important specificamount can be defined by each country. For example, the direct eco-
p nomic loss is US $10 000 to US $ 20 000, and the OT system is temporarily
interrupted or ineffective.
The destruction of its security attributes can cause very serious losses, and
3 ot Very the specific amount can be defined by each country. For example, the direct
& important |economic loss is greater than US $20 000, and the network system cannot
be recovered.
6.2 Identification of threat
The content of threat identification includes the source, subject, type, motive and frequency of thfeats.
The onboard cyber threat types and vulnerabilities are shown in Table 3.
Table 3 — Threat types and vulnerabilities of onboard cyber safety
Threat types Threat vulnerabilities
Lack of troubleshooting plans and process
Lack of periodic component replacement schemes
Hardward and software |No periodic maintenance of the commiunication links
malfunction Using unstable new version software
Lack of effective software version
Unclear or incomplete specifications for developers
Physicalenvironment | Sensitivity to humidity; dust, corrosion
threat Sensitivity to voltage variations, electromagnetic interference, temperature variations
Lack of sufficient security training
Denial of ?gtlllzgs O ITOT 1hcorrecruse’of software and hardware
Lack af security awareness
. Lack-ef regular management reviews
Ineffectivge management - -
Ldck of procedures for reporting security weaknesses
No start-up or timely replacement of anti-virus software
. . Unprotected sensitive traffic
Malicious fode and-virus - - - -
No disabled system function of automatic running
Lack of back-up
Lack of formal process for access right review (supervision)
. No “logout” when leaving the workstation
Abuse arrilghfgsrgmg of No or insufficient software testing

Well-known flaws in the software

Disposal or re-use of storage media without proper erasure

Hacking techniques

Insecure network architecture

Unprotected public network connections

Transfer of passwords in clear

© IS0 2024 - All rights reserved
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Table 3 (continued)

Threat types Threat vulnerabilities
Lack of defined disciplinary process in case of information security incident
] Lack of formal policy on mobile computer usage
Physical damage -
Lack of control of off-premise assets
Lack of established monitoring mechanisms for security breaches
Unprotected storage
Leak Lack of disposition control of medium or data

Uncontrolled copying
Uncontrolled downloading and use of software

Tarfpering -
Lack of back-up copies of software or data

The threat|level is assigned according to the frequency of threat occurrence, as shown in Table 4.[The threat

frequency
following 4

threat

threat
and th

threat

societd
well as

should be judged according to experience and relevant statistical data, taking into 4

5 which have appeared in past security incident reports and their frequency statistics;

5 which have been discovered through detection tools and various\egs in the actual er]
pir frequency statistics;

5 which have been detected by monitoring in the actual envitonment and their frequenc

1 or industry-specific threats which have been publiclyreleased and their frequency s

spects:

threat warnings issued.

Table 4 — Assignmentof threats level

ccount the

vironment

7 statistics;

atistics, as

- o Fregquency
Threatleyel | Frequency/probability Definition (ships/year)
5 Super high Can happen once a week on one ship 50
4 High Can happen once a month on one ship 10
3 Moderate Can happen once a year on ten ships 0,1
2 Low Can happen once a year on one thousand ships 10-3
1 Super low Can happen once a life cycle on five thousand ships 10-5
6.3 Identification of vuilnerability
For the asgets protected by ships, identify the vulnerabilities that can be exploited by threats, aid evaluate
the influenice severity of the vulnerabilities.
Vulnerabilfty identification is mainly carried out from two aspects: technology and management. Technical
vulnerability-involves security issues at various levels such as the physical layer, network layer, system

layer, and application layer of ships. Management vulnerability 1s mainly divided into technical management
vulnerability and organizational management vulnerability. Technical management vulnerability is related
to specific technical activities, and organizational management vulnerability is related to management

environme

nt.

In the process of vulnerability identification, the difficulty level of exploiting the vulnerability and the
influence severity of the vulnerability should be judged from the perspective of the organization's security

strategy.

The content of vulnerability identification objects is shown in Table 5.
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Table 5 — Vulnerability identification content

Type Identify objects Identify content
Phvsical Compartment layout, fire protection, water and air tightness, power supply
y and distribution, electromagnetic protection, line protection, area protection,
environment .
equipment management, etc.
Network Border protection measures, shipboard computer network design, third-party
structure access control to assets and networks, network security configuration, etc.
. From m m softwar h ntivir nd malware pr -
Technical System software | om system updates, system software patches, antivirus and malware protec
s tion, etc.
vulnerability
Application Protocol security, interface security, routing configuration, data transaction
middleware integrity, data integrity, etc.
Software update, access, ship access control, remote access control, dafa integrity,
. backup and recovery of functional modules such as cargo systents) integrated
Operating system . . o . .
bridge systems, main and auxiliary equipment and control systemg, communi-
cation systems, and ship/fleet management systems mechahism, etg.
Technical Cabin and environment security, network management, administraftor account
Managemfent management |and password, malicious code prevention, operation ntahagement, eftc.
vulnerability Organizational |Critical equipment or systems always connected toshore, staff training and skills,
management contingency plans and procedures, network assetTegistry updates, ptc.
Using the identification results of vulnerabilities and existing security control measures, combined with the
requirements of vulnerability access paths and trigger requirements,{evels shall be establish¢d to show
how difficyilt it is to exploit vulnerabilities. The higher levels repfesént the vulnerabilities wHich can be

more easil)

The difficy
existing n¢
levels is sh

 exploited.

twork security measures to resist network threats. The method of assigning thes
pbwn in Table 6.

Table 6 — Assigning the difficulty level of exploiting vulnerabilities

Ity level assigned to exploiting vulnerabilities sheuld be determined by the ability of the ship's

b difficulty

Level Mark Description
5 Super high |After implementing the control measures, vulnerabilities remain very easily exploited
4 High After implementing the control measures, vulnerabilities are easily exploited
3 Moderate |After implementing the control measures, vulnerabilities are generally exploitefl
2 Low After implementing the control measures, vulnerabilities are hard to exploit
1 Super low |Aftenimplementing the control measures, vulnerabilities are almost impossible{to exploit
According to the vulnerability identification results, it is also necessary to assign a value to the influence

level of thd
assets afte

I the occlrrence of security incidents due to the exploitation of the vulnerability.

The influe
incidents

ncedevel assigned to the vulnerability should comprehensively consider the impact

vulnerability. The influence level of the vulnerability refers to the impact on the v4

lue of ship

of security
ethod. The

the confidentiality, integrity and availability of assets, and adopt the classification m
higher the ievel Value, the higher the degree of influence. The method of assigning the intiuence levels is

shown in Table 7.
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Table 7 — Assigning the influence level of the vulnerability

Level Mark Description
5 Super high If the vulnerability is exploited by threats, there will be particularly significant damage to
assets
4 High If the vulnerability is exploited by threats, there will be significant damage to assets
3 Moderate |If the vulnerability is exploited by threats, there will be general damage to assets
2 Low If the vulnerability is exploited by threats, there will be less damage to assets
1 Super low |If the vulnerability is exploited by threats, damage to assets is negligible
6.4 Identification of existing control measures

Based on t
measures
protective
to cause a
accident.

The existing security control measures identification process should include the existing secur

measures,
control me

The existir

Reviey
is full
measu|

For th
check

Perfor

the comtrol measures list that should be implemented, and check their correctness and effect

Check

7

7.1 Risk

Onboard cJ
on the circ

fres can be adopted.

Risk analysis

he threats and vulnerabilities in the cyber onboard ships system, the existing seciu]
hre taken as technical measures, which can be divided into preventive securityyme
security measures. The former can reduce the possibility of a threat exploiting a vy
security accident, the latter can reduce the loss to an organization or syStem after

nnd its current operation effectiveness. On the basis of that, the néed for supplementa
asures to effectively deal with risks should be determined.

g control measures identification process shall incorporatethe following methods:

) documents containing control measures, such as a risk handling implementation pl
record of the cyber information security management process, the existing or plani
control measures which have been implemented by the cyber information onboard sh

he personnel and users who are responsible-for the cyber information security onboa

n an on-site review of physical control measures, then compare the control measures g

the review results.

analysis process

ber risk analysis process can be qualitative or quantitative, or a combination of these,
imstances.\Risk analysis process is shown in Figure 4.
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Figure 4 — Risk analysis methodology process
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On the basis of onboard cyber risk identification, risk analysis shall be carried out.

calculate the impact loss of consequences of incident scenarios.

likelihood of incident scenarios.

used for risk decision-making.

7.2 Risk calculation method

Multiplica lon 1S sultable for the situation where the value of two elements 1S multiplied to det

value of an|

The matri
elements,
the row v

i
valuesint

— X={X1

— y=

z;; shoyld be calculated by the function ofzij =XtV Zj = X X V), ZFE A % x+p x y;, where a and B

coeffid

7.3 Imp

The impacf

F, V)

where

F
I

a

V.

a

Construct

Formula (1

ther element. It is a quantitative calculation method, that is, the function z = f(x, =X

k method is suitable for the case where the value of another element is determin
hat is, the function z = f(x, y). A two-dimensional matrix is constructed withthe value
ue of the matrix is the values of y, the column value of the matrix is thervalue of x, an
e matrix are the values of the function z, which are as follows.

. Xy}, 1 <1< m, x;is a positive integer;

woYph 1)< n, y;is a positive integer;

ients, and the calculation formula should have a uniforin trend of increase and decreas

act loss of consequences of incident scenarios
loss of consequences of incident scenarios should be calculated according to Formula

) =1, xV,

s the impact of consequences;
s the asset value;
s the influence levelof the vulnerability.

a two-dimensienal matrix of asset value and influence level of the vulnerabilit
) to calculdte-impact value (see Figure 5), of which the value range is 1 to 15.

3

According to the influence level of the vulnerability and asset value caused by the security incident,

Take account of the threat level, and the difficulty level of exploiting vulnerabilities when assessing the

Calculate the risk value according to the risk assessment criteria and determine the risk level which is

brmine the
X y

ed by two
b of x and y,
1 the m x n

are normal
e.

(1).
(1)

y, and use

[

H =N W

Key
A

B influen

asset value

ce level of the vulnerability

Figure 5 — Calculation matrix for impact loss of consequences F (I, V,)
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The impact loss value of consequences is divided into five levels and the impact degree is marked (see
Table 8).

Table 8 — Impact loss level of consequences

lmpa-ct ‘.’ah.le of Level Mark Description
security incident
No health effect/injuries. No damage to environment, assets, finances,
1-3 1 Super low ) :
or company’s reputation.
4-6 2 Low Very slight health effect/injuries. Very slight damage to environment,
assets, finances, or to company’s reputation.
79 2 Moderate | S0me health effect/minor injuries. Minor damage to environment,
assets, [Inances, or to company s reputation.
10-h2 4 Hich Major health effect/relatively serious injuries. Local bfit m3jor damage
8 to environment, assets, finances, or to company’s reputatfon.
13-15 5 Super high Fatghty or permanent 'dlsabllltles. Wldespr,ead, 51gn1f1cant damage to
environment, assets, finances, or company’s’teputation.

7.4 Likelihood of incident scenarios

According o the statistics and analysis of the threat intelligence of cyber sécurity incidents occujring in the
current pefriod, month or quarter by experts, a comprehensive assessnient of the frequency and|possibility
of threats should be carried out.

The likelihpod of incident scenarios is calculated according to Formula (2).

L(TV)§TxV (2)
where
L s the likelihood of incident scenarios;
T s the assignment of threats level;

% s the difficulty level of expleiting the vulnerability.

Construct p two-dimensional matrtix of threat level and the difficulty level of exploiting the vullnerability.
Use Formula (2) to calculate thé value of likelihood (see Figure 6), of which the value range is 1 td 25.

70 T

16 20
12

RIN| WUt

Rl o w | (o

A 4
2 3 4 5
2 3 4 5

ou

Key
A threats level
B difficulty level of exploiting the vulnerability

Figure 6 — Computational matrix for the likelihood of incident scenarios L(T,V)

The likelihood value of incident scenarios is divided into five levels and the level description is shown in
Table 9.
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Table 9 — Likelihood level of incident scenarios

leellh_oot_i va-llue of Level Mark Description
security incident
1-5 1 Very low |Not existing. Close to being something unimaginable.
Almostnot existing, but only extremely rarely and as the result of a chain
6-10 2 Low
of many unfortunate events.
11-15 3 Moderate Incident h._e\s probably occurr_eq in own company, but in the_context of
faulty equipment or by surprising mistakes made by people involved.
Happens occasionally in own company, typically in the context of faulty
16-20 4 High equipment or by mistakes by people involved (the kind of mistakes that
tend to happen on board from time to time).
21125 5 Very high [Happens frequently when undertaking the work in questiof
7.5 RisK calculation of onboard cyber security
Calculate the risk value according to the level of likelihood of incident scenarios/and the impact loss of
consequenges of incident scenarios. See Formula (3).
R[L(T, V),F(I,, V))]I=L(T, V) x F(I,, V,) 3)
where R isthe risk value.
Construct p two-dimensional matrix of the level of likelihood of inCident scenarios and the impact loss of
consequenges of incident scenarios. Use Formula (3) to calculatethe risk value (see Figure 7), of which the
value rangg is 1 to 25.

Key

A level of{likelihood

B level of

8 Risk{

=IN|W| s U

=l Ll DA SR E N 8

byaluation

impact loss of conseguences

Figure.7 — Computational matrix for the risk value R(L(T, V),F(I,, V,))

The determination stage of risk evaluation results includes two work processes: evaluating the risk levels
and evaluating the risk status comprehensively.

According to the formulated onboard cyber risk evaluation criteria, all risk calculation results are graded
into four levels. Every level represents the severity of the corresponding risk. The evaluation results of risk
levels are shown in Table 10.
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