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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeeded for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all su¢h-patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on the ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as wellvas information about ISO's aglherence to
the World Trade Organization (WTO) principles in‘the Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

This| document was prepared by Technical ‘\Committee ISO/TC 20, Aircraft and spqce vehicles,
Subcpmmittee SC 14, Space systems and operations.

This|second edition cancels and replacesthe first edition (ISO 23460:2011), which has been technically
reviged.

The main changes are as follows;
— ipdating of normative references and related terms and definitions;
— 1ninor changes on tabjes.

Any feedback or quéstions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The objective of dependability assurance is to ensure a successful mission by optimizing the system
dependability within all competing technical, scheduling and financial constraints.

Dependability assurance is a continuous and iterative process throughout the project life cycle, using
quantitative and qualitative approaches, with the aim of ensuring conformity to reliability, availability
and maintainability requirements.
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Space projects — Programme management —
Dependability assurance requirements

1 Scope

This document specifies the requirements for a dependability (reliability, availability and
maintaimabitity) assurance progralie {or Space projects:

It defines the dependability requirements for space products as well as for_system functions
implemented in software, and the interaction between hardware and software.

This|document is applicable to all programme phases.

2 Normative references

The following documents are referred to in the text in such a waythat some or all of their content
constitutes requirements of this document. For dated referenees, only the edition cited [applies. For
unddted references, the latest edition of the referenced docunient (including any amendments) applies.

ISO 10795, Space systems — Programme management and.quality — Vocabulary
ISO 15865, Space systems — Qualification assessment:

ISO 16192, Space systems — Experience gained¢iit space projects (lessons learned) — Ptiinciples and
guidelines

ISO 17666, Space systems — Risk managenient

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 10795 and the follpwing apply.
ISO dnd IEC maintain terminology databases for use in standardization at the following addresses:

— SO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
critigality
classifieation of a function or of a software, hardware or operation according to the severity of the
consequences of its potential faillures

Note 1 to entry: This notion of criticality, applied to a function or a software, hardware or operation, considers
only severity, differently from the criticality of a failure or failure mode (or a risk), which also considers the
likelihood or probability of occurrence.

3.2
failure scenario
conditions and sequence of events leading from the initial root cause to an end failure

©1S0 2023 - All rights reserved 1
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4 Policy and principles

4.1 Basicapproach

To achieve the objectives of dependability, dependability assurance is implemented according to a
logical process.

This process starts in the conceptual design phase at the highest level of the functional tree with a
top-down definition of tasks and requirements to be implemented. Results achieved at all levels of the
functional tree are controlled and used in a bottom-up approach so as to consolidate dependability
assurance of the product. The relationship between dependability activities and programme phases are
provided inAnnex A.

This proces$ includes the following types of activities:

a) definitipn, organization and implementation of the dependability programmefcas defingd in
Clause 5;

b) dependability risk identification, reduction and control, as defined in Clause(6}
c) dependability engineering, as defined in Clause 7;
d) dependability analyses, as defined in Clause 8;

e) dependability testing, demonstration and data collection, as défined in Clause 9.

4.2 Tailoring

When viewed from the perspective of a specific project context, the requirements defingd in
this document should be tailored to match the genuine requirements of a particular profilg and
circumstanges of a project.

5 Dependability programme management

5.1 Organization

The contrafrtor shall implement) the dependability (reliability, availability and maintainabjility)
assurance ap an integral part ofthe product assurance discipline.

5.2 Dependability pregramme planning

The contractor shall'develop, maintain and implement a dependability plan for all programme phases
that describes how-conformity with the dependability programme requirements is demonstrated|, The
plan shall address the applicable requirements of this document.

The content of document requirement list (DRL) used as dependability programme input to the overall
project DR, is provided in Annex B.

For each product, the extent to which dependability assurance is applied shall be adapted to the severity
(as defined in 7.3.1) of the consequences of failures at system level. For this purpose, products shall be
classified into appropriate categories that are defined in accordance with the risk policy of the project.

The contractor shall identify a failure as nonconformity and shall perform a series of control activities
such as reporting, analyses, and prevention consistently with nonconforming item control system in
quality management system.

2 © IS0 2023 - All rights reserved
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Dependability critical items

Dependability critical items are identified by dependability analyses carried out to support the risk
reduction and control process performed on the project. The criteria for identifying dependability
critical items are given in 6.4.

Dependability critical items shall be subject to risk assessment and critical items control.

The control measures shall include:

a) a review of all de51gn manufacturlng and test documentation related to critical functlons critical

earmg on its crltlcallty,

b)

(
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plan

5.6

dnd deviations, to ensure that dependability critical items are disposed with due reg

lependability participation on nonconformity review boards (NRB), failure-rev
onfiguration control boards and test review boards (TRB), and the approvdl‘process

riticality.

Hependability aspects shall be considered within the entire verificatien process for d
al items until close out.

Design reviews

fontractor should establish and conduct a formal programme of scheduled and documg
ws using ISO 21349 for guidance.

contractor shall ensure that all dependability data for a design review is complete
1 consistent with the objectives of the review*and are presented to the customer inl
the project review schedule.

rontractor shall ensure that dependability aspects are duly considered in all design rey

ependability data submitted shall clearly indicate the design baseline upon which it i
be coherent with all other supporting technical documentation.

esign changes shall be assessed for their impact on dependability and a reassess
ndability shall be perfotmed on the modified design where necessary.

Audits

hudits shall include the dependability activities to verify conformity to the project d
and requirements.
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qualified or

flown elements in the system, she/he shall demonstrate that the proposed elements conform to the

depe

ndability assurance requirements of the design specification.

Nonconformity to dependability assurance requirements shall be identified and the rationale for
retention of unresolved nonconformity shall be provided by a waiver request.

5.7

Subcontractor control

The contractor shall be responsible for ensuring that products obtained from subcontractors meet the

depe

©ISO

ndability requirements specified for the overall system.
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5.8 Progress reporting

The contractor shall report dependability progress to the customer as part of product assurance.

5.9 Documentation

The contractor shall maintain all data used for the dependability programme. The file shall contain the
following as a minimum:

a) dependability analyses, lists, reports and input data;

laals pa | H 1
b) depend 1u1ut_y recommencationstatus 108"

In accordanfce with the business agreement, the customer shall have access to project dependability
data upon re¢quest.

6 Dependability risk reduction and control

6.1 General

As part of the risk management process implemented on the project in accordance with ISO 17666, the
contractor ghall analyse, reduce and control all dependability risks that'lead to the nonconformity of
dependabilify requirements, i.e. all risks of degradation or loss of.technical performance required for
the product

Dependability risk analysis reduction and control shall include‘the following steps:

a) identifi¢ation and classification of undesirable .events according to the severity of [their
conseqyences;

b) analysig of failure scenarios, determination of related failure modes, failure origins or causes;

c) classifiqation of functions and associated products into criticality categories, allowing definition of
approptiate tailoring of risk reduction-efforts in relation to their criticality;

d) definitipn of actions and recommendations for detailed risk assessment, risk elimination, o1 risk
reductigpn and control to an acceptable level;

e) implementation of risk reduction;
f) decisions on risk redyetion and risk acceptance;

g) verificaftion of risk;feduction, assessment of residual risks.

6.2 Idenl1ification and classification of undesirable events

The contractor shall provide identification of undesirable events Ieading to the loss or degradation of
technical performance, together with their classification into categories related to the severity of their
consequences (see 7.3.1).

Preliminary identification and classification of undesirable events shall be determined from an analysis
of criteria for mission success, during conceptual and preliminary design phases. The undesirable
events to be considered at the highest product level (overall system including space and ground
segments) shall all be events whose occurrence can jeopardize, compromise, or degrade the success
of the mission. At lower levels of the product tree (space segment, ground segment, sub-assemblies
and equipment), the undesirable events to be considered shall be the product failure effects which can
induce the undesirable events identified for the highest product level.

Identification and classification of undesirable events shall be consolidated after assessment of failure
scenarios (see 6.3).

4 © IS0 2023 - All rights reserved
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Assessment of failure scenarios

The contractor shall investigate the possible scenarios leading to the occurrence of undesirable events,
and shall identify related failure modes, failure origins and causes, and detailed failure effects.

In conceptual and preliminary design phases, the following analyses shall be performed for preliminary
determination and assessment of the failure scenarios.

a) Analysis of functional failures (i.e. failures of the functions involved in the realization of the product
mission) using functional failure modes effects analysis (FMEA), as defined in 8.2.2, which enables
the determination of the effects (induced risks) for each function: loss, degradation and untimely
pecurrence—Thefunctions-shall be-defined-inadvance{thefunction : j n-beused for this
purpose).

b) Analysis of the functional failure to be conducted for each phase of the product life cycle|considering
a1l modes of operations in their actual sequence of implementation throughout the mission with
the purpose of identifying undesirable events induced by erroneous.sequencing (e.g. loss of
Jynchronism and untimely operations).

c) Analysis of the potential propagation of failures between differentfunctions to be invegtigated.

d) Analysis of failure modes associated with the human factor in p€rformance of operations.

e) Analysis of potential application to the product of typical failure modes already observ¢d from past
¢xperience on similar products or missions.

In thie detailed design phase, the assessment of failure scenarios shall be consolidated by|considering

the fpllowing additional contributions:

— 4nalysis of specific failure modes and failure effects induced by the selected design whith cannot be
detected by the analysis of functional failure;

— analysis for detection of potential failure propagation paths induced by proximity of elpments.

6.4 | Criticality classification of functions and products

Durihg the preliminary desigd phase, the contractor shall classify functions, operations apd products

into griticality categories.

The friticality category-of functions and operations shall be directly related to the severity of the

consgquences resultifg from failure of the function or operation (e.g. a function whose failure induces a

catagtrophic consequence shall be classified with the highest criticality level).

The ¢riticality category of products (hardware and software) shall be the highest criticality category of

the fiinctions*associated to the product.

The ¢riticality classification shall be used to focus efforts on the most critical areas.

6.5 Actions and recommendations for risk reduction

The contractor shall define actions and recommendations for risk reduction up to an acceptable level.

In the context of risk reduction, the following measures shall be considered:

a)

detailed risk assessment based on the performance of dedicated dependability analyses, and in
specific cases, performance of dependability tests; a selection and tailoring of the dependability

analyses presented in Clause 8 shall be defined according to the nature and the critical
of the product;

© IS0 2023 - All rights reserved
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elimination of failure causes, reduction of failure occurrence probability, reduction of failure

effects, monitoring and control of the failure scenarios by specifications on the design or operations
as presented in 7.3.2 and 7.3.3.

6.6 Risk decisions

The contractor shall make and document decisions on risk acceptance and actions for risk reduction.

Decisions shall be based on established criteria defined within the project risk policy, considering

technical an

d programming implications.

Decisions sl
the project.

6.7 Verifi

The contrad
been elimin

Verification
a) monitof

b) review

C) reasses
defined
d) identifi

Results shalll be reported to project risk management for acceptance or complementary decisions.

6.8 Docu

Documentat
and maintai

a) visibilit

ned throughout the projectimplementation, in order to provide:

attbetakerm, controtied and Tmptemented WithiTr the TSR TTamagement process appii

cation of risk reduction

tor shall perform appropriate verifications in order to ensure that idéntified risks
hted or reduced to an acceptable level.

5 shall include:
ing and close out verification of actions and recommendatiofis;
pf detailed risk assessment from dependability analyses;

sment of residual risks, verification of acceptability.with reference to applicable crij
in the project risk policy;

fation of problem areas.

mentation

ion on dependability risk analysis reduction and control shall be established, contr

y on results and progress’of risk identification, assessment and reduction;
fion of applicable-requirements at the lower level of the product tree;

iate justifications of decisions on risk reduction and risk acceptance;

ioneshall include:

lity, for.€ach risk, to all pertinent analyses, results, data, decisions and close out status.

ed to

have

teria

olled

identification

b) adefini
c) appropi
d) traceab
Documentat
a)
b)
c) criticali
d)
e)
f)
g)
h) records
6

identification of failure scenarios, failure modes, causes and effects;

ty classification of functions and products;

requirements at the lower level of the product tree;
definition of actions and recommendations;
dependability analyses, as needed for the purpose of risk assessment and reduction;

risk reduction status;

of risk reduction and associated rationale.
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Dependability engineering

Integration of dependability in the project

Dependability is an inherent characteristic of a system or product. Dependability shall be integrated
with safety during the design process. The dependability characteristics shall be traded with other
system attributes such as mass, size, cost and performance during the optimization of the design.

Dependability issues shall be considered in all trades and in all phases of the project beginning with
the conceptual phase. Manufacture, assembly, integration, test and operations shall not degrade
dependability attributes introduced into the design.

The tesults of dependability analyses, tests and demonstrations shall be reiterated in a)tin
thronigh the design, testing, and all fabrication/integration processes until all threats-to d
objegtives are eliminated, or a rationale has been provided for the acceptance of the remair

Emphasis on dependability assurance shall be placed on either the design_or/manufactul
depending on the project phase.

7.2

Depgndability requirements shall be taken into account during-the preparation and revie
and fest specifications. The main objective shall be to impleméntthe findings of dependabil
and to verify that accepted dependability engineering recommendations have been incor]
the relevant technical specifications.

Thesle specifications shall include:

a)
b)

)

d)
e)
f)
g)
h)
i)
j)

7.3

Dependability requirements in technical specifications

functional, operational and environmental réquirements;

lest requirements including stress level$;test parameters, and accept/reject criteria;

esign performance margins, derating factors, quantitative dependability requirg
ualitative dependability requirements (identification and classification of undesird
nder specified environmental conditions;

uman factors where human error is a consideration in mission success;
the degree to whichrthe design is tolerant to failures of hardware or software;

the detection, iselation, diagnosis, and recovery of the system from failures and its re
dn acceptablé state;

the prevention of failures crossing interfaces with unacceptable consequences;

thedefinition of the maintenance concept;

hely manner
ependability
ling threats.

'ing process

w of design
ty analyses,
borated into

ments, and
ble events),

storation to

maintenance tasks and requirements 10r special SKIIIS;

requirements for preventive maintenance, special tools, and special test equipment.

Dependability design criteria

7.3.1 Consequence category and severity

A severity classification shall be assigned in accordance with Table 1 to each identified failure mode
analysed according to the failure effect (consequence).
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Table 1 — Severity of consequences

Severity Level Dependability Safety
Loss of life, life-threatening or permanently disabling
injury or occupational illness
Failure propagation Loss of system
Catastrophic 1 (only for lower than Y5 |Loss of an interfacing manned flight system
tem level analysis)
Loss of launch-site facilities
Severe detrimental environmental effects
Temporarily disabling but not life-threatening injury, or
temporary occupational illness
- o Major damage to interfacing flight system
Critical 2 Complete loss of mission Major damage to ground facilities
Major damage to public or private property
Major detrimental environmental effects
Major 3 Ma]or mission degrada- |
tion
Minor or negligi- 4 Minor mission degrada- |
ble tion or any other effect

7.3.2 Fail

The contra
accordance

This verifid
catastrophi

7.3.3 Des

The contrad
maintenanc
criteria, the
available.

The contrag
margins. Heg

design and propose corréctive solutions.

ure tolerance

tor shall verify the capability of the design topsustain single or multiple failur
with failure tolerance requirements defined in the performance specifications.

ation shall address all failure modes whose severity of consequence is classifig
F, critical and major according to the project risk policy.

ign approach

tor shall develop and implement design criteria to improve reliability and to faci
e actions in predicted envifonments. In establishing reliability and maintainability d
contractor shall use data‘obtained from previous programmes when appropriate dat

tor shall ensure-that reliability is built into the design using fault tolerance and d
/she shall assess-the failure characteristics of systems to identify areas of weakng

PS in

d as

itate
psign
A are

Psign
ss in

ply.

In the implementation/of availability and reliability into the design, the following methods shall ap
a) Functiopaldesign:
— implementation of failure tolerance;

— implementation of fault detection, isolation and recovery, allowing proper failure processing by
dedicated flight and ground measures, and considering detection or reconfiguration times in
relation to propagation times of events under worst case conditions;

implementation of monitoring of the parameters that are essential for mission performance,

considering the failure modes of the system in relation to the actual capability of the detection
devices, and considering the acceptable environmental conditions to be maintained on the

pro
b) Physica

duct.

1 design:

application of proven design rules;
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4 providing accessibility to equipment.

ISO 2346

— selection of parts having an appropriate quality level;

— use of electrical, electronic, and electromechanical (EEE) parts derating and stress

mechanical parts;

low as possible);

— maximization of inspectability and testability of built-in equipment;

Involvement in test definition

0:2023(E)

preferred use of design that has performed successfully in the intended mission environment;

margins for

optimum use of design techniques for redundancy (while keeping system design complexity as

In acrordance with ISO 15865, the contractor shall ensure that dependability aspects are cpvered in all
development, qualification and acceptance test planning and review, including the preparption of test

spec

The

a)
b)

)

8

8.1

Depgndability analyses shall be perfermed on all space projects throughout the project
supplort the tasks and requirements specified in Clause 5.

Depgndability analyses shall be performed initially to establish the conceptual design and
requjrements. Thereaften the analyses shall be performed to support the conceptual, prel

Iependability discipline shall support:
efinition of test characteristics and test objectives;
gelection of measurement parameters;

statistical evaluation of test results.

Dependability analysis

Dependability analysis and the project life cycle

fications and procedures and the evaluation of test results. The qualification shall enapble to verify
the dependable requirements of parts, materials and processes.

life cycle to

the system
minary and

detalled development and optimization of the design, including the testing phase that leafls to design

qualification.

Depgndability andlyses shall be implemented in order to:

a)
b)

ensure<conformity to reliability, availability and maintainability requirements;

identify all potential failure modes and technical risks with respect to functional r¢quirements

ent and risk

tthat can lead to nnnr‘nnfnrmify of annndahi]ify rnqnirnmnnfc’ prnvir‘]n risk assessm
reduction and control measures in line with the risk management process impleme
project.

nted on the

The results of dependability analyses shall be incorporated into the design justification file.

8.2

Dependability analytical methods

8.2.1 General

Dependability analyses shall be conducted on all appropriate levels of the space system.
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The main purpose of all dependability analyses shall be to improve the design by providing timely
feedback to the designer, to reduce risks within the processes used to realize the products and to verify
conformity to the specified dependability requirement.

The methods identified in 8.2.2 to 8.2.4 shall be used and tailored to match the requirements of each
project, to address the hardware, software and human functions comprising the system. A consistent
set of analyses selected from these subclauses shall be defined early in the project, the justification
being based on added value and cost impact.

8.2.2 Reliability analyses

objectives ahd tasks. The following analyses used for reliability analysis are also used for detérmjning

These anal)lFes can also be used for the purpose of determining maintainability and avapapility
|

maintainabi

a)

b)

d)

10

ity and availability requirements and tasks.

Prelimihary risk analysis shall be performed as soon as the design phases begin, in érder to idgntify
the possible causes of failure from feared events of the system. The following pessible causes|shall
be taken into account: hardware, software and human.

Failure modes effects analysis (FMEA) and failure modes, effects and criticality analysis (FMHCA).

1) An FMEA and an FMECA shall be performed on the functional and-physical design (functiional
FMEA/FMECA and hardware FMEA/FMECA respectively), anid, the processes used to rdalize
thelfinal product (FMECA process).

j—)

2) All potential failure modes shall be identified and classified according to the severity (FIMEA)
or driticality (FMECA) of their consequences. Measux'és shall be proposed in the analysi$ and
intrjoduced in the product design and in the control,ofprocesses to render all such consequgnces
acceptable to the project.

3) Whn any design or process changes are made, the FMEA/FMECA shall be updated ang the
effgcts of new failure modes introduced.by the changes shall be assessed.

4) Propisions for failure detection and pecovery actions shall be provided as part of the FMIEA/
FMECA.

5) Thg FMEA/FMECA shall be.used to support the reliability modelling and the reliability and
safgty analyses.

A hardyare-software intefaction analysis shall be performed to ensure that the softwalre is
designed to react in an.aéceptable way to hardware failure. This shall be performed at the|level
of the t¢chnical specifieation of the software. The hardware-software interaction analysis c4n be
includeI in the FMEA/FMECA.

A contingency analysis shall be performed to identify all contingencies arising from failures qf the
system. The analysis shall identify the means to prevent, contain and limit each contingency, and
detect and_diagnose it to recover the system to a nominal or degraded state.

NOTE The contingency analysis is a system-level task.

A fault-tree analysis (FTA) shall be used to verify that the design conforms to the failure tolerance
requirements for combinations of failures.

The prime contractor shall perform an FTA to identify possible event combinations leading to the
undesirable end event “loss of mission”. The subsystem contractor shall support this activity by
establishing an FTA at subsystem level with respect to the top events:

— loss of function of the subsystem;

— inadvertent activation of the subsystem function.
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f) Common-mode and common-cause analyses shall be performed on reliability and safety critical
items to identify the root cause of failures that have a potential to negate failure tolerance levels

(see 7.3.2). This analysis can be accomplished as part of the FMEA/FMECA or FTA.

g) Reliability requirements shall be apportioned to set reliability requirements for
products.

lower-level

h) Reliability prediction techniques shall be used to optimize the reliability of a design against
competing constraints such as cost and mass, to predict the in-service reliability of a product and

to provide failure probability data for purposes such as risk assessment.

eliability models shall be prepared to support predictions and the FM

i) orst-case analyses (WCA) shall be performed on electronic/electrical equipment’to d
that it performs within specification despite particular variations in its constituent part
and the imposed environment. The WCA shall be accomplished at equipmentlevel.

j)  Part-derating analyses shall be performed to assure that the stress evels applied
parts are within the limits specified by the project. Part-deratingranalyses shall be p
¢quipment level.

k) A zonal analysis shall be used to ensure there is no failure prepagation.

1) TFailure detection isolation and recovery (FDIR) shall be performed at system level to
jutonomy and failure tolerance requirements are fulfilled.

8.2.3 Maintainability analyses

Mairftainability requirements shall be apportionéd to set maintainability requirements fo}
products to conform to the maintenance concept and maintainability requirements of the g

Maintainability predictions shall be performed at system level and used as a design tool t
compare design alternatives with respect to specified maintainability quantitative require

Thesge analyses shall be performed.considering the:
a) {fime required to diagnose,(i.e. detect and isolate) item failures;
b) time required to remove and replace the defective item;

c) {ime required toyréturn the system or subsystem to its nominal configuration and to
]:ecessary checks;
d)

item failure rates.

e customer.

lemonstrate
parameters

to all EEE
erformed at

ensure that

- lower-level
ystem.

b assess and
ments.

perform the

Schefluléd* maintenance analysis shall be performed at system level to determine t(llne optimum

schedluled maintenance plan that minimizes the amount of support resources necessary t

sustain the

required safety level and mission capabilities and minimizes down time.

Each preventive maintenance action shall be based on the results of the application of systematic

decision logic approved by the customer.

A zonal analysis shall be undertaken at system level to determine the optimal location for each product

as regards accessibility, testability and repairability.

The maintainability analyses shall identify maintainability critical items which, as a minimum, shall

include products that cannot be checked and tested after integration, limited-life produc
that do not meet, or cannot be validated as meeting, applicable maintainability requiremen
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8.2.4 Ava
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ilability analyses

The contractor shall perform availability analyses or simulations in order to assess the availability of

the system. The results are used to:

a) optimize the system concept with respect to design, operations and maintenance;
b) verify conformity to availability requirements;

c) provide inputs to estimate the overall cost of operating the system.

The contractor shall perform the outage analyses in order to supply input data for availability analyses.

The analysi
causes, proh
with outage
shall be ider]

The availab
and maintai

8.3 Class

In support of the risk reduction and control process that shall be implemented for dependability-cr

items, the d¢
those areas
integrated ¢

The classifiq

a)

drawing

the progluct that are essential for the correct functioning of the product;

b) defining

applied

c) taking §

illlity predictions/assessments shall be carried out at system level using thésystem relia

5 output includes a list of all potential outages 1dentified (as defined in the project),
abilities of occurrence and duration. Instead of outage probabilities, failure rates assoc
s can be provided. Furthermore, the means of outage detection and the recoverny-met
tified in the analysis.

ability models as well as the data from the outage analyses.

ification of design characteristics in production documents

psign characteristics of the product shall be classified by theontractor in order to high
of the product to which specific attention, control or verification shall be applied. This
ffort of the dependability and quality assurance (QA).disciplines.

ation and ranking of design characteristics provide for:

b the attention of the engineering, productiorand test personnel to those characterist

b appropriate integration, test and-inspection methods, techniques and resources f{
and selection of the production facilities according to the design characteristics;

1l precautions to conform toithe requirements imposed by the design characteristic{

enviro

d) achiev

and wali

The custom
by agreeme

8.4 Critig

All critical it

ir:[; properly adapted and-coherent classification and processing of nonconformities, cha

ental control;

Vers.

b1 shall define theClassification criteria in the project requirement documents. Alternat

al items list

ents identified through the various dependability analyses shall be documented in a cr

nt, the contractor may propose the classification criteria in the product assurance plan.

their
jated
hods

hility

itical

light

is an

cs of

o be

, e.8.

nges

jvely,

itical

items list and subjected to management and control. The documentation for each critical item shall
include a justification for retention of that item that shall be subject to approval by the customer.

As a minimum, items with single-point failure and with a failure consequence severity classified as at
least catastrophic, critical or major, shall be listed as a critical item.

Products that cannot be checked and tested after integration, the function or products where end-to-
end test cannot be carried out, limited-life products, products that do not meet, or cannot be verified as
meeting, applicable maintainability requirements, shall be listed as critical items.

Further classifications shall be determined by the customer (e.g. parts not meeting the derating
requirements, wear-out times, limited-life items, or items with an extremely high failure probability) in
line with the risk management policy defined for the project.
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9 Dependability testing, demonstration and data collection
9.1 Dependability testing and demonstration

9.1.1 Reliability

Reliability testing and demonstration shall be performed according to the project requirement
documents in order to:

a) validate failure modes and effects;

b) ¢heck failure tolerance, failure detection and recovery;
c) ¢btain statistical failure data to support predictions and risk assessment;
d) d¢onsolidate reliability assessments;

e) vYalidate the capability of the hardware to operate with software or tg be operated py a human
Ieing in accordance with the specifications;
f)

emonstrate the reliability of critical items;

g) validate or justify databases used for theoretical demonstrations.

9.1.2 Maintainability

Mairftainability shall be demonstrated as performingthe verification of the applicable majntainability
requjrements and to ensure that preventive and_corrective maintenance activities are jsuccessfully
perfgrmed within the scope of the maintenance ¢oricept.

The raintainability demonstration shall verify the ability to:
a)

b) femove and replace each line replaceable unit or orbit replaceable unit;

etect, diagnose and isolate each faulty-line replaceable unit or orbit replaceable unit;

c) erform mission-essential repairs that are not intended to be accomplished by replacements;

d) ¢heck that the productis fully functional after maintenance actions have been completed;

e) demonstrate thatno safety hazard is introduced as a result of maintenance actions;

f) demonstrate‘that the maintenance operations can be performed within the applicable constraints
e.g. time~and volume or accessibility); this shall include the operations necessary to prepare a
ystemsduring the launch campaign, e.g. “remove before flight” items or replacement of batteries.

9.1.3 CAvailability

Availability testing and demonstration shall be performed according to the project requirements and
using the reliability and maintainability testing and demonstration.

9.2 Dependability data collection and dependability growth

Dependability data shall be collected during space system development from sources such as
nonconformity and problem or failure reports, and maintenance reports. These data shall be based on
an actual test or flight experience, and shall include the amount and mode of items used including their
stresses and operational profile. Dependability data shall also be used for dependability performances
monitoring and dependability growth monitoring through agreed or specified models.
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10 Lessons learned activity

Alesson-learned activity in accordance with ISO 16192 shall be organized to safeguard all dependability
knowledge through recording, classifying and making available the proper information for the benefit
of future space projects.
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