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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO_ also take part in the wark 1SO collaborates closely with the
International |[Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International [Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main tagk of technical committees is to prepare International Standards. Draft International Stanglards
adopted by [the technical committees are circulated to the member bodies for voting. Publication 3s an
International [Standard requires approval by at least 75 % of the member bodies casting-a Vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 23460 was prepared by Technical Committee ISO/TC 20, Aircraft_and space vehicles, Subcomnittee
SC 14, Spacg systems and operations.
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Introduction

The objective of dependability assurance is to ensure a successful mission by optimizing the system
dependability within all competing technical, scheduling and financial constraints.

Dependability assurance is a continuous and iterative process throughout the project life cycle, using
quan itative and nlnzlitativp zlnlnrnar‘hpq with the aim of pncllring canformance to rnlinhili’ry7 a\ ailability and

maintainability requirements.

© 1SO 2011 — All rights reserved \"
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INTERNATIONAL STANDARD

ISO 23460:2011(E)

Space projects — Programme management — Dependability
assurance requirements

1 3

This
main

It def
softw

The §

2 1

The

Bcope

International Standard presents the requirements for a dependability (reliability,” av
ainability) assurance programme for space projects.

ines the dependability requirements for space products as well as for system’functions im
are, and the interaction between hardware and software.

rovisions of this International Standard apply to all programme phases:

Normative references

following referenced documents are indispensable forthe application of this documen

refergnces, only the edition cited applies. For undated.‘references, the latest edition of th

docu
ISO 1

ISO 1
quide

ISO 1

3

ment (including any amendments) applies.
7666, Space systems — Risk management

6192, Space systems — Experience\lgained in space projects (Lessons learned) — P
lines

5865, Space systems — Qualification assessment

Terms and definitions

For the purposes of this.document, the following terms and definitions apply.

3.1
failun
cond

e scenario
tions @and sequence of events leading from the initial root cause to an end failure

hilability and

blemented in

t. For dated
b referenced

rinciples and

3.2

risk

quantitative measure of the magnitude of a potential loss and the probability of incurring that loss

NOTE 1 In Clause 6, the term “risk” is as defined in ISO 17666.

NOTE 2

technical performance that affects the attainment of dependability objectives.

3.3

undesirable event
event whose consequences are detrimental to the success of the mission

[1ISO

© IS0

10795:2011, definition 1.211]
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34
tailoring

process by which individual requirements of specifications, standards and related documents are evaluated
and made applicable to a specific project by selection, and in some exceptional cases, modification of existing
or addition of new requirements

[ISO 10795:2011, definition 1.206]

4 Policy

4.1 Basic

and principles

approach

To achieve t{he objectives of dependability, dependability assurance is implemented according to”a logical

process.

This process

definition of fasks and requirements to be implemented. Results achieved at all levels of,the functional tre

controlled an|

This process

a) definitiof, organization and implementation of the dependability programme, as defined in Clause 5;
b) dependability risk identification, reduction and control, as defined.in Clause 6;

c) dependgbility engineering, as defined in Clause 7;

d) dependability analyses, as defined in Clause 8;

e) dependability testing, demonstration and data cgllection, as defined in Clause 9.

4.2 Tailoning

When viewed from the perspective of aspecific project context, the requirements defined in this Interna
Standard shuld be tailored to matchthg genuine requirements of a particular profile and circumstance
project.

5 Dependability programme management

5.1 Organization

The contract
integral part

starts in the conceptual design phase at the highest level of the functional-ree with a top-
d used in a bottom-up approach so as to consolidate dependability assurance of the product

includes the following types of activities:

br-shall implement the dependability (reliability, availability and maintainability) assurance

hf hic nroduct assurance-discinline
H-HHSPHEaHGHaSSHERGE-GISGIPHRAe-

down
e are

fional
5 of a

AS an

5.2 Dependability programme planning

The contractor shall develop, maintain and implement a dependability plan for all programme phases that
describes how compliance with the dependability programme requirements is demonstrated. The plan shall
address the applicable requirements of this International Standard.

For each product, the extent to which dependability assurance is applied shall be adapted to the severity (as
defined in 7.3.1) of the consequences of failures at system level. For this purpose, products shall be classified
into appropriate categories that are defined in accordance with the risk policy of the project.

© SO 2011 — All rights re

served
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Dependability critical items

Dependability critical items are identified by dependability analyses performed to support the risk reduction
and control process performed on the project. The criteria for identifying dependability critical items are given

in 6.4

Depe

ndability critical items shall be subject to risk assessment and critical items control.

The control measures shall include:

a)
g

b)

The
items

5.4

The
revie

The
cons
revie

The ¢

All dg
cohe

All d
depe

5.5

The audits shall inelude the dependability activities to verify conformance to the project dependal

requi

5.6

riticality;

ependability participation on nonconformance review boards (NRB), failure review. boards,
ontrol boards and test review boards (TRB), and the approval process for wdivers and ¢
bnsure that dependability critical items are disposed with due regard to their criticality.

lependability aspects shall be considered within the entire verification_process for depend
until close out.

Design reviews

contractor should establish and conduct a formal programme of scheduled and documg
vs using 1ISO 21349 as a guide.

contractor shall ensure that all dependability data<for a design review is complete to a I
stent with the objectives of the review and are presented to the customer in accordance wi
v schedule.

ontractor shall ensure that dependability aspects are duly considered in all design reviews.

bpendability data submitted shall clearly indicate the design baseline upon which it is based
rent with all other supporting technical documentation.

esign changes shall be_assessed for their impact on dependability and a reassess
ndability shall be performed on the modified design where necessary.

Audits

rements.

Use 'of previously designed, fabricated, qualified or flown items

a review of all design, manufacturing and test documentation related to critical functions, critical items and

procedures, toernsure that appropriate measures are taker to-controt theitenThavinga b

earing on its

configuration
eviations, to

ability critical

ented design

pvel of detalil
h the project

and shall be

ment of the

ility plan and

Wher

e the contractor proposes to take advantage ot previously designed, manufactured, qual

fied or flown

elements in his system, he shall demonstrate that the proposed elements do conform to the dependability
assurance requirements of the design specification.

Nonconformance to dependability assurance requirements shall be identified and the rationale for retention of
unresolved nonconformance shall be provided by a waiver request.

5.7

Subcontractor control

The contractor shall be responsible for ensuring that products obtained from subcontractors meet the

depe

© IS0

ndability requirements specified for the overall system.
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5.8 Progress reporting

The contractor shall report dependability progress to the customer as part of product assurance.

5.9 Documentation

The contractor shall maintain all data used for the dependability programme. The file shall contain the
following as a minimum:

a)

dependability analyses, lists, reports and input data;

b) dependa

In accordang

upon request.

bitity Tecommendation status tog:

e with the business agreement, the customer shall have access to project dependability,

data

6 Dependability risk reduction and control

6.1 General

As part of the risk management process implemented on the project (in-a€cordance with 1ISO 17666), the
contractor shall analyse, reduce and control all dependability risks thatvlead to the nonconformange of
dependability requirements, i.e. all risks of degradation or loss of teéchhical performance required fdr the
product.

Dependability risk analysis reduction and control shall include the\following steps:

a) identificgtion and classification of undesirable events according to the severity of their consequences}

b) analysis|of failure scenarios, determination of related failure modes, failure origins or causes;

c) classification of functions and associated\products into criticality categories, allowing definitipn of

approprigte tailoring of risk reduction efforts-in relation to their criticality;

d) definition of actions and recommendations for detailed risk assessment, risk elimination, or risk reduction
and confrol to an acceptable level;

e) implemgntation of risk reduction;

f)  decisionk on risk reduction-and risk acceptance; and

g) verificatipn of risk reduction, assessment of residual risks.

6.2 Identification and classification of undesirable events

hball HPA | 1ol £ F'H £ | : kLl + 1 PAH 4 4l 1 Al ot £ 4 H
The contractor-shatt provigetgenticatonorunaesirasceeventsSreaangtotneTosSsSorGegradaton—or technical
performance, together with their classification into categories related to the severity of their consequences
(see 7.3.1).

Preliminary identification and classification of undesirable events shall be determined from analysis of criteria
for mission success, during conceptual and preliminary design phases. The undesirable events to be
considered at the highest product level (overall system including space and ground segments) shall all be
events whose occurrence can jeopardize, compromise, or degrade the success of the mission. At lower levels
of the product tree (space segment, ground segment, sub-assemblies and equipment), the undesirable events
to be considered shall be the product failure effects which can induce the undesirable events identified for the
highest product level.

Identification and classification of undesirable events shall be consolidated after assessment of failure
scenarios (see 6.3).

© 1S0O 2011 — All rights reserved
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Assessment of failure scenarios

The contractor shall investigate the possible scenarios leading to the occurrence of undesirable events, and
shall identify related failure modes, failure origins and causes, and detailed failure effects.

In conceptual and preliminary design phases, the following analyses shall be performed for preliminary
determination and assessment of the failure scenarios:

6.5

a) analysis of functional failures (i.e. failures of the functions involved in the realization of the product
mission) using functional failure modes effects analysis (FMEA), as defined in 8.2.2, which enables the
determination of the effects (induced risks) for each function: loss, degradation and untimely occurrence.
—;IU fullbtiUllb b;ld” bU UIUﬁIIUd ill adlele (t; IT fullbtiUlldi dlldiybib dll bU chd fUI tilib PUrpus e),

b) the analysis of functional failure shall be conducted for each phase of the product life cycle cpnsidering all
modes of operations in their actual sequence of implementation throughout the mission with the purpose
of identifying undesirable events induced by erroneous sequencing (e.g. loss~of synchronism and
Untimely operations);

c) potential propagation of failures between different functions shall be investigated;

d) analysis of failure modes associated with the human factor in performance of operations;

e) analysis of potential application to the product of typical failure modes already observed from past
éxperience on similar products or missions.

In th¢ detailed design phase, the assessment of failure scenarios shall be consolidated by copsidering the

following additional contributions:

— analysis of specific failure modes and failure_geffects induced by the selected design whi¢h cannot be
detected by analysis of functional failure;

— analysis for detection of potential failure\propagation paths induced by proximity of elements.

6.4 | Criticality classification of functions and products

Durirlg the preliminary design-phase, the contractor shall classify functions, operations and products into

criticality categories.

The ¢riticality category, of.functions and operations shall be directly related to the severity of the cpnsequences

resulling from failure~of the function or operation (e.g. a function whose failure induces a|catastrophic

consg¢quence shall’be“classified with the highest criticality level).

The criticalityscategory of products (hardware and software) shall be the highest criticality category of the

functlons associated to the product.

The dritieality classification shall be used to focus efforts on the most critical areas

Actions and recommendations for risk reduction

The contractor shall define actions and recommendations for risk reduction up to an acceptable level.

In the context of risk reduction, the following measures shall be considered:

a) detailed risk assessment based on performance of dedicated dependability analyses, and in specific

cases, performance of dependability tests. A selection and tailoring of the dependabi

lity analyses

presented in Clause 8 shall be defined according to the nature and the criticality category of the product;

© 1SO 2011 — All rights reserved
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b) elimination of failure causes, reduction of failure occurrence probability, reduction of failure effects,
monitoring and control of the failure scenarios by specifications on the design or operations as presented

in7.3.2

and 7.3.3.

6.6 Risk decisions

The contractor shall make and document decisions on risk acceptance and actions for risk reduction.

Decisions shall be based on established criteria defined within the project risk policy, considering technical
and programming implications.

Decisions shall be taken, controlled and implemented within the risk management process applied f{

project.

6.7 Verification of risk reduction

The contrac

eliminated onreduced to an acceptable level.

review of detailed risk assessment from dependability analyses,

the project risk policy, and

identification of problem areas.

Verifications
a) monitori
b)
C) reasses
d)
Results shall

6.8 Documentation

Documentati

maintained throughout the project implementation, in order to provide:

a)
b)
c)

d)

visibility
a definiti
appropri

traceabi

Documentati

a)
b)
c)
d)
e)
)
9)
h)

identificd

or shall perform appropriate verifications in order to ensure that identified risks have

shall include:

ng and close out verification of actions and recommendations,

tment of residual risks, verification of acceptability with reference to applicable criteria defir

be reported to project risk management for.acceptance or complementary decisions.

bn on dependability risk analysis reduction and control shall be established, controlleg

on results and progress of-risk identification, assessment and reduction,
on of applicable requirements at the lower level of the product tree,
pte justifications.of decisions on risk reduction and risk acceptance, and

ity, for each'risk, to all pertinent analyses, results, data, decisions and close out status.

bn shallinclude:

b the

been

edin

and

tion and classification of undesirable events

identification of failure scenarios, failure modes, causes and effects,

criticality classification of functions and products,

requirements at the lower level of the product tree,

definition of actions and recommendations,

dependability analyses, as needed for the purpose of risk assessment and reduction,

risk reduction status, and

records of risk reduction and associated rationale.

© 1S0O 2011 — All rights reserved
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Dependability engineering

Integration of dependability in the project

Dependability is an inherent characteristic of a system or product. Dependability shall be integrated with safety
during the design process. The dependability characteristics shall be traded with other system attributes such
as mass, size, cost and performance during the optimization of the design.

Dependability issues shall be considered in all trades and in all phases of the project beginning with the
conceptual phase. Manufacture, assembly, integration, test and operations shall not degrade dependability
attributes introduced into the design.

The fesults of dependability analyses, tests and demonstrations shall be reiterated in a timely"m3g
the design, testing, and all fabrication/integration processes until all threats to dependability o

elimi

ated, or rationale has been provided for the acceptance of those threats that remain.

Emphasis on dependability assurance shall be placed on either the design'or manufactu
depepding on the project phase.

7.2

Dependability requirements in technical specifications

Depgndability requirements shall be taken into account during the¢preparation and review of de
specifications. The main objective shall be to implement the findings of dependability analyses,

that

accepted dependability engineering recommendations have been incorporated into the reley

specifications.

Thesp specifications shall include:

a)
b)

c)

7.3

functional, operational and environmental requiréments,

test requirements including stress levels test parameters, and accept/reject criteria,

design performance margins, derating factors, quantitative dependability requirements, ar
dependability requirements (identification and classification of undesirable events), unc

eénvironmental conditions,

human factors where human error is a consideration in mission success,

:[e degree to which-the design is tolerant to failures of hardware or software,

e detection;solation, diagnosis, and recovery of the system from failures and its rest
acceptable-state,

the prevention of failures crossing interfaces with unacceptable consequences,

nner through
bjectives are

ring process

s5ign and test
and to verify
ant technical

d qualitative
ler specified

bration to an

£ H H £ 4l ot rs
CmuurT ur uirc mmanncriaricc CUTNIUT UL,
maintenance tasks and requirements for special skills, and

requirements for preventive maintenance, special tools, and special test equipment.

Dependability design criteria

7.3.1 Consequence category and severity

A severity classification shall be assigned in accordance with Table 1 to each identified failure mode analysed
according to the failure effect (consequence).

© 1SO 2011 — All rights reserved
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Table 1 — Severity of consequences
Severity Level Dependability Safety
Loss of life, life-threatening or permanently disabling injury or
occupational illness
Loss of system
Catastrophic ! o Loss of an interfacing manned flight system
Loss of launch-site facilities
Severe detrimental environmental effects
Temporarily disabling but not life-threatening injury, or
temporary occupational illness
Major damage to interfacing flight system
Critical 2 Complete loss of mission Major damage to ground facilities
Major damage to public or private propefrty
Major detrimental environmental effects
Major 3 Major mission degradation | —
Minor or negligible |4 (I;/Irir;?]l;/rgitiseifgf(fjeecgtradation —
7.3.2 Failufe tolerance

The contract
failure tolera

This verification shall address all failure modes whase severity of consequence is classified as catastrg

critical and m

7.3.3 Design approach

The contract
actions in pr
shall use dat

The contract
shall assess|
corrective so

pr shall verify the capability of the design to sustain single or multiple failures in accordancg
nce requirements defined in the performange specifications.

ajor according to the project risk policy.

br shall develop and implement design criteria to improve reliability and to facilitate mainter]
pdicted environments..in establishing reliability and maintainability design criteria, the cont
b obtained from previous programmes when appropriate data is available.

br shall ensurethat reliability is built into the design using fault tolerance and design margin
the failure \characteristics of systems to identify areas of weakness in design and prdg
utions.

ation“of availability and reliability into the design, the following methods shall preferably apply.

b with

phic,

ance

actor

5. He
pose

Functional design:

implementation of failure tolerance;

implementation of fault detection, isolation and recovery, allowing proper failure processing by

dedicated flight and ground measures, and considering detection or reconfiguration times in relation

ropagation times of events under worst case conditions;

implementation of monitoring of the parameters that are essential for mission performance,

considering the failure modes of the system in relation to the actual capability of the detection
devices, and considering the acceptable environmental conditions to be maintained on the product.

In implement
a)

top
8

© 1S0O 2011 — All rights reserved
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b) Physical design:

— application of proven design rules;

— selection of parts having an appropriate quality level;

— use of electrical, electronic, and electromechanical (EEE) parts derating and stress

mechanical parts;

preferred use of design that has performed successfully in the intended mission environment;

margins for

7.4

In ad
deve
spec
requi
The ¢
a)

b) s

C) 9

8 1

8.1

Depsg
tasks

Deps¢
requi
deve

— optimum use of design techniques for redundancy (while keeping system design comg
as possible);

— maximization of inspectability and testability of built-in equipment;
— providing accessibility to equipment.

Involvement in test definition

cordance with 1ISO 15865, the contractor shall ensure that dependability aspects are ¢
opment, qualification and acceptance test planning and review, including the prepar
fications and procedures and the evaluation of test results{_ The qualification will verify thg
rements of parts, materials and processes.

ependability discipline shall support:

efinition of test characteristics and test objectives,

election of measurement parameters, and

tatistical evaluation of test results.

Dependability analysis

Dependability analysis and the project life cycle

ndability analyses-shall be performed on all space projects throughout the project life cycle t
and requirements specified in Clause 5.

ndability\’analyses shall be performed initially to establish the conceptual design and
rements> Thereafter, the analyses shall be performed to support the conceptual, preliminaryj
opMment and optimization of the design, including the testing phase that leads to design quali

lexity as low

bvered in all
ation of test
dependable

b support the

the system
and detailed
fication.

Dependability analyses shall be implemented in order to:

a) ensure conformance to reliability, availability and maintainability requirements, and

b) identify all potential failure modes and technical risks with respect to functional requirements that can lead
to nonconformance of dependability requirements, provide risk assessment and risk reduction and control
measures in line with the risk management process implemented on the project.

The results of dependability analyses shall be incorporated into the design justification file.

© IS0

2011 — All rights reserved
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8.2 Dependability analytical methods

8.21

General

Dependability analyses shall be conducted on all appropriate levels of the space system.

The main purpose of all dependability analyses shall be to improve the design by providing timely feedback to
the designer, to reduce risks within the processes used to realize the products and to verify conformance to
the specified dependability requirement.

The methods identified in 8.2.2 to 8.2.4 shall be used and tailored to match the requirements of each project,
to address th
selected fron
value and co

5t impact.

bility analyses

bes can also be used for the purpose of determining maintainability and availability objective
quirements and tasks.

bry risk analysis shall be performed as soon as the design phasés begin, in order to identi
causes of failure from feared events of the system. The following possible causes have

o0 account: hardware, software and human.

MECA

EA/FMECA respectively), and the processes, used to realize the final product (FMECA proce

botential failure modes shall be identified and classified according to the severity (FME

bptable to the project.

bn any design or process‘ehanges are made, the FMEA/FMECA shall be updated and the e
ew failure modes introduced by the changes shall be assessed.

isions for failure~detection and recovery actions shall be provided as part of the FMEA/FME

yses.

e hardware, software and human functions comprising the system. A consistent set of analyses
h these subclauses shall be defined early in the project, the justification being based on gdded

5 and

bllowing analyses used for reliability analysis are also used for determining maintainability and

y the
to be

Lire modes effects analysis (FMEA) and failure-fmodes, effects and criticality analysis (FMECA)
| be performed on the functional and physical-design (functional FMEA/FMECA and hardware

5S).

A) or

cality (FMECA) of their consequences. Measures shall be proposed in the analysis and
duced in the product design and in the control of processes to render all such consequgnces

ffects

CA.

FMEA/FMECA shall be used to support the reliability modelling and the reliability and gafety

Hardwaie-software interaction analysis shall be performed to ensure that the software is designed to
react inhwwmmmmmmmmmmmmmcal

specification of the software. The hardware-software interaction analysis can be included in the

MECA.

Contingency analysis shall be performed to identify all contingencies arising from failures of the system.
The analysis shall identify the means to prevent, contain and limit each contingency, and detect and
diagnose it to recover the system to a nominal or degraded state.

8.2.2 Relia
These analys
tasks. The f
availability re
a) Prelimin
possible|
taken int
b) FMEA/F
1) Fail
sha
FME
2) Al
criti
intrg
acc
3) Wh
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c)
FMEA/F
d)
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The contingency analysis is a system level task.
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e) A fault tree analysis (FTA) shall be used to verify that the design conforms to the failure tolerance
requirements for combinations of failures.

The prime contractor shall perform FTA to identify possible event combinations leading to the undesirable
end event “loss of mission”. The subsystem contractor shall support this activity by establishing FTA at
subsystem level with respect to the top events

— loss of function of the subsystem, and

— inadvertent activation of the subsystem function.

f) Common-mode and common-cause analyses shall be performed on reliability and safety critical items to
identify the root cause of failures that have a potential to negate failure tolerance levels (se¢ 7.3.2). This
analysis can be accomplished as part of FMEA/FMECA or FTA.

g) Reliability requirements shall be apportioned to set reliability requirements for lowef. level progucts.

h) Reliability prediction techniques shall be used to optimize the reliability of-a design againgt competing
¢onstraints such as cost and mass, to predict the in-service reliability of a-préduct and to pfovide failure
probability data for purposes such as risk assessment.

The failure rates and methods used in reliability predictions shally'be as specified by the customer.
Reliability models shall be prepared to support predictions and EMEA/FMECA.

i) \Worst-case analyses (WCA) shall be performed on electronic/electrical equipment to demonstrate that it
performs within specification despite particular variations®in its constituent part parameters and the
imposed environment. WCA shall be accomplished at equipment level.

j) Part-derating analyses shall be performed to assure that the stress levels applied to all EEE parts are
within the limits specified by the project. Part-derating analyses shall be performed at equipmient level.

k) Zonal analysis shall be used to ensure there’is no failure propagation.

[) Failure detection isolation and recovery (FDIR) shall be performed at system level to| ensure that
autonomy and failure tolerance requirements are fulfilled.

8.2.3| Maintainability analyses

Maintainability requirements-shall be apportioned to set maintainability requirements for lower lgvel products

to copform to the maintehance concept and maintainability requirements of the system.

Maintainability predictions shall be performed at system level and used as a design tool to| assess and

compare design.alternatives with respect to specified maintainability quantitative requirements.

Thesp analyses shall be performed considering the

a)

b) time required to remove and replace the defective item,

c) time required to return the system or subsystem to its nominal configuration and to perform the necessary
checks, and

d) item failure rates.

Scheduled maintenance analysis shall be performed at system level to determine the optimum scheduled
maintenance plan that minimizes the amount of support resources necessary to sustain the required safety
level and mission capabilities and minimizes down time.

© 1SO 2011 — All rights reserved
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Each preventive maintenance action shall be based on the results of the application of systematic decision
logic approved by the customer.

Zonal analysis shall be undertaken at system level to determine the optimal location for each product as
regards accessibility, testability and repairability.

The maintainability analyses shall identify maintainability critical items which, as a minimum, shall include
products that cannot be checked and tested after integration, limited-life products, products that do not meet,

or cannot be

validated as meeting, applicable maintainability requirements.

8.2.4 Awvailability analyses

The contract

system. The
a) optimize
b) verify co
c) provide

The contract
analysis out
probabilities
can be provi
the analysis.

The availabil
maintainabili

8.3 Class

In support of
the design c
of the produg
the dependa

The classification and ranking of design characteristics provide for:

or shall perform availability analyses or simulations in order to assess the availability ‘g
results are used to

the system concept with respect to design, operations and maintenance,

nformance to availability requirements, and

nputs to estimate the overall cost of operating the system.

pbr shall perform the outage analyses in order to supply input data for availability analyses
put includes a list of all potential outages identified (as defined in the project), their ca

pbf occurrence and duration. Instead of outage probabilities, failure rates associated with ou
jed. Furthermore, the means of outage detection and the‘recovery methods shall be identif

ty predictions/assessments shall be carried out.at system level using the system reliabilit
y models as well as the data from the outage-analyses.

fication of design characteristics in-production documents

the risk reduction and control process that shall be implemented for dependability critical i
haracteristics of the product shall be classified by the contractor in order to highlight those
t to which specific attention, control or verification shall be applied. This is an integrated eff
bility and quality assurance (QA) disciplines.

the attention of*thé engineering, production and test personnel to those characteristics g
hat are essential’for the correct functioning of the product;

appropriate integration, test and inspection methods, techniques and resources to be ap
ction ‘of-the production facilities according to the design characteristics;

f the

The
uses,
ages
ed in

and

ems,
breas
ort of

f the

plied,

Il -precautions to conform to the requirements imposed by the design characteristics

e.g.

environmental control;

a) drawing
product
b) defining
and sel¢
c) taking &
d)

waivers.

achieving properly adapted and coherent classification and processing of nonconformances, changes and

The customer shall define the classification criteria in the project requirement documents. Alternatively, by
agreement, the contractor may propose the classification criteria in his product assurance plan.
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8.4 Critical items list

All critical items identified through the various dependability analyses shall be documented in a critical items
list and subjected to management and control. The documentation for each critical item shall include a
justification for retention of that item that shall be subject to approval by the customer.

As a minimum, items with single-point failure and with a failure consequence severity classified as at least
catastrophic, critical or major, shall be listed as a critical item.

Products that cannot be checked and tested after integration, the function or products where end-to-end test
cannot be carried out, limited-life products, products that do not meet, or cannot be verified as meeting,
appll ,abic Illdilltdilldb;iity quuiIUIIIUI Itb, Dila“ bU ilbtcd do Ul Iilbdi itUIIID.

Furthler classifications shall be determined by the customer (e.g. parts not meeting the derating requirements,
weartout times, limited-life items, or items with an extremely high failure probability)-in’line with the risk
management policy defined for the project.

9 Dependability testing, demonstration and data collection
9.1 | Dependability testing and demonstration

9.1.1| Reliability

Reliapility testing and demonstration shall be performed according to the project requirement documents in
ordern to

a) Validate failure modes and effects,

b) ¢heck failure tolerance, failure detection andrecovery,

c) ¢btain statistical failure data to support.predictions and risk assessment,
d) ¢onsolidate reliability assessments,

e) Validate the capability of the hardware to operate with software or to be operated by a human being in
accordance with the spgegifications,

f)  demonstrate the reliability of critical items, and

g) Validate or justify databases used for theoretical demonstrations.

9.1.2| Maintainability

Mainfainability shall be demonstrated as performing the verification of the applicable maintainability
requirements and to ensure that preventive and corrective maintenance activities are successfully performed
within the scope of the maintenance concept.

The maintainability demonstration shall verify the ability to:

a) detect, diagnose and isolate each faulty-line replaceable unit or orbit replaceable unit;

b) remove and replace each line replaceable unit or orbit replaceable unit;

c) perform mission-essential repairs that are not intended to be accomplished by replacements;

d) check that the product is fully functional after maintenance actions have been completed;
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e) demonstrate that no safety hazard is introduced as a result of maintenance actions;
f) demonstrate that the maintenance operations can be performed within the applicable constraints (e.g.

time and volume or accessibility). This shall include the operations necessary to prepare a system during
the launch campaign, e.g. “remove before flight” items or replacement of batteries.

9.1.3 Awvailability

Availability testing and demonstration shall be performed according to the project requirements and using the
reliability and maintainability testing and demonstration.

9.2 Dependability data collection and dependability growth

Dependability data shall be collected during space system development from sourcés -such as
nonconformgnce and problem or failure reports, and maintenance reports. These data shall“be basgd on
actual test of flight experience, and shall include the amount and mode of items used including their str¢sses
and operatiopal profile. Dependability data shall also be used for dependability performances monitoring and
dependability growth monitoring through agreed or specified models.

10 Lessons learned activity
A lessons lefirned activity (in accordance with ISO 16192) shall be organized to safeguard all dependability

knowledge through recording, classifying and making available the praper information for the benefit of future
space projec|s.
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