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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Visibility of logistics traffic flow and finding the precise logistics information in a simple and trusted
way are very important for the logistics processes in international trade.

However, the logistics data to be obtained by the logistics operator is often provided by several logistics
information service systems (LISS) and other logistics and/or trade parties. Although international
standards (such as UN/EDIFACT) have existed for decades and many national and regional systems
have been implemented based on such international standards, LISSs are often developed in isolation
and fragmentatlon based on their 1nd1v1dual busmess requlrements and thls has led to many different
and pen einterpretationsofsts eatize y of logistics
traffic flow, data from dlfferent LISSs should be 1nterchanged w1th each other by usmg a standardized
metHod to establish an LISS network.

This|document specifies three business requirements of a future LISS network. The purpose of including
the network architecture in this document is to support the business requirehients of datph exchanges
between different LISSs on the application layer. Existing international standards (Anngx B) can be
reused in a standardized way and any gaps filled by new international standards where identified. This
docuEnent is an important reference and guideline to related logistics-parties such as LISS providers,
single window/SSP operators, logistics data providers and logistics data users.
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Business requirements for end-to-end visibility of
logistics flow

1

Scope

This document specifies three business requirements for the visibility of logistics traffic flow based on

the
1y
2)
3)

SECASES dlld gap aalysis T ATEX A Tt inciudes
LISS network architecture requirements,
yisibility data interchange requirements between LISSs, and

yisibility data interface and process requirements for an LISS network.

Thesle three business requirements are described further in Clause 6, Clause 7 and Clause 8 1

Furthermore, Clause 8 describes the requirement for a guideline for business parti
stake¢holders in an LISS network such as logistics information service providers, single
operptors, data providers and logistics data users.

This|document does not include standardization

1y
2)
3)

2
The

gt the level of logistics devices (areas of standardisation covered by ISO/TC 104, ISO/T
for ships, navigation and marine technologies:{areas of standardisation covered by ISO
felated to international data exchange such as standards developed, published and m
UN/CEFACT, GS1, WCO which are referenced as appropriate in this document.
Normative references

following documents are(referred to in the text in such a way that some or all of t

constitutes requirements_of\this document. For dated references, only the edition cited
unddted references, the latest edition of the referenced document (including any amendme

UN/CEFACT Multi Mgdal High-Level Business Requirements Specification (BRS)

3

Terms.and definitions

For the puxposes of this document, the following terms and definitions apply.

ISO

espectively.

cipants and
vindow/SSP

[ 204),
TC 8), or

hintained by

heir content
applies. For
hts) applies.

1o C adtas + H 1 H 1l dotrala £ H i | pa 3 + 21 £o11 H
T TLC TITAITITAdTIIT T HITTITUTU g TU AT U ATAU A STS TUT USTTIT STAITUAdT UTZ IO AU UTCT TUTTO W TITE d

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

iy

ddresses:

This high-level BRS describes the requirements for a generic reference data model supporting the trade
and transport-related processes involved in the cross-border supply chain and covering, at a high-level, the
involved business areas, the main parties and the information involved. It provides the framework for any cross-
border transport-related business and government domains to specify their own specific information exchange
requirements whilst complying with the overall processes and data structures. Reference: https://www.unece.org/

fileadmin/DAM/cefact/brs/BRS_T_L-MMT.zip.
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logistics information service system

LISS

trusted third party that provides the services of a platform for the electronic exchange of logistics

information

3.2

in the supply chain for increased efficiency and effectiveness

single window

SwW

facility that allows parties involved in trade and transport to lodge standardized information and
documents with a single-entry point to fulfil all import, export, and transit-related regulatory

requiremen
Note 1 to ent
Note 2 to ent

3.3

S
Fy: If information is electronic, then individual data elements should only be submitted.dng€.

'y: See UN/CEFACT Recommendation 33 (currently under revision).

single submission portal

SSP
portal that
electronic p

Note 1 to en
regulatory pi

4 Abbre

API

B2B

B2G

CCS

G2B

LSP

MEP

MMT RDM

MSME

allows traders to submit all of the information related to a specific activity to a s
atform, which then redistributes the information to all participants within that porta

ry: A single submission portal differs from a single window([3:Z) in that it can or cannot h
ocedures and it can or cannot be the only portal within a market.

viated terms

application programming interface
business to business

business to government

cargo community system

government to business

logistics service platform

message exchange pattern

multi-moedal transport reference data model

micro, small and medium enterprise

0GA

ingle

hndle

PCS
PPP
SCRDM

Utllcl SUVCI lllllCllt asc:ul.,_y
port community system
public-private partnership

supply chain reference data model

5 Business requirements overview

Based on the use cases and gap analysis in Annex A, the three business requirements include:

1) logistics information service system network architecture requirements;
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The major related business requirements for each use case and gap analysis are summarized in Table 1.

Table 1 — Major related business requirements for each use case and gap analysis

Sub- . Business requirements
clause Use cases Issues and gaps Gap analysis ) 2) 3)
Al Data connection The logistics informa- Global logistics infor- Y

between non- tion is disseminated and mation networks should
harmonised fragmented in the logistics |be established to pro-
partners chain, including both logis- |vide one-stop logistics
tics status information and |information service.
administrative data. The reasons for the
fragmentation need to
be investigated as they
are often commercial or
international contractu-
al reasons which<tech-
nical solutiops cannot
solve alone:

A.2 | |Basiclogistics data |Itis difficult to form closed |Itis vital'to harmo- Y
with non-harmo- |loop data link because of  |nize thedifferences
nised technical non-harmonised technical |of industry-level and
and data format and data format standards. |ceuntry-level standards
standards by providing solutions to

achieve mutual recog-
nition. The differences
in terminology and data
rules set by the interna-
tional contractual con-
ventions in the different
modes of transport are
a barrier which needs to
be addressed.

A.3 | |Same logistics For-the same data query Uniform user manage- Y
data query with from user side, the re- ment and authorization
different return quired parameters and should be standardized
information from |return information of LISSs |for LISSs recognising the
different LISSs are not in a simply and importance of harness-

uniform way. ing international data
standards.

A4 Public or private No clear rules and steps Public/private authori- Y Y
data connection for public or private data  |zation and management

connection. should be standardized
to set up a trust and con-
trolled LISS network.

1) Logistics information service system network architecture requirements

LISS networks should be multi-party connected logistics networks including national and regional
LISS operators, national, regional single window/SSP operators, data providers and trade and
data users.

Data connections should be established between national and regional LISSs to realize visibility of
logistics flow geographic regions and multi-modal transport modes such as maritime, air, rail, road,
inland water, etc. National and regional single window/SSP operators can connect to corresponding
national and/or regional LISSs for data connections to an LISS directly and to other LISSs indirectly.
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Data providers can share/obtain data to/from connected LISS directly and to/from other LISSs
indirectly. Data users can obtain data from multi-LISSs directly or indirectly.

The detailed network architecture requirements are specified in Clause 6.

2) Visibilit

y data interchange requirements between LISSs

Data interchange should be neutral, trusted and controlled. Event data should be classified with
regard to commercial and other data security considerations; and data security access levels
should be specified for different entities linked to an LISS network in order to assure data owners
that their data will at all times only be made available to parties they trust, that they themselves

determ

ne which data will be shown_and how and that thev can block access to this data a

any

time. D
all time

The det
3) Visibilit
Data in
authent
small o1

it, and {
sector. 4

The det

6 Logist

6.1 Netw

An LISS net
LISS operat
network ard

1) LISS, th
commu
2) Datapr
3) Data ug
agencie
An LISS has

LISS area. D
and regiona

ita owners should be able to maintain access control to their individual data ownefsh

D .
hiled visibility data interchange requirements are specified in Clause 7.
y data interface and process requirements for LISS network

terface and process should be open and based on unified Aiser management
ication. There should be a single way of working that is suitable for all modalities, larg
ganizations, public and private-sector parties, bodies requesting data and those supp
heir software suppliers, so that data can be shared in a sifaple manner across the v
\s a result, logistics efficiency will be improved; time and-cests will be saved.

hiled visibility data interface and process requirements-are specified in Clause 8.

ics information service system network architecture requirements

prk architecture requirements overview

ivork should be a multi-party connected logistics network including national and reg
rs, national plus regional singleWwjinidow/SSP operators, data providers and data users
hitecture of a LISS is shown in‘Figure 1. In an LISS network, there are three roles:

e third-party logistics data service system, such as a port community system, a (
hity system etc.

bviders, who provid@the data to an LISS, such as port and sea data providers.

ers, who accésg logistics data from LISS network, such as buyers, sellers and log

D.

ataconnection can be established among LISSs. Furthermore, LISS can connect to nat
single window/SSP to exchange government data. Single window/SSP has the major r

ip at

and
b and

lying
rhole

jonal
. The

argo

stics

its own-data providers and data users, and the logistics data can be interchanged withipn the

jonal
ble of

providing g

VeTTITent data to LISS, SUCT a5 CUSTOIT Clearance data. 1 Nerclfore, data can pe intercia

between LISS area to form a multi-party connected logistics network.

ged
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LISS area C

Data

users C Data providers C

SW_SSP

6.2

6.2.1

Most
land

e-comerce sales transactions. Some LISSs also support administrative functions 4

infor

Data
betw
mes{

Somd

Data

Data providers B
users B p

Data providers A

4:2020(E)

Figure 1 — Network architecture of a logistics information service system (LISS)

LISS network entities

Logistics information servige system (LISS)

logistics information service.systems (LISS) serve the entire logistics chain: maritime transport,

transport, warehousing €0,'support international trade eBusiness and internet pla

mation services relating to international trade regulations.

providers and data users can interact or exchange data with an LISS. Data can be ij
een data proyiders and LISS. Besides, users can obtain specific data from LISS by
ages betweehn users and LISS.

btimes;-usSers require data exchange from multiple LISSs. This can be enabled

com
amo

unications connection (such as an APIs) between users and other LISSs. Similarly, d
g-LISSs can be enabled, as well as B2G and G2B data interchanges between an LIS

tform-based
nd provide

nterchanged
exchanging

via a data
lata sharing
S and a SW.

Therefore, national or regional LISSS could enable data exchange among LISSS and SW5 to establish a
global logistics network.

The types of LISS include:

— Port community system (PCS)

A port community system is a neutral and open electronic platform enabling intelligent and
secure exchange of information between public and private stakeholders in order to improve the
competitive position of the sea and airports’ communities (sometimes referred to as port user

groups).
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Cargo community system (CCS)

A cargo community system is an information technology platform linked to the freight flows
(import/export/transit) of any kind of cargo passing through identified port, airport, or multi-
modal site(s) at a local or national level. A CCS is open to all parties involved in cargo freight and
logistics including customs administrations. It handles a database in which information is collected,
processed, stored and exchanged aiming to enhance freight optimization, trade safety and security,
cargo tracking and tracing, and the facilitation of customs and administrative procedures.

enterpr

6.2.2 Sing
Single wind
and docums
LISS such af

B2G and G2}
is an entry f]

6.2.3 Dat

Data provid
authorized 1

6.2.4 Dat

Data users 4
as buyers, s¢
connection

6.3 Netw

The data pr
data or air d
to provide

Logistics service platform (LSP)

ibility data track and trace, especially provide logistics service to micro, small and, me

jses (MSMESs) by cooperation with logistics and transport companies.

tle window

bw (SW) allows parties involved in trade and transport to lodge stahdardised inform
nts. In this document, single windows have the major role of prowviding government da
custom clearance data.

B data interchange can be enabled via the connection (such@s*APIs) between LISS and §
pr national or regional LISSs interchange data outside.

h providers

brs are the logistics data providers such as ports, airline and transport companies, wh
o provide the logistics data to LISS.

A USers

re the logistics parties that are authorized to access logistics data from LISS network,
llers and logistics agencies involved in international trade. They can obtain the data vi
such as APIs) between LISS:and users.

prk architecture requirement between different LISSs

bvided by an LISS.isnational or regional, or limited to one transport method such as
ata. The data intérchange between different national/regional LISSs should be establ

transport methods such as maritime, air, train, inland, etc.

6.4 Netw

prk.architecture requirement between LISS and SW/SSP

stics
lysis
dium

htion
tato

W. It

D are

such
a the

port
shed

the data service about visibility of logistics flow among multi-regions and multi-njodal

Single window/SSP operators can share/obtain data to/from connected LISS directly and to/from other

LISSs indire

ctly.

6.5 Network architecture requirement between LISS and data providers

Data providers can share/obtain data to/from connected LISS directly and to/from other LISSs

indirectly.

6.6 Network architecture requirement between LISS and data users from other LISSs

Data users can obtain data from multi-LISSs directly or indirectly.
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Visibility data interchange requirements between LISSs

Event data classification

The LISS network should classify the types of interchanged logistics data from different views:

1.
2.

The

Event data relating to the mode of transporti.e. to maritime, air, train, road, rail or inland waterway.

Event data relating to cargo and means of transport such as logistics status data or

administrative data.

ISS systems typically have a wide array of data exchange stakeholders, e.g. governmeéngal agencies,

are therefore a usual part of the systems’ daily operations.

armonized and standardized data sets and electronic messages ingoxporating intern
jtandards are keys for effective and efficient B2B, B2G, G2B interchanges and informat

hus, efforts shall be made to build better pipeline data exchange standards (PDES)

CEFACT Multi Modal High-Level Business Requirements Specification (BRS) and the d
project based on that specification shall be reused to suppdrta more seamless flow of

Fvent data relating to public or private interests.

Most of the LISS systems are non-profit, neutral afid open to both the public and prij

juch as government departments and enterprisesiinvolved in international trade. LISS
also provide public information services, such:as statistical data reporting and relevant
¢n policies and regulations.

Private information is also stored. in“the LISS systems given that port commun

porters and exporters, manufacturers, transport service providers and other partic
jupply chain use these systems t0 exchange e-documents and information with their p

bWs (Whom, What, When, Where, Why) framework can be used to abstract all element

evenf data objects as shown bélow.

hom: With whom t6 interchange information (Role definition).

hat: What evenitobject (also known as resource) such as vessel, vehicle, flight, train 3

hen: The a¢cuirrence or recording time of an event.
herexTheé location details of where an event occurs.

hy»The

Reported event examples include:

1.

2
3
4,
5

Vessel and Cargo events during maritime transport;
Vehicle and Cargo events during road transport;
Flight and Cargo events during air transport;

Train and Cargo events during railway transport;

pbort service
hterchanges

ational code
ion sharing.
i.e. the UN/
ata pipeline
rade data.

yate parties,
systems can
information

ty systems,
pants in the
hrtners.

b of different

nd cargo.

1 codes such

Customs, Quarantine & Inspections and OGA during cargo clearance control processes.
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7.2 Data control for different entities in the LISS network

For each data interchange event, a corresponding event data control process will be implemented by
related two entities in the LISS network. Different entities in the LISS network can retrieve different
types of event data based on the data control scheme. This will assure data owners that their data will
at all times only be made available to parties they trust, that they themselves determine which data
will be shown, and how, and that they can block access to this data at any time. Data owners shall be
supported to maintain control at all times. Therefore, the data subset and the information key to access
data should be clearly defined for each data interchange event. Multiple-level data sharing policies and
data authorization mechanism should be used between different stakeholders in the LISS network.

8 Visibility data interface and process requirements for LISS network

8.1 Unified user management and authentication process requirements

8.1.1 Fedpration authentication among LISSs

Valid token|information should be interchanged among LISSs. Mechanismstshould be used fof the
federation authentication and synchronous communication between LISSs.

8.1.2 Enaple users log in to multiple LISSs and query services by'single sign-on

Mechanismg should be used for registration process, user token,generation and authentication process
among different LISS areas.

8.2 Open|/data access

An open data access scheme shall be specified to support multiple data access technical specificption
among LISSs. Request-response MEP (required parameter, query message, responding parameters,
responding message) should be used for open. data access. Multiple access technologies and standards
can be used, such as JSON and Webservices. This requirement does not include batch data exchgnges
and only support for interactive cargo or,conveyance visibility status queries.

9 Guideline for business participants and stakeholders

9.1 LISS ¢operator

An LISS opefrator can have-a single LISS or a networked organization of multiple LISS operators. There
can be publjc LISS operators, private LISS operators or operators supporting both private and public
LISSs. By bding connected with other LISSs, optimized logistics data sharing services can be proyided
by networked LISSoperators.

Public LISS operatorscanbe ofbenefitto both governmentand businesses-They supportgovernaents

to deploy their resources more effectively and efficiently, increasing integrity and transparency of
administration and regulations processes, and enhancing security by supporting trusted trader
schemes and traders’ compliance. Benefits for legitimate businesses include faster clearance and
release, cutting costs through reduced delays, increased visibility of supply chain data throughout
the transport operations and improved transparency of rules and predictability of administrative
procedures.

Government agencies cannot be the best option for running the operation of LISSs. It could be better to
choose other parties as operators and service providers in which case a PPP mode could be considered.
One possibility is to transfer operational rights to a selected semi-governmental organization after the
basic logistics information infrastructure has been built by the government. Alternatively, LISSs could
be entirely developed and operated by a selected semi-governmental organization while being funded
by the government. Another possibility could be for government to open its information infrastructure
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such as an interchange network and basic services to third parties so that they can build up their own
LISSs to provide value-added services and to support supply chain operations.

9.2 Single window operator

A single window operator is an organization that has the legal responsibility for implementation
and operation of a single window within a country or region and which operates the single window
within that remit, whereby the single window allows parties involved in trade and transport to lodge
standardised information (B2G) and to receive responses (G2B).

The government involvement should include:

1) $etting information standards

Lovernment agencies should organize and coordinate all participants to, clarify harmonised
information requirements for the business process, information models andddata exchgnge models.
These harmonised standards should be set as national standards whichnas)far as pogsible should
e based on international standards (Annex B) for semantic concepts,‘ddata structures and codes.
t should also be the government’s responsibility to develop mechanisms related to adininistration
nd regulation, strategies for implementation and to set up high qudlity criteria for pariticipation in
he single window’s system operation.

2) Establishing and managing the information system

n information infrastructure can be very costly and\thus, often MSMEs cannot affprd to build
heir own information systems. Government departments such as transport, custonjs and trade
an financially support or help building a logisties“information system, which can fupction as an
information network for basic services, e.g. data interchange and information inquiry for users.

3) Initiation of data sharing

[ompanies are usually required by government departments to submit significanf amount of
information, e.g. details related to.€ustoms, transportation, and taxation etc., partictilarly in the
¢ase of cross-border international trade. In order to encourage stakeholders of both public and

rivate parties to participate,in.facilitating the required business processes, relevant [government
ﬁepartments should initiate-projects to develop information systems such as Single Windows
o simplify and harmonize“procedures and standardize data flow on the government side. This
improvement should leadto smoother processes and decreases in costs, which could penefit both
tthe government and’the business community.

9.3 | Data providets

Datal|providefs should provide related certified identification and any other information as|required by
the LJISS, to'ensure that the data they provide to the LISS are authorized and qualified.

9.4 | Data users

Data users should provide related certified identification and other information as required by the LISS,
to register in the LISS and request data from LISS network. The data can be used to track their cargo,
package and vessels to improve their own business. It is presupposed that data users obey related rules
about the data use and sharing.
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Annex A
(informative)

Use cases and gap analysis

A.1 Non-harmonised trading partner data

A.1.1 Issy

Logistics of
order to obt
inspections
1) Non-hat
multiplg
2) They c
logistic
3) Some d
visibilit
contain
could b
4) Regula]
been cld
that, thg

The gap ide
across thelg
and admini{
data owner;
CEFACT Buy
BPS Referen

A.1.2 Gap

Logistics d
exchange st
are often de

es and gaps

erators need to be informed about relevant events reported from other ddta 'sourc
ain the logistics information via maritime, air, railway, road, and customs$,’quaranti
and OGA clearance processes etc. However, the real situation is as follows.

monised trading partner data from different national countries and-regions results in g
different data connection interfaces having to be developed and maintained over time

5 data.

ata information cannot be provided directly, and.seme specific cargo or convey
y status data queries are not currently available. For example, a query relating to a sp
b1 status by container identification number or master bill of lading (B/L) reference nu
e provided, but cannot be available if only a house B/L (HBL) reference number is prov

ared by customs, and this is a key trigger event for logistics operations. Another exam
 offloading of a container is a key trigger event for temporary storage.

htified from this use case is thatthe logistics information is disseminated and fragmg
gistics chain, including logistics'status, supply chain shipment (trade delivery), consign
trative data. Understanding the relationships between these data sources with rega
hip and data structures are key to resolving these logistics challenges, as analysed by
/Ship/Pay (BSP) deliverables (the BPS Business Requirements Specification (BRS) an
ce Data Model (RDM)).

analysis

ta genefated by different parties are largely unharmonized as far as semantics,
Fuctures and codes are concerned. Existing logistics information service providers (I
veloped in isolation, both on national and regional level. The logistics data required f1

es in
ne &

ostly

hn't find the relevant information service provider for,acquiring specific required

ance
peific
mber
ded.

ory related data services are also needed-\For example, cargo can be released when it has

ple is

nted
ment

Ird to

UN/
d the

data
[SSs)
om a

logistics op4

brator cannot be provided totally by an LISS. Private data couldn’t be obtained freely.

This

leads to different interpretations of standard messages.

For example, some of LISSs can provide only maritime or air tracking or custom clearance information.
LISSs need to be connected into a network to realize multi-modal track and trace. For example, as it is
shown in Table A.1, by providing B/L, the whole container status information could be provided step by

step: Empty

Container Pickup, Train arrival, Cargo Stuffed to Container, Port Gate in, Unload.

Therefore, global logistics information network should be established to provide one-stop logistics
information service, as specified by the UN/CEFACT Multi Modal High-Level Business Requirements
Specification (BRS).

10
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Table A.1 — Example of multi-modal transport track and trace

Items Information
Required The number of B/L
parameters
B/L status M/B, Carriers, From, To, Latest status, Time

Empty Container Pickup, Train arrival, Cargo Stuffed to

Event information Container, Port Gate in, Unload

Detailed

. . H/B, Logistics Status, Locations, Time, Transport mode
information

Key

B/L Bill oflading

M/B Master bill of lading
H/B House bill of lading

NOTE Eventinformation is the new logistics states information changed-ineach node.

A.2
starn

Basic logistics data with non-harmonized technical'and data format
i dards

A.2.1 Issues and gaps

Thel
relat
clari
lead

ogistics data obtained by the logistics operator is oftenrprovided by several LISSs and of]
ed parties. The data provided by each logistics party needs to be collated and thereforg
fied and recognized in a uniform format. However, LISSs are often developed in isolat

to different interpretations of standard messages.

her logistics
needs to be
ion and this

The gap identified from this use case is thatt is difficult to form closed loop data link becpuse of non-

harmonised technical and data format standards.

A

A.2.2 Gap analysis

This
stan

been

thes

Com
diffe

use case reflects the issu€s of standardization and mutual recognition. Although i
lards such as UN/EDIFACTF-have existed for decades and many national and regional s
implemented based-en these international standards, business data elements and

¢ systems still needto-increase their interoperability and compatibility.

banies or government agencies usually have their own administrative rules and re
rent paper_forims and localised information systems and code lists. These have f{

hternational
ystems have
message of

quirements,
raditionally

ta elements,
bute to the

lackdd international synergy with regard to the harmonised use of codes, qualifiers, da
components,~and messages. Extensive administrative and systems differences contri
incrgaseofassociated compliance cost, creating additional burden to both the business co
the governments, and are barriers to the development of international trade. It is over ti
for it L . . .

specifications based on the WCO data model.

Efficient and seamless data supply chains are important to all parties involved in international trade.
Supply chain partners need to interchange business documents and relevant data with each other across
the world. They are legally obliged to submit large volumes of information and documents to different
governmental stakeholders regularly to comply with import, export and transit-related requirements.

Therefore, it is vital to harmonize the differences of industry-level and country-level standards by
providing solutions to achieve mutual recognition. For example, the UN/CEFACT Multi Modal High-
Level Business Requirements Specification (BRS) offers the potential to support the:

a)

b) harmonization of cross-industry trade data, and

elimination of modal data and terminology differences,
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c¢) matching (mapping and aligning) of the data structures, terminology and data/message structures
between the trade and government sides of a Single Window.

A.3 Same logistics data query with different return information from different
LISSs

A.3.1 Issues and gaps

The logistics operator often requests the same data requirements from different LISSs, but the required
data that the logistics operator has been asked to provide are interpreted differently with the result
that the retyrned information provided by different LISSs are not harmonised and cannot be combjined.

For examplg tatus

from LISS A

, as shown in Table A.2, the logistics operator can request a dynamic vessel position s
and LISS B.

For LISS A, t
but for LISS
(UNLOCODH

he logistics operator could provide Port Call ID, IMO Vessel and ETD, VesseDName and
B, the logistics operator could only provide Vessel Name, Vessel Call Number and P9

).

only 6 pieces of data are provided in common and the rest of the 14 requested data elements

ETA,
rt ID

In this case,

are provide

Another ex3

and LISS B.

For LISS A,
Number and

| differently.

mple is shown in Table A.3. The logistics operator requésts’a container status from L

the logistics operator could provide Container.Number and B/L Number, or Cont
Vessel Booking Number, but for LISS B, the logistics operator could only provide Cont

[SSA

hiner
hiner

Number or B/L Number, Port Code.

In this case
elements ar

8 pieces of returned data are provided-in common, and the rest of the 19 requested|data

e provided differently.

The gap identified for this use case is that, for-the same data query from the user side, the requésted

data elemenits and return information of LISSs are not harmonised.

Table A.2 — Returninformation comparison (dynamic vessel status)

Items LISS A LISSB Same return Different
returh
PORTCALL_INFO: Vessel NEAL-NET Dynamic
Namgp N ; / /
tracking information vessel status
Data forymat JSON XML / /
Port Call, or IMO Vessel Name or Vessel
Required pdrameter Vessel and ETD, Call Number / /
Vessel Name and ETA Portnumber

Key
ETA Estimated time of arrival
ETD Estimated time of departure

RTA Returned time of arrival

RTD Returned time of departure
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Table A.2 (continued)

Items LISSA LISSB Same return Different
return
Port Code Port Code
Vessel Name Vessel Name 6
IMO Number IMO Number Carrier y
ETA ETA 1pcludes Ship-
pingCompany-
ETD ETD Code
Carrier (SCAC code) ShippingCompanyCode
Event Time
Record Time
Return
EventTimeZoneOffset
information . o
ActionTypeDescribtion
RTA Voyage Number
RTD CourseLine / 14
Port Call CyOpenDateTime
CyCutDatel'ime
LastPortCode
NextPortCode
JobOrderStatusCode

Query, subscription, uni-

pervice type fied certification

Query, unified certification / /

Key
ETA |Estimated time of arrival
ETD | Estimated time of departure

RTA [Returned time of arrival

RTD | Returned time of departure

Table/A;3 — Return information comparison (container status)

Items LISS A LISS B Same return | |Different
return
Name POR_TCA.LL—INFO.: NEAL-NET Container status / /
Container information
Data format JSON XML / /

Container Number and

Required parameter B/L Number, or Container | Container Number or B/L / /
Number and Vessel Book- Number. Port Code

ing Number
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Table A.3 (continued)

Items LISSA LISSB Same return D:ii?::t
8
Port Code LISS A divide
Container Number Port Code Event Time
Gate llgn/%iljrl:éng::e Out Container Number into four parts
Time Loadéd Time B/L Number (Gate In Tl'me,
15 : ’ Event Time Gate Out Time,
Discharged Time Loaded Time /
Erantu (V/N) ContainerloadineStatic d
=RPEY CoRtathernoatingoratts Discharged
Gross Weight/Net Weight ContalnngrqssWelght Time).
ContainerSizeType Main Carri
Equipment Type I ain Larrier
auip P ShippingCompanyCode | includes ship-
Retuin Main Carrier (SCAC code) pingcompany;
informdtion code
Port Call ActionTypeDescribtion
Vessel Booking Number JobOrderStatusCode
Dangerous Goods(Y/N) Record Time
Transshipment (Y/N) 19
Customs Status EventTimeZoneOffset
Customs Clearance Date VoyageNumber / LISS A Has
Empty Delivered Time IMO Number more cys-
Inbound transport type ContgmerSealNumber toms ddta
Inbound transport name ContainerOperatorCode
Outbound transporttype | yehicle Licen$e Plate Num-
Outbound transport name Der
. Query, subscription, i cpe L
Service [ype unified certification Query, unified certification / /

A.3.2 Gap analysis

Different LISSs have individual limitatiens on the logistics data they can provide. Even if the pasic
logistics data could be based on harmonised international data standards, i.e. the UN/CEFACT Multi
Modal High{Level Business Requirements Specification (BRS), the requested data elements, which can

be returned} are often different imeach case because of, but not limited to, the following aspects:

— LISS’s djfferent capabilities Tegarding the data that they can provide;

— LISS’s upers’ diverselrequirements;

— impact pf national/or regional legal requirements and policy;

— diversitly of\public/private data rules for business profit.

On the user side, uniform baseline and standardization is needed to support their LISS USer experience
and end-to-end supply chain data visibility. Diversity will almost certainly still exist between LISSs but
could become much more uniform from the user perspective.

Therefore, uniform user management and authorization should be standardized for LISSs.

A.4 Public or private data connection

A.4.1 Issues and gaps

LISSs and original data owners worry about whether they have complete control of their own data
during any data sharing processes. They will need to control their own data especially to whom it can

14
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be shared and how this is achieved. Even for the regulatory data, the owners will also want to know
every detail of any data sharing.

On the user side, open and neutral data sharing schemes are very important. They need to be aware of
which data is public and which data is private and whether the data can be trusted including who was
the source of the data. Furthermore, for the private data, clear rules and steps for obtaining the data
should be clearly defined and agreed between the relevant partners.

The gap identified from this use case is that there are currently no clear rules and steps for public or
private data sharing. It might be addressed by the emerging blockchain technology implementations

potentially.

A.4.2 Gap analysis

The
user

network.

A5

Use dases and gap analysis based on above sections are summarized in Table A.4.

Summary of use cases and gap analysis

Table A.4 — Summary of use cases'and gap analysis

Hifferent LISSs have different service capabilities related to data information sharing. Different
b need to have different access rights allocated for specific data informatien: There
privdte authorization and management should be standardized to set up a trust and con

fore, public/
trolled LISS

Sub
clauge

Use cases

Issues and gaps

Gap analysis

Al Data connection
between non-
harmonised

partners

The logistics information is non-har-
monised and fragnented across the
logistics chain, itcluding trade and
logistics statiis-information as well as
regulatory.and administrative data.

Global logistics information|
should be established to pra
stop logistics information s¢
this should be based on mul
cross industry global data a|
standards which support th
cross-border supply chain a
processes, i.e. the UN/CEFA
Ship/Pay reference data mo
children the SCRDM (supply
the MMT (Multi Model Tran

network
vide one-
brvice and
i-modal,

d message
e complete
nd logistics
LT Buy/
del and its

chain) and
sport) RDM.

Basic logistics data
with non-hafmonised
technical and-data
formatrstandards

It is difficult to form closed loop data
link because of non-harmonised tech-
nical and data format standards.

Itis vital to harmonize the ¢
es of industry-level and cou
standards by providing solu
achieve mutual recognition
should be based on multi-m
industry global data and me
standards which support th

ifferenc-
htry-level
tions to
and this
bdal, cross
ssage

e complete

cross-border supply chain a

d logistics

processes.

The differences in terminology and data
rules set by the international contractu-

al conventions in the differe

transport are a barrier which needs to

be addressed.

nt modes of

Same logistics data
query with different
return information
from different LISSs

For the same data query from user
side, the required parameters and
return information of LISSs are not in
a simply and uniform way.

Uniform user management and authori-

zation should be standardiz
recognising the importance

ing international data standards.

ed for LISSs
of harness-

© IS0 2020 - All rights reserved

15


https://standardsiso.com/api/?name=fbc78ff76d3bdfc44ed119cf12bc41ea

ISO 23354:2020(E)

Table A.4 (continued)
Sub- Use cases Issues and gaps Gap analysis
clause gap p y
A4 Public or private data |No clear rules and steps for publicor |Public/private authorization and man-
connection private data connection. agement should be standardized to set
up a trust and controlled LISS network.
It might be addressed by blockchain.
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Annex B
(informative)

Related standards and organizations

B.1 Key challenges for the standardization

1y

Legacy software and institutions

There are many different systems and software that are widely used by the puablic|and private
gectors.

The harmonization and simplification of data and documents used by different pafticipants in
their legacy systems is one of the biggest challenges for automated data interchanges. [ts principal
}ocus is on facilitating national and international transactions)through the simplification and

armonization of processes, procedures and information flows,-and so contributing tq the growth
f global commerce. This is achieved by:

1+ analysing and understanding the key elements of “international processes, pro¢edures and
transactions and working for the elimination of constraints;

+ developing methods to facilitate processes, precedures and transactions, including|the relevant
use of information technologies;

+- promoting both the use of these methods;’and associated best practices, through channels such
as government, industry and service-associations;

+- coordinating its work with other international organizations including UN/CEFACT, the
World Trade Organization (WiFO), the World Customs Organization (WCO), the (rganization
for Economic Co-operation, and Development (OECD), the United Nations Conpmission on
International Trade Law*(UNCITRAL) and the United Nations Conference on Trade and
Development (UNCTABD), notably in the context of a Memorandum of Understanding for a Global
Facilitation Partnership for Transport and Trade;

1+ securingcohgrence in the development of standards and recommendations by co-operating with
other interested parties, including international, intergovernmental and non-ggvernmental
organizatiens. In particular, for UN/CEFACT standards, this coherence is facilitated by
cooperating with the International Organization for Standardization (ISO), the International
Electrotechnical Commission (IEC), the International Telecommunication Union (ITU) and
sélected non-governmental organizations (NGOs), especially in the context of the IYO/IEC/ITU/
UNECE Memorandum of Understandmg (MoU) These relatlonshlps have been estbllshed and

5 3 rareas beyond
global commerce and the key objectives oflnteroperablllty between appllcatlons and the ability
to support multilingual environments.

Replacing existing systems require considerable investment and therefore, cost-benefits ratio
should be carefully considered. Although sometimes it is necessary to replace these systems,
they are often well-established and working well which means that a more practical approach for
sharing and exchanging information between participants could be to establish a central portal or
gateway.

In developing a central portal or gateway, it is essential to ensure that all the information
requirements of participants related to existing systems are included in the standard data set for
the portal or gateway. The central portal or gateway should have the capability to make conversion
and translation between different standards. Existing systems should also be modified to adapt to
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2)

3)

4)

the latest international standards. Thus, it is inevitable to develop a methodology to migrate the
existing data exchange structures and adapt these to the international standards.

Lead agency issues

National and regional logistics information systems (LISSs) and single windows are information
aggregation platforms for trade and transport operations. Any leading agency plays a vital role in
coordinating with participating stakeholders to ensure effective system’s operation. A lead agency
should be government appointed considering legal, political and organizational aspects within the
respective country or region plus its technical capability to lead the establishment and operation of
the proposed system.

Customp or port community systems can be appropriate to lead development and implementhtion
of LISSq or single windows/SSPs, given that these agencies are the entrance points to receiveé and
coordinfate the flow of information related to the regulatory and business requirements.

Alead algency/organization does not necessarily have to be a governmental body. Itcan be a prijivate
entity quch as company, joint venture or semi-public organization. However; in general priivate
organizptions lack the legal authority to issue and accept information/documents and enforce fules
and regplations. Therefore, it is necessary that the private organization receives formal suppart or
empowe¢rment from the government.

Data confidentiality

Data confidentiality and transmission security are core elements in both domestic and cross-
border logistics information systems.

A soundl legal regime protecting confidentiality, privacy and liability is the most impoftant
element to ensure safe and secured data collectionsiaccess and distribution and to build frust
among stakeholders. Strong data protection mechanism concerning data accessibility, intejgrity
and accpiracy are key elements. It is necessary tq establish adequate security and access protpcols
througl identification, authentication and authorization mechanisms. It is also important to gpply
risk anglysis techniques in detecting vulnerabilities in the systems to prevent data breaches.

Other challenges are the protection of personal data privacy and business data confidentialjty in
transnaftional environments. In this.respect, the adoption of international legal standards and best
practicg are essential.

Input language

Cross-bprder and international logistics information systems involve the use of different langupges.
To ensure smooth and dccurate data interchange and information sharing, it is recommendgd to
use English in all trahsaction to avoid inaccurate translation to/from different languages.

Besides| theresisanother issue of supporting different time zones when exchanging dateq and
times. Thhisds\a particular challenge for any XML standards, which adopt the W3C DateTime schema
data typé which includes a mandatory requirement for a time to be specified. In maritime this is
an issue when times are not available and midnignt is Specitied as a dummy time value to satisfy
this W3C syntax requirement. Such a dummy value can cause an incorrect interpretation at the
receiving end when a message is sent from one time zone to another. One recommendation is to use
the ISO 8601-1 date time representation formats, which include time zone information provided in
a string data type.

This challenge is completely avoided and overcome in the UN/CEFACT and WCO XML naming and
design rules by using string data types for date/times so that the UN/CEFACT code list (UNECE
Recommendation 7) which codifies ISO 8601 (all parts) aligned date time formats as deployed in UN/
EDIFACT.

18
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B.2 Related international standards and codes

LISS network should be based on the use of existing IT Infrastructure. Related international standards
and codes include ISO, UNECE Recommendations, UN/CEFACT Reference Data Models, UN/XML, UN/
EDIFACT, UNTDED, IMO ID number/call sign, IMO FAL, GS1/EPC Global, UBL, etc.

The related standards and gap analysis can be shown in Table B.1 and Table B.2.

Table B.1 — The related standards and gap analysis in ISO

ISO TCs Related projects Gap analysis Conclusion
ISO/II'C 104 IS0 9897 (all parts): Freight con- |TC 104 focuses on the data N¢ overlap
Freidht containers tainers — Container equipment exchange functions of container

§ data exchange (CEDEX) equipment including the move-
www.iso.org/ ) . . ments and management of empty
comiittee/51156 ISO/T.S 18625.2017._Fre1ght : containers and doesn’t include the
htm| containers — Container Tracking data exchange betweenrdifferent
: and Monitoring Systems (CTMS): o : \
. logistics data informadtijon systems.
Requirements
ISO/[TC 204 Intelligent |ISO/TS 24533:2012: Intelligent TC 204 focuses gnrthe communica- |N¢ overlap
trangport systems transport systems — Electronic tion and transfer'technologies for
. information exchange to facili- specific logistic related equipment
MM‘% tate the movement of freight and | (such asAreight vehicles), doesn’t
commmittee/54706 o dal f d cludeh lize the d
heml its intermodal transfer — Roa includ®hew to realize the data ex-
: transport information exchange chanige'between different logistics
methodology datarinformation systems.
[SO 15638 (all parts): Intelligent
transport systems — Framework
for cooperative telematics apph-
cations for regulated commeércial
freight vehicles (TARV)
ISO/[T'C 8 Ships and ISO 28005-1:2013: Se¢urity man- | TC 8 focuses on the ships, navi- N¢ overlap
marine technology agement systems forthe supply gation and marine technologies
wwikiso.or chain — Electroni¢ port clearance |themselves, doesn’t include the
7*&['. : (EPC) — Pant 1:-Message structures|data exchange between different
comillee /45776 logistics data information systems
htm| ISO 280052:2011: Security man- | & y '
agementssystems for the supply
chainy— Electronic port clear-
ance (EPC) — Part 2: Core data
elements
ISO/JECJTC 1 Infors V|ISO/IEC 19845:2015: Information |UBL can be a reference for the data |N¢ overlap,
matipn technology- technology — Universal business |exchange process Reference
wwibiso.org) language version 2.1 (UBL v2.1)
committe&45020
htm]
[
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