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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

e

T}
dgscribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteriateed
different types of ISO documents should be noted. This document was drafted in accordance

e

Atfftention is drawn to the possibility that some of the elements of this document may be the
pdtent rights. ISO shall not be held responsible for identifying any or all such-patent rights.

a

or] the ISO list of patent declarations received (see www.iso.org/patents).

C

Ajly trade name used in this document is information given for the convenience of users and
)

Fqr an explanation of the voluntary nature of standards, the meaning of I1SO specific t
expressions related to conformity assessment, as well as information about ISO's adhd
the World Trade Organization (WTO) principles ificthe Technical Barriers to Trade (7
wvw.iso.org/iso/foreword.html. }

lectrotechnical standardization.

ditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

1ly patent rights identified during the development of the document will'be’in the Introducti

nstitute an endorsement. )

/

This document was prepared by Technical Committee ISO/TC 307, Blockchain and distribuf
tefhnologies.

C

A(Ty feedback or questions on this document should be directed to the user’s national standarc

mplete listing of these bodies can be found at www.iso.org/members.html.

le procedures used to develop this document and those intended for its further maintelLance are
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with the

subject of
Details of
bn and/or

does not

brms and
brence to
'BT), see

ed ledger

Is body. A

© IS0 2022 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iso.org/iso-standards-and-patents.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=a5033f91c6e2c8436368cd69a2d3ef72

ISO 23257:2022(E)

Introduction

Records of transactions, based on certain agreed upon conditions, form the basis for exchanging assets
between parties. Businesses and governments have been operating for centuries using this foundation.
While physical ledgers were once used, they have largely been replaced with modern technology.
However, in traditional approaches, a ledger must be centrally controlled by one or a small number of

parties, a

nd other stakeholders must rely on them as agents to change those ledgers.

An 1mportant property of a ledger is ver1f1ab111ty ThlS means that the partles can Ver1fy that the set of

transactig
in transa
within a
by makin
storage a

By maint
including
and to mz:

A broad

architect
and DLT
responsil

variety of

atahighl
used mor
with vari
layers.

This doc
regulator

fous layers of a reference architecture for DLT systems and the functional components in t

ctions, for example to Verlfy that dlgltal assets of the part1c1pants are correctly accoynt

g certain trust assumptions. However, verifiability can be also achieved by distributing t
hd decentralizing the control of the ledger with minimal trust in any one party.

blockchain systems, allow a much wider range of parties to have a shared view of the ledg
i ke their own changes to that ledger.

spectrum of DLT based business solutions is possible. This docuiaent presents a referen

such as the system organization, nature of access, type of consensus and the roles a
ilities of the participants. Given that the reference architefture must accommodate a wi
possible use cases, it touches upon various business domains and their respective use cag
evel. Historically, ledgers have facilitated the exchange-of assets, but DLT solutions can also
e broadly for reporting, auditing, and coordination. The document finally presents the read

ument is relevant to, among other, academics, architects, customers, users, develope
s, auditors, and standards development@©rganizations.

Vi

financial ledger. Currently, it is possible to achieve a verifiable ledger in a centraliZed'w

ire for such DLT based solutions. It starts with the definitions and concepts of blockchdi

jes
ed
Ay
he

aining a ledger in a distributed network, Distributed Ledger Technology \(DLT) systems,

'S,
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Blockchain and distributed ledger technologies —
Reference architecture

1 Scope

Thtsdocument specifies a Teference architecture for DIStributed Ledger Technotogy (DLT)
influding blockchain systems. The reference architecture addresses concepts, cross-cutting
architectural considerations, and architecture views, including functional components,1'ol€s,
arld their relationships for blockchain and DLT.

2| Normative references

The following documents are referred to in the text in such a way thatjseme or all of thei
constitutes requirements of this document. For dated references, only, the edition cited a
undated references, the latest edition of the referenced document (ilgc‘luding any amendmentg

ISP 22739, Blockchain and distributed ledger technologies — Vogabilary

ISP/IEC 24760-1, IT Security and Privacy — A framework for idéritity management — Part 1: Te
arld concepts Q

“
N\

3| Terms and definitions

Fgr the purposes of this document, the terms‘and definitions given in ISO 22739, ISO/IEC 24/
the following apply.

ISP and [EC maintain terminology databases for use in standardization at the following addre

— ISO Online browsing platform‘. available at https://www.iso.org/obp

— IEC Electropedia: avail:;bTﬁe‘ at https://www.electropedia.org/

3- 1 . . P, \
adtivity C>
specified pursuit or.3€t of tasks

[SPURCE: ISO/I\EC'17789:2014, 3.2.1]

\ S

3.2 \/
architecture
fupndamental concepts or properties of a system in its environment embodied in its

systems
F aspects,
hctivities,

r content
lies. For

) applies.

‘minology

'60-1 and

SSes:

clements,

relatidnships, and in the principles of its design and evolution

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.2]

3.3
behavioural interoperability
interoperability so that the actual result of the exchange achieves the expected outcome

[SOURCE: ISO/IEC 19941:2017, 3.1.6]
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3.4
data archiving
digital preservation process that is moving data into a managed form of storage for long-term retention

[SOURCE: ISO 5127:2017, 3.1.11.19]

3.5

data flow

sequence in which data transfer, use, and transformation are performed during the execution of a
computer program

[SOURCE{ ISO/IEC/IEEE 24765:2017, 3.1006]

3.6
disruption
incident, whether anticipated (e.g. hurricane) or unanticipated (e.g. power failure/outage;earthquake,
or attack|on information and communication technology systems/infrastructure) which disrupts the
normal cpurse of operations at an organization’s location

[SOURCE{ ISO/IEC 27031:2011, 3.6]

3.7 \~
distributed ledger technology governance \
DLT governance <

system fqr directing and controlling a distributed ledger technologysystem including the distributipn
of on-ledger and off-ledger decision rights, incentives, responsibilities and accountabilities

o~

3.8

finality
property|of a ledger that guarantees transactions in«onfirmed ledger records are irreversible and
cannot bg altered or deleted

3.9
functionpl component
functiongl building block needed to engage ih an activity, backed by an implementation

[SOURCE{ ISO/IEC 17789:2014, 3.2.3L \
-

3.10 S
fungible O\
capable of mutual substitutionamong individual units

Note 1 to ¢ntry: The individ"ua‘l units can be digital assets, e.g. tokens.

SO

3.11 X
governance N\’
system of dire€ting and controlling

[SOURCELIS@/IEC 38500:2015, 2.8]

3.12

incident

anomalous or unexpected event, set of events, condition, or situation at any time during the life cycle of
a project, product, service, or system

[SOURCE: ISO/IEC/IEEE 24748-1:2018, 3.22]
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ability of two or more systems or applications to exchange information and to mutually use the

information that has been exchanged
[SOURCE: ISO/IEC 17788:2014, 3.1.5]

3.14

party
natural person or legal person, whether or not incorporated, or a group of either

[SPURCE: ISO/IEC 17789:2014, 7.2.3]

3.15

personally identifiable information
PII
information that (a) can be used to establish a link between the information afn'd the natural
whom such information relates, or (b) is or can be directly or indirectly linked-to a natural pe

Ndte 1 to entry: The “natural person” in the definition is the PII principal. To-detérmine whether a PI
is Jdentifiable, account should be taken of all the means which can reasonably-be used by the privacy sf

hdlding the data, or by any other party, to establish the link between the set-of PIl and the natural per
)
[SPURCE: ISO/IEC 29100:2011/Amd 1:2018, 2.9] Y% v
\¢
3.16 A
policy interoperability \

interoperability while complying with the legal, orgamza’tlonal and policy frameworks applicd
pdrticipating systems

[SPURCE: ISO/IEC 19941:2017, 3.1.7]

3.17

provenance

information that documents the origifvor source of an asset, any changes that have taken pla
was originated, and who has had dustody of it since it was originated

[SPURCE: ISO/IEC 27050- L2019 3.19, modified — “Electronically Stored Information”
replaced with “asset”.] A

O
3.18 RS

resilience -\~
capability of a system to maintain its functions and structure in the face of internal and extern
ard to degrage'\grécefully when this is necessary

[SPURCE: 280\37101:2016, 3.33, modified — Definition replaced with text in Note 3 to entry
erftry deleted.]

3.190

person to
rson

[ principal
akeholder
on.

ble to the

Ce since it

has been

h] change,

Notes to

role
set of activities that serve a common purpose

[SOURCE: ISO/IEC 17789:2014, 3.2.7]

3.20
semantic data interoperability

interoperability so that the meaning of the data model within the context of a subject area is understood

by the participating systems
[SOURCE: ISO/IEC 19941:2017, 3.1.5]
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3.21
sub-role

subset of the activities of a given role

[SOURCE:

3.22

ISO/IEC 17789:2014, 3.2.9]

syntactic interoperability
interoperability such that the formats of the exchanged information can be understood by the
participating systems

[SOURCE

3.23
transpor
interoper
between

[SOURCE
3.24

smart contract \~

computer
recorded

Note 1 to
obligation

[SOURCE
3.25

CODSEHSIS

agreeme
consisten

Note 1 to ¢

Note 2 to
characteri

[SOURCE

4 Sympbols and al)lﬁ:éviated terms

AMQP
API

t set and ordering of validated transactions

stic between one design and another.

ISO/IEC 19941:2017, 3.1.4]

t interoperability

ability where information exchange uses an established communication ~infrastructure
Lhe participating systems

ISO/IEC 19941:2017, 3.1.3]

s

program stored in a DLT system wherein the outcome of anys execution of the program
on the distributed ledger Y%

\¢
entry: A smart contract can represent terms in a contract'in law and create a legally enforcealle
under the legislation of an applicable jurisdiction. N

o~

S

[SO 22739:2020, 3.72]

t among DLT nodes that 1) a transactionyis validated and 2) the distributed ledger containg a

ntry: Consensus does not necessatriily mean that all DLT nodes agree.

entry: The details regarding\consensus differ among DLT designs and this is a distinguishing

1SO 22739:2020, 3.147)
oS

—

SO

Advanpg:d Message Queuing Protocol

Application Programming Interface
)

CAdES
DLT
DNS
EDI
FBA
GDPR

HTTP

Lryptographlc Message Syntax (CMS) Advanced Electronic Signature
Distributed Ledger Technology

Domain Name System

Electronic Data Interchange

Federated Byzantine Agreement

General Data Protection Regulation

Hyper Text Transfer Protocol
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HTTPS Hypertext Transfer Protocol Secure over Socket Layer

ICT Information and Communication Technology
IDE Interactive Development Environment

[oT Internet of things

IPFS InterPlanetary File System

JSeiN favaScriptObjectNutation

MQTT Message Queuing Telemetry Transport

P3P Peer-to-peer

PBFT Practical Byzantine Fault Tolerance

PKI Public Key Infrastructure

RA Reference Architecture C

XML eXtensible Markup Language \ »
‘)(’

5| Concepts

5.1 DLT and blockchain systems

5.1.1 General

Tq understand blockchain and DLT systems, it is necessary to provide a description of the|essential
concepts associated with these systems-and the range of distributed ledger technologies that exist.

A ledger is a long-established condept used in business and technology. When applied to ICT systems, it
ispn information store that keeps“final and definitive” records of transactions. Ledgers were priginally
arld principally applied to f}'ﬂfmcial transactions and to accounting practices. However, ledgdrs can be
uged to record transactiofis-of almost any type: for example, the movements and transfers of physical
ohbjects. A\
N
A highly desirablegpigperty of a ledger is tamper-resistance, i.e. that transaction records, once entered
info the ledger, are difficult to alter by design, and they cannot be altered without the alteratjion being
clearly evidenfOn inspection, whether the alteration is deliberate or accidental, malicious or Henign.

\\
The wordsamper-resistant” is more appropriate than "tamper-proof" since it can be extremely hard
to[prevent all forms of tampering. Similarly, although immutability is a design goal of DLT systems, it
nnot be absolutely guaranteed. The word "tamper-evident" can be applied to a system that has the

A distributed ledger has its entries stored across a series of nodes in a network, rather than in a single
location. For example, the different nodes in the network can be owned, and interacted with, by different
parties where each party has its own instance of records of only the transactions that it is involved in.
DLT systems are designed to implement distributed ledgers, which is a significant challenge due to the
need to agree on and maintain the transaction records in the distributed ledger.

With DLT, consensus ensures that every replicated version of a transaction is the same across all the
nodes where it is stored - and that its contents are generally agreed amongst the parties involved in the
transaction. The set of records in the distributed ledger should be verifiable and auditable. One of the
major goals of DLT is to provide non-repudiable online transaction records.

© IS0 2022 - All rights reserved 5
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Looking at DLT in this way does not imply that every node in the network stores exactly the same set
of transaction records (although that can be the case for some forms of distributed ledger). It also does
not imply that every party that participates in the distributed ledger has access to all the transaction
records (it is possible that parties do not have access to transaction records they are not involved in).
The transaction records stored on a node in a DLT system can be a whole or partial set of the distributed
ledger implemented by the DLT system.

5.1.2 Blockchain DLT and non-blockchain DLT

Blockchain systems are a subset of distributed ledger technologies in which the state of a distributed
ledger is maintained by processing batches of transactions in cryptographically secured (ddta
structurgs known as blocks. A valid protocol should ensure that each block is cryptographicallylinked
to an immediately previous block forming a unique sequence of blocks in time. The complete Sequenice
of cryptagraphically associated blocks forms a globally accessible append-only data straeture - the
blockchaln - that provides the canonical version of the global transaction history.

In order [to ensure that the ledger update process results in a single ledger statefor a given blogk,
blockchain protocols include a consensus mechanism that provides a total orderjrnig'of all transactiops
within thle block. The collective action of all nodes in the blockchain system functions as a timestamp
server tHat validates pending transactions and updates the current ledger state by sequentially

appendinig blocks to the blockchain. N\~
)

To implement a distributed ledger, blockchain systems require a meqhariism to distribute new blocks
to all nodes, a mechanism to validate transactions, and a mechanism to ensure consistency of all the
copies of the blockchain. \

“

The wor{l “blockchain” is commonly applied both to the“data structure, and to the compldte
implementation of a distributed ledger that uses the block€hain data structure.

A blockclhain data structure can be used to implemyent something that is not a distributed ledger;
however, |such uses of blockchain are not within the-scope of this document. This includes a centralizgd
implementation of a blockchain database.

Not all DIIT systems are blockchain-based..Seme DLT systems use different ledger data structures with
different |approaches to storing transactioh records and maintaining integrity, which typically offer
different characteristics (e.g. capabil{ty to support high transaction rates).

In some non-blockchain DLT systé:ms, a transaction record is stored as a separate ledger entry rather
than as d part of the contentsof.a block. Also, the ledger structure can possibly not be a chain. Hor
example, |there are ledgers Wherein the underlying structure is organized as a directed acyclic graph
(DAG) with transactions.felpFesented by vertices. The use of a DAG for transactions can improve the
time and cost required‘for transaction validation but increase the effort for synchronization.
SO

5.2 Ne tworkiggia‘md Communications

Networking 406l communications are an essential part of DLT systems.
)

A distributed program, or distributed application 1s an application that runs on a distributed system.

A P2P distributed application architecture partitions tasks or workloads between peers. Peers are
equally privileged, equally capable participants in the application. They form a P2P network of nodes.

A DLT network is a network of DLT nodes that make up a distributed ledger system. Usually, DLT nodes
communicate via P2P networks.

The protocol chosen to communicate between DLT nodes depends on implementation options and
considerations available.

6 © IS0 2022 - All rights reserved
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5.3 DLT platform

A DLT platform is a set of processing, storage and communication entities which together provide the

capabilities of the distributed ledger system on each DLT node.

A node in this case is a machine in a P2P network that runs software components that communicate
to support the distributed ledger and which can store a replica of the ledger. The node can either be
a physical machine or else some form of virtual execution environment such as one or more virtual
machines or containers. Virtual environments can be used if the node is implemented using cloud
computing, for example. See ISO/IEC TS 23167 for more information about virtual environments and

contaliners.

A node storing a complete replica of the ledger is referred to as a full node. Some DLT syst

nddes which, by design, do not contain a complete replica of the ledger.

A plockchain platform is a DLT platform where the implementation technology is-a\blockchain|.

The capabilities supported by a DLT platform can include

—{ secure runtime environments,

— smart contracts, N~
— ledger,

—{ transaction system,

— membership services, >
— state management,

— consensus mechanism,

— event distribution,

— cryptographic services, and :

— secure inter-node communications.

The DLT platform is descr,ﬂdéd in more detail in 9.3.5.

Q)
5.4 DLT system iGterfaces

sylstems. (¢
A\ 4

which systems and/or applications are exchanging information and for what purpose.

In| general, interfé,cés can be used for communication by users, by administrators, between|
ndtworks, to shiart contracts, between smart contracts, between DLT systems, and to externa

Td undépstand the appropriate interfaces needed for interoperability, it is necessary to first uy

ems have

nodes in
non-DLT

derstand

Figure 2 illustrates four common kinds of interfaces used in DLT systems:

— Intersystem interfaces A - directly between two (or more) DLT systems;

— External interfaces B - between DLT systems and external non-DLT systems - like DLT oracles;

— User interfaces C - between user applications and DLT systems;
— Admin interfaces D - between admin applications and DLT systems.

Intersystem interfaces support communication between separate DLT systems.

© IS0 2022 - All rights reserved
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External interfaces can provide a secure means to access capabilities outside the DLT system such as
trusted data sources or functions. Such outside systems include off-ledger code, DLT oracles, non-DLT
applications and off-ledger data. These are linked to a DLT node using external interfaces. (See 9.3.2 for
an explanation of how DLT oracles work.)

A DLT system includes both the user applications providing end-user capabilities and the admin
applications that provide capabilities for administration and management of the DLT system. These
applications access the DLT system via the user interfaces and the admin interfaces of a node,

respectivi

ely.

Smart co
system c
communi

Interface

5.5 Coil

Consensy
order of 1
multiple 1

DLT syst
might be
record. B
system. I}

competinlg to be the most recent record. Consensus mechanisms figure out how all these independe

nodes in {

There ar
the quest
during tH
be updat]
acceptan
(public b
Second, t
record (a

Many dif]
transacti
failure m
below:

— Round RobinxNgdes from a small group take turns as the authority on the creation of new recordls,

tractinterfacescamrbeneeded-betweenr BETservicessothatsmartcontractsomrone b
hn interact with another DLT system. In addition, users and administrators might need
cate with smart contracts.

5 both impact and support interoperability - see 6.7 for interoperability.

1sensus

s in the context of DLT systems, addresses the problem of agreeing é6nthe content and t
ecords in a widely distributed system where new records could be Ccompeting to be added
nodes across this network. &~

: : : : )
ems can operate in a potentially geographically dispersed hetwork of nodes. Each no
able to create a new record to be included into the ledger©nreceive information about a ne
it at that moment in time, that new record might not havé been seen by all other nodes in t

he DLT system come to an agreement about the ¢ontents and order of these records.

b different aspects of consensus, usually.resolved over different timescales. First, there
ion of consensus of what transactions or sets thereof are valid. This issue is usually resolv
e creation of a DLT system, then is accepted by nodes when they join the network, and c
ed by governance mechanisms ovet-the lifetime of the network. The initial and ongoi
ce of the validation mechanisms-is-often established by kinds of informal social consens
ockchains or DLT systems) or by contractual means (private blockchains or DLT system|
here is the question of whichiwvalid transactions should be included in the most recent ledg
hd by extension, all subsequent records).

ferent mechanisms ¢an-be used to achieve consensus about the inclusion and ordering
pns. The choice of¢ai appropriate mechanism can depend on the possible threat model
odes to be guarded against by the network of nodes. Some of these mechanisms are giv
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perhapsin a yb\md-robin fashion.
— Byzaptine Fault Tolerance or Byzantine Agreement: Conventional approaches within the distributgd
Syst 1113 }itc1 CltulC Uftcll LUllDidCl thC thl cat Uf “B_yz‘autiuc fai}ux C”, VVhClC iudividual IIUdCD ill t e

network might not only be delayed in hearing new information from other nodes but might also
be sent maliciously-constructed information from (a bounded number of) other malicious nodes.
In this setting, a variety of “Byzantine fault-tolerant” consensus algorithms have been proposed,
including Byzantine Paxos and PBFT. Normally, these require the number of nodes in the network
to be known, for the number of malicious nodes to be small (typically, less than a third of the total
number of nodes) and for every node to establish evidence from a quorum (typically, a clear majority)
of other nodes. These kinds of mechanisms are often used in private DLT systems. In practice, good
performance for these mechanisms might limit the size of the network to tens to hundreds of nodes.

Nakamoto Consensus: For public blockchain systems, the participating nodes might be unknown,
and their number can vary. Therefore, the nodes that should achieve consensus might be unknown.
The consensus mechanism used in the Bitcoin blockchain, and in other public blockchains, such as
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Ethereum, is known as “Nakamoto Consensus” and it addresses this challenge. The general scheme

is that every node will accept as authoritative the longest sequence of blocks that it has se
case where there are competing alternative blocks, there can be short-lived alternative
(“forks”, or “uncle blocks”) temporarily accepted by various nodes within the network.

en. In the
histories
However,

it is likely that nodes eventually converge on acceptance of a common blockchain history, at least
for older parts of the ledger. Some versions of consensus use not only the length, but also the total

difficulty for Proof of Work, so the assessment can be multi-dimensional.

Proof of Work and Proof of Stake are two ways of mining a new block to accomplish Nakamoto

Consensus:
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m
ng
D)|
is
SY]
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— Proof of Work: The creation of new blocks in Bitcoin requires that a difficult cryptog
computationally hard puzzle is solved: given a set of transactions for a new.block,
a nonce that will make the hash-value for the block smaller than some curréntly
difficulty target. Although finding a solution is hard, checking the solution\is‘easy. T}
approach is called “Proof of Work”. There is no known efficient solutionyto-this kind of
and so a brute-force approach needs to be used. This means that thie\time required
solution is essentially random but varies in proportion to the computing power av|
solve the problem.

Proof of Work requires the investment of significant mone@ry capital into the comp
resources needed to solve the problem. The nodes couid receive an immediate f
being awarded both newly-minted cryptocurrency that can be claimed as a block rey
transaction fees offered by individual transactionsdricluded in the block. This invest
return tend to align the incentives of the node with the creation of value and integr
overall DLT network. This scheme can accommedate any number of nodes in the ne
iteratively adjusting the puzzle difficulty over time in response to changes in the ave
required for the network to solve each puzzle.

— Proof of Stake: In this mechanism, rapdom leader election is determined by a kind of
in proportion to the amount of cryptocurrency staked by nodes competing to defing
block. The stake holding of nodes'in cryptocurrency serves to align the incentives of
with correct functioning of thetnetwork.

her approaches for consensus aré possible in permissionless DLT systems. For example,
ght periodically elect a smalkknown number (tens to hundreds) of nodes to act on behalf of
twork. Then, conventional\consensus mechanisms that are normally appropriate for perry
LT systems can be used by the elected nodes. Given this, a reward system or incentive m
a consideration (such™as a payment) given to a party for undertaking some activity withil

raphic or
choosing
Laccepted
e overall
problem,
to find a
ailable to

utational
eturn by
vard, and
ment and
ity in the
twork, by
rage time

bet made
the next
'he nodes

all nodes
'he whole
nissioned
echanism
h the DLT

stem. An example bfsuch activity is the work involved in running the consensus mechanism. Mining

an activity to séek rewards in some consensus mechanisms, and in those systems, a ming¢
de that runsmiiring programs.

SO
hality is J{:property of confirmed transactions that indicates whether they will remain p
ger after confirmation. Some DLT systems can have multiple non-identical blockchain his

th

are‘discarded and as a result, some confirmed transactions might no longer be part of the le

DET¥network converges on a common blockchain history, the other copies of the blockcha

it owns a

hrt of the
tories. As
n history

ger. This

is particularly evident in DLT systems that use Nakamoto Consensus as the nodes will discard their
current blockchain history for one that is longer. Thus, a confirmed transaction does not necessarily
end up on the ledger. As external systems often depend upon a confirmed transaction being part of
the ledger, a common practice is to wait until a certain number of blocks have been added to the ledger
before concluding that the transaction will be part of the ledger. However even after waiting some
number of blocks, there is still a possibility that some longer blockchain history will be uncovered that
doesn't include the transaction. This type of finality is referred to as probabilistic finality and is in
contrast to immediate finality used by DLT systems that cannot have multiple blockchain histories
for a single ledger. With immediate finality, external systems know that once a transaction has been
confirmed, it is guaranteed to be part of the ledger.
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5.6 Events

An eventis a certain situation occurring at a certain point in time. In the context of information systems,
an event can be understood as a change of state or value detected for processing and/or reporting
(see ISO 16484-2:2004, 3.74). For example, it could be a message sent from a node to the external
application. Events signal external stimuli, changes to field values, and interactions between nodes (see
ISO/IEC 14772-2:2004, 3.3).

From an architectural point of view, one can distinguish

a. inter Al auantc ot o]+ D

a-a T cyzctans ond
Har-evehtSs—Hceriarto= T

1 QX
TSy STCL ot

b. external events - communicated to and/or recorded in a DLT system.

Like othelr IT systems, a DLT system should ensure proper handling, logging and traceability of interral
events injorder to ensure security, auditability and transparency. The functionality of the §ystem shoyld
need to include event management functions supporting pre-defined or custom event’services for DL.T
users. (s¢e, e.g. ISO/IEC 17789:2014, 8.3.2.2, second list item). Recorded information about everjts
should be¢ tamper-evident, whether an event is recorded on-ledger or off-ledger' Where modificatio
are neede¢d, that can be done by means of adding new records while preserving ‘previous ones for the
sake of adcountability and transparency. Within the context of DLT, the ledger,enly guarantees security
for on-ledger data. To guarantee security for off-ledger data, separate security measures should belin
place. )

'

X
External [events are vital for smart contract event-driven functionadity. Connection with the outsi
world is ¢stablished by data exchange including the data aboutthe events. It is essential to ensure t
trustworthiness of the sources of external information (called DLT oracles). Trustworthiness of t
external sources can involve non-technical considerations, Requirements for trustworthiness might
established, for example, by relevant legislation, by DLT system policies, or by agreement between t
parties td a smart contract.

® ® @D D0

Since events are fired by publishers and received by subscribers that had previously registered [to
receive them, this form of communication is inhérently asynchronous. Depending on the importance
of the sygtem on receiving the events in a reliable and/or timely manner, systems can be put into pl
to handlg any network or node failures, {.e;*buffering and forwarding events that are not received |or
acknowlgdged where appropriate. Mariy different event systems are reliable, well-understood, ahd
appropriate for use for DLT systems and are therefore not further explained.

-~
v -

Exampleg of events to conside}‘{nclude the following:

— network infrastructune’é)}énts: ledger network deployed, joined or health status updated;
— node|events: ledger node deployed, updated, health status updated (online/offline);

SO

— user pvents: DLT%account created, refreshed, user login;
Q\.

— smart contract events: smart contract deployed, smart contract instance created;

—  tran nr'd'{nn events: smart contract instance function pvpr‘nfpd’ npdnfnd’ smart contract instanlce

state updated.

5.7 Integrity of ledger content

In general, integrity implies completeness and not having been altered or deleted in an unauthorized
way. In DLT, there are many characteristics related to integrity, such as consistency, immutability, and
accuracy. For DLT systems, integrity can be considered at various levels of architectural abstraction.
At the level of an individual transaction, integrity means validity, in the sense that the transaction
complies with the DLT system’s rules enduring consistency for its inclusion in the ledger. At the level of
the ledger, integrity usually means being complete, immutable and only created according to the DLT
platform's rules. In this case, immutability means that only new transactions can be added to the ledger
once consensus has been achieved and existing records cannot be changed. At the level of applications
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using the ledger, integrity will be defined with application-specific criteria. These can even include
qualities that are not capable of being mechanically enforceable or verifiable, such as being accurate.

One of the key goals of DLT is to provide secure transaction records that are the same for all participants
in a given multi-stakeholder scenario, and that cannot be repudiated without requiring the use of a
centralized database.

In some DLT solutions, provenance information can be recorded on the ledger using one or more related
transactions. Provenance is a record of ownership, origin, and/or location of an asset. DLT systems
are useful for applications that track provenance because all transactions relating to an asset are

L N 1 d A | yu | |
mgrircarmea i a UAITPTI=CVIUCIIUICTUZSTI.

In| some supply chain models, the data associated with the creation and movement af\the|assets, if
tracked, are registered, and maintained separately by individual businesses involved-in the supply
chain. There is the potential for the information in these systems to differ and in-addition there is no
gyarantee that the information maintained is immutable. This makes tracking an\asset diffidult, time-
consuming and potentially unreliable. The inability to easily and reliably trace the origin and|track the
pdth of an asset has major implications for businesses. In the case of a food stipply chain, a large amount
ofluncontaminated food might have to be discarded along with a small @mount of contaminpted food
dyring food recall. Counterfeit drugs whose origin is unknown in a phaymaceutical supply chain could
result in deaths. C

A{ the assets are created and exchanged through the supply chaif,transactions describing thdse events
are recorded immutably into the distributed ledger, with eagh\participant having access to a local copy
of| the transaction records. The distributed and tamper<evident goals that are fundamentpl to DLT
systems (as described in 5.1) make them suitable for these purposes.

5.8 Integrity and ledger management

Fgr integrity to be preserved and the DLT (@ystem to be trusted, once consensus is achiieved on
transaction records or content that are added to the distributed ledger, their immutability $hould be
enjsured. Individual records should not be'deleted.

D¢leting means permanently erasjng.and removing validated records from the distributed ledger. DLT
sylstems preclude deletion by design.

Sipce DLT systems are appgna-only systems and transaction records are not removed, the distributed
leflgers can get too largeé ;and unwieldy to manage them efficiently. Pruning and archjving are
methodologies to placethe oldest transaction records into some forms of archive storage anld remove
them from the live réplicas of the distributed ledger. The archived or pruned records remain|available
or] demand, although access to them could be considerably slower than for live ledger records

Prjuning a disttibuted ledger can be done by creating a smaller replica of the distributed |edger by
filtering outytransaction records meeting specified criteria. Those filtered transactions ghould be
able to be\ﬂ:'stored with integrity if needed. Criteria for pruning could include being older than some
specified time or having no more output to spend.

)
P ~ 1. A | £, 1. + £ | 3 +1 RDLT + el L £+l laod t th
tTgCair ot aohe o SOme—StupSet or notaesSHr e oL SysSteht Tt repricasortnereager at other

nodes would permit the retrieval of transactions that might have been pruned (see archive, backup, and
restore) and would maintain the overall integrity of the system.

Given the distributed nature of the DLT systems and the implications of archiving and backup
operations for trust and integrity, it is essential to have robust resilience and governance to include
these operations to enable recovery in the case of disruption.

Data archiving can be done to improve resilience and trustworthiness of the system. Pruning does not
preclude archiving, backup and recovery from being designed into the system as well. Data archiving is
a digital preservation process that moves data into a managed form of storage for long term retention.
An archive is set of data, including record entries, transactions or resources saved for later reference or
use, possibly off-line.
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A common method to preserve data, independent of pruning and archiving, is using backup and
recovery of the ledger or node. In this case, backup is the process of copying/exporting transaction
records or other data, to the data storage of a backup system to enable retrieval and restoration of
these data or re-execution of the transactions in case of an incident or disruption. The copy is referred
to as a backup copy. Restoring should be done in a way that preserves the integrity (same number and
content of all records) and content of the distributed ledger.

5.9 Subchains and sidechains

A subchaijn is a logically separate chain that forms part of a DLT system. It is also known as a channel in
the archifectures of some DLT platforms. Each subchain could be owned by a different entity and ecoyld
be accessjible to a different set of users. Nodes could be set up so that some nodes participate in-certdin
subchaing and not in other subchains. The result of this configuration is that the ledgers on some nodes
can contdin transactions for a given subchain while the ledgers on other nodes do not.

A sidechalin is a separate blockchain system that runs parallel to the original blockchajrsystem that capn
participate in transactions with it typically in both directions, using a two-way interface. The two-wpy
interface|enables interchangeability of assets at a predetermined rate between thieé)original blockchgin
system and the sidechain.

5.10 DLY Applications X

>

A DLT aiplication, also termed a ledger application, is an application that provides functionaljty
supporting some activities of DLT users. A DLT application can be a user application for users or an
admin application for administrators. \
The DLT |application interacts with a DLT system via théZUser API made available by a DLT nofde
and operptes using the DLT system and sets of capabilities provided by non-DLT systems needed |to
deliver the functionality of the DLT application. The User API can offer operations that can be invoked
by the DLT application and is also an interface for'the DLT application to receive events happenipg
within thle DLT system, for example, specific trafisactions being recorded on the distributed ledger] A
DLT appljcation can initiate a transaction within the DLT system. In some cases, the User API alloys
communication with one or more smart contracts where the implementation of individual User API
operations is provided by a smart contraét.

DLT appliications can support usgr§ via typical user interfaces such as desktop, web, mobile, and
console. DLT applications can alsg'be’automated. Examples of automated DLT applications include those
which cohnect IoT devices to BL.T systeins, for example where the 10T devices are detecting events|in
the physical world and need-to record these events in the distributed ledger - in these cases, thdre
might be no human usergdﬁtﬁe DLT application under normal circumstances.

For admin applicatiqifs; the DLT application is used to administer the DLT system itself, or to administer
individugl DLT nodes. These administration DLT applications usually interact with the DLT system yia
specializ¢d admmiktratlon APIs.

5.11 DL solutions

DLT solution is the term applied to a complete end-to-end solution that is built using a DLT system to
accomplish some objectives relating to a group of organizations. An example is a solution supporting
supply chain trade facilitation, dealing with many different organizations involved in a supply chain,
such as producers, customers, shipping organizations, government authorities and so on.

DLT systems are distributed by definition, with the DLT system having a number of DLT nodes
networked together. DLT solutions are similarly distributed, with numerous components distributed
over the network.

It is typically the case that the different DLT nodes of a DLT system are decentralized, meaning that
they are controlled by different organizations (or individuals) and it is possible for each DLT node to be
used by different DLT applications. Each DLT application has functionality that reflects the activities
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and the concerns of the related organization and its users. It is of course also possible that the same DLT
application is used by multiple organizations and their users, where they are all performing the same
activities.

In addition, the capabilities of the DLT system itself could be defined by the smart contracts that exist
on the DLT nodes, which are responsible for handling transaction requests and for adding transaction
records into the distributed ledger. A DLT application invokes one or more smart contracts through the
user API to initiate a transaction. A DLT solution can also have a set of DLT oracles and associated non-
DLT systems.

Thus;the bET-sotutionrconststsof the BET System withits BDEFnmodesanmdcommunicatiommetworks
pliis all the DLT applications connected to each of the DLT nodes, along with any associated non-DLT
sylstems connected to the DLT system. The arrows represent data flows between a DLT)Syqtem, DLT
agplications and non-DLT systems, as shown in Figure 1.

( )
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~~  Figure 1 — DLT Solution and its constituent parts

y.

\\
5.12 Smart contracts

5.12:1 General

Not all DLT systems use smart contracts. An extended description of the implementation, execution
process and life cycle is given in ISO/TR 23455, therefore at this point, only the architectural
components will be described.

The logic associated with smart contracts should execute deterministically, otherwise no consensus
about the result of a correct execution will be achieved.

Most execution environments allow the smart contract to be programmed in high-level or domain-
specific programming languages. Thus, smart contracts can have variables to store data and functions
which access, process, and write data.
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In some systems, smart contracts may be executed on every node, and in other systems they may be
executed on only some limited set of pre-specified nodes.

Additionally, since the execution of code by miners or validators can prevent them from working on
their main tasks - creating and validating blocks - the number and timing of executing smart contracts
has to be very limited to enable a fully functional DLT system. Furthermore, data-intense applications
need to store and retrieve their data off-ledger to prevent a denial-of-service situation in the DLT
system. Newer architectures are emerging that can handle both tasks in a way that does not impact the
system.

5.12.2 Smart contract execution on dedicated peers

Smart coptracts can be locally installed and executed on dedicated peers. Locally executedode chn
store or retrieve all processing requirements for the execution with a deterministic outeome on the
local peer.

This local code leaves a security risk in terms of a singular point-of-attack as it can bé-altered before or
even during execution by a malicious actor. Therefore, an additional validation stagelhas to be executpd
by another trusted instance to verify the validity of the results such as computed by the above-
mentioned peers. In this kind of execution environment, blockchains and.DLT systems can directly
interact with their peers’ environments via device drivers as the point of gx@eution is known.
)

>

5.12.3 Smart contract execution on arbitrary peers 2\

Code exefuted in an arbitrary location reads the state from theledger as this is the only consensually
agreed lofation for deterministic status quo. As this state and all.changes to it again replicate throughdut
the whol¢ P2P network, memory consuming transactions shiould be avoided in smart contract systems
running ¢n arbitrary peers.

Smart contracts that execute on arbitrary peers require three to four potentially different roles.

— The $mart contract needs to be recorded to'the DLT system by a so-called smart contract ownpr.
This Jowner has extended rights to the-operation of the smart contract such as deactivating| it
permjanently, also called “destroying/it;

— A potentially different, second party might now invoke the code by sending a transaction to |ts
address; ¢

-~
v -

— A thifd party, known as a'miner or validator in some DLT systems, instantiates and executes the
codefand records the resiﬂt on the ledger;

— This fesult shall be c'hecked by other miners or validators while validating and appending a blojck
contdining the eg(e(:utlon result. For security reasons, computing the outcome and checking it might
be dgne by diffeffent miners or validators.

0\.

The smaft contract code itself can be deployed via a transaction to the distributed ledger network,
where it

the use ofan updated version of the smart contract

As the location of execution is arbitrary, smart contracts can interact with IoT devices, adapters, or
third parties via external interfaces, usually called DLT oracles, addressable on dedicated peers of the
DLT systems.

5.13 Transactions and how they work

For the purposes of this subsection, a transaction is understood as an atomic (indivisible) change of
state recorded in a distributed ledger. Integrity requires an invariant condition for the whole DLT
system to be maintained while executing transactions. A transaction changes the system from one
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consistent state to the other. Atomicity of a transaction means that it will either succeed or fail but will
not be only partially completed.

For public DLT systems, the simplest kinds of transactions are the transfer of cryptocurrency or other
digital asset from one address to another address. In such systems, the state of the DLT will record
the control of assets by addresses. Important rules for the transfer of digital assets typically include
that the original address controls the assets being transferred. The rules for some DLT systems only
allow transfers from a single source address to a single destination address, while other systems allow
transfers to and from many addresses in a single transaction.

sactions
can record the results of executing smart contracts. For Ethereum the rules include a spec1 ication of
thee execution of Ethereum Virtual Machine instructions that constitute the object code-for'thpse smart
contracts.

O some DLT systems, a transaction’s change of state can include recording information or events.

The results of executing transactions can be affected by the state changes due to other transagtions. So,
the order in which transactions are executed is important. For this reason, fransactions are plerformed
sejquentially, or at least can be viewed as having been performed sequentially. However, sophisticated
transaction evaluation mechanisms can allow concurrent evaluationfef transactions while mdintaining
sefrializability. This can be done if there are no interdependencies between transactions. [However,
ddtermining that two transactions have no mterdependenaés can be difficult, espe¢ially for
transactions which execute smart contracts. \‘,

/

Sdme transactions may only be executed by individuals:n certain roles within a contract or fholding a
specifically authorized on-ledger identifier, e.g. an add¥ess in the DLT system.

5.14 Tokens, virtual and cryptocurrencies, coins, and associated concepts

DIIT systems sometimes, but not always, focus'on a unique tracking mechanism, broadly in thed category
of|tokens. Historically, in non-DLT systemis, physical tokens (such as coins, chips or tickets) have long
bgen used within local closed systemstor environments. Currency and coins can have intripsic value
(which can change value dramatically): Tokens like chips, tickets, stamps, armbands, and othgr devices
are issued for local uses, such as at/a movie theatre, for a subway system, within a music fegtival, for
arcade games, gambling casin®, or to use washers and dryers at a laundry - to simplify hgndling of
cash within the system. Thé¢y)can also minimize the risks of monetary handling, and, for psy¢hological
purposes, reduce inhibitiéns to spending, reduce risks of tokens being stolen to be used elsewfhere, and
ralise the barrier of C(()n'\/}rtlng tokens back into cash.

Crlyptographic tokens, virtual and physical, have likewise long been used in various distributéd system
erfvironments,primarily for access to a system; they have taken on numerous new roles|in a DLT

erfvironmentyvhere the rights of the holder are not overseen centrally.
\\

Agsets argﬁfems of value that can be physical and virtual. Digital assets are assets that ¢nly exist
virtually or which are the digital representation of other assets. Cryptocurrency is associjted with
byilding value for virtual coins or tokens.

A token is a digital asset that represents a collection of entitlements. Generally, asset backed tokens are
registered in ledgers and are then associated with users.

Categories of tokens include the following:

— Intrinsic value tokens: Where the value of the token is based purely on the supply and demand for
the token itself, where it becomes a “native currency” within some environment;

— Extrinsic value tokens: Where the value of the token is based on some external reference point.
Like the physical tokens, the token is a proxy for something else: another token, a physical asset or
virtual assets;
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— Representative (non-value) tokens: Tokens can be designed for many other purposes within a
system, just as they did in the physical world, where the primary goal is not limited to exchange of
value. Tokens might be used as tracking devices.

Electronic coins are primarily designed for payment systems (e.g. Bitcoin). Electronic coins are
primarily designed for payment systems (e.g. Bitcoin).

Cryptographic tokens, virtual and physical, have likewise long been used in various distributed system
environments, primarily for access to a system; they have taken on numerous new roles in a DLT
environment, where the rights of the holder are not overseen centrally. For example, tokens can be used

to track u
cases the

“Virtual

virtual cfrrency as a type of unregulated, digital money, which is issued and usually controlled by
's, and used and accepted among the members of a specific virtual community\See Annex A
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e and configuration of cryptographic algorithms and protocols;

c) cryptographic key management;

d) application security;

e) security management processes;

f) secure implementation and certification;

g) availability.
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DLT specific security considerations at issue include
a) consensus security,

b) hard/soft fork management, and

c) block data management.

Membership services manage the membership of DLT systems in consideration of identity, privacy,
confidentiality and auditability within a DLT system.

R¢le based access control is sometimes used to provide a more expressive model for accegs control
palicies systems.

changed or revoked, then it will be hard to trust and process data previously signed with| this key.
Sdmetimes, when a user ID is based on the user’s public key, this could lead to challenges with the user
identification. In order to override this, specific key changing techniques ne€dyto be implemgnted. For
priivate DLT systems, the mentioned problems could be solved by incorporating PKI, CAdES, etc.

Adthe ledger grows, key management could be challenging. For example, if a private key is com{romised,

In[a DLT system, information security includes the protection of the)confidentiality, integrity, and
aviailability of information, and the protection of PII, and it covers\nore than the ledger. It if a cross-
cytting aspect and covers the user, non-DLT systems, API, DLT{Platform, infrastructure gnd other
crpss-layer functions. Understanding the security consideratigns tielps to select and integrat¢ security
mechanisms to protect the hardware, middleware and soft‘Ware that makes up the DLT system.
Crjoss-cutting security functions include asset protection,@ccess management, identity marfagement,
criyptography management, assessment and testing mdnagement, PII protection, and ayailability

mpanagement.

Edch security function can be composed of one\or more services, processes and tools, whi¢h can be
dgployed to meet organization requirements’across the layers and functions. For example, access
control services can be deployed in the userand non-DLT systems layers, in the development functions,
anld in the management and operation funetions.

Orfganizations can deploy or implement all, some or none of the components of the architecture.
The selection of architecture cothponents, services, processes and tools adopted can be driven by
fagctors such as: organizatiorkr:equirements; organization capability; the activities performed by the
orjganization; available resgureces; threats and vulnerabilities; and the risk tolerance and appetite of
sthkeholders. However, cértain choices can be limited, as the organization creating the lddger and
thi initial record (e.g. @&nesis block in a blockchain system) will set certain parameters (sych as the
erfcryption algorithaY) that all participants in a DLT system have to follow.
~N </

6.3 ldenti(tk

\\
The impotsance of identity in Distributed Ledger Technologies (DLT) results from the |fact that
transactions can include identifiers relating to a natural person, a legal entity, a thing or a progess.

OneZdould rely on traditional, trusted third party entities to provide these digital identifiers to
secure communications and transactions (X.509 Certification Authorities, DNS registrars, etc.), but
decentralized identifiers put the control back in the hands of the identity owner, which is an important
consideration for self-managed, decentralized identity.

6.4 Privacy

6.4.1 General

Some uses of DLT systems necessarily involve the acquisition and storage of PII by the system. This
raises the question of how PII is stored by the system. A significant characteristic of DLT systems is
that information stored in the distributed ledger is normally immutable - it cannot be altered once
it is written to the ledger. This characteristic can clash with some of the principles that apply to the
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protection of PII; in particular, it might not be possible to enable the PII principal to delete any of their
PII once written to the distributed ledger. A PII principal can edit the PII using another transaction.
However, previous information will remain on the ledger and might be accessible.

There are many techniques to enhance privacy with technology. In particular, Privacy Enhancing
Technologies offer an ability to protect data through a variety of means. Some of the current approaches
include the following:

a) Cryptographic techniques;

b) Network fnr‘hninlnnc;

c) Privgcy frameworks;
d) Chanjnel-based techniques.
See ISO/TR 23244 for more details on privacy protecting techniques.

Whether [use of these approaches is acceptable in relation to PII or not depends,strongly on the use
case and [the legal basis for the storage of the PII. In some cases, it can be requifed by law to maintdin
a permarlent and unchanging record of some PII - an example is a land registry. In other cases, it chn
be required to enable the PII principal to delete their PII. Since DLT does.not support this, PII shoyld
thereforg not be stored on the ledger. Instead, the PII needs to be placed.into an (mutable) off-ledger
database|with some kind of pointer to this PII being placed into the lédger records. This approach
enables the PII to be updated and/or deleted while preserving the ifainutability of the ledger records

When degigning and operating DLT systems, the guidance and \pri.nciples stated in ISO/IEC 29100 chn
be appliefl; there can be further considerations of the issues spécific to DLT systems.

DLT architectures will have a majorimpactupon privacy and the protection of PII. Within an architecture,
the impldmentation of access management, security and cryptographic services to applications, ARIs
and storage across both DLT and non-DLT systems-¢an protect PII through technical and non-technigal
means. Many information security controls, . which protect the confidentiality, integrity and/or
availability of information and data are also suitable for the protection of PII. The selection of controls
can be made using risk management technigues, business and information security policies and the
capabilities of the services in the archite¢ture. ISO/IEC 27001, ISO/IEC 29134, ISO/IEC 29151 ahd
ISO/IEC 29100 provide controls and guidance for general security and privacy aspects

(
It is also plausible to use the “privacy by design” paradigm in DLT development to produce DLT systeins
that provijide appropriate PII protection.

[ & N
PII can plpusibly be contained’in 2 datastores:

— on-ledger; o4
g ’ (;\

— off-ledger. ;\: ’

\

642 ( n-lc;zdger PII storage

PII can be stored within DLT records (e.g. blockchain blocks). If it is required for PII to be modified or
deleted, for example to comply with legal or regulatory requirements, in many DLT systems, it might not
be possible in practice to modify or delete those records. Worst-case options might include a hard fork.
In the case of some private DLT systems, the owner might be forced to shut down the system entirely.
Also, there is a continuing risk of exposure, for example via leaked keys or preimage attacks, even if the
PII is encrypted or hashed. Criteria for good encryption algorithms and parameters are discussed in
ISO/IEC 18033-1, but good encryption is not necessarily adequate for protection of PIl in a DLT system.

As the ledger increases in size and as transactions are added, the accumulation of data within the ledger
itself and links to external databases and storage can lead to aggregation effects, potentially enabling
direct or indirect identification of a PII principal. Advances in analysis and profiling capabilities can
also lead to aggregation or other effects, again increasing the risk of identification of a PII principal.
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6.4.3 Off-ledger PII storage

Where data is held off-ledger, privacy and PII protection can be addressed by adopting the approach of
ISO/IEC 29100.

DLT systems typically use hashes of files to allow the actual data to be held off-ledger whilst a validated
record of the file is held on the ledger. This facilitates large, related files to be held off-ledger, whilst
the integrity of the data referenced is maintained through use of the hashing function on the data.
Identifiers can be used to point to PII held off the ledger, where these identifiers are not derived from
the data itself and will probably only have a one-way relationship.

Stpring information “off-ledger” can provide confidentiality of the transaction details. The pff-ledger
sylstem can be configured to restrict access to the transaction details to authorized\parties only,
supporting use cases where participants wish to keep details of their transactions private fjom other
DLT participants.

H(Lwever, storing information “off-ledger” negates many of the advantages of \using a DLT $ystem in
thee first place. Although the use of hashes allows to ensure integrity anddetect tampering, without
transaction details, the blockchain can no longer be a single, shared record that can be v¢rified by
mpltiple parties according to a set of rules (“source of truth”). For example, the issuance anjd trading
offnegotiable, fungible digital assets are no longer possible without feference to an off-ledger|position-
kgeping system (i.e. a system that monitors the quantity of assets Fecognised at the DLT syqtem level
. . . . . . \
arfd its compliance with the transactions of which the system is aware).
N\ ¢

Additionally, storing transaction information off-ledger typiEally requires that both countlerparties
mpintain their own record, or delegate that responsibility:to a Trusted Third Party, which brirfgs with it
the same costs and disadvantages as restricting read aceess to the blockchain.

A [major challenge for DLT systems is the ability<to ensure that a file or a block on a nod¢ and any
associated off-ledger storage has been deleted,

DLT can also integrate with distributed file systems, for example BigChainDB and IPFS. These file
sylstems also have the same challenge of‘ensuring that if a file is deleted, confirmation is rec¢ived that
or] each node the file was deleted.

-

(
6.5 DLT Governance

See 3.7. Directing and cen‘trolling implies creating a framework for setting policy, decisipn rights
(imcluding access), aceauntability, and ongoing enforcement in the DLT systems. DLT| systems
gdvernance is challenging due to the distributed and decentralized nature of most DLT systemp because

offthe following:
— Multiple(q\'c(ni'ng stakeholders (individuals, organizations) might need to be considered;

\ S
—{ Goverttance across organizational boundaries or jurisdictions might occur;

\

—| @Gbyernance considerations for setup of DLT systems and ongoing operations might be different;
)

—A high degree of centralized decision rights might be needed initially to enable distributed and
decentralized control later;

— The specification and execution of decision rights might need to be organized to operate in a
distributed and decentralized environment;

— Incentive mechanisms might need to be implemented that work in a distributed and decentralized
environment;

— Records are decided upon through distributed and decentralized consensus mechanisms;
— Transaction parameters are primarily defined using distributed and decentralized mechanisms;

— Accountability should be explicitly specified reflecting the distributed and decentralized nature;
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— Governance might need to scale across a large number of nodes and stakeholders;

— An authorization functionality might be required to support multiple parties across organizations

ands

ometimes across borders;

— An appropriate identity management system might need to be in place.

Specific decisions that will have to be resolved might include selecting and defining consensus
mechanisms, how voting mechanisms work, how conflicts are resolved, how mining works, and how
organizational and human agents participate.

Mechanig
the gover
adjusted.

ISO/TS 2]

ms and monitors need to be defined on operational DLT systems such that they can verifyth
nance policies are being enforced and can signal when governance and decisions need to

B635 provides further guidance on governance for DLT systems.

6.6 Management

Managemnjent of DLT systems includes the management of each node in the system plus all the challeng
of managing distributed systems consisting of many nodes. It also includes issues related to t
differing ownership and control of each of the nodes, the scale of the systenis, and the handling of t
consensus mechanism. )
X
Managenjent covers the complete lifecycle of the DLT system: deévelopment, testing, configuratid
deploymént, operations, monitoring, maintenance, and decommissioning.
Governarfce needs to be in place to support all types ofpmanagement, and management needs
report exceptions and metrics to any governance systéms as appropriate. Due to the distribut
and deceptralized nature of ownership, identifying whe is responsible for executing governance a
managenjent tasks needs to be carefully considered;afid responsibilities allocated appropriately.
Targets for management in DLT systems can include
— nodep (including the code of the DLT Platform),
— distrjbuted ledgers, N
. C
— trandactions, Ty
. . )
— secure runtime environmeats,
— smarjt contracts, -/
— cryptography, T
\\
— chanhels, ;‘v
— membpérship,

at
be

es
he
he

n,

to
ed
nd

20

users (clients),

data storage,

event systems,

applications,

compliance with regulation,
networks, and

security — permissions and security for nodes, members, smart contracts, and users (see 6.2).
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Management for each target will be different.

Managing configuration includes the initial configuration for deployment and updating the configuration
on an ongoing basis in one or many nodes, smart contracts, ledgers, applications, or users.

Deployment management includes the deployment and disposal of nodes, networks, smart contracts,
ledgers, databases and applications across a distributed network of physical systems, virtual systems
and DLT systems. Scale and dependencies can be challenges here.

Operations management includes

— starting nodes and applications,

— stopping nodes and applications, and

— changing network connections.

Mpnitoring includes

— monitoring performance of nodes and communication networks,

— monitoring status and availability of nodes and communication networks, and
\v
— monitoring business specific metrics for governance. )

>

Mhintenance includes implementing and deploying ongoing €hahges to any element of the DLT| systems,
ngtworks, and applications. Getting changes deployed acréss thousands of nodes in a timely manner
without causing disruption in availability and interoperability of APIs might be a challenge.

Disposal includes decommissioning or deleting any~element from the DLT system. Doing thif without
causing disruption with the DLT system is important.

Management and governance of DLT systems need to be carefully coordinated. As an example, the
ggvernance process can decide that the.Code of the DLT platform needs to be updated, say to fix a
selcurity issue - the management proceés needs to ensure that all nodes in the DLT system ar¢ updated
agcordingly, or else the security issue might remain.

Sdftware for DLT platforms can be updated to fix bugs and change rules, including the donsensus
mechanism, the communlgaflon protocol between DLT nodes, data structure, size of block, and
difficulty for Proof of Work and so on. There are two different types of migrations regarding|software
update called hard forkand soft fork.

A hard fork is a chamgé that does not keep backward compatibility. It requires all DLT nodes to update
to[the new version of the software. Non-updated DLT nodes cannot accept transactions or lefger data
that are creaged by updated DLT nodes according to the new rules. Therefore, non-updated QLT nodes

arle not able't6 maintain a connection to the network of updated DLT nodes.
0\.

Hard forks can cause permanent divergence of ledgers between non-updated DLT nodes and updated
DL T-nodes. This kind of divergence is called a "ledger split" or "fork". Hard forks can be cauged either

d Bt aley A ot dane o1l
Crmotrattry OrattratrcarTy-

A soft fork is a change to keep backward compatibility. It is a way to encourage DLT nodes to update to
the new version of software. Non-updated old DLT nodes and updated new DLT nodes coexist on the
same DLT network. Old DLT nodes can accept transactions or ledger data that are created by new DLT
nodes, but on the other hand, new DLT nodes can reject those created by old DLT nodes. If a majority of
DLT nodes update to the new software, it is expected that other old DLT nodes will also update since
their transactions and ledger data can be accepted by a larger number of DLT nodes.

6.7 Interoperability

DLT systems are being proposed for a wide variety of purposes where DLT systems will need to work
together both with other DLT systems and with non-DLT systems. Looking at the evolution of credit
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cards and of electronic data interchange (EDI), DLT systems representing crypto-assets will need to
interoperate with other crypto-asset systems. Importing information to and exporting information
from DLT systems will be facilitated by common information formats and semantics. This is also true
when interoperating as part of a supply chain information exchange.

Interoperability is to be differentiated from portability, interchangeability, or uniformity. Portability
implies the ability to migrate applications or information from one system to another, rather than to
exchange information. Interchangeability implies being able to replace one system with another to fulfil
the same requirements. Uniformity implies sameness of design. Interoperability focuses on exchange of
information, where the information can be efficiently exchanged so that different systems can work
together.

There ar¢ various perspectives of interoperability that need to be considered. These perspectives are
called “facets”. There is the 5-facet model, which is described in detail in ISO/IEC 19941. The !5 facdts
are:

1. Trangport Interoperability (see 3.23)

DLT |s often thought of operating in an Internet-based environment; however, DLT can operdte
in other networking environments as well. The transport facet deals with”the communicatiops
infraptructure - how to get bytes of data from one system to another. C

-

This [includes the networking hardware: Ethernet, Wi-Fi, Broadban& (xDSL), Satellite, etc. It also
inclufles the transport protocol used: HTTP(S), AMQP, MQTT, Kafl(a, etc.

If the transport facets do not align, then some form of protogolconversion is likely to be required.
2. Syntactic Interoperability (see 3.22) ¢
The lt)cus is on the “syntax of the data”. The syntax of the data is ideally the same for the sourfce
service and the target service. However, if the syntax does not match, e.g. the source uses JSQN

syntax but the target uses XML, it is possible tesmap the data using commonly available tools. E[DI
envijonments have leveraged numerous standardized syntaxes.

3. Semgdntic data Interoperability (see 3,,2(2)

Semdntics concerns itself with goncepts within a domain, their properties, terminology apd
vocabulary and the structural;@iatlonshlps between them. Semantics also concerns itself with the
corrgctness, validity and completeness of data.

The :Igcus is on the “seman\tics of the data”. The semantics of data are commonly expressed by an
ontology. Compatible ont’ologles simplify the porting of data between source and target services.
If th¢ ontologies are “jricompatible, additional resources can be applied to detect inconsistencigs.
Thesp inconsisteh¢tes might be resolved or semantic data interoperability requirements could pe
relaxed to enablé the data to be ported.
N

4. Behayiourahinteroperability (see 3.3)

and constramts

5. Policy Interoperability (see 3.16)

The 5-facet model is also used in ISO/IEC 21823-1. These 5 facets apply to understand interoperability
in widely distributed systems such as cloud and DLT systems.

In addition to the five facets, it is necessary to understand what systems or applications are involved in
DLT systems - what entities are communicating and what is the nature of their communication.

When considering interoperability for digital assets, it is important to ensure the concept of inherited
characteristics.
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When considering interoperability, 4 interactions between entities in DLT systems are relevant, as
shown in Figure 2, which removes the details of entities entirely within the DLT systems.

( )

User System
apps: applications
c C

Admin apps
% Admin System D
Ve N\ User Layer 7 ~\
. J
% N
[\ V]

DLT System 1 DLT $ystem 2

DLT oracles

i -

Non-DLT

applications_| Q

AN
Off-ledgér™ |

N§ ZLT systems

Figure 2 — Interoperability:interfaces - DLT user system, DLT admin system

1

Fipgure 2 identifies four potential ifiterfaces where interoperability might apply:

A I directly between 2 (or moxe) DLT systems;
(

B - between DLT system\s'éﬁd external non-DLT Systems;
C + between user applicétions and DLT systems;
D | between adthin ::1pplications and DLT systems.

S
Examples ofiniteroperability among many systems include:

— Sys'ger:fl 1 interoperates with System 2 with a subset of the functionality and properties cgmmon to
tl}e two systems;

-~

— System 2 and System 3 interoperate with the functionality and properties common to the two
systems;

— System 1 and System 3 can interoperate with a subset of the functionality and properties common
to the three systems.

DLT discovery supports the interoperability between DLT systems. Discovery includes the activities that
a DLT system performs to share information about what it is and does. A DLT system can communicate
this information, for example, using a service directory or catalogue, to other entities to facilitate
their participation or to exchange data and services. An optional Ledger Name Service (LNS) can be
implemented in a DLT system analogously to the Domain Name Service (DNS) used in the Internet
to identify the network connection of a ledger service. This could enable cross-ledger applications to
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conveniently inter-operate. A naming convention could also be standardized. Detailed definitions for
discoverability concepts and relationships are outside the scope of this standard.

It can be useful to facilitate the automation of making different DLT systems interoperable, as opposed
to needing to find, evaluate, connect and map information between the systems on a bespoke basis every
time, a means by which DLT systems can advertise their discovery information so other systems can
determine compatibility and relevance is useful. Standardization of metadata taking into consideration
the 5-facet model can be useful to enable the interpretation of discovery information.

Some examples of DLT system discovery information could include: processes and purposes, information

and serv
operation]
restrictiq

Different
participa

— exter
of an

— prospective nodes seeking a ledger of a DLT system, where the existing eounterparts are fewer, a

the v

6.8 Da

Understa
systems.

On a syst|

are five fiindamental data flows relative to DLT systemsas shown in Figure 3:

— Data
— Data
— Data
— Data
— Data

However,
The data
particula
Meanwhi
devices 4
capacitie

tces—that—camrbeoffered—or—consumed;—secur tty,—assuramnce,—access,cost; Totvertisene
al information, governance requirements, non-functional characteristics, regional andleg
ns, and other useful attributes to facilitate manual or automated integration.

integration scenarios could need different information during discovery, integration
Lion, i.e.

nal applications seeking to find and understand the capabilities, requirements, and reputati
existing DLT systems and services as a user, and

pcabulary are less established. A\~
)

4
ta flow \N

/

nding data flow (see 3.5) is essential to protect the priya&y and confidentiality of data in D

o~

em level, DLT system data flows can be divided {nto internal flows and external flows. Thd

flow Z: data flowing among the nodes of-the DLT system;

flow A: data flowing between two.separate DLT systems when they interoperate;
flow B: data flowing between a BLT system and non-DLT systems connected to it;
flow C: data flowing bet\‘{\;f:e\{ administration applications and a DLT system;

flow D: data flowing betWeen user applications and a DLT system.

C
data flows in peal“world applications are often complicated and difficult to understary
flows in DLT systems are often triggered by the data-related operations of stakeholders.
, DLT data_¢an flow between systems that belong to or are related to different stakeholde
e, the use-of devices is common in DLT systems, involving a variety of devices such as portal
nd loT-devices. In addition, in some cases, cloud computing services are used to provi
5 suehias storage, which makes data flows in DLT systems more complex.

1t,
al
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Admin system User system
C D
s N\
I:;Srie?n]f ~ DLT node B
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Other DLT )
P g L DLT system oLt nof}ﬁigqj

Figure 3 — DLT data flows

7| Types of DLT systems

The distinction between public DLT systems and private DLT system§1s about who can read transaction
relcords on the ledger. A public DLT system has transaction records that are readable by anyope (i.e. by
the general public). By contrast a private DLT system has tran$action records that are readable by not
jupt anyone - read access to the transaction records is deliberately limited - the records are private to
th'[z extent that read access is limited to some particular group.

Only read access to the transaction records is addressed here. It can be the case that adding transaction
relcords to the ledger is also open to all, or it canvbe the case that adding transaction recoyds to the
ledlger is limited to some particular group. Both-are possible for public DLT systems.

The phrases "permissionless DLT system® and "permissioned DLT system" are about whdther it is
negcessary to have permission to use the System (permission implies some form of authenticption and
aythorization for the user concerned).A permissionless DLT system requires no permissior) in order
to[use or to operate the system Alpermissioned DLT system requires permission in order touse some
ogerations of the system. “Opesations” here includes the basic DLT functions such as “read transaction
records”, “add transaction rpéords and “verify transaction records.”

-~
y -

There are four combina&ions of these concepts to understand:

N
1) public permissiontess DLT system
~N </

This is a DLT systein that is open to anyone to use and no permissions are required to do any operations
or] the system'lhcludmg participating in consensus mechanisms and verifying transactions. This is one
of|the class}cocases for blockchain - Bitcoin and Ethereum are instances of these.
N\

2)| phblic permissioned DLT system

J

ThisTs typically a case where read access to the transaction records i1s open to anyone, but where other
operations on the system require permissions of some kind, e.g. anyone can read but only specific
people can add transaction records.

An example of such a DLT system would be a system enabling consumers to verify the provenance of
items of food - they can read the transaction records of the history of the item ("from farm to fork") but
only farmers, shipping companies, etc. would be enabled to create such transaction records.

3) private permissioned DLT system

This is a classic and common case where all operations on the DLT system are limited to specific
groups and where permissions are required to perform any operation on the system, even reading
the transaction records. Permissioned DLT could ensure visibility of the different owners of the nodes
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that help run the DLT network. Such cases can be handled by using open-source DLT systems that are
permissioned. Hyperledger Fabric is an example of private permissioned DLT system.

4) priva

te permissionless DLT system

In this case, operations on the DLT system are limited to specific groups, but where no permissions are
required to perform those operations - this can be done using “other means” to limit participation, such
as installing the DLT system on a private network.

8 Arc

itectural considerations for DLT chfpmc

8.1 Characteristics and relationships

To underftand DLT systems, it helps to identify a limited set of characteristics and undérstand the
relationships to each other as shown in Table 1. The technologies are categorized accerding to t

following

— Ledgpr storage architecture;

— Ledggr control architecture; C
— Ledgpr subsetting;

— Ledgpr permissions. N

Very few solutions will live entirely “on-chain”, so it is also impottant to recognize the components th

surround
network,

types of data such as media (image, video, audio) are net put on the ledger and instead go into separd

storage. (
by data p
are seen

In the con
and ledgg
associate

four characteristics:

/X

'é
N\

the ledger in an end-to-end solution. A ledger is deployed to infrastructure - computatig
and storage need to be set up to handle ingestion of the messages. In some systems, certad

ther data might be inappropriate to put onthe ledger because the data, e.g. PII, are govern
Fotection regulations, such as the European Union’s GDPR, and immutability and transparen|
s negatives. As a result, this data will typically reside in an off-ledger data store.

text of DLT systems, storage arcl"}itecture is different from control architecture (e.g. consensy
r storage is different from data content storage (e.g. media data). As a result, characterist

d with ledger storage architecture and ledger control architecture can be separated as follov
(

pir
he

NOTE Centralized ledger technlogies are included in Table 1 and the following sections for completengss
and undergstanding. Centralized letger systems are outside the scope of this document.
CN
Table 1 — Typ{)logy of DLT Systems based on a limited set of characteristics
Ledger technologyvh Ledger storage Ledger control ar- | Ledger subsetting Ledger
Q architecture chitecture .
A permissions
Centralize Wger Centralized (ledger | Centralized (ledger | Complete replica Permissionless|
Techh es storage) architec- | control) architec- of the ledger or

furao fuarao
Tuarc Tuarc

(i.e. traditionzl ledger)

(i.e. full duplication)| Permissioned
(i.e. central storage) | (i.e.central control)

Distributed Ledger | Distributed (ledger | Decentralized (ledg- Subset of the
Technologies (DLT) | storage) architec- | er control) architec- ledger

ture ture (i.e. partial replica)

(i.e. distributed (i.e. decentralized Complete replica
storage) control, based on a of the ledger
consensus mecha-
nism)

Transaction performance is an important consideration and is influenced by the architecture of the

network.

26
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8.2 Ledger technology

Ledger technologies are designed to support and implement ledgers. They can be centralized or
distributed.

8.3 Ledger storage architecture
Aledger storage architecture can be:

— Centralized (ledger storage) architecture has a central server (broker) which stores a single
complete Instance of the ledger;

— Distributed (ledger storage) architecture is where each node might store a full or partial|replica of
the distributed ledger.

84 Ledger control architecture
A ledger control architecture can be:

— Centralized (ledger control) architecture is where a central se€rver (or authority) controls the
decision making relating to the distributed ledger (i.e. the validation of the new blocks of records);

— Distributed (ledger control) architecture is where all arch/iteéture elements (particularly nodes in
the DLT system) control the decision making relating to thg distributed ledger, based on a qonsensus
mechanism run by the distributed system (see 1SO 22739:2020, 3.32);

— Decentralized (ledger control) architecture is where multiple nodes (or authorities) in the DLT
system control the decision making relating~te the distributed ledger, based on a donsensus
mechanism running as a decentralized system*(see ISO 22739:2020, 3.19).

Lgdger control is associated with ledger cohsensus mechanism/model. The latter can be fescribed
wlthin the DLT core software (or DLT client software).

8.5 Ledger subsetting %
In[the context of DLT systems@edger subsetting can be:

(
— Subset of the ledger((i.e”partial replica);

O\
— Complete set of the’ledger (i.e. full replica).

~ o
8.6 Ledger permission
SO
The types o\f:permissions applied to ledgers are permissionless or permissioned.

\

9 A,réhitectural views of reference architecture

9.1 General

9.1.1 Five architectural views

DLT systems can be described using a viewpoint approach. Five distinct views that can be used to
describe a reference architecture are:

— User view;
— Functional view;

— System view;
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— Implementation view;
— Deployment view.

Figure 4 shows the possible transformations between them, and Table 2 provides a description of each

of these views.
[ User view ]

[ Functional view ]<:>[ System view ]

l _________ J \‘

<

)

=

Figure 4 — Transformations between architectural views

N

N

Table 2 — Reference Architectu}e Views

RA view Description of the RA view

User view The system context, the parties, the roles, the sub-roles and the activities
of DLT system

Functional view The functions necessaty for the support of activities of DLT system

Jystem view The alternative view of functional view that emphasizes the relationships

of the variougtomponents and their relative placement within the system

Implementation view 2| The functions necessary for the implementation of DLT system within
service'parts and/or infrastructure parts

Deployment view 2 How tté functions of DLT are technically implemented within already
existing infrastructure elements or within new elements to be introduced
Clrr'this infrastructure

4 The Implementgt'igr; and Deployment views are outside the scope of this document.

/

9.1.2 Notation of diagrams
The following cgrfventions apply: Diagrams are used throughout this document to help illustrate this

referencd architecture. Figure 5 provides the conventions used regarding the content of the diagrams.
)

-~
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TE "Aspect" is understood as referring to "Cross-cutting aspect”.
Figure 5 — Legend to the diagrams used throughout this document

le reference architecture in this document uses the term "ICT" and "ICT systems". This ter
make it clear that the reference architecture covers not only the compute and storage tec
sociated with computer systems, but also the communication networks that link systems tq

-

o . \ |
rties in a DLT system are its stakeholders. A party can assumeghore than one role at any gi
time and can engage in a specific subset of activities of that rple Examples of parties includ
t limited to, individuals, businesses and governments. N

/

Di
r

TH
DI

es and sub-roles are provided in 9.2.

2 User view

.2.1 General

is document describes a set of roleS.and sub-roles which address the main activities associ
LT systems. As shown in Figure 6, the roles and sub-roles of DLT systems are the following:

DLT users; (R

DLT administrators;

&

DLT prov1ders &

— DLT System operators;

— DLT'Node operators;
N4

— UDLT Application operators.

m is used
hnologies
gether.

ven point
e, but are

ferent sub-roles can share the DLT activities assoc1ated with a given role. Descriptions of the DLT

hted with

pLT developers:

— DLT application developers (for DLT users and DLT providers);
— DLT system developers (for DLT providers).
DLT governors;

DLT auditors.
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developers

/DLT system \

/ DIL.Tnode \

—— Ve
DLT developers DLT
. DLT users
administrators
DLT (
application DLT providers

DLT governors

DLT auditors

operators

operators

DLT system
developers

DLT
application
operators

Figure 6 — DLT System Roles and Sub-roles\ -
)

>

To recognize the responsibility boundary in a DLT system, it is needed.to understand not only role apd
sub-role but also activities in detail. Each activity is shown in the{folfowing sub-clause of role and syb-
role. N
Not all of these roles/sub-roles necessarily exist for all DLT systems. It is also important to recognize
that in sdme cases one person or one organization can perform multiple roles/sub-roles. It is also the
case that|different roles/sub-roles can be split across different organizations.

NOTE All activities need to be carried out under the premise of protecting privacy.

9.2.2 DLT users

-

(
A DLT usér is a role which uses a DLT s‘olution. This can represent an individual, organization, device |or

system. A

It is typicplly the case that DLTusers use a DLT system by means of a DLT application or off-ledger code
that interfacts with the DLT ARl rather than directly interacting with a DLT node. This is true for DLT
users whijich are automated systems rather than human users, where the interaction would typically
occur vialan API offered by the DLT application.

Activitied include th&following:

— Using DLT usé:r applications - (interact with business systems appropriately);

— Instaflling user applications;

— Configuring DLT user applications;
— Installing client or application for interacting with a DLT system;

— Handling exceptions or failures.

9.2.3 DLT administrators

DLT administrators perform specific administrative activities (in particular for security configuration).
The scope of administrators will be different in different systems and networks — some will be limited
to DLT nodes and some will be able to act for DLT solutions.

30 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=a5033f91c6e2c8436368cd69a2d3ef72

ISO 23257:2022(E)

Activities include the following:

Managing security policy;
Managing cryptographic keys;
Handling exceptions;
Installing user applications;

Configuring DLT user applications and administration applications;

DI
ne

ag
Sy

DI
ng
h4
b

Ad

9.

Managing role-based access controls for smart contract creation and deployment and-inw
smart contract.

..4 DLT providers

.2.4.1 General

LT provider is a role that may own and operate one or more nodes, within DLT systems

reements for joining the network. This role is the business stakehbolder.
\

>

b-roles include the following: X
DLT System operators;
DLT Node operators;

DLT Application operators.

.2.4.2 DLT system operators

LT system operator is a role that administers and operates the physical and virtual sys
tworks that host and run the components of the DLT systems and platforms in the DLT
ndles network and multiple nodes connections, interoperability between nodes, and enfor
tween nodes. R

(
tivities include the follgwing:
)
Managing commanication networks for the DLT system;

Deploying fch(e‘lf)hysical and virtual systems;

.S :
Establishing environments and processes.
\%

2.4.3"DLT node operators

A

bcation of

and DLT

tworks. DLT providers agree to create/instantiate nodes, join networks, pay for, and handle legal

tems and
nodes. It
ces policy

I‘T’ node onerataricaralo that adminictore and anoratoc ano armaro nadoc within A DIT ¢
o -0 p et oo O ettt T St e S O p e teS B R e OO e ROVt P =TS

ystem for

a DLT provider. Node operators are responsible for the lifecycle of the node which could include business
responsibilities, preparation for deployment, running nodes, managing and maintaining nodes.

Activities include the following:

Handling business concerns: including customer relationships and financial processes, and business

statistics;

Preparing for deployment: including defining deployment processes, designing system continuities,

and selecting audit requirements;
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— Running and operating: including preparing systems, implementing deployment processes, running
ledgers, smart contracts and consensus mechanisms in secure runtime environments, implementing
system continuity and responding to user requests;

— Managing, securing and operating: including operating and monitoring systems, recovering nodes,
managing assets and managing security and risk;

— Maintaining that DLT systems are updated appropriately.

NOTE Operator can be directed by Regulator or Governors (depending on scope)

9.2.4.4 |DLT application operators

DLT appljcation operator is a role that administers, owns, operates and maintains DLT applications
systems fo provide DLT services for DLT users directly or indirectly.

DLT application operator may provide DLT services by owning or operating a DLT nodé} or may provide
DLT business services through services provided by a DLT node owner.

Activitied include the following:

— Prov]ding, monitoring and managing DLT business services; \~
— Business management; &

— Privdcy protection;

— Mangging security and risk; >

— Obtalning audit report;

— Problem handling;

— Ensufing compliance.
9.2.5 DLT developers (C

9.2.5.1 |General :-\

-~
v -

DLT developer is a role that creates and maintains the code and specialized equipment for any partjor
implementation of the DLT s¥ystems or applications. There are two sub-roles for DLT developers - DL.T
application developers agdpET system developers.

9.2.5.2 |DLT applicafion developers
\\

DLT appljcation Ql"e\\;eloper is a role that creates and maintains DLT applications and smart contragts
that run jn cénjunction with DLT systems. It can also involve applications which run outside the nodes
of the DLT ‘system, interacting with them by means of a User API offered by the nodes. DLT applicati(ls
can be used, hosted and run by the DLT users or DLT providers.

Smart contract development sometimes needs special tools and skills since a smart contract often
represents a business process which can range from as simple as a basic transaction between two
parties to very complex scenarios in areas such as financial services or supply chain. It is important
that only smart contracts that follow approved business process flows can be deployed to the DLT stack
in a given environment.

The methods in these smart contracts represent actions that can be taken within a contract by
identities/identifiers assigned to domain-specific roles, e.g. owners, buyers, etc.
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Organizations could allow only certain identities/identifiers to deploy applications and new instances
of a smart contract to their ledger implementations. Smart contract creation can be governed at the
application level, the DLT platform level, or the smart contract level.

DLT application and smart contract developers need to take into account roles and access requirements
for them.

Activities include the following:

Design, create, integrate and maintain business systems based on the DLT systems;

9.
DI

Design, create and maintain components or smart contracts in the DLT systems.

P.5.3 DLT system developers

T system developers play roles that develops the physical and virtual systems.that host an

coamponents of the DLT systems and platforms in the DLT nodes.

Ad

9

DI
ne
SO
of
ne

Jofs

TH
ex

Ad

.£.6 DLT governors /

tivities include the following:

Developing DLT platform components;

Testing components of DLT systems for node operators and nqdé users.
X .

)
T governors play roles which perform governance of.the entire DLT systems (and networks;
cessarily the entire DLT solution. The DLT systems can be considered infrastructures whil
lutions built on it are considered business applications. Both would have governance but
fen are) governed by different governing bodies. Governance of decentralized systems ca
w governance structures and the ability to¢¢hange over time. In some DLT systems, govel
rformed not by one governing body, butinstead by a collective of interested stakeholders.

lere is a need for a role that governsithe DLT systems as a whole and keeps the DLT syster
ecute the tasks for which they were established.

tivities include the followitgc

(
Developing DLT policy considering applicable laws and regulations;

(

Communicating the-policy with stakeholders;
Resolving con‘fli’cts and managing changes;

Defining‘p(}]ices for consensus mechanisms;

\
V4

N\
Definiiig policies for nodes that can participate in the DLT networks- including the

security requirements;
)

d run the

), but not
e the DLT
can (and
n require
rnance is

hs able to

minimum

Worklng with DLT providers;

Working with DLT node operators to ensure monitoring and governance is enforced.

9.2.7 DLT auditors

DLT auditors ensure that policy, governance and regulation are adhered to in DLT systems. They can
work with operators, regulators, governors, etc.

Activities include the following:

Collecting evidence for audit (to satisfy selected requirements, criteria, frameworks or options);
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NOTE 1

NOTE 2

Reporting audit results.

9.3 Functional view

Performing DLT systems and DLT applications audit;

Audit-related activities need to be carried out under the premise of protecting privacy.

There are many types of audits, optional and required that could apply here.

9.3.1

unctional categorization framework

The functional view is a technology-neutral view of the functions necessary to form a DLT system. The
functiongl view describes the distribution of functions necessary for the support of activities in DLT

systems.

(
The hierarchical framework of the reference architecture of DLT is shown in Figure 8, Functional

components.

(| Y4 T\
Functionalt Layer
component - ] C
\_ ) Cross-layer < \
( ~N O
Functional )™
Layer
component | Y FUHQ&{al J
\ Y, gg@onent
(| R <
Functional Laygr
component
\ VAN Y,

Figure 7 — Functional layering

-

The functional architecture also defines the dependencies between functions. The-functiory
view addresses the following DLT system concepts: functional components; functional layers; a
cross-layer functions. Figure 7 illustrates the concepts of functions, layers and functional components.

al
hd

(R
( Cross-layer functions
( ( . ) ( Y4 . AY 4 (
Non-DLT systems User la O Development Management and operation Security (;Overneil_lce
= — and compliancg
DLT oracl ﬂ Non-DLT User apps IDE | Service directory and catalog | Asset :
applications i protection Policy
Off-ledge Q apps: applications | Delivery management | management
data - kL J Build Cross-chain P —
p 4 management service management management Assurance
API layer I/F : interfaces and audit
ik Test | Node management | - management
External Admin API Intersystem e N Identity
I/F 8 | Ledger management | management Information
( env: environments ) Secure | DLT systems management | risk
DLT platfor comm: communications software ; || | Cryptography management
( X development [ []] Monitoring | management
Smart Transaction Consensus _ Secure tooling —
contracts system mechanism mctgrrnrrlr?de | Operations management | e — Dle‘icglfllt(;n
Secure Membership Event | Incident management | and testing .
runtime env. services distribution | > : | anasemen
rocess managemen
PII protection
Ledger Crypto State | Asset management | _ Incentives
services management
\ J Update, change and version Availability
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Infrastructure layer
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Figure 8 — Functional components
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Figure 8 consists of non-DLT systems and four layers, as well as a set of cross-layer functions across the
layers. The four layers are the following:

— User Layer,
— API Layer,
— DLT Platform Layer,

— Infrastructure Layer.

9.8.2 Non-DLT systems

The non-DLT systems layer contains systems outside the DLT system that a DLT system communicates
with in order to accomplish its business goals. This includes the following:

— DLT oracles

DLT oracles represent trusted systems designed to supply externalrata to a DLT system or to

respond to events from DLT systems. Transformation logic and services can be used to pefform the

translation needed to communicate data to and from DLT systems.)DLT oracles can enaple smart

contracts to ingest real world data during code execution. ' \~
)

>

— Non-DLT applications y

A

\¢
Non-DLT applications are any applications outside thé DLT system with which the DIT system
communicates, either to send or receive data. Whetheérreporting and analytics or machinellearning,
there are multiple places where analysis is done on ledger data. Such an application cap provide
data and services to DLT applications via an)application programming interface, or it dan ingest
data from a DLT to provide ancillary services.

— Off-ledger data

Off-ledger data is any data stored outside the DLT system that can hold data that relages to the
DLT system in some way. An_example might be a database holding additional data relating to
transactions held on the ledger.

9.8.3 User layer o

Uder layer contains functions to enable DLT customers to interact with other layers and cfoss-layer
fupctions. &y~

—

Uger applications‘,alfe applications that run separately from the DLT systems. They act as clients to

the DLT systems, and are used by users, usually to perform domain-specific or application-specific

oplerations{ "
0\.

Administration applications are applications that run separately from the DLT systems thaf act as a
cljent,to the DLT system, used by administrators supporting capabilities to maintain and/¢r update

15 v A | 4
a PITCAtTOTIS dITS y STTTITS .

NOTE DLT user and DLT administrator roles both leverage the user layer. See 9.2 User view for more
understanding on tasks that roles and users/operators/administrators perform and need APIs for.

9.3.4 APIlayer

The API layer contains functions that provide reliable and efficient access to the DLT system for
applications, users and non-DLT systems, by calling functional components in the DLT Platform layer,
and thus access to the underlying services of the platform layer and the cross-layer functions.

— External interfaces - off-ledger access services provide secure means to communicate between
the DLT system and the outside, non-DLT systems;
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— User

API - application programming interface that provides access to domain specific functions;

— Admin API - application programming interface that provides access to administrator and operator
functions;

— Intersystem interfaces - a node in a DLT system can communicate with other node in a separate
DLT system using Intersystem interfaces.

9.3.5 DLT platform layer

The DLT
also invo

Key capa

— Cons

— Com

— Cryp
secul

— Smar
logic

— Func
balar

The DLT

layer, to 1

Platform
— Smay
— Secu
— Ledg
— Tran
— Mem
— Cryp
— Cons

— Even

ves communication between nodes.

ilities include the following:

nsus mechanisms which coordinate the data and DLT account records in the ledger betwe

unications between DLT nodes and DLT systems via events and secure pnotocols;

fographic services including encryption, digital signature and other capabilities to ensu
ity compliance and tampering resistance of DLT systems; \v

t contracts running in a secure runtime environment can automatlcally implement schedul
that can be added selectively according to different requirernents of the applications;

Lions to enable increased performance by means of eff1c1ent caching, reliable storage, lo
cing.

Platform layer connects hardware or network,infrastructure provided by the Infrastructu
elevant functional support services in the API layer. The capabilities supported by the D
[ayer include

t contract,
"e runtime environments, C
BT, N
baction system,
bership services, .&)
- ~
. N - /
fographic services,
S
bnsus meehanism,
N4
L distribution,

re

19
(o8

re
LT

— State|

mahagement, and

— Secure inter-node communications (networking).

To describe these capabilities further:

— Smart contract

A smart contract is a computer program stored in a DLT system wherein the outcome of
any execution of the program is recorded on the distributed ledger. Smart contracts expose
programmatic functionality to users of the DLT systems. Users interact with smart contracts by
initiating transaction events which reference the contract address.

36
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In public DLT systems, smart contracts are almost exclusively distributed in nature, in private DLT
systems, they can be distributed or centralized. When centralized, there are a number of trust
elements associated with centralized smart contracts, e.g. running each in a separated trusted
execution environment to satisfy the parties involved in transactions in the network. Smart
contracts represent more the process of agreeing on an outcome than its legal status. The outcome
can be legally binding.

NOTE Smart contracts (also called chain code, programmable asset or programmable contract) are
instantiated as computer programs that execute in a secure runtime environment when a user sends a transaction
of a particular type to the DLT system.

Secure runtime environments - During runtime, a transaction can invoke smart contra¢ts, which
requireasecure executionofcode. Asecureruntime environmentensuresverifiably secure execution
of code. A secure runtime environment can leverage both software and hardware seaurity polutions.
An example is the use of a secure container that contains a set of signed runtime’¢componjents such
as asecure operating system, libraries for DLT-supported programming languages, their respective
runtimes, and the like.

Ledger

Aledger (see 6.1) is an information store which keeps a final and-definitive record of tranpactions.

-

Aledger supports data storage capabilities. Data Storage capal@ilities support writing and|querying
of various types of data generated during the operation¢of the DLT system, such as the ledger,
transaction information, etc. Technical implementation‘cdn be relational database, key-value pair
database, file database, and so on. It needs to support data fragmentation and routing cdpabilities
where database sharding is supported. >

Transaction system

The transaction system is the componentithat manages the addition of transaction records to the
ledger. A transaction system can contain‘a temporary data area to store unconfirmed tramsactions,
called a transaction pool. After a transaction is validated, it is put in the transaction pod|, if valid.
Transactions to be recorded in thetedger are chosen from the transaction pool. Once trapsactions
are confirmed to be recordedin.the ledger, they can be removed from the transaction gool. Each
DLT node can have its own trahSaction pool.

\

Membership services(”

The membership services are services that manage the identity, privacy, confidentiplity and
auditability withimthe DLT system. Membership services only apply to permissioned DLT|systems.

Cryptograph‘gc’services

The cryﬁ\fc}graphic services component provides the DLT system with access to the pecessary
cryptographic algorithms, either directly or by providing an interface to hardware or|software
thabiplements the algorithms. Hash functions and digital signatures are examples of algorithms
that are commonly used in DLT systems. Hash functions are often used to protect the ledger

from-medifieations: Any-changetoinformationinthetedger-will resultina—eemputed-hash that
is different from the hash that was previously computed and stored for the ledger. A new hash
is computed each time a transaction or, in the case of blockchain, a block (which can contain
multiple transactions) is added to the ledger. Digital signatures ensure that the receiver gets the
transactions without intermediate parties modifying or forging the contents of transactions, while
also ensuring that the transactions originated from senders with access to the private keys.

Consensus mechanism

Once consensus has been reached and the transaction is recorded in the distributed ledger, it is
considered final, definitive and immutable.

This requires the implementation of consensus mechanisms — which are the rules and procedures
by which consensus is reached.
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9.3.6 Infrastructure layer

These rules and procedures that allow the DLT system to maintain and update the distributed ledger
and to ensure the trustworthiness of the records in the ledger, i.e. their reliability, authenticity and
accuracy - vary widely in implementation approaches.

Example consensus mechanisms include: Nakamoto method with Proof of Work (PoW), Proof of
Stake (PoS), Delegated Proof of Stake (DPoS), or Proof of Importance, and Byzantine Agreement
Methods including Practical Byzantine Fault Tolerance (PBFT), Federated Byzantine Agreement
(FBA), and Byzantine Paxos. Note that hybrid consensus methods employing PoW and PBFT have
also been presented (e.g. Zilliga Consensus).

A adaasl -
Eventdistribution

The event distribution component handles the distribution of events generated within the/DLT
platfprm.

State management

The jtate management component keeps track of the state of assets that are-held on the ledggr,
updaking that state when new transactions are committed to the ledger.

Secufe inter-node communication

The decure inter-node communication component handles commumc@t}on between nodes over the
network, enabling the operation of the distributed ledger. p
X

)
The ipter-node protocol, also called the backbone protocol rufs via this component.

o~

The Infrastructure layer provides the operating environment, including networking, computatipn
and storgge components required for the normal operation of a DLT system. It contains the resourdes
including| data storage, runtime containers and cemmunication networks. This layer provides the
necessary underpinnings for the implementation'ef the DLT system. It can be provided as a set of clopid

computing resources or it can be provided as-on-premises equipment.

38

-

Data|Storage \

Physjcal location to put data for the ledger and other data storage requirements

-~
v -

Data [Storage function should:meet the following:

(o)

an be deployed anddsed by each node in P2P network;

(@)

an be deployed-distributed or local;
SO

(o)

an suppéry appropriate data sovereignty;

— dan pro/v\ide data writing and query services efficiently, safely and stably.

)
Compiutation

Computation function provides the execution capabilities for the operation of the DLT system,
including but not limited to container technology, virtual machine technology and cloud computing
technology. Generally, runtime environments need to be provided to each node in the DLT system.

Communication Networks

Communication networks are required for the P2P networking of the DLT system nodes and also
for communication between the DLT system and the entities in the user layer and in the non-DLT
systems.
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Cross-layer functions support the components across all the functional layers. For example, security is
needed for the user layer, API layer and DLT Platform layer, therefore security is a cross-layer functional
component. Cross-layer functions can support other cross-layer functions as well. In detail, the
functions are grouped into development, management and operations, security, and governance and

co

mpliance categories.

9.

Dg
ap

D¢

Ta

B.7.2 Development

velopment functional components support the activities of DLT system devéloper,
plication and system implementation development, build management and test managemer

velopment functional components consist of
Interactive development environment (IDE),
Build management,

Test management, and

/X

N

Secure software development tooling.
explain these further:
Interactive development environment {IDE)

IDE functional components provide tools for,the development of smart contracts, DLT ar
applications, including development of support modules. IDE functional components su
use of capabilities provided by DLT platform, including access via APIs, node manage
event distribution capabilities. IDEs*enable use of functions in the API layer and the DLT]
layer, as well as the infrastructure layer.

: C . : :
The IDE functional component supports the generation of configuration-related met
the development of smarficontracts; supports the preparation or generation of smart
configuration scripts qm}i components used by the operators and execution environments

Build management)
AN

Build management functional components are used to build publishable software pack
package caribe submitted to DLT node owner or operator and deployed in the environm¢
contain tl;e. Software for smart contract implementations as well as the configuration

and col’{ﬁiguration scripts.

Buildmanagement features include the following:

including
t.

d related
pport the
ment and
platform

hdata for
contract
on nodes.

hges. The
ent. It can
metadata

J cnppnrt‘ for automated hni]ﬂihg software par‘l{agnc anr‘h'nn;

— provide automated compilation function;
— provide an error message when an error occurs during the build process;
— implement audit during build process;

— build system that provides multi-language support;
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— build system that provides multi-platform support.

Test

management

Test management functional components support testing of all functions of DLT systems. The
components need to generate test reports and provide them with system implementation software
to the node owner or operator. Tests are often performed in isolated runtime environments
designed to accurately simulate production environments. Without affecting production, test work
can also be carried out in a production environment. A test environment needs to be provided by
DLT providers, especially DLT system operators.

A ful

y deployed testing framework needs to include the following capabilities:

— dupport the management of test plans, test reports, test cases and so on;

— dqupport automatic generation of test reports;

— when test is conducted under the integration of test environment theny'the producti

dnvironment need not be affected;

— dupport testing process automation;

— provide test case library and test database management function(s;\'

— dontinuous integration/continuous deployment to enable mulﬁple parties request, review, a

This
deliv

dpprove code. /

includes a combination of build management, test ma_‘négement, and governance together
br these test capabilities.

Secufe software development tooling

The gervices provided here support the development of secure code by providing automated co
review, automated testing and code re-use services. Secure software development tools can inclu

tools

9.3.7.3

to do code review, testing, library, legging and monitoring.

-

(
Management and operations

Managenjent and operations fungﬁbnal components include a set of functions to manage and contro
DLT system to provide its opey(cional capabilities.

Managenjent and operationéfanctional components include

40

N/

service directory,and’catalogue,

deliv

SO
eIy management,
0\.

crosq chaifvservice management,

node

de
de

| a

ma‘mgpm ent

ledger management,

DLT system management,

monitoring,

operations management,

incid

ent management,

asset management,

upda

te, change and version management, and
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business continuity and disaster recovery management.

To explain these further:

Service directory and catalogue - Service directory function provides a list of all DLT capabilities,
smart contracts, services and/or APIs of a particular DLT system, provider, or node. The list
includes/refers to technical information about deployment, provision and operation of DLT smart
contract, service or API. Catalogue functions provide access to information relating to the security
architecture and information relating to services, processes and tools. The catalogue can be used
to help in the creation and selection of an architecture and its components. Directory and catalogue

d 1 - 1 | d 1 b b . | 1 PR IR | 1 £ 1.1 -
LUUILS HILTUUCT LUUILS LU IIdITdgT LCTIILS, TTTUUCTLS, PIrotdutt UdldUdsSts dlIU TTICTTIHLTIIOT AT'ITS.

Delivery management - Delivery management function provides the management function of DLT
system delivery, which is provided in the forms of system implementation and access endlpoint. At
the same time, this function provides necessary workflows to ensure the elements are prjovided in
correct order.

Cross chain service management - Cross chain service management monitors and fnaintains
connections, communication and interactions between two or more different DLT systemps.

Node management - Node management function provides management of the DLT platfprm node
implementation including performance and availability usuallixon one logical or virtudl system.
DLT platforms can support policies for management, including the ability to use Role Baspd Access
Control (RBAC) to manage creation and manipulation of reSources.

o

Ledger management - Ledger management functlon provides management of the distributed
ledger. >

DLT system management - DLT system mahagement function provides management of DLT
systems especially for performance and availability.

Monitoring - Monitoring functions include monitoring, analytics, and automation tool§ that are
used to respond to changes in the DiiF-system and environment. These could include detecting and
remediating issues as well as responding to changes in the required system capacity and error

analytics. C

Operations management\- These services include processes to ensure the secure funcfioning of
the DLT system and theTecovery of the DLT system from an error state, an incident or prgblem.

Incident management - Incident management function is a set of processes for detecting, leporting,
assessing, respofiding to, dealing with, and learning from incidents. Incidents and prohlems can
be detected and reported by DLT node or DLT providers or DLT users. Incident managenment tools
include those for incident detection, reporting, analysis, forensics, logging and monitoring.

Asset management - These services achieve and maintain appropriate ownership and joversight
of orgahizational assets. Asset management tools include tools to control asset inventory pnd track
assetownership.

f"nr‘af chanoco and varcion managamant ‘Inﬂr\i— chanaon and vunrcinn provlde

T tOI g T Oty CTroTUT oo g T CInT eSSt s otV © T o TOTT AAAuAAuB\,AAA\,A \.

services, processes and tools to ensure that hardware and software are kept up-to-date; upgraded
to the latest version; that changes are authorized and managed; and thatrecords of updates, changes
and implementations are kept. Tools to support this include change and update management,
configuration management databases, software repository, and testing tools.

Business continuity and disaster recovery management - These services assist in preventing,
detecting and recovering from an outage, a disruption or an incident.

In distributed systems, such as DLT, nodes possibly do not require these services; if a node
does cease operation, once the node is back in operation, it will automatically receive the latest
information. Tools to support this include critical assets and processes to switch over.
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9.3.7.4

Security

The security functional components are mainly to provide security attributes such as authentication,
authorization, confidentiality, integrity, availability and access control for all the functional layers of
the DLT system and the protocols between nodes. These security features are widely used in user and
node identity authentication, transaction protocol design, asset protection, communication channel
encryption, and application data access control.

Security functional components include the following:

— Asset

nrotection:
protectoh;

— Acce

— Ident

— Cryp
— Asse
— PIl p1
— Avalil

In a DLT]
availabili
aspect an
functions

— Asse

The 9
to sd
secul
DLT s

— Acce

Acce
perni
ause
authd

Befor
procq
succe
are u

Acce

bS management;

ity management;

fography management;

bsment and testing management;

otection;

ability management. AN
)

system, the security of information, the protection of flie confidentiality, integrity a
Ly of information and the protection of PII covers more/thah the ledger; it is a cross-cutti
d covers the user, non-DLT systems, API, DLT Platform, Infrastructure and other cross-lay
. As security is a cross-cutting aspect, it supports the'other layers in the architecture.

-

L protection

ervices in this area provide logical and physical protection to assets comprising or connecti
me DLT systems. Asset protection services and tools include access control, applicati
ity, platform security, network security;-and physical security. Some public or permissionle
ystems might not have the ability te'safeguard keys.

\
5S management

issionless DLT systems(Services can include processes to validate and/or verify the identity
r before they transacefusing the ledger or to limit the actions a user can take once successfu
bnticated. &y~

—

e making a,trafnslaction, a DLT system user typically logs on to a node; the services a
bsses included In this area would provide the authentication and authorization for that user
ssfully log on to the node and then transact. Membership services in the DLT platform lay
sed by a\é?ess management.

5s management is relevan% to permissioned DLT systems and typically not relevant for

ng
er

ng
bn

of
ly

bsomanagement might include identification, authentication, authorization, access control, a

acces

1=
S TUSS.

— Identity management

The services in this area include functions to support the lifecycle of identity. It includes creating
DLT accounts and setting attributes and values related to the DLT account, for example, identifiers,
roles, and authentication information. It covers entities and roles in a DLT system and can include
non-DLT systems connected to the DLT system. Identity management services, processes and tools
include role management, digital wallets, and logging.

— Cryp

tography management

The services in this area include processes to implement cryptography in a DLT system. Tools to
support cryptography management include key management and logging.
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