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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documérntmay be the subject of
patent rights. ISO shall not be held responsible for identifying any or all su¢h-patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as well ‘as’information about ISO's adhefence to the
World Trade Organization (WTO) principles in the Techtiical Barriers to Trade (TBT), see wiww.iso.org/
iso/fpreword.html.

This|document was prepared by Technical Commiittee ISO/TC 59, Buildings and civil enginedring works.

Any feedback or questions on this documentshould be directed to the user’s national standpards body. A
complete listing of these bodies can be feund at www.iso.org/members.html.
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Introduction

0.1 General

The objective of this document is to provide requirements and recommendations for organizations to
effectively plan security measures in order to protect their built environment (e.g. buildings, plants,
infrastructure, and property) against undesirable intentional actions.

This document describes an approach to planning security measures in the built environment based
on generic stages and corresponding security deliverables in each stage. This document also defines a

number of rﬁ&.ﬁaﬁhmﬂhuss:gn&d;nﬂ&mm&mgmaﬂmﬁ;m&&ﬂm&mm ut to
the design and construction process has been founded on professional assessment.

For practicdl use, the individual organization can adapt this document to its own project)mode| and
other organjzation-specific factors. This can also require that individual tasks be moved or allocated to
other stageq than those specified in this document.

This documlent is applicable independent from the chosen risk assessment methods, standardg and
guidelines fpr the project. Risk assessment methods are not described in thisdoeument and neither is
the design of mitigation measures.

Figure 1 shqws a checklist for when this document becomes applicable,

[s the project subject to a national
security act?

— Yes —

[
No \4

v

Is the nature of the project / are the activities
involved in the project covered by — Yes T
general threat assessments?

|
No \4

Do project-specific fisk; vulnerability or [SO 23234
consequer.lce.assessments that. hav.e been L ves »| should be used
performed indicate that the project includes in the project
special‘security considerations? planning
|

No A

v

Are-there other entities in the environs
of the project that can be thought to
impose requirements on the project

for their own security?
|
No

v
Can the project and its outdoor areas
be considered to affect the risk, vulnerability
or consequence assessments of
other entlerprises?

— Yes —

—Yes —

No
v

[SO 23234 will have little relevance
for the project planning

Figure 1 — Checklist as guidance for possible use of ISO 23234 in built environment projects
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National security regulations

In addition to the requirements ensuing from the organization's own risk acceptance, organizations
that are subject to national security regulations (where they exist) can be obliged by law to protect
critical assets (material and functional).

For organizations not subject to such regulations, it is natural to base their approach on the insurance
companies' requirements for their basic security. This document is general in nature and for general
use, both within and outside of the scope of application of national security regulations.

0.3

Safety and security
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earthquake, and technical installations failure in the building and civil engineering worl

aspe
a sat|
such
a bu
entel
that

document is targeted primarily at the domain referred to as protective security. In th
pbmmon word "safety” and the term "protective security" are used to distinguish betwq
mbating undesirable unintentional incidents or accidents (safety) and combgting
tional actions (protective security).

e context of protective security, risk is usually understood as "an expression of the
een the threat against a specific asset and this asset's vulnerability~tothat specific
it derives from a threat actor and has a differing degree of severity depending or
bility (knowledge and experience, access to weapons, tools and ‘means of assista
ous and presumed future choice of target (targeting).

hing of a building and civil engineering works involves two aspects related td
btective security and safety (the latter including for example protection against]

Cts can, under some circumstances, generate contradictory requirements, and resoly
isfactory manner is a very important task at the'planning and design stage. A typica
contradictory requirements is the necessity 6f'safeguarding effective evacuation of p
lding in an emergency situation versus thé-necessity of preventing unauthorized p
ing the building. Universal design, i.e. accessibility and egressibilityd), is also an impo
heeds a high degree of attention.

is document
en methods
undesirable

relationship
threat". The
the actor's
nce), intent,

protection
fire, flood,
ts). The two
ing them in
example of
ersons from
brsons from
rtant aspect

1) Ability to leave the building or any other delimited area.
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Bu

ildings and civil engineering works — Security —

Planning of security measures in the built environment

1 Scope

This document provides requirements and recommendations for effective planning and design of

secu

The
acts,

The
build

This

and private entities, for various environments, buildings and infrastructure.

2 Normative references

The
cons
unda

ISO 6

ISO
inclu
modd

Fort
ISO 4
— 1
— 1

Terms and definitions

Tty TITeasures 1 tire buitt environmeTtt:

burpose of the document is to achieve optimal protection of assets against all Kinds
while ensuring functional, financial, and aesthetic aspects.

Hocument describes which methods and routines need to be implementéd, in various
ing or civil engineering works project, as well as the competencies neededto achieve a

document is applicable to new builds, refurbishments and develgpment projects by

following documents are referred to in the text in¢such a way that some or all of t
fitutes requirements of this document. For datedjreferences, only the edition cited
ted references, the latest edition of the referenced document (including any amendme

707-1, Buildings and civil engineering works< Vocabulary — Part 1: General terms

|9650-5, Organization and digitization=of information about buildings and civil engine
ing building information modellingBIM) — Information management using building
lling — Part 5: Security-minded gpproach to information management

he purposes of this decument, the terms and definitions given in ISO 6707-1 and the foll
nd IEC maintain‘términological databases for use in standardization at the following 2

SO Online brewsing platform: available at https://www.iso.org/obp

EC Electropedia: available at http://www.electropedia.org/

31

secufrity

pf malicious

stages of a
good result.

government

heir content
applies. For
hts) applies.

ering works,
information

bwing apply.

ddresses:

state of relative freedom from threat (3.18) or harm caused by deliberate, unwanted, hostile or
malicious acts

[SOU
3.2

RCE: ISO 19650-5:2020, 3.7]

protective security
use of measures when managing risk (3.20) linked to undesirable intentional actions

3.3

preventive security
planning, preparation, implementation and overseeing of protective security (3.2) measures which seek

to eli

© ISO

minate or reduce risk (3.20) resulting from a threat (3.18)
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3.4
actor

:2021(E)

organization or individual that fulfils a role

3.5

project stage

delimited st

age within a project

Note 1 to entry: A project stage can in turn be divided into sub-processes. The division is often justified on
the basis of identifying deliverables, decisions, and changes of actors (3.4). It can be adapted to the individual

organization

or situation.

3.6
strategic dg
project stag
identified

3.7

preparatio
project stagg
conceptual §

3.8
concept dej
project stagd

and plans for the project, so that a final decision on implementation can be made on a correct basis

3.9
developed ¢
project stag
services sys
design prog

3.10

technical d
project stag
residual tec

3.11
constructig
project stagd

3.12
testing and
project stagf
systems are

efinition
b (3.5) during which the justification, overarching aim, and framework of the projed

h and brief
P (3.5) during which it is ascertained whether the project is feasible,-and determined W
olution is most appropriate

fign
(3.5) during which principles are developed for a technical solution with realistic strat

lesign
P (3.5) that includes coordinated and updated proposals for structural design, bui
tems, outline specifications, cost information and project strategies in accordance wit
Famme

psign
p (3.5) that occurs after thedeveloped design (3.9) has been completed and in whic
hnical work of the core design team is completed

n
(
handover

P (3.5). during which a fault-free technical delivery is handed over and it is ensured th
correctly adjusted to their intended use

3.5) during which deliverables are completed in accordance with plans and intentions

t are

rhich

boies

lding
h the

h the

at all

3.13
user

organization or person which uses or is intended to use, a building or other construction works

Note 1 to entry: A user can also be the owner of the building or construction works.

[SOURCE: ISO/TR 15686-11:2014, 3.1.131, modified — "animal or object" has been deleted; Note 1 to
entry has been deleted and replaced with a new Note 1 to entry; cross-references to terminological

entries in IS

3.14
in use

0 6707-1 have been removed.]

project stage (3.5) during which technically sound and economic operation is ensured that satisfies the
user's requirements for the project and that provides the intended effect

© ISO 2021 - All rights reserved
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3.15
decommissioning
project stage (3.5) during which a viable and prudent conclusion to ownership or period of use is ensured

3.16
asset
item, thing or entity that has potential or actual value to an organization

Note 1 to entry: Value can be tangible or intangible, financial, or non-financial, and includes consideration of risks
(3.20) and liabilities. It can be positive or negative at different stages of the asset life.

Note 2 to entry: Physical assets usually refer to equipment, inventory and properties owned by the organization.
Physical assets are the opposite of intangible assets, which are non-physical assets such as leases,.bfrands, digital
asset, use rights, licences, intellectual property rights, reputation, or agreements.

Note 3 to entry: A grouping of assets referred to as an asset system could also be considered.ds an asset.
Note { to entry: Life, health and welfare of humans and other living beings can also be an asset.

Note [5 to entry: In the context of this document, organization can be understogdjas both owner afd user of the
physical asset in question.

[SOURCE: I1SO 55000:2014, 3.2.1, modified — Notes 4 and 5 to entry‘have been added.]

3.17
vulnlerability
lack pfresilience against an undesirable intentional actiofor inability to recover a new staljle condition
of anlasset (3.16)

3.18
thrept
potential, deliberate action that can cause harm'to an asset (3.16)

Note|[l to entry: A threat is always related to-a‘threat actor (3.4), which can be an individual or an ofganization.

3.19
design-basis threat
threqt (3.18) used as a basis fof preparing security measures

3.20
risk
effect of uncertainty on objectives

Note [l to entry: Anéeffect is a deviation from the expected. It can be positive, negative or both, and can address,
creatp or resultinfopportunities and threats (3.18).

Note |2 toefitry: Objectives can have different aspects and categories, and can be applied at differeng levels.

Note B to’entry: Risk is usually expressed in terms of risk sources, potential events, their consequenges, and their
likelihood.

Note 4 to entry: In the context of protective security (3.2) against threats, risk is usually expressed in terms of
threat, impact, and vulnerability (3.17).

Note 5 to entry: In the context of this document, risk is used as a negative deviation.
[SOURCE: ISO 31000:2018, 3.1, modified — Notes 4 and 5 to entry have been added.]

3.21
residual risk
risk (3.20) remaining after risk treatment

Note 1 to entry: Residual risk can contain unidentified risk.

© IS0 2021 - All rights reserved 3
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Note 2 to entry: Residual risk can also be known as “retained risk”.
Note 3 to entry: “Risk treatment” in this document means carrying out mitigating measures to reduce the risk.
[SOURCE: ISO Guide 73:2009, 3.8.1.6, modified — Note 3 to entry has been added.]

3.22
risk assessment
overall process of risk (3.20) identification, risk analysis (3.23) and risk evaluation

[SOURCE: ISO Guide 73:2009, 3.4.1]

3.23
risk analysjs
process to cpmprehend the nature of risk (3.20) and to determine the level of risk

Note 1 to entty: Risk analysis provides the basis for risk evaluation and decisions about risk treatment.
Note 2 to entfy: Risk analysis includes risk estimation.
[SOURCE: ISO Guide 73:2009, 3.6.1]

3.24
stakeholdefr
person or orjganization that can affect, be affected by, or perceive themselves to be affected by a dedision
or activity

Note 1 to entfy: A decision maker (3.25) can be a stakeholder.
[SOURCE: IS0 Guide 73:2009, 3.2.1.1]

3.25
decision maker
top management or a person designated by the top-management, and given delegated authority to make
decisions

3.26
principal
person or o1ganization that has initiated the project

Note 1 to entfy: Principal can cortespond to "developer” or "client".

3.27
project manager
person with| the responsibility for planning, executing, and closing off a project

3.28
supplier

tegAnization sunnluving materials or nraoducts
person or ong Z Uppiying P U

Note 1 to entry: In this document, supplier can also mean person or organization supplying services.
[SOURCE: ISO 6707-2:2017, 3.8.30, modified— Note 1 to entry has been added.]

3.29

security deliverable

security-specific written report, memorandum, drawing, digital information model, product solution
or other documentable work based on specialist professional input

Note 1 to entry: The security deliverable is normally a sub-element of or input to the project to be executed.

4 © IS0 2021 - All rights reserved
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3.30

external policy maker

external actor (3.4) that sets guidelines for the project and whom the project has little opportunity to
influence

Note 1 to entry: External policy makers can include the police, planning and building authorities, heritage
authorities, other public authorities, standards-setting bodies, etc.

3.31
security planner
adviser with knowledge and experience in managing the planning of the security works in construction

ro ctevaith crnacial cacnrity raaniramantc
e eR-Specar-Secuey-Feqt S

T CTITeTTe

3.32
security risk adviser
adviger with knowledge and experience in undertaking risk assessments (3.22)

3.33
techpical security adviser
adviger within a technical subject with special knowledge and experience in security (3.1) during the
operfptional phase of the process

Note|l to entry: This can include engineers with specialist knowledge dnd experience in the vulnerability (3.17)
and gecurity of structures, electro-technical installations, or othersystems. This can also include(architects or
landgcape architects with specialist knowledge and experience in security.

3.34
operjational security adviser
adviger within the domain of human and organizational security measures during the|operational
phasg of the project

Note [l to entry: This role is often filled by the user's own security organization.

4 Planning of security measures for the built environment

4.1 | General

Whete there is an identified nieed for protective security in relation to an asset in the built environment,
protective security measures shall be considered and, where implemented, managed in all prjoject stages.

Thisdocument sets‘out a suggested model for project stages (see Table 1) that can be appligd whether a
projgct relates to-a new or existing asset. Some projects might follow alternative project mpdels for the
execfition of work. Depending on the nature of the project, the complete model can be followed, or parts
can e adapted and applied.

The pétors in a construction process have defined tasks and roles in the different stages and sub-
processes. The principal is responsible for defining the construction programme and detailed
requirements, while the project manager and project planning manager are responsible for
ensuring that the decision support documentation for security is prepared in line with the accepted
recommendations of the project security adviser and to the right quality. The project planners shall
jointly develop the project from a list of needs and functions that result in suggestions for detailed
interdisciplinary solutions. The project executors shall deliver and implement the selected solutions,
and document that their execution complies with the defined requirements.

All actors involved in the project security works shall familiarise themselves with the requirements
and instructions defined by the principal in the project and understand how the security requirements
also affect the individual's specialism and choice of solutions. This document describes the tasks,
functions, and responsibilities of the protective security roles during the individual stages. This
should be viewed in relation to other security deliverables in the construction project. Requirements
for protective security measures shall be developed in the project in the same way as other functions

© IS0 2021 - All rights reserved 5
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and requirements. Security requirements should be defined through processes for security risk
management in the principal's organization before the project is established.

4.2 Security planning as part of risk management

In a construction project where protective security measures are to be implemented in accordance
with this document, there can often be a number of activities in parallel with, or in advance of, what is
defined as the construction project itself. During the planning processes, public stakeholders should be
asked whether their needs are sufficiently taken into account.

The principal shall decide which security measures to implement. The basis for such recognition often

emerges frdm the organization performing security risk assessments as an on-going activity. i
organization's security risk management.

The organiz
profile in re
result in thg
the organiz3

Which secu]
the nature d
been condu
then use thd

The princip
project stag
stage of the
shall alwayj{
of the secur

4.3 Size ¢

ption is expected to have ongoing processes for mapping, analysing, and assessing its t}
ation to assets and known threats. Changes in the asset inventory or the thireat pictur

need to alter security measures. The same can be true after incidents‘that have aff
ition.

ity deliverables are included at each stage within a specific construction project depen
f the project and how it is being organized. Sometimes, a security risk analysis has al

security risk analysis as supporting documentation for its.work.

hl can choose to include the introductory security deliverables in the strategic defin
e, as part of its ongoing operations, as a concept for, the construction project, or as the
construction project. A construction project orgatised in accordance with this docu
use design-basis threats and security risk analyses in the project planning and exec
ty works.

f projects

Organizatio
perform ma|
organizatio
For smaller
security del
usage of thij

4.4 Divis

4.4.1 Gen
The deliverd

hs with a need for security (measures against undesirable intentional actions
ping, assessments, and analyses as a basis for their choice of final security measures
and scope of the work sheuld be modified according to the type and size of the pr
projects, it can be apprepriate to use this document for parts of the process only, an
jverables can have a Jesser scope. This gives the organization the opportunity to adag
document to its own-needs.

jon of the building process into stages

eral

n the

hreat
b can
pcted

s on
eady

‘ted by the principal before the construction project begins,The project organizatiop can

ition
first
ment
1ition

shall
. The
bject.
d the
t the

Ibl€s.in the stage descriptions show which information and documentation is necess

complete th

b project tasks during that individual stage.

a|ry to

Table 1 shows where the individual security deliverables belong in different stages of the construction

project.
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Table 1 — Project stages and security deliverables

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6 Step 7 Step 8
Strategic Preparation |Concept Developed |Construc- |Testingand |In use Decommi-
definition |and brief design and techni- |tion handover ssioning
cal design
Impactas- |Inputtothe |Reassess Input to Partici- Partici- Contribu- Overview
sessment dependency |[security tender pation in pation in tions to of sensitive
map objectives  |drawings implemen- |handover trial use installations
tation
control
Seculfrity Security Security Input to Partici- Complete- |Security becurity risk
obje¢tives  |risk analysis |risk analysis |delivery and |pation in ness check |[training hssessment
(preparation | (concept) job descrip- |functional [decommis-
and brief) tions tests and bioning)
commis-
sio-ning
Require- External re- |Reassess Contribu- Input to the |Quality and Security
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4.4.2 Strategic definition

Within the strategic definition stage, the purpose and framework of the construction project, to meet
the user needs and requirements (where known), are identified and a business plan prepared.
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The degree of protection required to mitigate the risks posed by identified potential threats to the
completed building or infrastructure, the services delivered from or by it, or specific sensitive assets
contained within or on it, shall also be defined.

The principal then assesses if the construction project is commercially viable and whether to continue
the planning or not.

4.4.3 Preparation and brief

During the preparation and brief stage, conceptual solutions are developed to establish whether the
construction project as set out in the strategic definition stage is feasible. By the end of this stage,
the most apjpropriate conceptual solution is determined based on the organization’s general busjness

plan, provis ind a
requiremen

Opportunit

onal business plan for the construction project (justification and strategic objective)
[s analysis linked to the construction project.

s and preconditions for the project are investigated and the objectives, framework

and

i
success critFria for the project are specified. The stage also involves the definition ofithe’ functionall and
spatial requjirements.

At the end of this stage a conclusion is reached as to whether to proceed with-«the project or not.

4.4.4 Conceptdesign

The concept r the

constructiol

design develops the principles for a technical solution.aid the strategies and plans fg
1 project so that a final decision on implementation ecairbe made.

During this stage, the following shall be produced:

a verifig

d specification of the user's needs and requirements;

a study jof functions and solutions;

the expected impact assessment of the protéctive measures; and

a confirmed business plan for the project.

These shall pllow a final project scop€, a specific execution plan and a cost estimate to be produced and
enable the organization to reach a final decision on the financing and execution the project.

4.4.5 Developed and technical design

During the

produced, a
estimates of
detailed inf

leveloped ard-technical design stage, detailed and quality-assured design document
s well as-the final project scope and execution strategy with associated costs (incly
uncertainty margins), schedule, and quality requirements. The suppliers shall also su
rmatien on systems and products.

5 are
1ding
bmit

In this stage, the principal shall decide where any specialist personnel, materials and system§ are
required during the project and for the completed building or infrastructure, based on the information
set out in the user requirements.

The purpose of documentation produced in this stage is to ensure that the construction project can be
completed to the right quality at the right time.

4.4.6 Construction

During the construction stage, work should be undertaken according to the design documentation and
other associated requirements.

In this stage, the principal shall ensure that qualified persons take necessary decisions in compliance
with the business plan and user’s needs.
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A plan should be developed for testing of relevant components and systems and a quality assurance
review of the completed works shall be undertaken. By the end of the construction stage, “as built”,
operation and maintenance documentation shall be submitted to the principal.

4.4.7 Testing and handover

By the conclusion of the testing and handover stage, the completed works should be fault-free and all
systems should be correctly adjusted for their intended use before the construction works is handed
over to the principal, together with any testing and certification documentation.

During the trial use period, operating personnel and users should also be trained in the use of any
specfalist systems.

At thie end of the trial use period, the principal assesses whether the completed project’cdmplies with
the Business plan and accepts (or rejects) the results of tests and reports from thetrial.

As alresult of the work during this stage, finished construction works, quality:assured with functional
tests] trial use and inspections, emerges. The user monitors the functions 6f the product 4nd assesses
the performance.

4.4.8 Inuse

Duripg the in-use stage, the construction works should be opefated according to the needq of the user;
and its performance, as well as the performance of specific systems, should be monitored and recorded.

4.4.9 Decommissioning

Decgmmissioning occurs when the current use or.ownership of a construction works comegs to an end.
Duripg this stage, it can be necessary for current-assets to be removed, especially where the owner or
user|considers that the assets are of a sensitjve nature. The assets can also be replaced by pther assets
belonging to new users.

Durihg this stage, the principal keeps final accounts and performs analyses, whilg the user’s
participation ceases.

If the construction works, or in the case of demolition, the site, is sold, all relevant documentation shall
be trpnsferred to a new owner!

4.5 | Organization-and principal

The ¢rganizationdbecomes a principal (buyer, client) when it decides to carry out a construcftion project.
The principal.ean sometimes be the intended user of the final outcome of the project.

The principal can choose to:

— gelthe finished construction works to a buyer unknown at the planning stage;

— sell the finished construction works to a buyer known at the planning stage;

— continue to own the construction works after completion and rent it to a user unknown before
completing the works;

— continue to own the construction works and rent it to a user known before completing the works; or
— continue to own the construction works and use it for own purposes;

and the selected alternative can determine the choice of the security measures to be implemented
before take-over of the final outcome of the project.

If the building or infrastructure is sold to a buyer who remains unidentified until the building or
infrastructure is finished, the security measures implemented might not meet the requirements of the
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end user. Under such circumstances, future users should conduct their own analysis and implement
security measures based on their needs.

When the principal intends to rent the building or infrastructure to a pre-identified user, the planning
of security measures is likely to be based on the requirements contained in the contract between the

principal an

4.6 Speci

d the end user.

al advisers in security projects

4.6.1 General

In addition {
projects wit
therefore d
roles are:

security
security

technic
structu

project

NOTE Fd
most project
for such role
such skills ne

4.6.2 Seci

A security
security wo

The security
that are md
operational

For projectj

or project
necessary d

4.6.3 Seci

operatipnal security adviser; and

r planner;
r risk adviser;

] security adviser, which includes roles such as specialised architeetand landscape arch
ral adviser, and systems adviser;

Kecurity adviser.

r these roles, there are currently few dedicated training programmes or certification schem
, it is therefore up to the principal, project manager or project planning manager to define thej
5, with detailed specification of the associated\knowledge and experience, and to assess wh
ed to be possessed by an individual adviseryer a group of advisers.

irity planner

Fks in construction projectsiwith special security needs.

' planner has experience-of project management and a good understanding of the discip
st important for security work. A security risk adviser, technical security advisej
security adviserzcan’act as a security planner if they possess those qualifications.

where secUdrity constitutes a significant part of the deliverables, the project mar
lanning mamager can act as the security planner if they have sufficient insight int
pliverables’and the knowledge and experience required for the security deliverables.

hrity risk adviser

o the general roles pertaining to construction projects, irrespective of their arrangement,
h special security needs also require specialist knowledge and experience. Thisidageument
efines five specialised roles that in turn can have sub-specialisms. The five‘ speciaflised

itect,

es. In
need
ether

blanner is an adviser with knowledge and experience in managing the planning of the

lines
and

lager
b the

A security risk adviser is an adviser with sufficient knowledge and experience in the entire assessment
process of threat, vulnerability and risk in relation to the functional design and location of the
construction works. This adviser is able to advise on security objectives, prepare scenarios, visualise

the risk pict

ure and evaluate strategies.

The security risk adviser shall have sufficient knowledge to:

assess t

analyze

10

he practical performance of qualitative assessments;

the validity and reliability of the information supporting the assessments;

estimate impact assessments, threat assessments, security reviews and audits;

estimate the need for security measures of the client;
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— estimate the positive and negative effects that can result from a security measure;

understand how combinations of measures can impact each other; and

— understand specialist domains such as manned guarding, structural barriers, surveillance, etc.

4.6.4 Technical security adviser

4.6.4.1 General

The role of technical security adviser can be filled by one or more specialists with skills in advising

on vililnerability, technical security measures or the design of the construction works. Sonj

role |
of sp
othe
of th
reley

4.6.4

This
envi

The

secu
solut
soluf]

4.6.4

This
secu
barr

4.6.4

A st
asses
meas

The
cons
also
full ¢
envii

has also been described as "consulting security engineer". This overarching term can ¢
ecialist roles, such as architects, landscape architects, structural advisers, systems a
" technical security advisers. For projects where protective security constitutes a sig
e deliverable, the technical security advisers can act as the security plannersif they ha
ant knowledge and experience in the security vulnerabilities and possiblé)security me

.2 Architect

role presupposes an architect with specialist knowledge and‘experience in protecti
onment against undesirable intentional actions.

fask of the person (or team) is to adapt architectural solutions to the requirements g
Fity. An architect acting as a technical security @dviser shall understand how
ions influence the resilience against hostile actiéhs, and how to adapt the initial
ions to reduce the vulnerability of the building 6r'civil engineering works.

.3 Landscape architect

role presupposes a landscape architect with specialist knowledge and experience i
Fity, for example vehicle access_cenditions, the design of permanent hostile vehicl
ers with controlled access, screening of vehicular traffic, illumination, etc.

.4  Structural adviser

Fuctural adviser is (an-adviser with knowledge and experience in performing Vv
sments of structur@s in the built environment and experience in selecting and in
ures to protect.the structure of the building, plant, or property.

etimes, this
pver a range
dvisers, and

lr]ificant part

e sufficient
asures.

ng the built

f protective

:Irchitectural

rchitectural

N protective
b mitigation

ulnerability
plementing

structuraladviser has, for example, knowledge and experience in materials
[ruction€echnology, technical building standards and load-bearing properties. This ad

onmental risks that can impact the structure of a building, such as earthquakes.

technology,
iser should

have Kniowledge of the dynamic response of structures to large impulse loads, e.g. the impact of
r partial collapse of the structure of a building caused by explosives, as well as knowledge of the

The structural adviser should have engineering expertise in protection against armed assaults,
explosives, blast effects, and forced entry. The structural adviser should also have expertise in measures
such as hostile vehicle mitigation, pedestrian barriers, weapon detection, etc., and special knowledge
of protective security through the use of glazing, building materials (concrete, masonry, metal, wood,
plastic, composites), infrastructure/installations, earth/rock, etc.

4.6.4.5 Systems adviser

The systems adviser is an adviser who has knowledge and experience in performing vulnerability
assessments of the technical installations in a construction works, documented insight into technical
system relations and dependencies, and experience in selecting and implementing technical security
measures.
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Depending on the project, the systems adviser has knowledge and experience with the relevant electro-
technical standards, the benefits and disadvantages associated with different types of electronic
security systems, location-specific considerations, effects of individual or concurrent faults in the
systems and system integration.

For projects where protective security constitutes a significant part of the deliverables, the consulting
electro-technical engineer can act as the security planner if they have sufficient relevant knowledge
and experience in the security vulnerabilities and possible mitigation measures that are relevant for
the project.

Systems adv1sers 1nc1ude englneers w1th spec1ahst knowledge and experlence w1th electromc securlty
systems, ing i
access contf

ol systems securlty related llghtlng, control room systems, computer networks, etc.

4.6.4.6 Other technical security advisers

n the
and

Technical sgcurity advisers can also include advisers with specialist knowledge andyexperience i
design of sdcurity measures linked to ventilation, detection of chemical, biological; radiological
nuclear weapons, detection of explosives and other technical protective security.domains.

A technical
topography,

security adviser can also have special knowledge and experience in vehicle dynamics,

materials, and equipment testing.

4.6.5 Opdrational security adviser

An operatiopal security adviser has knowledge and experienge of human and organizational sec
measures. An operational security adviser shall provide advice on operational security aspects sy
the use of rapid reaction forces, surveillance, etc. An operational security adviser shall contribute t
vulnerability assessment of the functional design and siting of the construction works and proper

urity
ch as
o the

Ly

While the |
measures a
project. An
linked to de
sizing and
sensor data

uman and organizational security nieasures should be coupled with the technold
5 part of the project’s deliverables,they often do not constitute part of the constru
operational security adviser gives‘advice about resource consumption and manage
tection, verification, and reaction: Among other things, this entails advice on the plan
se of manned guarding forces, the organization, verification, and assessment of rec
and the development of decision support systems and operational action plans.

gical
ction
ment
ning,
pived

The knowl¢
of formal tr]
possess und

dge and experience(of operational security advisers should be based on a combin
pining and experienc¢e within operational domains. An operational security adviser
erstanding of how human and organizational security measures function in the fin

htion
shall
shed

hnt, or propérty, and how these measures function in combination with the technical
hsures.

building, pl
security me

4.6.6 Projectinformation security adviser

The responclhlhfv for ensuring that project information is nrnnpr]v nrnfprfpd should be qcclonpd 0 an

appropriate individual(s). Approprlate document and 1nformat10n handlmg routines, protectlon and
special authorisation schemes for personnel working on the project (security clearance / authorisation
for certain projects), etc., should be put in place. The project’s information security management shall
be organized according to ISO 19650-5. The project information security adviser should have good
knowledge of information security challenges ensuing from the use of building information models (BIM).
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5 Security deliverables in stages

5.1

Strategic definition

5.1.1 Assetinventory

An asset inventory is part of a security risk assessment. This includes identification of the most
important assets, such as personnel, physical assets, information and functions.

The principal (or the future user, if not the same) shall have a complete inventory of the assets it owns

or h
orga

An a
the ¢
sepa

The
The

pring

NOTH
infor
integ|

5.1.2

Obje
undd
Thes
setti
with

The

s availabhle and undorstand what the a¢cets rnprncnnf In ar]r‘]ih'nn’ all rolationch

ips to other

hizations shall be mapped and assessed.

set inventory is part of a security risk assessment and evaluates the role of differg
rganization’s function, and the consequences of their disruption or loss. Eaeh asset
Fately and described as to what it is and how it is used.

next steps are threat assessment and impact assessment.

threat assessment and impact assessment are performed by the-Security risk advi
ipal, supported by a security planner if needed.

It can be relevant to look at the potential for harm through the compromise or improper
mation (breach of confidentiality), the tampering with or improper modification of informatid
rity) and the destruction of information or functions (damage to availability).

Protective security objectives

sirable incident. The security objectives.shall be re-evaluated later on in the construc
e objectives define the purpose or expected outcome attributable to the security mg
hg of objectives is based on the impact assessment and performed by the principal in

the project manager, potentiallywith support from the security planner or security ri

protective security objectives'can be described by one or more of the following:

definition of which threatsithe preventive security measure shall, asa minimum, be able
basic security) and (What the consequence-reducing measures (emergency respons
hall be able to withstand;

q

definition of tlhie longest acceptable time elapsed from the moment an undesirable inc
intil a newjaéceptable state has been achieved;

description of the final state of the organization, i.e. the state desired to maintain or r¢
the attack has been concluded.

nt assets in

is assessed

ser and the

disclosure of
n (damage to

ctives shall be defined for what is a desirablelor acceptable condition for the asset during or after an

tion project.
asures. The
ronsultation
sk adviser.

owithstand
b measures)

dent occurs

tcreate once

lous personal

injury Would occur, that act1v1t1es can be resumed or 51mllar The protectlve securlty ob]ectlves can express the
time it would take before an organization can resume ordinary delivery of its products or services.

Security objectives are important notably in order to make the right trade-offs and choices in the threat
assessment, choice of scenarios, the vulnerability assessment, the risk assessment, and selection of
strategies and measures.

The protective security objectives shall always refer to defined assets and how they shall be protected.
The definition of objectives for the security measures shall be done in order to assess the vulnerability
to different actions and/or incidents later in the process.

The protective security objectives should be re-evaluated in the course of the project. The objectives
can be affected by changing costs or other factors that occur during the construction project.
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5.1.3 Requirements for protective security planning

Requirements for protective security planning include an assessment of the organization of the
protective security work, the methods to be employed and the knowledge, experience and progress
that are relevant and necessary to deliver the project. Security deliverables and their responsible
actors shall be identified for each stage in the project. Divisions of responsibilities and interfaces with
applicable legislation shall be clarified.

Requirements for security planning shall be performed by the principal or project manager, in

consultation with the project security adviser and the security planner.

hich

The requir
security del
delivery and
expected of
document a
complement

The project
stakeholder

ments for securitv planning are contained in an initial nroiect nlan that indicates v
A ] ) S T

verables are relevant at the different stages of the project, and the actors responsiblea
| approval of the security deliverables. The project plan also defines the detailed-expd
the security risk adviser, technical security adviser and operational security.adviser
so assesses whether each of these roles can be filled by a person or whether‘a team
ary expertise is needed.

plan also outlines the need for involvement of the principal and external policy maker
5 at different stages of the security work. This includes the start:Gip)of any planning

exemption dpplications to authorities, etc. Requirements for security plannifig also entail assessmg

the relation

The results
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bhip to legislation, standards, and other factors to which the project shall respond.

of the security deliverable “requirements for security plahning” should be transferr
roject plan.

eat assessment, scenario selection and design<basis threats
Ktage, relevant threats and scenarios shall be'identified and design-basis threats defin

this stage is conducted by a security nisk adviser. Design-basis threats shall be revi
d by the principal.

|ssessment, scenario selection and“definition of the design-basis threats are conductg
risk adviser through five stagés:

Fation of potential threat.actors;

lent of the threat actors" capability, intentions, history and targeting;
lent of the actors$“modus operandi;

pf attack scenarios;

bn of desigh-basis threats.

f threat actors can range from nation states, through terrorists and criminals to acti

r the
rtise
The
with
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vork,
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bd to

bwed

ed by

Vists.

The threat

ctars canbe external orinternal

Each relevant actor shall be assessed in relation to the assets. Actors who are assessed as potentially
having hostile intentions shall be entered on a list.

Furthermore, it shall be assessed how each potential threat actor can act to attack the target (modus
operandi).

Based on the threat assessment, the security risk adviser prepares a list of possible scenarios. A scenario
describes how relevant threat actors can deliberately damage or take over the assets. The scenario
description shall be as specific and unambiguous as possible, so that it clearly indicates vulnerabilities
and needs for measures. A scenario shall be developed for each unique pair of an asset and a threat actor.

A sufficient number of scenarios should be developed in order to get a clear picture of the challenges at
hand. While too many scenarios can make the analysis too complex and unwieldy, too few scenarios can
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constitute an inadequate basis for analysis. For certain projects, there can be just a few scenarios. For
large and complex projects, a large number of scenarios should be generated.

From the threat assessment and scenarios, a list of design-basis threats should be derived.

Design-basis threats are selected based on known or expected capabilities among the potential threat
actors, and not based on the means of attack that can theoretically be used against an asset (for example,
an explosive charge).

Uncertainty concerning the information source for the threat assessment and uncertainty of the
assessment itself shall be identified and should be clearly communicated.
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incertainty of the assessment increases as the assessment's time horizon expands.
the assessment should not just be based on presently known threat actors and their
e categories of possible threat actors with their range of capabilities and modus opet
cluded in the assessment. Sometimes, it can be a known fact that it is diffictilt'to prd
ts of a certain scope and consequently, the principal is willing to accept €he’risk of t
b realised. The principal shall approve the final list of design-basis threats’and this list
orting documentation for the future security work. The list of design-basis threats {
mpanied by a list of threats, if any, that the principal has decided tda-elassify as irreleva

The International Atomic Energy Association (IAEA) refers to design-basis threats as "t
haracteristics of potential insider and/or external adversaries,.who may attempt unauthor
botage, against which a physical protection system is designed.and evaluated."le]. The US D
land Security (DHS) defines design-basis threats as "a profile‘of the type, composition, and d
saries"[Z],

Information security for the project

hg this stage, the need for protection of information in the project shall be described, a
mation security measures. This work shall be performed in accordance with ISO 1965

Security risk analysis (strategie)

bmpletion of the strategic.definition project stage, the security risk adviser can asses
Fity risk based on the-organization's assets, the design-basis threats against the orgar
dentified vulnerabilities. In some cases, the deliverable can require input from techn
ers or others.

Lion alternatives can be relevant for the project. The security risk analysis shall includg
e risk for-each location in question, based on the existing assessments of threat and
prabilitiesfor each location, related to the defined scenarios and design-basis threat]
ribedtand ranked. It can be appropriate to prepare scenarios that take account of g
ion.and /or neighbours of the different locations.

hg this stage, the security risk adviser shall assess the risk and present the risk picturg.
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The protective security measures needed to achieve the security objectives shall be described for each
of the locations. The description can be used to calculate the cost differences between the alternatives.

An analysis can also be made for the risk for external parties, for example increased security risk for
neighbours resulting from the completion of the project.

5.1.7 Clarification of conditions

Before the construction project can advance to the next stage, the list of conditions, supporting
documents, requirements and expectations shall be checked and verified for completeness. It shall also
be ascertained that the conditions are properly understood.

This verification shall be performed by the principal or security planner.
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The security deliverables described in the document are introduced in the strategic definition project
stage. Assessments and decisions have likely been made by the principal before this stage. Any
documentation from preceding activities can be collected and used in the project. The security planner
begins by collecting any existing information and clarifying how it can be utilised in the project stages.

Based on this information, the principal decides whether the project can continue.

5.2 Preparation and brief
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security needs.
ition is performed by the security planner or operational security adviser

U shall be established of necessary logistics within spaces, areas or functions with sp
ds and zoning requirements.

e it is necessary to consider the safety requirements that follow with the functio

1 works shall allow for quick evacuation of the premisesin-ase of fire or other dangg
he security measures shall be harmonized with the safety measures in a way that exc
ituations due to contradictory requirements to safety~and security.

hirity risk analysis (preparation and brief)

y risk analysis comprises an assessment of the security risk for different prop
solutions for the construction works. A@ecurity risk analysis shall be done for each d
evaluated for the finished construction works or property. Particularly difficult sec
hould be identified so that they can.be carefully monitored in subsequent deliverables

is performed by the security risk adviser.

r risk analysis from the strategic definition project stage can be used as an initial suppo
r this work. The report'is based on the impact assessment and the design-basis threa
he location has usually been chosen, and different concepts for construction at the
assessed against.each other. The security risk analysis creates a vulnerability assess
he concepts evalyated for the finished construction works or property.

assessment; threat assessment and vulnerability analyses show the security risk inv
ept. The risk picture shall be visualised so that the principal can assess the security
vith the different concepts.
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During the preparation stage, the security planner shall consult external policy makers (for example,
the police, planning and building authorities, cultural heritage authorities and other public authorities)
for advice on security requirements and in order to map their expectations and needs in an external
requirements report.

It can be necessary to establish special security zones (limited access) around the site, restrictions on
traffic in neighbouring streets, emergency response measures to be prepared, etc.

5.2.4 Security strategy

The security risk adviser, technical security adviser and operational security adviser shall prepare a
security strategy that defines how the organization should be protected against the defined design-
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basis threats. The security strategy can include organizational needs, such as staffing and operations.
It can also include any security-related instructions for the location of the construction works on the
site, spacing requirements, and design. The security strategy is summarised in a document that forms
part of the supporting documentation for the concept design project stage.

The security strategy shall clearly show how the organization should be protected against the
defined design-basis threats. The security strategy shall show what zone partitions are intended to
be established. It shall also make clear the need for organizational measures such as need of security
staff and other considerations that affect the operational stage. This security deliverable includes
security measures similar to what the fire protection concept offers within fire protection strategy.
This includes topics such as siting of the plot, spacing requirements, entry and exit routes, building
design (volume above and below groundJ, landscaping, etc.

5.2.§ Input to zoning

The gecurity planner and security risk adviser shall prepare security input for zoning.

Whe

apr
incoi
dist4
protq
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h building in un-zoned areas, or if a proposed development does not fit into the applig
posal for a new zoning plan shall be prepared. The security strategy's expectati

nces, visibility conditions, etc. The inputs should be documented in separate docum
bct sensitive information.

Input to the spatial and functional programming

becurity planner and operational security adviser@hall prepare functional security r¢
put to the construction project's spatial and functional programme. This shall sh

be specified which spaces or areas shall havefree access without security requiremen

ept design and developed and techmical design). The inputs should be documented

Identification and assessment of security measures

ecurity risk adviser, technical security adviser and operational security adviser shall
s technical, human;and organizational requirements for security.

becurity measutretequirements define any absolute and recommended preconditions
ures. They €an’include requirements from insurance companies and any technical r¢
as distancgs, the minimum strength of structures, facades, doors, windows, etc. Af
ions shallvbe stated so that they can be used as a basis for future planning. This is i
I toachieve the security level that the asset shall maintain, and so that future work i
porates both needs for solutions and associated costs.

able zoning,
ns shall be

porated in the zoning plan, including access conditions, relatiehs with neighbours, spacing

ents to help

pquirements
pw security

rements for each individual space, groups of-Spaces and for functions of the organizaftion. It shall

[S.

brogramme shall be updated continupusly and be detailed during the two project plapning stages

in separate

identify and

for security
pquirements
1y preferred
mportant in
1 the project

Organizational and human security measures shall be harmonised with the technical measures in order
to achieve the security objectives. For projects with an established user organization, it is appropriate
to involve this body in the definition of requirements for organizational and human security measures.

5.2.8 Cost survey
The technical security adviser shall prepare a cost estimate for the identified security measures.

This constitutes the initial cost estimates. At this early stage of the project, the estimates are usually
relatively general.
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5.2.9 Contributions to preliminary design report

The security planner and technical security adviser shall prepare security input to the preliminary
design report with alternative solutions for the implementation of the security requirements.

In the preliminary design, two or more alternative conceptual solutions are often examined, concluding
in the recommendation of one concept. The preliminary design report shall show that the security
requirements from the preparation stage have been implemented. It can be necessary to take out
chapters concerning security as separate confidential annexes, so as not to compromise the project's
information security.

5.3 Conceptdesign

5.3.1 Reassessment of security objectives
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sment of the security objectives should analyse how the security measuresdeveloped i
and brief reduce the risk. It should also analyse the cost of the measuresiand whethe
ectives are achieved by means of the proposed measures. The reassessment should cl
risk remaining after the recommended measures have been implemented. The assess
Fformed by the security risk adviser, while the principal shall either accept the residua
nges in the project.

5.3.2 Sectirity risk analysis (concept)

The security
it for the ch

 risk adviser updates the security risk analysis from-the previous stage and elaborat
sen concept.
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5.3.3 Reassessment of security strategy
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for example

ent shall be made as to whether there is'aneed to reassess the security strategy. The strg

measures shall be reviewed and anyassessment made of how the strategy contribut
urity risk, and how the strategy s itrarmonized with any other requirements for the pr
safety requirements.
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The assessinent shall be performed by the security risk adviser, technical security adviser| and

operational [security adviser.

The reasses
technical sg
systems ady
the security

sment of the security strategy is headed by the security risk adviser with input
bcurity advisersAge.g. specialised architects, landscape architects, structural adv
isers) and operadtional security advisers. In the reassessment process the extent to W
strategy is;Suitable for reducing risk is analysed (the vulnerability of the given assg

from
sers,
rhich
ts to

the design-hasis thréabs).

5.3.4 Desfcription of security measures

During the concept design stage, the design of the construction works is resolved, and a document
shall be prepared that shows the placement of functions, interrelationships, relationships to the
surroundings, etc. A good plan contributes to good security.

This input shall be provided by the technical security adviser.

The description of physical security measures typically includes system drawings for load-bearing
structures or facades with specification of the construction principles and main dimensions. These
system drawings and descriptions shall show how the structures are designed to counter the design-
basis threats.

The technical security systems depend on the architectural and structural concepts described. In the
systems described in the preliminary design, the preconditions associated with the specific alternative
shall be described.
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5.3.5 Integration of security measures

The technical security adviser shall contribute to the detailing of the main solutions and help prepare
comprehensive plans, floor plans, cross-sections and elevations in which security solutions are
integrated.

In the integration of security measures, further design is performed on the security measures as defined
in the description of security measures. Investigations of buildability and usability are undertaken, and
a conclusion shall be prepared so that the security solutions are incorporated as a natural part of the

project.
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S>election of security measures

echnical security adviser shall prepare drawings of security measures.

ustification for the choice of construction and security solutions shall beimade evident through

system drawings and other drawings. This provides input, both to the security wd
[ruction project in general.

basis for the choice of security solutions or a solution framework,.the costs of permang

rks and the

nt solutions

ighout the lifetime of the construction works shall be included inxthe assessment and njade evident

e concept design as early as possible. Security measures that'require participation of §
ding, surveillance and response, require small investment€osts but large operating co

re larger investment costs and lower operational costs:

Input to operational requirements

cecurity risk adviser, technical security adviser and operational security adviser s}
rements for the operational organization'and maintenance.

bperational element shall be set outiwith clear requirements so that these can be §
hting and maintenance manuals forthe final design.

Cost survey for concept
echnical security adviser’shall update cost estimates for all security solutions.

ost of all security.$glutions, both structural and systemic, shall be calculated and used
oncept report sg-that it is evident to decision makers.

he security-measures, the cost estimates made in the preparation and brief stage can
ine. As farnas possible, the estimates should be based on quantities obtained from d
ing arfhotations. The costs of unresolved or non-detailed systems shall be estimate
qudre meter. It would be natural to do a quality check of the survey against releva
cts)
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5ts, whereas
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5.4

Developed and technical design

5.4.1 Input to tender drawings

The technical security adviser shall prepare input to tender drawings in which construction elements
with security requirements are integrated and described.

In connection with the developed and technical design, tender drawings for construction, earthworks,
structural work, and interior works shall be prepared, as well as drawings for technical facilities (HVAC,
electrical power, and telecommunications). Security solutions shall be shown on separate drawings in
order to protect sensitive information.
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