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ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

ISO 23081 sets a framework for creating, managing and using records management metadata and
explains the principles that govern them.

This document gives guidelines for understanding, implementing and using metadata within the
framework of ISO 15489. It addresses the relevance of records management metadata in business
processes and the different roles and types of metadata that support business and records management
processes. It also sets a framework for managing those metadata.

NOTE [ This part of 15U 23081, busSiness and bUSINeSs activity are used as broad terms, not restricted to

commerciallactivity, but including public administration, non-profit and other activities.

It does not| define a mandatory set of records management metadata to be implemented, since these
metadata will differ in detail according to organizational or specific requirements for, jurisdictfion.
However, if assesses the main existing metadata sets in line with the requirements of IS0*15489.

—e

[SO 2308142 and ISO 23081-3 are more explanatory and provide practical guidance en implementation

issues and jhow to assess records management metadata sets against the principles in this documer

o
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INTERNATIONAL STANDARD ISO 23081-1:2017(E)

Information and documentation — Records management
processes — Metadata for records —

Part 1:
Principles

1 (Scope

Thif document covers the principles that underpin and govern records management metadata. These
principles are applicable to:

—

— |records and their metadata;
— |all processes that affect them;
— |any system in which they reside;

— |any organization that is responsible for their management.

2 |Normative references

The following documents are referred to in the text in such a way that some or all of thpir content
conptitutes requirements of this document. Far,dated references, only the edition cited dpplies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO| 15489-1:2016, Information and doctimentation — Records management — Part 1: Concepts and
principles

3 |Terms and definitions
For|the purposes of this document, the terms and definitions given in ISO 15489-1 and the following apply.
[SOJand IEC maintain terminological databases for use in standardization at the following addresses:

— |ISO Online browsing platform: available at http://www.iso.org/obp

— |IEC Electropedia: available at http://www.electropedia.org/

3.1
agent
individual, workgroup or organization responsible for, or involved in record creation, capture and/or
records management processes

Note 1 to entry: Technological tools such as software applications can be considered agents if they routinely
perform records processes.

3.2
aggregation
any accumulation of record entities at a level above record object

[SOURCE: ISO 16175-2:2011]

© IS0 2017 - All rights reserved 1
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3.3
attribute
characteristic of an object or entity

[SOURCE: ISO 23081-2:20009, 3.2]

3.4

business activity

all the functions, activities and transactions of an organisation and its employeesNote 1 to entry:
Includes public administration as well as commercial business.

[SOURCE: [SO16175-2:2011, modified]

3.5

capture
process of|lodging a document or digital object into a records management system,and assiging
metadata to describe the record and place it in context

[SOURCE: ISO 16175-3:2010, modified]

3.6

encoding $scheme
controlled [list of all the acceptable values in natural language and/or as a syntax-encoded text stfing
designed for machine processing

3.7
entity
concrete orf abstract thing that exists, did exist, or might exist,\including associations among those things

3.8
fixity
state of quality of being fixed, that is, protected against unauthorised alteration or disposition

[SOURCE: ISO 16175-3:2010, modified]

3.9
metadata for records
structured| or semi-structured infarmation, which enables the creation, management, and us¢ of
records through time and within and across domains

[SOURCE: ISO 15489-1:2016,:3712]

3.10
metadata schema
logical plaph showifg)the relationships between metadata elements, normally through establishing
rules for tHe use.and management of metadata specifically as regards the semantics, the syntax and|the
optionality (obligation level) of values

4 Records management metadata

Metadata management is an inextricable part of records management, serving a variety of functions and
purposes. In a records management context, metadata for records are defined as structured or semi-
structured information which enables the creation, management, and use of records through time and
within and across domains. (ISO 15489-1:2016, 3.12). Each domain represents an area of intellectual
discourse and of social and/or organizational activity with a distinctive or limited group of people who
share certain values and knowledge. Metadata for records can be used to identify, authenticate and
contextualize records and the people, processes and systems that create, manage, maintain and use
them and the policies that govern them (see 9.1).

Initially, metadata define the record at its point of capture, fixing the record into its business context
and establishing management control over it. During the existence of records or their aggregates,
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new layers of metadata will be added, because of new uses in other business or usage contexts. This
means that metadata continue to accrue, over time. Information relating to the context of the records
management and the business processes in which the records are used continues to accumulate
as the record is managed and used. The record may also undergo structural changes or changes to
its appearance. Metadata can be sourced or re-used by multiple systems and for multiple purposes.
Metadata applied to records during their active life may also continue to apply when they cease to be
required for current business purposes but are retained for ongoing research or other values.

Metadata ensure authenticity, reliability, usability and integrity over time and enable the management
and understanding of information objects, whether these are physical, analogue or digital. However,
metadata also should be managed

Records management has always involved the management of metadata. However, ' the digital
envliironment requires a different expression of traditional requirements and different mecHanisms for
identifying, capturing, attributing and using metadata. In the digital environment, aithoritatjve records
are|those accompanied by metadata defining their critical characteristics. These.characterfistics must
be ¢xplicitly documented rather than being implicit, as in some paper-based processes. In|the digital
envlironment, it is essential to ensure that the creation and capture of records managemenft metadata
arelimplemented in systems that create, manage and use records. Conversély, the digital erjvironment
prefents new opportunities for defining and creating metadataand ensuring the| complete,
confemporaneous capture of records. These records can be evidenee of transactions or themselves be
trapsactions.

5 |Perspectives and purpose of records management metadata

5.1 Purpose and benefits of records managemient metadata
Metladata support business and records managenient processes by:

a) |protecting records as evidence and enstiring their accessibility and usability through tiine;
b) |facilitating the ability to understaddrecords;

c) |supporting and ensuring the evidential value of records;

d) [helping to ensure the autheriticity, reliability and integrity of records;
e) |supporting and managing access, privacy and rights;

f) |supporting efficient retrieval;

g) |supportingreéuse and repurposing of records

h) |supporting interoperability strategies by enabling authoritative capture of records |created in
divetse technical and business environments and their sustainability for as long as requlired;

i) Lproviding logical links between records and the context of their creation, and maintaining them in
a structured, reliable and meaningful way;

j) supporting the identification of the technological environment in which digital records were
created or captured, and the management of the technological environment in which they are
maintained in order that authentic records can be reproduced as long as they are needed;

k) supporting efficient and successful migration of records from one environment or computer
platform to another or any other preservation strategy.

© IS0 2017 - All rights reserved 3
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5.2 Records management metadata that should be applied in an organization

5.2.1 General

Organizations should make decisions on which of the metadata requirements outlined in this document
are necessary in any or all organizational systems. These decisions will be dependent on:

a) business needs;

b) the regulatory environment;

c) risks affecting business operations.

This assespment may identify which types of metadata need to be applied in different areas of|the
organizati¢n, depending on business risks or needs.

Different perspectives on records management metadata are possible and may coexist)These inclugle:
1) the bufiness perspective, where records management metadata support busifiess processes;

2) the re¢ords management perspective, where metadata capture the charaecteristics of records pnd
their business context, and support their management over time;

3) the use perspective within or outside the records creating businhess context, where metadata
enable|the retrieval, understandability and interpretation of reCords.

Broader leyvels of contextual detail may be required to understand and use records through time,
particularlly their use in business environments outside thosein which they were created.

Records mpnagement metadata consist of:

i) metadpta that document the business context imwhich records are created or captured, as well as
the comtent, structure and appearance of those-records;

ii) metadpta that document records management and business processes in which records [are
subsequently used, including any changes to the content, structure and appearance.

5.2.2 Mgtadata at the point of record capture

Metadata at the point of recofd)capture include information about the context of record creatjion,
the busingss context, the agents involved and metadata about the content, appearance, strucfure
and technical attributes efthe records themselves. They allow records to be used in an applicafion
or information system¢and make them readable, usable and understandable. The context of recdrds
includes information abeout the business processes in which they are created. These metadata will aflow
users to understand.the reliability of the record-creating authority, the environment in which recgrds
were creatled, the purpose or business activity being undertaken and their relationships with other
records orfaggregations. The metadata documenting the business context should be an integral paft of
the record ' rds
are captured into the records system.

The structure of a record consists of:
a) its physical or technical structure;
b) itslogical structure, i.e. the relationships between the data elements comprising the record.

These aspects are as important as the content itself. Metadata about technical aspects should describe
the system with which records are created or captured, and the technical characteristics of the digital
components of which they are comprised.
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5.2.3 Metadata after record capture

All records management processes performed upon a record, or on an aggregation of records, should
be documented. In order to preserve records and guarantee their authenticity, reliability, usability and
integrity over time, it is necessary to create metadata that facilitate the triggering or documentation
of these records management processes (in this document referred to as “process metadata”). These
metadata should include information about the management processes that have been or will be
applied to each record. The level of detail for documenting records management processes will vary
according to predetermined management needs. Metadata about records management processes can
be applied throughout the record’s existence. Records management processes also create and use
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brds.

metadata about the record and those accruing in its management and dse also form a
adata record that also should be managed. It is essential to keepthis metadata record
bng as the original record exists. In the case of disposition of records, either by transfer
whnership, or by destruction, some metadata about them may.still be needed to accou
tence, management and disposition.

Roles and responsibilities

s and responsibilities with respect to records management metadata should be define
promulgated throughout the organization. Where a specific need to create and capty

on (ISO 15489-1:2016, 6.3).

se responsibilities are a subset of-the roles and responsibilities for carrying out bu
brds management processes andishould be assigned to all employees in the organization y
fure or manage metadata. This includes records professionals, allied information prg
Cutives, business unit managers, systems administrators and others who create or captt
associated metadata as ‘part of their work. Specific leadership, responsibility and acc
'he management of metadata should be assigned to a person with appropriate authority

nical metadata for the rpndpring and rpprndnr‘finn of digifnl records which should be recorded.
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orgpnization and should'be reflected in job descriptions, policies and similar statements.

Such responsibilitiesinclude the following.

a) |Records prefessionals are responsible for the reliability, authenticity, usability anfl integrity
of metadata associated with records, and for training users on capturing, managing and using
metadata. Records professionals participate in the definition of metadata requiremenits, develop
related policies and strategies, and monitor the process of metadata creation.

b) Allagents are accountable for ensuring the accuracy and completeness of the records management

metadata for which they are responsible.

c) Executives are responsible for ensuring that internal controls are in place so that customers,
auditors, courts, and other authorized users can rely on the information that the organization
produces. Executives are responsible for supporting the use of records management metadata and

d)

related policies throughout the organization.

Information technology personnel are responsible for the reliability, usability and integrity of the

systems used to capture and maintain metadata. They are responsible for ensuring that
management metadata are linked to the related records and that these links are p
maintained.
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Training programs should support the performance of these responsibilities. Audit procedures should
monitor their performance.

7 Records management metadata in relation to other metadata areas

7.1 General

Metadata may be created, captured and managed for a single, particular purpose or for multiple
business purposes These purposes may include e-business, preservation, resource description,
resource d Fery . all
of these purposes. For example metadata at the point of record capture may 1nher1t and extend the
resource description and may be used for resource discovery. Records management metadata can be
inherited ¢r extracted from workflow systems, standard office software, e-mail systems and other
business systems.

Neither pojnt of record capture metadata nor process-related metadata for records. hranagement|can
exist in is¢lation. It is therefore appropriate and necessary to consider the creation and capturg of
metadata for records management within this broader context to ensure that appropriate links pnd
relationships are established and metadata are neither duplicated nor unnecessarily produced.

7.2 Metadata for e-business

Metadata h
the e-busin
and custor
process tra

may therefore overlap with contextual metadata (see 9.2:1) as well as structural and storage metag

(see 9.2.1),

7.3 Metadata for preservation

The preser
records m
in compari
of constan
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includes
conversion
their conti

7.4 Metadata for resource description

One of the

elp enable e-business, including e-commerce and e-goverament. Metadata about all stage
ess processes can be captured. This encompasses thelocation of a product, service, prov

nsactions themselves. These metadata providednformation about the business context

security metadata (see 9.2.4), and some acg€ssibility metadata (see 9.2.3).

vation of information, especially digital information, for continued access is the concer
hnagement, library and archives communities. Information technology is relatively vold
son with print-to-paper technology. Technical metadata are required to meet the challe
Lly changing technology: Additional structural and storage metadata (see 9.2.1) and s
hbout records management processes (see 9.6) are needed to support preservation.

etadata about records management processes including access and security, migrat
and transfer activities to ensure not only the accessibility of records through time, but

hued authentidity, reliability, usability and integrity.

brirhary uses of metadata is for the description of resources. These resources might be bo

s of
der

ner, the agreement of business terms and conditigns, digital signatures and the busifess

and
lata

h of
tile
nge
me
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ion,
hlso

DK,

journals, v

déos, documents, images and artefacts. They also include records transferred into archifival

custody. The metadata should identify the resource and can include the title, creator(s), date(s), unique
identifier, relationship to other resources (e.g. within the same series) and its extent (e.g. size or length).
Some of these metadata elements are also used in a records management context. They are similar to,
and may overlap with, elements of the initial metadata at the point of record capture documenting a
record’s content. However, descriptive metadata for records management and archival purposes are
generally broader than standard resource description metadata and can include other elements such
as, for example, contextual metadata.

There is a strong relationship between the type of metadata outlined and the archival description.
Archival institutions use metadata to describe archival records in order to preserve their meaning
over time, to place them in their records management and administrative contexts and to facilitate
their use and management. Therefore, the existing standards of archival description, such as ISAD/G
and ISAAR(CPF), have an extensive overlap with records management metadata, because both are
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concerned with documenting business context and management processes. Archival management,
including archival description, is a complementary and continuing activity for those records that
are identified as having archival value. Functionality to enable the migration of metadata between
organizational records systems and archival control systems is therefore recommended.

7.5 Metadata for resource discovery

Metadata for resource discovery, i.e. information retrieval, overlap with and extend beyond descriptive
metadata (see 7.4). Business units, knowledge managers, librarians and the public all depend on
metadata to retrieve information. Indexing, classification and location metadata are examples that
supportTesource distovery—Suchmetadataatsosupport Tecords managenrentobjectivesfo facilitate
the|discovery of records resources. In a records management context, these metadata.ar¢ primarily
reldted to accessibility metadata (see 9.2.3).

7.6 Metadata for rights management
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hts management can be considered to be a particular type or aspect of e-business,
rerned with the management of the rights over and use of an agent’s’information r¢
bmpasses the description, valuation, trading, monitoring and tracking of those rights ar
adata that describe the three key entities involved in the use of information resources. I
ties are the parties involved (e.g. creator, publisher and consurer); the content in all its
rights themselves (e.g. permissions, constraints and rewapds for use).

7.7| Metadata for sustainability across system boundaries

To ¢
defi
the
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tra

8

8.1

Twd

a)
b)

8.2

nsure that records remain authoritative when migrated or exchanged between systemg
nition is required. Decisions about specifically*which metadata elements are needed
ongoing business may vary between jurisdictions and particular circumstances, for ¢
aisal process may determine that only-a“subset of recordkeeping process metadata
sferred to an archival system.

Management of metadata

General
areas of metadata management can be distinguished:
creating, captufing and managing the records management metadata;

creating, implementing, maintaining and managing the rules that govern these proces:
structures‘that accommodate them in metadata schema.

Levels of application of metadata

, metadata
to support
xample an
should be

es and the

The metadata described in this clause can be applied at different levels, such as to

a) individual records,
b) aggregations of records and/or
c) entire records systems,

depending on organizational needs and requirements. Records systems should be designed to capture
metadata at whatever levels are organizationally appropriate. It should be noted that, while certain
forms of metadata, such as a title, may need to be applied to every record in a system, other metadata
may be applied at a broader level of aggregation than the individual record.
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8.3 Points throughout the existence of records when metadata should be created
and applied

Creating and applying metadata to records can and should occur at multiple points throughout their
existence.

Much of the metadata described in this clause should be created during the record’s capture, registration
and classification processes, as described in ISO 15489-1:2016, 9.2 (creating records), 9.3 (capturing
records), 9.4 (records classification and indexing) and 9.5 (access control). This defines the record at its
point of capture, fixing it into its business context and enabling the management processes to take place.

Metadata ¢
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changing c

Capture ar
manageme

NOTE ]
key records
Clause 9 of §

reation and capture should continue after records generation. Metadata should be updj
participating in transactions become related to others, as management needs change
'ds systems are transferred from one organization to another. Metadata should reflect tk
rcumstances. This is referred to as process metadata (see 5.2.3).

d maintenance of these metadata should occur as a normal part of business and recq
nt operations.

letadata schemas for records, as outlined in [SO 15489-1:2016, 8.2, consolidate requirements of o
controls which can facilitate much of the metadata attribution and inheritance processes requirg
his document.

ted
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8.4 Progesses of metadata management

8.4.1 Geperal

Management of metadata entails the same processes as“described in ISO 15489-1:2016, Clausg 9:
creation, cppture, classification, indexing, access, storage, use and reuse, migration and converdion,
dispositior], definition of policies, strategies and methods.

8.4.2 Defining policies and methods

Agents, indluding records professionals, sheuld define and document policies and rules for managing
metadata and should articulate requitements for metadata structures in line with their business

requireme
metadata s
be valid, ay

84.3 Cr

Records pj
and maint
monitored

nts. These policies and rules encompass issues such as assigning responsibilities, W
hould be created and cdptured, when and from what sources, what metadata structures
d what standards and what supporting systems should be used.

pating and maintaining metadata

ofessionalSsshould identify what metadata need to be created and captured when crea
hining reeords. The process of metadata creation at the time of record creation shoulc
and decumented. Whenever possible such processes should be automated.

rhat
will

[ing
| be

Metadata 4

baut creating or altering metadata about a record should also be defined and maintail

ned.

They will s

upport appropriate and consistent documentation of changes in the metadata record.

8.4.4 (reating and maintaining structures for managing metadata

Structures for capturing, storing and managing metadata (see 8.6) should be developed and defined to
reflect records and records management requirements.

Relationships between metadata elements, and between them and the information objects they
describe should be persistent. These relationships should be correctly and persistently maintained
over time with particular attention given to changes caused through migration, conversion and other
preservation measures.
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8.4.5 Determining when and how metadata should be captured

Agents, including records professionals, should identify what metadata to capture, when to capture
them, and from what sources. These metadata requirements should be based on the records
management processes defined in [SO 15489-1:2016, Clause 9. Part of this activity is also to determine

how metadata should be captured (manually or automatically).

8.4.

6 Documenting and enforcing standard definitions

Agents 1nclud1ng records professmnals should document the rules and p011c1es on consistent use of

magd

8.4
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8.4
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le to metadata.

8 Storing metadata

nts, including records professionals, should decidg,upon the way metadata should be sf
sions should take into account persistent linkage ‘between metadata and the objects to
te or belong. Metadata can be stored together with the records or separately in a datz
. Management criteria, such as costs and pérformance, may affect decisions on how me
tored.

9 Description

process of managing metadata is ongoing for as long as records and their relevant aggre

‘etain meaningful, reliabletand usable records, new metadata should be added where
5 should be done through time and across domains, for example, when functions of one or
the relevant parts of.its-records system are transferred to another. This can entail ad{
receiving organization of its existing metadata structures. Organizations should define |
policies for documenting these changes.

bral layers can-be distinguished with an ever-expanding scope, depending on how wid
be shared and used. Records are managed in systems, these systems are managed by org
these drganizations are part of a broader context (a business sector, a government, a
lic ofya"society). At each of these levels, metadata should provide enough information
rdsto make them understandable and accessible to the community concerned.

g that those

olicies and
r and rules
etrieval of

ored. Such
Wwhich they
base(s), or
tadata will

bates exist.
necessary.
ganization
iptation by
procedures

bly records
anizations
nation, the

about the

In time, the original environment will change or disappear and the intellectual discourse and knowledge
will evolve. These types of changes require translation of the original context of the creation of records
into this newer environment. This, too, will be done through metadata. Over time, this activity will be
taken over by individuals in successor organizations who were not present at the point of creation.
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8.4.10 Maintenance of metadata

8.4.10.1 Processes and methods

Several methods and techniques are available to organize and maintain metadata and metadata
structures. The recommended method is to use metadata schema (see 8.5). Processes included in
maintenance are the following.

a)
b)

Monitoring to ensure data integrity in maintaining metadata.

Security measures controlling access to metadata, such as authorization rules between agents or

syste

Recove

Backuj

manag

8.4.10.2 A

Records m
to which t
policies an

Migratiion through information technology environments or changes to or|tipdate of syst

ge metadata structures.
ry mechanisms in the case of system failure.

b procedures.

ing records management metadata.

luthenticity and fixity of metadata

anagement metadata are as much subject to authenticity rules or criteria as the recq

d rules relating to metadata and developments therein:"Changes in structures for metad

hey are linked in order to make them trustworthy. Agents should therefore document

s and the entities or objects to which they have access. These include agents with authoyity

to Ch:lt

PN S

rds
all
ata,

either condeptual or physical, should also be documented.

hnt element for ensuring authenticity of metadata and proper metadata management ¢ver
time is thg requirement that captured metadata be fixed. Records management metadata need t¢ be
maintained as they are and, in case change is needed, rules should be in place to govern the prodess.
These shoyld include rules to document the reasons for the changes, the changes themselves, and|the
authorized agents involved. These requirements apply over time and to any organization respondible
for the rec¢rds involved.

An import

Metadata providing details about the.¢reation of or change to the metadata record itself should be
maintained. This should include inférhiation about any agents associated with the creation or change
and the type of activity that was.indertaken, for example: created, modified, checked, deleted. In
addition, the version of the metadata schema used to define and populate the metadata elements shquld

be identifigd.

8.5 Metadata structures

In order to
to be stru
describing
business p gents: 3 ot
the organiza d business context. Relationshi
should be identified and documented.

facilitate'relationships between metadata elements and make them meaningful, they

ps

Metadata schemas describe entities, their elements and their interrelationships. Schemas also support
the description of document structures (e.g. with mark-up languages, such as XML) and are important
for managing databases that contain this descriptive information.

Examples include XML schemas for defining document structures, database structures or other objects,
and conceptual schemas for relational or object-oriented databases.

Metadata structures and the metadata elements of which they consist can be further defined with an
encoding scheme. Encoding schemes define the values or the syntax of a metadata element.
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Examples of encoding schemes include the predefined tools for records management defined in
ISO 15489-1:2016, 8.3 (business classification schemes), 8.4 (access and permission rules) and 8.5

(disposition authorities).

Benefits of schemas and schemes include:

a) facilitating integrated and consistent management of metadata;

b) enabling interoperability by comparing or mapping different sets of metadata;

c) expressing the interrelationships of elements and their semantics;

d) |controlling the relationships between metadata elements and the inherent semantics;

e) |ensuring and maintaining consistency in information systems (e.g. records systems);

f) Jallowing modular development, break-up or linkage of information systems;

g) |providing a basis for the development of information systems or databases-

8.6 Role of systems

Recdprds should be created, captured or managed either by busingss systems, records sysfems or by

both in combination, such as:

a) |abusiness system that is designed to create, capture and'manage its records independeftly;

b) |a business system that creates, but does not manage records and therefore works in donjunction
with a dedicated records system;

c) |arecords system thatis designed to create,eapture and manage records.

Whptever system or combination of systéms is used, it should be capable of using and supplying

metladata to manage records in an accounitable and effective way.

Records systems should be designédsand implemented with an infrastructure necessary tp generate,

capfure and manage appropriate metadata and, where possible, to do so as an automated prpcess.

Redprds systems should be-‘designed to ensure that records and their metadata remain|accessible,

authentic, reliable and useable through any kind of system change (see ISO 15489-1:2016, 53 (records

systems).

Ong method of recerding changes is through the use of audit trails. However, while audit trails for

recoprds and business systems are essential for business continuity purposes, they may noff fully meet

therecords management requirements to provide a complete transaction history for specifif records.

Recprds management controls, such as business classification schemes, access and permifsion rules

and| disposition authorities, also need to exist to ensure that metadata are drawn from adthoritative

soukce ' : e their use

9 Types of metadata required to support ISO 15489-1

9.1 Introduction to metadata types

This clause indicates the types of metadata that are required effectively to implement ISO 15489-1. It is
a further explanation of Clause 5. It outlines the range of metadata that should be designed and applied
within records systems to meet the requirements of ISO 15489-1.

©IS
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The types of metadata required to support ISO 15489-1 may be broken down into the following
components (see Figure 1):

a) metadata about the record itself;
b) metadata about the business rules or policies and mandates;
c) metadata about agents;

d) metadata about business activities or processes;

e) metadata about records management processes

These typds of metadata apply equally both before and after record capture.

Mandates ]
Govern
B e k
| . |
| | Business | |
. ! ! Account for
Establish | A | éxecution
competency I Integratedin | Is of
f | | |
0 D4 ! Records :documented
: management : in
| business “Record,
[ A —— Manage
Do Enable use
.
Create
People Records

NOTE Derived from Figure 2, Recordkeeping, and Figure 3, The Business Context, in Reference.[3]
Figure 'l +— Main types and their relationships

Each of thgse comprises metadata which

1) are captured withithe record, fixing it into its business context and enabling the managenpent
procegses to take place (i.e. metadata at point of record capture) and

2) continpe torybe created and captured (i.e. process metadata); this goes beyond the redord
creating-organization and should be ensured by any organization that will be responsible for|the

manadement of the records over time

This categorization has been used as a framework for this document. A statement is included following
each of the metadata requirements in order to indicate from which clause or subclause of ISO 15489-1
they are derived.

9.2 Metadata about records

9.2.1 Metadata about records at the point of record capture

Key elements of structural and storage metadata, such as format and key technical dependencies,
should be identified and documented at the point of record capture in order to ensure that the record’s
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accessibility can be maintained as long as required for business or other needs and to facilitate its long-
term preservation and management.

It may also be necessary to capture some of the security and records management metadata outlined
below (see 9.2.4 and 9.5) at the point of record capture.

In order to define the content of the record or any aggregation, its logical and physical structure and its
technical attributes, and in order to document the relationships that records may have between each
other, metadata about the record should

a) include the date and time when the record was created,

b) |identify and describe the agents involved in record creation,
¢) |document record structure,

d) |document record form,

e) |document any chemical and other physical properties,

f) |document record technical characteristics and dependencies,
g) |document the relationship between the data or format elements'that comprise the recoid,
h) |document requirements about making available, reproducing or rendering records,

i) |facilitate migration to different software,

j) |facilitate re-presentation through emulation,

k) |initiate data and format management activities to protect against media deterioration,

1) |document the relationship between the“record and the business transaction or adtivity that
generated it and

m) |document the links between records or between an individual record and the broader record
aggregation of which it is a part:

9.2]2 Metadata about records after record capture

Metladata about records_should accrue on an ongoing basis regardless of the organizatjion that is
responsible for the records. These metadata will define changes in the logical and physical structure
and| technical attriblites of the record, as well as describe new contexts in which the recorq is used. It
shopld also document new relationships with other records or aggregations.

Recprds of ¢urrent and previous structural metadata, such as format and key technical dependencies,
shopld centinue to be applied to ensure the record’s accessibility is maintained through tim. It should
be rpaintained to provide evidence of the record’s original structure and to facilitate future pijeservation
effarts:

Where processes occur that are initiated by structural and storage metadata, evidence of these should
be kept, along with details of any variation in records design and format. See also 9.6.

9.2.3 Metadata supporting the accessibility of records

9.2.3.1 General

Metadata should be used to identify records and facilitate their retrievability and usability in records
systems.

A records system should provide ready access to all relevant records and their related metadata.
Systems can be designed to use metadata to facilitate this objective.
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9.2.3.2 Accessibility metadata at point of record capture

Metadata for accessibility should do the following.

a) Identify information about records or aggregations of records.

b) Identify and document the aggregation, such as a file or series, in which a record or group of

record

S exists.

c) Capture record location information. Systems should be capable of maintaining a variety of
metadata details about record location. Record location may be logical and/or physical. Variations

to IOCWMMWMM) be
recorded to facilitate record tracking.

d) Identif
e) Docun

classif
f) Facilit
g) Facilit

h) Under

9.2.3.3 H

Accessibili
records ac

a) busine
b) persorn
c) busineg
d) record
e) record

f) organi

ly and document links between records, agents and processes.

cation, title, descriptive keywords, abstract or précis.
hte the classification of business functions, activities and transactions:
hte the classification of records.

ake record indexing.

rocess metadata supporting accessibility after recerd capture

fessibility. Changes may be made to these metadata through time as
ss activity takes place,

nel changes,

ss focus changes,

s management instruments are.adopted or changed,

locations are changed,

zational terminology.evolves or

g) new business systems.afe adopted.

Ongoing de
of records

scription isniecessary to keep the records meaningful for use. With the expanding availab
outsidethe domain in which they were created or captured either within or outside

organizati¢n, additional descriptive metadata are needed that explain explicitly the business con

of the reco

which recdrdSwere created or captured, are other factors requiring additional description.

'y metadata should be monitored on an ongoing basis to ensure that they are facilita

ent descriptive information that facilitates record use and understanding, such as a subjject

—

ng

lity
the
fext

ds<The elapsing of time and the accompanying loss of knowledge about the environmenr, in

9.2.4 Metadata supporting the security of records

9.2.4.1 General

All records systems should be capable of deploying security metadata to provide an accountable

manageme

nt environment for records.

High levels of security may be applicable in certain systems. Consequently, the risks and requirements
of the business documented within systems should be identified during the appraisal analysis before
security metadata are designed and applied.
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4.2 Security metadata at the point of record capture

Key elements of security metadata, such as basic access permission or restrictions, should be identified
and applied at the point of record creation and capture in order to facilitate a record’s ongoing
preservation and management.

Security metadata should

a)

identify the access restrictions that apply to records and their aggregations, business processes

and agents,

b)
‘)
d)
9.2

Acc
Sec
rest

Sec

doc

management should change accordingly. Organizations<should ensure that these ch
umented.
irity metadata should be maintained and kept current throughout a record’s existence.

Sec
the
arr

Reqg
con

5.2
5.2
5.3,
5.3,
9.2,
9.3,
9.4,

4l b | 1 1 <1 4=l H pa | 1
CIISUI T UIIdU ITTCUI'US Cdadll Ulll_y UT dLLTS35TU U_y dUlIIUlI'IZCTU l)Cl SUIIILITI,
apply time limitations to access restrictions to ensure their regular review and

withhold metadata display where data should not be made available for general access.

4.3 Process metadata supporting security after record capture

pss to records should only be restricted when there is a business need or when the law

rictions.

irity levels and rules will change over time, and metadata that support security

be metadata should reflect administrative or personnel changes and consequent changes
ingements.

uirements for the creation, capture, maintenance and access of metadata about the
fained in the following sub clauses of SO 15489-1:2016.

1, Records — General

2, Records — Characteristies\of authoritative records

1, Records systems — General

2, Records systems-——Characteristics of records systems

Processes for€rgating, capturing and managing records - Creating records

Processes for creating, capturing and managing records - Capturing records

9.5,

Processes for creating, capturing and managing records - Access control

requires it.

irity metadata should be monitored and updated to ensure the ongging applicability of all identified

hnd access
anges are

Changes to
in security

record are

Processes for creating, capturing and managing records — Records classification and indexing

9.6,
9.7,

9.3

Processes for creating, capturing and managing records - Storing records

Processes for creating, capturing and managing records - Use and reuse

Metadata about the business rules, policies and mandates

9.3.1 Metadata about business rules, policies and mandates at the point of record capture

At the point of record capture, metadata should document the record’s compliance with business rules
and policies, and regulatory and other requirements for creating and managing records.
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These metadata should

a) identify the specific metadata schema used in organizational business systems,

b) capture the business rules or other system controls that regulate record creation and management,

c) capture the business rules or other system controls that regulate metadata creation and

manag

ement,

d) capture the business rules or other system controls that regulate records management operations,

e) captur
f) docum

g) docum

ent the mandate or other regulatory requirement for record retention, nsecurity

destrujction requirements and

h) captur
manag

9.3.2 Mg

e the links between mandate or regulatory information and the_ regords or recq
ement processes to which it relates.

tadata about business rules, policies and mandates after record capture

On an ongging basis, metadata should be used to demonstrate that systems have managed record

compliancg
For examp
on the bus
the manag

Requirems
metadata g

5.3.1, Reco
5.3.2.1, Ch{
5.3.2.2,Ch
5.3.2.3,Ch
5.3.2.4, Ch{
5.3.2.5,Ch
7, Appraisg
8, Records

e, metadata identifying who has accessed the recordsisystem may be necessary, depend
ness needs of the organization. This includes organizations to which the responsibility
ement of the records has been transferred.

nts for the creation, capture and maintenance of business rules, policies and mand
re contained in the following clause and sub‘lauses of ISO 15489-1:2016.

ds systems — General

iracteristics of records systems ~Reliable
hracteristics of records systems'- Secure
hracteristics of records systems - Compliant
racteristics of records’systems - Comprehensive
iracteristics ofréeords systems — Systematic

1

controls

ent the mandate or other regulatory requirement for record creation and/or manageme]\t,

or

rds

S in

with business rules and policies, regulatory and other requirements for managing recofds.

ling
for

htes

ntmetadata

9.4 Age

9.4.1 Ag

ent metadata at point of record capture

At the point of record capture, metadata should include metadata about agents associated with records
and their management.

Metadata about agents involved in record creation and management should be captured to ensure
proper documentation. These metadata also enable record access to be restricted to appropriate agents,
and enable only authorized agents to use records systems or perform records management operations
within these systems (see also 9.6).
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