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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further—-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria‘needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documéntmay be the subject of
patent rights. ISO shall not be held responsible for identifying any or all su¢h“patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as wellvas information about ISO's aglherence to
the World Trade Organization (WTO) principles in‘the Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

This| document was prepared by Technical \Committee ISO/TC 20, Aircraft and spdce vehicles,
Subcpmmittee SC 14, Space systems and operations.

Any feedback or questions on this documrent should be directed to the user’s national standprds body. A
complete listing of these bodies can e found at www.iso.org/members.html.
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Introduction

The objectives of software product assurance are to provide adequate confidence to the customer and
supplier that the software satisfies its requirements throughout the system lifetime.

This document describes a set of product assurance activities related to software engineering and
software safety to be used for the development, maintenance and operation of software for space
systems. These activities deal with management and engineering process, life cycle models, assessment
and improvement processes, in summary, the quality and safety characteristics of software space

products.
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Space systems — Software product assurance (SPA)

1 Scope

This document defines a set of software product assurance requirements in terms of processes and
products to be used for the development, maintenance and operation of software for space systems.
It provides a uniform basis for defining the software product assurance activities to be applied and
mairftained throughout the whole software life cycle, from project conception untilnthe software
retirpment.

This|document mainly applies to the space software segment and critical software-of ground software
segnjent (e.g. the software which is directly interface to the space segment).

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated referencés, only the edition cited |applies. For
unddted references, the latest edition of the referenced documént (including any amendmepts) applies.

IS0 9000, Quality management systems — Fundamentals and-vocabulary
ISO 10795, Space systems — Programme management.aifd quality — Vocabulary
ISO 14300-2, Space systems — Programme managenient — Part 2: Product assurance

ISO 16404, Space systems — Programme management — Requirements management

3 Terms and definitions

For the purposes of this document,the terms and definitions given in ISO 9000, ISO 10795, [SO 14300-2
and [SO 16404 apply.

ISO gnd IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 S$oftware product assurance overview

4.1 General

Software product assurance (SPA) is an activity that ensures the success of a software project;
therefore this is the main objective of the software safety, dependability and quality. Success is based
on the assurance of the development, maintenance and operation of software requirements in terms of
meeting the interest of stakeholders, estimating costs, setting schedules and achieving results.

In this regard, SPA has a high level of administrative role; and software safety, dependability and
quality assurance (SQA) are activities included in SPA. The software product assurance activities are
conducted in line with the overall product assurance (PA) activities, meeting the requirements and the
expectations of the customer, management, software engineering and system engineering, tailoring
the software processes taking into account dependability safety and security aspects, software/system
development constraints and project/product quality objectives.

©1S0 2022 - All rights reserved 1
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Also, the software processes and its related products shall be managed to conform to standards, taking
into account relevant regulations; to be consistent, complete, correct, safe, secure and as reliable as
warranted for the system and operating environment; and to satisfy the needs of the stakeholders.

Software product assurance shall manage the software safety and security activities, identifying the
criticality of the software, and applying hazard analysis and other related activities to ensure that the
software is developed to perform properly, safely and securely in its operational environment, while
meeting all quality requirements.

In this document, “contractor” is defined as an entity, which is executing software assurance. In
addition, there is a supervising product assurance entity that can be performed by another organization

bOdy (eg Space ascux,_y).

4.2 Prodyict assurance activities related to software engineering

Software product assurance consists in activities to support and monitor the softwarg enginegring

processes ahd methods. Software product assurance encompasses the entire software life cycl¢ and

the development processes, which include processes such as requirements definition, software dgsign,

reuse COdir:F’ automatic code generation, source code control, code reviews,~software configurption

management, verification, testing, release management, product integration, and software delivery and

acceptance.

Also, software product assurance shall be provided by independent assurance people in whidh all

the work prjpducts, activities and processes comply to the project:specific plans, such as the softjwvare

management plan.

4.3 Prodyict assurance activities related to software'safety and security

Software prjoduct assurance is involved in development‘through each software engineering stage and

aims to ensuyre that all necessary safety and security-analyses have been performed.

This will engure:

— that themission software does not fail.dué to an unexpected error either within the system itsglf or
due to Human operation;

— that datfa are always available for)processing;

— that the{software system jS-correctly performed.

Software prjoduct assurance assesses the software engineering activities and products to alloy the

software to [be executed without any potential hazards that can affect the system.

The softwate produetassurance takes the lead in or ensures the safety and security analysis process

for the software\systems and software components to determine and to deal with the critigality

classificatiohof software products based on the impact of its potential losses.

4.4 Product assurance activities related to software reliability

For projects that have software reliability requirements, a quantitative requirement for software
reliability shall be stated as a forecast; and the operational or test results shall indicate the confidence
level associated with the forecast that the software product will meet the requirements.

5 Software product assurance management

5.1 General

The software product assurance shall identify the responsibilities of the supplier/developer (hereinafter
referred to as the contractor) responsible for software product assurance for the software project, as
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well as the expected outputs that should be presented in the software product assurance plan (SPAP).
The expected outputs should include the quality requirements, software engineering models to be
used in the development, reporting, reviews, audits, alerts and problems handling processes for quality
assurance.

The software engineering joint to the software product assurance shall present the main features of
the SPAP, the software baselines and reviews to be perform, audits, the handling of alerts and problems,
risk management, critical item control, supplier management, procurement, assessment, and process
improvement. Also, the software product assurance together with the software engineering shall
describe the roles, responsibilities, authority, and interfaces and interrelation of personnel who manage
the software product assurance. The software product assurance shall describe the configuration
contfol, how to handle critical items, the independent verification and validation approachgs, software
metrjics, software reuse, and any other activity that can be pertinent.

5.2 | Software product assurance planning and control
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BPAP shall define the activities and tasks applied to ensure that softwate developed
uct satisfies the project’s established requirements and stakeholders' needs within
chedule constraints and with an acceptable level of risk.

bPAP shall specify the product assurance management safety, dependability and qualj
fasks with their requirements, objectives and schedule to-tlie related objectives in t

engliIEering management, software development and software'maintenance plans. The pl

ents, standards, practices and regulations applied-for' the software and how theq
tored and controlled to ensure adequacy and compliance. The plan also identifies tools
odologies, procedures for problem reporting, corrective action, safety and securi
ing, reporting and documentation.

software product assurance shall monitori:a#id control the effectiveness of the SPAP
evelopment of the software.

Risk management

software engineering, together with the software product assurance, closely follg

no impact on risks related-to the functioning of the system. These activities are under
e project manager.

oftware productassurance shall provide the results of the safety and security analys
riticality classification of the software products to be developed and the informatiq
Fes that can becaused at higher level by the software products to be developed.

Supplier selection and monitoring

contractor shall establish mandatory attributes or selection criteria that the orgary

for a space
project cost

ty activities
he software
hn identifies
e items are
techniques,
[y measure;

used during

ws the risk

hgement. This shall ensure-that the risks emanating from software are removed or mjitigated and

supervision

es including
n about the

ization will

evaluate in its arrangements with supplier selection, such as quality, safety, delivery, service, simplicity,
risk, agility.

The contractor shall establish a monitoring process which shall include the review and approval of the
suppliers’ product assurance documents, the continuous verification of processes and products, and
the monitoring of the final validation of the product.

5.5 Procurement process

The contractor defines a procurement life cycle requirement through phases, such as identification
and procurement planning, market research, solicitation and award, and management and closeout.
Each phase shall generate products such as the procurement plan, statement of work, request for
information (RFI), invitation to bid (ITB), request for proposals (RFP) or invitation to negotiate (ITN).
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The process of buying a software service (procurement) encompasses the entire life cycle from the
initial identification of a need to the retirement and disposal of the item.

The software product assurance shall provide quality requirement inputs to the procurement process,
defining a procurement life.

5.6 Tools and support environment

The software development environment shall be selected according to criteria defined together with the
software engineering, taking into considerations criteria like availability, compatibility, performance,
maintenance, the available support documentation, the acceptance and warranty conditions, the

conditions d

5.7 Asseq
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e product assurance shall monitor and control the effectiveness of the>processes
evelopment of the software, including the services provided by third parties. The pr
and improvement performed at organization level can be used to\provide eviden
for the project and with the organizational policies.

assessment model, the method, the scope, the results and the @ssessors shall comply
requirements described in the SPAP or in an appropriated<document. The results g

he project, and to determine technology advancement:eeds.

the improvement in performed processes or it project documentation shall be prov
e engineering shall ensure that the results of\previous assessments are used in its pr
\I'€ process assurance
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rare product asSurance related to software engineering processes
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The softwar
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e product assurance related to software engineering processes shall describe the
ics_of the software development life cycle that shall be defined or referenced in the
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oject
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main
$PAP,

such as phd

ses, lnnnf and output of each nhqcp status of r‘nmn]phnn of nhncp output, milest

nes,

dependencies, respon51b111t1es and role of the stakeholders at each mllestone review.

6.2.2 to 6.2.10 describe the main activities of software product assurance related to the activities of
software engineering.

6.2.2 System requirements analysis process

The system requirements baseline shall be defined during the system requirements analysis process
and subject to documentation control and configuration management as part of the development
documentation. For the definition of the system requirements baseline, all results from the safety and
security analyses in this level shall be used.
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The contractor shall ensure that the system requirements are formal, correct and completely
described in terms of their functions, capabilities, safety, security, human-factors, interface, operations,
maintenance and quality requirements.

6.2.3 Software requirement analysis process

The software requirements shall be complete and unambiguously defined and subject to documentation
control and configuration management as part of the development documentation.

The software product assurance shall support the software requirement definition process, assuring
that the results from the safety and security analyses shall be used, including non-functional

requ
qualj

The s
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boftware product assurance shall evaluate the items corfsidering the criteria such as
fonsistency to the system requirements, appropriateness of design standards and mg
bility of the software items fulfilling their allocatedrequirements, its operation and m|

n and distribution of non-functional requirements, such as processing time requireme
nterface specifications, shall be detailed iriZaccordance with the decomposition of t
ions and modules. Also, safety and security requirements should be detailed and allg
n.

Software detailed design process

contractor shall ensure that.each individual item of the architecture design is in acco
etailed design and its decomposition in terms of functions and modules. Interface sy
be detailed in accordanee with the considerations of the boundaries and interrelati
n of the module.

Software construction process

contracter,shall ensure that during the development process the coding standards 4

including nahiing conventions and commentary rules. These standards shall be review

inter
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ested\parts to ensure that they reflect product quality requirements. The tools to be
aping and checking conformance with coding standards shall be identified in the

ty, security,
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SPAP before
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Tgactivities start:

The code shall be put under configuration control immediately after unit testing.

6.2.7 Software testing process

The contractor shall ensure that the testing process is performed in accordance with the testing
procedures, including the verification if the tests cover all test units and test components. This activity
also includes the verification if the test results are recorded in a format that allows determination of
pass or not pass.

In case of test cases performed, they shall be checked to ensure they reflect the method and use of the
software or computer system.
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6.2.8 Delivery and acceptance process

The delivery and acceptance process requires the software to be acceptance-tested, verified and
validated. The details of the acceptances testing, including specific tests suited to validate the software
to the target environment, shall be documented in the acceptance test plan.

Before the software is ready for acceptance, the software product assurance shall ensure that the
delivered software complies with the contractual requirements, including any specified content of the
software acceptance data package.

After finalisation of acceptance testing, a report on the tests and test results shall be established. This
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tor shall define the maintenance activities specific to.vetification and validation actiy
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6.3.1 General
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This process shall include:

severity of system failures consequences;

the system-level analyses leading to the criticality classification of software products based on the

the measures to avoid propagation of system failures between software components of different

criticality and risk of software how classify components whose malfunction can cause system

failures

of higher criticality components;

activities or independent V&V activities;

what documents shall be controlled by configuration, in-house verification and validation (V&V)

the evaluation analyses for the selection of existing software instead of new development and so on.
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6.3.2 to 6.3.11 describe the main processes of support performed by software product assurance.

6.3.2 Documentation process

Software product assurance shall ensure that the applicable issues of all documents and data are
available at all locations where activities required for the implementation of the software product
assurance programme are performed.

Software product assurance shall identify the project documents requiring approval including those
requiring approval and review by PA.
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e devices and software needed for future access (e.g. back-up policy, protection métho

Safety and security analysis process

software product assurance, together with the software engineering, shall identify {
echniques for the software safety and security analysis to be performed at technical §

afety and security analysis process of the software productssshall be performed, usin

tem-level analyses, in order to determine the criticality efthe software components.

ods and techniques that cover all aspects of software system interactions shall be us

baches can be used such as software failure modes and effects analysis (SFMEA), so
hnalysis (SFTA) or software common cause failure analysis (SCCFA).

Critical items handling process

ritical items handling process shall-describe how to measure, justify and apply levels
ity assurance of critical software jtems. Measures can include features for failure isolg

becurity analysis, such as systems-theoretic process analysis (STPA). Complementary,
fftware fault

times and
availability
1s).
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b the results
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traditional
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Ition, failure

handling, and defensive programming techniques.

6.3.§ Configuration management process

The |configuration management process shall establish and maintain a configuratior] control to
ensufe the integrity of\the software items and make them available to concerned parties| A software
configuration management plan shall be developed describing the configuration management activities,
such|as configuration control activity and software problem resolution activity, including[procedures,
resppnsibilities and schedule for performing these activities.

The contractor shall conduct the identification and recording of change requests, nalysis and
evall

releds
supp

ort for the conflguratlon management process

6.3.6 Metric process

The metric process shall establish metrics to use to manage the development and to assess the quality
of the engineering, support and organization processes. Metric process shall be collected, stored and
analysed by applying quality models and procedures.

Metric shall relate to the actual performance against planned tasks, the number of problems detected
during software engineering process, mainly in the verification, validation and integration phases.
Metrics reports shall be included in the software product assurance reports.
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6.3.7 Verification process

The verification process shall perform the verification activities related to the quality requirements
and shall be specified in the verification and validation plan. Verification activities include techniques
such as review, inspection, walkthrough, model simulation, traceability analysis, formal proofs.

Anindependent software verification can be performed by a third party, with a combination of reviews,

inspections,
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it, component and integration tests, validation against the technical specificg
bainst the requirements baseline and acceptance tests.

shall ensure that tests are conducted in accordance with approved test precedures
hfiguration under test is correct, the tests are properly documented, andithe test rej
Le and valid.

g under the operational environment is performed, the following-shall be addressed
be tested, the specific responsibilities for carrying out and evaluating the test and
the restoration of the previous operational environment.

[ software validation can be performed by a third party;when the criticality and the
vith the project or part of it were justified.

iew process

the SPAP. Stakeholders should determine the need for any ad hoc reviews in which agr
participate.

that participate in a review should’ agree on the items at each review, such as me
ware products under review, problems to be reviewed, scope and procedures and e
for the review. Problems detected during the reviews shall be recorded.

it process

pbgram using established and maintained procedures.

tor shall perform audits of suppliers to ensure that the required product assuj
hd contractual requirements are appropriately implemented.

o the\planned audits, extra audits shall be performed when necessary, to overcome fa
ooryquality, or other problems.

plan,
tion,

and
borts

: the
after

risks

brocess shall perform periodic reviews activities to be held at predetermined milestones as

being

eting
htry/

for shall perform internal audits to ensure appropriate implementation of the requirements
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lure,

6.3.11 Problem resolution process

The problem report shall establish a problem resolution activity for handling all problems detected in
the software products and activities. Each problem should be classified by the category and priority to
facilitate trend analysis and problem resolution.

The software product assurance shall perform to verify the resolution of each problem since its
detection, investigation, cause analysis and resolution of the problem.
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