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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

In the health context, information about individuals needs to be collected, stored and processed for

many purpo

directd

ses, the main being

elivery of care e.g. patient records;

insurance;

clinical research; and

populat|
A classificat]

The data re
needed

to allow
sex, ide]

to conf
individy

for any
such idd

In all of th

be transmitted across national/jurisdictional borders\s or be deliberately made accessib

countries/jy
country/jur
countries/jy

all this
consent]

all discl
the bou

Internationd
one nation f{
electronical
database. It
from anothé
viewing inv
that may be

lon health.

ion of purposes for processing personal health information is given in ISO/TS 14265 [1p

quired depends on the purpose. In the context of identification of individuals)data m

anindividual to be readily and uniquely identified (e.g. a combinationef hame, address
ntification number);

rm that two data sets belong to the same individual witholit 'any need to identif}
lal himself (e.g. for record linkage and/or longitudinal statistics); and

y

purpose, but where identifiable data are not requiredy.the objective should be to pr¢
ntification of the individual.

pse circumstances data about individuals arexiiow, and will increasingly in the f
risdictions other than where they are collécted or stored. Data may be collected i

risdictions or even globally. The key requirement is that

processing should be carried outiin a fashion that is consistent with the purposes
s of the original data collection and, in particular,
psures of personal health@data should be to appropriate individuals or organisations wji
hdaries of these purposes)and consents.

11 health-related applications may require personal health data to be transmitted
o another across-mational borders. That is very evident in telemedicine or when dat
ly dispatched,for example in an email or as a data file to be added to an internat
also occurs,>but less obviously, when a database in one country/jurisdiction is vi
r for example over the Internet. That application may appear passive but the very 4
blves.disclosure of that data and is deemed ‘processing’. Moreover it requires a dow

}

h

autornatically placed in a cache and held there until ‘emptied’ - this also is processin

involves a p

hrticular security hazard. The same circumstances may arise when data are passed

jurisdictional boundaries.
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There is a wide range of organisations that might be involved in receipt of personal health data from

another cou

diagnos

Vi

ntry/jurisdiction, for example:

healthcare establishments such as hospitals;
research databanks held in one country but both fed and accessed in others;

contractors remotely maintaining health care systems in other countries;

es and case notes;

organisations holding educational databases containing, for example, radiological images with

companies holding banks of medical records for patients from different countries/jurisdictions;
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— organisations involved in international or cross-jurisdictional health-related e-commerce such as
e-pharmacy.

In all applications involving personal health data there can be a potential threat to the privacy of an
individual. That threat and its extent will depend on:

— the level to which data are protected from unauthorised access in storage or transmission;
the number of persons who have authorized access;

the nature of the personal health data;

1

he level ot ditficulty In 1dentifying an individual 1f access to the data are obtained.

Whe
Inter
takel

In ad
bodi

protq
1

1

[
I

|Council of Europe Recommendation R(97)5 on the Protection of Medical Data”[4];

personal data’and free movement of that data.[6]

Fever health data are collected, stored, processed or published (including eleé¢tyoni
net) the potential threat to privacy needs to be assessed and appropriate, protectiv
1. Some form of risk analysis will be necessary to ascertain the required leyélof securif

dition to the standards bodies ISO, IEC, CEN and CENELEC, there aré)four major tr
ps that have produced internationally authoritative documents relating to securi
pction in the context of trans-border flows:

he Organization for Economic Co-operation and Development (OECD);
he Council of Europe;

he United Nations (UN);

he European Union (EU).

primary documents from these bodies are:

DECD “Guidelines on the Protection of Rfivacy and Trans-border flows of Personal Datg
DECD “Guidelines for the Security ofinformation Systems”[2];

Louncil of Europe “Convention for the Protection of individuals with regard to Automati
f Personal Data” No. 108;[3]

KU Data Protection Directive on the protection of individuals with regard to the p

cally on the
e measures
y measures.

hns-national
'y and data

C Processing

JN General Assembly “Guidelines for the Regulation of Computerised Personal Data Files”[2];

rocessing of

Anngx A preyvides a brief summary of the key aspects of these documents.
The eans and extent of the protection afforded to personal health data varies from natior to nationlZl
and krefedicts ST . : : : : istattdn, in others

legislative provisions may be at

a state level or equivalent. In a number of countries legislat

ion may not

exist although various codes of practice or equivalent will probably be in place and/or ‘medical’ laws
may exist which lay down a duty on medical practitioners to safeguard confidentiality, integrity and
availability.

Although privacy legislation in different parts of the world may mention personal health data, frequently
there is no legislation specific to health except perhaps in relation to government agencies and/or
medical research.

Annex B comprises a brief outline of the key national standards or other documented requirements and
of the legislative position concerning data protection in a range of countries.
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Personal health data can be extremely sensitive in nature and thus there is extensive guidance and
standards available both nationally and internationally on various administrative and technical
‘security measures’ for the protection of personal health data.

This International Standard seeks to draw on, and harmonize, data protection requirements relating
to the transfer of personal health data across international boundaries as given in authoritative
international documents. It also seeks to take into account a range of national requirements so as
to avoid, as far as practicable, conflict between the requirements of this International Standard and
national specifications.

This International Standard applies, however, solely to transfer of personal health data across

ional

national/jur
data protec
countries/jy
countries/jy

iodi\,tiuua} bUl dCl O It CA}J};L;t}y dUCD llUt DCC}\ tU DPCL;E_}’ uatiuua} Ul DPCL;f;L juu ;Ddi\,t
fion requirements. The creation of a set of requirements aimed at being acceptahle
risdictions, whether they be transmitting or receiving personal health data to/from
risdictions, inevitably means adopting the most stringent of requirements. This mean§

organisations in some countries/jurisdictions would need to apply extra or more severeddata prote

requiremen
than might

the case, th3
national/juy

This Internd
or not it shq
where the d
specified in
or culture i
consentis g
the context

[swhen transmittingto, or receiving personal health data from, other countriés/jurisdic
pbe necessary for handling such data within their own boundaries. Although that mig
it does not mean that those extra or more severe requirements must be applied to int
isdictional applications.

tional Standard does not specify whether consent should be’implicit or explicit or wh
uld be in writing or equivalent. Neither does it deal withiwhat measures should be t
ata subject is unable to give meaningful consent for whatever reason. Such matters m
the regulations of the country/jurisdiction of the data-exporter or be a matter of cu
h that country/jurisdiction. The consideration that ideally applies to these aspects ig
ven according to the expectations which a data stibject would have in giving that consg
bf any regulations, customs or cultures that apply to the data subject.

ro all
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pther
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Health informatics — Guidelines on data protection to

fac

ilitate trans-border flows of personal health data

1 Scope

This International Standard provides guidance on data protection requirements to facilitate the transfer

of pe

It do
regu
healt
natid
in th

This
trans
with

Whe
Dire

This

applications involving the transfer of personal health'data. It seeks to provide the means by v

data

in, aother country/jurisdiction.

This
appl)
soug

Natid
Whe
natid
some

2
This

Normative references

SOITal reattirdata across matiomat or jurisdictiona borders:.

es not require the harmonization of existing national or jurisdictional standards, 14
ations. It is normative only in respect of international or trans-jurisdictional exchangg
h data. However it can be informative with respect to the protection of health inform
nal/jurisdictional boundaries and provide assistance to national or jurisdictional bod
e development and implementation of data protection principles.

International Standard covers both the data protection principlés‘that apply to inte
-jurisdictional transfers and the security policy which an organization adopts to ensurg
those principles.

e a multilateral treaty between a number of countries hdgbeen agreed (e.g. the EU Dat
'tive), the terms of that treaty will take precedence.

International Standard aims to facilitate intern@tional and trans-jurisdictional hg

relating to data subjects, such as patients, will-be adequately protected when sent to, an
International Standard does not provide definitive legal advice but comprises guid

ing the guidance to a particular.application, legal advice appropriate to that applic
ht.

gislation or
of personal
htion within
ies involved

rnational or
compliance

n Protection

alth-related
vhich health
d processed

ance. When
htion can be

nal privacy and data protection requirements vary substantially and can change relati
Feas this International Standard in general encompasses the more stringent of inter
nal requirements it nevertheless comprises a minimum. Some countries/jurisdictio
more stringent and particular requirements.

International Standard does not contain normative references.

!

vely quickly.
ational and
s may have

3

Térms and definitions

For the purposes of this document, the following terms and definitions apply.

NOTE

mean “his or her”.

31

application
process involving international/jurisdictional data transfer to which this International Standard is
being applied unless obviously to the contrary

3.2
Com
Euro

© ISO
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pean Commission unless obviously otherwise
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3.3

controller

natural or legal person, public authority, agency or any other body which alone or jointly with others
determines the purposes and means of the processing of personal data

3.4
data subject
identified or identifiable natural person, which is the subject of personal data

3.5
data subject’s consent
any freely g.vcu oycuiﬂ\, atrd-rformedindteationrof-his—wishes b_y which—the-data oubjct,t oisu;ﬁ s his

agreement o personal data relating to him being processed

3.6
EU DirectiZI:e
EU Data Protection Directivelt]l unless stated otherwise

3.7
identifiable person
one who can be identified, directly or indirectly, in particular by reference to an identification number
or one or mdre factors specific to his physical, physiological, mental, econemic¢, cultural or social identity

3.8
participants
data exporters and data importers

3.9
personal data
any informgdtion relating to an identified or identifiabletatural person

3.10
personal he¢alth data
any persondl data relevant to the health of aft identified or identifiable natural person

3.11
primary copntroller
controller who is the data exporter‘résponsible for all matters relating to ensuring consent of the|data
subject to the transfer of his personal health data to another country/jurisdiction

3.12

processor
natural or l¢gal person,public authority, agency or any other body which processes personal data on
behalf of the controlley

3.13
processing|of personal data (processing)
any operation or set of operations which is performed upon personal data, whether or not by automatic
means, such as collection, recording, organization, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment
or combination, blocking, erasure or destruction

3.14

data importer

natural or legal person, public authority, agency or any other body located in one country/jurisdiction
which receives data from a data exporter in another country/jurisdiction

3.15

data exporter

natural or legal person, public authority, agency or any other body located in one country/jurisdiction
which sends data to a data importer in another country/jurisdiction

2 © IS0 2013 - All rights reserved
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protection security officer

officer appointed by the controller to ensure, in an independent manner, compliance with the HLSP and
the measures that support it

Note 1 to entry: The term “data protection security officer” used in this document covers roles such as “data

prote

ction officer” and “information security officer” found in specific organizations.

4 Abbreviated terms

The

ollowing abbreviated terms are used

|

|

5 9
This

q

|

q

1

(lause 6 lists some general principles reflecting those in international documents on
gnd deals with the main roles of data importers and exporters, and data controllers and

(lause 7 introduces, in general, the two-main requirements for a transfer of personal

(lause 8 deals in detail with-these two main general requirements, lays down all thg
jddequacy and takes furtherthe concept of consent.

(lause 9 requires theldata importer to have a high level data protection policy in place 3

(lause 10 laysydown the detailed requirements for a high level policy which will ensursg
for adequacy-of data protection are actually ensured.

(lause TP provides detailed requirements for those aspects of a data importer’s policy

CEA European Economic Area

U European Union

{LSP High Level Security Policy

DECD Organization for Economic Co-operation and Development
JN United Nations

btructure of this International Standard

International Standard is structured as follows:

o be legitimate in the context of tHis International Standard and on which the rema
nternational Standard is based;mhamely consent and adequacy of data protection.

vhat is meant in thisAnternational Standard by “high level”.

o the'‘@dministrative and technical means for ensuring security of data processing.

this subject
processors.

health data
inder of the
criteria for
ind explains

the criteria

Wwhich relate

— Clouse 2 deatswithrpersomat heatthdata imnmor=etectromnic formrs:

6 General principles and roles

6.1

General principles

The general principles are as follows:

— Participants shall protect the fundamental rights and freedoms of natural persons regarding their
rights to privacy with respect to the processing of personal health data.

— The responsibilities and accountability of participants shall be explicit and transparent to data
subjects.
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Consistent with maintaining security, data subjects shall be able to gain appropriate knowledge of,

and be informed about, the existence and general extent of measures, practices and procedures for
the security of the application involved in the processing of personal health data relating to them.

of all affected parties.

The application and the security of the application shall respect the rights and legitimate interests

Security levels, costs, measures, practices and procedures shall be appropriate and proportionate

to the value and degree of reliance on the application and the severity, probability and extent of
potential harm to a data subject.

Measur
integrat
in the aj

Particip
regardi

The sec

The sec
informa

6.2 Rolesq

6.2.1 Dat{

An exchang
exporter’ rg
which receiy

A ‘data exp
relevant paf

A ‘data imp
relevant paf

6.2.2 Con

A ‘data cont
‘processor’ }

bplication so as to create a coherent system of security.

ants shall actin a timely coordinated manner to prevent and respond to breaches of sec
hg the application.

urity measures relating to the application shall be reassessed periodically.

urity of the application shall be compatible with the legitimate ‘use and flow of datg
tion in a democratic society.

h exporters and data importers

b of personal health data across an international or jurisdictional border involves a
sponsible for transmitting the data from. ene country/jurisdiction and a ‘data impc
Fes the data in another country/jurisdiction.’"Each has obligations to the other.

rter’ shall not transfer data to a ‘data importer’ unless the ‘importer’ complies wit
ts of this International Standard.

brter’ shall not participate in an application unless the ‘data exporter’ complies wit
ts of this International Standard.

trollers and processors

Foller’ has the résponsibility to determine the purpose and means of processing wher
brocesses the-data on behalf of a controller and according to instructions from a contj

(see definitions). Eachgarticipant in an application shall be designated either as a ‘controller’ or

‘processor’.

NOTE Si
may be the s3

hce control of data may be transferred to another jurisdiction the ‘data controller” and ‘data exp
nie-entity as may be the ‘data controller’ and ‘data importer’.

ed with each other and with other measures, practices and procedures of the particii

and
ants

urity

and

‘data
rter’

h the

h the

eas a
oller
as a

brter’

7 Legitimising data transfer

7.1 The concept of “adequate” data protection

This International Standard is based on the concept of ensuring “adequate” data protection in
transferring personal health data across national or jurisdictional borders. It is the responsibility of the
data exporter to ensure adequacy of data protection implemented by the importer.

While “adequate” protection includes satisfactory administrative and technical security measures for
the protection of data, it encompasses other substantial matters.

© ISO 2013 - All rights reserved
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A data subject will expect that the rights he has come to expect regarding his personal health data
will be respected by any importer when such data are transferred to another country/jurisdiction.
The extent and nature of the rights which a data subject will have come to expect will depend on the
country/jurisdiction in which he resides and its culture. If it is known or suspected that such rights
might not be respected by a data importer, the data subject will expect to be fully informed so as to be
able to consent or otherwise to a transfer proceeding. On the other hand a data subject will, in some
circumstances, expect data to be transferred even where data protection may not be “adequate” in the
terms of this International Standard (e.g. where his vital interests are concerned in a health emergency).

Data subjects will expect personal health data to be protected during the process of transfer and for
a data importer to have “adequate” safeguards in place when it is received. Those safeguards would
include administrative security and technical measures to encompass for example access.controls, data
integrity, audit trails, data accuracy etc. They will also expect the importing organization’to have staff
competent and trained in the handling of personal health data. The expectation willbe that the data
impqrter will have in place a security policy covering such matters.

Data ccess to it if

nece

subjects will additionally expect to know what is happening to their data) to have a
csary and to have the opportunity to address any perceived inaccuracies.

Ada

relev

Fina

has

and,

cond

This
prot
of a
“ade

7.2

7.2.%

Pers

cons
of thie data subject, or’*where permitted by law. This fact should be made known to ind

citiz

Prin

7.2.2

Ina

ta subject will expect to have given consent to a transfer and to havébeen fully informe

ant to that consent.

lly, data subjects will expect to be able to make a complaint-if the terms under whig
aken place seem to have been breached and for such a\complaint to be investigated,
if necessary, by an independent body. Where the data-subject suffers damage through

litions they will expect to be able to pursue redress in\a defined and fair manner.

[nternational Standard addresses all these matters under the umbrella of ensuring “ad
bction. It details the criteria for ensuring “adequate” data protection (Clause 8) and
high level security policy which a data imperter would be expected to implement to
juacy” of data protection was in practic€ensured (Clauses 9, 10 and 11).

[

Conditions for legitimate transfer

Consent as a conditionef transfer

bnal health data shall net be transferred unless the data subject has unambiguoug
ent excepting where the transfer is deemed necessary by the controller to protect the

¢ns in both a geéneral and a specific way.

fiples and-data requirements for consent are given in ISO/DTS 17975.[16]

Conditions for transfer

] on matters

h a transfer
impartially
a breach in

bquate” data
the content
ensure that

ly given his
ital interest
viduals and

dition to unamhiocunuc cancont norcanal hoalth data chall nat ho trancforrad ta 4 d4
ot TP e YO et Ottt ST Ot P e e ea—06 tt

ta importer

TEIoto Tt o 5 oot oo eIt T ot ©

unless either the importer ensures an adequate level of protection (see Clause 8) or one of the following
conditions apply:

a)

b)

the data subject has given his consent unambiguously to the proposed transfer in the knowledge
of the inadequacies that exist (note that although 7.2.1 requires consent in all circumstances, the
requirement here is that such consent must be with the knowledge of the inadequacies that cause

the participants to resort to this condition - see also 8.7); or

the transferisnecessary for the performance ofa contractbetween the data subjectand the controller

or the implementation of pre-contractual measures taken in response to the data subje
or

ct’s request;

the transfer is necessary for the conclusion or performance of a contract concluded in the interest of

the data subject between the controller and another party; or

© IS0 2013 - All rights reserved
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d)

f)

g)

8

personal health data

8.1 The rlequirement for adequate data protection

the transfer is necessary or legally required on important public interest grounds, or for the
establishment, exercise or defence of legal claims; or

the transfer is necessary in order to protect the vital interests of the data subject; or

the transfer is made from a register which according to laws or regulations is intended to provide
information to the public and which is open to consultation either by the public in general or by any
person who can demonstrate legitimate interest, to the extent that the conditions laid down in law
for consultation are fulfilled in the particular case; or

where the controller adduces sufficient guarantees through appropriate contractual clauses
examplpc of which are given in Annexes C and D

NOTE Subclause 8.4 makes it a requirement that in all cases “the application shall be governéd by a
contract|between the participants” but is essentially silent on the form that such a contract'sheuld|take.
However where (g) above applies, particular attention needs to be paid to the contract to ensute it coveis any
inadequjcies in data protection which would otherwise apply such as in matters of redress/investigatjon of
complaints etc. It is for this reason that the examples in Annexes C and D are given.

Criterja for ensuring adequate data protection with respectto the transfer pf

A controller shall not transfer personal health data to a data imiporter unless the importer proyides

adequate data protection. There are two essential elements of'ddequacy.

8.2 Content principles

8.2.1 Gengpral

The content|principles are givenin 8.2.2 to 8.2.7.

8.2.2 The|purpose linditation, data quality and proportionality principle

Content principles: The adequacy of the data protection provisions in the processing of the pergonal
health data by the data importer and the obligations-placed on those responsible for them.

Procedpral/enforcement requirements: The means for ensuring that such provisiong are
followed in practice and for ensuring the rights of data subjects.

In the contekt of thelapplication and subject to the allowable exemptions given in 8.2.8, personal health

data shall bg

a) processedfairly and lawfully;

b) transferred for specified, explicit and legitimate purposes and not further processed in a way
incompatible with those purposes;

c) adequate, relevant and not excessive in relation to the purposes for which they are transferred
and/or further processed;

d) accurate and, where necessary, kept up to date. Every reasonable step must be taken to ensure
that data which are inaccurate or incomplete, having regard to the purposes for which they were
transferred or for which they are further processed, are erased or rectified;

e) keptin a form which permits identification of data subjects for no longer than is necessary for the
purposes for which the data were transferred or for which they are further processed. Participants
may agree to personal health data being stored for longer periods for historical, statistical or
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scientific use provided such use does not impact on the data subject. However the data subject shall

be informed of any such agreement.

8.2.3 The transparency principle

In the context of the application and subject to the exemptions in 8.2.8 the data subject shall be provided
with the following information:

)

a) the identity of the data exporter and the data importer and of his representative, if any

b) the purposes of the processing for which the data are to be transferred;

c) the existence of the rights of access to, and the right to rectify, any data in the applig
relates to him;

d) liabilities, remedies and sanctions in respect to any breaches of his rights;

e) the retention period of the data particularly relating to medico-legal requirements an
fegarding the death of a data subject;

f) any matter which may affect his giving of consent to the transfer;

g) 4ny other information which this International Standard specifies.

8.2.4 The rights of access, rectification and oppositionprinciple

In the context of the application, and subject to the exemptions in 8.2.8, the data subject s}

following rights:

a) fo obtain without constraint at reasonable @ntervals and without excessive delay or
gpecified or determined by the applicable (possibly legal) authority

confirmation as to whether or notidata relating to him are being processed and in

b)

d)

east as to the purposes of the proecéssing, the categories of data concerned, and the dat
¢r categories of data importer to' whom the data are disclosed,

communication to himin an intelligible form of the data undergoing processing
Jvailable information as(tq their source;

ds appropriate to have’rights to rectification, erasure or blocking of data the process
does not complycwith the provisions of this International Standard, in particular be
incomplete or.jnaccurate nature of the data;

notificatien\to third parties to whom the data have been disclosed of any rectificat
¢r bloeking carried out in compliance with (b), unless this proves impossible oj
disproportionate effort;

ation which

d any policy

1all have the

expense, as

formation at
a importers

and of any

ng of which
rause of the

jon, erasure
involves a

ing of data relating

to him. Where there is a justified objction, the processing instigated by the controller shall no

longer involve those data.

8.2.5 Restrictions on onward transfer principle

Further transfers of the personal health data by the importer of the original data transfer shall not
be permitted unless the second data importer (i.e. the importer of the onward transfer) also affords
adequate protection in accordance with 7.2 and other relevant requirements of this International
Standard.

© IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=a6eb1939c19b72e925717ba44f75d022

ISO 22857:2013(E)

8.2.6 The security principle

Technical and organisational security measures shall be taken by the data importer that are appropriate
to the risks presented by the processing.

8.2.7 Additional principles applying to specific circumstances

Direct marketing: The data subject shall have the right to object, on request and free of charge, to the
processing of personal data relating to him which the participants anticipate being processed for the
purposes of direct marketing, or to be informed before personal data are disclosed for the first time to
other parties or used on their behalf for the purposes of direct marketing, and to be expressly offered
the right to ¢bjectfree of charge to such disclosures or uses. Data subjects shall be informed of this fight.

Death of th
the death o
while the U
Information
disclosure o
there are m4
data relevar
other indivi
from an inh

Participantd
of death. Th
any laws or
Different prj
death such }
allow his pe

Protection and Electronic Documents Act, S.C. 2000, c. 5, stipulates certainmestrictions o
f personal information that persist for 20 years after the death of a data;subject). How
ny circumstances where the health records of a dead individual couldceveal personal h
t to some other individual and be of detriment to them. The records may refer explici
Huals (e.g. a member of the dead person’s family). If an individual'dies of a condition der
britable genetic deficiency, his records may reveal matters rélevant to his offspring.

in the application shall come to an explicit agreement about what to do in circumstze
ht agreement may depend on the countries involved@nd how they treat health recordg
rules which may apply to the length of time health records must be retained after dg
operty rights may also apply (e.g. if a patient is‘the legal owner of his records then
records may be a part of his estate and subjectito probate). Since a patient’s permissi
rsonal health data to be processed and passed to another party may depend on what w

e data subject: The way in which the confidentiality of personal health data is handled jafter
[ a data subject may vary from nation to nation and from jurisdiction to jurisdiction (e.g.
K Data Protection Act applies only to living persons, in Canada, section 7,3vof the Perfonal

the
fever
palth
ly to
iving

nces
(e.g.
ath).
after
bn to
rould

happen to siich data should he die, patients shall be informed of any arrangements made concerninjg the

handling of

8.2.8 Exemptions to content principles

such data after his death.

Participanty may agree exemptions toscontent principles 8.2.2, 8.2.3, 8.2.4 (a), (b) and (c), wherp the

exemption donstitutes a necessary measure to safeguard

a) nationa| security;

b) defence

c) public spcurity;

d) the prepentiof-investigation, detection and prosecution of criminal offences, or of breaches of
ethics for régulated professions;

e) an imp
monetary, budgetary and taxation matters;

f) a monitoring, inspection or regulatory function connected, even occasionally, with the exercise of
official authority in cases referred to in (c), (d) and (e);

g) the protection of the data subject or of the rights and freedoms of others.

Where participants agree to any exemption the data subject shall be informed as part of the giving of his
consent unless so doing is contrary to the law applying to the data exporter.
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Procedural/enforcement mechanisms

8.3.1 General

Even if the “content principles” are built into the rules for processing, storage, transfer etc. of personal
health data, the rights of individuals will not be ensured unless the rules are followed and, if not,
individuals have an effective form of redress.

Whereas a number of international and national documents, for example from the OECDI[1I[2] the Council
of Europel3l[4] and the UN,[53] agree upon the essence of the requirements concerning the rights of
individuals, the means for ensuring their effectiveness varies substantially.

Somé
Prot

and

Manjy

Thus
judic

8.3.2

A md

imp

ection/Privacy Commissioners or equivalent with monitoring and complaint investigatiy

legal provisions such as liability, sanctions and remedies. An example is the EJ Mémbe

 national and international guides and rules, while they may exhort simitaprights for

ay not be so comprehensive;
ay not require enshrinement in law; and
ay not cover all health sectors (e.g. may cover only the publi€ sector).

to judge adequacy of data protection provided by asdata importer requires assess
ial and other mechanisms in place. Such an assessmentshall achieve the following objg

e countries ensure that the means for ensuring effectiveness are embedded in law tlllrough Data

e functions,
I States.

individuals

ment of the
ctives:

.

[0 deliver a good level of compliance with the rulé§ (ho system can guarantee 100 % co

q

q

f
% ensuring respect for rules, as of coursetan systems of direct verification by authorit
r independent data protection officials.

To provide support and help to individual data subjects in the exercise of their rights. TH
Tust be able to enforce his/her rights rapidly and effectively, and without prohibit
o so there must be somé sort of institutional mechanism allowing independent invg

¢omplaints.

|
q

key element, whieh must involve a system of independent adjudication, or arbitration y
ompensatiomte’be paid and sanctions imposed where appropriate.

Ensuring compliance with the rules

ans‘for ensuring compliance with the rules is for a controller transferring the data tg

pliance, but

ome are better than others). A good system is génerally characterized by a high degree qf awareness
gmong data controllers of their obligations;.ahd among data subjects of their rights and the means
exercising them. The existence of effective and dissuasive sanctions can play an important part

es, auditors,

e individual
ive cost. To
bstigation of

To provide appropriate redress to the injured party where rules are not complied with. This is a

vhich allows

require the

rter to have a clear security policy and policies specifying Permitted Purposes of Use

as well as a

policy for breach, individual access, openness, and challenging compliance for the handling of transferred
personal health data which encompasses

the organisational and technical security measures necessary to ensure adequacy of dat
as required by this International Standard;

aprotection

measures to ensure compliance with the policy including the penalties or sanctions which can be

applied in the case of a breach.

Clauses 10, 11 and 12 specify the requirements of such a policy.
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8.3.3 Providing redress

A data subject shall be able to obtain appropriate redress for damage caused to him as a result of any act
incompatible with the requirements of this International Standard.

This may best be achieved through a contractual approach three examples of which are given below.[8]

Approach one is for the data exporter to restrict the data importer to being simply a sub-contracted
processor who, as a result, would have no autonomous decision-making powers. The data exporter,
as data controller, would specify in detail what the processor is to do and only do. The data exporter
therefore remains totally responsible for the data transferred and may thereby be automatically liable

under his na

data

subject therj
country/jur
records in
often be ne
effectively b

Approach ty
that the dat
contract coy
of the transf

In both of th|
of contract i

The third aj
question. Sd
under the d
importer, py

A data subje

8.3.4 Sup

Data subject
data subject
complaint c{
body.

An equivale
the data imj
equivalent)
to abide by t

An alternat|

ff he sought to recover any damages paid to a data subject.

tional laws for any damage rncn]h'ng from a breach nomatterwhere undertaken. The
o

eby may have no lesser rights to redress them than if the breach occurred within his
sdiction. However circumstances will frequently occur (e.g. in sharing electronic pg
elemedicine), where the importer is not solely providing data processing services. It
essary for the data importer to have freedoms to process data as he sees¢fitrand thg
ecome a controller in his own right. In this case further safeguards will beequired.

Vo is for the data exporter to enter into a separate contract with the data’subject stipul
h exporter will remain liable for any damage caused by actions of the data importer. S
1d, for example, be made at the time data was obtained from thé&data subject and the
er should be addressed then.

ese two approaches it would be for the data exporter to pursue the data importer for br

pproach depends on the legal system applying to(ontracts in the country/jurisdicti
me legal systems allow third parties (i.e. thosé.not party to the contract) to claim r
ontract. This could, with an open published*contract between data exporter and
ovide satisfactory subject rights.

ct shall be informed of his rights of redréss as part of his giving consent to the transfe

port and help to data subjects

s shall have the right to purSue an objective investigation, by an appropriate authority i
’s jurisdiction, of a complaint regarding a breach of their rights. This shall include wh
innot otherwise be resolved, investigation and/or arbitration by an independent, comp

nt institutional méchanism may be achieved through a contractual condition under W
porter wouldgp€rmit a national /federal, provincial or territorial Privacy Commissiong
n the datasubject’s country/jurisdiction to investigate a complaint and would further 4
he CommiSsioner’s ruling.

Ere da

own
tient
may
reby

ating
ich a
ssue

each

bn in
ights
data

the

ptent

rhich
r (or
gree

rhich

ive_could be a contract between the data subject and the data exporter under W

investigativ
jurisdiction.

Data subjects shall be informed as to their right to have a complaint investigated.

8.4 Contracts

her

The carrying out of processingin the application shall be governed by a contractbetween the participants,
even where the data importer is solely a processor.

The extent and therefore the content of the contract will depend on the extent to which the data importer
needs to demonstrate adequacy of data protection in the wide sense of this International Standard.

Where the data importer is solely a processor the contract may primarily be devoted to binding the
processor to the controller/exporter and to ensuring that the processor acts only on instructions from
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the controller. Where the data importer is a controller the extent of his responsibilities will be greater
and thereby the more the contract will need to address the assurances that the importer gives to the
exporter.

8.5 Overriding laws

General or specificlaws in a country/jurisdiction may include requirements, in particular circumstances,
for the importer of data to disclose data to another party (e.g. the police, law courts, security services).
These laws may override any contract provision and it may, in some circumstances, be illegal for the
data controller to reveal to the data subject that data access has been granted (e.g. police investigations).

The circumstances under which such restrictions in rights may occur are illustrated by 8.2.8.

Data

natid
doub
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8.6.1

Asol
tore
of pe

8.6.2
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in particular by reference to an identification number or to one or more factors specific to
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subijg
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the ¢
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data

subjects shall be informed (see 8.2.3) of the possible consequences of any such overri
nal/jurisdictional practices at least to the extent of a listing such as that in 8.28 > Whe
ts these shall be revealed. Where legally permissible, the data subject should\be infor
btional accesses as soon as practicable after they have occurred.

Anonymisation

General

ition to problems of transferring personal health data acrassinational/jurisdictional b
hder it non-personal. Rendering data non-personal shall be achieved in the context of t
rsonal data as given in this International Standard.

Rendering data non-personal

International Standard defines personal;data as “any information relating to an i
ifiable natural person”. An identifiable person is “one who can be identified, directly ¢

jological, mental, economic, cultural’er social identity”.

ering data non-personal is often referred to as anonymisation. However the p¢
ymisation varies. In the context of this International Standard “anonymisation” ther
ering data ‘non-personallin the context of this International Standard’s definition

. An “identifiable person” includes one who can be identified “indirectly” by referend
of the factors specificto him”. Clearly such factors comprise more than name and add
ct may for example be identifiable by a combination of any one or more of age; sex; race;

pntext of some-health applications, images (e.g. photographs, dental records, radiogray
as EEGs),may have details which, taken alone or together with other data, such as spec
ity of health organization, would render the data as person-identifiable and thereby

Such

ding laws or
re there are
med of such

ders canbe
e definition

dentified or
r indirectly,
his physical,

brception of
pfore means
bf “personal
e to “one or
ress. A data
occupation;

Wl/zip code; ineome group; physiological or mental state; family characteristics etc. Additionally in

hs or traces
ality and/or
as personal

coemhinations of data elements may render as personal, data that may otherwisd

b have been

considered as purely statistical. Postal/Zip codes provide a very effective way of locating an individual
within a small group. Similarly this may also occur through small numbers (e.g. the number of women
having triplets could be extremely small even in a large geographic area).

Rendering data non-personal thus requires attention to considerable detail. The database inference
problem is always theoretically soluble given sufficient resources and access to other relevant
information. However, adequate anonymisation can frequently be achieved by withholding obviously
identifying information and ensuring that the data importer does not seek to re-identify individuals or
to disclose the anonymised information wider than is necessary for the purposes for which it has been
agreed that it can be used.

Correspondingly, statistical information concerning health can often, given the resources and reference
to other databases which may be in the public domain, reveal the identity of an individual. Clearly
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criteria based on the concept of excessive effort in relation to the necessary security and sensitivity of
the data need to be applied to such statistics (see fifth bullet of 6.1).

Any assurance given to a data subject concerning the rendering of data as non-personal shall address
the matter of risk of identity being revealed in relation to the level of effort required to do so. The extent
and cost of such resources will vary with time as technology advances.

Replacement of personally identifiable data with pseudonyms according to ISO/TS 25237, Health
informatics — Pseudonymizationl2] may be required instead of anonymisation (e.g. where linkage of
records is needed without revealing identity).

8.7 Legit

Clauses 7.2.

Imacy ol consent

| and 7.2.2 refer to “unambiguous consent”.

“Consent” n
must theref
matters mig
subject will
is involved |
another. It s
consent for

collect by ng

When seeki
this Interna
seeking and

peds to be “freely given, specific and informed” (see definitions). “Unambiguous con
bre be on the basis of knowledge of any matters which may be relevant particularly if {
ht weaken the rights thatwould have been obtained had consentnotbeen given. Thus the
heed to know not only that a transfer of personal health data to another)country/jurisdi

hould also be noted that consent for one processing action dees not necessarily in
pthers. For example, Consent for use does not include consentto disclosure, while consg
cessity likely includes consent to store.

hg unambiguous consent the data subject shall be provided with information specifi
tional Standard and any other information which might affect his decision. Procedurg
documenting consent should follow the guidelin€s'given in ISO/DTS 17975.[16]
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complies with all subclauses of Clauses 9, 10, 11 and 12 of this International Standard.

9.2 The purpose of the security policy

The purposes of the security policy for data importers are

— to provide assurance to the data controller exporting the data;

ensures that the terms of the contract (8.4) between him and the data exporting controller are met;

— and to provide assurance for data subjects that the provisions of this International Standard will be
met by a data importer.

12
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9.3 The “level” of security policy

This International Standard provides guidance on a High Level Security Policy (HLSP) for data importers.
Subclause 9.4.6 describes what is meant by “High Level”.

9.4 High Level Security Policy: general aspects

9.4.1 Levels of abstraction in ensuring security

Security can be viewed on four distinct levels.[11] These are illustrated below in Figure 1. This
International Standardis concerned with high level pn]ir‘y The Fignrn and the Fn]]nv\ring clauses exp]ain

what is included in the meaning of ‘high level’.

Generic
Principles

Level of
abstraction Principles
High
Level
Policy
Stipulations
Measures

Figure 1 — Levels of abstraction

9.4.2 Generic principles

“Generic Principles” derive from the culture of the society that provides the environment which drives
perceptions about human rights and privacy. How such rights are perceived varies across the globe.
For example the EU Data Protection Directivel6] derives from a west-European democratic culture
specifically those of the EU member States. It thereby derives from an environment that is encompassed
by the European Convention on the Protection of Human Rights and Fundamental Freedoms.[12] The
latter applies notjustto the EU or only to Europe. Other regions of the world may have other overarching
conventions or equivalent.
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The importance of this is demonstrated by matters such as ‘overriding laws’. The EU Data Protection
Directive as an example permits EU Member States to restrict the scope of the obligations and rights
provided in the Directive in circumstances such as where it is necessary to safeguard such matters
as national or public security; defence; investigation of criminal offences; an important economic or
financial interest of a Member State (see 8.2.7). Other countries may also have legal provisions of a
similar type that might override any organisational rules on data protection. Such overriding laws may
be different and/or more extensive than in the exporter’s country/jurisdiction and may be based on
a different view of human rights. These matters will have to be accounted for in obtaining consent to
transfers and need to be recognized in an organization’s High Level Security Policy.

9.4.3 Non-generic principles

Non-generid ‘principles’ result when generic principles are considered in a specific national or [local
administratjve environment. For example they will be specific to an organization but be influence¢d by
the generic principles, i.e. influenced by the culture or legislation of the country/jurisdiction in which
the organization is located.

9.4.4 Stipulations

‘Stipulations’ derive from the ‘principles’ and are the specific operational steps that should be follpwed
in order to fulfil a specific principle. They point out what must be done to fulfil a principle but notf how
it must be dpne.

9.4.5 Medsures

‘Measures’ Tesult when stipulations are considered in a specific environment. They specify in detail
what must Qe done to fulfil a stipulation.

9.4.6 Elements of a High Level Security Policy

A High Leve] Security Policy shall comprise the two middle layers of abstraction namely principle$ and
stipulations

An HLSP shall therefore be based on ‘Genheric Principles’ and be complemented by specific ‘Measjres’
within a pajticular organization.

This Interngtional Standard con¢erns guidance on an HLSP and therefore does not deal with Meagures
which are v¢ry much more orgamnization dependent. However an indication as to Measures which should
back-up stipulations is given-

10 High Llevel Security Policy: the content

10.1 Prindiple.One: overriding generic principle

10.1.1 General

The High Level Security Policy (HLSP) shall make clear, as an overriding generic principle, that the
personal health data to which the HLSP applies derives from a country/jurisdiction other than the
importer’s and that the data subjects expect their rights to be safeguarded to the extent they experience
in their own country/jurisdiction.

10.1.2 Principle One, Stipulation One: fundamental rights and freedoms

The data importer shall determine from the data controller what statement he wishes to have included
in the HLSP regarding the data subject’s overriding fundamental rights and freedoms. That statement
shall be included in the HLSP. As an example, where the exporter is in an EU country, reference would
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be made to the European Convention on the Protection of Human Rights and Freedoms[12] and the EU
Directive on Data Protection.[€]

The aim of the HLSP shall be to safeguard these rights as prescribed by the exporter.

10.1.3 Principle One, Stipulation Two: information about doubts

Where there are any doubts that such fundamental rights can be guaranteed, these shall be made known
so that data subjects can be fully informed and give consent or otherwise.

10.1.4 Rationale

Not all nations subscribe to a declaration of human rights and freedoms and as such there may be
overfiding laws or practices in the importer’s country/jurisdiction which are incemsistent with that
experted by the data subject. An example might be the right for public authorities to acgcess patient
records in circumstances that would be unacceptable to the data subject. Where this i known, or
suspgcted, the data subject has the right to know and decide what to do as a-¢oanSequence.

10.1{5 Observations as to measures

A short statement on the data subject’s overriding expectations,régarding rights and freedoms shall
be given. As an example, in the case of EU data subjects, a short'summary of the substange of the EU
Dire¢tive should be available for staff awareness.

10.2 Principle Two: chief executive support

10.2{1 General

The HLSP shall be endorsed by the chief executive of the organization and shall be availablg on request
and free of charge to any data subject or other legitimate enquirer.

10.2{2 Principle Two, Stipulation One: alignment with local practice

The HLSP shall, as far as practicadl;be expressed in a manner consistent with the general datp protection
policly of the data importer’sjorganization. Where this is not so, this shall be explicitly recognized.

10.2}{3 Principle Two, Stipulation Two: organisational arrangements

The importing orgdnization shall establish an appropriate organisational structure to supp¢rt the HLSP.

10.2}4 Principle Two, Stipulation Three: regular HLSP review

The HLSP shall be reviewed at regular intervals that shall not exceed two years.

10.2.5 Rationale

A policy which does not have the backing of the chief executive is less likely to ensure compliance by staff
and less likely to command respect from data subjects. Policies and measures which depart significantly
from the general practice of an establishment are more likely to encounter non-compliance.

10.2.6 Observations as to measures

Endorsement simply by virtue of the chief executive’s signature is weak: a personally written preface is
preferable and his personal observation of its requirements is essential.

Additional endorsement by senior clinical staff such as the chief medical officer is desirable: this can be
achieved in association with measures.
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10.3 Principle Three: documentation of measures and review

10.3.1 General

The HLSP shall be backed by documented Measures to ensure compliance with the principles and

stipulations

and these shall be reviewed at regular intervals which shall not exceed one year.

10.3.2 Principle Three, Stipulation One: staff information

The Measures shall be structured so as to be applicable to the staff who receive them.

10.3.3 Rationale

Staff need t
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The data pr

know exactly what to do and what not to do. Measures should be tailored tg suit the
bected to implement them (e.g. measures applicable to clinical staff may not be relg
Fative staff). Most staff do not need to know the exact details of most technical sec

ervations as to measures

nted Measures may usefully take the form of codes of practice.
iple Four: Data protection security officer

eral

ction security officer shall be appointed to ensure, in an independent manner, compl
5P and the Measures that support it.

ciple Four, Stipulation One: data pretection security officer and data importer as

Hata importer is solely a proacessor of personal health information, the data prote
cer shall ensure that no processing of data are undertaken other than as specified b
ansferring the data and(inaccordance with the contract that must govern that specifica

ciple Four, Stipulation Two: data protection security officer and data importer as

ata importérds a controller in his own right, the boundaries to be respected in the proce
nal health.data shall be specified and agreed with the primary controller exporting the
tectienrsecurity officer shall ensure compliance with these.

staff
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ance

Y]
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a
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10.4.4 Prinei

ice

The data protection security officer shall have the necessary skills and experience in safeguarding
personal health data to undertake his duties and shall have the necessary authority delegated by the
chief executive or person with similar authority.

10.4.5 Rationale

Often an importing organization processing personal health data will need itself to determine the
necessary purpose and means of processing. For example, in telemedicine/teleconsulting the importing
clinical professional will require maximum discretion in consulting with other professionals and for
keeping results in an appropriate electronic or paper patient record accessible to other authorized
persons. This will normally require the professional or the organization to act as a controller rather
than solely as a processor.
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The data protection security officer requires authority derived from top management. Preferably that
should be the chief executive but others such as the chief medical officer may be satisfactory.

10.4.

6 Observations on measures

The data protection security officer shall have clear terms of reference and his authority to audit and
investigate compliance shall be made clear in Measures.

10.5

Principle Five: permission to process

10.5
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docujmented and kept as an integral part of the consent.
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complex requirements and-measures that are not accepted by the data importer.

10.5
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knov
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1t Generat

pt as allowed in 7.2.1 processing shall be undertaken only with assurance that the'datg

information provided to the data subject as part of the process of ©btaining cons

2 Principle Five, Stipulation One: unambiguous consent to transfer

opriate assurance shall be sought and obtained e.g. from the)primary controller export
'he data subject has as appropriate given “unambiguous” €onsent for the transfer of per

3 Principle Five, Stipulation Two: limitation'toe the purposes consented

bssing of personal health data shall be limitéed to the purposes for which consent has
purposes shall be documented and made kKnown to the data subject. The classification
rocessing personal health information as’specified in ISO/TS 14265[15] provides guida

4 Principle Five, Stipulation Three: conditional consents

onditions of consent shall-be appropriately associated with the individual’s personal
Measures taken to emsure compliance. It should be noted that conditional consent c

5 PrincipleFive, Stipulation Four: review of information concerning consent

mation provided to data subjects as part of the process of obtaining informed consent s
/n in relevant Measures. Such information shall be reviewed at regular intervals not ex
to ensure that the information remains correct and that no other information should |

subject has

ppriately consented [see 7.2.1 and 7.2.2 (a)] and only in compliance with such-censenft. Principles
and dlata requirements for consent are given in ISO/DTS 17975.[16]

ent shall be

ing the data
sonal health

to the importer’s country/jurisdiction and for the processing of personal health data about him.

been given.
of purposes
nce for this.

y data subject makes conseht conditional and those conditions are accepted by the ddta importer,

health data
puld lead to

hall be made
ceeding one
e added.

10.5.

6 Rationale

Data subjects must give unambiguous consent to transfer of personal health data about them except
when transfers are in the vital interests of the data subject such as health emergencies.

Consent must be informed. Thus data subjects will need to be provided with all relevant information
if consent is to be valid and much of that information will need to be provided by the data importer.
Any information provided for this purpose shall be documented and kept up to date. Information will
include, where applicable, such matters as

— overriding laws or practices which allow external authorities to have access to the data such as law
enforcement or security services, external clinical audit or investigations;

— absence of ethical professional codes with relevance to privacy;
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— measures taken to ensure adequacy of data protection in circumstances where data protection is
inadequate in the context of this International Standard.

Where the data importer is unclear about such matters, for example overriding laws and practices, that
fact shall be made known.

10.5.7 Observations regarding measures

If any conditions surround consent they must be reflected in relevant measures. Measures must ensure
processing is limited to the purposes for which consent has been given.

10.6 Prindiple Six: information about processing

10.6.1 Genpral

Data subjects’ rights to information about processing, to safeguards concerning data‘quality, to agcess
their data ajpd to object to processing shall be ensured in accord with this International Standard.

10.6.2 Principle Six, Stipulation One: documentation about consented processing

The purposgs for which the data subject has consented to the processing of his personal health|data
shall be explicit and documented and no processing which is incompatible with those purposes|shall
take place.

The data subpject shall have the right to ascertain that no processing will take place which is incompatible
with those purposes.

10.6.3 Prirciple Six, Stipulation Two: quality of data‘collected and processed

Personal hegalth data which are collected and proceéssed shall be adequate, relevant and not excessjve in
relation to a data subject’s agreed purposes.

10.6.4 Principle Six, Stipulation Three: accuracy of data processed

Steps shall he taken to ensure that petsonal health data are collected and recorded accurately and|kept
up to date where necessary.

10.6.5 Principle Six, Stipulation Four: data retention, archiving and destruction policy

There shall be an organization data retention, archiving and destruction policy which is communi¢ated
to data subjects and.is\compatible with their consented purposes including that personal health|{data
shall be kept for processing for no longer than is necessary for a data subject’s agreed purposes.

10.6.6 Principle Six, Stipulation Five: data subjects’ access to their data

Arrangements shall be made to recognize requests from data subjects for access to their data and to
ensure that they can be complied with within any legal time-scales and without excessive expense.

10.6.7 Principle Six, Stipulation Six: objection to processing

A data subject shall have the right to object to the processing of data about him and, where that objection
is justified, further processing of that data shall cease if the data subject so requests.

10.6.8 Principle Six, Stipulation Seven: rectification, erasure and blocking

Where a data subject believes that his data are inaccurate or incomplete, or where the provisions of this
International Standard and/or any undertaking given by the data importer are not being complied with,
he shall be allowed to have his personal data rectified, erased or blocked.
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Where there is a difference of opinion in respect of the personal data that cannot be resolved objectively,
the data subject’s view of those data shall be recorded and processed alongside his other personal data.

10.6

.9 Principle Six, Stipulation Eight: identification of transferred data

All personal health data transferred to the importer shall be identified as such.

10.6

10

Principle Six, Stipulation Nine: action on notification of the death of a data subject

On being notified of the death of a data subject, the agreement required by 8.2.6 shall be enacted.
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11 Principle Six, Stipulation Ten: direct marketing

pnal health data shall not be used for direct marketing without the explicit ¢dnsent
ct.

12 Principle Six, Stipulation Eleven: re-personalisation of dé-personalised

'sonal health data are transferred to the importer on the basis of ifbeing non-persona
nymous data: see 8.6), Measures shall be adopted to ensure that identity is not acqg
erately revealed by any processing, including association with other databases. Where
jall numbers’ policy shall be formulated i.e. a policy for{dealing with the possibilit
bers in the statistics may result in revealing identity (se€8.6.2).

13 Rationale

ant staff and to ensure that it is not used forany other purpose. In healthcare establis]
spitals, personal health data may routinely be used for audit, statistics, financial an
ns to national or regional authoritiés; to third parties for reimbursement, to p
prities for disease surveillance. None of these may be applicable to the purposes for wh
ransferred and, unless agreed otherwise by a data subject, measures need to be in plag
ng unwittingly used for these purposes.

cannot be expected to comply with the HLSP and Measures supporting it unless they k
being used is subject to'special constraints - hence the need for it to be identifiable as

equirement that pérsonal health data be retained no longer than necessary for the purg
e data subject,cotld cause problems. Importing countries may have requirements to 1
"ds for a minimum period of time. The data importer may wish to retain records contain
h data for asubstantial time for statistics, audit and in case of legal challenge or comy
then thé.data subject’s consent to these purposes shall be obtained.

Culties of the same nature may arise in erasing data if a data subject dies unless agre
"Wise is obtained in advance: hence the need for an explicit Data Retention and Destru

of the data
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A data subject’s rights to information on data being processed concerning him will cause difficulties
unless a process has been created in advance. In a hospital, for example, data about a person may be
held in a number of departmental systems and notes making tracing difficult unless the hospital has a
comprehensive electronic patient record system.

Similarly a request to erase data may not be executable because of medico-legal requirements to hold all
data for audit and investigation of complaints. The data subject should be informed of this when giving
consent. An appropriate way to proceed may be to archive the data and block any further processing
except for controlled access for essential medicolegal purposes.

© ISO

2013 - All rights reserved

19


https://standardsiso.com/api/?name=a6eb1939c19b72e925717ba44f75d022

ISO 22857

10.6.14

:2013(E)

Observations on measures

Measures will need to include a process for handling subject access requests promptly and for the
procedures to be followed in the event of death of a data subject.

Measures to deal with the safeguarding of ‘non-personal’ data will depend on the risk. Appropriate
techniques exist for handling the small numbers ‘inference’ problem [ref. 11 vol.2 pp 272-277].

10.7 Principle Seven: information for the data subject

10.7.1 Gen
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and how to
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10.7.2 Rationale
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hrty to which his personal health data may, or will be, transferred; his rightso-objg

pursue them; any information which may affect a data subject’s consentcwhich migh
e obvious to him. Information provided shall be documented and storeg,

P passing of this information to data subjects may be the responsibility of the contj
the data, much of it derives from the data importer. In pafticular it should be noted t
needs to be provided with all the information that might affect his consent to trans

h subject’s privacy and fundamental freedoms in_any way that a data subject woul

f importers of personal health data could in¢lude persons other than clinicians and h
s e.g. finance administration for billing or.¢lerical data input staff.

prvations on measures

iple Eight: prohibition of onward data transfer without consent

eral

bersonal headlth data from the data importer to another party shall not take place wit
of the controller transferring the data and the data subject’s consent unless it is neces
rotect:th& vital interests of the data subject or another person where, and only for so
subjeet cannot physically or legally consent. Any other party in receipt of such data, e}

where itis s

sing;
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the complaints procedure; arbitration and investigation arrangements; rights to redress

t not
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111 include review of the information provided at regular intervals that shall not exceed one

hout
sary
long
kcept

plely for the purposes of transmission, shall provide adequate data protection.

10.8.2 Principle Eight, Stipulation One: assuring protection for onward transfers

The adequacy of data protection afforded by the ‘other’ party shall be judged in the context of this
International Standard. It is the responsibility of the recipient to ensure data protection is conformant

to this Inter

national Standard.

10.8.3 Principle Eight, Stipulation Two: HLSP for onward transfers

The ‘other’ party shall comply with or implementan HLSP that complies with this International Standard.

10.8.4 Principle Eight, Stipulation Three: disclosure register

A disclosure register of transfers to other parties shall be held and maintained.
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10.8.5 Rationale

If personal health data are passed to another party, the data subject will expect no less data protection
to apply.

It may often arise that a clinician may wish to seek active clinical support of a colleague in another
institution. If such further consulting with a particular colleague/institution is a regular feature of the
processing then the ‘other’ institution should implement an HSLP in full. However if the arrangement is
occasional and limited to just one or two healthcare professionals lesser, but still formal, arrangements
should suffice.

circumstance-the data-subject’s consentwill be required.- However it will not always be possible
to predict what other health professionals in ‘other’ institutions will need to be constilfed. In these
circymstances the data subject’s consent may be sought for a category of persons which'could be other
clini¢ians in another institution if that is necessary to meet the purposes of processingto which the data

subjgct has consented. This shall not be abused and any risks to privacy shall bedevealed.

In an

If the ‘other’ party is, or is likely to be, in a country/jurisdiction other thanthe importer’s, then many
morg and complex considerations will apply. The adequacy of data protection established at the outset
for the data importer may not apply.

10.8|6 Observations on measures

Meagures shall include the procedures to be followed if persenal health data are to be transferred to
another party.

10.9 Principle Nine: remedies and compensation

10.9{1 General

A data subject shall have the right to judicial 'or other equivalent remedy for any breach of his rights and
to compensation for any damage resulting.

10.92 Principle Nine, Stipulation One: investigation of complaints

Therg shall be mechanisms gpen'to data subjects for investigation of complaints independent of the data
impdrter.

10.913 Principle Nine) Stipulation Two: independent arbitration

Therf shall be mechanisms open to data subjects for independent arbitration in the case of unresolved
dispiites.

10.9}4-Rationale

These mechanisms will need to be in place as part of establishing adequacy of data protection. They may
be complex but shall be documented and made available to data subjects in a form and language which
will enable the data subjects to understand how, and in what circumstances, they can be initiated.

The documented mechanisms shall include any implications or limitations that may arise if personal
health data are transferred to another party who then causes breach of rights such as a consultation
with another health professional in another institution.

10.9.5 Observations on measures

Measures associated with this principle will often require legal input.
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10.10 Principle Ten: security of processing

10.10.1

General

Personal health data shall be protected against accidental or unlawful destruction or accidental loss,

alteration, a

10.10.2

nd unauthorised disclosure or access, and against all unlawful forms of processing.

Principle Ten, Stipulation One: risk analysis

Security Measures shall be appropriate to an assessment of the risks.
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10.10.8
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shall be managed bysomeone knowledgeable and competent in respect of that network.

10.10.9

Principle Ten, Stipulation Two: encryption during transmission

hlth data transmitted between the data exporter and the data importer shall be adequ|

Principle Ten, Stipulation Three: proof of data integrity and authentication of

hlth data transmitted between the data exporter and the data itnporter shall be subijg
vices guaranteeing data integrity and authentication of origin.

Principle Ten, Stipulation Four: access control and user authentication

be effective access controls for the processing of pessonal data and users of systems sh
uthenticated.

Principle Ten, Stipulation Five: physical’and environmental security

e requirements of the delivery of effective healthcare, effective physical and environm
hsures shall be taken.

Principle Ten, Stipulation Six: application management

bns processing transferyedpersonal health datashallbe managed by someone knowledg
bnt in respect of thatapplication.

Principle Ten; Stipulation Seven: network management

5 under the-direct control of the importer and processing transferred personal health

Principle Ten, Stipulation Eight: virus controls

ately
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ctto

hll be
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bable

data

Effective virus controls shall be installed to prevent malicious software from compromising the integrity
of transferred personal health data or of systems handling them.

10.10.10

Principle Ten, Stipulation Nine: reporting breaches of security

All staff and information system users concerned with transferred personal health data shall be taught
to recognize and report breaches of information security to the Data Protection Security Officer. The
respective responsibilities of the data exporter and data importer towards the data subject in the event
of interference with data referring to the data subject shall be clear as shall be the measures for handling
the consequences.
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10.10.11 Principle Ten, Stipulation Ten: business continuity plans

Arrangements shall be made for the processing of personal data to be carried on by the data importer in
the event of the failure of processing systems.

10.10.12 Principle Ten, Stipulation Eleven; audit trails

Tamper-proof audit trails shall be maintained for all transferred personal health data.

10.10.13 Principle Ten, Stipulation Twelve: handling particularly sensitive data

Where personal health data are particularly sensitive, a rigorous risk assessment shall be|undertaken
and gny special measures necessary shall be strictly implemented. Examples of such data‘are personal
genefic data and data concerning sexually transmitted diseases (see Annex E).

10.1p.14 Rationale and observations on measures

The [rationale and observations on Measures relating to security of processing are cdnsidered in
Clause 11.

10.1f1 Principle Eleven: responsibilities of staff and othet contractors

10.11.1 General

All staff and other contractors working for the data importer and expected to be involved in grocessing of
transferred personal health data shall be informed of their responsibilities and be capable ¢f exercising
them.

10.111.2 Principle Eleven, StipulatiomrOne: informing staff and other contractors

Staffland other contractors involved in:ptocessing personal health information shall be informed of the
HLSE and be provided with measures to enable them to comply with the HLSP.

10.11.3 Principle Eleven, Stipulation Two: instruction and training

Staffland other contractors-involved in processing personal health data shall receive instru¢tion and/or
train|ing as appropriate to,their responsibilities. Training material shall be reviewed at regu]ar intervals
not gxceeding one year, Training shall be repeated at appropriate intervals.

10.11.4 Principle Eleven, Stipulation Three: staff and contractor contractual obligations

The pbligations of staff and contractors to comply with measures to implement the HLYP should be
incorporated in their contracts of employment or terms of contract.

10.11.5 Rationale

Staff may already have received instruction or training in data protection in general. However staff
involved with transferred personal health data must understand any additional or amended procedures.

10.11.6 Observation on measures

A short explanatory document, which may act as a training document, should be produced.
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11 Rationale and observations on measures to support Principle Ten concerning
security of processing

11.1 General

Principle 10 (10.10) requires the dataimporter to protect data against “accidental or unlawful destruction
or accidental loss, alterations, and unauthorised disclosure and access and against all unlawful forms of
processing”.

These requirements shall apply also where the processing involves the transmission of data over a

network.

Importers s
place measy
will ensure
transferring

uch as health organisations handling personal health data will probably already“lia
Ires to protect such data. These measures shall however be reviewed to check that
compliance with this International Standard and with the requirements ofthe conti
the data.
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Passwords are the most frequently used arrangements for access control and user authentication
but this is the lowest form of authentication. More effective means such as smart card and biometric
systems are available and these should be considered. Digital signatures can also be used to ensure that
information has not been tampered with and that the individual sending it has been authenticated.

To implement Identity and Access Management the following set of ISO standards should be observed:

The three-part documents ISO 17090 [1Z][18][19] and ISO/TS 22600 [201[21][22] specify the use of digital
certificates in a Public Key Infrastructure (PKI) and Privilege Management and Access Control (PMAC).
These are supported by ISO/TS 21298 [23] on functional and structural roles and ISO 21091 on directory
services.[24]
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11.4 Audit trails

Tamper-proof audit trails will be essential if a data subject’s rights to an independent investigation are
to be guaranteed. The Measures will need to be sufficiently robust to withstand legal actions for redress
or application of sanctions. It is necessary to have an audit logging and analysis system which provides
meaningful data in an efficient manner. Where possible only the Data Protection Security Officer should
have authority to access to and extract from these audit trails in order to provide data for designated
analysts.

Requirements for audit trails are specified in ISO 27789.[25]

11.5 Physical and environmental security

Physjical security is required to keep those who have no need to have access to systems.awaly from them
but glso to ensure that measures are taken to prevent, alleviate or recover from\the effe¢ts of things
such|as, flood, lightning strike, electricity failure, robbery. There will also bg the need fpor adequate
envifonmental measures to ensure that the systems continue working within their specifiied range of

envifonmental conditions.

11.4 Application management and network management

Detajled technical support may be provided by an outside organization but the local rhanagement
must have access to someone who understands each application’ system and who can handlle the basic
trainling, management and trouble-shooting. Supporting measures should include adequatg application
documentation and training materials. This applies to applications and networks. Network and security
safeguard configuration management are vital aspects.6f system security. These may include intrusion
detegtion systems and firewalls for example.

11.7 Malicious software
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ks by malicious software are one ofithe most frequent forms of attack on informat]
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11.9 Business continuity plan

It is necessary for the organization to be able to continue with its business such as the diagnosis and
treatment of its patients even when disaster overtakes its processing facilities. There needs to be a
clear assessment of the disasters that need to be accommodated and proper plans need to be drawn up,
tested and documented for use if such disasters arise. It is too late to invent the plan when the problems
have arisen. The consequences of various forms of system failure should be part of risk analysis. The
development of a business continuity plan, including a disaster recovery plan, is a significant project
that depends on the processing that is undertaken. It should be tested and updated regularly.
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11.10 Handling very sensitive data

Whereas all personal health data are sensitive some will be regarded by data subjects as extra sensitive
such as data referring to sexually transmitted diseases, abortions etc. Also the increasing use of
genetic/genomic information for the diagnosis and treatment of patients as well as its use for police
and security purposes demands that these data shall be kept particularly secure from inappropriate
disclosure. Advice on the handling of personal genetic data is included within the Council of Europe’s
Recommendation R(97)5 on the Protection of Medical Data.[4] However this is an area of active current

research.

Wherever personal health data are suspected as possibly being very sensitive to a data subject additional

security pre
assessment,
precautions
might be reg
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The data subject shall be consulted regarding the nature of any possible extra;se¢
and any agreed extra precautions shall be implemented. Annex E provides advice)on
rarded as “very sensitive”.

International security standards should be observed wherever an-electronic transf
h data occurs.

with the substance of this International Standard is required for personal health data in|
rms also. For example non-electronic personal health data shall be transmitted bet}
er and data importer only through a mode offering security appropriate to risk. This
ecial courier arrangement.

noted that non-electronic personal health* data may take forms other than paper su
, ECG traces, specimens and these datanéed equally effective physical security.

pact
urity
what

er of

non-
veen
may

ch as
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Annex A
(informative)

Key primary international documents on data protection

A.1 EU Data Protection Directive

A.1.1 General

For HU countries the most significant document on data protection is the EU Data’Protectign Directive.
(6] The twin objectives of the Directive are to protect the fundamental rights atid freedons of natural
perspns and to promote the free movement of personal data under that protection.

A.1.2 Coverage

Whereas the Directive makes reference to health data, its provisiofs are general and cover all sectors
and applications, whether private or public. It applies to both-inanual and paper files and computer
records. Personal data includes any information that applies €0 an identifiable person whether directly
or indirectly, e.g. through one or more factors specific to anmiindividual such as an identificaion number,
physijcal characteristic, geographic indicators of residence etc.

A.1.3 Rules for lawfulness of processing

Perspnal data must be

— processed fairly and lawfully;

ddequate, relevant and not excesgive in relation to purpose;
dccurate and kept up-to-date;

— keptidentifiable for no longer than necessary for the purpose;

— (¢ollected for specified, explicit, legitimate purposes and not further processed in a way not
¢ompatible with €hose purposes.

Perspnal data mdy be processed subject to certain conditions e.g. only if

a) the data'subject(s) has given their ‘unambiguous consent’;

b) (|)r itis'mecessary for a contract to which the data subject is a party;

c) oritisnecessary for legal compliance;
d) oritisto protect the vital interests of the subject;

e) or for the performance of a task in the public interest.

A.1.4 Special categories of processing

Subject to some exceptions Member States must prohibit the processing of personal data revealing
— racial or ethnic origin;

— political opinions;

— religious or philosophical beliefs;

© IS0 2013 - All rights reserved 27


https://standardsiso.com/api/?name=a6eb1939c19b72e925717ba44f75d022

ISO 22857:2013(E)

— trade union membership, and

— the processing of data concerning health or sex life.

In the context of this annex the most significant exception is in Article 8, Clause 3, which states that:
“The prohibition does not apply where processing of the data is required for the purposes of

a)

preventative medicine;

b) — medical diagnosis;

C) — the provisiomn of care; ortreatnrent;

d) — or tHe management of healthcare services; and

e) — where those data are processed by a health professional subject under national\law or fules
established by national competent bodies to the obligation of professional secregy-or by angther
person also subject to an equivalent obligation of secrecy.”

Member Staftes are obliged to “determine the conditions under which a nationalidentification number

or any other] identifier of general application may be processed.”

A.1.5 Datp subject’s rights

The data subject must be provided with a minimum of information\when data are collected, including

— the iderltity of the body which holds and controls the processing of the data;

— the purpose of processing;

— the recipients, or categories of recipients, of the data;

— other infformation to guarantee fair processing.

Where data|processing is of personal data not collected from the data subject, the latter must stjll be

provided with this information. There are exceptions in particular circumstances e.g. where procepsing

is for statistjcs or specific research and-the provision of the information would involve disproporti¢nate

effort.

Data subjects must have the right’to know whether data about him/her is being processed and, fif so,

what data and for what purpose. They must have the right to have data erased or block its processfng if

not in accorfl with the Diréctive. In this case third parties to which the data has been supplied must be

informed and must alsoérase and block processing (subject to disproportionate effort). Howevejr the

rights of acdess may be festricted in the case of statistics and scientific research, as in Article 13, Clause

2 of the Dirgctive which states that:

“Subject to adequate legal safeguards, in particular that the data are not used for taking measurgs or

deCiSionS rcn‘r\v(’]\'hn Ay martion]ay i Adiidyal Marmahary CStatnc yaay vwhorn tharn 1o olaavly o riak Of

SO OIitg ity por orcoot oy oo, e t—otattoTaay,; vy e T T theTT—To CICarty 19Tt

breaching the privacy of the data subject, restrict by a legislative measure the [access] rights provided
for in Article 12 when data are processed solely for the purposes of scientific research or are kept in
personal form for a period which does not exceed the period necessary for the sole purpose of creating
statistics”.

A.1.6 Security of processing
Article 17 lays down obligations regarding security. Clause 1 states:

“Member Statesshall provide thatthe controller mustimplementappropriatetechnicaland organisational
measures to protect personal data against accidental or unlawful destruction or accidental loss,
alteration, unauthorised disclosure or access, in particular where the processing involves transmission
of data over a network, and against all other unlawful forms of processing.
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Having regard to the state of the art and the cost of their implementation, such measures shall ensure a
level of security appropriate to the risks represented by the processing and the nature of the data to be
protected.”

When processing is carried out on behalf of the data controller, the processors must provide the same
guarantees of security and that must be “in writing or an equivalent form”.

A.1.7 Supervisory Authorities

Each Member State must have an independent public Supervisory Authority responsible for monitoring
implementation of the Directive and with which any person may lodge a ‘claim’ concerning protection

of hi ;
controllers must notify the Supervisory Authority before commencing processing. Notific

A.l.

Data
harm has been inflicted.

A.l.

Artig
counftry unless it ensures an adequate level of protection. Clause 2 states:

“
The
all circumstances surrounding a data transfer-operation or set of data transfer operation
cons
proc

law,

secu

Whe
State

How
in particular circumstances e.g.

A2

ified or exempted by a Member State in certain circumstances including where)an

protection ‘official’ is appointed for ensuring the Directive is enforced, and for\keéping
bssing operations. There is a specified minimum content for a notification,ywhich must
psed transfers to third countries.

8 Remedies and sanctions

subjects must have access to ‘judicial remedy’ from the data controller for any breac

9 Transfer of personal data to third countries

le 25 of the Directive requires that Member States may not transfer personal informati

adequacy of the level of protection affordéd by a third country shall be assessed in

deration shall be given to the naturécof the data, the purpose and duration of t}
PSsing operation or operations, the country of origin and country of final destination,
both general and sectoral, in forcein the third country in question and the profession
ity measures which are complied with in that country.”

e the Commission finds d third country does not have adequate protection it can reqy
s to prevent transfers, and it can enter into negotiations with that third country (Clau

pver transfer to a third country that does not ensure adequate protection is allowed |

yhere the data subject has unambiguously consented;

it is neeessary for the performance of a contract agreed by, or in the interest of, the dat

it isnecessary for the protection of the vital interests of the data subject.

ention. Data
htion can be
ndependent
a register of
include any

h of rights if

on to a third

the light of
5; particular
le proposed
the rules of
al rules and

ire Member
es 4 and 5).
y Article 26

h subject;

Organization for Economic Co-operation and Development (OECD)

Membership of OECD comprises 24 countries. Its most authoritative documents in the data protection
area are a matter of guidance - not directives or laws. There are general guidelines on securityl2] and
guidelines on protection of privacy which deal with trans-borders flows.[1] The latter includes eight
basic principles.

— Data collection limitation: The collection of personal data should be limited. Personal data should
be obtained by fair and lawful means and where appropriate, with the knowledge or consent of the
data subject.

— Data quality: Personal data should be as accurate, complete, and up-to-date as required for the
purposes for which they are used.
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Purpose specification: Individuals should be told why personal data are being collected at the time

of collection. The data should only subsequently be used for this purpose or compatible purposes.

Specification Principle, with the individual’s consent, or as required by law.

unauthorised access, use, destruction, modification, or disclosure of personal data.

Use limitation: Personal data should not be disclosed or used except as allowed under the Purpose

Security safeguards: Reasonable security precautions should be used to protect against

Openness: Policies and procedures relating to personal data should be easily obtained. Descriptions

of personal data collections and contact information for those responsible for the collections should

also be

organiz

given rq

Accou

A.3 Coun

The Council
status of inf
Europe und|
necessarily
terms, Recd
Authorities.
of personal

a
princi;;lzs.

freely available

Individual participation: Individuals should have the right to confirm whether an individy

htion holds data about them, to view such data in a timely and reasonable fashien,-and
asons (and be able to dispute) any denial of these rights.

bility: A data controller should be made accountable for implementing the 4

cil of Europe

of Europe’s membership is wider than the EU. Councilsef) Europe Conventions hav
ernational treaties and Recommendations from the Couhcil of Ministers of the Coun
er the various conventions have significant strengthyalthough individual citizens d
have the legal power to enforce their implementation in specific cases. In data prote
mmendations of the Council of Europe providé.significant guidance to the Superv
Convention 108, “For the protection of Individuals with regard to the automatic proce
data”[3] provided the basis for the EuropeaffDirective. It addresses automated proce

primarily biit allows extensions for participating States to apply the same principles to non-auton

processing :
identified o
recommend

“take steps
practice” an
professiona

It covers

legitim4
provisig
consent]

subject

There is par

30

ind to provide the same protection to l€gal persons or groups of individuals as well
" identifiable individuals. Recommehdation R(97)5 “On the Protection of Medical Da
5 that governments of signatory(States:

to ensure that the principlesy.. in ... this Recommendation are reflected in their law
d “ensure wide circulation)of the principles ... in ... this Recommendation among pef
ly involved in the collection and processing of medical data.”

te processing;
n of information to patients;

to processing and the right to object;

al or
to be

bove

b the

cil of

b not
ction
sory
5sing
5sing
jated
s to

ka”[4]

and
sons

ceess and rectification;

security;
disclosure of personal data;

trans-border data flows.

ticular attention to genetic data.
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A.4 United Nations General Assembly

A.4.1 General

The UN has issued “Guidelines for Regulation of Personal Data Files”[3]. The UN Guidelin
procedures for implementing regulations concerning computerised personal data files to t

es leave the
he initiative

of each State subject to a number of “orientations” the essence of which is given in A.4.2 and A.4.3.

A.4.2 Principles concerning minimum guarantees that should be provided in any na-

tional legislation

awfulness and fairness: Information should be collected in fair, lawful ways nof
¢ontrary to the Charter of the UN.

Privacy: files should be kept up-to-date and accurate.

Purpose specifications: purpose and use of files should be specified anddegitimate, an
the attention of the person concerned. None should be disclosed for incompatible purpc
¢onsent and data should be kept no longer than necessary.

nterested-person access: there should be rights of access, rectification and erasure.

Non-discrimination: subject to 6 below, data likely to give rise to discrimination s}
¢ompiled examples being racial or ethnic origin, colour, sex life, political opinion
philosophical and other beliefs, membership of an association or trade union.

Power to make exceptions: departures from 1 te-4‘may be authorized only if necessaj
national security, public order, public health or morality or to protect the rights and

$ecurity: appropriate measures must be taken to protect files from loss, damage, u
access, fraudulent misuse and viruses.

$upervision and sanctions; the law shall designate the authority responsible for
pbservance of the Principle$:it should have appropriate independent authority. Viola
jttract criminal or otherpenalties with appropriate individual remedies.

rans-border flows:.if two countries have comparable safeguards to protect privacy,
¢hould be able toirctlate freely between them. Where this is not so the restrictions on|
be limited to those' necessary to protect privacy.

ield of applications: the Principles should apply in the first instance to all public

to be used

d brought to

ses without

ould not be

s, religious,

'y to protect
freedoms of

¢thers. Exception to Principle 5 may be authefized only within the limits of the Internaftional Bill of

nauthorised

supervising
Fions should

information
flow should

and private
y to manual

tional organisations

\l interna-

The Guidelines should apply to government international organisations and each organization should

designate an authority statutorily competent to supervise observance.

A derogation from the Principles may be provided when the purpose of the file is the p
human rights and fundamental freedoms of an individual.
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Annex B
(informative)

range of countries

B.1 Aust
AS 4400-19
Australian H

National Pr
Australia, R

Information
Information|
The Healthd

National Pri

ralia

rivacy Amendment (Private Sector) Act 2000

nciples for the Fair Handling of Personal Information, Office of the-Privacy Commis
bvised edition January 1999

Privacy, Code of Practice, New South Wales Health, 1996
Privacy Principles, Office of the Australian Information Commissioner, 2008
are [dentifiers Act, Office of the Australian Information.€ommissioner, 2010

vacy Principles, Office of the Australian Informatiéft Commissioner, 2008

B.2 Canada

Federal
Privacy Act,
http://laws,
Access to Inf

http://laws.

R.S.C. 1985, c. P-21
ustice.gc.ca/en/P-21/index.itml
brmation Act, R.S.C. 1985, c” A-1

ustice.gc.ca/en/A-T/index.html

Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5

http://laws,
Alberta

ustice.gc.cajen/P-8.6/index.html

Freedom of |

D5 Australian Standard - Personal Privacy Protection in Health Care Information System§

nformation and Protection of Privacy Act, R.S.A. 2000, c. F-25

http://www.qp.gov.ab.ca/documents/Acts/F25.cfm?frm_isbn=0779729218

Personal Information Protection Act, S.A. 2003, c.P-6.5

http://www.qp.gov.ab.ca/documents/Acts/PO6P5.cfm?frm_isbn=0779726316

Health Information Act, R.S.A. 2000, c. H-5

http://www.qp.gov.ab.ca/documents/Acts/HO05.cfm?frm_isbn=0779719352

British Columbia

Freedom of Information and Protection of Privacy Act, R.S.B.C. 1996, c. 165

32
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http://www.qp.gov.bc.ca/statreg/stat/F/96165_01.htm
Personal Information Protection Act, SBC 2003, c.63
http://www.qp.gov.bc.ca/statreg/stat/P/03063_01.htm
Privacy Act, R.S.B.C. 1996, c. 373
http://www.qp.gov.bc.ca/statreg/stat/P/96373_01.htm

Manitoba

httpi//web2.gov.mb.ca/laws/statutes/ccsm/f175e.php

Privqcy Act, C.C.S.M., c. P125
httpi//web2.gov.mb.ca/laws/statutes/ccsm/p125e.php
Persqnal Health Information Act, C.C.S.M., c. P33.5
httpi//web2.gov.mb.ca/laws/statutes/ccsm/p033-5e.php
New|(Brunswick

Protgction of Personal Information Act, S.N.B. 1998, c. P-19.1
Right to Information Act, S.N.B. 1978, c¢. R-10.3
Newfoundland

Freedom of Information Act, R.S.N.L. 1990, c. F-25, s. 10; to be replaced by Access to Informatjon and
Protection of Privacy Act, S.N.L

httpi//www.gov.nf.ca/hoa/sr/

Privgcy Act, R.S.N.L. 1990, c. P-22

httpi//www.gov.nf.ca/hoa/sr/

Northwest Territories and Nunavut

NOTH All legistation in force in both Territories unless otherwise noted.
Access to Information and Protection of Privacy Act, S.N.W.T. 1994, c.20

Nova Scotia

Freedom an’nfnrmann and Protection anDw'nnr:y Ar'f-’ RSNS 1QQQ’ c.C-§

http://www.gov.ns.ca/legislature/legc/

Ontario

Freedom of Information and Protection of Privacy Act, R.S.0. 1990, c. F.31

Municipal Freedom of Information and Protection of Privacy Act, R.S.0. 1990, c. M.56
Personal Health Information Protection Act, 2004, S.0. 2004, c.3, Schedule A (came into force
November 1, 2004)

Prince Edward Island
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Freedom of Information and Protection of Privacy Act, S.P.E.1. 2001, c. F-15.01

http://www.gov.pe.ca/law/statutes/pdf/f-15_01.pdf

Quebec

An ActRespecting Access to Documents Held by Public Bodies and the Protection of Personal Information,

R.S.Q. c. A2

1

http://www.publicationsduquebec.gouv.qc.ca/dynamicSearch/telecharge.php?type=2&file=/

A2 1/A2_1
Charter of H
http://www
C_12/C12_A
An Act Respd
http://www
P_39_1/P39|
Civil Code o
Saskatchev
Freedom of |
http://www
Local Authof
http://www
Privacy Act,
http://www
Health Infor
http://www
Yukon

Access to Inff

At

Ly/man Rights and Freedoms, R.S.Q., c. C-12,ss. 4,5, 9.
.publicationsduquebec.gouv.qc.ca/dynamicSearch/telecharge.php?type=2&file=/
.html

cting the Protection of Personal Information in the Private Sector, R,S.Q. c. P-39.1
.publicationsduquebec.gouv.qc.ca/dynamicSearch/telecharge.php?type=2&file=/
[1_A.html

F Quebec, articles 35-41

fan

nformation and Protection of Privacy Act, S.S. 1990-91, c. F-22.01
.qp-gov.sk.ca/index.cfm?fuseaction=publications.details&p=527

ity Freedom of Information and Protection of Privacy Act, S.S. 1990-91, c. L-27.1
.qp-gov.sk.ca/index.cfm?fuseactioh=publications.details&p=605

R.S.S. 1978, c. P-24 *
.qp-gov.sk.ca/index.cfm?fuseaction=publications.details&p=767

mation Protectiondet, S.S. 1999, c. H-0.021

.qp.-gov.sk.cajindex.cfm?fuseaction=publications.details&p=4523

brmation and Protection of Privacy Act, S.Y. 1995, c. 1

£

http://www

Too T OT +

Other Documented Requirements

COACH Guidelines for the Protection of Health Information (2001)

B.3 Euro

pe

Member States of the European Union are subject to the EU Data Protection Directive.l6] Member
countries of the European Economic Area (EEA) which are not also EU Member States are similarly
covered by virtue of the EEA Treaty Decision 83/1999 of 25 June 1999.

The EU Commission has the power to recognize the data protection provisions of other countries as
providing data protection equivalent to the EU Data Protection Directive.
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Applicants to become members of the EU will also need to comply with the EU Data Protection Directive.

B.4 Japan
JIS Q 15001:1999, Requirements for compliance program on personal information protection.

The Government Officials Act Article 100: Officials must not divulge a secret which they know in the
course of their duty even after retirement.

The Local Officials Act Article 34: Officials must not divulge a secret which they know in the course of
their duty even after retirement.

The [Criminal Law Article 134: Offence for a medical doctor, pharmacist, medical_products trader,
midwife, ... to divulge without good reason a secret known in the course of duty.

The public health nurse, midwife and nurse Law, The consulting radiologist LawyThe dentdl technician
Law,|The emergency medical technician Law, The speech and hearing techhieian Law, dll create an
obligation to keep, and an offence to divulge, a secret.

The Administrative Agency holding and computer processing relatedPérsonal Information Protection
Law:imposes duties for processing and creates offence to disclose pérsonal data known through work
or to[use it for unjust purpose.

The [Administrative Agency holding Information Release kaw: deals with the responsibilities for
protécting personal information when disclosing administrative documents.

The Personal Information Protection Law (Draft underdiscussion): will be based on principles such as
to acquire properly, to ensure accuracy, to take security measures, to provide for owner’s garticipation
(notification of purpose of use, disclosure, prohibition and correction).

Secufity and Privacy Requirement for Remote,Servicing, Joint NEMA/COCIR/JIRA Securityfand Privacy
Compnittee, July 11, 2001.

Secufity and Privacy Auditing in Health Care Information Technology, Joint NEMA/COCIR/JIRA Security
and Privacy Committee, July 11, 2001.

B.5 | New Zealand

Health Information Privacy Code 1994, Privacy Commissioner, New Zealand

B.6 | UK

BS 7799-1:2000 Part 1, Code of Practice for Information Security Management, Britislh Standards
Instifution; London

BS 7799-272002"Part Z, Specification for Information Security Management Systems, British Standards
Institution, London

Data Protection Act 1998
Access to Health Records Act 1990
Common Law of Confidentiality

Confidentiality: National Health service (NHS) Code of Practice - July 2003 (Department of Health,
England)

Use and Disclosure of Health Data - May 2002 (Office of the Information Commissioner)
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B.7 USA

USA Health Insurance Portability and Accountability Act, 1996

An Inventory of Healthcare Information Standards, ANSI/HISB, January 1997

ASTM E 1762, Standard Guide for Electronic Authentication of Health Care Information

ASTM E 1869-97, Standard Guide for Confidentiality, Privacy, Access, and Data Security Principles for Health

Information Including Computer-Based Patient Records

ASTM PS 115-99, Provisional Standard Specification for Audit and Disclosure Logs for Use in Health

Information

Systems

36
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C1

GivenL below is an example of a contract suitable for controller-to-controller transfers [see”]
an eyample and any implementation should be checked legally as appropriate.

C.2

Thesfe controller-to-controller standard contract clauses were created by(the EU CommissiI
controller to adduce “adequacy” of data protection in the full context ofthie EU Data Protecti

(13]

C.3
Any

The

C.4
The

ISO 22857:2013(E)

Annex C
(informative)

Exemplar contract clauses: Controller to controller

Introduction

Attribution

Essential features of a contract

contract shall cover the following

the responsibilities of data exporter and data importer;
the purposes for which the data are transferréd;

that data subjects have given unambigtious consent to the transfer for the stated purpg

Iata subject’s rights to have a copy-of the contractual clauses;

the governing law;
fransfer of data to third parties;
fequirements whieh the data importer must meet to ensure adequate data protection.

above shall'be consistent with the clauses of this International Standard.

Exemplar contract: notes

contract clauses below are an example only. kEach imternational or cross-jurisdictiona

ata subject’s rights to redress and objective investigation of complaints and mediation;

2.2 )] Itis

4

n to allow a
n Directive.

ses;

-

application

will need to consider them in the light of the application and any national legal aspects which might bear
on the contract. Legal advice may be required.

It should be noted that:

— The contractual clauses should be enforceable not only by the organisations which are parties to
the contract, but also by the data subjects, in particular, where the data subjects suffer damage as a

consequence of a breach of the contract.

The governing law of the contract should be the law of the country/jurisdiction in which the primary
controller transferring the data are established, with the intention that this will enable a third-
party beneficiary to enforce the contract. This arrangement may be altered if clearly to the benefit

© IS0 2013 - All rights reserved
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of the data subjects. Data subjects should be allowed to be represented by associations or other
bodies of they so wish.

— To reduce practical difficulties which data subjects could experience when trying to enforce their
rights under these contract clauses, the data exporter and the data importer should be jointly and
severally liable for damages resulting from any violation of those provisions which are covered by
the third-party beneficiary clause.

— The data subjectis entitled to take action and receive compensation from the data exporter and data
importer or from both for any acts incompatible with the obligations contained in these clauses.
However both parties may be exempted from that liability if they prove that neither of them was
respongibte:

— Joint ar{d several liability does not extend to those provisions not covered by the third-party
beneficiary clause and does not need to leave one party paying for the damage resulting frorm the
unlawfyl processing of the other party. Although mutual indemnification between the ‘parties is not
arequiement and may therefore be deleted, it is included in the clauses for the sakeof clarifichtion
and to avoid the need for the parties to negotiate indemnification clauses individially.

— Inthe eyent of a dispute between the parties and the data subject which is noetamicably resolved and
where the data subject invokes the third-party beneficiary clause, the parties agree to provide the
data subject with the choice between mediation or litigation. The extent to which the data sﬂlEject
will haye an effective choice will depend on the availability of reliable and recognized systems of
mediatipn and arbitration. Mediation through a recognized authority in the country/jurisdiftion
of the primary controller transferring the data such as a national or State Data Protection/Prjvacy
Commigsioner or equivalent would be a good option if such aservice can be provided.

— The responsibilities of the data exporter and the data importer towards a data subject in the ¢vent
of interference with data concerning the data subject:should be made clear.

EXAMPLE STANDARD CONTRACTUAL CLAUSES

Name of the|data exporting organisation:

Address:

Tel: Fax: Email:

Other inforrhation needed toidéntify the organisation:

(the data exporter)
and

Name of the|data importing organisation:

Address:

Tel: Fax: Email:

Other information needed to identify the organisation:
(the data importer)

have agreed on the following contractual clauses (‘the clauses’) in order to adduce adequate safeguards
with respect to the protection of privacy and fundamental rights and freedoms of individuals for the
transfer by the data exporter to the data importer of the personal health data specified in Appendix 1.

Clause 1

Definitions
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theylare transferred are specified\in Appendix 1 which forms an integral part of the Clauseg.

The
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following definitions apply for the purposes of the clauses:

controller: the natural or legal person, public authority, agency or any other body which alone or
jointly with others determines the purposes and means of the processing of personal data;

data subject: the identified or identifiable natural person, which is the subject of personal data;
participants: data exporters and data importers;
personal data: any information relating to an identified or identifiable natural person;

personal health data: any personal data relevant to the health of an identified or identifiable
atural person;

rocessing of personal health data (processing): any operation or set of operatigns which is
erformed upon personal data, whether or not by automatic means, such as_golléction, recording,
rganization, storage, adaptation or alteration, retrieval, consultatiofn;yuse, disclosure by
fransmission, dissemination or otherwise making available, alignment or‘¢ombinatiqn, blocking,
¢rasure or destruction;

data importer: a natural or legal person, public authority, agency.oPany other body lofcated in one
¢ountry/jurisdiction which receives data from a data exporter in‘fanother country/jurigdiction;

technical and organisational security measures: thosedneasures aimed at protecting personal
ata against accidental or unlawful destruction or_accidental loss, alteration, upauthorised
isclosure or access, in particular where processing involves transmission of data ovef a network,
nd against all unlawful forms of processing;

ata exporter: a natural or legal person, public authority, agency or any other body lofcated in one
¢ountry/jurisdiction which sends data to a data importer in another country/jurisdictipn.

Clause 2
Details of the transfer

letails of the transfer and in particular the categories of personal data and the purposgs for which

Clause 3
Third-party beneficiary clause

lata subjects.can enforce this Clause, Clauses 4 (b), (c) and (d), Clauses 5 (a), (b), (c), (e}, (f) and (g),

Clauses 6 (1) and(2), and Clauses 7, 9 and 11 as third-party beneficiaries. The parties do ot object to
the data subjects being represented by an association or other bodies of they so wish and f permitted

by nationaldaw.

The
a)

b)

Clause 4

Obligations of the data exporter
data exporter agrees and warrants:

that the processing, including the transfer itself, of the personal health data by him has been and,
up to the moment of the transfer, will continue to be carried out in accordance with the relevant
provisions of the country/jurisdiction in which the data exporter is established (and where
applicable has been notified to the relevant authorities of that country/jurisdiction) and does not
violate the relevant provisions of that country/jurisdiction;

that the data subject has been informed or will be informed before the transfer that this data could
be transmitted to the importing country/jurisdiction and has unambiguously consented;

to make available to the data subjects upon request a copy of the Clauses; and
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c) torespondinareasonable time and to the extent reasonably possible to any enquiries from the data
subject concerning the processing of his personal health data by the data importer.

Clause 5
Obligations of the data importer
The data importer agrees and warrants:

a) that he has no reason to believe that the legislation applicable to him prevents him from fulfilling
his obligations under the contract and that, in the event of a change in that legislation which is likely
to have substantial adverse effect on the guarantees provided by the Clauses, he will notify the
change o the data exporter in which case the data exporter is entitled to suspend the transfer of
data anfl/or terminate the contract;

b) to proc¢ss the personal data in accordance with the mandatory data protection requiiréments set
out in Appendix 2;

c) to deal promptly and properly with all reasonable enquiries from the data_exporter or the|data
subject elating to his processing of the personal health data subject to the-tranhsfer;

d) atthe request of the data exporter to submit its data processing liabilities for audit which sh4ll be
carried|out by the data exporter or an inspection body composed of independent members ahd in
possessjion of the required professional qualifications, selected by‘the data exporter;

e) that he will promptly notify the data exporter about

i. any|legally binding request for disclosure of the persofial data by a law enforcement authprity
unless otherwise prohibited, such as a prohibitien under criminal law to preserve the
conffidentiality of a law enforcement investigatioh;

ii. anylaccidental or unauthorised access, and

iii. anylrequestreceived directly from the data subjects without responding to that request, upless
he hhas been otherwise authorized t6 do so;

f) to make¢ available to the data subject upon request a copy of the Clauses and indicate the ¢ffice
which handles complaints;

g) to comply with any requiremments laid down by the Data Protection/Privacy Commissioner ih the
data exporter’s country/jurisdiction as indicated in Appendix 3.

Clause 6
Liability

The parties| agree~that a data subject who has suffered damage as a result of any violation of the
provisions referred to in Clause 3 is entitled to receive compensation from the parties for the damage
suffered. Th pat ties agree that thr:_y ay be r:Ac1uptcd fromthis habihty uu}_y ifthc_y prove thatneither

of them is responsible for the violation of those provisions.

The data exporter and the data importer agree that they will be jointly and severally liable for damage to
the data subject resulting from any violation referred to in paragraph 1. In the event of such a violation,
the data subject may bring action before a court against either the data exporter or the data importer
or both.

The parties agree that if one party is held liable for a violation referred to in paragraph 1 by the other
party, the latter will to the extent to which it is liable, indemnify the first party for any costs, charge,
damages, expenses or loss it has incurred.

Indemnification is contingent upon:

a) the data exporter promptly notifying the data importer of a claim; and
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b) the data importer being given the possibility to cooperate with the data exporter in the defence and
settlement of the claim (*).

Clause 7

Mediation and jurisdiction

1. The parties agree that if there is a dispute between a data subject and either party which is not
amicably resolved and the data subject invokes the third-party beneficiary provision in Clause 3,
they accept the decision of the data subject

a. to refer the dispute to meditation by an independent person or authority;

1

The parties agree to deposita copy of this contract with ahy national or regional Data Protect

Com

reas
proc

The

estahplished, namely-(***):

The parties agree that by agreement between a data subject and the relevantparty a di

The parties agree that paragraphs a) and b) apply without prejudice td the data subject’s

The ﬂz

to refer to the dispute to the courts in the country/jurisdiction in which the dat3
established.

eferred to an arbitration body. (**)

rprocedural rights to seekremediesin accordance with other provisions of national ori
AW.

Clause 8

Cooperation with nationalauthorities

missioner or equivalent if such a deposit is required under national law.
Clause 9

Termination of the Clauses

n does not exempt them from the obligations and/or conditions under the Clauses as
pssing of the data transferred:

Clause 10
Governing Law

Clauses shall be,governed by the law of the country/jurisdiction in which the Data

Clause 11

Variation of the contract

exporter is

spute can be

substantive
hternational

ion/Privacy

arties agree that the termination'efthe Clauses at any time, in any circumstances and for whatever

regards the

exporter is

The parties undertake not to vary or modify the terms of the clauses.

On behalf of the data exporter:

(Stamp of organisation):

Name (written out in full):

Addr
Tel:

ess:

Fax: Email:

Other information necessary in order for the contract to be binding (if any):
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and

On behalf of

:2013(E)

the data importer:

(Stamp of organisation):

Name of the
Address:

data importer’s organisation:

Tel:

Fax: Email:

Other inforr

dnn - | £, =l b= A 1 h - - Lol Y
IAdUIUIT TITLES 5T y T UTUCTT TUT LT CULILI AT LU UT UIIUIIL g (11 dlly J.

(Signature)
)
)

Para

Whe

York convention on enforcement of arbitration awards could be significant.

(***)  The
established

This Appeng

(Participant
Appendix).

Data expor

The data ex

graph 3 is optional.

ther the relevant party is established in a country/jurisdiction-which has ratified the

ooverning law will usually be that of the country/jurisdietion in which the data expor
unless some other arrangement is clearly more beneficial to data subjects.

Appendix 1
to the contractual:clauses
lix forms part of the clauses and must be.completed and signed by the parties.

s may complete or specify any additional necessary information to be contained in

ter

borter is (please specify briefly your activities relevant to the transfer):

Data impor

The data im

ter

porter is (please specify briefly your activities relevant to the transfer):

New

ter is

this

Data Subjects

The personal health data transferred concerns the following types of data subject (please specify):
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Purposes of the transfer

The transfer is necessary for the following purposes (please specify):

Categories of data

The personal data is transferred is of the following nature

s o - de ) - | 1 dne 1 1 e Y
(Spe\ Iy dlIU TIIUIL4atT dlly WIIILIT HIdy UT pPdl tICUIdlly STIISIUIVE].

Recipients
The personal data transferred may be disclosed only to the following reécipients or categories pfrecipients

(pledse specify):

Storage limit

The personal data transferred may be stored for no more than (specify in months/yearq or in other
termfs which ensure data is kept no longer than necessary for the purposes):

Datalexporter Data importer

Namgp: Name:

(Authorised signature) (Authorised signature)
Appendix 2

to the contractual clauses
Mandatory data protection requirements referred to in Clause 5 c)

The mandatory data protection requirements are those mandatory requirements of ISO 22857,
Health informatics — Guidelines on data protection to facilitate trans-border flows of personal health
information.

Appendix 3
to the contractual clauses

Detail here any requirements, if any, laid down by the national/state Data Protection/Privacy
Commissioner or equivalent in the country/jurisdiction in which the data exporter is established.
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Annex D
(informative)

Exemplar contract clauses: Controller to processor

D.1 Introduction

Given below
an example

In a contrg
determine h
transferring
data protec
actions he t
result of any

In a controll
the transfer
the process
the controllg
redress sou
implement {
the obligatiq

In the circui
his rights ag
in which the
dealt with b
data subject
which the p

D.2 Attri

These contr
controller ix
Data Protec

D.3 Essel

is an example of a contract suitable for controller to processor transfers [see 7.2.2.g)]
hnd any implementation should be checked legally as appropriate.

ller to controller transfer the importing controller, as a controller, has)‘authorif
ow to process personal health data and the means for so doing albeit the primary contt
the data will lay down the essential principles to be followed to ensure overall adequa
ion. Since the importing controller has such authority he must také responsibility fo
hkes as a consequence of that authority and for any redress sought-by the data subjec
 deficiencies.

er to processor transfer, the importing processor, as a processor, is constrained to pr
Fed data only as instructed by the controller. The latter must therefore specify in detail
r is to do and the technical and organisational securitymeasures he must implement.
b1 takes responsibility for the adequacy of those instructions and measures and thus fo
bht by a data subject if they prove inadequate. Whereas the processor has an obligati
he technical and organisational measures which the controller specifies, the controlle
n to ensure that compliance with such meastires actually occurs.

mstances of a controller to processor transfer, the data subject should be able to enfor
ainst the controller only and in the ggntext of the governing law of the country/jurisdi
controller is established. Any deficiencies exhibited by the processor will be a matter
etween the controller and the processor. However should the controller cease to exis
should be able to exercise.his rights against the importing processor for deficiencig
focessor is responsible.

bution
pller to processor standard contract clauses were created by the EU Commission to al

an EU Member State to adduce “adequacy” of data protection in the full context of th
Fion Dirgctive.[14]

htial features of a contract

. Itis

y to
oller
cy of
" any
fas a

hCess
what
Thus
r any
bn to
r has

ce all
ction
to be
r, the
s for

ow a
e EU

Any contrac

that dat

44

t shall cover the following

the responsibilities of transferring controller and importing processor;

the purposes for which the data are transferred;

a subjects have given unambiguous consent to the transfer for the stated purposes;

data subject’s rights to have a copy of the contractual clauses;
data subject’s rights to redress and objective investigation of complaints and mediation;

the governing law;
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